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ENFORCEMENT AND LITIGATION

The UK National Crime Agency
(NCA) announced on 31 January
the seizure of £5.6 million from
UK-based bank accounts
belonging to members of
Azerbaijani MP Javanshir
Feyziyev’s family, following an
investigation into money brought
into the UK through the
international money laundering

(ML) scheme known as the
‘Azerbaijani Laundromat’.
 
Westminster Magistrates Court
granted six account freezing orders
for UK accounts held in the name
of Feyziyev’s wife, Parvana
Feyziyeva, his son, Orkhan
Javanshir and his nephew, Elman
Javanshir. The investigation found
that the funds held in these
accounts were derived from the
ML scheme that utilised a network
of shell companies with Estonian
and Latvian bank accounts. The
transfers were supported by
“�ctitious” documents.

  

The Azerbaijani Laundromat
scheme was uncovered in 2017
following a joint investigation by
multiple media outlets, including
the Organized Crime and
Corruption Reporting Project
(OCCRP), the Guardian and Danish
newspaper Berlingske, which found
that nearly $2.9 billion was moved
out of Azerbaijan between 2012
and 2014 through a network of
bank accounts and several shell
companies registered in the UK.

UK NCA press release

OCCRP report (September 2017)

The UK’s Financial Conduct
Authority (FCA) published on 14
January a �nal notice announcing
the cancellation of a �rm’s
registration as a small payment
institution (SPI) following non-
compliance with anti-money
laundering (AML) provisions.
 
Sumer 62 Ltd now appears on
Companies House as dormant with
accounts overdue. HMRC

cancelled the registration of the
�rm in October 2020, which
appeared as a money services
business, for non-compliance with
the Money Laundering, Terrorist
Financing and Transfer of Funds
(Information on the Payer)
Regulations 2017. 
 
The FCA's �nal notice states that
Sumer 62 does not meet the
conditions for registration as

detailed in the Payment Services
Regulations 2017.
 
In August 2021, the Registrar of
Companies gave notice that Sumer
62 would be struck off the register
and dissolved after two months.

 

FCA �nal notice

Companies House entry

UK seizes £5m linked to Azerbaijani Laundromat

UK FCA cancels MSB’s registration following
non-compliance with AML regulations

https://www.nationalcrimeagency.gov.uk/news/laundered-millions-linked-to-azeri-politician-forfeited
https://www.occrp.org/en/azerbaijanilaundromat/
https://www.fca.org.uk/publication/final-notices/sumer-62-ltd-2022.pdf
https://find-and-update.company-information.service.gov.uk/company/08927538
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The US State Department
announced on 31 January that it
has agreed an $840,000
settlement with electro-optics and
communications equipment
company Torrey Pines Logic Inc
and founder Leonid B. Volfson to
settle alleged violations of the
International Tra�c in Arms
Regulations (ITAR) and Arms
Export Control Act (AECA).
 
The company and Volfson were
accused of attempted and actual
unauthorised export of defence
items to Bulgaria, Canada, China,
Estonia, Germany, Lebanon, Russia,
Spain, and Switzerland,
unauthorised engagement in ITAR-
regulated activity, and failure to
maintain and produce records. In

2018, Volfson allegedly attempted
to export two US Munitions List-
controlled thermal imaging items
to Singapore which were seized by
US Customs and Border Protection
agents. In this and other instances
dating back to 2015, the
respondents allegedly engaged
with the government claiming that
they did not believe the items were
controlled under the ITAR.
 
While commodity jurisdiction
requests were pending, the
respondents allegedly exported
their manufactured items to eight
countries, including two proscribed
destinations, China and Lebanon.
Additionally, between 2013 and
2015, the Department of the Navy
suspended the company and

founder from government
contracting, but they nevertheless
allegedly supported the export of
another controlled item.
 
In the consent agreement, which is
in force for 36 months, the State
Department agrees to suspend half
of the $840,000 penalty if the
equivalent funds are applied to
remedial compliance measures.
The company is required to engage
an outside compliance o�cer and
carry out an external audit.

 

State Department media note

State Department charging order

Consent agreement

The UK Financial Conduct
Authority (FCA) announced on 7
January the commencement of
criminal proceedings against
brothers Peter and Andrew Currie,
former directors of Collateral (UK)
Ltd. The brothers are charged
with fraud by false representation,
fraud by abuse of position, and
converting criminal property.

The FCA claims that the Curries
breached Sections 1, 2 and 4 of the
Fraud Act 2006 and Section 329 of
the Proceeds of Crime Act. It is
purported that: (1) they falsely
represented to investors that the
company had authorisation to
operate as a peer-to-peer lender;
(2) after the FCA asked Collateral
(UK) Ltd, in January 2018, to cease

all regulated activities and before
the company ceased lending,
funds were transferred to a
separate company; and (3) they
transferred further sums into the
accounts of Andrew Currie, despite
knowing or suspecting the funds
were the proceeds of crime.

FCA press release

US State Department reaches settlement with
company and founder over ITAR violations

UK FCA launches criminal proceedings against
ex-Collateral directors for fraud and laundering

https://www.state.gov/u-s-department-of-state-concludes-840000-settlement-of-alleged-export-violations-by-torrey-pines-logic-inc-and-dr-leonid-b-volfson/
https://www.pmddtc.state.gov/sys_attachment.do?sysparm_referring_url=tear_off&view=true&sys_id=5285a9c31b5dcd90c6c3866ae54bcb1c
https://www.pmddtc.state.gov/sys_attachment.do?sysparm_referring_url=tear_off&view=true&sys_id=9a8529c31b5dcd90c6c3866ae54bcb32
https://www.fca.org.uk/news/press-releases/criminal-proceedings-collateral-uk-ltd
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
announced on 3 January that
Airbnb Payments Inc, a wholly
owned subsidiary of Airbnb Inc,
has agreed to pay $91,172.29 to
settle potential civil liability for
apparent violations of US
sanctions against Cuba.
 
According to OFAC, Airbnb
Payments processed payments
linked to guests traveling for
reasons outside OFAC’s authorised
categories. The company also

purportedly failed to maintain
certain records connected to
Cuban transactions.
 
According to OFAC, Airbnb ran
forensic analysis of its Cuban
transactions pursuant to
communications with the agency.
The analysis revealed that the
company had processed payments
related to 3,464 extrapolated stay
transactions in Cuba involving
guests traveling for reasons
outside of OFAC’s 12 authorised
categories. The average
transaction amount processed for
each stay totalled $139. The
company also processed
payments linked to 3,076
extrapolated experience
transactions for which it failed to
keep accompanying records.

The apparent violations were
possible in a context where the
launch of the company’s services
in Cuba and the scaling-up of its
operations there appear to have
outpaced the “company’s ability to
manage the associated sanctions
risks via its technology platforms”.

  
Airbnb Payments voluntarily self-
disclosed the apparent violations.
Other considerations related to the
fact that the company had not
received a penalty notice in the �ve
years prior to the alleged violations
and measures taken to address the
compliance de�ciencies.

OFAC press release

OFAC enforcement release

The UK National Crime Agency
(NCA) and Europol announced on
18 January the takedown of
LabVPN.net, a service purportedly
used by cybercriminals to
facilitate illicit activities, following
a joint investigation led by the
Hanover Police Department in
Germany. Fifteen server
infrastructures across the globe
were seized on 17 January.

LabVPN.net was reportedly
established in 2008, offering virtual
private network (VPN) services
based on OpenVPN technology
and 2048-bit encryption to provide
online anonymity. 

  
Europol notes that multiple
investigations uncovered criminals
using VPNLab.net to facilitate
malware and ransomware

campaigns. The NCA states that
LabVPN.net has been used
to cause “signi�cant economic
harm to UK businesses”.

 

NCA press release

Europol press release

OFAC and Airbnb Payments Inc agree to settle
apparent Cuba sanctions violations

Takedown of VPN service enabling cybercrime

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220103
https://home.treasury.gov/system/files/126/20220103_abnb.pdf
https://www.nationalcrimeagency.gov.uk/news/labvpn-takedown-nca-takes-uk-server-of-criminal-network-offline
https://www.europol.europa.eu/media-press/newsroom/news/unhappy-new-year-for-cybercriminals-vpnlabnet-goes-offline
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The US Department of the
Treasury's O�ce of Foreign
Assets Control (OFAC) announced
on 11 January that offshore
trading and trade �nancing
company Sojitz (Hong Kong)
Limited has agreed to remit
approximately $5.23 million to
settle apparent violations of
Section 560.203 of the US Iranian
Transactions and Sanctions
Regulations (ITSR).
 
According to an enforcement
notice, OFAC alleges that between
August 2006 and May 2018,
Sojitz’s Hong Kong subsidiary
employees “acting contrary to

company-wide policies and
procedures” caused the �rm to
purchase around 64,000 tonnes of
Iran-origin high density
polyethylene resin (HDPE) through
a supplier in Thailand with a
Chinese destination. The notice
further adds that throughout the
course of the HDPE trading
relationship, Sojitz HK made 60
separate US dollar payments from
its Hong Kong bank to the Thai
supplier’s banks in Thailand,
transferring a total of $75.6 million.
 
OFAC notes that, whilst processing
the HDPE trading activities, the
unnamed employees allegedly
circumvented Sojitz HK’s policy
and omitted references to Iran,
despite being explicitly advised that
they could not make US dollar
payments in connection with Iran-
related business transactions.
Their actions purportedly caused
US �nancial institutions, including

US correspondent banks, to (1)
engage in unauthorised �nancial
transactions involving goods of
Iranian origin; and (2) facilitate Iran-
related �nancial transactions that
would have been prohibited if
performed by a US person.
The notice further underlines that
the information regarding the
goods being manufactured in Iran
was also concealed from Sojitz
HK’s senior management and
compliance staff.

  
In determining the settlement
amount, OFAC considered that
Sojitz HK’s purported violations
were non-egregious and voluntarily
self-disclosed, as well as the
company’s cooperation with the
investigation and remedial steps
taken to prevent future violations.

OFAC press release

This enforcement demonstrates once again two important things to bear in mind when dealing with Iran
sanctions: 1) given that Iran remains fully cut off from the US �nancial system (and actually was in the
same situation from 2016, when the Joint Comprehensive Plan of Action (JCPOA) took effect, to 2018
when the Trump administration withdrew from the deal), it is key to make sure that no Iran-related trade or
trade in Iranian-origin goods is processed in US dollars, which automatically means entangling a US-based
correspondent bank; and 2) how di�cult it often is to ensure full compliance in the context of willful
misconduct by company employees. As is always the case with OFAC, the enforcement notice provides
useful practical recommendations in line with US regulatory expectations, as well as details of how the
penalty was calculated, including the fact that the violations in question were not deemed egregious 
and led to relatively mild consequences.

Sojitz Hong Kong settles US sanctions violations

Aperio Analysis by George Voloshin

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220111_33
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At the UK High Court in London
Justice Robert Hildyard issued on
28 January a draft summary of
conclusions �nding that Mike
Lynch organised an elaborate
fraud to in�ate the value of his
company Autonomy Corporation
Limited before it was acquired by
Hewlett Packard Vision BV for
over $11 billion in 2011. The draft
judgment concludes a six-year
civil fraud case.

Justice Hildyard
ruled that Lynch
and Hussain had
fraudulently
concealed a "�re
sale" of hardware
and engaged in
convoluted reselling
schemes to mask
the shortfall in
sales of the
company’s key
software

In addition to the UK proceedings,
the deal prompted at least two sets
of criminal proceeding in the US
Court for the Northern District of
California, one of which has led to

the conviction of former chief
�nancial o�cer of Autonomy
Sushovan Tareque Hussain for
wire fraud under US regulations.
Hussain was convicted in the US in
April 2018 and sentenced to �ve
years in prison in May 2019. Lynch
was indicted in the US in a further
set of criminal proceedings. In July
2021, a London court ruled that
Lynch could be extradited. On 28
January 2022, UK’s Interior
Minister Priti Patel concurrently
ordered Lynch’s extradition to the
US to face criminal charges. On 26
January, Lynch lost a High Court
bid that would have delayed the
decision on his extradition.
 
HP alleged “serious accounting
improprieties” related to the
acquisition of Autonomy, claiming
that Lynch and his company used
dishonest and improper practices
to enhance Autonomy’s
presentation, such as: (1) arti�cially
in�ating and accelerating
Autonomy’s revenues; (2)
understating Autonomy’s costs of
goods sold by characterising such
costs as sales and marketing
expenses so as to protect gross
margins; (3) misrepresenting
Autonomy’s rate of organic growth;
and (4) misrepresenting the nature
and quality of Autonomy’s
revenues as well as overstating its
gross and net pro�ts.

In his verdict, Justice Hildyard ruled
that Lynch and Hussain had
fraudulently concealed a "�re sale"
of hardware and engaged in
convoluted reselling schemes to
mask the shortfall in sales of key
software. He stated that HP had
“substantially succeeded” in
proving that Autonomy executives
fraudulently boosted the reported
revenue, earnings, and value.

  
However, Hildyard also stated that
HP would most likely still have
considered Autonomy, even if its
�nancial performance had not
been arti�cially in�ated, due to the
quality of its data-structuring
product IDOL, an acronym for
Intelligent Data Operating Layer,
which was the core technology for
nearly all of Autonomy’s software.
Furthermore, he ruled that the
damages, which will be determined
in a later judgment, are likely to be
signi�cantly less than the $5 billion
claimed by HP in court.
 
Lynch’s lawyers reportedly stated
that he would appeal both the
decision in the HP lawsuit and the
decision regarding his extradition
to the US. Hildyard will hand down
his full ruling at a later stage.

High Court of Justice judgmen…

The Guardian article

Hewlett-Packard wins six-year fraud case in the
UK against Autonomy and Mike Lynch

https://www.bailii.org/ew/cases/EWHC/Admin/2022/142.pdf
https://www.theguardian.com/law/2022/jan/28/tech-entrepreneur-mike-lynch-can-be-extradited-to-us-rules-priti-patel
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The US Court of Appeals for the
Second Circuit on 27 January
reversed the convictions of two
former Deutsche Bank AG traders,
Matthew Connolly and Gavin
Campbell Black, who had been
sentenced by a jury for wire fraud
and conspiracy to commit wire
and bank fraud, as part of a series
of US and UK prosecutions for
allegedly manipulating the
London Interbank Offered Rate
(LIBOR). The Court found that the
evidence was insu�cient as a
matter of law to permit a �nding
of falsity and remanded the case
to the district court for entry of
judgments of acquittal.
 
Connolly and Black had been
convicted before the United States
District Court for the Southern
District of New York in October
2018 for pressuring their
colleagues to alter their bank’s
LIBOR submissions to bene�t
certain derivatives trades between
2004 and 2011, while serving as
Deutsche Bank’s director of the
Pool Trading Desk in New York and
director on Deutsche Bank’s Money
Market and Derivatives Desk in
London respectively. The
government argued that Deutsche
Bank used a speci�c method for
arriving at one particular rate –
otherwise known as a ‘pricer’ – for
which it could accept interbank

offers, and that the defendants
caused the rates submitted to the
British Bankers’ Association (BBA)
to be altered so that they were
inaccurate and differed from the
pricer to the bank’s advantage.
 
On 18 December 2020, Connolly
and Black �led an appeal with the
US Court of Appeals for the
Second Circuit, arguing that the
government had not presented
evidence of any guidance by the
BBA that prohibited the
consideration of trading positions
in LIBOR submissions and that the
BBA expressly stated that its LIBOR
calculation methodology, which
involved dropping half the LIBOR
submissions it received before
averaging the remaining
submissions, prevented any bank
from materially impacting the rate.
 
The 27 January ruling agreed with
the defendants that, although the
government had offered evidence
that the former traders had sought
to impact LIBOR through their
submissions, it had failed to
produce su�cient evidence that
the trader-in�uenced submissions
were “false, fraudulent, or
misleading”. Signi�cantly, the Court
held that the federal fraud statutes
“are not catch-all laws designed to
punish all acts of wrongdoing or
dishonorable practices”.

The Court explains that there are
several respects in which the trial
evidence fails to support the
foundations of the government’s
claims of falsity, including that
there was: (1) one true interest rate,
(2) which was automatically
generated through a standard set
of inputs to the pricer, and was (3)
Deutsche Bank’s LIBOR
submission as generated except
when there was a request from a
trader. The Court found that there
was no evidence to indicate that
the submitted rates were false
under the standards, given that the
LIBOR instructions with which the
submitters were required to
comply provided a “hypothetical”
rate at which the submitting bank
could borrow funds.

  
The Court found that while
acknowledging that the
defendants’ efforts to take
advantage of the bank’s position as
a LIBOR panel contributor to
in�uence the outcome of already
agreed contracts could be
perceived as dishonorable conduct,
the government failed to prove that
the LIBOR submissions did not
comply with the BBA instruction
and that they were fraudulent.

Court of Appeals judgment

Indictment (May 2016)

US Court of Appeals reverses LIBOR rigging
convictions of ex-Deutsche Bank traders

https://cases.justia.com/federal/appellate-courts/ca2/19-3806/19-3806-2022-01-27.pdf?ts=1643297411
https://www.justice.gov/atr/file/867186/download
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The Swedish Economic Crime Authority announced
on 4 January that the agency’s preliminary
investigation leader and Chief Prosecutor Thomas
Langrot has charged former Swedbank AB CEO
Birgitte Bonnesen with gross fraud and gross 
market manipulation.
 
The Swedish regulator accuses Bonnesen of
propagating misleading information in October 2018,
January 2019, and February 2019 regarding the bank’s
internal controls to prevent any detection or reporting
of money laundering suspicions at Swedbank’s
Estonian operations. Langrot states that the
information caused damage and market 
manipulation, the latter demonstrated through a
signi�cant price drop in Swedbank shares, and gave
the false impression that the bank did not have anti-
money laundering (AML) process issues at its
Swedbank AS Estonian subsidiary during the period
between 2007 and 2018.
 
The Swedish Finansinspektionen �ned Swedbank SKR
4 billion (£330.7 million) in 2020 for AML failures in
Estonia following investigations by authorities in both
countries. The bank was �ned for also withholding
documents during the investigation, which revealed
failures involving screening, customer due diligence,
and reporting suspicious transactions.

A Swedbank commissioned report by Clifford Chance
revealed that from 2014 to 2019 roughly £30 billion in
transactions posing high ML risk were processed by
the bank, with customers including Russian oligarchs
and Viktor Yanukovych, the former president of
Ukraine, as well as numerous customers linked to the
Panama Papers and Russian Magnitsky fraud. 
 
Bloomberg reports that some of the nearly 4,000
pages of documents made available by the Swedish
Economic Crime Authority suggest that managers at
the bank were aware of high ML risks in 2018, when
Danske Bank A/S was under investigation for similar
shortcomings in the region.

 

The regulator accuses
Bonnesen of propagating
misleading information
regarding the bank’s internal
controls to prevent any
detection or reporting of 

 money laundering suspicions 
 at Swedbank’s Estonian

operations

In addition to the two primary charges against
Bonnesen, the Swedish Economic Crime Authority is
also charging the former CEO with unauthorised
disclosure of inside information in a separate and
unrelated instance. Bonnesen’s attorney informed
Reuters that he believes his client is innocent.

Swedish economic authority press release

Former Swedbank CEO charged with fraud

https://www.ekobrottsmyndigheten.se/fore-detta-bank-vd-atalas-for-grov-ekonomisk-brottslighet/
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The UK High Court of Justice ruled on 12 January
that the UK government acted unlawfully by
awarding lucrative personal protective equipment
and medical devices (PPE) contracts to PestFix Ltd
and Ayanda Capital Ltd based on their allocation to
the High Priority Lane (VIP Lane). The Court
concluded that the operation of the High Priority
Lane was in breach of the obligation of equal
treatment set out in Regulation 18 of the Public
Contracts Regulations 2015 (PCR).
 
The claimants, Good Law Project and EveryDoctor,
challenged the awarding of contracts to PestFix,
Clandeboye Agencies Ltd and Ayanda through claims
for judicial review issued in 2020. The grounds on
which the awarding decisions were challenged include
that: (1) the direct award of the contracts violated
principles of equal treatment and transparency; (2) the
defendant did not provide proper reasons permitting
the court to assess the lawfulness of the procedure;
and (3) the contracts awarded were irrational, with no
or insu�cient �nancial or technical veri�cation in
relation to PestFix and Ayanda.
 
According to the judgment, the defendant, in making
direct contract awards without prior publication
pursuant to Regulation 32(2)(c) of the PCR, was

obliged to comply with the principles of equal
treatment and transparency set out in Regulation 18.
 
The claimants’ challenge in respect of the contracts
awarded to Clandeboye was dismissed by the Court,
which determined that the offers by Clandeboye were
not allocated to the VIP Lane. Moreover, the Court
ruled that the open-source approach complied with
the transparency obligation and that the reasons
provided by the defendant for the decisions allowed a
“realistic prospect of a challenge”.
 
The judgment concludes that the government
conducted both su�cient �nancial due diligence and
su�cient technical veri�cation regarding the contracts
awarded to PestFix and Ayanda. Notably, the Court
found that, even if PestFix and Ayanda had not been
allocated to the VIP Lane, “they would have been
treated as priority offers because of the substantial
volumes of PPE they could supply that were urgently
needed”, thus “it is highly likely that the outcome
would not be substantially different, and the contracts
would have been awarded to PestFix and Ayanda”. 
The Court ruled that, although the operation of the 
VIP Lane was unlawful, breaching the principle of
equal treatment, “it is su�cient that the illegality is
marked by this judgment”.
 
In response to the ruling, Good Law Project notes 
that the 18-month case underlines that “[n]ever again
should any Government treat a public health crisis as
an opportunity to enrich its associates and donors 
at public expense”.

UK High Court judgment

Good Law Project press release

UK government unlawfully prioritised VIP �rms
in Covid-19 deals, High Court rules

https://www.bailii.org/ew/cases/EWHC/TCC/2022/46.pdf
https://goodlawproject.org/update/high-court-vip-lane-ppe-unlawful/
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The UK Gambling Commission
announced on 27 January that it
has imposed a £3,769,920 �ne on
Malta-headquartered online
casino Genesis Global Limited
following an investigation which
revealed “signi�cant” anti-money
laundering (AML) and social
responsibility failures. Genesis
operates 14 websites, including
genesiscasino.com,
casinoplanet.com and
casinocruise.com.
 
With respect to the social
responsibility breaches, the
operator failed to set account
restrictions and conduct

“meaningful responsible gambling
interactions” with a customer who
spent £245,000 over the course of
three months, despite having
knowledge that his annual earnings
amounted to £30,000, according to
the regulator. Genesis failed to
carry out gambling interactions
and establish affordability
thresholds in relation to two
customers who lost £197,000 over
six months and £234,000 in a six
week period, respectively.
 
Concurrently, the Commission
found that Genesis violated
operating Licence Condition 12.1.1
and 12.1.2 concerning the
prevention of money laundering
and terrorist �nancing and the
measures for operators based in
foreign jurisdictions. In one such
case, the regulator notes that the
company requested source of
funds information only after a
customer lost £209,000 and failed
to properly assess the information

provided by the customer, as well
as the fact that the company the
customer worked for was
inoperative. Additionally, Genesis
failed to conduct su�cient source
of funds veri�cations on several
other customers, despite existing
red �ag indicators concerning their
bank statements.
 
In addition to the �nancial penalty,
the Commission has also imposed
a warning and an additional licence
condition on the operator
requesting further extensive
auditing, pursuant to the Gambling
Act 2005. According to the
Commission, Genesis cooperated
during the investigation and
adopted remedial actions to
address the identi�ed de�ciencies
and prevent future violations.

UK Gambling Commission pres…

Genesis Global Limited penalty

The European Public Prosecutor’s
O�ce (EPPO) announced on 20
January the �rst court hearing in
a case in Bulgaria. The unnamed
defendant, referred to as T.D., was
brought before the Specialised
Criminal Court in So�a for
allegedly receiving in his capacity

as general expert at the Bulgarian
State Fund Agriculture (SFA) a
bribe from an individual referred
to as I.G., a farmer and owner of
an agricultural company.
 
Additionally, the EPPO announced
on 28 January that it referred on 24

January a tobacco smuggling 
case to the Vilnius Regional Court,
marking the �rst EPPO indictment
in Lithuania.

EPPO press release

EPPO press release

UK Gambling Commission �nes Genesis Global

EPPO indictments in Bulgaria and Lithuania

https://www.gamblingcommission.gov.uk/news/article/licence-suspension-and-gbp3-8m-fine-for-genesis-global-limited
https://www.gamblingcommission.gov.uk/public-register/business/detail/actions/45235
https://www.eppo.europa.eu/en/news/first-eppo-indictment-bulgaria-bribery-state-fund-agricultures-official
https://www.eppo.europa.eu/en/news/tobacco-smuggling-case-leads-first-eppo-indictment-lithuania
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The UK Gambling Commission
announced on 20 January that it
has imposed a £1.3 million �ne on
online casinos Rank Digital
Gaming (Alderney) Ltd and
Annexio (Jersey) Ltd, following
investigations which revealed
anti-money laundering (AML) and
social responsibility failures.
 
Rank Digital Gaming, which
operates in the UK as
bellacasino.com,
grosvenorcasino.com,
meccabingo.com and
meccagames.com, will pay a
regulatory settlement of £700,557
for failures to comply with multiple
provisions of the Social
Responsibility Code (SRC) between
October 2019 and February 2021.
 
The gambling regulator notes that
the operator violated SRC Provision
3.4.1. paragraphs 1 and 2 which
requires licensees to interact with
customers to reduce the risk of
clients experiencing harms

associated with gambling. It
highlights that the company
admitted the mechanisms
implemented for identifying such
customers were often ineffective,
with new clients being able to
deposit “at high velocity”, while
customer interaction was
dependent on establishing
proactive deposit limits rather 
than conducting affordability
assessments.
 
Concurrently, Rank Digital Gaming
purportedly violated SRC Provision
3.4.1. paragraph 2(b), which
requires operators allowing
customers to hold more than one
account to monitor all these
accounts and to ensure that
decision generating customer
interactions “are based on
behaviour and transaction across
all accounts”. Additionally, the
Commission found that between
November 2020 and February
2021, the existing procedures
concerning bellacasino.com and
meccagames.com failed to
mitigate the risk of self-excluded
customers opening accounts on
two platforms.
 
With respect to Annexio, trading as
lottogo.com, the regulator has
imposed a £612,000 �ne for social
responsibility and AML failures
which occurred between October

2019 and November 2021.
According to the public statement,
the operator’s ML and terrorist
�nancing (TF) risk assessment
failed to effectively address: (1) the
risk of customers making low-level
transactions to evade customer
due diligence (CDD) obligations or
to avoid suspicion; (2) the risk of
customers using third parties to
conceal the funds’ source or
ownership; (3) risks associated
with crypto transactions or prepaid
cards; or (4) risks associated with
customers linked to high-risk
jurisdictions. Moreover, the
Commission found that, in several
cases, Annexio failed to conduct
CDD and enhanced due diligence
(EDD) in a timely manner and failed
to properly verify ML/TF risks
posed by certain customers.
 
In relation to the social
responsibility breaches, Annexio
admitted that it failed to identify
those who presented a risk of
experiencing harms related to
problem gambling, by failing to
conduct affordability checks and
adequately assess bank
statements and payslips.

UK Gambling Commission pres…

Annexio (Jersey) Limited tradi…

Rank Digital Gaming (Alderney)…

UK Gambling Commission �nes online casinos
over social responsibility and AML failures

https://www.gamblingcommission.gov.uk/news/article/online-gambling-businesses-face-regulatory-action
https://www.gamblingcommission.gov.uk/public-register/public-statement/detail/annexio-jersey-limited-trading-as-affiliate-empire-public-statement
https://www.gamblingcommission.gov.uk/public-register/public-statement/detail/rank-digital-gaming-alderney-limited-public-statement
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The UK Solicitors Regulation
Authority (SRA) announced on 5
January that it has imposed a
£232,500 �ne on law �rm
Mishcon De Reya LLP for “serious
breaches” of the anti-money
laundering (AML) regulations and
SRA rules by facilitating
transactions raising money
laundering and terrorist �nancing
(ML/TF) concerns.
 
According to the SRA, between
September 2015 and April 2017,
the company failed to conduct
adequate customer due diligence
(CDD) veri�cations while carrying
out work for two individual clients
and corporate vehicles associated
with them. The activity referred to a
non-SRA regulatory investigation,
asset planning for one of its clients,
as well as work related to the
proposed acquisition of two
entities and the subsequent sale 
of one of them.
 
The SRA notes that Mishcon De
Reya failed to obtain CDD
documents concerning one of the
corporate vehicles involved in the

acquisition and did not keep hard
copy �les of documents
concerning the two individual
clients. Additionally, the company
failed to conduct adequate
enhanced due diligence (EDD) and
to properly apply enhanced
ongoing monitoring with respect to
the proposed acquisitions which
involved companies in high-risk
jurisdictions, thus presenting a
“higher risk” of ML/TF.
 
Furthermore, the regulator states
that the law �rm failed to provide
mandatory AML training to a
former partner who had
responsibilities concerning the two
clients. Moreover, in September
2018, the SRA found that the
company also lacked a �rm-wide
risk assessment, as required by
Regulation 18 of the Money
Laundering, Terrorist Financing and
Transfer of Funds (Information on
the Payer) Regulations 2017.
 
Concurrently, between 22 July and
28 July 2016, the law �rm
purportedly allowed its client
account to be used as a banking
facility, after a £965,000 payment
was made into the account and
another three payments totalling
over £820,000 were made out of
the company’s client account, in
violation of Rule 14.5 of the SRA
Accounts Rules 2011.

According to the
SRA, between 2015
and 2017, the
company failed to
conduct adequate
CDD while carrying
out work for two
individual clients
and corporate
vehicles associated
with them

Separately, between September
2017 and October 2018, the
company acted in relation to three
property transactions, for which
the company’s client was a
separate special purpose vehicle
having the same bene�cial owner.
However, despite securing CDD
with respect to the ultimate BO, the
�rm failed to maintain full copies of
such information, and did not
conduct CDD for each vehicle
before transactions occurred.

The initial �ne applied was
£387,500, however Mishcon De
Reya quali�ed for a 40 percent
discount as a result of mitigating
factors and the company's 
cooperation during the probe.

SRA press release

UK �nes Mishcon De Reya LLP for AML failings

https://www.sra.org.uk/consumers/solicitor-check/624547/
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The UK Solicitors Regulation
Authority (SRA) published on 7
January a regulatory settlement
agreement reached the previous
day with solicitor Afshan
Manzoor, �ning her £2,000 plus
£600 in investigation costs for
violating the anti-money
laundering (AML) regulations.
 
The regulator states that Manzoor,
who is the sole director of the
registered �rm Aim Legal Limited,
admitted to taking £20,000 of
surplus funds from an account
which belonged to Manzoor’s client
and loaning it on 1 June 2021 to
the client’s third-party business
associate on request. This

represents a violation of SRA
Accounts Rules (2019) Rule 3.3
barring solicitors from using client
accounts to offer banking facilities
to clients or third parties. Manzoor
also breached the SRA Principles
by failing to uphold public trust and
con�dence in her profession.
 
Manzoor asserted to the SRA that
the funds were genuine and had
been subject to customer diligence
and source of funds checks before
being received. Furthermore, she
stated that the incident was
isolated and that the loan
agreement was genuine and
prepared by an outside legal �rm.
 

The SRA accepts Manzoor’s
explanation, despite noting that the
breach is serious and that she
appeared unaware of the issues
prior to the SRA identifying the
violation. In reaching its decision,
the regulator states that there
appears to be no lasting harm to
consumers or third parties, that
Manzoor is unlikely to repeat the
conduct, and that she assisted the
SRA’s investigation. The solicitor
agrees to act in a manner
consistent with the SRA agreement
and can continue regulated activity.

SRA decision

The US Securities and Exchange
Commission (SEC) announced on
28 January the settlement of
fraud charges without penalty
against technology company
HeadSpin Inc following consistent
remediation efforts undertaken by
its board after an internal inquiry
into former CEO Manish
Lachwani’s purported misconduct.
 
The SEC �led a complaint claiming
that from at least 2018 through to
2020, the company was allegedly
involved, through its CEO, in a
deceitful scheme to boost its

valuation to over $1 billion by
fraudulently in�ating key �nancial
metrics and falsifying internal sales
records. The complaint lists
Lachwani’s control over all major
HeadSpin �nancial and sales
operations, fraudulent treatment of
uncommitted transaction amounts
as guaranteed future payments,
in�ation of customer deal values,
and the release of false invoices.
Following the launch of an internal
investigation by HeadSpin’s board
of directors, Lachwani was
removed, the company’s valuation
dropped to $300 million, and

remediation measures were
adopted. Remedial steps include
repayments to investors, the hiring
of new senior management, board
expansion, and establishment of
processes designed to ensure
transparency and accuracy of deal
reporting and related revenues.

The settlement is subject to court
approval. The SEC has �led
separate action against Lachwani.

SEC press release

SEC complaint

UK SRA �nes solicitor for violating AML rules

US �rm avoids penalties due to remediation

https://www.sra.org.uk/consumers/solicitor-check/317633/
https://www.sec.gov/news/press-release/2022-14
https://www.sec.gov/litigation/complaints/2022/comp-pr2022-14.pdf
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Denmark’s Finanstilsynet (Financial Supervisory
Authority, FSA) published on 14 January its
assessment of the transaction monitoring
mechanisms at a subsidiary of Finland-based
Nordea Bank Abp and Danske Bank A/S. The results
follow two separate inspections carried out at each
bank between 18 August and 18 December 2020.
 
The FSA states that both Nordea Denmark and
Danske Bank have corporate clients with complex
organisational structures and �nancial arrangements.
The authority further notes that a signi�cant volume
of transactions and cross-border money transfers and
the handling of orders through cash means and online
banking puts the �nancial institutions in the high-risk
category for potentially being used for money
laundering and terrorist �nancing (ML/TF). The FSA
highlights Danske’s o�ces in several foreign
jurisdictions and Nordea’s foreign customers as being
factors it took into consideration when assessing the
inherent risk affecting the credit institutions.
 
The watchdog states that Danske’s risk assessment
systems and procedures are marred by weaknesses
and, while it acknowledges that the area of concern is
covered in a previous injunction, underscores the
importance of expediting the remediation measures.

The �nancial institution will have to submit a timetable
on the matter. The bank must initiate client monitoring
from the onset of the business relationship and
ensure that all transactions are covered by its
systems. The company is required to ensure adequate
monitoring of trade �nance, which includes the
preparation of procedures for transaction
investigation. Finally, Danske is required to ensure that
Danske Invest Management A/S, Luxembourg branch
employs adequate transaction monitoring tools. The
FSA acknowledges Danske’s May 2020 remedial
AML/CFT plan and states that the situation could
have changed in the meantime.
 
The FSA instructs Nordea to ensure that its
monitoring system can effectively incorporate
changes in customer behaviour and deviations from
the bank’s knowledge to create alerts. Relatedly, the
bank must validate its automatic system for closing
alerts, ensure adequate control over it, and provide
documentation on the consequences of an eventual
failure to validate the model. In addition, both the
automatic closure of alerts and the related 
scoring mechanism must be used properly and 
on an adequate basis. The bank is further required to
ensure that it adequately monitors trade �nance and
capital markets, including by preparing procedures for
detecting and reporting suspicious activities. Finally,
Nordea Denmark is ordered to ensure that it
immediately noti�es the Hvidvasksekretariatet (ML
Secretariat) upon detecting suspicious activity.

FSA press release

FSA Nordea report

FSA Danske report

Danish FSA publishes �ndings on Danske and
Nordea’s transaction monitoring mechanisms

https://web.apsis.one/wSmxdwrMd7kE
https://www.finanstilsynet.dk/Tilsyn/Inspektionsredegorelser/2022/HvidvaskNordeaTransaktion?link_id=xJ7M7SFTQ3w
https://www.finanstilsynet.dk/Tilsyn/Inspektionsredegorelser/2022/HvidvaskDanskebankTransaktion?link_id=4aG8HXGJBzrCq
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A jury in the US District Court for the Northern
District of California on 3 January found Elizabeth
Holmes, the founder of the now defunct healthcare
company Theranos Inc, guilty on three counts 
of wire fraud and one count of conspiracy to 
commit wire fraud. 

  
The charges relate to allegations that Holmes
fraudulently obtained money from investors through
material misrepresentations about the company’s
proprietary technology and revenue-generating
capacity. According to the US Department of Justice,
the entrepreneur informed investors that her company

would generate nearly $1 billion in revenue in 2015,
aware that the actual gains would pale in comparison.

  
Holmes has been convicted of causing approximately
$144 million in investor money to be transferred to
Theranos accounts in February and October 2014.
The jury failed to reach a verdict on three counts of
wire fraud relating to transfers totalling roughly $48
million and found Holmes not guilty of defrauding
paying patients. The Guardian reports that the former
CEO is expected to appeal the decision. 

  
The corporation, valued at $9 billion at its peak, touted
its own medical tests as being capable of providing
fast results using automated technologies and only
limited quantities of blood. The Wall Street Journal
reported in October 2015 that Theranos was using
traditional blood tests without disclosing to investors
results that might have indicated its machines lacked
precision. Holmes and former COO Ramesh "Sunny"
Balwani were charged with fraud in 2018.

DOJ press release 

During oral arguments heard on 31 January, a US
Court of Appeals for the District of Columbia judge
criticised the Securities and Exchange Commission’s
(SEC) whistleblower policy for a lack of clarity
on conditions for receiving monetary rewards.

In the case, two presumed whistleblowers claim to
have been wronged by the SEC’s rejection of an award
application after a $25 million settlement with Swiss-

based Novartis AG. They claim that the SEC policy is
ambiguous. Judge David Tatel states that “this seems
such an obvious example of a problem that could
have been avoided” by including language to make it
clear that the scenarios outlined in the SEC document
are the only ones that can lead to an award.

Oral arguments recording

Elizabeth Holmes found guilty on fraud charges

US judge condemns lack of clarity in SEC policy

https://www.justice.gov/usao-ndca/pr/theranos-founder-elizabeth-holmes-found-guilty-investor-fraud
https://www.cadc.uscourts.gov/recordings/recordings2021.nsf/0A563D2B4B4407F3852587DB0059E869/$file/21-1097.mp3
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REPORTS

Europol published on 26 January
a report on the criminal use of
cryptocurrencies which highlights
that digital currencies are
predominantly associated with
money laundering, fraud and
online trade of illegal goods and
services. Criminal networks
involved in serious and organised
crime continue to rely mostly on
�at currency, while the number of
cases involving cryptocurrencies

for terrorist �nancing purposes
remains limited.
 
According to the paper, the main
criminal activity associated with
the use of cryptocurrencies is
money laundering, which relates
mostly to illicit proceeds generated
in the context of drug tra�cking,
fraud and cybercrime. Europol
highlights that fraud accounts for
over half of the identi�ed criminal
transactions involving the illegal
use of cryptocurrencies, with
cryptocurrency investment fraud
being the most prevalent predicate
offence. The report notes that
fraudsters create websites aimed
at advertising investments in order
to attract investors to create
accounts on online trading
platforms and obtain information
about the victims through social

engineering. Other scams include
cryptocurrency pyramid schemes.

  
Concurrently, digital currencies are
often used as a means to launder
proceeds of drug tra�cking and
cybercrime activities, which
generate funds through online
fraud, ransomware and trading
illicit goods and services on dark
web marketplaces. The report
notes that the volume of
transactions involving dark web
marketplaces has been estimated
at approximately €1.5 billion worth
of cryptocurrency activity in 2020,
with Bitcoin, Ethereum and Monero
being the most commonly used
and accepted on such platforms.

Europol press release

Europol report

The US Federal Trade
Commission (FTC) published on
25 January its data on social
media scams, which shows that
one in four people who reported
losing money to fraud in 2021
claim the scheme started on
social media, an 18-fold increase
from 2017. Around 95,000 people

reported $770 million in losses to
fraud initiated on social media.
 
The FTC's data shows that 18 to
39 year olds were twice as likely as
older adults to report losing money
to social media scams, which,
according to the FTC, in 2021
proved to be the most pro�table

contact method for scammers,
followed by scams on websites 
or apps at $554 million.

FTC social media spotlight

FTC press release

Europol report on illicit use of cryptocurrencies

US FTC data on losses to social media scams

https://www.europol.europa.eu/publications-events/publications/cryptocurrencies-tracing-evolution-of-criminal-finances
https://www.europol.europa.eu/cms/sites/default/files/documents/Europol%20Spotlight%20-%20Cryptocurrencies%20-%20Tracing%20the%20evolution%20of%20criminal%20finances.pdf
https://www.ftc.gov/news-events/blogs/data-spotlight/2022/01/social-media-gold-mine-scammers-2021
https://www.ftc.gov/news-events/press-releases/2022/01/ftc-finds-huge-surge-consumer-reports-about-losing-money-scams
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Transparency International
published on 25 January the 2021
Corruption Perceptions Index
(CPI), assessing the effects of the
Covid-19 pandemic on corruption
and issuing recommendations on
tackling cross-border crime.
 
The report sets out expert
assessments and businesses’
opinions on public sector
corruption in 180 countries. It
reveals that 131 states have not
made any relevant progress in anti-
graft reforms “despite
commitments on paper”.
 
The UK ranks 11th on the index. An
analysis piece concerning Western
Europe notes Prime Minister Boris
Johnson and his cabinet’s
purported involvement in
contracting scandals.
Transparency International
additionally highlights real estate
ownership through non-transparent
corporate structures as an issue.
 
Romania is among the three worst
performers in the EU on the index,
with a score of 45, joined by
Bulgaria (42) and Hungary (43).

Under Prime Minister Viktor Orban,
Hungary has lost 12 rating points
since 2012, while the country’s use
of pandemic recovery funds came
under scrutiny for possible
corruption, the NGO notes. 
Transparency International
Romania underscores that the
perception of corruption in the
country has stagnated over the
past ten years and emphasises
that public procurement during the
pandemic was one of the most
vulnerable areas. The NGO
reiterates the potential bene�ts of
using so-called ‘integrity pacts’
which would allow the civil society
to monitor public spending and
recommends their integration into
public procurement processes.

  
The report also underscores the
steady decline of the top
performers’ scores, with Australia
now rated 73, a dozen points lower
than in 2012; Canada lost 10 points
during the same decade and is
now rated 74. The US, currently
rated 67, has dropped nine points
since 2015. Transparency
International notes that many
countries scoring high on the index
have been involved in massive
corruption scandals such as the
Pandora Papers revelations.
 
With a score of 88, Denmark, the
state perceived as least corrupt,
has a score eight times higher than

South Sudan, the country seen as
most lacking. The NGO states that
the index does not capture money
laundering issues or the role of
private entities in corruption, which
represent issues that “often help to
keep lower-performing countries at
the bottom” of the list.

Recommendations include

Top countries highlights

TI report 2021

TI publishes 2021 Corruption Perceptions Index

Reverting lopsided restrictions
on rights and freedoms
imposed during the pandemic
to ensure that powerholders
can be held accountable

Advanced economies should �x
legislative voids that allow for
transnational corruption to take
place, including by passing
legislation on enablers of
�nancial crime and ensuring the
prosecution of perpetrators and
their accomplices

Incorporating anti-graft
safeguards in public
procurement processes and
ensuring the transparency of
public �nances, as per the 2021
declaration passed by the UN
General Assembly during its
32nd special session

https://www.transparency.org/en/news/cpi-2021-trouble-at-the-top
https://images.transparencycdn.org/images/CPI2021_Report_EN-web.pdf
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The UK Foreign, Commonwealth
and Development O�ce (FCDO)
announced on 13 January the
launch of the Annual Sanctions
Report 2021, which details for the
�rst time the full extent of the
country’s new autonomous
sanctions since Brexit, noting that
160 individuals and entities have
been sanctioned in the country’s
�rst full year since leaving the EU.
 
Introducing the report, Lord Tariq
Ahmad of Wimbledon states that
since the end of the transition
period, the UK has moved to an

independent sanctions policy,
becoming “more agile”. 
 
Speci�cally, in 2021 UK sanctions
have targeted: (1) 108 individuals
and 10 entities pursuant to the
Belarus sanctions regime; (2) 24
individuals and nine entities 
under the Myanmar sanctions
regime; (3) �ve individuals and
three entities based in China,
Myanmar and Pakistan under the
Global Human Rights sanctions
regime; and (4) 27 individuals
across the globe involved in
serious corruption.

The annual report provides: (1) a
map of the targeted sanctions; 
(2) guidance on how trade,
�nancial, transport and
immigration sanctions are
imposed, as well as on any
associated exceptions and
licensing; and (3) a timeline of the
sanctions imposed since the end
of the transition period. The report
is accompanied by an annex of
annual reviews for various
sanctions regimes.

 

FCDO press release

The European Banking Authority
(EBA) published on 10 January its
quarterly risk dashboard,
including the results of the
autumn 2021 risk assessment
questionnaire, reporting that 55
percent of banks expect their
operational risks to increase, the
majority due to cyber risks and
data security concerns.

The risk dashboard notes that in
considering operational resilience,
which is deemed medium-risk,
money laundering and terrorist
�nancing risks remain, worsened
by increased use of remote
onboarding solutions during the
pandemic. Reliance on third-party
providers during the pandemic has
also exacerbated operational risks
relating to cyber and ICT. 

According to the questionnaire
results, which covers 59
institutions amongst the bloc’s
banking sector, 90 percent of the
banks expecting operational risk

increases cite cyber and
data security risks, with 40 
percent referencing conduct 
and legal risk as major reasons 
for predicting increased 
operational risk.

Widening the scope of risk
management, 80 percent of 
banks surveyed reportedly state
that they consider Environmental,
Social, and Governance (ESG)
factors in their risk management.
Seventy percent consider ESG
factors for reputational and
operational risks. 

EBA press release

UK publishes Annual Sanctions Report 2021

EBA �nds that banks expect operational risk rise

https://www.gov.uk/government/news/first-uk-annual-sanctions-report-shows-how-uk-independent-sanctions-underpin-global-britains-role-on-the-world-stage
https://www.eba.europa.eu/asset-quality-has-further-improved-cyber-risk-remains-source-concern-eu-banks
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The Council of Europe’s Committee of Experts on the
Evaluation of Anti-Money Laundering Measures and
the Financing of Terrorism (Moneyval) published on
25 January its typologies report which aims to assist
national authorities with conducting anti-money
laundering and countering terrorist �nancing
(AML/CFT) supervisory activities in crisis scenarios
or in the context of challenging external factors.
 
The report provides an overview of speci�c challenges
experienced by supervisory authorities in the context
of the Covid-19 pandemic, and highlights best
practices to follow for mitigating emerging ML/TF
risks, and business continuity plans (BCPs) that can
help supervisors promptly overcome crisis situations.
The paper underlines that most jurisdictions
established BCPs when the Covid-19 pandemic
started, setting out risk assessment methodologies
and comprehensive governance arrangements, as
well as the clear distribution of responsibilities among
supervisory authorities, including speci�c crisis-
related actions. Moneyval notes that many countries
included AML/CFT supervision in their BCPs and
established dedicated Crisis Management
Committees where a manager responsible for
AML/CFT supervision was appointed.
 
According to the report, one of the key aspects which
contributed to maintaining operation continuity during

the Covid-19 pandemic, including with respect to
mitigating emerging ML/TF risks, was the increasing
digitalisation of supervisory authorities’ core
functions. Therefore, in order to ensure data security,
supervisors from various jurisdictions implemented
new protocols and developed guidelines and
procedures to allow the use of digital ID systems by
reporting entities. Supervisors used simpli�ed
customer due diligence (CDD) procedures in low-risk
scenarios to allow entities to continue onboarding
clients and to facilitate the delivery of pandemic-
related government payments, in line with FATF's
guidance on Covid-19 related ML/TF.
 
Moneyval notes that exchanging information on new
ML/TF risks and emerging challenges in the context
of crisis situations represents an “effective tool” for
ensuring AML/CFT compliance by the private sector.
The report highlights that during the Covid-19
pandemic, supervisory authorities played a greater
role in approaching entities and focused on delivering
video materials and e-learning tools, while also
organising webinars and online training and
workshops to assist them with the implementation of
AML/CFT requirements in the context of existing
pandemic restrictions. However, the report
recommends that cross-border cooperation between
supervisors should be enhanced by simplifying
existing regulations and procedures concerning
transnational data exchange.

  
Moneyval member states and territories will be
required to provide feedback on the use of the 
report’s �ndings in one year.

Moneyval press release

Moneyval report

Moneyval report on supervision in times of crisis

https://www.coe.int/en/web/moneyval/-/moneyval-publishes-typologies-report-on-aml-cft-supervision-in-times-of-crisis
https://rm.coe.int/typologies-report/1680a54995
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A report released on 24 January
urges the UK to establish a fund
devoted to �ghting �nancial crime
and recommends that funds
generated through deferred
prosecution agreements and �nes
by the Serious Fraud O�ce (SFO)
be reinvested into countering
economic crime.

The report notes
with concern that
the UK continues to
be a primary hub
for money
laundering and
other illicit �nancial
actors, as
demonstrated in
the Pandora
Papers, and
Panama Papers

The report by Spotlight on
Corruption notes a decrease in the
National Crime Agency’s (NCA)
budget in the past �ve years,
despite former director general
Lynne Owens requesting in 2019 a
more than 50 percent budget
increase. During the same period,
money laundering prosecutions

have decreased by more than a
third and roughly only 2 percent of
fraud in 2020 was detected. The
report estimates 0.042 percent of
the country’s GDP is spent on
national economic crime
enforcement, while, by contrast,
losses from �nancial crime are
costing the UK at least the
equivalent of 14.5 percent of GDP.
 
Spotlight on Corruption notes with
concern that during the same
period of decreasing resources for
economic crime investigators in
the UK, the country continues to be
a primary hub for money
laundering and other illicit �nancial
actors, as demonstrated in the
Pandora Papers, Panama Papers,
and FinCEN leaks.
 
In addition to money laundering
prosecutions dropping, laundering
investigations by major national
agencies are also down, while the
NCA has secured less than �ve
�nancial crime-related
prosecutions a year over the past
half decade. Noting “widespread
concern for some time that its law
enforcement agencies are under-
resourced and out-gunned”, 
Spotlight on Corruption asserts
that UK government law
enforcement funding proposals are
wholly insu�cient for meeting the
�nancial crime threats present in

the UK. Examining the sources of
funding, the group reports that the
mechanism for returning recovered
asset funds to law enforcement in
the UK appears to be failing, with a
one third decrease in funds
returned through this mechanism
during the same �ve-year period.
 
Breaking down the �gures further,
the report states that the SFO
could have added nearly 300 more
investigators by reinvesting one
quarter of the total amount of �nes
and con�scations it secured. In
examining how these funds can be
reinvested, Spotlight on Corruption
recommends an emphasis on
longer term budgets that focus on
building capacity and expanding
training opportunities relating to
countering economic crime.
 
The report recommends that the
government commission an
independent review of the Asset
Recovery Incentivisation Scheme,
work on a new strategy for
protecting public funds, improve
law enforcement recruitment and
retention efforts, and make 
signi�cant improvements in
�nancial crime enforcement
and resourcing transparency.

Spotlight on corruption press r…

Spotlight report

Spotlight on Corruption urges UK to devote more
resources to �ghting �nancial crime

https://www.spotlightcorruption.org/closing-the-uks-economic-crime-enforcement-gap-proposals-for-boosting-resources-for-uk-law-enforcement-to-fight-economic-crime/
https://drive.google.com/file/d/1UzymaDZZSVF8By1WYGtahRN-gvBI2R-_/view
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The UK House of Lords Economic
Affairs Committee states in a
report published on 13 January
that parliament must be allowed a
�nal decision on whether to
introduce a central bank digital
currency (CBDC) in the UK. The
committee found that it had “yet
to hear a convincing case” for why
the UK needs a retail CBDC. 
 
The committee �nds that a UK
CBDC may pose “signi�cant risks
depending on how it is designed”.
The lords express concern over
potential state surveillance of
citizens’ transactions, systemic
instability due to conversion of
bank deposits to CBDCs during
periods of economic stress, and
cyber threats. The report
acknowledges that a CBDC system
could drive innovation and
competition in payments which
could bene�t consumers but
provides few other advantages.
 
While the committee �nds that
cross-border CBDC systems could

bypass existing payment frictions,
such a system would have to
comply with oversight frameworks
and international standards which
are “a long way from being agreed”.
 
Responding to the claim that a
CBDC could boost �nancial
inclusion for the unbanked, the
committee states that for some,
not having a bank account is a
choice and for others the
technological requirements for
CBDC transactions may exclude
them from accessing it anyway.
 
The committee recommends that
HM Treasury’s O�ce of Financial
Sanctions Implementation (OFSI)
should assess the risks of
introducing a CBDC with respect to
the erosion of sanctions leverage. 
 
The report states that for some
countries, reducing their reliance
on the US dollar is an incentive
behind CBDC development, and
that OFSI should explore whether
similar risks exist for sterling and
the euro. The report expresses
concern that a centralised CBDC
ledger would be a “target for attack
from hostile state and non-state
actors”. The introduction of a CBDC
may also expose the Bank of
England to controversial debates
on privacy, the committee �nds.
 

The Bank of England and Treasury
created a joint taskforce to explore
the potential for a CBDC. The
taskforce is set to publish a
consultation in 2022, with the
earliest date for launch of a UK
CBDC “sometime after 2025”.
 
The Royal United Services Institute
(RUSI) organised an event on 18
January during which Economic
Affairs Committee member and
former Bank of England governor
Mervyn King presented the main
points of the report.

Jason Shepherd, director of
analysis at TRSS International Ltd,
welcomes the report’s skepticism
towards the need for a CBDC in the
UK, underscoring potential 
�nancial crime risks. Shepherd
highlights that CBDCs could prove
to be a means for money
laundering or represent a tool for
addressing the offence, depending
on implementation. Shepherd
argues that the introduction of this
type of digital coin would
potentially allow for
less transparency of wealthy
individuals’ funds.

UK House of Lords press release

UK House of Lords report

House of Lords “yet to hear a convincing case”
for UK central bank digital currency

https://committees.parliament.uk/work/1504/central-bank-digital-currencies/news/160221/central-bank-digital-currencies-a-solution-in-search-of-a-problem-report-published/
https://publications.parliament.uk/pa/ld5802/ldselect/ldeconaf/131/131.pdf
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South Africa’s Judicial
Commission of Inquiry into State
Capture submitted on 4 January
the �rst in a series of three
reports to President Cyril
Ramaphosa detailing widespread
corruption by former senior
government o�cials during
former president Jacob Zuma’s
tenure. The 874-page report also
details the enabling of rampant
state capture involving South
African Airways (SAA) and the
country’s revenue service, the
latter by Boston-based Bain and
Co, and calls for the creation of an
independent South African
agency to counter corruption.
 
The commission was created
during the Zuma administration by
the South African Public Protector
in response to an investigation
examining corruption allegations
against Zuma, other government
o�cials, and the Gupta family.
Issues under scrutiny include
whether Zuma violated the
Executive Ethics Code by allowing
Gupta family members undue
in�uence in the removal and

appointment of the �nance
minister in 2015, other cabinet
members, and state-owned
enterprise board members. Other
concerns the commission has
investigated include alleged
improper interference between
Gupta family controlled companies
and banks, and public-private
con�icts of interest.
 
The �rst report addresses evidence
and recommendations involving
SAA, SAA Technical, and SA
Express, agreements between
state entities and the Guptas, and
public procurement in the country
relating to the South African
Revenue Service (SARS). It
concludes that the Guptas wielded
signi�cant in�uence over Zuma,
particularly through their family-
controlled paper The New Age. The
commission, chaired by Acting
Chief Justice of the Republic of
South Africa Ray Zondo,
determines that state capture has
been identi�ed and calls for
investigations into Tony Gupta for
alleged bribery and senior state
airline o�cials over alleged fraud.
 
The primary �nding of state
capture involves alleged collusion
between Bain and Zuma to take
over, restructure, and establish a
centralised procurement process
for SARS. The Zondo report

asserts that these plans paved the
way for heightened corruption risks
and captured “an institution that
was highly regarded internationally
and render[ed] it ineffective”.
 
Furthermore, the report �nds that
efforts by public o�cials to halt
corruption or draw attention to
risky private interference brought
threats of retaliation from the
highest levels of government,
including Zuma himself. Similarly,
Bain is accused of attempting to
bribe whistleblowers.
 
Bain explains in a statement that 
it will cooperate with investigators
but claims the commission has
micharacterised its involvement
with SARS. The company states
that it “made many mistakes in
relation to SARS, but the �rm had
no motive, monetary of otherwise,
to damage SARS, and did not set
out to do so”. 

The second report, detailing state
capture at transportation company
Transnet SOC Ltd, was presented
to the president on 1 February. The
third report is expected to be
presented by the end of February.

State capture inquiry report

Bain response

Second state capture report (1 …

South Africa state capture report details
rampant and systemic corruption under Zuma

https://www.statecapture.org.za/site/files/announcements/638/Judicial_Commission_of_Inquiry_into_State_Capture_Report:_Part_1_Vol._1:_SAA_(18_MB).pdf
https://www.bain.com/offices/johannesburg/sars-statement-dec17/
https://www.scribd.com/document/556243206/Part-2-Vol-1-Trasnet-Report-of-the-State-Capture-Commission-PART-II-Vol-I-010222#download&from_embed
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The Council of Europe’s
Conference of the Parties to the
2005 Warsaw Convention
published a report on 20 January
which �nds that the United
Kingdom is among the countries
that have not fully implemented
corporate legal liability for money
laundering (ML) as provided by
Article 10 of the Convention.

According to the
report, 17 states
have transposed
the convention’s
provisions on legal
liability exhaustively,
with countries such
as Croatia, Georgia,
Latvia, Moldova,
and Romania
having ful�lled their
obligation with
regard to both
paragraphs

Article 10 of the Convention on
Laundering, Search, Seizure and
Con�scation of the Proceeds from
Crime and on the Financing of
Terrorism establishes in its �rst

two paragraphs the liability of legal
persons for ML offences
committed by individuals with
leading positions on the �rms’
behalf and from which the �rms
bene�t, and the liability of these
entities for offences committed
due to lack of supervision.
 
According to the report, 17 states
have transposed the convention’s
provisions on legal liability
exhaustively, with countries such
as Croatia, Georgia, Latvia,
Moldova, and Romania having
ful�lled their obligation with regard
to both paragraphs of the article.
However, France and Germany, the
EU’s biggest economies, join the
UK in not having fully adopted the
required legislation on the matter.
 
The report shows that while 
France and the UK have partially
transposed elements of Article
10(1) which deal with the liability 
of legal entities for crimes
committed by individuals with
leading positions, neither of the
two countries nor Germany have
implemented the terms relating 
to liability for the acts of persons
who function as accessories 
or instigators.
 
On crimes committed due to a lack
of supervision or control, the
document notes that Germany has

transposed the requirement into its
legal liability regime, while France
and the UK have apparently not
implemented it or have done so to
a very limited extent.

Recommendations include

Conference press release

Report

UK and EU’s top economies have not transposed
ML convention’s legal liability provisions

Amending the legislation to
re�ect the requirements
outlined in the Convention,
including a de�nition of the
leading position that takes into
account control over a business

Facilitating the use of corporate
liability mechanisms in ML
cases by judicial and law
enforcement

For the UK, modifying the legal
notions de�ning the
characteristics of a leading role

German authorities are
encouraged to include
speci�cations for natural
persons acting as accessories
or instigators

France is advised to continue
developing cases on criminal
liability of legal persons for
money laundering offences

https://www.coe.int/en/web/cop198/-/states-should-effectively-apply-corporate-liability-to-money-laundering-offences-warsaw-convention-report
https://rm.coe.int/c198-cop-2021-6prov-hr-art10-final/1680a53db0
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The Special Committee on
Foreign Interference in all
Democratic Processes in the
European Union, including
Disinformation (INGE) published
on 25 January its draft report and
compromise amendments on how
to make the EU more resistant to
foreign interference. Following an
18-month inquiry, the committee
concludes that there is concrete
evidence that disinformation
campaigns interfere with the EU’s
democratic processes and that
the EU should adopt a speci�c
regime of sanctions targeting
foreign interference and
disinformation campaigns led by
foreign state actors.
 
The draft report notes that
authoritarian regimes, such as
Russia and China, have directed
$300 million to 33 countries to
interfere in democratic processes,
with half of the cases concerning
Russia’s actions in Europe. The
committee reports that foreign
interference and information
manipulation occur through online

platforms, as well as through elite
capture, national diasporas, and
universities. Another challenge
identi�ed by the report is
represented by cyber-attacks,
observing that the EU’s present
capacity to combat them is limited.
 
The committee recommends a
“multi-layer, coordinated and cross-
sector strategy” based on: (1)
common terminologies and
de�nitions; (2) a single
methodology, evaluation and ex
post impact assessment of the
legislation adopted so far; (3) a
shared intelligence system; (4)
policies enabling resilience building
among EU citizens; (4) proper
disruption and defence capabilities;
and (5) diplomatic and deterrence
responses. According to the report,
the strategy should cover:
situational awareness, media and
information literacy, independent
journalism, and education; foreign
interference through online
platforms and via elite capture;
foreign interference during
electoral processes; funding of
political activities by foreign actors;
cybersecurity; and sanctions.
 
INGE also recommends �nancing
alternatives to Chinese foreign
direct investment used as a
geopolitical tool, and clarifying

relations between certain European
political parties and Russia.
Accordingly, the committee
proposes banning foreign funding
of EU political parties and hindering
foreign actors’ actions to recruit
former top politicians shortly after
they have left their position.
 
Regarding sanctions, INGE recalls
that the regime should be set up
pursuant to Article 29 of the Treaty
on European Union and Article 215
of the Treaty on the Functioning of
the European Union, keeping in
mind the impact on fundamental
rights and freedoms. Moreover, it
highlights that the sanctions
“should target as far as possible
the decision-makers and bodies”
and that the interfering countries
should “bear the economic and/or
reputational and/or diplomatic
consequences”. The committee
also proposes coordination with
like-minded partners, including
international organisations, and a
collective approach on
imposing sanctions, including
through international agreement.

The plenary vote on the �nal report
is scheduled for March.

European Parliament press rel…

INGE compromise amendments

EU advised to adopt sanctions regime to target
foreign interference and disinformation

https://www.europarl.europa.eu/news/en/press-room/20220119IPR21313/eu-should-build-a-sanctions-regime-against-disinformation
https://www.europarl.europa.eu/meetdocs/2014_2019/plmrep/COMMITTEES/INGE/DV/2022/01-25/INGEcompromiseamendments_clean_210122_EN.pdf
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The Middle East and North Africa
Financial Action Task Force
(MENAFATF) published on 28
January its �rst enhanced follow-
up report on the United Arab
Emirates’ progress in addressing
anti-money laundering and
counter terrorist �nancing
(AML/CFT) technical compliance
de�ciencies identi�ed in its 2020
mutual evaluation report (MER).
 
The country has been re-rated on
Financial Action Task Force (FATF)
Recommendations 6 and 7 from
“partially complaint” to “compliant”
and on Recommendation 25 from
“partially compliant” to “largely
compliant”. However, the UAE has
been downgraded on
Recommendation 15 from “largely
compliant” to “partially compliant”.
 
With respect to FATF
Recommendation 6 on targeted
�nancial sanctions related to
terrorism and terrorist �nancing,
the report welcomes the adoption
of Cabinet Resolution No. 74 of
2020 concerning the UAE list of
terrorists and implementation of
UN Security Council decisions
relating to preventing and
countering terrorism �nancing and
leveraging non-proliferation of
weapons of mass destruction. The
Resolution includes a de�nition for
listed persons for which asset

freezing measures apply, as well as
classi�cation criteria, in line with
UNSC resolution 1373 (2001) on
counter-terrorism.
 
The paper notes that through
Cabinet Resolution No. 74, the 
UAE has also addressed
de�ciencies in relation to
Recommendation 7 regarding
targeted �nancial sanctions 
related to proliferation. MENAFATF
highlights that the UAE has
removed restrictions in the freezing
procedures and established
mechanisms enabling listed
persons and entities to petition a
request for de-listing. Furthermore,
it has introduced an obligation for
�nancial institutions (FIs) and
designated non-�nancial
businesses and professions
(DNFBP) to register on the 
website of the Executive O�ce of
the Committee for Goods Subject
to Import and Export Control, to
receive noti�cations related to
sanctions by the UNSC and other
relevant bodies. 
 
With respect to Recommendation
25 on transparency and bene�cial
ownership of legal arrangements,
the report �nds that the UAE has
failed to introduce a legal
requirement for trustees of trust
funds to disclose their status as
FIs and DNFBPs in relation to the

Abu Dhabi Global Market (ADGM).
The paper adds that despite the
UAE having issued multiple
decisions to clarify obligations of
endowment administrators, the
country has still not provided
information on the penalties
imposed for failing to meet
endowment requirements.
 
Concurrently, on Recommendation
15, MENAFATF concludes that the
country still needs to adopt
mechanisms for fully identifying
and assessing ML/TF risks
associated with new technologies
and from activities of virtual assets
(VAs) and virtual asset service
providers (VASPs). Additionally, the
paper recommends establishing a
sanctions framework available to
the Central Bank for targeting
VASPs and their senior
management when failures to
comply with the AML/CFT
requirements are identi�ed.
 
The UAE will remain subject to the
enhanced follow-up process and
MENAFATF is expected to submit
its second enhanced follow-up
report on the country at the 34th
plenary meeting in May 2022.

FATF press release

Follow-up report

MENAFATF report on the United Arab Emirates

https://www.fatf-gafi.org/publications/mutualevaluations/documents/fur-uae-nov-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/fur/MENAFATF-FUR-UAE-Nov%202021.pdf
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The Asia/Paci�c Group on Money
Laundering (APG) published on 13
January a typologies report in
collaboration with the Global
Center on Cooperative Security,
which focuses on the �nancing
and facilitation of foreign terrorist
�ghters (FTFs) and returnees in
Southeast Asia. The report
explores the �nancial patterns
and pro�les of FTFs, as well as
the collection and utilisation of
�nancial intelligence.
 
The report is based on the �ndings
from 19 responses to a
questionnaire distributed to APG
members in December 2019, a
private sector roundtable, and
extensive research by the lead
authors. It highlights that there is a
global cohort of 40,000 FTFs, with
around 1,000-1,500 Southeast
Asian nationals or residents having
purportedly travelled to Iraq and
Syria to join ISIL and other armed
groups. According to the
document, governments in the
region have an increased
understanding of FTFs, including
the demographics, motivations,
recruitment, and facilitation tactics.

Regarding the source of funding,
11 of the 19 (58 percent)
respondents reported that FTFs
have used their social circle for
fundraising, immediately followed
by self-funding via legal sources
(47 percent of respondents). Other
sources include social media and
encrypted messaging platforms;
crowdsourcing platforms; abuse of
non-pro�t organisations; short-
term loans; student or educational
loans, insurance policies, and
pension funds.

  
The report also covers methods
used for moving funds, with the
majority of APG members (79
percent) indicating the use of
remittances by FTFs to move or
access funds. Nine members (47
percent) reported the use of formal
or licensed remittance companies,
while six members (32 percent)
reported the use of unlicensed or
informal remittance companies.
Other reported channels used for
moving or accessing funds are
bank accounts and wire transfers,
domestic and foreign cash
withdrawals, third-party or mule
accounts, and virtual currencies.
 
Notably, 68 percent of APG
members have developed
indicators to identify transactions
related to FTFs and/or terrorist
�nancing transactions applicable

but not necessarily speci�c to
FTFs. The report groups the
indicators provided by the
members into four categories: (1)
location of the transactions; (2)
nature of the transactions;
(3) pattern or frequency of the
transactions; and (4) identity of the
individual. Moreover, 58 percent of
respondents reported receiving
suspicious transaction reports
contributing to intelligence
products related to FTFs.

However, the document notes that
identifying an FTF based solely on
�nancial information is challenging
due to the lack of a common
pro�le for FTFs, the use of cash
transactions between unknown
and unrelated individuals, and the
transnational nature of FTF
transactions. Therefore, the report
stresses that the partnership
between law enforcement,
intelligence agencies, border
control, and �nancial intelligence
units (FIUs) is critical. The report
highlights that in most cases,
although law enforcement
agencies seem to engage the
�nancial sector in support of
ongoing investigations
and operations, they do not provide
feedback regarding the usefulness
of information supplied by FIUs.

APG press release

APG issues report on �nancing and facilitation
of FTFs and returnees in Southeast Asia

http://www.apgml.org/news/details.aspx?n=3184
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The US Government
Accountability O�ce (GAO)
published on 10 January a report
reviewing the use of virtual
currency ATMs for human and
drug tra�cking purposes. The
document suggests that more
information on the location of the
kiosks, which can be used by
money mules to deposit cash and
launder illicit pro�ts, and stronger
registration requirements could
help to tackle the issues.
 
The report cites previous
government agencies’
assessments which purport that
virtual currencies have become a
preferred method of cross-border
transfer of funds. While organised
crime groups, including drug
cartels, still resort to established
methods, such as cash smuggling
and trade-based money laundering,
they also direct couriers to deposit
money at crypto ATMs. The funds
can then be moved abroad with
greater ease.
 
According to the US Treasury
Financial Crimes Enforcement
Network’s (FinCEN) 2019 guidance,
virtual currency kiosks qualify as
money transmitters and are
required to comply with Bank
Secrecy Act (BSA) requirements,

including collecting and verifying
customer information and
maintaining an anti-money
laundering (AML) programme.
 
Currently, operators must register
with FinCEN but are not required to
routinely disclose the precise
locations of their ATMs. Under the
regulations, kiosk operators are
only required to provide the states
in which they operate and the
number of sites. The physical
positions, however, can change
frequently, the document states.
 
According to the report, FinCEN
o�cials state that the agency can
request detailed location
information but this “may cause
undue burden” on operators.
Additionally, the GAO notes that
FinCEN has not conducted an
assessment of the possible
bene�ts of a location reporting
requirement or the frequency 
of such reporting.
 
Analysis of FinCEN data conducted
by the GAO estimates that just
under 300 operators of kiosks
function in the US, with at least 133
being unregistered.
 
The GAO recommends that the
Internal Revenue Service (IRS)

commissioner review the money
services business registration
conditions for crypto exchanges
that operate kiosks and issue
suggestions to FinCEN based on
the assessment. The subsequent
recommendations could include
requirements to disclose the
physical locations of crypto ATMs
upon registration and to update 
the information regularly.
 
The o�ce recommends that
FinCEN request location
information and both US
government bodies concurred, 
the document states.
 
The document represents a public
version of a “sensitive report”
issued by the o�ce in September
and published in December 2021
upon congressional request. On 26
January, US Senator Dianne
Feinstein asked the Treasury
Department and the IRS to provide
information concerning their
agencies’ efforts to track the use of
crypto-assets linked to tra�cking.

GAO press release

GAO report

US Senator Feinstein press rele…

US GAO recommends crypto ATM location
disclosure requirement to prevent tra�cking

https://www.gao.gov/products/gao-22-105462
https://www.gao.gov/assets/gao-22-105462.pdf
https://www.feinstein.senate.gov/public/index.cfm/press-releases?id=993DC6AA-B8C8-498B-98E6-FC5D74F59939
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The UK’s Department of Health and Social Care
(DHSC) states in its annual report published 31
January that the level of fraud risk in the NHS
increased due to procurement during the pandemic.
The report �nds that £1.3 billion of the department’s
spending did not have proper consent from HM
Treasury and was “irregular”.
 
The department’s changes to its normal procurement
processes during an “overheated” global market for
personal protective equipment (PPE) led to exposure
to greater fraud risk, the DHSC report states. A
“signi�cant” increase in new suppliers, a lack of timely
checks on the quality of goods received and poor
inventory management all contributed to the
heightened risk of fraud in 2020-21.
 
The Comptroller and Auditor General’s section of the
report states that in these circumstances and “given
the lack of physical checks on the inventory held by
the Department, I have not been able to obtain
assurance that there is not a material level of losses
due to fraud”. The department acknowledges that its

“inventory management systems were unable to cope
with the signi�cant, rapid increase in procurement and
the department did not maintain adequate records of
the location or condition of £3.6 billion of inventory
balances” during the pandemic. The report states that
since the year-end, the DHSC “has made progress in
improving its records, but signi�cant work remains to
be done”. The DHSC spent nearly £12.1 billion on PPE
during 2020-21. The DHSC has recovered or prevented
c. £162 million in high-risk procurement payments.
 
The NHS Counter Fraud Authority in its annual report
also published on 31 January notes that the
cumulative value of its �nancial work during the past
year has been £54.1 million, including £10 million from
its enforcement activity, £2.8 million from local
counter fraud specialist enforcement activity, and £1.9
million spared through procurement prevention.

DHSC report

NHSCFA report

In a 25 January press release on the conclusions
reached after the �nalisation of bilateral discussions
with El Salvador, the IMF revealed that members of
its executive board are urging authorities in San
Salvador to remove Bitcoin’s status as legal tender.
Directors cite risks for �nancial stability and
integrity and consumer protection concerns.
 
Executive board members agree on the importance of
�nancial inclusion, to which the national digital wallet,
‘Chivo’, can contribute. However, some directors
express concern about issuing bonds backed by

Bitcoin, as announced by President Bukele in
2021. The staff report, published on 28 January,
contains warnings over Bitcoin as legal tender.

IMF Executive Director on El Salvador Pablo Moreno
highlights the importance of AML/CFT reform and
notes that authorities in San Salvador are updating the
legislative framework to include virtual assets.

IMF press release

Staff report

NHS fraud risk “increased” due to Covid-19

IMF urges El Salvador to rescind Bitcoin status

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1052421/dhsc-annual-report-and-accounts-2020-2021-web-accessible..pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051359/NHSFA-annual-report-and-accounts-2020-2021-web-accessible.pdf
https://www.imf.org/en/News/Articles/2022/01/25/pr2213-el-salvador-imf-executive-board-concludes-2021-article-iv-consultation
https://www.imf.org/-/media/Files/Publications/CR/2022/English/1SLVEA2022001.ashx
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The Royal United Services
Institute (RUSI) published on 19
January a report on the links
between illegal wildlife trade
(IWT) and illicit �nance in the UK,
which �nds that the country is
failing to adequately assess its
role in laundering related illicit
proceeds and lacks national IWT
risk assessments required for
implementing the risk-based
approach recommended by the
Financial Action Task Force.

The paper notes
“IWT is not currently
treated as a
domestic priority in
terms of serious
and organised
crime” within the
UK and that
corporations are
not suspected of
involvement in IWT

According to the report, despite the
acknowledgement of bribery and
corruption risks associated with
politically exposed persons (PEPs)
involved in IWT in other
jurisdictions as an emerging threat
to the UK, there is little
understanding of the national
�nancial system’s role in enabling
such offences. RUSI highlights that
the government focuses “almost
exclusively” on illegal proceeds of
IWT occurring in the UK and fails to
assess the country’s exposure to
associated illicit �nancial �ows
committed in third jurisdictions.
Similarly, HM Treasury’s National
Risk Assessment of Money
Laundering and Terrorist 
Financing 2020 does not provide
proper guidance to law
enforcement agencies and the
private sector on the prioritisation
of IWT offences in comparison to
other predicate offences.
 
The paper notes that “IWT is not
currently treated as a domestic
priority in terms of serious and
organised crime” within the UK and
that corporations are not
suspected of being involved in IWT.
The report highlights that
businesses pose a high-risk of
being involved in IWT, considering
that legal supply chains are used
for laundering species through
fraudulent permits or by

misreporting legitimate trade. RUSI
underlines that businesses that
have the highest exposure to IWT
offences include pet shops, fashion
houses, furniture retailers and
commodity traders.
 
With respect to enforcement and
parallel �nancial investigations in
the UK, the document notes that
suspicious activity reports (SARs)
related to IWT are limited.
Statistical data reportedly reveals
that only 61 SARs concerning IWT
have been submitted to the UK
Financial Intelligence Unit between
2015 and 2020, 70 percent citing
adverse media reporting as a
“reason for suspicion”. Additionally,
the report highlights that “asset
con�scation powers are
underused”, with only £2,455
recovered by authorities in 2020
from IWT cases. Concurrently,
between January 2016 and July
2021, the National Wildlife Crime
Unit (NWCU) documented 41 IWT-
related convictions under the
Control of Trade in Endangered
Species (COTES) Regulations
2018, which implements the
Convention on International Trade
in Endangered Species of Wild
Fauna and Flora (CITES).

RUSI press release

RUSI report

RUSI publishes report on links between illegal
wildlife trade and illicit �nance in the UK

https://rusi.org/explore-our-research/publications/whitehall-reports/illegal-wildlife-trade-and-illicit-finance-uk
https://static.rusi.org/314_WHR_G7_IWT_UK.pdf
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SPECIAL FEATURE

The UN Security Council (UNSC) convened on 31
January to address the Russia-Ukraine border crisis
in a meeting which saw UN o�cials remind all
parties that any cross-border military intervention
would violate international law, as the Russian
delegation continue to deny that it intends to invade
Ukraine. Throughout the month of January, senior
government leaders in the US, UK, and across the EU
have raised the prospect of increasingly targeted
sanctions against Russia to include President
Vladimir Putin and his inner circle if Russia moves to
use military force in Ukraine.
 
On 1 February, UK Prime Minister Boris Johnson
visited Kiev, announcing an additional £88 million to
support Ukrainian energy independence and
governance, shortly after a press conference in which
the prime ministers of Ukraine and Poland announced
they were in discussions to form a trilateral military
alliance with the UK in the face of mounting Russian
aggression. On 2 February, US President Joe Biden
approved the deployment of 3,000 US troops to
Poland and Romania to bolster NATO defences, while
asserting that they will not enter Ukraine.
 

January witnessed the spread of Russian troop
movements into Belarus, where military formations of
both countries have massed along the northern
Ukrainian border, while Russia continues to dispatch
additional troops and supplies to armor, infantry, and
artillery units on the northern and eastern Russian-
Ukraine border areas and in the Crimea along with
naval units dispatched to the Black Sea.
 
In response, a 200,000-pound US shipment of
shoulder-launched anti-tank Javelin missiles and other
lethal munitions arrived in Ukraine on 22 January, the
US Embassy in Kiev announced, one day after US
Secretary of State Antony Blinken met with Russian
Foreign Minister Sergey Lavrov in Switzerland to
discuss Russian demands that NATO guarantee
Ukraine never gains membership to the organisation
and that NATO scale back its military presence in
Eastern Europe.
 
The diplomatic impasse was addressed in the 31
January UNSC meeting called by the US, which saw
10 members vote to hold against opposition votes by
Russia and China and abstentions by India, Kenya, and
Gabon. The representative from neighbouring Poland
declared the situation “a serious threat to international
peace and security, reaching far beyond our region
and continent”. US Ambassador to the UN Linda
Thomas-Green�eld stated that the US has gathered
evidence that Russia will soon send more troops and
munitions into Belarus over the next few weeks,
accusing Russia of misrepresenting the situation
through deliberate misinformation campaigns aimed
at fabricating a pretense for intervention.
 

Threat of Russian invasion of Ukraine spurs
sanctions plans, arms and military support



aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2022

33

 
Against this backdrop, western nations have provided
various levels of military support to Ukraine coupled
with discussions and pledges to respond to any
Russian invasion with unprecedented sanctions.
 
Western military responses underway
UK Foreign Secretary Liz Truss wrote in a 29 January
op-ed in the Telegraph that the UK remains the largest
European defence spender in NATO and is offering the
alliance additional aircraft and warships while
doubling the number of its troops in Estonia. Denmark
and Spain have each dispatched a warship to Russia’s
western Baltic Sea and southern Black Sea �anks,
respectively, while France has signaled forces are
prepared to reinforce NATO troops in Romania.

  
In a 1 February oral evidence session before the UK
House of Commons, former senior director for Europe
and Russia at the US National Security Council Fiona
Hill informed MPs that the recent movement of
Russian troops into Belarus represents “a worst-case
scenario for some” in the US concerned over potential
con�ict that could draw Poland and the Baltic states
into a wider struggle. Hill also cites polling which
shows that most Russian citizens believe that Ukraine
represents a threat to the Donbas region and that the
US and NATO are the primary aggressors in the
current con�ict and directs MPs to note the potential
leveraging of pro-Russian political forces in Moldova
as an additional factor in the current crisis.
 
Hill points to the recent movement of Russian vessels
from the Baltic to the Black Sea, where she states they
could launch amphibious assaults on Odessa which,
combined with the seizure of Mariupol and other
Ukrainian Black Sea ports along its southern coast,
would represent “a squeeze put on Kiev”. She also
cites with concern UK intelligence �ndings that Russia
is engaged in efforts to overthrow the Volodymyr
Zelensky administration, a move which she notes
mirrors similar actions in other post-Soviet states by 
Russian intelligence forces. Addressing the same 

  

 
hearing, Defence Editor at The Economist Shashank
Joshi informed MPs that he believes Russia is making
demands it knows are impossible to meet and
rejecting compromises with the ultimate goal of a
complete annexation or dismemberment of Ukraine.

  
In the �nal days of January, several nations, including
the US and Canada, evacuated non-essential embassy
personnel and family members from Kiev. Although
the Canadian government has not joined the US and
UK in dispatching lethal aid to Ukraine, media reports
on 17 January purport that Canadian special forces
units arrived in Ukraine in a show of deterrence.
 
On 28 January, one week after President Biden
clari�ed remarks he made on 19 January suggesting
that a US response would depend on the degree and
magnitude of any Russian incursion into Ukraine, the
President informed reporters that he would send US
troops to Eastern Europe to support NATO allies. This
follows the Pentagon’s 24 January announcement
that 8,500 troops had been placed on stand-by alert
and are prepared for rapid deployment to the region.
 
Biden spoke by phone on 24 January with the leaders
of the UK, France, Germany, Italy, Poland, and the EU,
agreeing that sanctions levelled in response to any
Russian incursion will be coordinated, severe, and
made in unison. However, European discussions and
actions over the month of January have also revealed
some points of divergence over any potential
response to further aggression.
 
Fractured EU response and Russian dark money
In the 1 February UK House of Commons hearing,
Atlantic Council Senior Fellow Anders Aslund decried
EU negotiating efforts thus far, stating that
“responsibility is divided” and argued that the
European Commission lacks a clear spokesperson. He
urged the bloc to “take this as a crisis” and effectively
organise and formulate a cohesive policy, while calling
out Germany as having “done as a little as possible”.
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Germany has not mirrored the same commitments of
other European and North American nations to
support Ukraine’s military through weaponry or
military deployments to the region. In addition to not
sending its own munitions, Germany blocked Estonia
from delivering any German-made weapons to
Ukraine, the Wall Street Journal reported on 21
January. The same day, Estonia issued a joint
statement with the leaders of Lithuania and Latvia
con�rming that they would instead be sending US-
made weapons to Ukraine.

In a 1 February Ukrainian press conference, the
Ukrainian and Polish prime ministers reiterated their
united opposition to the Nord Stream 2 pipeline
connecting Russia to Germany. The contested
pipeline, which is nearing completion but not yet
operational, faces internal and external political
pressure amidst the rising tension. On 26 January, US
State Department spokesperson Ned Price informed
NPR that “if Russia invades Ukraine, one way or
another, Nord Stream 2 will not move forward”.
 
Nevertheless, the opportunity for German opposition
to the push by allies to halt Nord Stream 2 appears to
have been alleviated on 31 January when European
Commission Vice President Valdis Dombrovskis
announced that the pipeline has been placed on hold
pending a review of energy security compliance.
Eliminating any doubt as to the rationale behind the
move, Dombrovskis underscored that the EU is
committed to ensuring that Russia does not
weaponise access to natural gas.
 
On 28 January, the Russian Foreign Ministry
announced new travel restrictions targeting an
expanded list of unnamed EU member state and
institution representatives, which it describes as
retaliatory measures against EU sanctions and the
promotion of “anti-Russian policies”. The restrictions
have been imposed pursuant to Russian Federal Law
No. 114-FZ. The European External Action Service
issued a statement the same day declaring that the

move “lacks any legal justi�cation and transparency
and will meet an appropriate response”.
 
In the UK, Truss introduced to parliament on 31
January an expanded set of sanctions powers which
the UK could immediately snap into place in response
to a Russian invasion. The expanded scope of
sanctions amending the 2019 Russia (Sanctions) (EU
Exit) Regulations would allow for targets beyond those
connected with the Ukraine border crisis to include a
larger list of individuals and businesses connected
with the highest levels of Russian government.
 
Addressing the House of Commons the following day,
Aslund welcomed the expanded sanctions powers
and acknowledged the past di�culties of enforcing
Unexplained Wealth Orders given the ability of Russian
oligarchs to retain “the best lawyers you can get for
money”. He underscores that the signi�cant presence
of Russian dark money in the UK and US is a serious
problem, calling on the UK authorities to investigate
UK-based assets of Russian oligarchs.
 
Hill also directed MPs to be aware of the signi�cant
investments by Russia and Russian supporters into
think-tanks and universities in the West over the last
two decades as representing a “key vulnerability for all
of us right now”. She asserted that some Russians in
the UK with unexplained or suspicious wealth may be
attempting to distance themselves from the Russian
government, but can often be pressured by Moscow,
with the leverage of family members, to act on behalf
of Russian intelligence. The former US o�cial stated
that this situation “deserves some delicate handling”
but adds that “overall one should not be taking money
from Russian oligarchs for anything”.

The comments in the House of Commons follow calls
for HM government to make public a report on
how roughly 700 purported Russian oligarchs were
able to receive a fast-tracked UK tier 1 investor visa,
also known as a “golden visa”, which foreign citizens
can obtain with a £2 million investment. On 25
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January, the Center for American Progress released 
a report on proposed US responses to a Russian
invasion in which the think-tank urged the UK and 
US to establish a counter-kleptocracy working 
group and “devote more resources to investigating 
Russian money laundering, �nancial crimes, 
and political corruption”.
 
On the same day that oral evidence was presented in
the House of Commons, the House of Lords debated
proposed Russian sanctions, with Lord Desmond
Browne quoting a recent media headline dubbing 
the capital “Londongrad” and urging his peers to 
not undermine the UK government’s efforts to 
halt Russian aggression.
 
US pre-emptive and planned snap sanctions in
conjunction with European allies
Despite visible divergence, leaders in the EU are
collaborating with the US, UK and other western allies
on a joint sanctions package which would block
Russian sovereign debt re�nancing and target
individuals and entities connected to Putin and other
senior Russian leaders with �nancial sanctions,
according to a 25 January White House press call with
senior administration o�cials.

  
In addition to reported joint US and EU efforts to
prevent economic shocks resulting from a potential
cut-off of Russian gas to Europe, numerous countries
are also reportedly engaged in efforts to respond to an
invasion with export control measures against Russia.
A senior US o�cial on the 25 January press call
informed reporters that although Putin’s “tolerance for
economic pain may be higher than other leaders […]
there is a threshold of pain above which his calculus
can be in�uenced”.
 
Although the US o�cials noted with optimism a
relative convergence on the nature of potential joint
�nancial sanctions against Russia, the Financial
Times cited an EU o�cial the same day as stating that
more clarity is needed on what precise Russian
actions would trigger the planned sanctions.

Meanwhile, US Senate Foreign Relations Committee
Chair Robert Menendez on 12 January introduced
legislation entitled the Defending Ukraine Sovereignty
Act of 2022 “to impose steep costs in the event of a
renewed Kremlin invasion”. On 30 January, Senators
Menendez and James Risch, the committee’s minority
leader, jointly addressed media to state that their
committee is close to reaching a bi-partisan
agreement that would establish “the mother of all
sanctions” targeting Russian banks, energy sectors,
and Russia’s sovereign debt with the explicit aim of
crippling the economy. Senator Menendez clari�ed
that under the proposed bill, the most devastating
sanctions would be reserved to enter into force upon 
a Russian invasion, while other sanctions could be
triggered in response to cyber-attacks against Ukraine
and other forms of Russian aggression which have
already taken place.

  
On 20 January, the US Treasury’s O�ce of Foreign
Assets Control (OFAC) designated four individuals it
identi�es as pro-Russian agents operating in Ukraine
and purportedly engaged in destabilising activities.
They are two Ukrainian MPs, Taras Kozak and Oleh
Voloshyn, both members of the pro-Russian
Opposition Platform – For Life party run by the
previously OFAC-designated Viktor Medvedchuk.
 
Kozak is identi�ed as working in tandem with Russian
intelligence agents and using news channels under his
control to spread misinformation about the pandemic
and the 2020 US elections. Voloshyn is accused of
acting on Russia’s behalf to undermine the Ukrainian
government and of working with Konstantin
Kilimnik, who was also designated by OFAC for
attempted inference in the 20202 US elections.

The two other purported Russian agents are former
Ukrainian o�cials Volodymyr Okiynyk and
Vladimir Sivkovich. OFAC states that Okiynyk �ed to
Moscow, where he is purportedly working under the
FSB to identify critical Ukrainian infrastructure.
Sivkovich formerly served as an o�cial in the National
Security and Defence Council and is accused of 
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working with Russian agents in 2021 to gain national
support for an o�cial cessation of Crimea to
Russia. OFAC underscores that these measures are
separate from the planned tranche of sweeping and
destructive sanctions that would be imposed by the
US and allies in Europe following a Russian attack.
 
Beyond possible snap sanctions which remain subject
to US Congressional negotiations, Blinken stated on
26 January that the US is “prepared to impose export
controls that will have a longer-term effect” on
Russian strategic ambitions. Senior US o�cials in the
Biden administration informed the Wall Street Journal
the same day that they are prepared to harness the
Foreign Direct Product Rule to put in place export
controls on major Russian economic sectors.

The US State Department released a 20 January
statement by President Biden condemning a systemic
disinformation campaign by the Russian government
which he states is being weaponised to “set the stage
for potential military action”. Blinken added that a rise
in Russian cyber-attacks adds to the heightened
tensions through “hack and release” operations as well
as other cyber intrusions and disruptions. 

  
Three days later, the US Department of Homeland
Security (DHS) issued a bulletin to law enforcement
agencies across the US, obtained by media outlets,
which states that there is a very high risk of Russia
employing signi�cant cyber-attacks against US
infrastructure and public and private entities if the 
US responds to an invasion of Ukraine. 

Careful contingency planning is needed to deal with the increased levels of uncertainty. To mitigate risk,
companies may choose to withdraw from the Russian market, or cut ties with Russian subjects who may
be at risk of sanctions. However, given the outcome of the current crisis cannot be predicted, the costs of
doing so prematurely could be signi�cant. Financial services �rms may be particularly exposed to Russia,
through corporate lending, trade �nancing, investment banking and wealth management activities. They
may hold relationships with ultra-high net worth individuals (often politically exposed), large Russian
corporations, and through investments in Russian corporate/government debt or equities. Companies with
exposure to Russia or Russian subjects may consider the following measures: 1) identifying all the above
areas of exposure and risk stress testing them under different sanctions scenarios; 2) reviewing existing
contractual and insurance clauses, as applicable, to understand options for early termination, withdrawal
of insurance coverage in the case of a risk event, alternative payment methods, and other legal avenues
that might help minimise potential losses and/or liabilities; 3) identifying relationships that, for a variety of
reasons, can and should be terminated; and 4) assembling an internal taskforce to follow relevant
developments in real-time, adjusting sanctions scenarios if necessary, making practical recommendations
to senior management, engaging with external counsel where appropriate, and advising frontline teams on
customer management and communications. Additionally, for non-�nancial organisations that conduct
import/export operations with Russia or have signi�cant material assets in Russian, special attention
should be paid to licencing or import/export restrictions. Russian in�uence extends globally but both the
UK and its crown dependencies are a well-known repository of assets emanating from Russia. These
interests are often opaque and held indirectly with the ultimate bene�ciaries hidden behind a chain of
offshore entities. Crucially, organisations will need to take steps to establish where they have exposure to
Russia, so they can react promptly in the event sanctions are implemented. 

Aperio Analysis by Veronika Konecna
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LEGISLATION

The US Department of the Treasury’s O�ce of
Foreign Assets Control (OFAC) announced on 31
January the designation of seven individuals and
two entities associated with the military regime in
Myanmar, on the occasion of the one-year
anniversary of the February 2021 military coup. The
designations are being made pursuant to Executive
Order (EO) 14014, which allows the blocking of
property with respect to the situation in Myanmar.
 
Among those designated are Myanmar Attorney
General Thida Oo and Chairman of the Anti-Corruption
Commission (ACC) Tin Oo, who were allegedly
involved in the “politically motivated” prosecution of
ousted leader Aung San Suu Kyi and other pro-
democracy leaders, thus “undermining the rule of law
and [the country’s] democratic institutions”. 
 
The two individuals were sanctioned on the same day
in coordinated action by the UK Foreign,
Commonwealth and Development O�ce (FCDO),
pursuant to the Myanmar (Sanctions) Regulations
2021 (S.I. 2021/496), and by the Canadian
government, pursuant to the Special Economic
Measures (Burma) Regulations. Separately, the UK

has also designated the Chair of Myanmar’s Election
Commission Thein Soe. According to the FCDO, all
three individuals are being designated for
“disregarding” the November 2020 election results and
“supporting unsubstantiated claims of electoral fraud
in an attempt to legitimise the coup”.
 
Furthermore, the US and Canada are imposing
restrictive measures against Tun Tun Oo, Myanmar
Supreme Court’s Chief of Justice, on the same
grounds as Thida and Tin.
 
In addition to the aforementioned designations, OFAC
is imposing sanctions against Myanmar-based
company KT Services & Logistics Company Limited
(KTSL) and its Director Jonathan Myo Kyaw Thaung
for providing �nancial support to Myanmar’s military
regime, particularly to Myanma Economic Holdings
Public Company Limited (MEHL) from which KTSL is
alleged to have been leasing the TMT Port in Yangon
since 2016 for $3 million a year. MEHL was
designated in March 2021 pursuant to EO 14014 for
being owned and controlled by the military junta.
 
Other entities and individuals newly designated by 
the US include the Directorate of Procurement of the
Commander-in-Chief of Defence Services (Army)
which is allegedly responsible for the arms and
equipment acquisition for the Myanmar military, as
well as Tay Za, a businessman operating in Myanmar's
defence sector. Za is also a former member of a
military delegation to Russia led by General Maung
Maung Kyaw, who was designated in February 2021.
Alongside Za, OFAC is also imposing restrictive
measures against Za’s children Htoo Htet Tay Za 
and Pye Phyo Tay Za.

US, UK, Canada impose coordinated sanctions
on Myanmar one year after the military coup
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On the same day, US President Joe Biden called on the
military regime to “reverse course” and release all
those who have been unlawfully detained, including
Suu Kyi and Win Myint, as well as to allow unhindered
humanitarian access within the country. Biden
underlined that the US is prepared to impose
measures against the military and its supporters and
that it will continue to support Myanmar’s transition
back to democracy and the rule of law.

In a concurrent statement, the EU High Representative
for Foreign Affairs and Security Policy Josep Borrell
raised concerns about the “continuing escalation of
violence” in Myanmar, as well as the ongoing human
rights violations including torture, sexual and gender-
based violence and the oppression on civil society
representatives, human rights defenders, minority
groups and independent journalists.

In a joint statement, the High
Representative of the EU,
together with the Foreign
Ministers of Albania, Australia,
Canada, New Zealand, Norway,
the Republic of Korea,
Switzerland, the UK and the US
called on the international
community to support efforts to
hold those responsible for
human rights violations
accountable and “to cease the
sale and transfer of arms,
materiel dual-use equipment,
and technical assistance to the
military and its representatives”

 
Borrell highlighted that the EU continues to support
the Association of Southeast Asian Nations’ (ASEAN)
efforts to address the crisis and reach a peaceful
resolution to the con�ict, and reiterated its support for
the Special Envoy on Myanmar of UN Secretary-
General, Noeleen Heyzer. The statement underlines
that the EU “stands ready” to impose additional
restrictive measures against those responsible for
serious human rights violations and abuses and for
undermining democracy in Myanmar.
 
Separately, in a joint statement on 31 January, the
High Representative of the EU, together with the
Foreign Ministers of Albania, Australia, Canada, New
Zealand, Norway, the Republic of Korea, Switzerland,
the UK and the US called on the international
community to support efforts to hold those
responsible for human rights violations and abuses
accountable and “to cease the sale and transfer of
arms, materiel dual-use equipment, and technical
assistance to the military and its representatives”.
 
Similarly, the UN High Commissioner for Human
Rights Michelle Bachelet urged governments and
businesses “to intensify pressure on the military” and
adopt concrete actions for preventing further human
rights violations within the country and for preventing
impunity. Bachelet warned that the OHCHR has
documented nearly 11,787 cases of individuals being
arbitrarily detained for engaging in peaceful protests
against the military, with 8,792 remaining in custody,
while at least 290 have died in detention so far, the
majority as a result of torture.

OFAC press release

US Department of State press release

UK FCDO press release

Canada government press release

https://home.treasury.gov/news/press-releases/jy0572
https://www.state.gov/increasing-pressure-on-the-burmese-military-regime-and-its-supporters/
https://www.gov.uk/government/news/uk-announces-new-sanctions-against-myanmar-ahead-of-one-year-anniversary-of-coup
https://www.canada.ca/en/global-affairs/news/2022/01/canada-imposes-additional-sanctions-on-individuals-associated-with-myanmars-military-regime0.html
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The European Court of Justice’s
(ECJ) Advocate General (AG)
Giovanni Pitruzzella issued on 20
January a non-binding opinion in
two cases concerning preliminary
ruling requests brought by the
Tribunal d'arrondissement de
Luxembourg on the interpretation
of several provisions of Directive
(EU) 2015/849 (4MLD) and
Directive (EU) 2018/843 (5MLD)
concerning bene�cial ownership
(BO) information.
 
The preliminary requests arose in
national proceedings concerning
an unnamed businessman and
Luxembourg-based public limited
company Sovim SA, requesting a
limitation to the general public’s
access to information included in
the Luxembourg Register of
Bene�cial Owners (RBE).
 
The Luxembourg Tribunal
requested that the ECJ provide
clari�cations on the interpretation
of the concept of “exceptional
circumstances” that would allow

member states to provide
exemptions to the access to BO
information and establish whether
public access to the data
constitutes an infringement of
Regulation (EU) 2016/679 (GDPR)
as well as the EU Charter of
Fundamental Rights.
 
According to Pitruzzella, Article
30(9) of 4MLD, as amended by
Article 1(15) of 5MLD, which allows
member states to provide a
derogation from public access to
BO information in cases where
such access would expose the
bene�cial owner to a
disproportionate risk, fraud risks,
kidnapping, blackmail, extortion,
harassment, or intimidation, must
be interpreted as meaning that “the
requirement of disproportionate
risk constitutes a condition
applying to risks mentioned in this
provision”. The obligation to
demonstrate such disproportionate
risk of harm to fundamental rights
falls on the bene�cial owner or the
entity requesting the derogation.
 
With respect to the compatibility of
EU law enabling access to BO
information to the general public
with Articles 7 and 8 of the Charter,
the AG opines that Article 35(5)(c)
of 4MLD which allows interested
parties to access such data
without demonstrating a legitimate

interest aims to increase
transparency for the purposes of
preventing money laundering and
terrorist �nancing. Pitruzzella adds
that the regime on public access to
BO information does not result in a
disproportionate interference with
the aforementioned rights.
 
On the compatibility of the
mechanism of public access to BO
information established by 4MLD
with the provisions of the GDPR,
Pitruzzella states that Chapter V of
the GDPR which covers transfers
of personal data to third countries
or international organisations,
should be interpreted as not being
opposed to a register partially
accessible to the public, without
having to demonstrate legitimate
interest. However, any transfer of
personal data from a register
should be made in accordance
with Article 49(1)(g) of the GDPR if
the conditions established by the
law and national law are ful�lled
and provided that the consultation
of the information by the general
public does not involve “the entirety
of the personal data or entire
categories of the personal
data contained in the register”, as
required by Article 49(2) GDPR.

ECJ press release (in French)

AG opinion (in French)

ECJ Advocate General issues opinion on public
access to bene�cial ownership information

https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-01/cp220012fr.pdf
https://curia.europa.eu/juris/document/document.jsf?text=&docid=252461&pageIndex=0&doclang=FR&mode=req&dir=&occ=first&part=1&cid=21603
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The US Department of State and
Treasury Department’s O�ce of
Foreign Assets Control (OFAC)
announced on 20 January
sanctions against four Ukrainian
nationals allegedly recruited by
Russian intelligence to engage in
“activities designed to destabilize
Ukraine”. Two of the individuals
targeted pursuant to Executive
Order (EO) 14024 are members of
the Ukrainian parliament.
 
The US alleges that “Russia has
directed its intelligence services to
recruit current and former
Ukrainian government o�cials to
prepare to take over the
government of Ukraine and to
control Ukraine’s critical
infrastructure with an occupying
Russian force”. The American
authorities stress that engagement
by Russian military and intelligence
entities in information
confrontation targeting Ukraine,
including the spread of
disinformation and propaganda
aims to “in�uence attendees into

falsely believing that Ukraine, not
Russia, is at fault for heightened
tensions in the region”.
 
According to identifying
information published by OFAC, the
four individuals are Ukrainian
parliamentarians Oleh Voloshyn
and Taras Romanovych Kozak,
former deputy secretary of the
Ukrainian National Security and
Defense Council Vladimir
Leonidovich Sivkovich, and former
Ukrainian o�cial Volodymyr
Mykolayovych Oliynyk.
 
Speci�cally, the two US
departments allege that Kozak
worked alongside Federal Security
Service (Federal'naya Sluzhba
Bezopasnosti, FSB) intelligence
agents throughout 2020 by using
media platforms that he owns and
controls to denigrate senior
members of the Ukrainian
President Volodymyr Zelenskyy’s
inner circle and to “amplify false
narratives around the 2020 US
elections”. With regard to Voloshyn,
OFAC purports that he is
connected with US-designated
Russian national Konstantin
Kilimnik, who allegedly attempted
to in�uence the US 2020
presidential election. Kozak and
Voloshyn are both members of the
Opposition Platform – For Life

Party, led by Victor Medvedchuk,
who was previously sanctioned by
the US over purported involvement
in undermining Ukrainian
sovereignty in 2014.
 
In response to the sanctions, the
Opposition Platform – For Life
Party issued a statement,
condemning the US action as a
“work of selective justice” and
declaring that “the sanctions and
custom-made criminal cases […]
aimed at obstructing parliamentary
activity, are an act of international
political terror”.
 
Oliynyk, currently residing in
Russia, is believed to have worked
at the direction of FSB in 2021 to
gather information regarding
Ukrainian critical infrastructure.
Sivkovich is alleged to have worked
with a network of Russian
intelligence o�cials to conduct
in�uence operations that
“attempted to build support for
Ukraine to o�cially cede Crimea to
Russia in exchange for a
drawdown of Russian-backed
forces in the Donbas”.

Department of State press rele…

Secretary Blinken speech

OFAC press release

US sanctions Ukrainian parliamentarians over
alleged Russian activities to destabilise Ukraine

https://www.state.gov/taking-action-to-expose-and-disrupt-russias-destabilization-campaign-in-ukraine/
https://www.state.gov/the-stakes-of-russian-aggression-for-ukraine-and-beyond/
https://home.treasury.gov/news/press-releases/jy0562
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The Authority of Heads of State and Government of
the Economic Community of West African States
(ECOWAS) decided on 28 January to suspend
Burkina Faso from all ECOWAS institutions,
following the January coup d’état in the country. The
authority “strongly condemns the coup” by military
forces that resulted in the resignation of the
democratically elected President Roch Marc
Christian Kaboré, supposedly due to his inability to
handle Islamist armed groups.
 
According to the �nal communique, ECOWAS further:
(1) demands the release and protection of Kaboré and
other political detainees; (2) urges the restoration of
constitutional order and the military to focus on
safeguarding the territorial integrity of Burkina Faso;
(3) instructs ECOWAS Committee of Chiefs of
Defence Staff to deploy a delegation to conduct
consultations with the military leaders and submit a
report on the security situation in the country; and (4)
instructs the ECOWAS Commission to facilitate the
deployment on 31 January of a joint ECOWAS
Ministerial Mission to report on the political situation
in Burkina Faso, with the participation of the UN
Special Representative to West Africa and Sahel
Annadif Khatir Mahamat Saleh and the African Union.
 
In a 31 January communique, the Peace and Security
Council of the African Union (AU) also decided to “to
suspend, with immediate effect, the participation of

Burkina Faso in all AU activities until the effective
restoration of normal constitutional order in the
country”. The Chairperson of the AU Commission
Moussa Faki Mahamat strongly condemned the coup,
on 24 January, calling “on the national army and the
country's security forces to adhere strictly to their
republican vocation, namely the defence of the
country's internal and external security”.
 
On the same day, UN Secretary-General António
Guterres called on “the coup leaders to lay down their
arms and to ensure the protection of the physical
integrity of the President and of the institutions of
Burkina Faso”. EU High Representative for Foreign
Affairs and Security Policy Josep Borrell described
“great concern” in relation to the situation in Burkina
Faso and called for “the respect of the constitutional
order and the release of President Kaboré”. US
Department of State spokesperson Ned Price also
expressed deep concern, condemning the acts by 
the military, and urging them to address the 
concerns regarding violence committed by the 
armed groups through dialogue.
 
President of the Patriotic Movement for Preservation
and Restoration (MPSR) Lieutenant-Colonel Paul 
Henri Sandaogo Damiba, in a 28 January address to
the nation, notes that the country needs the support
of the international community to “emerge from this
crisis as quickly as possible and resume its march
towards development”. Furthermore, Damiba stated
that Burkina Faso “will continue to respect its 
international commitments, particularly with regard 
to respect for human rights”, as well as the
independence of the judiciary.
 
The military published on 31 January the
Fundamental Act of 29 January, which lifts the
suspension of the constitution, o�cialises the name

ECOWAS suspends Burkina Faso following coup
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of the junta as MPSR and formally identi�es Damiba
as the President of MPSR. On the same day, the US
expressed its support for the measures adopted by
ECOWAS and the African Union, noting that “[w]hile
some elements of the constitution may have been
restored, extraconstitutional seizures of power erode
the legitimacy of governance” and further calling for
the release of Kaboré “and other members of the
government who are unjustly detained”.

Responding to a parliamentary question on 31
January, UK Parliamentary Under-Secretary for the
Foreign, Commonwealth and Development O�ce
Vicky Ford states that “the UK condemns the coup
d'etat”, supports the mediation efforts of ECOWAS 
and will continue to engage with international and
regional partners to “encourage a swift, peaceful and
constructive resolution to events”.
 

ECOWAS �nal communique

African Union communique

UNOWAS press release

African Union Commission press release (in French)

UN Secretary-General statement

EU Foreign Affairs Council press release (in French)

US Department of State press release

MPSR press release (in French)

MPSR fundamental act of 29 January (in French)

US Department of State press release

UK Parliament UIN 112512

Burkina Faso joins Mali, Chad, and Guinea in a growing list of West African states which have succumbed
to military coups within the last two years. Despite international condemnation, many in Burkina Faso took
to the streets to welcome the change, having become exasperated with Kaboré’s leadership, in particular
his perceived failure to stem the deteriorating security situation amid an emboldened Islamist insurgency
in the north of the country. In November last year, 49 police o�cers and four civilians were massacred
close to Inata, in northern Burkina Faso. This followed an attack by militants in June 2021 in the village of
Solhan which killed over 100. For ECOWAS, the African Union, and the United Nations, the coup in Burkina
Faso further complicates the international �ght against jihadists in the Sahel and wider efforts to improve
governance and accountability. Having led the anti-terrorism military operation in the region since the mid-
2010s, France has over 5,000 soldiers currently deployed in the Sahel, while UN peace-keeping forces
number 15,000. Both need the support of local governments and their forces, but the arrival of new military
juntas places this in jeopardy. In Mali, for example, relations between France and the Malian regime
reached crisis levels in late January, when critical comments made by the French Foreign Minister resulted
in the French Ambassador to Mali being ordered to leave the country. There are also fears that the juntas
will turn to Russian mercenaries in order to �ll the widening security vacuums and to train their soldiers. 

Aperio Analysis by Tom Ready

https://www.ecowas.int/wp-content/uploads/2022/01/Eng.Final-Communique-Summit-on-Burkina-Faso-280122.pdf
http://www.peaceau.org/uploads/eng-communique-1062nd-psc-meeting-on-burkina-faso-31-jan-2022.pdf
https://unowas.unmissions.org/joint-unowas-ecowas-mission-burkina-faso
https://au.int/en/node/41383
https://www.un.org/sg/en/node/261559
https://eeas.europa.eu/delegations/burkina-faso/110030/foreign-affairs-council-press-remarks-high-representative-josep-borrell_en
https://www.state.gov/on-ongoing-events-in-burkina-faso/
https://www.gouvernement.gov.bf/informations/actualites/details?tx_news_pi1%5Baction%5D=detail&tx_news_pi1%5Bcontroller%5D=News&tx_news_pi1%5Bnews%5D=691&cHash=d51a552ecaa38fd6f8e8682eab69e91d
https://www.gouvernement.gov.bf/informations/actualites/details?tx_news_pi1%5Baction%5D=detail&tx_news_pi1%5Bcontroller%5D=News&tx_news_pi1%5Bnews%5D=692&cHash=578db031649841620465bc45c5f4e319
https://www.state.gov/the-united-states-support-of-ecowas-and-african-union-actions-on-burkina-faso/
https://questions-statements.parliament.uk/written-questions/detail/2022-01-26/112512
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The US Department of State and
the Treasury Department’s O�ce
of Foreign Assets Control (OFAC)
on 12 January designated eight
individuals and entities for
reported links to North Korea’s
weapons programmes. The new
sanctions - the �rst of this kind
imposed by Joe Biden’s
administration - follow ballistic
missile tests by Pyongyang.
 
The latest designations target six
North Korean nationals based in
Russia and China, one Russian
national and one Russian entity,

and are made pursuant to the anti-
proliferation Executive Order (EO)
13382. The economic restrictions
entail the blocking of the
individuals’ and entity’s property in
the US or under the control of US
persons and prohibit business
dealings with those designated.
 
OFAC designates Vladivostok-
based Choe Myong Hyon, Dalian-
based Sim Kwang Sok and Pyon
Kwang Chol, and Shenyang-based
Kim Song Hun, and Kang Chol Hak.
All are suspected of representing
organisations subordinate to North
Korea’s Second Academy of
Natural Sciences (SANS), an entity
designated by the State
Department in August 2010 for its
reported involvement with or
provision of support for
Pyongyang’s weapons

programme. The individuals
apparently worked to procure
telecommunications equipment,
steel alloys, chemicals, and
software for the bene�ts of SANS.
 
The State Department designates
Russia-based North Korean
national O Yong Ho, Russian �rm
Parsek LLC, and the company’s
reported director for development,
Roman Anatolyevich Alar. The
Russian national apparently
provided O with information about
creating solid rocket fuel mixtures
while the North Korean was also
working to procure goods with
ballistic missile applications.

OFAC press release

OFAC notice

The US Department of State
published a notice in the Federal
Register on 21 January
announcing the imposition of
sanctions targeting three China-
based entities, pursuant to the
Arms Export Control Act and the
Export Administration Act, for
allegedly engaging in missile
technology proliferation activities.
The designated entities are China

Aerospace Science and
Technology Corporation First
Academy, China Aerospace
Science and Industry Corporation
Fourth Academy, and Poly
Technologies Incorporated.
 
The sanctions, which have been
imposed for two years, include: (1)
denial of all new individual licences
for the transfer to designated

entities of all items included on the
US Munitions List and those whose
export is controlled under the
Export Control Reform Act; (2)
denial of all contracts between
the US government and the
sanctioned entities; (3) a ban on
import into the US of all products
developed by the entities.

Federal register notice

Biden administration issues DPRK sanctions

US proliferation sanctions target Chinese entities

https://home.treasury.gov/news/press-releases/jy0555
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220112
https://www.govinfo.gov/content/pkg/FR-2022-01-21/pdf/2022-01117.pdf
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) announced
on 21 January the designation of
Hezbollah linked �nancial
facilitators Adnan Ayad, Jihad
Adnan Ayad and Ali Adel Diab, as
well as ten companies connected
to them, pursuant to Executive
Order (EO) 13224 on blocking
property and prohibiting
transactions of those who
commit, threaten to commit or
support terrorism.
 
According to OFAC, Adnan Ayad is
being designated for allegedly
having materially assisted,
sponsored or provided support to
Hezbollah, by operating an
international network of
companies with Lebanese
businessman Adel Diab, who was
designated by OFAC on 18

January. The two individuals
purportedly operated an
international network of
companies and used Lebanon-
based entity Al Amir Co for
Engineering, Construction and
General Trade SARL to obtain
funds and launder proceeds for
Hezbollah. Concurrently, Jihad
Adnan Ayad has been designated
for being a�liated with Adnan
Ayad’s business network.
 
Al Amir Co for Engineering,
Construction and General Trade
SARL, Construction and General
Trading, Golden Group SAL
Offshore, Inshaat Co SARL, Land
Metics SARL and Landmetics SAL
Off-shore are also being
designated for being owned by
Adel Diab and Adnan Ayad.
Moreover, another three
companies have been designated

for being owned, controlled or
directed by Adnan Ayad, namely
Golden Group Trading SARL, Top
Fashion Gmbh Konfektionsbügelei
and Jammoul and Ayad for
Industry and Trade SARL.
 
As part of the same action, OFAC
has also designated Zambia-based
companies Hamidco Investment
Limited and Hamer and Nail
Construction Limited, as well as
the latter’s director and partner 
Ali Adel Diab, for providing material,
�nancial and technological 
support to Adnan Ayad.

OFAC press release

US Department of State press r…

OFAC press release on Adel Di…

The US State Department
announced on 6 January that it
has placed visa restrictions on
eight unnamed Cuban o�cials in
response to “harsh and unjust
sentences handed down to
peaceful protestors” who took
part in 11 July pro-democracy
demonstrations.
 

The action is made pursuant to
Presidential Proclamation 5377
signed by then-president Ronald
Reagan in 1985 to target Cuban
government o�cials. The State
Department recalls that roughly
600 Cubans remain in detention
relating to their participation in 
the July 2021 protests. 
 

The department asserts that the
prisoners are experiencing
inadequate access to food and
medicine, are not permitted to
contact family members, and 
that some are experiencing
worsening health conditions.

State Department press release

OFAC lists Hezbollah linked entities, individuals

US places travel restrictions on Cuban o�cials

https://home.treasury.gov/news/press-releases/jy0564
https://www.state.gov/sanctioning-international-hizballah-network/
https://home.treasury.gov/news/press-releases/jy0558
https://www.state.gov/visa-restrictions-against-cuban-officials/
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The Council of the European
Union on 10 January designated
seven Nicaraguan individuals and
three government entities on the
day of President Daniel Ortega
and Vice President and First Lady
Rosario Murillo’s inauguration.
Simultaneously, the US State
Department and Treasury’s O�ce
of Foreign Assets Control (OFAC)
announced sanctions against six
Nicaraguan o�cials.
 
The EU’s restrictive measures
come after the bloc accused the

Nicaraguan administration of
repressing civil society, defrauding
elections, and undermining the rule
of law. They include an asset
freeze, prohibition for EU citizens
and �rms to make funds available
to those listed, and a travel ban.
 
The designations target the son
and daughter of the presidential
couple, the leadership of the
Supreme Electoral Council (SEC),
the director of the Nicaraguan
Institute of Telecommunications
and Postal Services (TELCOR), and
the head of Superintendency of
Banks and other Financial
Institutions of Nicaragua. The
Council also sanctions the National
Police of Nicaragua, the SEC, and
TELCOR. The Council measures
enter into effect immediately.
 

Concurrently, pursuant to Executive
Order (EO) 13851, OFAC
designates two senior �gures in
the Nicaraguan Army and Minister
of Defence Rosa Adelina Barahona
de Rivas. Other individuals
designated include the TELCOR
director general and her deputy and
the head of the state-owned
Nicaraguan Mining Company
(ENIMINAS). Simultaneously, the
State Department imposed visa
restrictions on 116 individuals,
including mayors, prosecutors,
and o�cials in state forces
described as “complicit in
undermining democracy”.

EU Council press release

OFAC press release

The US Treasury's O�ce of
Foreign Assets Control (OFAC)
issued on 24 January Ukraine-
related General License (GL) 13Q
and 15K, which extend the expiry
date of certain activities or
transactions related to Russian
automotive conglomerate Gaz
Group until 27 April.
 
GL 13Q, amongst other things,
authorises until 27 April 2022

certain transactions necessary to
divest or transfer debt, equity or
other holdings in GAZ Group to a
non-US person, which would
otherwise be prohibited by the
Ukraine Related Sanctions
Regulations (URSR). 

 

Similarly, GL 15K authorises,
amongst other things, until 27 April
2022 certain transactions and
activities otherwise prohibited by

the URSR necessary to
the manufacture and sale of
existing and new models of
vehicles, components and spare
parts produced by GAZ Group or
an entity in which GAZ Group
owns, directly or indirectly, a 50
percent or higher interest. 

OFAC press release

EU and US impose sanctions on Nicaragua

OFAC extends Ukraine-related general licences

https://www.consilium.europa.eu/en/press/press-releases/2022/01/10/nicaragua-council-sanctions-seven-more-individuals-and-three-entities-linked-to-the-regime/
https://home.treasury.gov/news/press-releases/jy0552
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220124
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) issued on
20 January General License (GL)
5I extending the prohibition of
transactions in connection with
Petróleos de Venezuela S.A.
(PDVSA) 2020 8.5 percent bond
until 23 January 2023.
 
Since the issuance of GL 5 on 19
July 2018, the US Treasury on
numerous occasions has extended
the measure barring holders of the
PSVSA 2020 8.5 percent bond
from seizing shares in CITGO
Holding Inc. Through the issuance
of the latest GL 5I, which replaces
and supersedes GL 5H, US persons
remain prohibited until on or after
22 January 2023 from engaging in
any transactions related to, or that

provide �nancing for, dealings in
the PDVSA 2020 8.5 percent bond,
as provided by Executive Orders
(EOs) 13835 and 13857, unless
speci�cally authorised by OFAC.
 
Concurrently, OFAC has amended
and reissued, in its entirety, the
Transnational Criminal
Organizations (TCO) Sanctions
Regulations, 31 CFR Part 590. The
�nal rule reissues the regulations in
their entirety to further implement
EO 13581 and EO 13863.

  
The amendments to the TCO
Sanctions Regulations clarify
certain de�nitions, incorporate new
GLs, and amend and renumber
existing GLs. Furthermore, among
other changes, the new and
amended GLs authorise certain

investments of blocked property by
�nancial institutions, permit
payments for certain legal services
on behalf of designated persons,
and authorise certain transactions
for the conduct of o�cial business
of the US government, the UN, and
other international organisations.
 
Furthermore, OFAC has made a
technical amendment to the
de�nition of “applicable schedule
amount”, which establishes a base
penalty for non-egregious
sanctions violations that do not
involve voluntary self-disclosure. 

 

OFAC notice

Federal Register rule – TCO Sa…

Federal Register rule – Amend…

The Council of the EU on 13
January decided to extend
restrictive measures against
certain Russian economic sectors
until 31 July 2022.
 
The current sanctions regime limits
access by certain Russian entities
and banks to the bloc’s primary

and secondary capital markets as
well as bars certain �nancial
assistance and brokering for
Russian �nancial institutions. Also
covered are import and export
bans on all Russian defence-
related material, dual-use goods,
and military-end users in addition
to limiting access by the Russian

Federation to certain sensitive
energy-related technologies.
 
The decision follows the latest
assessment of implementation of
the Minsk agreements.

EU Council press release

OFAC extends ban on transactions related to
PDVSA bond, amends TCO Regulations

EU Council extends economic sanctions over
the situation in Ukraine by six months

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20220120_33
https://www.govinfo.gov/content/pkg/FR-2022-01-21/pdf/2022-01072.pdf
https://www.govinfo.gov/content/pkg/FR-2022-01-21/pdf/2022-01081.pdf
https://www.consilium.europa.eu/en/press/press-releases/2022/01/13/russia-eu-renews-economic-sanctions-over-the-situation-in-ukraine-for-further-six-months/
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The Authority of Heads of State
and Government of the Economic
Community of West African
States (ECOWAS) on 9 January
moved to maintain sanctions as
well as impose new restrictive
measures on Mali and the
country’s transitional military
authorities.
 
The 15-nation bloc states that it
“deplores the obvious and blatant
lack of political will from the
Transition authorities” to deliver on
the 2020 agreement to hold
presidential elections before 27
February. Additionally, it condemns
the transitional military
government’s 8 January plan to
continue the transition for more
than �ve years, which ECOWAS
deems unacceptable. New
sanctions include freezing Republic
of Mali assets in ECOWAS central
banks and freezing Malian state
and state enterprise assets in
commercial banks. Additional
measures include closing land and
air borders between bloc members
and Mali as well as barring all
�nancial and commercial
transactions besides those with a
humanitarian purpose.
 
UN O�ce for West Africa and the
Sahel Head Annadif Khatir
Mahamat Saleh briefed the UN
Security Council stating the
following day that political
practices in the region con�ict with

citizens’ aspirations and is partially
accountable for the recent coups
and attempted coups in Mali,
Sudan, Guinea, and the Central
African Republic. The special
representative warns that acts of
terrorism and the rising threat by
terrorist groups operating in the
Sahel is now spreading to West
African coastal nations and
threatening regional stability.
 
Despite some progress, Mahamat
Saleh states that rising insecurity
threatens to reverse previous
developments, including
negotiations between Cameroon
and Nigeria over disputed territory
and recent elections in Gambia and
Cape Verde. The special
representative also notes with
concern a rise in terrorist attacks in
Burkina Faso and continued large-
scale attacks in Mali and Niger.
Other worrying developments are
extremist violence in northeastern
Nigeria, coinciding with rising
crime between herders and
farmers, incidents also seen in
Benin, Togo, and Cote d’Ivoire.
 
Resulting complications and crises
from such developments include
the number of refugees and
internally displaced persons in
West Africa exceeding 8 million as
of November, and over 4 million
alone in Mali, Niger, Burkina Faso,
Chad, and Mauritania. UN O�ce on
Drugs and Crime (UNODC)

Director-General Ghada Fathi Waly,
brie�ng the Security Council on the
same day, notes that West African
coastal incidents now account for
most kidnappings at sea, with Gulf
of Guinea nations losing nearly $2
billion a year from maritime piracy.
 
Human tra�cking risks in the
region remain signi�cant, while
drug tra�cking, particularly of
methamphetamine produced in
West Africa and bound for Asian
markets, is on the rise. West Africa
also continues to be a major point
of transit for cocaine tra�cking
destined for European markets.
 
Addressing the council, UK
Ambassador James Kariuki stated
that the UK remains concerned
with the transition challenges in
Mali and Guinea, particularly the
Malian transitional authorities’
decision to extend the transition
period to �ve and a half years. The
UAE representative informed the
council that the fragile security
situation in the region ought to
concern the international
community, calling attention to the
links between terrorism and
organised crime. She added that
nations must send humanitarian
aid to the region and address the
links between climate change and
growing humanitarian and security
concerns in West Africa and Sahel.

ECOWAS communique

West African nations impose sanctions on Mali

https://www.ecowas.int/wp-content/uploads/2022/01/Final-Communique-on-Summit-on-Mali-Eng-080122.pdf
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The UK Foreign, Commonwealth
and Development O�ce (FCDO)
laid before the parliament on 27
January the Afghanistan
(Sanctions) (EU Exit)
(Amendment) Regulations 2022
(S.I. 2022/65), which introduces a
humanitarian exemption to the
UK’s sanctions regime on
Afghanistan. The amendment
came into force on 28 January.
 
The newly adopted provisions note
that persons carrying out activities
aimed at ensuring the timely
delivery of humanitarian
assistance in Afghanistan, as well

as other activities supporting basic
human needs within the country
are not violating Regulations 8 to
12 of the Afghanistan (Sanctions)
(EU Exit) Regulations 2020
concerning asset freezes and
restrictions on making funds and
economic resources available to
designated individuals or entities.
 
The amendment follows the
adoption of UN Security Council
(UNSC) resolution 2615 (2021) on
22 December 2021, which
introduces an exemption from the
asset freezes targeting individuals
and entities associated with the

Taliban and enables the provision
of humanitarian assistance and
other activities aimed at supporting
basic human needs of the Afghan
population. Additionally, the
resolution enables the processing
and payment of funds and
economic resources, as well as the
provision of goods and services
intended for the delivery of
humanitarian assistance.

UK FCDO press release

Afghanistan (Sanctions) (EU Ex…

Explanatory memorandum

The UK has amended its money
laundering regulations to extend
deadlines imposed on trustees 
for registering and updating
information on the UK’s register 
of express trusts.
 
The amendment, which was laid
before parliament on 6 January,
pushes the deadline for trusts to
register to 1 September 2022 to
ensure trustees have 12 months to
register from the date they were
able to do so. It also amends the
categories of trusts which are
required to register.

As part of the UK’s anti-money
laundering policy framework, UK
express trusts with taxable
consequences are required to
collect bene�cial ownership
information and register with
HMRC’s Trust Registration Service.

 Changes to the Money Laundering
and Terrorist Financing
(Amendment) (EU Exit) Regulations
2020 (S.I. 2020/991) added certain
trusts with no tax consequences to
the list of trusts which must
register, with some exceptions for
trusts with an inherently low-risk of
money laundering.

This latest amendment extends the
existing exclusion for trusts
holding life insurance policies,
excludes trusts holding healthcare
policies and ensures that the
exclusion applies to trusts holding
the death bene�ts payable under a
retirement policy. The instrument
also clari�es that trusts created
while opening a bank account for a
minor or a vulnerable person are
not required to register.

Draft statutory instrument

Explanatory memorandum

UK adopts exemption to Afghanistan sanctions

UK issues draft Money Laundering and Terrorist
Financing (Amendment) Regulations 2022

https://www.gov.uk/government/news/foreign-secretary-pledges-to-support-over-27-million-afghans-with-life-saving-aid
https://www.legislation.gov.uk/uksi/2022/65/introduction/made
https://www.legislation.gov.uk/uksi/2022/65/pdfs/uksiem_20220065_en.pdf
https://www.legislation.gov.uk/ukdsi/2022/9780348230871
https://www.legislation.gov.uk/ukdsi/2022/9780348230871/pdfs/ukdsiem_9780348230871_en.pdf
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
designated on 5 January Milorad
Dodik, the Serb member of Bosnia
and Herzegovina’s presidency, as
well as his media company, for
purportedly engaging in
corruption and continued efforts
to undermine the Dayton Peace
Accords. The designations are the
�rst OFAC action taken pursuant
to Executive Order 14033.
 
On the same day, the US State
Department designated former
Bosnia and Herzegovina High
Judicial and Prosecutorial Council
president Milan Tegeltija and
President of the Movement for
Democratic Action and
Parliamentary Assembly
Representative Mirsad Kukic. The
two are banned from entering the
US, while Dodik and his company

are subject to transaction
prohibitions and US asset freezes.
The US accuses Dodik of
attempting to establish parallel
government institutions in
Republika Sprska and undermine
the shared power agreement of the
Bosnia and Herzegovina
government, sowing discord
through ethno-nationalist rhetoric.
Dodik, who was designated in 2017
under EO 13304 for threatening the
Dayton Peace Accords, is accused
of abuse of position to gain wealth.

  
Dodik’s entity, Alternativna
Televizija d.o.o. Banja Luka (ATV),
is identi�ed as being owned by a
company linked to the Bosnia Serb
politician’s family and serving as an
outlet for Dodik’s political agenda,
including through the propagation
of ethnically divisive coverage
during the 1992-5 Bosnian war.
 

Dodik has also purportedly 
granted ATV-related contracts to
members of his own family.
 
Tegeltija and Kukic are both
accused of using their positions of
power for personal bene�t and
corrupt acts. The State Department
asserts that it has seen credible
information to suggest that
Tegeltija interfered in judicial
processes in exchange for bene�ts
he solicited. Tegeltija’s wife is also
designated and subject to a travel
ban. Kukic is accused of engaging
in corruption as the manager of the
state-owned Banovici mine and as
a parliamentarian, purportedly
misappropriating public funds and
interfering in hiring processes.

 

US Treasury press release

State Department press release

The US O�ce of Foreign Assets
Control published on 7 January
FAQ 956 concerning changes to
contractual arrangements due to
the discontinued Intercontinental
Exchange London Inter-Bank
Offered Rate (LIBOR).
 
The question concerns the Belarus,
Ukraine-/Russia-related, and

Venezuela-related sanctions
regimes. OFAC underscores that
changes made to replace LIBOR as
a benchmark reference rate
are permissible so long as no other
material adjustments are entered.

 

In its response, the o�ce highlights
that provisions pertaining to
the cited frameworks prohibit

issuing new debt for designated
persons. Additionally, certain
changes to the contractual terms
of pre-existing agreements can
result in new debt which would be
subject to sanctions prohibitions.

OFAC FAQ 956

US designates Bosnian Serb leader Dodik

OFAC issues FAQ concerning LIBOR transition

https://home.treasury.gov/news/press-releases/jy0549
https://www.state.gov/u-s-government-takes-action-against-current-and-former-bosnia-and-herzegovina-officials-due-to-involvement-in-significant-corruption-and-destabilizing-activities/
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/956
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The O�ce of the US Trade
Representative announced on 1
January that it has removed
Ethiopia, Guinea, and Mali from
the African Growth and
Opportunity Act (AGOA) trade
preference programme due to
violations of the AGOA Statute.
 

The US administration notes with
serious concern what it deems the
unconstitutional changes in the
governments in Guinea and Mali as
well as severe human rights
violations perpetrated in Ethiopia
as the con�ict spreads across the
country’s northern area. The O�ce
of the US Trade Representative

pledges to cooperate with the
respective governments, as “each
country has clear benchmarks for
a pathway toward reinstatement”.

O�ce of the US Trade Represe…

Federal Register entry

The Iranian Ministry of Foreign
Affairs announced on 8 January
the designation of 51 US
nationals for being involved in a
“terrorist act” against Qassem
Soleimani, former commander of
the Islamic Revolutionary Guard
Corps-Qods Force, who was killed
in 2020 during a US-ordered
drone strike. The designations are
made pursuant to the Act on
Countering Violations of Human
Rights and Adventurist and
Terrorist Actions of the United
States of America in the Region.
 
According to Iran, those included
on the list participated in the
decision-making process, as well
as the organisation and �nancing
of the attack which led to
Soleimani’s assassination, thus
violating international legal
obligations and human rights.

In a statement, White House
National Security Advisor Jake
Sullivan stated that the designation
of 51 US nationals, as well as any
future attacks from Iran against the
US and its citizens will have “severe
consequences”. In response, the
Iranian Ministry of Foreign Affairs
accused the US of “putting
pressure” on other countries
though the imposition of unilateral
sanctions and violating
international law principles.

  
In a letter addressed to the UN
General Assembly on 1 January,
Iran’s Vice President for Legal
Affairs O�ce called on the UN to
“take all possible legal initiatives […]
including by issuing a resolution” to
condemn all acts of aggression by
third countries on national
governmental and diplomatic
o�cials, including those

committed by the US government
in relation to the assassination of
Soleimani. The letter adds that the
US showed “extreme unilateralism”
in its actions and calls on the UN to
ensure international law principles
are respected and that human
rights, as well as the principles of
sovereign equality and territorial
integrity are complied with.

On 15 August 2020, a report to the
UN Security Council drafted by UN
Special Rapporteur on extrajudicial,
summary or arbitrary executions
Agnès Callamard found that the US
attack “constitute[s] an arbitrary
killing” and that the US violated the
UN Charter, as the country failed to
provide su�cient evidence to
conclude that there was “an
ongoing or imminent attack”.

Iran Ministry of Foreign Affairs …

US government excludes Ethiopia, Guinea and
Mali from trade preference programme

Iran sanctions US nationals over assassination

https://ustr.gov/about-us/policy-offices/press-office/press-releases/2022/january/us-terminates-agoa-trade-preference-program-ethiopia-mali-and-guinea
https://www.federalregister.gov/documents/2003/03/21/03-6760/trade-benefits-under-the-african-growth-and-opportunity-act
https://en.mfa.ir/portal/NewsView/665556#_ftnref1
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Two new Swiss Environmental,
Social, and Governance (ESG)
provisions entered into force on 1
January, entailing a criminal
provision and reporting and due
diligence obligations for
companies in the Swiss Code of
Obligations. The legal updates
re�ect Switzerland’s version of a
previously proposed Responsible
Business Initiative, whose
adoption was reportedly rejected
in November 2020.
 
The Code of Obligations Articles
964a to 964l now require certain
companies and those under Swiss
Financial Market Supervisory
Authority (FINMA) supervision to
publish an annual ESG report
providing non-�nancial disclosures
on anti-corruption measures, social
and governance issues,

environmental policy and practice,
and actions related to upholding
human rights. Companies covered
by the new requirements are those
with over 500 full-time employees
and with either total assets over
CHF 20 million (£16 million) or
annual revenue over CHF 40 
million (£32 million).
 
The annual ESG report will be
treated in the same manner as an
annual �nancial statement,
approved by company boards and
at shareholders’ meetings.
Additionally, each annual ESG
report must be made available
online for a minimum of a decade.
 
An additional new ordinance in the
code requires that all Switzerland-
based companies involved in the
importation or processing of

certain minerals sourced from
high-risk jurisdictions or con�ict
zones are subject to additional 
due diligence and reporting
obligations. The minerals covered
by the ordinance are gold, tin,
tungsten, and tantalum.
 
The updates to the Swiss Criminal
Code made on 1 January mandate
that providing false information in
the ESG reports could result in a
CHF 100,000 (£80,000) �ne, while
related negligent behaviour can
carry a monetary penalty of up to
CHF 50,000 (£40,000).

Updated Swiss law

Updated Swiss Criminal Code

Legal text on new provisions (1…

While the new provisions in the Swiss Code of Obligations aim to improve monitoring of supply chains and
increase transparency regarding adherence to human rights, they do however include signi�cant loopholes
regarding the import or processing of minerals and metals, as well as child labour violations. Regarding the
former, due diligence obligations do not apply when processing less than a certain annual quantity of
materials, nor are recycled and scrap metals included in the provisions. Moreover, SMEs are generally
exempt from undertaking due diligence regarding potential violations of child labour laws, and even larger
businesses are only required to investigate potential rights abuses if they have reasonable belief that a
transgression has occurred, the criteria for which is not precisely de�ned. Therefore, as the new provisions
rely on companies to self identify risk factors and corresponding measures for mitigation, this may
paradoxically incentivise a lack of scrutiny beyond the minimum levels of due diligence.

Swiss ESG reporting obligations enter into force

Aperio Analysis by Nina Penzel

https://www.fedlex.admin.ch/eli/cc/27/317_321_377/en#part_4/tit_32/chap_7
https://www.fedlex.admin.ch/eli/cc/54/757_781_799/en
https://www.fedlex.admin.ch/eli/oc/2021/846/de


aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2022

52

GUIDANCE

The US Department of Justice (DOJ) issued on 21
January Opinion Procedure Release No. 22-1 in
response to a Foreign Corrupt Practices Act (FCPA)
request from a US-based company submitted on 19
and 20 October 2021, describing a company
employee facing physical harm or duress in a
foreign jurisdiction and for whose release an 
o�cial of said country requests a bribe.
 
In the context of the imprisonment by a country's
naval forces of the captain and crew of a maritime
vessel owned by the requestor, a third-party purporting
to act on behalf of said country’s Navy is described as
having approached the requestor and demanded a
�nancial payment to release the captain and permit
the crew and vessel to leave the country’s waters.
 
According to the release, the vessel had been bound
for a second country, however it was directed to wait
in international waters for two weeks due to the fact
that the port was fully occupied. After being given
incorrect anchoring coordinates by a shipping agent in
the second country, the captain anchored in the �rst
country’s territorial waters inadvertently. While the

vessel’s crew remained on board, the captain was
arrested and detained in prison without due process,
and, according to the DOJ, “the circumstances and
conditions of his detention […] created a signi�cant
risk to his life and well-being”.
 
The document describes unsuccessful efforts by the
requestor to secure the release of the captain, such as
informing the government of the detaining country of
the captain’s ill health, engaging with “agencies within
the US government to end the captain’s detention and
permit the requestor vessel and its crew to leave the
country”. The DOJ highlights that the Navy-connected
third-party intermediary asked the requestor to make a
payment in cash of $175,000 to “resolve the matter
expeditiously”, refusing to provide o�cial
documentation or receipt, which raised concerns for
the requestor that the payment was intended for one
or more government o�cials.
 
In its analysis, the DOJ indicates that: (1) there is no
evidence of corrupt intent on the part of the requestor
company and vessel, being “forced to make a
payment on threat of injury or death”; and (2) the
payment did not assist with obtaining or retaining
business, therefore did not satisfy the FCPA’s
“business purpose” test, particularly because the
requestor does not have an ongoing or anticipated
business with the country”. Consequently, the DOJ
opines that the payment to the third-party would not
satisfy the elements of an FCPA violation and would
not trigger enforcement action under its provisions.

US DOJ opinion procedure release

US DOJ issues opinion procedure release in
response to FCPA-related request

https://www.justice.gov/criminal-fraud/page/file/1466596/download
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The US Departments of State,
Treasury, Commerce, Homeland
Security, Labor and the US Trade
Representative issued on 26
January an advisory which
provides information on risks
associated with operating a
business in Myanmar and warns
about illicit �nance threats, as
well as reputational and legal
risks stemming from conducting a
business and utilising supply
chains under military control
within the country.
 
The guidance provides that entities
and sectors of greatest concern
across Myanmar which have been
identi�ed as providing economic
resources for the country’s military
regime include state-owned
enterprises (SOEs), as well as
gems and precious metals, real
estate and construction projects
and military equipment sectors.
Concurrently, as Myanmar is facing
“signi�cant” de�ciencies in
implementing its AML/CFT
framework, the paper advises
businesses to conduct adequate
due diligence to avoid violations of
US sanctions and AML laws.

Businesses are recommended to
update their risk assessments
associated with operating a
business with Myanmar junta-
controlled SOEs, which are subject
to allegations of corruption, human
tra�cking, forced labour and child
labour, surveillance and internet
freedom restrictions and serious
human rights abuses, particularly
against minority groups in Kachin,
Shan and Rakhine States. The
guidance highlights that the main
SOEs operate in the oil and gas,
mining, energy, postal,
transportation and logistics
sectors, generating nearly half of
the junta’s revenue. SOEs include
Myanma Oil and Gas Enterprise,
Myanmar Mining Enterprises 1,2
and 3, Myanma Gems Enterprise,
Myanma Timber Enterprise and
Myanma Posts and
Telecommunications.

  
The advisory draws attention to
risks associated with the gems and
precious metals sectors and
recommends that gem, pearl and
precious metals importers conduct
enhanced due diligence (EDD) to
ensure that they are not sourcing
from military-owned or controlled
entities, even in cases where “their
supply chain seems to be
completely outside” Myanmar.
 
The paper notes that jade, rubies
and sapphires from Myanmar have
previously been smuggled into

China and Thailand and sold on
international markets as originating
from other regions than Myanmar,
particularly from Thailand or Hong
Kong. Concurrently, businesses
physically operating in Myanmar
are advised to conduct heightened
due diligence regarding “leasing or
purchasing facilities for corporate
o�ces, retail, wholesale,
warehousing” or around land
tenure, in order to avoid ML risks
associated with the real estate
sector, and to identify whether
payments are bene�ting
designated entities.
 
With respect to arms, military
equipment and related activities,
the guidance warns businesses
about the increased arms
tra�cking and illegal arms trade
risks which often involve ethnic
armed organisations, transnational
organised crime groups and
corrupt o�cials. The paper notes
that US businesses and individuals
should implement screening aimed
at preventing the facilitation of
trade and transactions associated
with arms and defence sectors of
Myanmar, currently comprised in
the D:1 country group under the
Export Administration Regulation.

US State Department press rel…

US Treasury Department press …

Business advisory

US agencies issue Myanmar business advisory

https://www.state.gov/business-advisory-for-burma/
https://home.treasury.gov/news/press-releases/jy0570
https://home.treasury.gov/system/files/126/20220126_burma_advisory.pdf
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The European Banking Authority (EBA) published 
on 5 January its opinion on the scale and impact 
of de-risking in the EU, following a call for input. 
The document notes that de-risking has a 
negative impact on the EU’s objectives of
combatting �nancial crime and promoting 
�nancial inclusion and competition.
 
According to the opinion, “de-risking of entire
categories of customers, without due consideration of
individual customers’ risk pro�les”, could signal
ineffective money laundering and terrorist �nancing
(ML/TF) risk management. The EBA states that de-
risking impacts segments of the �nancial sector such
as respondent banks, payments institutions (PIs), e-
money institutions (EMIs) and certain types of entities
that may be linked to higher ML/TF risks. The latter
category includes asylum seekers from high-risk
jurisdictions and not-for-pro�t organisations (NPOs).
The EBA identi�es a set of catalysts in institutions’
decisions to de-risk, including situations where ML/TF
risks or reputational risks surpass institutions’ risk
appetite or institutions lack the relevant expertise to
assess risks connected to speci�c business models.
 
The authority notes that steps have been taken at the
EU level to strengthen the regulatory framework that
supports authorities in assessing the adequacy and

effectiveness of anti-money laundering and
combatting the �nancing of terrorism (AML/CFT)
mechanisms in place. However, the EBA takes note of
elements that may raise additional di�culties when
providing reasons for the termination of a client’s
payment account with basic features, in line with the
Payment Accounts Directive (PAD), whereas the right
to be informed can be challenged by the provisions 
of the Anti-Money Laundering Directive (AMLD), 
which prohibits “tipping-off”.
 
Furthermore, under the Revised Payment Services
Directive (PSD2), credit institutions need to provide
competent authorities with detailed reasons for any
rejection of business relations. This provision,
alongside the lack of clear guidelines for credit
institutions on the conditions under which the
termination of a client’s account must be
communicated, has resulted in heterogenous
understanding and implementation across the
EU. Consequently, “customers affected by de-risking
may resort to alternative payment channels in the EU
and elsewhere to meet their �nancial needs”. Such
transactions may no longer be easily traced and
supervised, making the detection and reporting of
suspicious operations more burdensome.
 
Di�culties reported by NPOs concerning their
accounts range from excessive delays in cash
transfers in high-risk jurisdictions where they conduct
humanitarian operations to freezing of accounts and
even account termination. Many NPOs reported an
inability to access �nancial services in the EU,
or noted that the costs associated with gaining
access are very high. For some NPOs, the EBA notes,
de-risking can “have a severe impact on the delivery
of international aid in con�ict areas where the
populations are in great need of humanitarian

EBA publishes opinion on unwarranted de-
risking and ineffective ML/TF management
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assistance”. The recommendations are divided
between EU governing entities (the European
Commission, Parliament and Council) and competent
authorities. The opinion lists a set of steps that
competent EU entities can take to prevent
unwarranted de-risking. These include addressing the
motivation behind institutional decisions to not enter
into business relationships with a potential customer
in the customer due diligence (CDD) records.

Also noted is clarifying the relationship between
AML/CFT requirements and the right to open and use
a basic payment account, with a focus on guidelines
on instances when a basic account should be refused

or closed. The proposals complement the EBA ML/TF
risk factors guidelines and guidance on risk-based
supervision published in 2021.
 
The EBA deems the input received to the call for
feedback insu�cient to assess the extent of de-risking
across the EU thoroughly, which, coupled with a lack
of comprehensive statistics on the matter, may result
in many cases of de-risking not being reported.

 

EBA press release

EBA opinion

De-risking has been for years a prominent feature of the other side of the coin, as a popular saying goes, as
far as global �nancial crime compliance is concerned. The EBA opinion focuses on de-risking speci�c to
the EU-27 whereby certain categories of customers are unfairly denied access to basic banking services,
or are unjustly underbanked, due to their classi�cation by �nancial institutions as high-risk. Yet, it is
important to note here that de-risking has taken on much more serious proportions outside of the
developed world, in the sense that access to banking within developing economies or by their nationals
wherever they are has become increasingly challenging in recent years as new AML regulations have
ramped up pressure on FIs to mitigate if not minimise their risk exposure. Oftentimes, this takes the form
of major correspondent banks terminating relationships with respondent banks that they think they are no
longer in a position to risk-manage effectively. 

The UK Treasury’s O�ce of Financial Sanctions
Implementation (OFSI) published on 28 January
updated guidance on the monetary penalties for
breaches of �nancial sanctions. The updated
guidance is applicable immediately. 
 
The guidance details the OFSI’s compliance and
enforcement approach, how the OFSI decides when to
use its civil enforcement powers to impose a

monetary penalty and how the monetary penalties will
be calculated. In the latest update, the OFSI has made
changes concerning when investigation and
enforcement will be considered in the public interest.

OFSI guidance

OFSI documents

Aperio Analysis by George Voloshin

UK OFSI updates guidance on monetary penalty

https://www.eba.europa.eu/eba-alerts-detrimental-impact-unwarranted-de-risking-and-ineffective-management-money-laundering-and
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Opinions/2022/Opinion%20on%20de-risking%20%28EBA-Op-2022-01%29/1025705/EBA%20Opinion%20and%20annexed%20report%20on%20de-risking.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1051875/Monetary_Penalties_Guidance__Jan_2022_.pdf
https://www.gov.uk/government/publications/monetary-penalties-for-breaches-of-financial-sanctions
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The UK Financial Conduct
Authority (FCA) published
guidance on 28 January advising
�rms on the expectations
regarding the competence and
capability of compliance heads
and money laundering reporting
o�cers (MLROs) at authorised
and registered �rms, offering
training and experience
guidelines �rms are advised to
consider before seeking approval.
 
The regulator notes that the most
successful applicants have taken
part in prior relevant and tailored
training courses, participated in
recent training to include updated
obligations, and done so for a
duration necessary to gain
understanding of the role and
responsibilities. The FCA adds that
while prior experience as a
compliance chief or MLRO is

common, it is neither required nor
does prior experience always
automatically equate to approval.
Individuals with only frontline
experience are often considered to
lack su�cient background unless
they have other training or
experience. Owners and chief
executives of small �rms may be
approved to take these positions
provided they have relevant 
training or experience.
 
It is generally the case, the
guidance states, that compliance
heads and MLROs are physically
present in the company’s main UK-
based place of business and are
usually senior leaders and
company directors. If an MLRO or
compliance chief is not operating
in a full-time capacity due to
holding other responsibilities, their
time commitment must be

“proportionate and su�cient”.
Furthermore, �rms should make
the FCA aware of any potential
con�icts of interest between the
compliance chief or MLRO’s
compliance and other
departmental responsibilities.
 
Utilising third-party support can be
necessary, the FCA notes, but �rms
are advised that even with such
support, the MLRO and compliance
o�cer should still be competent in
making relevant compliance
decisions and have su�cient
training. The advisory states that
external compliance consultants
are often not successful in their
applications for MLROs or chief
compliance o�cers.

FCA webpage

The UK Home O�ce published a
policy paper on 13 January which
establishes a framework for
returning assets consistently and
in an accountable manner that are
the proceeds of corruption.
 
The framework covers asset
returns that are mandated through

the UN Convention Against
Corruption, Part 5 of the Proceeds
of Crime Act, Mutual Legal
Assistance requests, and other
judicial or non-judicial resolutions,
excluding court ordered
compensation or penalties.
Additionally, it applies to
discretionary asset returns such as

situations in which there may be
reasons to return funds even if
another country has not requested
an asset return, including scenarios
involving prior legitimate owners.

Home O�ce announcement

Policy paper

UK FCA publishes expectations on competency
and capability of compliance heads and MLROs

UK policy paper on the asset return framework

https://www.fca.org.uk/firms/approved-persons/heads-compliance-mlro-applicant-competency-capability
https://www.gov.uk/government/publications/framework-for-transparent-and-accountable-asset-return
https://www.gov.uk/government/publications/framework-for-transparent-and-accountable-asset-return/framework-for-transparent-and-accountable-asset-return
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The Royal United Services Institute (RUSI) published
on 5 January a guidance paper on North Korea’s
activities aimed at evading targeted �nancial
sanctions (TFS) related to proliferation �nancing
(PF) through designated non-�nancial businesses
and professions (DNFBPs). The paper identi�es
gaps in DNFBP policies and offers recommendations
for governments and international organisations.
 
According to author and RUSI Research Analyst Sasha
Erskine, the document is based on 87 cases of North
Korean sanctions evasion and PF activities involving
DNFBPs, comprised in a dataset obtained from UN
Panel of Expert reports. In a video update on counter
proliferation �nancing, she states that the document
“considers how the DNFBP sector has been exploited
by North Korea, particularly as the compliance and
�nancial sector has become increasingly regulated
and in line with counterproliferation �nance rules”.
 
The document cites the Financial Action Task Force’s
(FATF) de�nition of DNFBPs as comprising North
Korea-related: (1) dealers in precious metals and
stones (DPMS); (2) the real estate sector; (3) casinos;
and (4) gatekeeper services such as lawyers,
accountants, and trust and company service
providers. Additionally, although not included in the
FATF de�nition, high-value goods dealers (HVGDs) 
are also covered in the paper.
 
Signi�cantly, the paper formulates three categories of
gaps and vulnerabilities: (1) a lack of PF-related
guidance for DNFBPs; (2) a lack of clarity as to
whether the cases examined in the paper would have
been captured by the current formulation of the FATF
standards; and (3) a lack of PF-speci�c typologies and

red �ags tailored for DNFBPs. Further, it offers three
recommendations for HVGD and DPMS; three for real
estate; four for gatekeepers; and two for the casinos
and gambling sector.

Other key �ndings include

RUSI press release

RUSI paper

RUSI video update on counter proliferation �nancing

RUSI issues guidance paper on North Korea’s
proliferation �nancing activities through DNFBPs

HVGDs, that are not explicitly covered by FATF
standards, are vulnerable to attempts to procure
luxury items to be shipped to North Korea

DPMS are similarly vulnerable to attempts by 
 North Korea to both procure and sell precious

metals and stones, with gold appearing in 60
percent of the reviewed cases

The real estate sector appears to be targeted by
North Korea mostly for income-generating
purposes such as property development and the
letting of commercial or residential properties for
rental income. The paper notes that the
subsequent letting activities are not covered by 

 the scope of the FATF standards, leading to a
“potential regulatory and awareness gap for 

 North Korea to exploit”

Gatekeeper professions play an important role in
facilitating North Korean sanctions evasion, with
RUSI calling for more awareness of sanctions
obligations in these sectors

https://rusi.org/explore-our-research/publications/emerging-insights/north-korean-proliferation-financing-and-designated-non-financial-businesses-and-professions
https://static.rusi.org/271_EI_DNFBPs_Final.pdf
https://www.youtube.com/watch?v=DNfJz9cy_Y4&t=1s
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Q&A

Thomas Mayne is an expert in corruption studies
and Central Asian politics. A former senior
campaigner for Global Witness, he is now a Visiting
Fellow at Chatham House alongside his work as a
Research Fellow at the University of Exeter. He is co-
author of Chatham House's recent report 'The UK's
Kleptocracy Problem', which explores how the use of
UK professional services by post-Soviet elites has
weakened the rule of law. Financial Crime Digest sat
down with Thomas to discuss why the UK is still
open to corrupt money from kleptocratic regimes.
 
Do we have a sense of the scale of the problem?
There are various estimations - illicit �nancial �ows
range from hundreds of billions to trillions. In terms of
Kazakhstan, the country I know best, there are
estimates that $150 billion has been transferred out 
of the country in the last 30 years; most of that in the 
last 20 years. That's just one country, and a lot of 
that reached the UK in real estate, as we showed 
in the recent Chatham House report.
 
Real estate is good in that it is something concrete to
point to, but I think it is just the tip of the iceberg -
there are only so many houses you can own. The vast
majority of wealth will be sat in banks, or invested in
companies, far exceeding anything we've seen in real

estate. The Russian and Azerbaijani Laundromat
scandals showed the type of money and extent of the
problem - it was sloshing through European banks,
with seemingly no effort to stop it. You could stop the
account - but banks don't tend to do that, they just �le
a suspicious activity report (SAR) and the money
continues. We're left with the system that we have.
 
What defences do we have against this corrupt
money? And where are the weak spots in your view?
The SAR system has been shown to be ineffective,
and is currently being overhauled by the UK. There
were over half a million SARs �led in 2020/2021. The
National Crime Agency (NCA) says that every single
SAR counts, but it is quite obvious that if you have half
a million SARs with only 120 or so staff analysing
them, you're not going to be able to focus on the
information in those SARs.

  
The ones you are going to focus on are going to be
those that are really tied to organised crime. As 
we've shown in our reporting, kleptocratic �ows are
often ingeniously structured. If you're part of the 
NCA, are you going to spend your time going down a
rabbit hole looking at some obscure Russian or 
Uzbek company when you could be having a more
positive outcome looking at some local ma�a guy 
who has messed up and decided to route some 
funds through a UK bank?
 
Certainly the SAR system with respect to banking is
oversaturated and failing, but outside of banking,
in the system of professional services oversight, we
see the opposite of that. In the legal sector there are
not enough SARs �led. There are "get out of jail free"
cards you can play as a lawyer with respect to �ling

Q&A: Thomas Mayne, kleptocracy researcher
and Visiting Fellow at Chatham House
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SARs. You don't have to �le a SAR if the information
came to you in privileged circumstances, and that's a
very woolly term. It's not exactly clear what would
constitute privileged circumstances, and I think there
is an overreliance on privilege in cases where we 
don't think it should apply.
 
We have a system which basically relies on self-
regulation - you're relying on lawyers to do the due
diligence on a deal that they will bene�t from
�nancially. When for instance it's these complex �ows
from Kazakhstan that have been in effect legalised in
their country of origin, can we really expect lawyers
and real estate agents to become experts on these
�ows, do the right thing, and �le SARs? Or even turn
down business that they rely on?
 
Can't real estate agents and lawyers just �le SARs
defensively like �nancial institutions do? If there is
an oversaturation issue with SARs, and kleptocratic
�ows are overlooked by the authorities, why would it
make a difference?
I have a certain amount of sympathy for real estate
agents. They say, which is right, "we don't see the
sources of funds". There have been improvements in
the system recently, it used to be that they only had to
do due diligence on individuals selling property. Now
it's changed in amendments in 2017, they have to do
due diligence on buyers.

  
There's only so much they can do - they can google
and do Politically Exposed Person (PEP) checks, but
they aren't going to see the source of funds. That is on
the lawyers and the conveyancing solicitors. But real
estate agents currently �le a low number of SARs. The
famous documentary From Russia with Cash doesn't
paint a particularly positive picture of what real estate
agents do when confronted with obvious signs that
money is being laundered. Obviously in the
documentary it was �ctitious - there wasn't really a
Russian minister seeking to launder money. But all of
the real estate agents were captured on �lm saying "I
don't need to know this, let's just continue and do the
deal". I think one of the agents in the documentary

faced disciplinary hearings because of his conduct in
that instance. The general impression, and having
spoken to real estate agents during our research, was
that AML is a box-ticking exercise. They are obligated
to do it, they aren't focused on it.
 
But our system of regulation relies on them as the �rst
line of defence. And when the penalties on them for
messing up - either turning a blind eye or being
complicit - the penalties aren't strong enough. Ok –
there are some disciplinary hearings from regulators,
but we're not seeing prosecutions. You can bring a
prosecution for not adhering to the money laundering
regulations, for example, for not identifying someone
as a PEP. But we're not seeing prosecutions - I think
there have only been three successful prosecutions
for failing to submit a SAR, and one of those was a
very clear example of a safety depositary box
company turning a blind eye to proceeds of crime
being put in the boxes.
 
These cases we're talking about involving kleptocracy
we're not seeing investigations, let alone prosecutions.
 
Under Section 330 of the Proceeds of Crime Act, a
person may be prosecuted for failing to disclose
their knowledge or suspicion of money laundering to
their �rm’s MLRO. But it seems there is some
ambiguity around what it means to have a
"suspicion" - could you explain the problem here?
There are two provisions you could be prosecuted
under. Section 330, and also failure to adhere to the
regulations [Regulation 86 of the Money Laundering
regulations]. For instance if you know someone is a
PEP and you fail to do enhanced due diligence, that is
a potential offence. The word suspicion has been
referred to in case law as arising when a person thinks
there is a possibility, which is more than fanciful, that
the relevant facts existed. But what does that actually
mean? We hear from those sectors - real estate and
the legal sector - that there is a very wide range of
opinion about what suspicion means. For one person I
interviewed, it basically amounted to concrete
evidence of criminality. I don't think it should be



aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2022

60

pitched that high. And once you have it set up on
suspicion, you create a system whereby if someone
prevents knowledge of suspicion, they don't break the
law. That's why it was fascinating in the recent case of
a solicitor who failed to identify Leyla Aliyeva as the
daughter of the President of Azerbaijan. You could see
what he was arguing - and the reason he wasn't
prosecuted, although he was �ned via the disciplinary
tribunal - it was on a point of ignorance. It was "Sorry, I
didn't ask, I didn't google this person", thereby I didn't
do the research that would have created suspicion.
 
Now, my opinion is that it's very hard to believe that he
didn't know that his client was the daughter of the
President of Azerbaijan but of course, if he'd have
admitted that, he'd have had to admit a criminal
offence of not ticking the Politically Exposed Person
box on the form. So it's very easy to avoid suspicions
of money laundering by just not asking the right
questions. The system is set up wrongly - and we only
found out about that case because a data leak - the
Panama Papers - revealed it, which shows these
regulatory failures are happening behind the scenes.
 
Is it fair to say the case of the former Uzbek
president's daughter Gulnara Karimova, who bought
expensive properties in the UK, mirrors this?
Absolutely. In all these cases when something
happens and you write to the lawyer or real estate
agent, they just say "we can't say anything about it
because it is con�dential, but rest assured we
complied with all the relevant regulations and UK law".
That's their own assessment of course - but it might
be true, and perhaps everyone who dealt with
Karimova's money did adequate due diligence and
�led a SAR, and it was the NCA's fault for not blocking
that transaction once a SAR had been �led. Of course
it could have been the other way and the �rm was at
fault, but we have no idea which of the two it was. 
 
Karimova was using proxies - I think there are
instances where anyone googling particular people
and companies would have found allegations that she
stood behind the proxies, and yet the deal still went

through. Again, maybe they �led a SAR, but my
suspicion is that they didn't do their due diligence, and
as a result money �owed, houses were sold - and it
was a failure. It would be up to law enforcement to
investigate whether there was a breach of regulations.
 
Can you explain how legal privilege presents a
problem for anti-kleptocracy efforts?
You need legal privilege because individuals need to
be able to have frank conversations with their lawyer
about allegations of �nancial crime. That is eminently
sensible. But where it is more of a grey area is when
I'm a Kazakh businessman buying property in the UK,
and I let slip that "I've got enemies in Kazakhstan who
are accusing me of laundering my money, but it's all
nonsense, they are just political enemies" - does that
constitute privileged information? 

  
Some lawyers say it shouldn't - you're helping
someone buy a house, this is extraneous information
that does have an effect on the purchase, and might
constitute a suspicion of money laundering and
should be reported through a SAR. But other people's
interpretation of the legal privilege is that "I can't report
this therefore I'm not going �le a SAR, and if that ever
comes out I will just say I acquired that knowledge
under privileged circumstances". So I think we need
to have very concrete de�nitions of what legal
privilege constitutes. I think it's being overused.

Could you talk about the relative success of
Unexplained Wealth Orders (UWOs) and
Account Freezing Orders (AFOs)?
The AFO is more of a blunt instrument which seems
to have proven more useful than the UWO as it
targets a bank account rather than property. With an
AFO, all you need is a suspicion that some of the
money in the account is either the proceeds of crime
or will be used to further the proceeds of crime. A key
difference is that AFOs go through the magistrates'
court. Magistrates are basically volunteers, so you
have complex cases going to a magistrate. You're not
going to have a magistrate arguing against the NCA
saying "this money is tainted". We've not seen
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cases where AFOs have been contested. The case
with the nephew of the Azerbaijani President quickly
reached a settlement to give up some cash in the
account. This is in contrast with the UWO which has
involved lengthy High Court battles and has all these
other provisions attached, such as 'purported
compliance' and known sources of wealth - are those
reasonably ascertainable at the time the order was
made, income is legal if it's legally obtained in the
country of origin at the time the order was made... 
The provisions are more easily contested by 
those holding political o�ce and that remain in 
favour in their home country.
 
Can we speculate that this success will continue?
I think so, I've heard of one or two interesting cases
involving AFOs recently, and of course we haven't had
an Unexplained Wealth Order since July 2019. With
UWOs, they are waiting for the Economic Crime Bill to
be re-examined, which is set to happen this year, and
will make improvements to the UWO legislation to
make them more viable. But until then, there has been
success with AFOs leading to settlements, leading to
money frozen, so I can't see that changing until we
improve the UWO legislation.

  
There are clear things we can �x about the UWO, and
some which are harder to �x. At the moment, when
the NCA loses a case it is liable for the costs of the
other party. When they lost NCA v. Baker, the Kazakh
UWO, they were landed with £1.5 million in legal costs
of Dariga Nazarbayeva and Nurali Aliyev, wiping out
not just the UWO budget but the entirety of the NCA's
budget, seeing as they said at the beginning of UWOs
that each UWO investigation would only cost
£10,000. I think it's in civil recovery proceedings where
if the NCA loses it is not responsible for the costs of
the other side, unless the case has been brought in
negligent circumstances. And then you can �le a UWO
against a nominee or lawyer - someone who isn't the
bene�cial owner of the property - and yet the
respondent to the UWO must be a PEP, or someone
involved in serious crime, or is associated with
someone involved in serious crime. I suspect they

thought it would cover everything, but in the Aliyev
case it didn't work. They could tweak that to make it
clear that if you are a nominee, you don't have to be
directly linked to organised crime, you can be
representing a PEP. 
 
It is harder to deal with the provisions about income
being obtained lawfully in the country of origin - it just
means that people from, say, Kazakhstan will get a
document to say "all this wealth is legal". There's also
a strange thing about the justi�cation of the source of
wealth - you can't really use the UWO against any
politician if they say they are rich. With Dariga
Nazarbayeva, she was quoting Forbes saying she has
$500 million. The judge even quoted it, saying "why is
the NCA going after this woman, she was saying in
Forbes she has half a billion dollars". We need to move
away from this. "Unexplained" wealth orders are just
that - at the moment they only work when there is
literally no explanation for the wealth. They need to be
tweaked to question "explained" wealth a bit more. I'm
not sure how you do that, but it is interesting that
UWOs fail at the �rst hurdle due to these provisions.
You can basically point to anything on the internet that
says you are rich - there's no consideration of the
legitimacy of claims to sources of wealth.

What are you anticipating in 2022 in terms of key UK
policy, regulatory or legislative changes?
After trying to kick reform of the Economic Crime Bill
into the long grass, the government has agreed to look
at it this year. This provides an excellent opportunity to
examine the UWO legislation. We also need to pass
the Registration of Overseas Entities Bill which aims to
set up a register of bene�cial owners of companies
that own property in the UK. It was meant to be
in operation by now but has been delayed by this
government for whatever reason. With so much talk
about Russian money in London and the affect it
is having, this would be a good �rst step to trying to
address this problem.

Roger Hamilton-Martin, Financial Services Journalist
 roger.hamilton-martin@aperio-intelligence.com
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ANNOUNCEMENTS

The European Systemic Risk
Board (ESRB) published on 27
January a recommendation
proposing the establishment of a
pan-European systemic cyber
incident coordination framework
(EU-SCICF) aimed at supporting
an effective EU-level response to
large cross-border information
and communication technology
(ICT) related incidents that could
impact the block’s �nancial
sector. Concurrently, the ESRB
published a report on mitigating
systemic cyber risk, which details
how EU-SCICF would facilitate
such a response.
 
The ESRB calls on the three EU
supervisory authorities (ESAs) –
the European Banking Authority
(EBA), the European Insurance and
Occupational Pensions Authority
(EIOPA) and the European
Securities and Markets Authority
(ESMA), in cooperation with the
ESRB, the European Central Bank
(ECB) and competent national
authorities, to commence

preparations for the gradual
development of the EU-SCICF,
before the required legal
framework for its establishment
comes into force.
 
As part of the preparations, the
ESAs are advised to develop, inter
alia, (1) crisis management and
emergency exercises involving
cyber-attack scenarios to develop
e�cient communication channels;
(2) a consistent cyber incident
classi�cation and secure
information sharing channels; (3)
effective framework testing
exercises, including cross-
jurisdiction testing and
coordination with third countries;
and (4) cooperation and
information sharing actions with
�nancial sector cyber intelligence.
 
Additionally, ESAs, the ECB and all
EU member states are
recommended to establish a list of
designated points of contact, in
accordance with the provisions of
Directive (EU) 2016/1148
concerning measures for a high
common level of security of
network and information systems
across the Union. Concurrently, the
ESRB recommends that the EU
Commission (EC) consider any
additional measures for ensuring

coordination of responses to
systemic cyber incidents.
 
In its concurrent report, the ESRB
presents a strategy for developing
capabilities for mitigating the risks
posed by a cyber incident on
�nancial stability. The decision-
making body notes that systemic
cyber risk aspects should be
included in the ESRB policy
framework’s intermediate
objectives, while also developing a
complementary group of systemic
cyber risk indicators aimed at
providing information on �nancial
and cyber vulnerabilities and
assisting with identifying current
and potential risks. Concomitantly,
the ESRB underlines the need to
develop systemic mitigants that
guarantee an adequate level of
�nancial and cyber resilience.
 
The report recognises the need to
establish an EU-SCICF to
strengthen �nancial authorities’
preparedness to address major
cyber incidents, and recommends
incorporating this task into ESA
responsibilities. 

ESRB press release

ESRB recommendation

ESRB recommends establishment of systemic
cyber incident coordination framework

https://www.esrb.europa.eu/news/pr/date/2022/html/esrb.pr.220127~f1548f677e.en.html
https://www.esrb.europa.eu/pub/pdf/recommendations/esrb.recommendation220127_on_cyber_incident_coordination~0ebcbf5f69.en.pdf?f2ec57c21993067e9ac1d73ce93a0772
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The European Commission adopted on 7 January
draft Delegated Regulation to update the EU list of
high-risk third countries identi�ed as presenting
strategic de�ciencies in their anti-money laundering
and counter-terrorist �nancing (AML/CFT) regimes
deemed to pose signi�cant threats to the European
Union's �nancial system. 
 
Speci�cally, the Commission has o�cially approved
the removal of the Bahamas, Botswana, Ghana, Iraq
and Mauritius from the EU list of high-risk third
countries, and the addition of Burkina Faso, Cayman
Islands, Haiti, Jordan, Mali, Morocco, the Philippines,
Senegal and South Sudan to the table in point I of the
Annex to the Delegated Regulation (EU) 2016/1675
supplementing Directive (EU) 2015/849 of the
European Parliament and of the Council, which sets
out the so-called EU blacklist.
 
The latest decisions follow the listing and the 
delisting of the aforementioned countries by FATF on
its list of jurisdictions subject to increased monitoring,
also known as the FATF greylist, during the plenary
meetings which were held in February 2021 (added
Burkina Faso, Cayman Islands, Morocco, and
Senegal), June 2021 (added Haiti, the Philippines and
South Sudan, and removed Ghana) and October 2021
(added Jordan, Mali and Turkey, and removed
Botswana and Mauritius).
 
Furthermore, in the fourth quarter of 2021 the EU
Commission �nalised its assessment of the Bahamas
and Iraq in accordance with its methodology for
identifying high-risk third countries. Following its
assessment, the Commission concluded that the
Bahamas has addressed the strategic de�ciencies
previously identi�ed in its AML/CFT regime
“considering the available information”. According to

FATF’s latest enhanced follow-up report on the
Bahamas published in December 2021, the country is
rated as “largely compliant” and “compliant” with 38 
of the 40 FATF Recommendations.
 
Additionally, the EU Commission identi�es that Iraq
has made signi�cant progress in addressing several
strategic de�ciencies identi�ed in the Commission’s
preliminary assessment. Iraq was removed from the
FATF greylist in June 2018. At the time, the
organisation said the country had made “signi�cant
progress in improving its AML/CFT regime”.
 
With respect to countries added to the list, the
Commission calls for enhanced efforts by the
Cayman Islands, Haiti, Burkina Faso, Jordan, Mali,
Morocco, the Philippines, Senegal and South Sudan to
address de�ciencies identi�ed by FATF relating to: (1)
having effective sanctions where parties fail to �le
requisite information on bene�cial ownership; (2)
demonstrating that it is effectively prosecuting 
money laundering cases in line with the jurisdiction's
risk pro�le; (3) ensuring basic and bene�cial
ownership information are maintained and 
accessible in a timely manner; (4) demonstrating an
increase of identi�cation, tracing and recovery of
proceeds of crimes; and (5) strengthening resource
capacities of all AML/CFT supervisory authorities and
implementing risk-based supervision of �nancial
institutions and designated non-�nancial 
businesses and professions.

The delegated directive will come into effect, provided
the EU Parliament and EU Council have no objections
during a 30-day period. The list will take effect 20 
days following its publication.

EU Commission draft Delegated Regulation

EU Commission proposes nine additions and
�ve removals from EU AML/CFT blacklist

https://data.consilium.europa.eu/doc/document/ST-5174-2022-INIT/en/pdf
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The European Banking Authority
(EBA) launched on 31 January its
central database for anti-money
laundering and counter terrorist
�nancing (AML/CFT). The new
database, also known as EuReCA,
aims to play a key role in
coordinating member state
competent authorities’ efforts to
prevent and counter money
laundering and terrorist �nancing
(ML/TF) risks across the EU.
 
EuReCA will contain data on
material weaknesses in EU
�nancial institutions that have been
identi�ed by member state
competent authorities. National
authorities will be expected to

report the measures they have
imposed on �nancial institutions to
address the identi�ed irregularities.
Examples of weaknesses include a
lack of adequate AML/CFT policies
and procedures, such as the
absence of transaction monitoring
at group level and procedures for
high-risk customers.
 
The European reporting system will
also feature internal audit �ndings
identi�ed by prudential authorities
during on-site vists. The EBA states
that it will use information drawn
from EuReCA to inform its
perspectives on ML/TF risks that
impact the EU �nancial sector.
 

The regulator will also share
information drawn from EuReCA
with national authorities to assist
them across all stages of the
supervisory process, particularly
when speci�c ML/TF risks are
identi�ed. The European reporting
system will act as an early warning
system, designed to support
authorities in taking action before
ML/TF risks manifest.
 
EuReCA will start collecting
personal data after the approval 
of the draft RTS by the European
Commission.

EBA press release

The European Central Bank (ECB)
announced on 28 January that
347,000 counterfeit euro
banknotes were withdrawn from
circulation in 2021, a decrease of
24.6 percent compared with
460,000 counterfeits in 2020 and
“a historically low level in
proportion to banknotes in
circulation”. Around two-thirds of
total withdrawn counterfeits were
€20 and €50 banknotes, which
can be veri�ed for authenticity
using the “feel, look and tilt”.
 

According to the ECB, 95.4 percent
of counterfeits were found in euro
area countries, 4.2 percent were
found in non-euro area EU member
states and 0.4 percent in other
parts of the world. Moreover, the
likelihood of encountering a
counterfeit is low, as data shows
that 12 counterfeits were detected
per 1 million genuine banknotes in
circulation in 2021. The largest
number of counterfeits per 1
million genuine banknotes was in
2009, with 64 counterfeits.

The ECB recalls that using
counterfeits for payments is a
criminal offence and recommends
vigilance. However, counterfeits are
easy to detect, having no security
features or poor imitations of them,
and particularly the Europa
banknotes, marking the second
series, bene�t from innovative
security features.

 

ECB press release

EBA launches new central AML/CFT database

ECB records decrease in counterfeit euro notes

https://www.eba.europa.eu/eba-launches-today-eureca-eus-central-database-anti-money-laundering-and-counter-terrorism-financing
https://www.ecb.europa.eu/press/pr/date/2022/html/ecb.pr220128~d65c3326c2.en.html
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The EU Council published on 25
January the work programme for
the Code of Conduct Group on
Business Taxation (COCG) under
the French Presidency in the �rst
semester of 2022, which provides
information regarding the revision
of the EU list of non-cooperative
jurisdictions “foreseeably in
February 2022”.
 
In a 21 October 2021 resolution
following the Pandora Papers,
members of the European
Parliament called on the Economic
and Financial Affairs Council
(ECOFIN) to agree on the
forthcoming bene�cial ownership
transparency criterion 1.4 of the
Code of Conduct as a matter of
urgency and to consider the
conclusions and recommendations
of the Parliament’s resolution of 21
January 2021 on reforming the EU
list of non-cooperative jurisdictions

in terms of broader and stricter
listing criteria and coordinated
defensive measures.
 
According to the 25 January
memorandum, the revision,
conducted by ECOFIN, will focus
on objectives such as: (1) removing
jurisdictions that have addressed
pending issues from Annex 1 of the
EU list; (2) include in Annex 1
jurisdictions non-compliant with
the requirements of the criteria for
jurisdictions which are under
screening; and (3) include in Annex
II jurisdictions that have
undertaken commitments to
cooperate with the EU and to take
the necessary measures towards
complying with one or more EU list
criteria which they have been found
to be inconsistent with.
 
In addition, it is noted that COCG
will direct its efforts to: (1)

coordinate defensive measures
towards non-cooperative
jurisdictions; (2) establish criterion
1.4 of the Code of Conduct on the
exchange of bene�cial ownership
information, which was approved
by ECOFIN on 8 November 2016;
(3) ensure follow-up actions to the
Pandora Papers revelations; (4)
update criterion 1.1 in line with the
development in the Global Forum
peer review process for the
Automatic Exchange of Financial
Account information (AEOI); and
(5) monitor jurisdictions
concerning criterion 2.2, namely
those implementing tax regimes
that facilitate offshore structures
which attract pro�ts without real
economic activity.

COCG work programme

Council conclusions approving …

The European Commission does
not have the authority to remove
banking licences from institutions
implicated in the cum-ex scandal,
states the EU's tax commissioner.
 
In a 3 January letter, Commissioner
Paolo Gentiloni wrote that the

prosecution of tax fraud and
enforcement of remedies falls
under national authority rather 
than at EU-level. He explains that
the EU Commission has no
investigatory powers. Gentiloni
wrote that the Commission is
“aware of the negative effect that

CumEx practices have on the tax
revenues of Member States”.

European Commission docume…

European Commission commu…

European Commission commu…

EU non-cooperative jurisdictions to be revised

EU cannot strip licences over cum-ex scandal

https://data.consilium.europa.eu/doc/document/ST-5625-2022-INIT/en/pdf
https://data.consilium.europa.eu/doc/document/ST-14166-2016-INIT/en/pdf
https://www.europarl.europa.eu/doceo/document/E-9-2021-004788-ASW_EN.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=COM:2020:590:FIN
https://ec.europa.eu/taxation_customs/system/files/2020-07/2020_tax_package_tax_action_plan_en.pdf
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The UK’s Payment Systems Regulator (PSR)
launched on 13 January a strategy setting out a �ve-
year strategic plan focusing on protecting users and
ensuring effective competition in UK payment
systems. The strategy describes the outcomes the
regulator intends to see in the sector, as well as how
it will measure progress towards achieving them.
 
The PSR states that it will focus on four strategic
priorities: (1) ensuring users have continued access to
the payment services they rely on, and supporting a
choice of payment options; (2) promoting competition
between UK payment systems and the markets
supported by them; (3) ensuring users are adequately
protected when using the UK’s payment systems,
including by protecting users where competition is not
su�cient; and (4) acting to ensure interbank systems
provide the infrastructure, rules and incentives to
foster innovation and competition in payments.
 
The launch of the strategic plan follows a consultation
on the proposed strategy which was launched in June
2021.The regulator concomitantly published
stakeholder submissions and its �nal response to the
consultation. Signi�cantly, in its response to the
outcomes of the consultation, the PSR notes that
“nearly all respondents welcomed the inclusion of
consumer protection as a priority” for the �ve-year
plan, with most of them highlighting that the PSR’s

existing work on authorised push payment (APP)
scams and fraud, in general, “should continue at pace”.

  
With respect to the priority to ensure users are
su�ciently protected, the PSR notes as a primary
action ensuring mandatory reimbursement for victims
of APP scams who “have done nothing wrong”. In this
regard, the regulator notes that it is consulting on two
separate ways of achieving this aim, in order for it to
“bring about the right outcomes” once legislation is
changed to allow this. In addition, to the same end, the
regulator aims to develop governance of the interbank
rules, “with a view to giving Pay.UK a stronger role to
lead the development of protections (and other
conduct rules), coordinating its participants where
necessary”. Responses to the consultation also
emphasised the importance of examining items
previously assessed as “kept under review”, such as
environmental stability, the use of data within payment
systems, and cross-border payments.
 
When announcing the strategy, PSR Managing
Director Chris Hemsley underlined that the importance
of focusing on competition between payment
systems stems from the regulator’s
acknowledgement that “the future of retail payments
is becoming increasingly about digital payments, most
of which are currently made using card payment
systems”. To this end, Hemsley highlights as a key
priority the regulator's aim to “unlock the potential of
account-to-account payments to provide credible
alternatives to card payments – which are used for
billions of pounds worth of retail payments”.
 
The regulator will publish its annual plan in March,
detailing its plans for the forthcoming �nancial year.

PSR press release

PSR strategy

UK PSR strategy focuses on protecting users

https://www.psr.org.uk/publications/general/the-psr-strategy/
https://www.psr.org.uk/media/m2kfxfkg/psr-strategy-jan-2022.pdf
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The UK National Cyber Security
Centre (NCSC) urged UK
businesses and organisations on
28 January to ready themselves
for a possible surge in cyber
incidents that could follow a
Russian invasion of Ukraine.
 
In a press release, NCSC Director
of Operations Paul Chichester
states that although the agency is
not presently aware of speci�c

Ukraine-related cyber threats to UK
entities, it has “observed a pattern
of malicious Russian behaviour in
cyberspace”, adding that the recent
wave of cyber-attacks that targeted
Ukrainian government websites
“bear the hallmarks of similar
Russian activity we have observed
before”. Speci�cally, the recent
attacks bear resemblance to the
2017 NotPetya attack and attacks
targeting the nation of Georgia,

both of which have been attributed
to Russia, the NCSC states.
 
The NCSC issued cybersecurity
guidance on 17 January.

 

NCSC press release

NCSC guidance

South Korea’s Ministry of Foreign
Affairs announced on 23 January
that it paid KRW 22 billion (£13.5
million) on 21 January to cover
Iran's UN membership fees using
Iranian funds frozen in South
Korea. According to a government
press release, Iran made the
request on 13 January and is
expected to regain its General
Assembly voting rights.
 
The ministry announced on 12
January that it had been issued a
speci�c licence by the US
Treasury’s O�ce of Foreign Assets
Control (OFAC) to return through
the US �nancial system nearly
KRW 57 billion (£35.6 million) plus

interest from a deposit an Iranian
family made in 2010 in an
unsuccessful acquisition attempt
involving Daewoo Electronics.
 
The Dayyani family owns the
majority of shares in Iranian
company Entekhab and
purportedly sent a down payment
to acquire Daewoo, which was then
con�scated by the South Korean
government, according to a
ministry press release, leading the
family to initiate an investor-state
dispute settlement arbitration in
2015. In 2018, the Permanent
Court of Arbitration ruled that the
Dayyani family was owed the funds
by South Korea, but the award was

not executed as payment would
violate the US sanctions regime.
 
The Ministry of Foreign Affairs
states that resolving the case will
“further contribute to the
improvement of the Korea-Iran
relations”. The licence was granted
on 6 January following discussion
between Vice Minister Choi Jong
Kun and US Special Envoy for Iran
Robert Malley in Vienna.

PCA case details

South Korean Ministry of Forei…

South Korean Ministry of Forei…

NCSC urges UK organisations to build resiliency
ahead of possible Russian cyber-attacks

South Korea returns frozen funds to Iran after
OFAC grants speci�c licence

https://www.ncsc.gov.uk/news/uk-organisations-encouraged-to-take-action-around-ukraine-situation
https://www.ncsc.gov.uk/guidance/actions-to-take-when-the-cyber-threat-is-heightened
https://investmentpolicy.unctad.org/investment-dispute-settlement/cases/679/dayyani-v-korea
https://www.mofa.go.kr/eng/brd/m_5676/view.do?seq=321980&page=1
https://www.mofa.go.kr/eng/brd/m_5676/view.do?seq=321975


aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2022

68

The UK National Audit O�ce
(NAO) announced on 28 January
that it has commenced an
investigation into the UK
government’s approach to waste
crime, following concerns raised
by members of parliament
regarding authorities’ oversight of
the waste industry and the
measures taken to address
waste-related illicit activities.
 
According to the NAO, the
investigation seeks to establish the
prevalence of waste crime in
England, including emerging trends
and the costs of combatting such
crime, as well as “the highest
impact aspects of waste crime”.
Additionally, the NAO aims to
explore the progress made by the
UK government on its Resources
and Waste Strategy published in
December 2018.
 
The NAO’s announcement follows
the publication of two
consultations by the UK
government on 21 January
concerning its plan to combat �y-
tipping, illegal waste exports and

illicit waste dumping. The plan
includes proposals for increasing
background checks on companies
that move or trade waste, on one
hand, and for introducing a
mandatory digital waste tracking
service across the UK, on the other.
Waste industry representatives and
other interested stakeholders must
submit comments by 15 April.
 
Speci�cally, through its
consultation on the reform of the
waste carrier, broker, dealer
registration system in England, the
government is seeking views on
the transition from a registration to
a permit-based system and on the
activities that should be covered by
such permits, as well as exempt
activities and those that would not
require a permit or registration.
Additionally, the consultation seeks
comments on the introduction of a
technical competence element
required for permits. The other
consultation on the introduction of
mandatory digital waste tracking
seeks views on how this system
would work in practice, what
information should be recorded
and what enforcement
consequences could emerge when
information is not recorded.
 
On 1 February, the UK House of
Commons held a debate on
criminality within and regulation of

the waste industry. During the
debate, MP Aaron Bell underlined
that “the current nature and scale
of waste crime […] is beyond the
capacity of the [UK] Environment
Agency as a regulator”. MPs
warned that many individuals and
organisations involved in illegal
waste dumping are associated
with other types of organised
crime, including drugs and arms
tra�cking or money laundering.
The Parliamentary Under-Secretary
of State for Environment, Food and
Rural Affairs Joe Churchill
highlighted that waste crimes
“undermine legitimate businesses
[and] deprive the public pursue of
tax income”, while threatening
communities and the environment,
and recognised the fact that
national authorities need to
increase efforts to tackle this 
type of illicit activity.

NAO press release

UK government press release o…

Implementation of mandatory …

Waste carrier, broker and deale…

House of Commons library res…

Criminality within and regulatio…

UK House of Commons debate…

Resource and waste strategy (…

UK National Audit O�ce opens investigation into
government’s approach to waste crime

https://www.nao.org.uk/work-in-progress/investigation-into-governments-approach-to-waste-crime/
https://www.gov.uk/government/news/government-unveils-plans-to-crack-down-on-waste
https://www.gov.uk/government/consultations/implementation-of-mandatory-digital-waste-tracking
https://www.gov.uk/government/consultations/waste-carrier-broker-and-dealer-system-reform
https://commonslibrary.parliament.uk/research-briefings/cdp-2022-0023/
https://researchbriefings.files.parliament.uk/documents/CDP-2022-0023/CDP-2022-0023.pdf
https://hansard.parliament.uk/commons/2022-02-01/debates/4C2296E0-ADDB-4796-95D2-5129E9F516AF/WasteIndustryCriminalityAndRegulation
https://www.gov.uk/government/publications/resources-and-waste-strategy-for-england
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The Council of the Organisation
for Economic Cooperation and
Development (OECD) published
on 25 January a resolution on the
opening of accession discussions
with Argentina, Brazil, Bulgaria,
Croatia, Peru and Romania,
candidates for OECD
membership. The negotiations
process will include evaluations
by committees of the candidate
countries’ alignment with OECD
standards, policies and practices.
 
OECD Secretary-General Mathias
Cormann sent letters to the
governments of the six countries
stating that the body will start to
prepare a roadmap for accession,

provided they con�rm their
adherence to the values, vision and
priorities of the international
organisation. According to the
letters, following review by the
technical committees, the
organisation may require changes
to the candidate countries’
legislation, policies and practices
with respect to a wide range of
policy areas, including open trade
and investment, public governance,
integrity and anti-corruption efforts,
and environment protection.
 
The OECD notes in a press release
that it has not established a
deadline for the completion of the
accession processes and that the

outcome and timeline will be
in�uenced by each candidate
country’s “capacity to adapt and
adjust to align with the
Organisation’s standards and best
practices”. At the end of the
technical review, each committee
reviewing the candidates will
provide a formal opinion to the
OECD Council, after which the
Council will take a �nal decision on
whether to  invitate the candidate
country to become a member.

OECD press release

OECD Council resolution

The OECD’s decision to open accession discussions with Romania comes 18 years after the country �rst
expressed its intention to become a member. According to the latest OECD economic survey, released on
28 January, Romania still needs to address barriers to competition by strengthening the rule of law and
�ghting corruption, areas where it still lags behind most OECD countries. Despite the progress achieved on
justice reform over the last two decades, corruption is still perceived as a major issue in Romania. With an
overall score of 45 out of 100 in the latest Transparency International Corruption Perceptions Index, the
country remains the third weakest performer in the EU, amid a general opinion that the �ght against high-
level corruption has stalled. The Romanian government has repeatedly signalled its intention to fully
restore progress after a series of legislative changes and political pressures on the judiciary, which have
damaged the independence of magistrates between 2017 and 2019, but further corrective measures are
yet to be adopted. In February, the parliament is expected to adopt legislation to dismantle the special
prosecution section tasked with investigating offences carried out by judges and prosecutors, in line with
EU and Council of Europe demands. Another topic that is expected to unfold in 2022 concerns Romania’s
ability to observe the supremacy of EU law, after a series of Constitutional Court decisions from last year
announced that rulings by the EU Court of Justice cannot take precedence over domestic legislation. 

OECD accession negotiations with Argentina,
Brazil, Bulgaria, Croatia, Peru and Romania

Aperio Analysis by Felicia Alexandru

https://www.oecd.org/countries/romania/oecd-takes-first-step-in-accession-discussions-with-argentina-brazil-bulgaria-croatia-peru-and-romania.htm
https://www.oecd.org/newsroom/Resolution-of-the-Council-on-the-Opening-of-Accession-Discussions-C-2017-92-final.pdf
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Non-governmental organisation
Human Rights Watch (HRW)
called on 25 January for new
sanctions blocking foreign
revenue collected by Myanmar’s
military from natural gas and
other extractive sectors. French
company TotalEnergies and US
�rm Chevron have announced
their intent to leave Myanmar.
 
The EU, US, UK, and Canada
imposed, throughout 2021,
economic sanctions on leaders of
the junta and entities including the
Myanmar State Administrative
Council, Myanmar Pearl Enterprise,
Myanmar Timber Enterprise, the
Forest Products Joint Venture
Corporation Ltd, and the Myanmar
War Veterans Organisation.
Nevertheless, the Myanmar Oil and
Gas Enterprise (MOGE) and the
revenues directed to it have not
been targeted by the sanctions.
 
Several calls have been made for
sanctions against MOGE. UN
Special Rapporteur on Human
Rights in Myanmar Thomas
Andrews delivered a speech, in July
2021, to the Human Rights Council
stressing the importance of
reducing revenues to the junta,
including by imposing targeted
sanctions on MOGE. Similarly, in
November, the European
Parliament adopted a resolution

calling for additional sanctions,
noting that assets freezes should
apply to MOGE as well.
 
According to a Myanmar Extractive
Industries Transparency Initiative
report, for 2017-18, the total
revenue generated from the oil and
gas sector amounted to around
MMK 1.39 million (£583,846),
accounting for 72,19 percent of the
total revenue from the extractive
sector, while the mining sector
accounted for 27,81 percent. The
HRW highlights that it is important
particularly for the US and EU to
impose sanctions targeting the gas
sector in the context of payments
usually being made to MOGE and
other military-controlled entities in
US dollars and involving
correspondent US and EU banks.
 
Signi�cantly, TotalEnergies’
Chairman of the Board Chief
Executive O�cer Patrick Pouyanné
states, in a 18 January response to
a HRW letter from December 2021,
that the company has informed
both the French and American
authorities of its intent to comply
with any sanctions decision, as
well as its support for the
implementation of sanctions,
formally requesting the French
Ministry of Foreign Affairs to
establish measures that would
create “a legal framework to

respond to calls requesting us to
stop the �nancial �ows” to MOGE.
 
In its letter to TotalEnergies, HRW
notes that natural gas joint
ventures generate around $1 billion
in revenue for MOGE and that
TotalEnergies “has a responsibility
to ensure that its activities do not
contribute to human rights abuses
by the military junta”. The
company’s response explains that
its actions since the coup “have
been guided by a constant
assessment of solutions that allow
us to take into account respect for
the human rights of the civilian
population and our employees,
while complying with the laws and
conventions in force at the national
and international level”.
 
TotalEnergies claims that there is
no actual �nancial �ow between
the company and MOGE, as
payments are made to MOGE by
the Thai company PTT, according
to the contractual arrangements.
Additionally, it states that the
company has decided to terminate
its projects but maintain operation
of the Yadana gas �eld.

HRW news article

TotalEnergies press release

Chevron press release

Human Rights Watch urges sanctions on gas
revenue �nancing Myanmar military

https://www.hrw.org/news/2022/01/25/myanmar-urgent-action-needed-block-foreign-revenue
https://totalenergies.com/media/news/press-releases/totalenergies-withdraws-myanmar
https://www.chevron.com/stories/chevrons-view-on-myanmar
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In a blog post published by UK
Finance on 12 January, the
association opines that
environmental crime could be a
possible new area for thematic
sanctions targeting perpetrators
of illegal logging, �shing, mining
and other similar offences
provided that existing sanctions
regimes prove to be ine�cient in
meeting foreign policy goals
related to this type of crime.
 
According to UK Finance,
considering the increased focus by
the international community on the
link between environmental crime
and �nancial crime, particularly

money laundering (ML), existing
sanctions regimes, such as those
targeting corruption could be used
by countries to target perpetrators.
The association highlights
corruption-related sanctions
programmes such as those in the
US, Canada and the UK, which
could be used in cases where
public o�cials are involved in or
where they are bribed in order to
“overlook environmental crime”.
 
UK Finance notes that countries
could also use their existing legal
frameworks to target such
offences. However, despite recent
noti�cations about environmental

crime issued by some regulators,
particularly in the US and the EU,
the existing regulatory and legal
systems are described as lacking
consistency at a global level.
Additionally, ML and other �nancial
risks associated with
environmental crime are “not fully
addressed”, as it is also recognised
by FATF in its July 2021 report
which highlights the need for
increased awareness of countries’
exposure to ML arising from
environmental crime.

UK Finance blog post

The European Parliament adopted
three resolutions on 20 January
regarding “violations of
fundamental freedoms” in Hong
Kong, the situation in Kazakhstan
and the political crisis in Sudan.
 
The Parliament condemns “in the
strongest terms the deterioration
of human rights” in Hong Kong,
including “severe restrictions on
freedom of expression, freedom of
association and press freedom”.

MEPs also denounce the response
to protests in Kazakhstan that
began on 2 January, and urge
Kazakh authorities to respect
human rights, calling for the
release of demonstrators and
activists. President Tokayev 

 described protesters as “terrorists”.
The Parliament calls on Kazakh
authorities to refrain from charging
protesters with terrorism “on
the basis of overly broad
interpretations of the term".

MEPs also voted to condemn the
killing of “scores” of Sudanese
protesters by the country’s
security services and other armed
groups following the military coup
in October 2021. MEPs demand
that the Sudanese military
leadership urgently recommit to
democratic transition.

European Parliament release

UK Finance assesses environmental crime as
possible new area for sanctions

EU Parliament adopts resolutions on human
rights in Hong Kong, Kazakhstan and Sudan

https://www.ukfinance.org.uk/news-and-insight/blogs/environmental-crimes-possible-thematic-sanctions-area
https://www.europarl.europa.eu/news/en/press-room/20220114IPR21026/human-rights-breaches-in-hong-kong-kazakhstan-and-sudan
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Australian gambling �rm The Star
Entertainment Group Limited
announced on 14 January that the
Australian Transaction Reports
and Analysis Centre (AUSTRAC)
has expanded the scope of its
probe into non-compliance with
AML/CTF rules to include further
entities within the company.
 
In its disclosure, The Star
references its 7 June 2021
announcement informing
shareholders that AUSTRAC had

identi�ed “potential serious non-
compliance” with the Australian
AML/CTF Act 2006 and the
AML/CTF Rules Instrument 2007
(No. 1) by The Star Pty Limited,
operating as The Star Sydney. The
company stated in the press
release at the time that the
regulator’s concerns related to
ongoing customer due diligence,
the adoption and maintenance of
an AML/CTF programme and Part
A of that programme.
 
AUSTRAC commenced a
compliance assessment in
September 2019 concentrating on
the management of high-risk
clients and politically exposed
persons between July 2015 and
June 2016 and between July 2018

and June 2019, respectively.
According to the company’s latest
announcement, AUSTRAC has not
decided on a response, including
whether it will take any
enforcement action.
 
The Australian Financial Review
reported on 14 January that
AUSTRAC’s probe relates to the
Sydney, Gold Coast, and Brisbane
casinos and that the regulator will
share information with the
Queensland Police Service and the
state’s gambling watchdogs.

Star press release

Star press release (7 June 2021)

AFR article (14 January 2022)

The UK’s HM Revenue and
Customs (HMRC) announced on
12 January that approximately
£5.8 billion has been lost to fraud
and error in relation to Covid-19
support schemes between 2020
and 2021, with £500 million of
overpayments having been
recovered during the same period.
 

The highest losses were recorded
for Coronavirus Job Retention
Scheme and the Eat Out to Help
Out scheme, where 8.7 percent and
8.5 percent respectively were
estimated to be lost to fraud and
error during the concerned period,
followed by a 2.5 percent loss in
Self-Employment Income Support
Scheme phases one to three. 

According to HMRC, the Taxpayer
Protection Taskforce, which was
established in 2021 with the aim of
recovering funds paid out to
incorrect and fraudulent claims, is
expected to collect £800 million to
£1 billion between 2021 and 2023.

HMRC press release

AUSTRAC expands investigation into The Star

UK HMRC announces recovery statistics for
Covid-19 support scheme fraud and error

https://www.starentertainmentgroup.com.au/wp-content/uploads/2022/01/14-January-2021-ASX-Announcement-AUSTRAC-Enforcement-Investigation-Update.pdf
https://www.starentertainmentgroup.com.au/wp-content/uploads/2021/06/7-June-2021-The-Star-Sydney-AUSTRAC-Enforcement-Investigation.pdf
https://www.afr.com/companies/games-and-wagering/austrac-broadens-star-probe-20220114-p59o8i
https://www.gov.uk/government/news/hmrc-responses-to-inaccurate-claims
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Legislative changes made in 2021
to align the treatment of
electronic money institutions and
payment institutions with that of
traditional �nancial institutions in
relation to Defence Against
Money Laundering (DAML)
Suspicious Activity Reports
(SARs) have already reduced the
number of “low utility” SARs, the
UK government has stated.
 
In a December letter from HM
Treasury to the Chair of the
Treasury Select Committee
published on 12 January, the
government states that “tactical”
changes introduced in the
Financial Services Act 2021 have
“reduced the number of DAML
SARs submitted in certain
circumstances that are of limited
use to law enforcement”.
 
In the �rst half of the �nancial year
2021/22, the government

estimates that the changes have
prevented the submission of
c.10,000 “low utility” DAML SARs
when compared with the same
period in the previous year. A key
challenge for law enforcement is
reducing the number of “defensive”
SARs �led by �nancial institutions
simply to protect against the threat
of future enforcement action, but
of limited use to the authorities.
 
The government states it has
identi�ed further changes and
additional exemptions to the DAML
system to increase its e�ciency
further. Separately, the letter notes
that “more needs to be done” to
prevent fraud within payment
networks, such as authorised push
payment (APP) fraud. The
government welcomes the actions
by the �nancial services industry to
tackle APP fraud, including through
investment in anti-fraud
capabilities, creation of a voluntary

reimbursement code, and the
implementation of initiatives such
as con�rmation of payee.
 
The government also states its
intention to legislate to address
any barriers to regulatory action to
introduce mandatory
reimbursement of APP scams.
 
HM Treasury also responded to 
the committee’s request for further
information on the supervision of
Trust and Company Service
Providers (TCSPs), which enable
the use of shell companies. The
letter notes that many of the 
higher risk TCSPs are under 
HMRC supervision. 

Written evidence submitted by …

Written evidence submitted by …

Written evidence submitted by …

The US Federal Deposit Insurance
Corporation (FDIC) and the
Financial Crimes Enforcement
Network (FinCEN) announced on
11 January that a tech sprint will
begin at the end of the month
aimed at verifying the

effectiveness of current digital
identity proo�ng tools.

Tech sprint participants will have to
�nd a “scalable, cost-e�cient, risk-
based solution” to assess the
success of know-your-customer

(KYC) solutions. FDIC and FinCEN
announced on 1 February the
opening of registration for
those interested in participating.

FinCEN and FDIC joint press rel…

UK government states changes to SARs regime
have reduced submissions of “limited use”

US FinCEN tech sprint on digital ID solutions

https://committees.parliament.uk/writtenevidence/42219/pdf/
https://committees.parliament.uk/writtenevidence/42174/pdf/
https://committees.parliament.uk/writtenevidence/42218/pdf/
https://www.fincen.gov/news/news-releases/fdic-and-fincen-launch-digital-identity-tech-sprint
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US Senator Ted Cruz of Texas
introduced a bill to the senate on
20 January that would re-
designate the Yemeni Houthi
rebel group Ansarallah as a
terrorist organisation, reversing
the decision by the President Joe
Biden administration to lift the
designation of the organisation 
in February 2021.
 
Ansarallah was named by then
secretary of state Mike Pompeo on
10 January 2021 as a foreign
terrorist organisation under the
Immigration and Nationality Act
and as a specially designated
global terrorist under Executive
Order 13224, less than two weeks
before the end of then president
Donald Trump’s term. Secretary of
State Antony Blinken announced
the designation’s reversal one
month later on 12 February 2021,
which entered effect on 16

February, citing the designation’s
“devastating impact on Yemenis’
access to basic commodities”.
 
Cruz’s bill seeks a re-imposition of
the designation within 30 days of
the legislation’s passage. The bill is
co-sponsored by eight other
Republican senators. A press
release by the senator’s o�ce
notes that an apparent escalation
of Houthi aggression was observed
immediately following the �rst
indication on 5 February 2021 that
the administration would lift the
designation. On 5 February that
year the rebels attacked the city of
Marib and one day later launched a
drone attack against Saudi targets.
 
Axios reported on 17 January that
Emirati Foreign Minister Abdullah
Bin Zayed asked Blinken in a phone
call that day to re-designate the
rebel group as a terrorist

organisation, according to a senior
Emirati o�cial. His reported
request follows a missile and 
drone attack against a port in the
United Arab Emirates that killed
three civilians. The rebels have
claimed responsibility.
 
US National Security Adviser Jake
Sullivan issued a statement on 17
January asserting that the
government will work with the UAE
to hold the Houthis accountable for
the attack. In a press conference
two days later, President Biden
stated that he is considering 
re-designating the group.

Bill text

Senator Cruz press release (24…

White House press brie�ng (19…

Trade body CryptoUK announced
on 7 January the o�cial launch of
the Crypto and Digital Assets All-
Party Parliamentary Group
(APPG), for which it is the
secretariat. The APPG aims to
engage in shaping digital asset
regulation, assess regulatory

work undertaken thus far, and
explore such topics as economic
crime, fraud and scam protection.
 
The group, which held its inaugural
annual general meeting on 15
November 2021, is chaired by
Scottish National Party MP Lisa

Cameron. In a 21 January interview
with CoinDesk, Cameron
underscores the need for a “clear
regulatory framework” that
protects consumers.

APPG webpage

US senators introduce Houthi terrorism bill as
Biden states he is considering re-designation

UK launches Crypto and Digital Assets APPG

https://www.cruz.senate.gov/imo/media/doc/houthis_fto.pdf
https://www.cruz.senate.gov/newsroom/press-releases/sen-cruz-leads-bill-to-impose-sanctions-on-iranian-backed-houthis-re-designate-them-as-a-foreign-terrorist-organization
https://www.whitehouse.gov/briefing-room/speeches-remarks/2022/01/19/remarks-by-president-biden-in-press-conference-6/
https://cryptouk.io/appg/
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SPECIAL FEATURE

This is an update to Aperio Intelligence's prior
analysis of the January 2022 crisis in Kazakhstan,
which is available here. We continue to monitor the
situation closely and will be providing further
updates as the domestic situation evolves,
especially if we see new risks emerge for internal
stability and other factors which could impact
foreign businesses operating in the country.
 
Security
Since taking over the chairmanship of the Security
Council from former president Nazarbayev and
requesting direct assistance from the Collective
Security Treaty Organisation (CSTO), both on 5
January, President Kassym-Zhomart Tokayev has
managed to stabilise the security situation throughout
the country. Despite numerous allegations about
CSTO, and particularly Russian, troops staying in
Kazakhstan for the long term, the last elements of 
the peacekeeping contingent had left the country 
by the morning of 19 January. 
 
Although Kazakh law enforcement continued to
engage in sporadic shootouts with armed men in
several provinces in the course of several more days

following 13 January, the nationwide ‘antiterrorist
operation’ o�cially ended on that day.
 
As chairman of the Security Council, President
Tokayev has by now asserted his full control over
Kazakhstan’s security and law enforcement
apparatuses, and over its armed forces. The now-
former head of the National Security Committee
(KNB) Karim Massimov, who on 5 or 6 January was
put under arrest on suspicion of treason, has been
succeeded by the head of the State Protection Service
(Kazakh Secret Service). 
 
On 19 January, Tokayev appointed a new minister of
defence after criticising the previous incumbent for
‘lack of initiative’ and ‘inaction’. He also appointed a
new head of the National Guard, which forms part of
the Interior Ministry which showed little resistance to
increasingly aggressive protesters during the �rst
days of the crisis. On 15 January, the President
ordered the creation of the Special Operations 
Forces, a rapid-response militarised unit to be used 
in case of state emergencies.
 
Politics
Breaking more than three weeks of silence on 18
January, Nursultan Nazarbayev addressed the country
with a brief recorded speech in which he called on the
nation to rally around President Tokayev. The former
leader denied widely circulating rumours of a rift with
his successor and former protégé, called himself a
‘simple retiree’ without any remaining personal
ambitions, and also said that he had been staying in
the capital Nur-Sultan all the time, contrary to what
had been alleged by various media outlets about his

Kazakhstan's unrealised break with Nazarbayev
era carries risks for 2022 and beyond

https://www.aperio-intelligence.com/2022/01/10/kazakhstan-burning-central-asias-richest-state-faces-the-crisis-of-a-lifetime/
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‘hasty �ight’ to either Russia, or Switzerland, or 
the UAE, or even China. Nazarbayev made his
second public appearance on-screen on 28 
January when the ruling party Nur Otan convened 
an extraordinary congress to o�cialise the 
transfer of its chairmanship from the former to 
the current president.

While at the above party congress Tokayev lavished
praise on Nazarbayev for his past contributions to
Kazakhstan’s sovereignty, economic development and
diplomatic stature, he has been steadily side-lining
members of the Nazarbayev family since mid-
January. Nazarbayev’s three sons-in-law have thus
lost their jobs as CEO of KazTransOil, CEO of
QazaqGas and chairman of the national chamber of
entrepreneurs. His nephew Samat Abish, who had
served as �rst deputy head of the KNB since 2015,
has been dismissed, too. On 25 January, it was the
turn of Berik Imashev, chair of the Central Election
Commission who certi�ed Tokayev’s presidential win
in 2019. Imashev’s daughter is married to the elder
son of Nazarbayev’s daughter Dariga.
 
Still, it would be premature to write off the
Nazarbayevs. First, Tokayev’s words of praise for the
former president on both 28 January and 29 January,
when he gave an hour-long interview to a national TV
station, as well as the fact that Nursultan Nazarbayev
has retained the status of Yelbasy (Leader of the
Nation), inclusive of multiple prerogatives such as full
immunity from prosecution, likely indicate that a
behind-the-scenes deal was struck between the two
men. Second, the Nazarbayev clan continues to
exercise outsized in�uence over the Kazakh economy.
 
Nazarbayev’s middle daughter Dinara and her
husband Timur Kulibayev, whose estimated net worth
according to Forbes magazine has not changed since
last December, are still majority shareholders of the
largest domestic bank by assets, Halyk Bank. 
 

 
 
Kulibayev also remains a dominant �gure within
Kazakhstan’s strategic oil and gas sector. On
25 January, his candidacy was resubmitted by the
Russian government for a seat on the new board of
directors of Gazprom. Combining the Kulibayevs’
nearly $6 billion worth of net assets with the wealth of
other members of the wider family and also, crucially,
of an extensive group of local oligarchs long known to
hold assets for the Nazarbayevs will easily bring their
total riches to 10 percent of Kazakh GDP, if not more.
However, as the Tokayev era has begun, some of
these assets could from now on be at risk of politically
motivated redistribution.
 
Economy and society
In spite of the favorable macroeconomic context, with
ongoing global economic recovery and the continuous
growth of international prices for many commodities
that Kazakhstan traditionally exports, its GDP growth
in 2022 should not exceed 4 percent, according to a
recent forecast by the Eurasian Development Bank. 
 
In contrast, the world economy is expected by the
International Monetary Fund to expand this year by 4.4
percent. Kazakhstan’s economy grew by more than
8.5 percent every year from 2000 to 2007, registering
record expansion of 13.5 percent at the beginning of
the last commodities supercycle. The last year in
which it recorded relatively high, oil exports-driven
growth was in 2013 (6 percent), after which the
economy never grew by more than 4.5 percent a year.
 
Despite better economic performance compared with
most post-Soviet peers including Russia, Kazakhstan
is plagued by long-standing structural problems that
have been left unaddressed for years. They include
signi�cant regional disparities in terms of wealth and
income distribution; high hidden unemployment,
especially among young people in rural areas; a lack of
economic diversi�cation which leaves the national
economy dangerously dependent on commodities 
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cycles that come and go; endemic corruption; a lack
of political pluralism, thanks to years of the
Nazarbayev regime’s crackdowns on all forms of
dissent; and the concentration of key economic
resources in the hands of a small group of 
oligarchs and other regime cronies.
 
So far, the Tokayev administration’s proposals to
address core socio-economic issues have been
limited to either short-term populist decisions
aimed at neutralising popular discontent, such as
price regulation and a freeze on utility tariffs, or
aspirational programmatic statements on anti-
corruption, better long-term educational opportunities
and gradual, yet-to-be-speci�ed reforms in the name
of social justice. Addressing parliament on 11
January, President Tokayev spoke of the need to build
a ‘new Kazakhstan’, yet he also cautioned that any
political reforms should be taken step-by-step and
carefully weighed against potential risks and pitfalls.
To date, he has only provided a few hints about where
the country might go under his leadership, for 
instance �oating the idea of reforming the party
system without, however, downgrading the role of
the highly unpopular Nur Otan party, of which 
he is now chairman.

Outlook
Amid the relative calm which has descended upon the
country since mid-January as it is taking stock of
what went wrong during the January violence and
trying to count the dead and wounded (o�cial �gures
have not been released yet, and many people are still
missing), Kazakhstan has entered a new period of

turbulence. When he was elected to the presidency in
2019, President Tokayev promised to work toward
what he called ‘a listening state.’ He appears to have
listened lately when angry Almaty residents began
signing en masse an online petition demanding the
dismissal of mayor Bakytzhan Sagintayev, accused of
poor leadership when violence raged on city streets.
On 31 January, National Bank Governor and Almaty 
native Yerbolat Dossayev became the new head of 
the city administration.

  
Still, without serious political reforms which President
Tokayev has thus far failed to spell out, Kazakhstan is
unlikely to recover domestic stability. New protests
are, therefore, likely as early as this year, amid soaring
in�ation, the lingering effects of the Covid-19
pandemic and the new government’s already apparent
sluggishness in putting together a comprehensive
post-crisis corrective agenda. Apart from the material
risk of further unrest, western businesses should be
worried about losing their valuable local connections
to the rich and powerful, many of whom are remnants
of the Nazarbayev regime, or even whether their
current contacts could become toxic overnight. The
Tokayev administration will inevitably seek to establish
a new power balance, as a result of which new players
will rise and some old players will fade into obscurity
or even be prosecuted, but the extent, and
seriousness, of changes to come has yet to be
determined, adding to further uncertainty.
 
George Voloshin, Head of Paris Branch
george.voloshin@aperio-intelligence.com
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SPEECHES

UK Minister of State at the
Cabinet O�ce and HM Treasury
Theodore Agnew announced his
resignation on 24 January, citing
the government’s “woeful”
oversight of Bounce Back Loan
Scheme (BBLS) panel lenders. He
stated that, as minister
overseeing counter-fraud, “it feels
dishonest to stay on”.
 
Agnew resigned during a speech in
the House of Lords after being
asked to respond to a question
relating to a recent controversy
surrounding HM Revenue and
Customs (HMRC). In a subsequent
resignation letter reportedly
obtained by a BBC journalist,
Agnew reveals that the
government had dropped the
economic crime bill from its
agenda the week prior.

  
On 12 January, HMRC responded
to “misconceptions and inaccurate
stories or claims” about its activity
by stating that it recovered £500

million in overpayments made
within the frameworks of Covid-19
pandemic-related aid schemes. It
expects to recover a maximum
additional £1 billion before 2023.
 
HMRC estimates that a total of
£5.8 billion was lost to fraud and
error, prompting questions in the
media and the House of Commons
about a potential write-off of the
sum it would not recover. Agnew
denounced purported errors in the
handling of the loans and decried
HM Treasury’s “little interest in the
consequences of fraud to our
economy or our society”. 
Chancellor of the Exchequer Rishi
Sunak responded on 26 January to
the criticisms about recovering
funds lost to fraud, stating that he
is not ignoring the concerns.
 
Agnew reportedly informed
the Times on 26 January that the
British Business Bank (BBB) had
not shared with him the identity of
three banks that the former
minister apparently believes are
responsible for the large majority
of loans handed out to companies
that were no longer trading.
Additionally, the minister reportedly
stated that two �nancial
institutions were responsible for
handing out the biggest part of

loans to companies set up after the
onset of the Covid-19 pandemic.
 
In a subsequent interview with the
Times, Agnew states that there are
no details available about how HM
Treasury plans to tackle the issue.
 
In a report providing an update on
the implementation of the BBLS,
the National Audit O�ce (NAO)
emphasises that the government’s
anti-fraud measures were
inadequate and “implemented too
slowly to be effective”. The
Department for Business, Energy
and Industrial Strategy (BEIS)
estimates that fraudulent loans
totalled £4.9 billion as of 31 March
2021, but the �gures are “highly
uncertain” since they exclude fraud
typologies such as false turnover
estimates, the NAO states.
 
In an opinion piece published by
the Financial Times following his
resignation, Agnew calls for a halt
to the payout of guarantees on
loans fully backed by the
government until �nancial
institutions’ anti-fraud measures
are clari�ed. He recommends that
state assistance be granted only
after pre-clearance by counter-
fraud experts. In the longer term,

UK Minister quits over Covid-19 fraud, claims
economic crime bill has been dropped
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he calls on the government to
submit to parliament an economic
crime bill that closes the current
“regulatory gaps”.
 
Contacted for comment by the
Financial Crime Digest, All-Party
Parliamentary Group (APPG) on
Anti-Corruption and Responsible
Tax Chair Margaret Hodge stated
that the discontinuation of the
economic crime bill constitutes a
"serious betrayal".
 
The group reiterates its joint call
with the APPG on Fair Business
Banking for an economic crime bill
that incorporates the reform of
Companies House, registration of
property owners from overseas,
and amendments to corporate
liability to include, inter alia, an
offence for failures to prevent
economic crime. NGO
Transparency International calls for
the bill to be included in the next
Queen's Speech and for the
proposal to include a reform of the
AML supervisory regime.
 
On 26 January, MP Kevin Hollinrake
addressed an urgent question to
BEIS Secretary Kwasi Kwarteng
regarding the government’s plan
for the economic crime
bill. Responding for the BEIS
Department, Paul Scully states he
will not speculate on the contents
of the upcoming Queen’s Speech,
when the legislative agenda will be
set out. The Minister does not
address the question directly, but
underscores the government’s
commitment to tackling economic

crime, including through an
upcoming response to the
consultation concerning
Companies House reform. Asked
by several MPs to comment on a
timeframe for the measures, Scully
appears to suggest that the
legislation is still being considered.
He stated: “There has been nothing
pulled at all; Her Majesty will set
out the Government’s programme
in due course”.
 
The Financial Times reported on
28 January that Hollinrake was
joined by MP John Penrose in
calling on Prime Minister Boris
Johnson to bring forth the
economic crime bill. Both MPs are
members of the Conservative
Party. Penrose reportedly
highlights that the bill would show
that the UK stands ready to tackle
dirty money. The move is especially
important in the context of
international talks about imposing
�nancial sanctions on Russian
oligarchs, following Moscow’s
most recent aggressive moves
towards Kyiv, the MP argues.
 
In a 31 January debate on the bill
in the House of Lords, BEIS Under
Secretary Martin Callanan claims
that the government remains
committed to the legislation and
states that Companies House
reform is being “treated with
urgency”. Asked to clarify, Callanan
responds that “when parliamentary
time allows, we will legislate for it”.

  
During Prime Minister's Questions
on 2 February, Johnson states: 

"[W]e are bringing forward the
economic crime [b]ill, and it will be
voted on in the third Session of this
Parliament". Johnson adds that his
cabinet is committed to tackling
"dirty money", including through the
introduction of Unexplained Wealth
Orders and Magnitsky sanctions
imposed after the poisoning of
Russian Alexei Navalny.
 
The Treasury Select Committee
held an oral evidence session on 2
February, requesting answers from
HMRC leadership about fraud and
error in pandemic relief schemes.
During the session, First
Permanent Secretary Jim Harra
acknowledged that the
department will not be able to
recover the entire £4.3 billion.

A report published on 24 January
by UK charity Spotlight
on Corruption claims that the
country’s government spends the
equivalent of less than
0.05 percent of GDP on �ghting
economic crime. Recent research,
published in June 2021 by
accounting company Crowe UK
LLP and the University of
Portsmouth, puts fraud losses at
around £137 billion per annum. On
its webpage dedicated to
fraud investigations, the UK
National Crime Agency quotes a
�gure of approximately £190 
billion lost yearly to fraud.

Agnew’s speech transcript

Agnew’s speech – video record…

https://hansard.parliament.uk/Lords/2022-01-24/debates/805E6270-7DF6-4CF8-9487-08F9028A1EE1/details#contribution-938D95C8-A537-4056-9523-F6156A854EF5
https://parliamentlive.tv/event/index/a675f2f2-ae55-4be2-aec2-385bcecfc545?in=15:32:21
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Chinese President Xi Jinping
addressed a plenary session of
the Central Commission for
Discipline Inspection (CCDI) in a
speech on 19 January
emphasising a zero-tolerance
approach to “all corruption and
unhealthy practices that harm the
interests of the masses”.
 
The speech preceded the airing of
a “Zero Tolerance” documentary
series on state television which
levelled allegations of corruption
against a former party chief
indirectly linked to Chinese
billionaire Jack Ma and was
followed by a new CCDI anti-
corruption communique, according
to Chinese state news.
 
One episode of the China Central
Television (CCTV) documentary
series alleges that former
Hangzhou Chinese Communist
Party (CCP) secretary Zhou
Jiangyong’s brother received
unusually high payments from
unnamed companies in return for

government policy support and
support on real estate purchases.
The allegations indirectly implicate
the FinTech �rm Ant Group, which
purportedly purchased two
Hangzhou entities in 2019 from the
same o�cial’s brother via
subsidiary company Yunxin
Venture Capital Management Co.
Ant Group has not commented
publicly on the allegations.
 
On 26 January, the CCDI
announced that Zhou has been
expelled from the party and public
o�ce, his “disciplinary and illegal
outcome” con�scated, and the
case referred to prosecutors.
 
The CCDI communique states that
it will apply “no mercy” in its anti-
corruption efforts and asserts that
supervisory oversight ought to
place increased scrutiny on leading
political o�cials. Within days, on
24 January the CCDI announced
the expulsion of three CCP
members from the party over
allegations of bribe taking and
exerting undue political in�uence,
with all three subject to
investigation and referred to state
prosecutors’ o�ces.
 
Cai Esheng, formerly vice chairman
of the China Banking Regulatory
Commission, is accused of

abusing his �nancial supervisory
power, “illegally accepting gifts,
accepting banquets, travel, golf and
other activities arrangements that
may affect the impartial
performance of o�cial duties”.
Former State Grain Bureau deputy
director Xu Ming is alleged to have
illegally accepted signi�cant
amounts of property and bribes.
The third expelled member, Meng
Xiang, is a former member of the
Supreme People’s Court Judicial
Committee who is accused of
illegally accepting bribes.
 
According to CCDI statements, all
three will be subject to seizures of
any identi�ed illicit assets. The
maximum penalty for corruption 
in China is death.

CCDI press release on Xi Jinpi…

XinHua news article on CCDI c…

CCDI press release on “zero tol…

CCDI summary of press remar…

CCDI press release on Cai Esh…

CCDI press release on Xu Ming…

CCDI press release on Meng Xi…

CCDI press release on Zhou Ji…

Chinese President and anti-corruption agency
signal harsher stance amid increasing purge

https://www.ccdi.gov.cn/yaowenn/202201/t20220119_165435.html
http://www.xinhuanet.com/english/20220120/a5893688a0554e459f954fdd2eb2ed40/c.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220120_165722.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220120_165710.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220124_166722.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220124_166723.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220124_166724.html
https://www.ccdi.gov.cn/yaowenn/202201/t20220126_167352.html
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The UK House of Lords held a 13
January debate on money
laundering (ML), with several
members expressing concern at
London’s status as a major
�nancial crime hub and
questioning whether the UK
government is devoting su�cient
resources to countering ML and
other �nancial crimes.
 
Lord Jeffrey Rooker asked Minister
of State, Cabinet O�ce, and
Treasury Lord Theodore Agnew,
prior to Lord Agnew’s resignation
on 24 January over the
government’s handling of Covid-19
fraud, whether the government
plans to commission an
independent assessment of the
extent of money laundering in the
UK, with Agnew citing the 2015,
2017, and 2020 national risk
assessments as well as referring to
the �nes on Standard Chartered
plc, Goldman Sachs International
and NatWest, for AML violations.

In response to a question by the
Lord Bishop of St Albans on the
implementation of AML and
counter-fraud efforts in overseas
territories, Agnew emphasised that
the territories have their own
independent regulators, but
acknowledged progress such as
information exchange
arrangements and the movement
to introduce publicly accessible
bene�cial ownership registers.

  
Agnew also acknowledged in
response to a question by
Baroness Patience Wheatcroft that
he accepts that a government bill
introduced in 2018 that would
establish a register of foreign
owners of British properties is
taking too long to become law, but
asserted that transparency
remains a government priority.
 
Lord Denis Tunnicliffe described
the latest statistics of law
enforcement securing over 75

money laundering convictions in
the last three years as “a pathetic
�gure”, with Agnew responding that
he remains optimistic given the
successful narrowing of the tax
gap by over two percent in the 15
years as a measure of progress.
 
Addressing a question on why ML
in the City of London remains
proli�c, Agnew notes its status as
one of the world’s largest �nancial
centres but cites the Economic
Crime Plan as an example of the
UK remaining a leader in �ghting
�nancial crime, underscoring that
the government is still on track to
implement many of the plan’s 48
action points. He adds that the
Financial Conduct Authority
currently has 54 AML inquiries
open and that 97,000 organisations
are monitored for signs of ML.

Debate transcript

During the 12 January UN
Security Council (UNSC) meeting
on the situation in Yemen, Special
Envoy of the Secretary-General
for Yemen Hans Grundberg raised
concerns about the military
escalation within the country,
highlighting that the Yemeni

armed group Ansar Allah, also
known as the Houthi Movement, 
has escalated attacks.
 
Participants voiced concerns about
the seizure by Ansar Allah of UAE
�agged ‘Rwabee’ vessel off the
coast of Hudaydah earlier this

month. Member states condemned
the Houthi militias’ attacks against
Saudi Arabia, as well as the
group’s attempts to target Saudi
territory and civilian infrastructure.

UNSC press release

UK House of Lords debate on money laundering

UNSC meeting on “military escalation” in Yemen

https://www.parallelparliament.co.uk/debate/2022-01-13/lords/lords-chamber/money-laundering
https://www.un.org/press/en/2022/sc14764.doc.htm
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Russia and China blocked the UN
Security Council (UNSC) on 11
January from supporting a
decision by the Economic
Community of West African
States (ECOWAS) to impose
sanctions on Mali after its military
government delayed a proposed
timeline for presidential elections
until the end of 2025.
 
ECOWAS announced on 9 January
that its heads of state “regrettably
observed the failure of the
transition authorities in Mali to take
the necessary steps for the
organisation of the Presidential
elections before 27 February 
2022”, contrary to an agreement
reached with ECOWAS in
September 2020 and a
commitment in a charter signed by
the transitional government.
 
The decision to impose additional
sanctions on Mali and its transition
authorities include closure of land
and air borders between ECOWAS
states and Mali; suspension of
commercial and �nancial
transactions with the exception of
food, fuel and medical supplies;
asset freezes and suspension of
Mali from all �nancial assistance. 
 
The UNSC statement drafted by
French authorities endorsing the
ECOWAS sanctions was rejected
by Russia and China on the
grounds that it would be “di�cult to

view [an election] as legitimate”
given the absence of government
control in certain regions in 
Mali, Russian Ambassador 
Vassily Nebenzia said.
 
Mali’s UN Ambassador Issa
Konfourou stated that his
government “emphatically
condemned these illegal and
illegitimate” sanctions.
 
At the UNSC meeting French
Ambassador Nicolas de Riviere
expressed concern about the use
by Mali’s authorities to pay foreign
mercenaries such as the Russian
Wagner Group. De Riviere stated
that Wagner “are known to threaten
civilians, loot resources, violate
international law and the
sovereignty of states”.
 
Russian Foreign Minister Sergey
Lavrov responded that Wagner
Group’s presence in Mali is
legitimate as it has been invited by
the Malian authorities.
 
The UN has reported that the
number of internally displaced
persons (IDPs) in Mali has
increased in the past year from
216,000 to over 400,000.
 
The Malian authorities have been
seeking to restore stability since
early 2012, following a failed
military coup, �ghting between
government forces and Tuareg

rebels, and the taking of northern
territory by extremists.
 
During 2021, the UN’s
peacekeeping mission in Mali
MINUSMA faced the highest
number of casualties since 2013,
following a rise in attacks targeting
convoys, camps and temporary
operating bases.
 
Responding to a parliamentary
question on 13 January, UK
Parliamentary Under-Secretary for
the Foreign, Commonwealth and
Development O�ce Vicky Ford
states that the UK stands behind
ECOWAS mediation efforts and
calls on the Malian authorities to
prepare for elections “without delay
so that constitutional order can be
restored as soon as possible”.

The European Union announced on
13 January it would impose
sanctions on Mali in line with the
measures taken by ECOWAS
states. Following a meeting with
EU defence ministers in France,
foreign policy chief Josep Borrell
said that the risk of deterioration in
Mali is “evident”. The EU decision
comes in response to the arrival
of private military contractors from
the Russian Wagner Group.

UNSC document

Security Council Report docum…

Russia, China block UNSC resolution on Mali

https://undocs.org/S/2021/1117
https://www.securitycouncilreport.org/whatsinblue/2022/01/mali-briefing-and-consultations-7.php
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CONSULTATIONS

The US Financial Crimes Enforcement Network
(FinCEN) launched a consultation on 24 January on
its proposal for a limited-duration pilot programme
that would allow �nancial institutions to share
suspicious activity reports (SARs) with their foreign
branches, subsidiaries, and a�liates.

Financial institutions
participating in the pilot would
be prohibited from sharing
SARs with foreign branches,
subsidiaries or a�liates located
in China or Russia, or any
jurisdiction deemed to be a
state sponsor of terrorism

The purpose of the pilot is to assess the bene�ts of
expanded SAR sharing with a�liated entities in order
to combat �nancial crime and assist law enforcement,

within the limits of legal requirements concerning data
security and the protection of personally identi�able
information, FinCEN states. The government agency
further underscores that the mechanism accounts for
the “potential concerns of the intelligence community”.
 
The guidance provides information on sharing SARs
with foreign head o�ces and controlling companies,
with the pilot extending the facility to foreign a�liates.
FinCEN asks that interested parties comment on
potential technical challenges, quarterly reporting, and
con�dentiality protection.
 
The pilot programme would run until 1 January 2024
and could be extended by up to two years, according
to FinCEN's proposal. Financial institutions
participating in the pilot would be prohibited from
sharing SARs with foreign branches, subsidiaries or
a�liates located in China or Russia, or any jurisdiction
deemed to be a state sponsor of terrorism. However,
the Treasury Secretary may grant exemptions.
 
Financial institutions will have to apply to FinCEN to
participate in the pilot and will have to demonstrate
that they have "adequate safeguards" in place to
protect the information being shared. Applicants to
the pilot will also have to name the foreign branches,
subsidiaries and a�liates that they intend to share
SARs with and the reason for doing so.
 
The deadline for submitting feedback on FinCEN's
proposal is 28 March.

FinCEN press release

Federal Register entry

US FinCEN seeks feedback on proposed SARs
sharing pilot with foreign a�liates

https://www.fincen.gov/news/news-releases/fincen-issues-proposed-rule-suspicious-activity-report-sharing-pilot-program
https://www.federalregister.gov/documents/2022/01/25/2022-01331/pilot-program-on-sharing-of-suspicious-activity-reports-and-related-information-with-foreign
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The UK’s Financial Conduct
Authority (FCA) published on 19
January a set of proposed rules
for consultation aimed at
strengthening the provisions on
the promotion of high-risk
�nancial investments, including
crypto-assets.
 
According to consultation paper
22/2, proposed amendments to
the marketing regime include
ensuring that the �rms approving
or communicating promotions on
investments such as
cryptocurrencies have an adequate
understanding of the asset class.

Prospective investors would also
face tougher tests assessing their
knowledge and experience. 
Selected digital assets would be
quali�ed as “restricted mass
market investments”, with only
restricted, high net worth, and
sophisticated investors able to
respond to such marketing. 
 
Other changes would include a ban
on investment incentives, such as
a joining bonus or a referral
material advantage. The FCA also
published three research notes
outlining the results of behavioural
experiments which are said to

support the effectiveness of the
proposed changes.
 
HM Treasury states that the
government plans to amend the
Financial Promotion Order regime
in order to grant the FCA su�cient
powers to effectively regulate the
market. The consultation on the
proposed changes, which follows a
call for feedback which ended in
July 2021, is open until 23 March.

FCA press release

Consultation paper 22/2

The UK Treasury has con�rmed
plans to bring the promotion of
certain crypto-assets within the
scope of the �nancial promotions
regime, protecting consumers
from misleading claims. In its
response published on 18
January to a consultation on
crypto-asset promotions, the

government states its intention to
amend the UK's Financial Services
and Markets Act to include
certain 
crypto-assets. 
 
In its response, Treasury explains
how the government intends to
de�ne qualifying crypto-assets that
fall within scope of the regime, and
how the relevant controlled
activities and exemptions will be
amended to apply to crypto-assets.
 
The new rules will “increase
consumer protection while

encouraging innovation”, bringing
crypto-asset adverts in line with
other �nancial advertising,
Treasury states.
 
Promotion of crypto-assets will be
subject to UK Financial
Conduct Authority (FCA) rules in
line with the same standards
required of other �nancial
promotions such as stocks, shares,
and insurance products.

HM Treasury press release

HM Treasury consultation resp…

UK FCA consults on strengthening �nancial
promotion rules for high-risk investments

UK plans to regulate crypto-asset promotions

https://www.fca.org.uk/news/press-releases/strengthen-financial-promotions-rules-protect-consumers
https://www.fca.org.uk/publication/consultation/cp22-2.pdf
https://www.gov.uk/government/news/government-to-strengthen-rules-on-misleading-cryptocurrency-adverts
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1047232/Cryptoasset_Financial_Promotions_Response.pdf
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The European Banking Authority
(EBA) published on 17 January a
discussion paper outlining the
initial patterns observed on
selected payment fraud data
under the Revised Payment
Services Directive (PSD2), as
reported by the industry during
2019 and 2020. The purpose of
the consultation is to gather views
on inconclusive patterns to
support the EBA, the EU Central
Bank, and national authorities in
interpreting future data.
 
The EBA’s preliminary �ndings
suggest that the regulatory
requirements developed in relation
to payment security have had a
positive effect on fraud levels, as
such on the whole the share of
fraudulent payments is
signi�cantly lower for transactions

authenticated with strong
customer authentication (SCA).
The document notes that the fraud
data submitted by payment
initiation service (PIS) providers is
“particularly poor and implausible”,
which suggests that these service
providers could be in breach of the
requirements. The EBA states that
it will investigate the matter.

  
According to the paper, fraudsters
issuing payment orders represent
the most common type of fraud for
both card payments and cash
withdrawals. The broadly de�ned
illicit activity accounts for more
than 90 percent of the total volume
and value of fraudulent card
transactions and withdrawals.
 
Within this wide category, the EBA
observes that issuers reported the

theft of card details as the most
common crime for remote card
payments. According to the data,
theft accounts for three quarters of
the value of payments underpinned
by SCA, while it accounts for only
six in every ten stolen euros for
non-SCA payments. A possible
explanation is that scammers use
phishing and social engineering to
render security measures less
e�cient, according to the EBA.
 
The deadline for submitting
answers to the questions in the
discussion paper is 19 April.

EBA press release

EBA/DP/2022/01

The European Securities and
Markets Authority (ESMA)
published on 4 January a call for
evidence on the Regulation on a
pilot regime for market
infrastructures based on
distributed ledger technology
(DLT). The initiative seeks
comments on the use of DLT for
trading and settlement, as well as

on whether the regulatory
technical standards (RTS) on
transparency and reporting
requirements need amendments.
The consultation is open for
comments until 4 March.
 
Through its consultation, the 
ESMA aims to identify potential
challenges associated with listing,

trading and settlement using DLT
and to determine whether its
tasks established under the DLT
Pilot are su�cient. 

ESMA press release

Call for evidence on the DLT Pil…

EBA seeks feedback on discussion paper on
payment fraud data trends under PSD2

ESMA launches call for evidence on DLT

https://www.eba.europa.eu/eba-publishes-discussion-paper-its-preliminary-observations-selected-payment-fraud-data-under
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Discussions/2022/Discussion%20Paper%20on%20the%20payment%20fraud%20data%20received%20under%20PSD2/1026061/Discussion%20Paper%20on%20the%20EBA%27s%20preliminary%20observations%20on%20selected%20payment%20fraud%20data%20under%20PSD2%20as%20reported%20by%20the%20industry.pdf
https://www.esma.europa.eu/press-news/esma-news/esma-launches-call-evidence-distributed-ledger-technology
https://www.esma.europa.eu/press-news/consultations/call-evidence-dlt-pilot-regime
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The US Department of Homeland
Security (DHS) published a notice
in the Federal Register on 24
January seeking comments on
how the US government can best
ensure items sourced from forced
labour in China do not enter the
US. Comments are being
accepted for 45 days.
 
US efforts to prohibit such items
from entering the country are being
carried out pursuant to the Uyghur
Forced Labour Prevention Act. DHS
Secretary Alejandro Mayorkas
states in a press release that the
call for comments represents a
necessary �rst step to implement
the act, which was signed into law
on 23 December 2021. The act’s
prohibition on items entering the
US applies to those items
produced in Xinjiang as well as any
items produced by certain entities,

which will be named in an
upcoming government
enforcement strategy.
The DHS states that following the
end of the consultation period, the
Forced Labour Enforcement Task
Force will hold a public hearing on
enforcement strategy, after which
the DHS and US Customs and
Border Protection will publish
importer guidance.

  
On 28 January, Secretary Mayorkas
announced a new Withhold
Release Order (WRO) by Customs
and Border Protection (CBP) as
well as two new �ndings of forced
labour. The �rst targets the
Malaysian YTY Industry Holdings
Sdn Bhd Group, which CBP found
has demonstrated seven of the
International Labour Organisation's
(ILO) forced labour indicators. The
agency is immediately seizing at

US ports all disposable gloves
manufactured by the group, which
includes subsidiary producers YTY
Industry Sdn Bhd, Green Prospect
Sdn Bhd, and GP Lumut.
 
The two new forced labour �ndings
cover palm oil-containing products
linked to Malaysia-based Sime
Darby Plantation Berhad and
subsidiaries as well as seafood
originating from the vessel Da
Wang, owned by Taiwan-based
Yong Feng Fishery Ltd. All 11 ILO
forced labour indicators were
identi�ed at both companies.

DHS press release

Federal Register notice

DHS press release

The US Federal Reserve Board
issued on 20 January a
discussion paper exploring a
potential US central bank digital
currency (CBDC). The Federal
Reserve describes the paper as
“the �rst step in a discussion of
whether and how a CBDC could

improve the safe and effective
domestic payments system”.

Any US CBDC would need to be
designed in compliance with
AML/CFT rules, including customer
due diligence, recordkeeping and
reporting requirements.

The paper solicits comment on
more than 20 questions.
Comments will be accepted for
120 days from publication.

 

Federal Reserve press release

US DHS seeks public comments on methods for
halting Chinese forced labour imports

US Federal Reserve CBDC discussion paper

https://www.federalregister.gov/documents/2022/01/24/2022-01444/notice-seeking-public-comments-on-methods-to-prevent-the-importation-of-goods-mined-produced-or
https://www.federalregister.gov/documents/2022/01/24/2022-01444/notice-seeking-public-comments-on-methods-to-prevent-the-importation-of-goods-mined-produced-or
https://www.dhs.gov/news/2022/01/28/dhs-takes-action-combat-forced-labor-and-hold-companies-accountable-exploiting
https://www.federalreserve.gov/newsevents/pressreleases/other20220120a.htm
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The UK Department for Digital,
Culture, Media and Sport
published two consultations on 19
January on proposed legislative
changes to improve the country’s
cyber resilience through new
security standards, reporting
requirements, improved
technology-related legislative
�exibility, and the introduction of
�nes for non-compliance.
 
One tranche of the proposed
changes entails an expansion of
the Network and Information
Systems (NIS) Regulations to cover
managed services, which are
usually offered by IT service
providers acting on behalf of other
organisations. Other proposed
updates to the NIS Regulations
include requiring large companies
to improve cyber incident reporting
to certain regulators and mandate
that they report all cyber-attacks.
The government proposes
transferring regulatory costs for
enforcing the regulations to
covered organisations and
mandating that critical digital
service providers demonstrate
proactive compliance.
 
Other cyber resilience proposals
involve granting the UK Cyber
Security Council, launched in
March 2021, the ability to set and
enforce competency standards
individuals would be required to
meet prior to using certain cyber-

related job titles in the
cybersecurity �eld. The
government also proposes
establishing a Register of
Practitioners to mirror similar
registers in other �elds as a means
of ensuring professional standards.
 
The UK government states that 
the new proposals represent a
response to recent cyber incidents
such as the SolarWinds and
Microsoft Exchange Server hacks
and the Colonial Pipeline
ransomware attack. Minister of
State for Media, Data, and Digital
Infrastructure Julia Lopez asserts
in a government press release that
all organisations in the UK must
take the issue seriously, asserting
that criminal actors and hostile
foreign governments exploit 
gaps in cyber defences and 
digital supply chains.
 
Comments on the legislative
proposal to improve cyber
resilience are due by 10 April, 
while feedback on the consultation
for embedding standards and
pathways across the cyber
profession by 2025 is due 
by 20 March.
 
On the same day, the government
published its 2022 review of
cybersecurity incentives and
regulation, which covers cyber
resiliency improvements from
2016 to 2021 and asserts that

signi�cant areas for improvement
remain to plug the gaps in
cybersecurity weaknesses. The
review states that despite some
very high level and sophisticated
attacks, most cyber-attacks lack
relative sophistication and can be
prevented with improved cyber
hygiene and by addressing system
vulnerabilities. The four key policy
areas with proposed government
interventions covered in the review
are: cyber risk management
foundations, professional
capabilities, strong market
incentives, and holding
organisations accountable for their
cyber risk management practices.
 
Within the area of foundations, the
review notes government efforts in
raising cyber threat awareness,
assisting businesses in preventing
attacks through guidance and
frameworks, and improving
government engagement and
support. The review calls for an
increase in the reach and adoption
of existing guidance and related
activities, noting that half of
respondent businesses to the UK
Cyber Survey report do not view
cybersecurity as a priority or view
themselves as a likely target. It
also asserts that intra-
organisational cybersecurity
governance is critical to making
quick improvements.

UK government press release

UK consultations on improving cyber resilience

https://www.gov.uk/government/news/new-laws-proposed-to-strengthen-the-uks-resilience-from-cyber-attack
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The O�ce of the United Nations
High Commissioner for Human
Rights (OHCHR) updated on 31
January the call for input issued
by Alena Douhan, Special
Rapporteur on the negative
impact of unilateral coercive
measures on the enjoyment of
human rights, concerning two
sanctions-related thematic
reports. Interested stakeholders
are expected to submit their
comments by 15 March.
 
With respect to the �rst thematic
report on “secondary sanctions,
civil and criminal penalties for
circumvention of sanctions
regimes, and over-compliance with
sanctions”, Douhan seeks
comments on the position of
various governments on the
legality of secondary sanctions

imposed within the sanctioning
state or extraterritorially, as well as
on the penalties imposed on
national or third parties as a result
of unilateral sanctions violations.
Additionally, stakeholders are
requested to submit their views on
whether the adoption of secondary
sanctions negatively impacted
trade or speci�c transactions in
goods or services between various
countries, including their impact 
on human rights.
 
Douhan seeks views on whether
over-compliance with unilateral
sanctions is affecting countries’
economic and social contexts,
both with respect to services such
as �nancial transactions or
transportation of cargo, as well as
in relation to potential human
rights consequences. The UN

Special Rapporteur aims to
determine whether businesses are
inclined towards ceasing
cooperation with trade partners
from sanctioned states as a result
of over-compliance.
 
Regarding the second thematic
report on “unilateral sanctions in
the cyber world”, Douhan aims to
assess the prevalence and the
economic, social and business
impact of cyber-related sanctions
globally. Stakeholders are
requested to provide input on
cases where such sanctions
resulted in an inability to obtain
hardware, software or other goods
used in cyber activities, and the
impact on human rights.

 

Call for input

Russia’s central bank published a
consultation paper on 20 January
proposing a prohibition on
cryptocurrency mining and usage
within the country, arguing that
the $5 billion in annual Russian
cryptocurrency transactions
threatens �nancial stability and
risks aiding criminal activity.
 
The Bank of Russia’s consultation
cites use of cryptocurrencies in

facilitating money laundering, drug
tra�cking, and terrorist �nancing,
stating that widespread use
enables criminal activity and
undermines the international
AML/CFT system. Furthermore,
the central bank claims that it is
not possible to ensure fully
transparent crypto transactions.

In a 26 January conference call
with government department

heads, Russian President Vladimir
Putin instructed ministers to halt
discussions on cryptocurrency
until further notice, stating
that Russian advantages in
cryptocurrency must be
considered alongside the risks.

Bank of Russia press release

Bank of Russia consultation pa…

UN Special Rapporteur consults on sanctions

Bank of Russia proposes cryptocurrency ban

https://www.ohchr.org/EN/Issues/UCM/Pages/ucm-thematic-reports-2022.aspx
https://www.cbr.ru/eng/press/event/?id=12627
https://www.cbr.ru/Content/Document/File/132242/Consultation_Paper_20012022_eng.pdf
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PRESS AND MEDIA

The Sunday Times published
claims on 9 January that HSBC
Holdings plc is holding £2.2
million of shares in Xinjiang 
Tianye, a subsidiary of the
Xinjiang Production and
Construction Corps (XPCC) which
was designated by the US
Treasury’s O�ce of Foreign
Assets Control (OFAC) in 2020.

MP Iain Duncan
Smith asked
whether the UK
government will
request an
explanation from
HSBC, as the bank
appears to be “in
breach of the
modern-day 

 slavery rules”

The newspaper reports that HSBC
continues to generate pro�t from
holding the shares on behalf of an
anonymous client. Under US
sanctions policy, any US citizens
employed by HSBC who were
aware of the deal could be found to
be in breach of federal law.
 
Contacted by the Financial Crime
Digest, HSBC Corporate Media
Relations Manager Ankit Patel
asserted that “what was reported
in the Sunday Times was
inaccurate”, stating that “we serve
as the custodian for shares worth
about £22k not £2.2m as reported”.
Patel added that no US citizens
were involved in the transaction.
However, the bank declined to
comment when asked by the
Sunday Times if US bank
employees were aware of the deal.
 
MP Iain Duncan Smith asked UK
Secretary of State for Business,
Energy and Industrial Strategy
Kwasi Kwarteng in the House of
Commons on 11 January whether
the UK government will request an
explanation from HSBC, as the
bank appears to be “in breach of
the modern-day slavery rules”.
Kwarteng acknowledged that

HSBC’s dealings with China “have a
wider implication” and con�rmed
that the matter is under discussion.
Then foreign secretary Dominic
Raab previously criticised HSBC
before parliament in July 2020
after the bank stated that it would
comply with the Hong Kong
National Security Law.
 
Beginning on 10 January, members
of the Inter-Parliamentary Alliance
on China (IPAC) published letters to
treasury heads across the EU,
Australia, India, Canada, and the UK
stating that “�nancial �rms like
HSBC […] continue to be free to
invest in the XPCC and its
subsidiaries”, adding that “�nancial
funds must be encouraged to
divest from entities perpetrating
forced labour and other violations”
in Xinjiang. Members urged their
governments to create a blacklist
mirroring the US Commerce
Department’s Entity List and “bar
investment in these entities”.

IPAC letter (26 January 2022)

House of Commons Q&A (21 J…

IPAC Tweet (11 January 2022)

Times article (9 January 2022)

HSBC accused of holding shares in listed entity

https://twitter.com/ipacglobal/status/1486275477476151296
https://www.theyworkforyou.com/wrans/?id=2022-01-17.105332.h&p=10180#g105332.q0
https://twitter.com/ipacglobal/status/1480887449404461059
https://www.thetimes.co.uk/article/hsbc-holding-shares-in-chinese-company-linked-to-uighur-atrocities-znhr032v6
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The UK’s Foreign Affairs
Committee will again examine
Russian oligarchs’ use of London
to launder money and the
apparent inability of the UK
government to stamp out illicit
�nance, according to 10 January
reporting by the Guardian.
 
The select committee inquiry will
follow up on its previous inquiry,
'Moscow’s Gold', published in 2018.
The report stated that “turning a
blind eye to London’s role in hiding
the proceeds of Kremlin-connected
corruption risks signalling that the
UK is not serious about confronting
the full spectrum of President
Putin’s offensive measures”.
 
In December, think tank Chatham
House argued in a research paper
entitled 'The UK’s Kleptocracy
Problem' that the UK is “ill-equipped
to assess the risk of corruption

from transnational kleptocracy”
and that “little has been done in
practice to prevent kleptocratic
wealth and political agendas from
entering Britain”, especially from
post-Soviet states.
 
Tom Tugendhat, the chair of the
Conservative-controlled
committee, reportedly said: “We
have again to address the issue of
the dirty money in the UK.” He
added: “We will be looking more at
where this money is going. We will
be highlighting the overseas
territories.” The inquiry is reportedly
to start in the spring. 
 
Labour MP on the committee,
Chris Bryant, said: “We tempt
Russian oligarchs to the United
Kingdom with easy visas: we had
these golden visas that largely
went to extremely wealthy
oligarchs who had made their

money corruptly in Russia, with no
questions asked other than: ‘Do
you have enough money?’" Bryant
calls for a public register of
bene�cial ownership for owners of
overseas companies operating or
purchasing property in the UK.
 
Responding on 17 January to a
parliamentary question regarding
plans to overhaul the investor visa
programme, Minister of State for
the Foreign, Commonwealth and
Development O�ce Chris Heaton-
Harris stated that the government
is reviewing the visas granted
before 5 April 2015. “Home O�ce
o�cials work closely across
Whitehall, including with the FCDO,
on reforms to Tier 1 (Investor)
Visas and other issues related to
tackling illicit �nance”, he said. 

The Guardian article

US Department of Justice (DOJ)
Criminal Division Principal Deputy
Nicholas McQuaid stated on 27
January at a virtual event in
Houston that the DOJ can be
expected to reach “some
signi�cant resolutions in the next
year” in the �eld of Foreign

Corrupt Practices Act (FCPA)
enforcement, as reported by the
Wall Street Journal.

McQuaid’s comments were made
against the backdrop of the largest
decline in FCPA-related
prosecutions in 2021 since 2015,

with only four companies subject
to enforcement action. McQuaid
asserts that the department
currently has “a very robust
pipeline” of FCPA-related cases.

WSJ article

UK Foreign Affairs Committee to re-examine UK
response to Russian money laundering

US o�cial expects increase in FCPA prosecution

https://www.theguardian.com/politics/2022/jan/10/mps-to-re-examine-uk-response-to-dirty-money-from-russia
https://www.wsj.com/articles/doj-promises-robust-antibribery-enforcement-despite-dip-in-cases-11643328054
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The Financial Times reported on 26 January that the
European Central Bank (ECB) has issued private
warnings to certain EU banks with signi�cant
Russian ties to prepare for sanctions in the event of
a Russian incursion into Ukraine, seeking
clari�cation from certain �nancial institutions 
about their plans should Russia be made subject 
to further sanctions.
 
The newspaper cites several unnamed individuals
who have reportedly been briefed on the discussions
as stating that the ECB is seeking clarity to ensure a
rapid response to any newly imposed sanctions, with
possible scenarios discussed including restricting
Russian banks from using SWIFT. 
 
Banks reportedly contacted thus far include 
Deutsche Bank AG and ING Group. The bank with 
the highest Russian exposure in the bloc is Société
Générale SA, which reportedly holds €2.6 billion in
Russian assets. UnCredit SpA and Raiffeisen Bank
International AG also reportedly hold signi�cant
amounts held by Russian clients.
 

Another anonymous executive at an unnamed
European bank reportedly informed the Financial
Times that some banks have expressed concerns
over risks of Russian-based bankers being jailed by
Russian authorities if their banks fully comply with
subsequent EU sanctions on the Russian �nancial
system, warning that some sanctions compliance
may require wind down time. Neither the ECB nor
major EU banks have offered comment on the matter.
 
Chicago-based multinational law �rm Baker 
McKenzie comments in a 27 January article that 
other Russia-related risks facing European banks
include lending exposure relating to funds owned by
Russian borrowers subjected to sanctions, deposits 
in European banks held by Russian borrowers under
sanctions, and risks stemming from rouble
devaluation. Other cited risks relate to possible
litigation over frozen funds and counter measures
against banks and entities with Russian operations.

 

Financial Times article

Baker McKenzie article

Sanctions targeting Russian banks will inevitably have a signi�cant negative impact on European banks
and businesses, which is why some EU countries have opposed them. There are several major Russian
banks with subsidiaries in the EU which would be signi�cantly affected. There are multiple possible
scenarios as banks can be either excluded from SWIFT, blacklisted, or both. European banks need to
prepare in advance and ensure they are aware of their direct and indirect exposure to Russia.

 

European Central Bank requests Russian
sanctions contingency plans from EU banks

Aperio Analysis by Veronika Konecna

https://www.ft.com/content/e195353f-00f6-4a21-93eb-f06590ed7ac8
https://sanctionsnews.bakermckenzie.com/europeans-central-bank-raises-concerns-for-european-lenders-if-further-sanctions-are-imposed-on-russia/


aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2022

92

The UK’s Financial Conduct
Authority (FCA) reportedly
informed the Financial Times on
17 January that it is exploring
pursuing criminal charges in two
new money laundering-related
cases which concern �nancial
institutions allegedly failing to
ascertain clients’ source of funds.
 
According to the media outlet, the
FCA’s open investigations consist
of 29 regulatory probes, three civil
matters, and two criminal

investigations. An additional six
cases are considered dual track,
with the FCA having yet to decide
whether to keep the matter in the
regulatory realm or pursue criminal
charges, the FT states.
 
FCA Enforcement Director Mark
Steward reportedly stated for the
publication that the watchdog
evaluates the considerations of
pursuing a case based on its
merits, and not on available
resources. The statement comes
after FCA CEO Nikhil Rathi revealed
to the Treasury Select Committee
of the House of Commons that the
authority’s staff spent more than
30,000 hours on its �rst-ever
criminal prosecution under the
Money Laundering Regulations

2017 against National Westminster
Bank Plc (NatWest).
 
The regulator’s alleged revelations
come one month after NatWest
was �ned over £260 million
following a sentence by Southwark
Crown Court for three offences
relating to failures to monitor the
activity of jewellery �rm Fowler
Old�eld. The company was able to
deposit £365 million with the bank,
out of which £264 million was in
cash. At the time of opening the
account, the company stated that
it would have an approximate
annual turnover of £15 million
while the bank vowed not to accept
cash.

FT article

A US Internal Revenue Service
(IRS) enforcement o�cer on 25
January informed a group at a
University of Southern California
law school virtual event that his
criminal investigation division is
facing “mountains and mountains
of fraud” in the digital asset �eld,
citing widespread instances of
money laundering and tax
evasion, Bloomberg reports.

Special Agent in Charge Ryan
Korner of the Los Angeles �eld
o�ce in the criminal investigation
division informed attendees that
non-fungible tokens and
cryptocurrencies represent a
growing challenge to agencies
investigating �nancial crime,
warning that celebrities who �aunt
tax evasion involving digital assets
will likely become targets of

criminal probes. The o�cer
notes that at the end of 2021, 80
crypto-related IRS criminal probes
were open, emphasising that US
agencies are concerned with
the risk of highly speculative digital
assets being harnessed
to facilitate �nancial crime.

Bloomberg article

UK FCA planning to use criminal powers in two
new money laundering cases, reports the FT

IRS facing lots of fraud linked to digital assets

https://www.ft.com/content/5f6ea35c-c3e9-4d08-a69c-6e6677168378
https://www.bloomberg.com/news/articles/2022-01-26/irs-seeing-mountains-and-mountains-of-fraud-with-crypto-nfts
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The former executive secretary of
the world’s anti-money laundering
and counter terrorist �nancing
standard setter the Financial
Action Task Force (FATF), David
Lewis, has called for a change in
global efforts to tackle money
laundering, stating the world
“doesn’t need more standards 
or regulations, and �ning 
banks doesn’t work”.
 
According to a 19 January report in
the Financial Times, Lewis, who
served for six years at FATF, said
the world needs to “stop talking
and start doing”, criticising
jurisdictions that “at a political level
[…] don’t fully understand the

importance of tackling money
laundering”. Lewis called for more
support for governments to
prevent and detect money
laundering, and better investigate
such crimes. Lewis said states are
“often motivated by trying to
support their �nancial institutions
and stop them being �ned”.
 
FATF has no formal rules as to how
many of the group’s members
must object to a proposal for it to
be blocked, or to prevent a country
from inclusion on its “grey list”.
Lewis said that “two to four
countries typically block
consensus, so it’s very rare that
you get any meaningful change”.

Speaking during episode one of
RUSI's Suspicious Transaction
Report podcast following his
departure, Lewis said: “From my
experience in the G20, there isn’t
much discussion about money
laundering and terrorist �nancing”,
adding that it was “di�cult for
countries and politicians to spend
taxpayer money to invest in
�nancial investigation expertise,
�nancial intelligence units, and
effective regulation”. Lewis is a
Senior Associate Fellow at RUSI.

 

FT article

RUSI podcast

A French court convicted, on 21
January, Claude Guéant, Patrick
Buisson, Pierre Giacometti and
Emmanuelle Mignon, o�cials and
allies of former French president
Nicolas Sarkozy, for the misuse of
public funds to �nance opinion
poll contracts, according to
Reuters. The media outlet reports
that they have been charged with
favouritism, conspiracy, and
misuse of public funds in relation
to awarding of contracts.

Le Parisien reports that former
Minister of the Interior Guéant was
found guilty of favouritism
and sentenced to eight months in
prison, while Buisson, ex-advisor to
Sarkozy, was given a suspended
sentence of two years in
prison and a €150,000 �ne for
misusing public money. 
 
Former pollster Giacometti also
reportedly received a suspended
sentence of six months and a

€70,000 �ne, and Mignon, former
chief of staff, was given a six-
month suspended prison
sentence. The four defendants
intend to appeal. 

  
Le Parisien notes that a �fth
defendant, Julien Vaulpré, ex-
polls advisor, was acquitted. 

 

Reuters article

Former FATF head states world “doesn’t need”
more standards or regulations

French court convicts associates of Sarkozy

https://www.ft.com/content/8031e60a-a452-4003-8e1c-899d7e7e01af
https://rusi.org/podcasts/suspicious-transaction-report/episode-1-foundations-anti-financial-crime-system
https://www.reuters.com/world/europe/french-court-finds-former-top-sarkozy-aides-guilty-polling-fraud-trial-2022-01-21/
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A judge in Manchester has called
for an explanation into how the
“ringleader” of an organised
crime gang managed to secure a
£50,000 Covid-19 Bounce Back
Loan during the pandemic,
according to a 20 January report
in the Financial Times.
 
Sentencing six men at Manchester
Crown Court for their part in a
conspiracy to steal and export
expensive cars, Judge Anthony
Cross QC told prosecutors he
required an explanation from “the
relevant body” within two weeks as
to how the loan, and two other
Bounce Back Loans secured by a
fellow gang member, had been

obtained. The “most basic of
checks” would have revealed fraud,
Judge Cross stated, adding that it
“de�es belief” that defendant Asif
Hussain, could have obtained the
state-backed loan given his 48
prior criminal convictions.
 
Hussain reportedly organised
criminal gang activity in the north
west of England, stealing
expensive cars and stripping them
down for parts or export for sale in
the Middle East. The court heard
that Hussain made a £50,000
written application for the loan in
May 2020 and received the money
into his bogus company account
days later, according to the FT.

“That a criminal such as you could
obtain such a huge sum is
staggering”, the judge is reported
to have said. Another of the six
defendants sentenced in relation to
criminal conspiracy was Ibraaz
Sha�que. Sha�que was given a
�ve-year jail term and admitted to
securing two Covid-19 Bounce
Back Loans worth £95,000.

  
In November, the judge called for a
probe into how another member of
a drug gang had secured a 
£25,000 Bounce Back Loan.

FT article

De Tijd reported on 7 January that
Brussels investigating judge
Michel Claise has issued an
international arrest warrant
against Ali Mahmoud Hassan
Mohamed, Chairman of the Libyan
Investment Authority (LIA). The
arrest warrant has reportedly
been issued as part of an ongoing
investigation into the
management of Libyan assets

frozen in Belgium after the fall of
the Gadda� regime in 2011.
 
It is purported that judge Claise is
investigating the alleged
disappearance of €1.5-2 billion
from Belgium-based Euroclear
Bank, where a supposed total of
€15 billion was deposited.

In answer to a question tabled on
11 January regarding Mohamed

being sought by the Belgian
authorities “in connection
with charges of corruption and
embezzlement”, Lord Ahmad of
Wimbledon stated that the UK
government “has not engaged the
Belgian authorities on this matter”.

De Tijd article (in Dutch, requir…

Libya Herald article

Manchester judge calls for explanation over how
criminals acquired Covid-19 loans

Belgium issues arrest warrant for chairman of
the Libyan Investment Authority

https://www.ft.com/content/30c46654-4ecd-4201-8a00-c91998486293
https://www.tijd.be/opinie/paleis/paleis-der-natie-de-libische-kwestie/10357878
https://www.libyaherald.com/2022/01/24/attorney-general-in-bid-to-end-belgian-legal-moves-to-seize-lia-assets/
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Bloomberg reported on 26
January that Brazilian mining
company Vale SA is accusing
Israeli businessman Beny
Steinmetz and �ve associates
linked to his company BSG
Resources Ltd (BSGR) of
facilitating iron ore contracts
worth billions of dollars to
Guinea’s Simandou mine which
were secured through bribery,
including by making payments to
the wife of the former president of
Guinea Lansana Conté. Vale
claims that it is “a victim of an
elaborate fraud” and seeks $1.2
billion in damages.
 
In 2010, Vale entered into a joint
venture agreement with BSGR to
exploit mining licences granted by
the Republic of Guinea, by
acquiring a 51 percent stake in the
northern half of Simandou for $2.5

billion. After the government of
Guinea revoked those licences due
to alleged bribery on the part of
BSGR, Vale brought arbitral
proceedings against BSGR in 2019
before the London Court of
International Arbitration for,
amongst other things, rescission of
the joint venture agreement and
restitution of $500 million paid by a
Vale’ subsidiary. The company won
$2 billion in compensation.
Steinmetz and BSGR seek to
overturn the decision.
 
Vale's lawyers reportedly accuse
Steinmetz and his associates –
Dag Lars Cramer, Marcus Struik,
Asher Avidan, Joseph Tchelet and
David Clark – of using
misrepresentations to sign
contracts with Vale despite
knowing that the project rights had
been secured through bribery.

Steinmetz denies the
allegations. Representing
Steinmetz, Justin Fenwick QC
reportedly told the High Court of
Justice of England and Wales that
Vale knew that the deal was
dubious before it entered into the
joint venture, arguing that the
company ignored “their own
awareness of the allegations of
corruption, and their belief in the
truth of allegations of bribery, in
exchange for winning the prize of
access to Simandou mines”.

  
Guinean authorities are reported to
have withdrawn the bribery
accusations against BSGR. Swiss
authorities have subsequently �led
charges against Steinmetz.

Bloomberg article

Lebanon’s state news agency
reported on 11 January that
Judge Ghada Aoun has imposed a
travel ban on Central Bank
Governor Riad Salameh “in order
to preserve the evidence” in the
ongoing investigation into
corruption allegations.

Salameh is facing a lawsuit 
in Lebanon in addition to 
money laundering investigations 
in Switzerland, France, and 
Luxembourg. 
 
Associated Press subsequently
reported on 18 January that Judge

Aoun has also issued an asset
freeze against Salameh. 

 

Lebanese state news notice

AP article

Vale seeking damages from Steinmetz over
Guinea deal, accuses him of “elaborate fraud”

Travel ban on Lebanon central bank governor

https://www.bloomberg.com/news/articles/2022-01-26/vale-accuses-steinmetz-of-elaborate-fraud-in-2-5-billion-deal?sref=JbU0FuHR
https://nna-leb.gov.lb/ar/justice-law/515497/%D8%A7%D9%84%D9%82%D8%A7%D8%B6%D9%8A%D8%A9-%D8%BA%D8%A7%D8%AF%D8%A9-%D8%B9%D9%88%D9%86-%D8%B1%D8%AF%D8%A7-%D8%B9%D9%84%D9%89-%D8%A7%D9%84%D8%AC%D8%AF%D9%8A%D8%AF-%D9%84%D9%85-%D8%A7%D9%82%D9%84-%D8%B9%D9%86-%D8%B1%D9%8A%D8%A7%D8%B6-%D8%B3%D9%84%D8%A7
https://apnews.com/article/business-riad-salameh-lebanon-middle-east-beirut-ebf5544f168f78535b324d91b77765d1
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The Financial Times reported on
19 January that Luckin Coffee Inc
is planning to relist shares on the
Nasdaq stock exchange, 18
months after being delisted in the
midst of a fraud case in which the
company was accused of
fabricating sales revenue.
 
The newspaper cites two unnamed
sources reportedly aware of Luckin

senior management
discussions.The Beijing-based
coffee company was de-listed from
the US stock exchange in June
2020 after revelations that it had
in�ated 2019 revenue �gures in a
scandal which resulted in the
termination of its CEO and COO.
 
In February 2021 Luckin �led for
bankruptcy in the US after a

December 2020 settlement
agreement with the Securities and
Exchange Commission (SEC) to
pay a $180 million penalty.
Relisting would have to follow the
bankruptcy process’ resolution.

FT article

Reporting about Luckin Coffee Inc's accounting scandal occurred not long after the Holding Foreign
Companies Accountable Act (HFCCA) had been passed in the US as securities regulators increasingly
began to review US listings of Chinese companies. The HFCCA requires companies publicly listed on US
stock exchanges to state they are not owned or controlled by the Chinese government and must make
provisions for the Public Company Accounting Oversight Board to audit speci�ed reports for three
consecutive years. Whilst one might consider that most investors would prefer to discontinue any
association with Luckin, the company has been fortunate with one of its earliest �nancial backers,
Centurium Capital, deciding to acquire shares from Luckin’s founders to become its controlling
shareholder. Further, Centurium has since decided to make additional investments in the company. Last
year, it invested $240 million in Luckin with the aim of supporting its restructuring and business expansion
plans. Whilst the resulting reputational fallout from such scandals can often be the death knell for many
companies, Luckin may be among the more lucky ones. Aside from receiving continued support from its
long-time investor, the company’s underlying business model does not seem to have been harmed. The
company has continued to grow its operations in China due to many of its customers being unfazed by the
scandal, and focusing more attention on the product itself, which rivals competitors like Starbucks given
the former's ability to tailor its products to the local palate. Further, the company has been working closely
with regulators and creditors, as well as external consultants to resolve and be viewed as taking
appropriate measures to rectify and disassociate itself from past misdemeanours. These efforts do
appear to be paying off with its most recent �nancial results for the third quarter of 2021 indicating that
net revenues have risen by over 100 percent compared to the same period in the previous year resulting
from increased pricing of its products as well as the number of customers and products sold. As such, it
might not be entirely impossible that Luckin could see a return to relisting on the Nasdaq stock exchange.

Luckin Coffee reportedly intends to relist on US
stock market after 2020 fraud settlement

Aperio Analysis by Gunita Thethy

https://www.ft.com/content/f8327af5-5203-44fd-acc7-267c7b475fa7
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SPECIAL FEATURE

Antonio Costa’s Socialist Party
won a surprise absolute majority
following a snap general election
on 30 January. Costa’s
programme for government will
include a crackdown on graft and
corruption following a series of
recent scandals that have
damaged public trust and the
business environment.
 
With counting complete in
Portugal’s general election, it
appears that incumbent Prime
Minister Antonio Costa of the
Socialist Party (Partido Socialista,
PS) will be returned to o�ce with
an increased parliamentary
majority. Costa is now likely to
become Portugal’s longest-serving
Prime Minister since the
restoration of democracy following
the 1974 Carnation Revolution.
 
Restoring public trust in the
institutions of state will be a
priority for Costa’s new
administration. A series of

corruption scandals involving
politicians, business leaders,
judges and even the presidents of
football clubs have highlighted
institutional weaknesses in the
country’s �ght against corruption.
While the OECD in its most recent
report on Portugal praised the
country’s recovery from recession
largely without the imposition of
austerity, it also pointed out that
corruption was perceived to be a
major problem by the Portuguese
private-sector and wider public, as
was impunity for those convicted
of corruption offences.
 
Costa has already begun to tackle
the problem. One of the �nal acts
of the last parliament before its
dissolution was to pass a raft of
new anti-corruption legislation.
Additionally, two major �gures
were arrested on corruption
charges in 2021: fugitive banker
João Rindeiro of the collapsed
Banco Privado Português was
arrested in South Africa and awaits
extradition, while former Economy
Minister Manual Pinho was placed
under house arrest pending an
investigation into the award of
contracts in the power sector.
Salgado and Pinho both deny any
wrongdoing. Indeed, the most
recent Transparency International

Corruption Perceptions Index (CPI)
shows a slight improvement in
Portugal’s rating, which has moved
to 32nd in the list, above Spain but
below South Korea.
 
Nevertheless, problems remain. In
April 2021 a judge dismissed most
corruption charges against former
prime minister José Sócrates on
the grounds that the statute of
limitations on the offences had
expired, while charges against the
former head of the Banco Espírito
Santo, Ricardo Salgado, who is
alleged to have paid bribes to
Sócrates, were also dropped.
 
Portuguese and foreign investors
also remain concerned about the
fall-out from revelations regarding
Isabel dos Santos, daughter of a
former president of Angola and
one-time Africa’s richest woman,
and her complex network of
commercial interests in Portugal.
Investigations into her Portuguese
assets continue and are likely to
result in litigation running into the
tens of millions of dollars.
 
Paul Doran, Director of
Investigations

 paul.doran@aperio-
intelligence.com

Portuguese Prime Minister returned to power;
likely to make anti-corruption a priority
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ESG

2022 is positioned to be a critical year in the
evolution of Environmental, Social and Governance
(ESG) analysis. The US Securities and Exchange
Commission (SEC) is expected to release reporting
requirements in the coming months that will inform
the trajectory of information companies will need to
share about their efforts at meeting ESG standards,
which in turn continue to evolve and develop.
Further implementation of the UK Green Taxonomy
Regulations has begun as of January 1 and will
continue to alter the diffuse landscape of
overlapping sustainability frameworks, membership
organisations, and regulatory requirements.
 
In response both to the guidelines laid out by
governments and the social preferences of those
stakeholders seeding investment, funds and �rms will
continue to adapt their methods for considering ESG
factors in their investments. And yet beneath the
relationship between the burgeoning sustainable
investment world and those demanding the adoption
of more conscientious deployment of capital is a set
of questions surrounding how capital is to be
deployed, what factors merit investment under
sustainability considerations, and how those
considerations are to be measured and weighed. The
underlying metrics that are deployed to identify,
quantify, assess and analyse the myriad factors that

can be included in ESG scores vary widely, and as
such present questions for �rms looking to pull
meaningful conclusions from the supplied data.
 
The overlapping frameworks and vocal stakeholder
demands leave �rms looking for answers to these
fundamental questions of metrics being applied and
the merits of attempting to implement independent
scoring schemes. The next year will bring both clarity,
in the form of more well-de�ned regulatory
expectations, and further complication, with a
sprawling array of data providers looking to interpret
ESG factors as a true barometer of the reputational
and regulatory risks that will continue to come to a
head in the next year.
 
ESG scoring: logical yet unclear
A recent study conducted at the MIT Sloane School of
Management shed some much-needed light on the
e�cacy and frequency of the most popular form of
ESG assessment at present, ESG scoring. “A total of
3038 investors representing over $100 trillion in
combined assets have signed a commitment to
integrate ESG information into their investment
decisions (PRI, 2020). Sustainable investing is growing
fast and mutual funds that invest according to ESG
ratings experience sizable in�ows (Hartzmark and
Sussman, 2019). Due to these trends, more and more
investors rely on ESG ratings to obtain a third-party
assessment of corporations’ ESG performance.” 

Coupled with the upcoming regulatory shifts and 
the arrival of another highly respected ESG scoring
provider, the escalating reliance on quanti�able
metrics in ESG assessment is set to continue.
However, the differences between the scoring
formulas and the need for a deeper examination 
of how such a score may �t into a more

ESG in 2022: scoring, standards, and regulation
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holistic assessment of ESG risk merit additional
consideration.
 
According to the study, the six largest data providers
who sell proprietary ESG scoring systems also
demonstrate signi�cant disagreement with one
another’s rating systems. This divergence results in
signi�cant areas to be considered when building out
an internal ESG analysis, which the study describes
as di�culties in evaluating �rms, funds, and portfolios’
ESG performance, lessening incentives to improve
ESG performance, and the reality that “markets are
less likely to price �rms’ ESG performance ex post”.

Other considerations include the challenge of linking
CEO compensation to a �rm’s ESG performance and
signi�cant obstacles to empirical research given the
gulf between metrics. “Taken together, the divergence
of ESG ratings introduces uncertainty into any
decision that is taken based on ESG ratings and
therefore represents a challenge for a wide range of
decision-makers.” In discussions with �rms operating
in the sustainable investing space, these sentiments
were mirrored closely.
 
Julia Paino, Investor and Co-Chair of NEXUS Global's
Impact Investing, said that data based scoring
offerings could offer a meaningful framework for
investors, but asserts that ESG ratings generally ought
to evaluate the speci�c products and services �rms
offer and how those may affect the material world –
and not the other way around.
 
"By and large, most ESG ratings are problematic
because they’re typically assessing the underlying
economic risk versus the human or planetary health
risk created by the company's products or services”, 

  

 
 
Paino said. “What has limited the impact of a
meaningful ESG movement is that the bar for
what constitutes acceptable ESG standards has
been incredibly low.” Such concerns are elevated 
when factoring in the uncertainties of ESG scoring
that utilises often opaquely sourced �gures that risk
subjective approaches.
 
The UN Global Compact/Arabesque ESG Book
launched on 4 January, with the stated intent of
scoring every publicly traded company on an
aggregate ESG metric and individualised
Environmental, Social, and Governance scores.
 
Whether this ESG Book becomes the predominant
system for comparison remains to be seen. What
does appear certain, however, is that the new wave of
�nancial sustainability disclosure requirements
sweeping across industralised nations indicates that
an ESG-equivalent of Financial Action Task Force
(FATF) standards that �nancial institutions and
countries apply to anti-money laundering and counter
terrorist �nancing measures will become the norm.

Out of several contenders, this new “FATF for ESG” is
the International Sustainability Standards Board, and
while its implementation may not be required by force
of law, ESG disclosures are rapidly becoming so.
Therefore, �rms must begin taking steps to gain a
thorough understanding of their sustainability
disclosure compliance obligations wherever they do
business and stay ahead of the curve in a rapidly
evolving regulatory landscape.
 
Scott Travis, Head of ESG
scott.travis@aperio-intelligence.com
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