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INTRODUCTION
Welcome to the August issue of the Financial Crime Digest. To receive the publication direct to your inbox every
month, please sign up here. We are currently developing an online platform, which provides more comprehensive coverage of
�nancial crime developments. If you would like more information please email info@aperiointelligence.com

 
Aperio Intelligence’s next webinar ‘The EU recovery fund and Italy’s green drive: opportunities and challenges’ will take place
at 1300 BST on 29 September 2021. Our panel will discuss emerging opportunities and challenges. Register here.
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ENFORCEMENT AND LITIGATION

The UK’s O�ce of Financial
Sanctions Implementation (OFSI)
announced on 5 August that it
imposed on 25 June a monetary
penalty of £50,000 against
FinTech company TransferGo
Limited for violations of
Regulation 4 of the Ukraine
(European Union Financial
Sanctions) (No. 2) Regulations
2014. The OFSI's decision and
assessment report concerning
TransferGo have been upheld by
HM Treasury.
 
According to OFSI’s report of
penalty, TransferGo issued
instructions for 16 transactions
totalling £7,764.77 to be made
between 10 March 2018 and 18
December 2019 to Russian
National Commercial Bank (RNCB)
accounts of individuals residing in
Crimea. The RNCP, which was
initially a subsidiary of Russian
Bank VTB, was designated under
Council Regulation (EU) No
269/2014 (the EU Regulation) on

30 July 2014. Following the UK’s
withdrawal from the EU, RNCB
remained subject to �nancial
sanctions restrictions under the
Russia (Sanctions) (EU Exit)
Regulations 2019.
 
TransferGo exercised its right to a
ministerial review of the penalty
under S147 of the Policing and
Crime Act 2017 (PACA), which was
carried out by the Economic
Secretary to the Treasury. Having
reviewed the case materials, the
Minister was satis�ed that: (1)
OFSI’s decision met the legal tests
for imposing a penalty; (2) OFSI’s
assessment of the facts of the
case were reasonable; (3) OFSI
followed its own processes
correctly and consistently; and (4)
the penalty amount was within the
range of reasonable and
proportionate options.

In determining the penalty
OFSI considered factors,
including that TransferGo

OFSI announcement

OFSI notice

OFSI enforcement page

UK OFSI �nes TransferGo over transactions with
Russian National Commercial Bank

Had knowledge of sanctions,
being a Financial Conduct
Authority (FCA) authorised
payment institution, also
supervised by HMRC

 Issued instructions to send
payments to accounts of
individuals resident in Crimea
using a Russian Bank
Identi�cation Code which
identi�ed RNCB as the receiving
�nancial institution for the
relevant payments

Wrongfully asserted that as the
relevant clients and
bene�ciaries were not
themselves subject to �nancial
sanctions restrictions, the
payments to their accounts at
RNCB were not in breach of the
regulations

Failed to inform the OFSI of the
breaches as soon as
practicably possible, despite
being a relevant institution
under the UK regulations

Fully cooperated with the OFSI
and promptly provided all the
information that was requested
during the investigation

https://www.gov.uk/government/publications/imposition-of-monetary-penalty-5-august-2021?utm_medium=email&utm_campaign=govuk-notifications&utm_source=084afa38-147e-4cf9-aafc-46d05c223c8e&utm_content=daily
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1008859/050821_-_TransferGo_Penalty_Report.pdf
https://www.gov.uk/government/collections/enforcement-of-financial-sanctions#history
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The US Treasury’s O�ce of Foreign Assets Control
(OFAC) announced on 26 August that it has entered
a settlement with the Bank of China’s (BOC) UK
branch, with BOC UK agreeing to remit $2,329,991 to
settle alleged violations of since-repealed Sudanese
Sanctions Regulations.

OFAC considered BOC UK’s
remedial actions including
establishing an executive level
committee for compliance
issues, conducting an annual
company-wide sanctions risk
assessment, and applying a
centralised �rm-wide customer
due diligence function

According to OFAC, between 2014 and 2016, BOC UK
processed 111 payments totalling $40,559,184
through US correspondent banks on behalf of two
customers and parties located in Sudan. The bank
purportedly identi�ed two customers during an

internal investigation that it found had engaged in
Sudan-related transactions.
 
One of the customers is purportedly an entity
incorporated outside of Sudan that maintained a
branch in the country, while the other is a subsidiary of
a company also incorporated outside Sudan. However,
BOC UK’s internal customer database purportedly
failed to include any reference to Sudan in connection
with the two clients, despite documentation received
during due diligence procedures and communications
apparently indicating Sudanese connections.
 
In establishing the terms of the agreement, OFAC took
into consideration that the alleged violations were
non-egregious and that the bank self-disclosed the
breaches. Additionally, OFAC considered BOC UK’s
remedial actions including establishing an executive
level committee for compliance issues, conducting an
annual company-wide sanctions risk assessment, and
applying a centralised �rm-wide customer due
diligence function.
 
Signi�cantly, OFAC considered aggravating factors
such as the fact that some of the bank’s personnel
reportedly knew that the payments were linked to
Sudanese entities and BOC UK’s apparently “reckless”
disregard for US sanctions requirements.
 
OFAC states that the case highlights the importance
of ensuring that know-your-customer (KYC)
information is integrated throughout internal
databases and that potential sanctions concerns are
�agged and escalated.

OFAC press release

OFAC notice

OFAC reaches settlement with Bank of China's
UK branch over apparent sanctions violations

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210826
https://home.treasury.gov/system/files/126/20210826_bankofchina_uk.pdf
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) announced
on 27 August that Romania-based
First Bank SA and its US parent
company JC Flowers & Co have
agreed to remit $862,318 to settle
potential liability for purported
breaches of the Iranian
Transactions Sanctions
Regulations (ITSR) and the Syrian
Sanctions Regulation (SYSR).

The bank failed to
adequately assess
and mitigate the
risk of indirectly
exporting �nancial
services through US
banks, as well as
the risk of engaging
in business with a
sanctioned
jurisdiction, whilst
being majority-
owned by a US
company

According to OFAC, following a red
�ag identi�ed by the National Bank
of Romania (BNR), First Bank

conducted a review of its
operations in 2019 for the
preceding �ve years with respect to
a US dollar transaction linked to a
shipment of timber to Syria.
 
Subsequently, the bank self-
disclosed its �ndings to OFAC
which included alleged violations
relating to: (1) processing 34 US
dollar payments totalling $991,246
through US banks for individuals or
entities located in Iran from March
2016 to December 2018; (2)
processing 36 US dollar payments
worth $1,061,104 for individuals
and entities located in Syria from
July 2016 to December 2018; and
(3) processing euro denominated
payments to Iran via a foreign
subsidiary of a US company,
following the acquisition of its
majority ownership by JC Flowers
in June 2018. As part of the last
apparent violation, OFAC notes that
First Bank processed 28 euro
denominated payments totalling
$1,536,840 with no applicable
authorisation or exemption,
knowing that the transactions
involved Iranian parties.
 
OFAC highlights that the cause of
the apparent breaches was First
Bank’s lack of understanding of the
scope of US sanctions regulations
applicable to �nancial institutions
that are not physically present in

the US. Speci�cally, the bank failed
to adequately assess and mitigate
the risk of indirectly exporting
�nancial services through US
banks, as well as the risk of
engaging in business with a
comprehensively sanctioned
jurisdiction such as Iran or Syria,
whilst being majority-owned by a
US company.
 
In determining the applicable
monetary penalty, OFAC took into
account that the violations were
voluntarily self-disclosed and non-
egregious. Furthermore, according
to the enforcement release, First
Bank and JC Flowers implemented
measures to remediate the failings,
which includes: (1) ceasing the
bank's engagement with
customers involved in the
transactions that were the subject
of the apparent violations; (2)
improving the bank's screening tool
for potential sanctions violations,
including by doubling
the compliance staff overseeing
sanctions; and (3) implementing
enhanced due diligence
procedures to identify
more effectively potential
sanctions-related risks.

OFAC notice

Enforcement release

Romania-based First Bank and JC Flowers settle
apparent sanctions violations with OFAC

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210827
https://home.treasury.gov/system/files/126/20210827_firstbank_flowers.pdf
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The Reserve Bank of New Zealand (RBNZ) issued a
warning to Westpac Banking Corporation’s (WBC)
branch in New Zealand on 11 August over purported
transaction reporting failures under the Anti-Money
Laundering and Countering Financing of Terrorism
(AML/CFT) Act 2009.
 
The warning notes that Westpac New Zealand
Limited, part of the designated business group in New
Zealand, self-reported the purported violations in
March 2019. According to the RBNZ warning, WBC’s
transaction reporting systems were not programmed
to effectively screen for all transactions that require
reporting under New Zealand law, which states that all
foreign transactions over $1,000 must be reported.
The RBNZ claims that between July 2018 and
February 2019, nearly 8,000 international business
transactions went unreported by the bank.
 
The RBNZ has issued required compliance actions to
WBC in its warning, including an obligation to review
its AML/CFT programme procedures, policies, and
controls, identify compliance gaps, and ensure the
programme’s ability to carry out necessary transaction

reporting. Furthermore, Westpac’s review must ensure
that all relevant international transactions are detected
and reported, while also ensuring reports are properly
formatted pursuant to the 2016 AML/CFT Act and
regulations. Continued non-compliance by the bank
may result in civil penalties.
 
A Westpac New Zealand spokesperson reportedly
informed Reuters in a written statement that the
reporting failures were caused by an inadvertent
system error that has since been corrected and was
proactively disclosed.
 
The central bank has recently completed a survey of
the country’s correspondent banking, transaction
monitoring, and transaction reporting, which follows
the 2019 Australian Transaction Reports and Analysis
Centre (AUSTRAC) probe into Westpac over similar
failures to report suspicious and otherwise prescribed
transactions. AUSTRAC’s probe resulted in a $1.3
billion penalty agreement with Westpac in 2020.
 
The New Zealand survey did not �nd similar reporting
or control issues at other banks, and Westpac’s other
procedures and controls were found to be
satisfactory. The nationwide survey will be followed by
an on-site inspection programme.

RBNZ press release

RBNZ warning

Survey report

AUSTRAC Westpac penalty agreement

Reserve Bank of New Zealand issues warning to
Westpac over AML/CFT reporting failures

https://www.rbnz.govt.nz/news/2021/08/formal-amlcft-warning-issued-to-westpac-banking-corporation
https://www.rbnz.govt.nz/regulation-and-supervision/industry-notices/westpac-banking-corporation-receives-warning
https://www.rbnz.govt.nz/-/media/ReserveBank/Files/regulation-and-supervision/anti-money-laundering/guidance-and-publications/AMLCFT-PTR-Survey-Report.pdf?revision=6e062934-9e60-46df-a8c4-c55cf9835f96&la=en
https://www.austrac.gov.au/news-and-media/media-release/austrac-and-westpac-agree-penalty
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The UK’s Serious Fraud O�ce
(SFO) announced on 9 August
that it is investigating “suspected
fraud and money laundering” by
UK property developer and
entrepreneur Gavin Woodhouse
and individuals and companies
associated with him.
 
The investigation focuses on
investments offered in care homes
and hotels between 2013 and
2019, the SFO states. The agency

has asked UK-based investors into
the suspected fraudulent schemes
to complete a questionnaire by 30
September 2021.
 
The questionnaire seeks “detailed
questions about the investment”
and the investor involved. The
information provided “will help us
to establish the circumstances of
the investments offered, to identify
and pursue new information, and

to progress the investigation as
quickly as possible”, it explains.

  
The SFO press release adds that it
is “committed to supporting
victims” and invites investors who
believe they have been a victim of
Woodhouse to check the SFO
website for updates and
information on support services.

SFO press release

The now-shuttered Pilatus Bank
was �ned €4.9 million on 31
August by the Maltese authorities
for anti-money laundering/
counter the �nancing of terrorism
(AML/CFT) failings.
 
Malta’s Financial Intelligence
Analysis Unit (FIAU) states that it
had “very serious and systemic
concerns with respect to the
Bank’s ability to implement
measures aimed at satisfying its
AML/CFT legal obligations and in
safeguarding its operations and the
jurisdictions from possible ML/FT
threats”. The FIAU remarks that the
bank showed a “lax approach”
towards its due diligence
obligations. It adds that it “could

not in any way ignore the Bank’s
direct or indirect exposure to a
series of connections with �gures
from the Caucasus region
considered to present extreme
risks of money laundering”.
 
The agency states it identi�ed
failures when it came to the bank’s
obligations in nearly 97 percent of
the customer �les it reviewed.
 
The FIAU states that the bank’s
“total disregard towards necessary
anti-money laundering and
terrorism �nancing safeguards, led
it to allow millions to pass through
the Maltese economy without any
considerations of possible money-
laundering taking place”. It added

that the bank relied heavily on
“generic information” provided by
its customers when carrying out
due diligence.
 
One example provided by the FIAU
was the bank’s failure to obtain the
necessary documentary evidence
to substantiate the source of
wealth of a customer, “particularly
in view of his wealth estimated to
be in the region of €100 million”. In
another instance the bank failed to
query a “substantial discrepancy”
between an estimated turnover of
€10 million and a management
account identifying a total income
of around €190,000.

Malta FIAU administrative notice

UK announces probe into Gavin Woodhouse

Malta �nes Pilatus Bank €4.9 million over
serious anti-money laundering failures

https://www.sfo.gov.uk/2021/08/09/sfo-announces-investigation-into-gavin-woodhouse-and-associates/
https://fiaumalta.org/wp-content/uploads/2021/08/31-August-2021-Administrative-Measure-Publication-Notice-Pilatus-Bank-Plc.pdf
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A New Zealand court �ned TSB
Bank Limited $3.5 million (£1.8
million) on 31 August for
violations of the Anti-Money
Laundering and Countering
Financing of Terrorism Act 2009
(AML/CFT), with the Reserve
Bank of New Zealand (RBNZ)
welcoming the decision in an
accompanying press release.
 
The RBNZ �led a claim in May with
the High Court at Wellington
accompanied by an agreed upon
statement of facts between TSB
and the central bank including a
joint agreement over the proposed
civil penalty, with the court ruling
TSB must pay the �ne for four
categories of non-compliance.

TSB acknowledged that it lacked
necessary and effective
compliance management and
monitoring controls in relation to
New Zealand’s AML/CFT
programme and failed to review or
maintain that programme.
Furthermore, the bank failed to
carry out a risk assessment on its
real estate business and did not
consider certain potentially risky
countries with which it conducted
business in the context of its 2017
risk assessment.

  
RBNZ Deputy Governor and
General Manager of Financial
Stability Geoff Bascand is cited in
the central bank’s press release as
noting that the proceedings
re�ected non-compliance that

continued despite a 2016 warning
to the bank, adding that TSB has
since launched a remediation
programme. The High Court writes
that continued non-compliance
following the 2016 warning
constituted an aggravating factor
and notes that TSB cooperated
fully with the central bank and that
RBNZ has indicated satisfaction
with the bank’s progress.
 
The ruling also provides guidance
on where discounts can be granted
when violations are acknowledged
by the �nancial institution.

High Court judgment

RBNZ press release

Malta’s Financial Intelligence
Analysis Unit (FIAU) imposed on
20 August a €18,000
administrative penalty on an
unnamed credit institution for
breaches of Article 30C of the
Prevention of Money Laundering
Act (PMLA) and Section 5.9 of the
Implementing Procedures (IPs) on
the monitoring of transactions
suspected of being related to
money laundering (ML) and
terrorist �nancing (TF).
 

According to the notice, on 19
February, the FIAU ordered the
�nancial institution to inform the
regulator of any requests received
for transactions and banking
operations exceeding €10,000 in
relation to natural and legal
persons. The bank failed to inform
the regulator about processing
three transactions.
 
The notice identi�es failures in
demonstrating that the �nancial
institution ensured that its staff is

informed about the consequences
of non-compliance with the FIAU’s
monitoring orders. The regulator
added that the bank was expected
to ensure that it had the necessary 
resources to comply with
monitoring orders.
 
In addition to the administrative
penalty, the credit institution
is required to report to the FIAU on
its remedial actions.

Malta FIAU notice

New Zealand court �nes TSB Bank over AML

Malta �nes credit institution for AML failings

https://www.rbnz.govt.nz/-/media/ReserveBank/Files/News/2021/Reserve-Bank-of-New-Zealand-v-TSB-Bank-Limited.pdf?revision=93845563-6422-4f24-acce-0ce4f7da2d54&la=en
https://mailchi.mp/rbnz.govt.nz/media-release-reserve-bank-welcomes-high-court-decision-penalising-tsb-bank-for-amlcft-act-breaches-13801121?e=9a8a8a307a
https://fiaumalta.org/wp-content/uploads/2021/08/Publication-Notice-24082021-1.pdf
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The US Department of State
announced on 9 August that it has
entered an administrative
settlement with Keysight
Technologies Inc, resolving
alleged violations of the Arms
Export Control Act (AECA) and the
International Tra�c in Arms
Regulations (ITAR). Under the
terms of the 36-month
agreement, Keysight will pay a
civil penalty of $6.6 million.

US prosecutors
allege that, between
2015 and 2018,
Keysight exported
software for testing
radar equipment on
�xed or mobile
phones without
being granted the
necessary licences

The settlement was reached
following an “extensive compliance
review” by the O�ce of Defense
Trade Controls Compliance in the
Department of State’s Bureau of
Political-Military Affairs.
 

US prosecutors allege that,
between 2015 and 2018, Keysight
exported software for testing radar
equipment on �xed or mobile
phones to Australia, Canada, Czech
Republic, France, Germany, India,
Israel, Japan, China, Russia,
Singapore, South Korea, Spain,
Switzerland, Taiwan, Turkey and
the UK, without being granted the
necessary licences.
 
The company will not be
administratively disbarred, due to
its cooperation with the
Department of State. According to
the Department of State, Keysight
disclosed the alleged AECA and
ITAR violations. However, the
Department “�rst alerted Keysight
of misclassi�cation concerns and
advised Keysight to obtain proper
classi�cation for the software
through a Commodity Jurisdiction
request, which led to the discovery
of the violations”.
 
According to the Department of
State, Keysight cooperated with a
review, including submitting one
disclosure that acknowledged the
charged conduct, implemented
remedial measures, and signed a
statute of limitations agreement
tolling the statutory period.

The agreement addresses alleged
unauthorised exports of technical
data and software used for testing
radar equipment on �xed or mobile
platforms. According to a press
release published by the
Department of State, the
settlement “demonstrates the
Department’s role in strengthening
US industry by protecting technical
data from unauthorized exports”,
and “highlights the importance of
obtaining appropriate authorisation
from the Department for exporting
software as well as determining
proper export jurisdiction”.

  
The Department agreed to
suspend $2.5 million of the total
amount on the condition that the
funds will be used for remedial
compliance measures under the
agreement. The company is
required to hire an outside
compliance o�cer for a two-year
term and conduct an external audit
of its compliance programme.

US Department of State release

Proposed charging letter

Consent agreement

Order

US Department of State agrees $6.6 million
settlement with Keysight Technologies

https://www.state.gov/u-s-department-of-state-concludes-6-6-million-settlement-of-alleged-export-violations-by-keysight-technologies-inc/
https://www.pmddtc.state.gov/sys_attachment.do?sysparm_referring_url=tear_off&view=true&sys_id=84eb00e51b35b0d0c6c3866ae54bcb17
https://www.pmddtc.state.gov/sys_attachment.do?sysparm_referring_url=tear_off&view=true&sys_id=98ebc0e51b35b0d0c6c3866ae54bcb80
https://www.pmddtc.state.gov/sys_attachment.do?sysparm_referring_url=tear_off&view=true&sys_id=d1ebc0e51b35b0d0c6c3866ae54bcb83
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The US Commodity Futures
Trading Commission (CFTC) and
the Financial Crimes Enforcement
Network (FinCEN) announced on
10 August a global settlement
comprising the assessment of a
$100 million civil monetary
penalty and consent order against
�ve companies charged with
operating the BitMEX crypto
derivatives trading platform.

As a result of the
shortcomings,
BitMEX conducted
at least $209
million worth of
transactions with
known darknet
markets or
unregistered MSBs,
and allowed
transactions
"involving high-risk
jurisdictions and
alleged fraud
schemes"

The �ve entities operating as the
integrated, common enterprise
BitMEX are HDR Global Trading

Limited, 100x Holdings Limited,
ABS Global Trading Limited, Shine
Effort Inc Limited, and HDR Global
Services (Bermuda) Limited.
 
The consent order approved by the
US District Court for the Southern
District of New York follows an
enforcement investigation by the
CFTC launched on 1 October 2020
against the �ve companies and
their founders – Arthur Hayes,
Benjamin Delo, and Samuel Reed.
In its complaint, the CFTC alleges
that BitMEX and the co-founders
operated the exchange from the US
for at least six years and unlawfully
accepted orders and funds from
US investors to trade
cryptocurrencies without the
required registration.
 
The consent order �nds that
BitMEX violated the Commodity
Exchange Act (CEA) by operating
as a Futures Commission
Merchant (FCM) without prior
CFTC authorisation, as well as by
operating a facility to trade or
process swaps without being
approved as a Designated Contract
Market (DCM) or a Swap Execution
Facility (SEF). The order highlights
that, from approximately 2014
through to 2020, BitMEX offered
US persons leveraged and
unlicensed crypto products, whilst
the �rm’s oversight systems were

inadequate and lacked effective
know-your-customer (KYC) and
anti-money laundering (AML)
programmes and procedures.
 
As a result of the alleged KYC
shortcomings, according to the
assessment of the civil money
penalty, during the period, BitMEX
“conducted at least $209 million
worth of transactions with known
darknet markets or unregistered
money services businesses
providing mixing services", allowed
transactions "involving high-risk
jurisdictions and alleged fraud
schemes", and failed to �le
suspicious activity reports (SARs)
relating to "at least 588 speci�c
suspicious transactions”.
 
The CFTC notes that investigations
into the three co-founders are
ongoing, and that they are not part
of the settlement. It underlines that
BitMEX has ceased all marketing
and trading operations in the US as
of 30 June. The order recognises
that BitMEX has implemented
remedial measures, including
developing an AML and user
veri�cation programme.

CFTC press release

FinCEN press release

Assessment of civil money pen…

BitMEX to pay $100 million to settle accusations
of illegal trading and AML failures

https://www.cftc.gov/PressRoom/PressReleases/8412-21
https://www.fincen.gov/news/news-releases/fincen-announces-100-million-enforcement-action-against-unregistered-futures
https://www.fincen.gov/sites/default/files/enforcement_action/2021-08-10/Assessment_BITMEX_508_FINAL.pdf
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The US Department of
Commerce’s Bureau of Industry
and Security (BIS) announced on
16 August that it has entered into
a $469,060 settlement
agreement, $419,060 of which is
suspended, with California-based
semiconductor supplier Dynatex
International over alleged
violations of the Export
Administration Regulations (EAR).
 
According to the agreement,
between 2015 and 2020, Dynatex
conspired with others to export

semiconductor manufacturing
equipment to China, namely a DTX-
150 MDB scribe and break tool and
associated consumables and
accessories, which are subject to
the EAR, and were valued at
$234,530, without obtaining the
required licence. Dynatex allegedly
transferred the items to Chengdu
GaStone Technology Company
(CGTC) and China Electronics
Technology Group Corporation
55th Research Institute (CETC 55),
purportedly knowing that both
entities were on the BIS Entity List.

The US company reportedly
claimed that it did not understand
the licence requirements applied to
consumables and accessories, and
stated that CCTG was not their
customer but their distributor.
 
Failure to pay the civil penalty in a
timely and full manner may entail a
denial of Dynatex’s US export
privileges under the EAR for a
period of one year.

US BIS order

JPMorgan Chase Bank N.A.
agreed to pay a €25 million �ne
on 26 August to settle tax evasion
complicity charges brought by the
French national �nancial
prosecutor’s o�ce (PNF) in
connection with the restructuring
of French investment company
Wendel SA. The Paris Tribunal
reportedly approved the
agreement on 2 September.
 
French prosecutors �led in 2012 a
complaint against 14 Wendel
executives and one lawyer, alleging
that they committed tax evasion by
minimising capital gains tax, in
violation of former Article 150-B of

the French Tax Code. The Wendel
executives purportedly committed
the acts during a series of complex
transactions involving several
entities including SAS Compangnie
de Solfur, SA Solfur, and
Compagnie de l’Audon. JPMorgan
was accused of complicity for
providing �nancing for the
acquisition of Solfur without
offering any tax or judicial advice.
 
JPMorgan has not admitted guilt,
according to the Financial Times.
In establishing the terms of the
agreement, the PNF considered
JPMorgan’s cooperation during the
investigation, its limited role in the

scheme, and the fact that the
alleged acts are isolated and old.
 
In its latest annual report,
JPMorgan states that several
managers have commenced
separate proceedings against the
�rm. Concurrently, Le Monde
reports that proceedings will
continue in France next year
in relation to 15 individuals.

PNF settlement agreement (in …

Le Monde article (2 September,…

Financial Times article (2 Sept…

JPMorgan annual report

US BIS reaches settlement with Dynatex over
alleged export control violations

JPMorgan Paris branch settles tax fraud charge

https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1323-e2676/file
https://www.tribunal-de-paris.justice.fr/sites/default/files/2021-09/CJIP%20JPMORGAN_26%20ao%C3%BBt%202021.pdf
https://www.lemonde.fr/economie/article/2021/09/02/fraude-fiscale-jpmorgan-chase-accepte-de-payer-25-millions-d-euros-d-amende-pour-mettre-fin-aux-poursuites_6093147_3234.html
https://www.ft.com/content/0b845a1c-0b73-400f-93c5-b3d3d08ffe08
https://www.jpmorganchase.com/content/dam/jpmc/jpmorgan-chase-and-co/investor-relations/documents/annualreport-2020.pdf
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The Swedish Gaming Inspectorate
(Spelinspektionen, SGI) announced on 25 August
that it has issued two warnings and imposed SEK
31.5 million (£2.6 million) in �nes against online
gambling company Mr Green Limited for “serious”
anti-money laundering and counter terrorism
�nancing (AML/CFT) breaches. The online gambling
operator allegedly failed to comply with its know-
your-customer (KYC) obligations, as well as to take
su�cient measures to protect customers from
excessive gambling harm.
 
The regulator conducted an assessment of 15
customer accounts for the period between 1 January
2019 and 1 June 2020 and found that Mr Green’s
customer knowledge was “insu�cient” and that the
company had not taken indepth customer awareness
measures with the aim of assessing money
laundering risk exposure.
 
SGI concluded that some clients had been involved in
criminal activities, including drugs or weapons
offences, and were able to make large deposits with
the intention of laundering the money before the

company checked the origin of the funds. Moreover, in
�ve cases, Mr Green adopted customer awareness
measures retrospectively, only after SGI requested
further information about the customers.
 
Despite large deposits made by several customers,
including one customer who made deposits totalling
SEK 39.9 million (£3.36 million), and several others
who declared income which did not cover their
gambling losses, Mr Green failed to investigate
potential suspicions when its clients stopped using
the operator’s services or after their accounts had
been closed. SGI states that the company had
suspicions of money laundering linked to some of its
customers, which was demonstrated by several
reports �led with the Financial Police, however
“su�cient customer knowledge to be able to handle
the risk of ML has not been achieved”.
 
In response to the regulator's action, Mr Green states
that it has enhanced its AML/CFT mechanisms and
implemented a more effective case management
system which assists staff in conducting customer
risk assessments. The company adds that it has
increased the number of investigations and has
created a new warning signal system designed to �ag
customers who make large deposits over a 24-hour
period. Additionally, Mr Green has introduced access
restrictions for customers that fail to respond to
contact attempts from the company, when suspicions
relating to illicit activities arise.

SGI press release (in Swedish)

SGI decision (in Swedish)

Swedish gambling regulator �nes online
operator Mr Green for AML/CFT failings

https://www.spelinspektionen.se/press/nyhetsarkiv/mr-green-limited-far-varningar-och-sanktionsavgifter-for-brister-i-arbetet-mot-penningtvatt-och-finansiering-av-terrorism-samt-brister-i-omsorgsplikten/
https://www.spelinspektionen.se/globalassets/dokument/ovriga-dokument/beslut/varning---anmarkning/mr-green---varning-och-sanktionsavgift-brister-i-arbetet-mot-penningtvatt-och-finansiering-av-terrorism-samt-brister-i-omsorgsplikten-2021-08-23.pdf
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The UK Serious Fraud O�ce
(SFO) announced on 17 August
charges against �ve individuals
for bribery and money laundering
regarding UK construction sector
bribes allegedly made to secure
contracts, with all �ve appearing
the same day in Southwark Crown
Court to face charges. The
regulator, which launched the
investigation in February 2017,
has charged two former senior
executives, two alleged recipients,
and one of their relatives for
laundering the suspected bribes.
 

Former executives Robb Simms
Davies and Nigel Wilson are
accused of engaging in the bribery
scheme between 2014 and 2016
and charged with four bribery
counts and two money laundering
counts. The suspected recipients
are Trevor Wright and Roger
Dewhirst, while Dawn Dewhirst
faces two money laundering
counts. Their trial is due to begin
on 12 September 2022.
 
According to the Competition and
Markets Authority (CMA), Simms
Davies was formerly the director of

Bluu Solutions Ltd, Bluuco Ltd, and
Tetris Projects Ltd, with the former
two �rms acquired by Jones Lang
LaSalle Incorporated in 2015,
during the time the alleged
offences purportedly occurred. The
CMA disquali�ed Simms Davies in
May 2019 from acting as director
of any UK �rm for �ve years.

SFO press release

CMA press release (May 2019)

The UK Greater Manchester
Police’s (GMP) Economic Crime
Unit announced on 11 August the
seizure of approximately $22.25
million worth of cryptocurrencies,
following an investigation which
led to the discovery of USB sticks
containing “huge amounts” of
Ethereum.
 
According to GMP, victims from the
UK, US, China, Australia, Hong
Kong and European countries
invested their funds in a fake
savings and trading service which

they thought was using Binance
Smart Chain, a platform which
keeps records of cryptocurrency
transactions, con�rming their value
and movement. After a large
amount of money had been
deposited by victims, the
scammers who operated the
service closed down the website
and transferred the funds to their
personal accounts.
 
GMP stated that $9.5 million of
stolen Ethereum has been
discovered after recovering an

encrypted USB stick, and another
$12.7 million of other unnamed
cryptocurrencies have been found
“after locating a Cryptograph safety
deposit box”. Two unnamed
suspects are currently under
investigation for fraud and money
laundering. GMP announced that it
has recently allocated more funds
to its economic and cybercrime
units in order to tackle cases of
digital and online fraud.

Greater Manchester Police pre…

UK SFO charges �ve with bribery and laundering

UK Greater Manchester Police seize $22.25
million worth of cryptocurrencies

https://www.sfo.gov.uk/2021/08/17/serious-fraud-office-charges-five-persons-with-bribery-and-money-laundering/
https://www.gov.uk/cma-cases/design-construction-and-fit-out-services-director-disqualification
https://www.gmp.police.uk/news/greater-manchester/news/news/2021/august/millions-waiting-to-be-claimed-by-rightful-owners-as-gmp-rumble-international-crypto-currency-scam?__cf_chl_captcha_tk__=pmd_bd59e9ff9bbae1bfdf0b42d4e22ea4fc67688ec4-1629096251-0-gqNtZGzNA6KjcnBszQh6
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The US Securities and Exchange Commission (SEC)
charged three former engineers at streaming
company Net�ix Inc and two of their alleged
associates with insider trading on 18 August. The
SEC purports that the individuals gained over $3
million in illicit revenues by using information
related to the growth of Net�ix’s subscriber base.
 
According to documents �led in the US District Court
for the Western District of Washington, former Net�ix
engineer Sung Mo "Jay" Jun presented his brother
Joon Mo Jun and close friend Junwoo Chon with non-
public information in 2016 and 2017. Song Mo Jun
allegedly joined the other two in trading after leaving
the company, being purportedly responsible for
obtaining insider knowledge from former Net�ix
employee Ayden Lee.
 
The relationship allegedly enabled Sung Mo Jun, Joon
Jun and Chon to trade shares of the company ahead
of Net�ix publishing its quarterly reports from June
2017 to July 2019. Additionally, Joon Jun allegedly
bene�tted from tips from another software and data
engineer, Jae Hyeon Bae, ahead of the July 2019

�nancial results announcement. The SEC has charged
the �ve individuals with violating Section 10(b) of the
Securities Exchange Act of 1934 and Rule 10b-5.
 
According to the SEC press release, Bae consented to
the entry of a �nal judgment which, if approved by the
court, would enjoin him from violating the act and
impose a civil penalty of $72,875. The other four
defendants reportedly consented to the entry of
judgments, also subject to court approval, which
would bring about injunctions and possible civil
penalties. Concomitantly, the SEC �led a criminal
information against Sung Mo Jun, Joon Jun, Chon,
and Lee. Sung Mo Jun has agreed to a prohibition
from holding positions as an o�cer and director.
 
In a related criminal matter, Sung Mo Jun and Joon
Jun pleaded guilty to insider trading on 30 August, the
US Department of Justice (DOJ) announced in a press
release. According to the DOJ, Sun Mo Jun is allegedly
responsible for $1,170,905 in illicit gains, while the
insider trading associated with his brother
purportedly amounts to $1,106,208.
 
Chon also pleaded guilty on 18 August.

SEC press release

SEC civil complaint

DOJ press release (30 August 2021)

DOJ press release (18 August 2021)

US SEC charges former Net�ix engineers and
associates over insider trading scheme

https://www.sec.gov/news/press-release/2021-158
https://www.sec.gov/litigation/complaints/2021/comp-pr2021-158.pdf
https://www.justice.gov/usao-wdwa/pr/former-netflix-engineer-pleads-guilty-insider-trading
https://www.justice.gov/usao-wdwa/pr/bellevue-man-pleads-guilty-profiting-inside-information-netflix-securities-trades
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The US Department of Justice (DOJ) announced on
3 August that Bermuda-based bank N.T. Butter�eld
& Son Limited has entered into a non-prosecution
agreement (NPA) with US prosecutors and agreed to
pay $5.6 million for assisting hundreds of US
citizens evade taxes by maintaining undeclared
foreign bank accounts at Butter�eld.

In multiple instances,
customers deposited signi�cant
funds into accounts
outweighing the likely explained
purpose for business use, with
the bank failing to require that
customers submit satisfactory
documentation or evidence of
US tax compliance

As part of the NPA, Butter�eld admits to holding
accounts for 386 US clients between 2001 and 2013,
allowing the US account holders to evade $704,000 in
unpaid taxes, which the bank has agreed to pay back
to the Internal Revenue Service. An additional $4.9

million in fees and pro�ts the bank earned in
connection with the tax evasion is also to be forfeited.
 
According to the NPA, the bank held $433 million in US
taxpayer client assets at the end of the period in
question. It states that Butter�eld knew or should have
known that its accounts and assistance to US
taxpayers was being used to facilitate tax evasion,
with many of the accounts held by sham entities with
no legitimate purpose. The DOJ press release explains
that Butter�eld ignored multiple red �ags that
indicated likely tax evasion.
 
According to the US, during the reporting period, the
bank did not follow long-standing Bermudian practice
of requiring that potential customers demonstrate a
connection to the island prior to opening or
maintaining an account. In multiple instances,
customers deposited signi�cant funds into accounts
outweighing the likely explained purpose for business
use, with the bank failing to require that customers
submit satisfactory documentation or evidence of US
tax compliance.
 
The NPA is based on what the US describes as
Butter�eld’s “extraordinary cooperation” during the
investigation, including its actions to provide 386
unredacted client �les relating to non-compliant US
taxpayers. The NPA also recognises the
implementation by the bank of a series of remedial
measures. Butter�eld is required to continue
cooperating with the United States for at least three
years from the date of the NPA.

DOJ press release

NPA

Bermuda bank agrees non-prosecution
agreement to resolve US criminal tax probe

https://www.justice.gov/usao-sdny/pr/manhattan-us-attorney-announces-agreement-bermudian-bank-resolve-criminal-tax
https://www.justice.gov/usao-sdny/press-release/file/1420806/download
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The US Department of Justice
(DOJ) announced on 4 August
that it has charged South Florida
resident Naman Wakil with money
laundering and bribing
Venezuelan o�cials to secure
lucrative contracts with state-
owned companies Petróleos de
Venezuela S.A. (PDVSA) and
Corporación de Abastecimiento y
Servicios Agrícola (CASA).
 
According to prosecutors, between
2010 and 2017, Wakil conspired

with others to bribe CASA o�cials
and other representatives of joint
ventures between PDVSA and
other foreign companies. The
bribes were purportedly intended
to secure contracts to sell food to
CASA and do business with the
energy company. The contracts are
estimated to be worth more than
$280 million, with some purported
to have been “highly” in�ated.
 
Additionally, the defendant
allegedly laundered money related

to the bribery scheme to and from
US bank accounts by purchasing
10 apartments, a plane worth $3.5
million, and a yacht worth $1.5
million. Meanwhile, Wakil is
believed to have used part of the
funds to bribe Venezuelan o�cials.
 
The indictment is currently sealed.
A pretrial detention hearing was
scheduled for 6 August.

DOJ press release

The World Bank announced on 18
August that it has issued a two-
and-a-half year debarment
against Vietnamese construction
company Newstech Trading and
Investment Construction Joint
Stock Company, for fraudulent
practices in connection with the
Vinh Phuc Flood Risk and Water
Management Project in Vietnam. 
 
According to the World Bank,
Newstech misrepresented its
previous experience and submitted
false documentation on the

quali�cations of key experts in its
bid for a contract �nanced by the
project. During the 30-month
debarment, the company is
ineligible to participate in projects
and operations �nanced by World
Bank Group institutions.
 
As part of the settlement,
Newstech has agreed to meet
certain corporate compliance
conditions, as well as to establish
and implement an integrity
compliance programme in line with
the World Bank Group Integrity

Compliance Guidelines.
Additionally, the company has
committed to cooperating with the
group’s Integrity Vice Presidency.
The debarment period was
reduced due to the company’s
cooperation and commitment to
remedial actions.
 
The debarment quali�es for cross-
debarment by other multilateral
development banks.

World Bank press release

US charges businessman for bribing Venezuelan
o�cials in exchange for lucrative contracts

World Bank Group debars Newstech Trading and
Investment Construction Joint Stock Company

https://www.justice.gov/usao-sdfl/pr/coconut-grove-resident-charged-multi-million-dollar-venezuelan-bribery-and-money
https://www.worldbank.org/en/news/press-release/2021/08/18/world-bank-group-debars-newstech-trading-and-investment-construction-joint-stock-company
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A US Department of Homeland
Security special agent stated in a
court document dated 16 August
that Thailand-based construction
company Tipco Asphalt plc acts
as a “third-party money
launderer” for Venezuelan state-
owned oil company Petróleos de
Venezuela SA (PDVSA) to avoid
targeted �nancial sanctions.

To avoid detection,
PDVSA purportedly
made use of its
business
relationship with
Tipco, a company
that regularly
imported crude oil
from Venezuela,
with the Thai
manufacturer
allegedly paying the
oil company’s debts

The mechanism is described in a
complaint �led in the Southern
District of Florida against a Miami
businessman accused of money
laundering and violating the
International Emergency Economic

Powers Act. Tipco is not a
defendant in the case and issued a
statement on 19 August stating
that it voluntarily halted all crude oil
procurement from PDVSA in
November 2020 at the request of
the US Department of State.
 
Jorge Nobrega acts as CEO of
transportation equipment �rm
Achabal Technologies Inc and
controls its Venezuelan branch,
Achabal Tecnologia SA.
Prosecutors allege that, starting
February 2019, Nobrega conspired
with o�cials in Venezuela to repair
Russian-made Sukhoi SU-30
combat aircraft in the Venezuelan
military’s possession. Nobrega’s
company purportedly replaced an
explosion suppressant foam, thus
allowing the military to avoid
sending the aircraft to Russia for
repairs. The businessman allegedly
entered this contract without
obtaining a licence from the US
Treasury’s O�ce of Foreign Assets
Control (OFAC). He was arrested
on 15 August.
 
To avoid detection, PDVSA
purportedly made use of its
business relationship with Tipco, a
company that regularly imported
crude oil from Venezuela, with the
Thai manufacturer allegedly paying
the oil company’s debts. An

October 2020 investigation
by Associated Press reportedly
revealed that Tipco ful�lled
�nancial obligations for PDVSA and
deducted sums from what it owed,
and obtained discounts on oil.
 
In September 2020, Tipco
announced that it was winding
down oil procurement from
Venezuela following a US warning
that it could become a sanctions
target. On 23 November, the
company announced that it had
completed the wind-down process.
 
Associated Press reported on 18
August that documents it obtained
show that Tipco paid Achabal over
$3.6 million, while two other US-
based companies received $4.1
million in a similar manner. Last
year, the company reportedly
informed the media outlet that
third-party payments referencing
PDVSA “strictly corresponded” to
Tipco’s oil purchases.

Tipco press release (19 August…

AP article (18 August 2021)

AP article (8 October 2020)

TIpco press release (23 Novem…

TIpco press release (11 Septe…

US sanctions evasion case dubs Thailand’s
Tipco “money launderer” for PDVSA

http://www.tipcoasphalt.com/upload/EN19082021085358-0001_1629339530.70313.pdf
https://apnews.com/article/europe-business-venezuela-caribbean-cd9a543b6b7505455c0f0cad22e7f26a
https://apnews.com/article/miami-asia-financial-markets-thailand-venezuela-33d7090b7a6b28cce840565b55da4785
http://www.tipcoasphalt.com/upload/Notification_completion_of_winddownEng_1606267370.78125.pdf
http://www.tipcoasphalt.com/upload/NotificationtoSET_EngVenezuelafinalv_1600044942.76563.pdf
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The US Department of Justice
(DOJ) announced on 17 August
that automobile manufacturer Fiat
Chrysler Automobiles (FCA) US
LLC has been sentenced before
the US District Court for the
Eastern District of Michigan. The
company pleaded guilty in March
to conspiring to violate the Labor
Management Relations Act by
making over $3.5 million in illegal
payments to o�cers of the UAW.
 
According to the DOJ, between
2009 and 2016, FCA conspired
with several individuals and entities
to “improve their relationship with

UAW leaders”. The illegal payments
were also made in the form of gifts,
including extravagant meals,
parties and rounds of golf, as well
as expensive apparel items, which
were paid for with credit cards
issued by the UAW-Chrysler
National Training Centre, a unit
established to provide training, as
well as health and safety protection
for FCA workers. 
 
Concurrently, FCA executives paid
off the $262,000 home mortgage
of UAW Vice President General
Holie�eld, who also received
hundreds of thousands of dollars

diverted through his alleged
charitable organisation, and
through several companies
controlled by him, which had
contracts with the training centre.

FCA has been ordered to pay a $30
million �ne and will serve a three-
year probation period, as well as be
subject to three years of
monitoring by an independent
corporate compliance supervisor. 

DOJ press release

The Brazilian Public Prosecutor's
O�ce (MPF) announced on 26
August that the Federal Court has
accepted a complaint against two
executives of French company
Doris Engineering SAS, a former
treasurer of the Workers’ Party
(PT), and two individuals linked to
the party. The complaint concerns
their alleged involvement in a
scheme to secure contracts with
state-owned oil company Petróleo
Brasileiro SA (Petrobras).

According to the MPF, the
unnamed executives used a
�nancial operator and the PT
treasurer to bribe a Petrobras
manager to secure contracts worth
more than $200 million for eight
platform vessels. The defendants
allegedly transferred the BRL 3.6
million (£506,855) bribe as
payment for a �ctitious consulting
contract, with part of the funds
transferred to the Petrobras
manager’s Swiss bank account.

  

Concurrently, Doris executives
allegedly transferred BRL 649,000
(£91,337) to the same �nancial
operator, which later sent the
funds to Brazilian company Zaama
LTDA, which was in turn controlled
by the PT linked individuals. 

The MPF reports that both the
�nancial operator and the
former Petrobras manager entered
plea agreements and cooperated.

MPF press release (in Portugu…

Fiat Chrysler Automobiles sentenced for
conspiracy to make payments to UAW o�cials

Brazil charges French engineering executives in
Petrobras bribery scheme

https://www.justice.gov/usao-edmi/pr/fca-us-llc-sentenced-connection-conspiracy-make-illegal-payments-uaw-officials
http://www.mpf.mp.br/pr/sala-de-imprensa/noticias-pr/mpf-denuncia-esquema-fraudulento-em-contratos-de-oito-navios-plataforma-de-mais-de-us-200-milhoes
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The US Securities and Exchange
Commission (SEC) charged on 16
August London-based publishing
and education company Pearson
plc over allegations including
making misleading statements
about a 2018 data breach
involving the theft of student
information and administrator
login credentials. The company
has agreed to pay $1 million to
settle the charges.
 
According to the SEC order,
Pearson offered schools a web-
based software called AIMSweb
1.0 aimed at storing students’
academic performance. The
software was hacked in 2018,
when 11.5 million rows of data
containing student names, dates of
birth and email addresses “had
been accessed and downloaded by
a sophisticated threat actor”.

Following the incident, the
company established an incident
response team and appointed an
independent consultant to
investigate the breach. However, it
failed to disclose in its annual
report �led in July 2019, as well as
in subsequent �lings, that the
incident had occurred.
 
The order further notes that, after a
media outlet contacted Pearson
regarding the data breach, the
company posted a “misleading”
statement on its website noting
that only part of the data had been
accessed and failing to mention
that usernames and passwords of
school personnel had also been
hacked and that millions of rows of
student data were breached.
Following the cyber incident, as
well as after the misleading SEC
�lings and statement, Pearson

“engaged in an ongoing offering of
its ordinary shares under the
company’s employee and
management incentive plans to
Pearson employees”.
 
The SEC notes that the company
agreed to pay $1 million to settle
charges of misleading investors
about its 2018 cyber incident and
for failing to establish adequate
disclosure controls and
procedures. The chief of the SEC
Enforcement Division's Cyber Unit
Kristina Littman stated that in light
of increasing cyber threats,
companies “must provide accurate
information to investors about
material cyber incidents”.

SEC press release

SEC order

The US Securities and Exchange
Commission (SEC) sanctioned on
30 August eight �rms in three
actions for failures in their
cybersecurity policies, which
exposed personal information of
customers and clients.
 

The �rms all agreed to settle the
charges. They include broker
dealer and investment advisor
entities connected to Cetera
Financial Group, Cambridge
Investment Research and KMS
Financial Services. The Cetera
entities will pay a $300,000 penalty,

Cambridge will pay $250,000, and
KMS will pay $200,000.

 

Without admitting or denying the
�ndings, each �rm agreed to cease
and desist from future violations, to
be censured and to pay a penalty.

SEC release

US SEC charges Pearson plc for misleading
investors about cyber breach

US SEC charges �rms for cybersecurity failures

https://www.sec.gov/news/press-release/2021-154
https://www.sec.gov/litigation/admin/2021/33-10963.pdf
https://www.sec.gov/news/press-release/2021-169
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A Scottish Court of Session judge
ruled on 11 August that Delware-
based public advocacy
organisation Avaaz Foundation is
legally entitled to challenge the
Scottish government’s decision
not to seek an unexplained wealth
order (UWO) investigation into
former US president Donald
Trump’s golf course in Scotland.
 
Lord Sandison writes in his ruling
that the foundation has “real
prospects of success” in its legal
claim and rejects the respondent
argument by the Scottish
government that the foundation’s
petition was �led too late to garner

an actionable response. Sandison
also notes that the foundation had
acted reasonably in pursuing its
petition in 2019 prior to resorting to
the courts and cited an apparent
lack of clarity over the Trump
Foundation’s source of funds as
well as the Scottish government's
pursuit of a UWO. 
 
The judge also determined that the
petition was not �led late, �nding
that Scottish ministers did not offer
timely responses to the group’s
correspondence from April 2019
and February 2021 to the three-
month expiration date in May.
 

In a press release responding to
the ruling, the foundation asserts
that the Turnberry acquisition was
“highly suspicious” and cites its
2019 report which found close
association with money laundering
activities and fraudsters. Avaaz
underscores that Scottish
ministers have the legal authority
to apply for a UWO in court, which
would force the former president to
reveal the funding sources under
threat of property con�scation.

Scottish court ruling

Avaaz press release

The US Department of Justice
(DOJ) announced on 24 August
the granting of more than $201
million in forfeited funds
following a petition signed by
world football governing body
FIFA and regional football

associations. The funds, out of
which a �rst tranche of $32.3
million has already been
approved, represent losses in the
media rights corruption case
known as ‘FIFAGate’.
 
The DOJ announced that the funds
were recovered as part of its
enforcement action against former
FIFA, regional, and national football
o�cials accused of receiving
kickbacks and bribes in exchange
for awarding media rights to

football competitions and matches
over several decades. 

  
A FIFA press release states that the
funds will be awarded to the FIFA
Foundation. FIFA President Gianni
Infantino, who is himself the
subject of an ongoing Swiss probe,
highlighted in the statement
that FIFA “fundamentally change[d]
from a toxic organisation”.

DOJ press release

FIFA press release

Scottish court rules in favour of foundation
seeking UWO on Trump golf course

US grants remission of forfeited funds to FIFA

https://www.scotcourts.gov.uk/docs/default-source/cos-general-docs/pdf-docs-for-opinions/2021csoh81.pdf?sfvrsn=fea8149e_1
https://secure.avaaz.org/page/en/media/pressreleases/1018.html
https://www.justice.gov/opa/pr/justice-department-approves-remission-over-32-million-forfeited-funds-victims-fifa-corruption
https://www.fifa.com/about-fifa/organisation/media-releases/us-department-of-justice-awards-fifa-foundation-usd-201-million-compensation
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The US Department of Justice
(DOJ) announced on 23 August
that a federal jury in the Central
District of California has found six
companies guilty of conspiring to
defraud the United States by
avoiding paying approximately
$1.8 billion in customs duties to
in�ate a Chinese company’s
revenues. The case centres
around Chinese aluminium
magnate Zhongtian Liu, chairman
of the publicly traded
manufacturer China Zhongwang
Holdings Ltd, who has yet to
appear in court.

Prosecutors allege that between
2011 and 2014 the Chinese
billionaire controlled two
Californian aluminium companies,
Perfectus Aluminium Inc and
Perfectus Aluminium Acquisitions
LLC, incorporated by an unindicted
close family member. 

  
Additionally, a May 2019
indictment purports that Zhongtian
Liu effectively owned and
controlled four warehousing �rms,
Scuderia Development LLC, 1001
Doubleday LLC, Von Karman –
Main Street LLC, and 10681
Production Avenue LLC. 
 
The federal jury found that the two
Perfectus companies were used to
import 2.2 million aluminium
pallets, deceiving customs
authorities to avoid paying anti-
dumping and countervailing duties.

 
Prosecutors allege that Xiang Chun
Shao managed the Perfectus
companies and acted at the
direction of Zhongtian Liu, who
purportedly sought to in�ate the
value of his company by giving the
appearance to investors that there
was consistent demand for
aluminium products in the US. Also
named in the indictment is Chinese
national Zhaohua Chen. According
to the indictment, the defendants
purportedly laundered hundreds of
millions of dollars through shell
companies to the aluminium �rms,
with the funds �nally transferred to
Zhongwang Holdings.

DOJ press release

Former traders Edward Bases and
John Pacilio, who were charged in
2018 for participating in
fraudulent trading in precious
metals futures contracts, were
found guilty of wire fraud on 4
August, according to documents
�led before the US District Court
for the Northern District of

Illinois. According to the Wall
Street Journal, the defendants are
former employees of US-based
Bank of America Corporation.
 
The indictment notes that Bases
and Pacilio engaged in multiple
schemes to manipulate the market
for precious metals futures traded

on the Commodity Exchange Inc
(COMEX), an exchange operated by
the Chicago Mercantile Exchange
Group (CME Inc). 

Complaint

Indictment

WSJ article

Six Californian companies linked to Chinese
billionaire convicted for $1.6bn fraud scheme

Former US traders found guilty of spoo�ng

https://www.justice.gov/usao-cdca/pr/six-southern-california-companies-convicted-scheming-avoid-payment-18-billion-duties
https://www.justice.gov/criminal-vns/page/file/1088671/download
https://www.justice.gov/criminal-vns/page/file/1088666/download
https://www.wsj.com/articles/two-ex-bank-of-america-traders-accused-of-spoofing-found-guilty-11628108362
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REPORTS

The United Nations Panel of
Experts on Mali submitted on 6
August its �nal report to the UN
Security Council (UNSC)
Committee established pursuant
to resolution 2374 (2017), which
notes that Malian armed forces
have been involved in human
rights violations, including
arbitrary arrests and enforced
disappearances, committed in the
context of counter-terrorism
operations in the Mopti region.

The panel
recommends that
Mali considers
additional
designations,
including of
business entities
controlled by
sanctioned
individuals

According to the report, human
rights abuses are also being
conducted in the Gao region, a key
destination for migrants seeking
work in gold mines with increased
criminal activity, including sexual
and gender-based violence, child
exploitation by armed groups and
economic exploitation of boys in
gold mines, as well as abductions
and killings of community leaders
in the Islamic State in Greater
Sahara and Jama’a Nusrat ul-Islam
wa al-Muslimin areas of operation.
 
The paper highlights that between
January 2020 and April 2021, 130
cases of sexual and gender-based
violence were committed in Gao by
a�liates of groups such as
Plateforme, CMFPR-1, CMFPR-2,
Ganda Izo and Ganda Koy.
Moreover, Mali faces challenges
from human tra�cking and
migrant smuggling networks,
which focus mainly on migrants
from West African countries.
 
The Panel of Experts raises
concerns about the transit and re-
export of cigarette brands though
Benin, Burkina Faso, Niger and
Togo and their unlawful
introduction into Mali, and notes
that national customs authorities
fail to take enforcement action
against cigarette tra�cking.

However, the report notes that
during the current mandate of the
panel, Malian authorities have
seized “an unprecedented volume”
of over �ve tonnes of cannabis
resin or hashish which was
intended to be tra�cked through
the country to Libya.
 
Following correspondence with the
Malian government on restrictive
measures imposed by the UNSC
Committee on individuals and
entities designated for actions or
policies that threaten the country’s
peace, security or stability, the
Panel of Experts highlights that
there is no information regarding
violations of the travel ban by
sanctioned individuals which
“demonstrates increased
awareness of and intent to comply
with the sanctions measures”.
 
However, the panel found
discrepancies related to
information provided by the
government and banks concerning
designated individuals’ bank
accounts. The panel
recommends that Mali considers
additional designations, including
of business entities controlled by
sanctioned individuals.

UN Security Council press rele…

Final report

UN Panel of Experts on Mali issue �nal report

https://www.un.org/press/en/2021/sc14595.doc.htm
https://undocs.org/S/2021/714
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The Asia/Paci�c Group on Money
Laundering (APGML) issued on 23
August its yearly typologies
report comprising around 145
money laundering and terrorist
�nancing (ML/TF) case studies,
related research, and a chapter on
risks associated with proliferation
�nancing (PF). APGML also
issued a paper on ML risks
associated with trans-paci�c drug
tra�cking, which is only available
to group members.
 
The APGML discusses the use of
offshore banks and trusts and
international business companies,
cryptocurrency transactions, and
professional services provided by
lawyers, notaries, and accountants.
Additionally, the paper comprises

case studies of trade-based money
laundering (TBML), underground
banking, use of the internet and
new payments methods, use of
real estate agents, and trade in
gems and precious metals.
Meanwhile, the use of nominees,
trusts, family members or third
parties and shell companies, as
well as the abuse of non-pro�t
organisations are also analysed.
 
APGML identi�es the use of
alternative technologies to transfer
funds, e-commerce transactions,
online loans, and crowdfunding as
emerging trends in Fiji and
Indonesia. Furthermore, internet-
related fraud and the use of
offshore and onshore companies

are identi�ed as continuing trends
in China and Malaysia, respectively.
 
In terms of Covid-19 related ML/TF,
analysed case studies suggest an
increase in online scams and fraud
related to personal protective
equipment and pharmaceutical
products, but also the use of fake
charities to receive donations and
pandemic related government
subsidies fraud. Additionally, an
increase in suspicious activity
reports (SARs) related to online
gambling is associated with Covid-
19 quarantine measures. Other
emerging and continuing fraud
trends are analysed separately.

APGML press release on typol…

The City of London Police’s
National Fraud Intelligence
Bureau (NFIB) updated on 31
August its fraud and cybercrime
dashboard comprising �gures
from July 2020 to July 2021.
 
According to the NFIB, reported
losses caused by fraud and
cybercrime have risen to £2.7
billion, with 505,603 reports
submitted during the time period.
Cybercrime purportedly represents
only six percent of reported crime

and individuals aged 20 to 39
represent the primary victims of
fraud and cybercrime.
 
The top reported crimes include
fraud involving online shopping and
auctions, other advance fee fraud,
fraud involving cheques, plastic
cards and online bank accounts,
and other consumer non-
investment fraud. In the cybercrime
category, primary criminal activity
includes hacking, computer viruses
or malware, and extortion.

UK authorities received the largest
number of fraud and cybercrime
reports in March at over
96,000, with the trend reducing in
the following months, down to
35,000 in July. On cybercrime, UK
police received the largest number
of reports in March, with 2,726.
Furthermore, the Metropolitan
Police reportedly received the
largest number of fraud reports in
the country 85,900.

City of London Police dashboard

Regional FATF group issues typologies report

City of London Police latest fraud �gures

http://www.apgml.org/news/details.aspx?n=3172
https://colpolice.maps.arcgis.com/apps/opsdashboard/index.html#/60499304565045b0bce05d2ca7e1e56c
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The UK government published a
24 August paper summarising the
National Fraud Initiative’s (NFI)
activities on its 25th anniversary,
which includes the detection and
prevention of more than £2 billion
worth of fraud and error.
 
Detected illicit activities include the
misappropriation of £800,000 by

an IT manager through two shell
companies and a London Borough
Council recovering 32 social
housing properties from fraudsters
after receiving information on fake
documentation from the NFI.
 
The UK government established
the NFI scheme in 1996 to prevent
and tackle fraud, error, and

underpayment by matching
electronic data within and between
public and private institutions.

 

UK government press release

National Fraud Initiative annive…

US-based think tank Global
Financial Integrity (GFI) published
a report on 2 August, which �nds
that the US real estate market is
being used to launder illicit
proceeds. GFI reports that
gatekeepers have facilitated over
$2.3 billion laundered through the
sector in the past �ve years.
 
The report states that the US is the
only G7 country that does not
require real estate professionals to
comply with anti-money laundering

(AML) laws and regulations and
that 82 percent of money
laundering cases analysed during
the research involved the use of
complex corporate structures to
hide ownership. Meanwhile, more
than 60 percent of analysed cases
involved one or more state not
covered by Geographic Targeting
Orders (GTO), with over 50 percent
of cases linked to politically
exposed persons (PEPs).

  
GFI recommends expanding GTOs
nationwide and requiring real
estate agents to identify the
bene�cial owner of a real estate
purchase in case title agents are
not involved. FinCEN is urged to
issue guidance on real estate
money laundering and PEPs.

The think tank also highlights that
investment advisors should be
required to conduct customer due
diligence on all prospective real
estate investors, with real estate
agents and legal professionals
involved in transactions being
included in the “�nancial
institutions” de�nition under the
Bank Secrecy Act. 
 
GFI stresses that the EB-5 visa
investor programme needs critical
reform related to methods used to
identify the source of funds and
verify investor identities.

 

GFI press release

GFI report

UK government's National Fraud Initiative helps
detect £2 billion worth of fraud and error

GFI report �nds more than $2.3bn laundered
through US real estate sector in last �ve years

https://www.gov.uk/government/news/more-than-2bn-of-taxpayers-money-protected-against-fraud
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1012780/NFI-summer-supplement-2021-FINAL.pdf
https://gfintegrity.org/report/acres-of-money-laundering-why-u-s-real-estate-is-a-kleptocrats-dream/
https://secureservercdn.net/45.40.149.159/34n.8bd.myftpupload.com/wp-content/uploads/2021/08/Acres-of-Money-Laundering-2021.pdf?time=1628772631


aperio-intelligence.com FINANCIAL CRIME DIGEST | AUGUST 2021

26

The Basel Institute on Governance published on 13
August its annual report covering the year 2020. The
group writes that the Covid-19 pandemic intersected
with what it dubs “the pandemic of corruption” last
year, in which corruption levels rose signi�cantly
worldwide, overwhelming resources.

The institute also engaged in a
supervisory role in a plea
bargain in Tanzania as part of
the UK’s �rst deferred
prosecution agreement

The Basel Institute continued long-term technical
assistance programmes in 16 partner countries in
2020, engaging in 280 collective action initiatives. It
additionally undertook six major research projects and
44 working papers, guides, and other publications, and
offered �ve complementary e-learning courses.
 
2020 was also the �nal year of the institute’s
operational strategy on asset recovery, during which
time the International Centre for Asset Recovery team
contributed to �ve freezing orders, 21 con�scation
orders, and 25 convictions in six jurisdictions. It also
offered advice to nine partner nations on 78 cases and
assisted in training 450 anti-corruption o�cials over
the year. The report states the institute worked with
Peru to put in place its non-conviction based forfeiture
system, which has led to the recovery of $8.5 million
in a weapons dealing corruption case.
 
In Africa, the institute aided the development of a new
asset recovery o�ce in Malawi, where it also
supported Malawi’s �rst instance of a non-conviction

based con�scation law and helped develop the
country’s national multi-agency law enforcement
strategy. The Basel Institute also assisted Kenya in
recovering over $100 million over the year,
representing a 300 percent increase from 2019, and
convicting a former member of parliament for
corruption. The institute also engaged in a supervisory
role in a plea bargain in Tanzania as part of the UK’s
�rst deferred prosecution agreement and conducted
research for a pilot behavioural intervention into
corruption in the Tanzanian health sector.
 
The report also notes the institute’s leadership role in
drafting revised anti-corruption strategic guidelines for
the Swiss Agency for Development and Cooperation
and conducting data analysis on Ugandan wildlife
tra�cking to support law enforcement.
 
The Basel Institute states that its outreach continued
despite the pandemic, launching roundtables aimed at
the private sector addressing human rights and anti-
corruption efforts, and engaging with the OECD to
promote the high-level reporting mechanism in �ve
countries. Also in 2020, the group hosted 37 collective
practitioners in peer learning workshops, produced
guidance for SMEs in the UK, offered training to
public agencies in Uzbekistan, and developed a public
enterprise’s anti-corruption action plan in Tanzania.

In the environmental section of its report, the Basel
Institute details �ve research papers it completed in
2020 that address wildlife tra�cking in Uganda, that it
provided �nancial analysis in 27 major cross-border
environmental cases, and assisted six wildlife
agencies on capacity building efforts.

Basel Institute press release

Basel Institute on Governance annual report
records rise in corruption during the pandemic

https://baselgovernance.org/blog/annual-report-2020-fighting-pandemic-corruption
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UK insurance company Aviva plc
published its latest fraud report
on 24 August, noting that
consumers have low trust in
online shopping for �nancial
services, and calling on the British
government to include within the
Online Safety Bill’s scope �nancial
scams promoted by paid adverts.
 
According to Aviva, 53 percent of
surveyed internet users do not
consider that adverts on search
engines are placed by legitimate
�nancial services companies or
providers, with another 56 percent

reporting that they believe that
search engines do not verify the
authenticity of the advertised
product, service, or provider. 
 
Signi�cantly, 87 percent of users
purportedly consider that the
government should ensure that
search engines and social media
sites do not mislead consumers or
promote �nancial scams, with 85
percent stating that search engines
should be held responsible.
 
Aviva found that fraud has surged
during the Covid-19 pandemic, with
42 percent of internet users
reporting that they have been
targeted by a pandemic-related
scam, which represents a 91
percent increase in �nancial scam
reports. The main �nancial

services products targeted by
fraudsters are purportedly
investments, however scams have
also been reported concerning life,
health, and car insurance,
pensions, and annuity products
and services.
 
Since May 2020, Aviva states it has
investigated over 1,300 incidents of
fraud, with car insurance
application fraud, growing last year
by 34 percent. Meanwhile, 36
percent of young people have
purportedly been contacted by a
ghost broker claiming to offer
cheaper insurance.

Aviva press release

Aviva report

The UK Gambling Commission
published on 19 August its 2020-
21 annual report and accounts,
which provides details of the
regulator’s activities and
enforcement action from 1 April
2020 to 31 March 2021.
 
The Commission highlights that in
the past �nancial year it secured
£32.1 million in �nes and

regulatory settlements involving 15
gambling operators over failings
concerning anti-money laundering
(AML), social responsibility and
customer interaction issues.
 
According to the report, the
Commission’s intelligence team
generated 3,836 reports relating to
issues including social media
lotteries, unlicensed remote

operators and money laundering.
The regulator’s Sports Betting
Intelligence Unit received more
than 700 reports concerning
suspicious betting activity, misuse
of inside information, Gambling
Act offences or related criminality.

UK government notice

Gambling Commission annual …

Aviva’s latest fraud report calls for the inclusion
of �nancial scams in the UK's Online Safety Bill

UK Gambling Commission's annual report

https://www.aviva.com/newsroom/news-releases/2021/08/latest-aviva-fraud-report-calls-for-online-safety-bill-to-include-financial-scams/
https://www.aviva.com/content/dam/aviva-corporate/documents/newsroom/pdfs/reports/Aviva_Fraud_Report_2021.pdf
https://www.gov.uk/government/publications/gambling-commission-annual-report-and-accounts-2020-21
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1012187/3115_GC_AR_2020-21_AccessTag_AW2_2020.pdf
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UN Secretary-General António Guterres submitted
on 10 August to the Security Council his 31 July
report offering suggested benchmarks for assessing
the Sudanese government and paving the way for an
end to the international body’s sanctions
programme, which was initiated in 2005 pursuant to
Security Council resolution (UNSCR) 1591. The
report follows a June inspection of three regions in
the country by a UN assessment team.
 
The assessment team identi�ed progress in peace
and human rights in the Darfur region but found that
the October 2020 Juba Peace Agreement’s
implementation has been slow, citing continued
security concerns. 

  

Associated Press reports that the latest submission
follows calls from Sudanese diplomat Ammar
Mohammed in June for an end to the sanctions
regime and his assertion that the October agreement
is being adhered to within the country.
 
Guterres’ proposed benchmarks include progress in
political and economic governance, security
arrangements, a national action plan for protecting
civilians, and transitional justice and accountability.

 

UN Secretary-General report

AP article

The UK’s All-Party Parliamentary Group (APPG) on
Anti-Corruption & Responsible Tax published a
research paper on 23 August on restoring public
trust in Her Majesty’s Revenue and Customs
(HMRC), which makes recommendations to enhance
scrutiny and transparency.
 
According to the paper, taxpayer information related to
HMRC tax settlements with large companies should
be disclosed for the purposes of parliamentary
scrutiny and to increase public trust in the tax system.
In this regard, it is recommended that a parliamentary
committee to publicly scrutinise HMRC settlements
with large corporations should be established.
 
Additionally, the government is advised to adopt a
statutory pathway to disclosure, an administrative

scrutiny mechanism, and procedural safeguards for
taxpayers. The paper also suggests that HMRC’s
duties in regard to revenue collection should be
prioritised over its obligation to follow the Treasury’s
policy priorities by amending the current legislation.
 
The research paper follows HMRC’s call for evidence
on reforming the tax administration framework which
ran from 23 March to 13 July 2021, and is based on
the APPG’s recommendations put forward in response
to that consultation.

 

APPG paper

APPG Twitter post

HMRC call for evidence page (23 March)

UN Secretary-General releases report on Darfur

UK APPG on anti-corruption and responsible tax
publishes paper on restoring trust in HMRC

https://undocs.org/en/S/2021/696
https://apnews.com/article/middle-east-africa-business-sudan-united-nations-e4432d9bcaf0dc8202e7854db160fce3
https://static1.squarespace.com/static/5e4a7793b0171c0e2321f308/t/6123551f27006e650ce4e9a4/1629705503934/Scrutiny+of+HMRC+-+APPG+Policy+Paper+-+FINAL+-+August+2021.pdf
https://twitter.com/taxinparliament/status/1429728184908582916
https://www.gov.uk/government/consultations/call-for-evidence-the-tax-administration-framework-supporting-a-21st-century-tax-system
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The European Commission (EC)
published on 4 August its fourth
report under the visa suspension
mechanism, assessing the
actions taken by Albania, Bosnia
and Herzegovina, Montenegro,
North Macedonia, Serbia, Georgia,
Moldova, and Ukraine to address
the �nancial crime related
recommendations set out in its
previous report.
 
According to the EC, all analysed
countries have registered progress
in addressing its
recommendations, but further
actions are still necessary to
effectively �ght �nancial crime and
organised crime through better
coordination between law
enforcement. Additionally, high-
level corruption purportedly
remains a topic of concern given
corruption agencies’ limited
capacity and legal status, along
with the small number of
convictions, especially in Moldova
and Ukraine. Furthermore, the EC
points out that visa-free countries
should halt citizenship by
investment schemes.
 
The report concludes that all
countries continue to meet the visa

liberalisation requirements.
Concurrently, the EC has issued a
staff working document to
accompany the report, along with a
set of questions and answers.

Recommendations include

EU Commission press release

Q&As on the report

European Commission publishes report on the
EU visa-free regime in the Western Balkans and
Eastern Partnership countries

Albania should make progress
on establishing a solid track
record in corruption cases,
seizure, con�scation, and
recovery of criminal assets and
develop the systematic use of
parallel �nancial investigations

Bosnia and Herzegovina should
adopt and implement e�cient
legislation on con�icts of
interest, public procurement,
and whistleblowing

Montenegro should take further
steps to reinforce �nancial
investigations and ensure the
effectiveness of the anti-money
laundering and countering the
�nancing of terrorism
(AML/CFT) framework,
including access to the central
bank register

North Macedonia needs to fully
implement the new module on
suspicious transactions

Serbia should adopt a credible
and realistic anti-corruption
strategy and related action plan
and coordination mechanism

Georgia is advised to improve
the e�ciency of anti-corruption
institutions and law
enforcement agencies in
�ghting high-level corruption
and �nalise Supreme Court
reforms and the operational
development of its �nancial
intelligence unit

Moldova needs to adopt
secondary legislation
implementing the AML law and
align national laws with the EU
AML/CFT rules

Ukraine should adopt the
necessary legislation for the
National Anti-Corruption Bureau
(NABU) and increase its
transparency. Meanwhile, it
must continue efforts to align
its national legislation with the
EU’s AML/CFT rules

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3965
https://ec.europa.eu/commission/presscorner/detail/en/qanda_21_3964
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The US Securities and Exchange
Commission (SEC) intends to
close its investigation into
potential bribery violations that
NASDAQ-listed US packaging
maker Pactiv Evergreen disclosed
prior to its 2020 initial public
offering. The company announced
the SEC’s plan to wind-up the
investigation in its quarterly
report �led on 5 August.
 
In August 2020, the company
identi�ed practices in its Evergreen
Packaging Shanghai business, part
of its beverage merchandising
segment, which possibly violated
the US Foreign Corrupt Practices
Act (FCPA). The FCPA prohibits US-
connected companies from paying
bribes to foreign public o�cials to
gain a business advantage.
 

In September 2020 the company
voluntarily self-disclosed the
potential violations to the US
Department of Justice (DOJ) and
the SEC, and its investigation being
conducted by external counsel and
other advisors. The internal
investigation identi�ed “the
occasional giving of gift cards
representing relatively minor
monetary values to government
regulators and employees of state-
owned enterprise customers in the
People’s Republic of China over the
course of several years”, the
company stated.
 
The amounts involved were
“immaterial”, the company said.
They appear to have been provided
at the times of Chinese holidays for
“generalised goodwill purposes”
only. The company started

procedures to remediate such
practices, including discontinuing
the giving of gift cards. The
company stated it also identi�ed
certain other gift, travel and
entertainment practices that did
not comply with its policy and
expectations.
 
“We presented our investigation
�ndings to the DOJ and SEC in
February 2021. In response to and
based on our investigation �ndings,
the DOJ has decided to close its
�le on this matter without any
action against the company. The
SEC staff has indicated its
intention to close this matter
without any action against the
company”, states the �ling.

SEC �ling

Research by UK independent
customer rights NGO Which?
published on 3 August claims that
fraud victims often face
di�culties in contacting their
bank after falling victim to scams.
According to Which?, 32 percent
of the 432 victims of fraud or
attempted fraud who were
surveyed stated that their bank
failed to offer them advice or

resources to help them prevent
becoming victim to future scams.
 
The research reveals that 15
percent of the surveyed individuals
stated that they had to wait over 30
minutes to speak with a bank
representative in order to report the
fraud. Among the fraud victims
interviewed, Which? identi�ed one
HSBC customer who said that they
had to wait seven hours on hold

until they received a
response, while another individual
allegedly contacted the bank
multiple times before the �nancial
institution took action.

Which? is calling for the voluntary
code for bank transfer scams to be
replaced with a mandatory
reimbursement scheme.

Which? article

US SEC set to close probe into Pactiv Evergreen

UK banks failing to support fraud victims

https://www.sec.gov/Archives/edgar/data/0001527508/000156459021041320/ptve-10q_20210630.htm
https://www.which.co.uk/news/2021/08/scam-victims-left-in-the-lurch-will-your-bank-be-there-for-you/
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A 30 August report released by
Brazilian prosecutors and the
Federal University of Minas Gerais
has found that 28 percent of gold
exported by Brazil in 2019 and
2020, which equates to 48.9
tonnes, originated from mines
operating illegally. The report
alleges that export document
forgery is common in Brazil and
accuses the authorities of failing
to police the mineral’s movement.
 
On the same day as the report’s
release, the Brazilian Federal Public
Ministry (MPF) published an
announcement that it has launched
legal proceedings seeking �nancial
penalties of R$10.6 billion (£1.5bn)

in environmental and social
damages against three securities
distributors. The MPF is also �ling
for FD Gold, Carol DTVM, and OM
DTVM to have their activities in the
regions of Itaituba, Jacareacanga,
and Novo Progresso suspended.
 
The report asserts that much of
the illegal gold has been extracted
from protected reserve land as well
as areas protected for indigenous
people in the country’s interior,
further shedding light on the
environmental destruction wrought
by deforestation and the pollution
of Brazilian rivers with mercury run-
off due to gold mining operations.

Researchers from the Brazilian
university found that the illegally
sourced gold had been effectively
laundered in a series of operations
revealed by comparing satellite
images of mining operations with
points of origin on federal
government tax forms. In one
instance, over six tonnes of gold
was reported to have been sourced
from a region that had no sign of
any mining operations.

 

Report

MPF statement

The European Central Bank (ECB)
issued a supervisory newsletter
on IT and cyber risk on 18 August,
which notes a 54 percent increase
in cyber incident reports in 2020
compared to 2019 and that banks’
IT and cyber risks remain a
supervisory priority.
 
The most common cyber incidents
impacting EU banks in 2020 were
DDoS attacks, unauthorised
access, and phishing, which had

been the largest category of cyber
incidents the previous year. A DDoS
variant involving threats of attack
with ransom demands also
emerged in 2020, as did an
increase in attacks targeting third-
party service providers. Malware
grew in terms of sophistication in
2020, often embedded in software
updates, but only impacted a small
number of �nancial institutions
under EU banking supervision.
 

The newsletter also notes
conclusions drawn from the ECB’s
annual report regarding the 2020
SREP IT risk questionnaire, largely
based on 2019 data, �nding 40
percent of banks under European
supervision suffered one or more
successful cyber-attacks.

ECB newsletter

Annual report on IT risk questi…

Report �nds nearly 30 percent of gold exported
from Brazil in 2019/20 was illegally sourced

ECB newsletter on 2020 banking cyber incidents

http://www.mpf.mp.br/pa/sala-de-imprensa/documentos/2021/dgold-dtvm.pdf
http://www.mpf.mp.br/pa/sala-de-imprensa/noticias-pa/mpf-pede-suspensao-de-instituicoes-financeiras-que-compraram-ouro-ilegal-no-para
https://www.bankingsupervision.europa.eu/press/publications/newsletter/2021/html/ssm.nl210818_3.en.html
https://www.bankingsupervision.europa.eu/banking/srep/2021/html/ssm.srep202107_outcomesrepitriskquestionnaire.en.html
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The United States-China Economic and Security
Review Commission (USCC) published on 24 August
a brie�ng on the illicit fentanyl trade. The
commission reports on cooperation between
Chinese producers and Mexican drug cartels and
outlines the threat posed by Chinese money
launderers employing complex techniques to recycle
illicit revenues into the economy.

The brie�ng highlights that
virtual assets such as Bitcoin,
Ethereum, and Monero are
preferred vehicles for money
launderers as they offer speed
and a certain degree of
anonymity

According to the USCC, an independent agency
reporting to the US Congress, the Chinese
government’s April 2019 scheduling of fentanyl and
analogous chemicals, translating into tighter controls
over how certain substances can be used for
legitimate purposes, created disruption in drug

manufacturing operations. As a response, Chinese
producers allegedly developed new precursor
chemicals commonly marketed online by tra�ckers,
with production appearing to have moved to India.
Opioid producers reportedly use uncommon and
scienti�c names for chemicals to avoid detection and
employ cybersecurity methods to keep their online
groups and operations safe from scrutiny.
 
A related development is increased cooperation with
the Sinaloa and Jalisco NuevaGeneración Mexican
drug cartels. Tra�ckers in Central America import
manufacturing equipment, precursor chemicals, or
�nished fentanyl powder from China and India, the
brief states. As a result, Chinese brokers are allegedly
crucial to the money laundering operations of Mexican
organised crime groups, using complex techniques
such as mirror trading. The scheme involves cross-
border currency swaps, using an intermediary to
deposit equivalent sums in two currencies. Chinese
launderers rely on encryption, including through
mobile app WeChat.
 
Separately, the brief highlights that virtual assets such
as Bitcoin, Ethereum, and Monero are preferred
vehicles for money launderers as they offer speed and
a certain degree of anonymity. The US Treasury
designated individuals and entities associated with a
criminal operation known for using layers of shell
companies and seemingly legitimate businesses,
known as the Los Zheng Cartel, including for
laundering drug proceeds via digital assets.

USSC brief summary

USSC brief

USSC brief highlights role of Chinese money
laundering in illicit fentanyl trade

https://www.uscc.gov/research/illicit-fentanyl-china-evolving-global-operation
https://www.uscc.gov/sites/default/files/2021-08/Illicit_Fentanyl_from_China-An_Evolving_Global_Operation.pdf
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Chainalysis published a report on 3 August
examining Chinese cryptocurrency activities and the
rollout of a digital yuan through state-controlled
�nancial institutions and online payment services.
The report �nds that cryptocurrency addresses
based in China between April 2019 and June 2021
transferred over $2.2 billion in crypto-assets to
individuals and groups linked to illicit activity.
 
The report also �nds that Chinese addresses received
roughly $2 billion in digital tokens during the same
period but notes that the volume of illicitly associated
transactions has dropped over the past two years. 
 
Money laundering and drug tra�cking, particularly of
fentanyl, are noted as signi�cant elements in the
Chinese digital payments landscape. Over-the-counter
(OTC) brokers are identi�ed in the report as major
players in facilitating money laundering, The report
states that money laundering via digital payments in
China often involves legitimate OTC businesses built
over crypto exchanges, and cites the sanctioning of
two Chinese nationals for assisting in the laundering
of hacking proceeds by North Korean Lazarus Group. 
 
A decline in Chinese Bitcoin mining began in May,
when the Chinese Communist Party announced that it
would seek to reduce mining and trading. The report

also �nds continued collaboration between Chinese
mining companies and targets of sanctions.
Chainalysis identi�es numerous transactions from an
Iranian mining farm company, three Iranian
cryptocurrency exchanges, and multiple Iranian OTCs
to Chinese mining companies, representing possible
sanctions evasion.
 
Regarding the rollout of a central bank digital currency
(CBDC), Chainalysis details the possible
consequences of a signi�cant digital yuan presence,
citing an interview with Primitive Ventures founder
Dovey Wan who states that CBDC ledgers could be
used to monitor Chinese citizens’ behaviour and
exclude undesirable individuals and entities from the
�nancial system entirely. Other cited experts note the
possible long-term threat to the US dollar from a
widely adopted digital yuan.
 
The Wall Street Journal reported on 22 August that
numerous cryptocurrency mining companies have
begun relocating their hardware from China to the US
and other nations. 

Chainalysis blog post

Chainalysis report

China accounted for around 65 percent of global Bitcoin production in 2020. Many crypto-assets have
been issued through Initial Coin Offerings (ICOs) and may be traded or exchanged for �at currencies or
other crypto-assets after issuance on specialised trading platforms. While some platforms incorporate a
back-o�ce and administrator application for full user control including KYC and AML functionalities, others
lack adequate resources and processes to address the risk of illicit transactions. While most large
exchanges are collecting KYC information on customers, as they are required to do so by law in most
jurisdictions, they still need to carry out more extensive due diligence, particularly on over-the-counter
(OTC) brokers and other nested services operating on their platforms.

Chainalysis publishes crypto report on China

Aperio Analysis by Vivien Li

https://blog.chainalysis.com/reports/china-report-preview-digital-yuan
https://go.chainalysis.com/rs/503-FAP-074/images/China%20report%20final.pdf
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Financial Action Task Force
(FATF) regional body, the
Asia/Paci�c Group on Money
Laundering (APG), published on
31 August its mutual evaluation
report (MER) on the Republic of
Korea, otherwise known as South
Korea, which assesses the
country’s anti-money laundering
and countering the �nancing of
terrorism (AML/CFT) measures
and its compliance with the 40
FATF Recommendations. Based
on the �ndings of an on-site visit
in 2019, the APG concludes that
the country is “largely compliant”
with 19 recommendations,
“compliant” with 13, and “partially
compliant” with eight
recommendations.
 
According to the APG, the
effectiveness of the Republic of
Korea’s AML/CFT efforts in terms
of supervision, preventive
measures and �nancial sanctions,
legal persons and arrangements,
investigations, and prosecutions is
rated mostly as “moderate”. The

effectiveness of the country’s
efforts in terms of proliferation
�nancing (PF) �nancial sanctions
is also found to be “moderate”, with
its risk, policy and coordination,
international cooperation, �nancial
intelligence, con�scation, and TF
investigation and prosecution
efforts being rated as “substantial”.
 
The APG advises the Korean
authorities to extend the current
AML/CFT framework to apply to all
designated non-�nancial
businesses and professions
(DNFBPs), and domestic politically
exposed persons (PEPs) and
international organisations.
Additionally, Korea should expand
the scope of tax crimes that are
considered to be ML predicate
offences and step up asset
recovery and con�scation efforts.
 
Furthermore, the APG's report
recommends that the country
continues policy efforts to prevent
the use of accounts in borrowed
names and extend the freezing
obligations to DNFBPs and all
natural and legal persons. Finally,
the Republic of Korea is also
advised to issue guidance on
implementing targeted �nancial
sanctions (TFS) and to strengthen
its �nancial intelligence unit.

Other key �ndings include

APG press release

APG report

FATF regional body publishes mutual evaluation
report on South Korea

Korea should deepen its
understanding of the risks
related to legal persons and
arrangements

Coordination on PF would
bene�t from a more formal
system

There are technical gaps and
shortcomings in the
implementation of provisions
related to TF, TFS, and PEPs

Some DNFBPs, other than
casinos, are not subject to the
Korean AML/CFT framework
nor monitoring, but supervisors
generally take a risk-based
approach

Law enforcement agencies
(LEAs) make good use of
�nancial intelligence and have a
“follow the money” approach

LEAs are well equipped to
identify and investigate TF and
cooperation and coordination
amongst them is strong

http://www.apgml.org/news/details.aspx?pcPage=1&n=3174
http://www.apgml.org/includes/handlers/get-document.ashx?d=0649a5b3-0098-4371-a5ba-0622947cecf3
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The Middle East and North Africa
Financial Action Task Force
(MENAFATF) published on 9
August its mutual evaluation
report (MER) assessing Egypt’s
anti-money laundering and
counter terrorism �nancing
measures (AML/CTF) and its
compliance with the 40 FATF
Recommendations. Based on the
�ndings of an on-site visit
between September and October
2020, the report concludes that
Egypt is “compliant” with four
recommendations, “largely
complaint” with 19, “partially
compliant” with 24 and “non-
compliant” with one
recommendation.
 
The report notes that drugs and
arms tra�cking, fraud, theft and
corruption are the main sources of
AML/CFT related threats within
Egypt and recommends that
national authorities enhance the
quality of suspicious transaction
reports (STRs) regarding serious
crimes in relation to these
offences. In addition, MENAFATF
highlights that the country also
faces risks associated with
proliferation, tax evasion,
exploitation of casinos and the
sector of precious metals and
stones dealers, and notes that
supervisors should develop their
understanding of ML/TF risks

among designated non-�nancial
business and professions
(DNFBPs) in order to identify
suspicious activities and �le more
STRs. Additionally, they should
develop mechanisms for verifying
the source of funds of
shareholders and bene�cial
owners “which are used in holding
ownership interests” and any
potential link with criminals.
 
Furthermore, despite some illegal
activities such as organised crime
and antiques smuggling generating
�nancial proceeds, such crimes are
not investigated and prosecuted in
connection with ML cases. The
report notes that such
investigations “are not fully
consistent with the country’s risk
pro�le” and that the number of
convictions ordering seizures in ML
cases is no higher than four.
Similarly, TF convictions “have
been in constant decline” in the last
years and the TF charge as a
distinct crime is not prevalent.

Other key �ndings

FATF press release

Mutual evaluation report

FATF issues mutual evaluation report on Egypt

There are discrepancies in
�nancial institutions (FIs) and
DNSBPs compliance with
AML/CTF rules, particularly with
regard to politically exposed
persons (PEPs)

Bene�cial ownership
information made available by
entities to the Commercial
Register Authority is not
available to banks, limiting their
ability to effectively implement
due diligence measures
concerning legal persons

The quality of TF-related STRs
reported by FIs to the Money
Laundering and Terrorist
Financing Combating Unit
(EMLCU) is better than ML-
related STRs

The casino and gambling sector
has weak ML/TF risk
management mechanisms,
with very low reporting of STRs
and operating mainly with cash,
in addition to accepting credit
card payments drawing on
external bank accounts

Egypt has not conducted an
assessment of ML/TF risks
associated with virtual assets
(VAs) and it is not clear whether
the existing legal framework
allows for the licensing of all
virtual asset service providers
(VASPs), such as the exchange
or transfer of VAs

https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-egypt-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/mer-fsrb/MENAFATF-MER-Egypt-2021-English.pdf
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The Financial Action Task Force (FATF) published on
30 August its mutual evaluation report (MER) on
Japan, which assesses the country’s anti-money
laundering and countering the �nancing of terrorism
(AML/CFT) measures and its compliance with the 40
FATF Recommendations. Based on the �ndings of an
on-site visit in 2019, FATF concludes that Japan is
“largely compliant” with 24 recommendations,
“compliant” with four, “partially compliant” with 10,
and “non-compliant” with one recommendation.
 
According to FATF, the effectiveness of Japan’s
AML/CFT efforts is rated mostly as “moderate”, with
its actions in terms of risk, policy and coordination,
international cooperation, and �nancial intelligence
rated as “substantial”. 
 
FATF advises Japan to ensure that �nancial
institutions (FIs), virtual asset service providers
(VASPs), and designated non-�nancial businesses and
professions (DNFBPs) understand and comply with
their AML/CFT obligations and to criminalise the
�nancing of terrorist acts or terrorist organisations in
the absence of a link to a terrorist act. 
 
Additionally, Japanese authorities are advised to
increase the use of the money laundering offence to
target more serious predicate offences, prioritise

money laundering and asset tracing investigations,
and strengthen supervision.

Key �ndings include

FATF press release

FATF report

FATF issues mutual evaluation report on Japan

While some FIs have a reasonable understanding
of their ML/TF risks, others are limited, which
impacts the application of the risk-based
approach. DNFBPs have a low level of
understanding of ML/TF risks and their related
obligations, with VASPs reporting a general
knowledge in this regard

Suspicious transaction reports (STRs) tend to refer
to basic typologies and indicators and not all
DNFBPs are subject to reporting obligations

Financial supervisors have not issued sanctions
against FIs and the conduct of supervision needs
improvement

DNFBP supervisors have a limited understanding
of ML/TF risks and do not conduct risk-based
AML/CFT supervision

Accurate and up-to-date bene�cial ownership (BO)
information is not yet available, with authorities not
having the necessary tools to establish BO
associated with more complex legal entities

There are weaknesses in the implementation of TF
sanctions by FIs, DNFBPs and virtual currency
exchange platforms (VCEPs)

https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-japan-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-Japan-2021.pdf
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SPECIAL FEATURE

The Taliban took control of Afghanistan’s capital city
Kabul on 15 August, following an accelerated
advance across the country which led to the seizure
of nearly all provincial government-controlled areas,
thus marking the end of two-decades of US
occupation of the country. In light of the Islamist
militant group’s offensive, the UN Security Council
(UNSC) held an emergency meeting the following
day, voicing concerns about the human rights crisis
within the country, especially with regard to women
and girls, and the steps forward to address the
ongoing developments and ensure that international
humanitarian law and the rule of law are complied
with. The international community was requested to
closely coordinate in order to ensure that
Afghanistan does not become a safe haven for
terrorists and that humanitarian assistance
continues to be provided to the Afghan population.
 
In the following days, the situation was regularly
discussed during international forums. On 19 August,
G7 foreign and development ministers expressed their
support for the conclusions of the UNSC meeting and
called on the international community to enhance
efforts to ensure that the situation in Afghanistan

does not deteriorate. In his statement as chair of the
G7 meeting, UK Minister of Foreign Affairs Dominic
Raab highlighted that the G7 ministers will focus on
securing a political settlement and ensuring that
“Afghanistan does not become host to a terrorist
threat to international security”.
 
Previously, Raab emphasised during a press
conference the need for an accountability mechanism
for the Taliban, underlining that the UK will use all
means to ensure that the group is held accountable,
including through the imposition of sanctions.
Similarly, in his closing remarks during the 18 August
Afghanistan-focused debate in the UK House of
Commons, Raab highlighted that the UK will work with
those who chair the UN sanctions regime in
Afghanistan with the aim of exercising “a moderating
in�uence on the Taliban regime”.
 
G7 leaders, who met on 24 August, underlined in their
joint statement that any future Afghan government
must comply with the country’s international
obligations and commitment to counter terrorism and
human and drug tra�cking efforts, as well as to
protect human rights of all Afghan citizens, and to
uphold the rule of law.
 
The need for enhancing cooperation with
neighbouring countries in the region was raised by
European Council President Charles Michel, who
declared that the EU will engage with Iran, Pakistan
and Central Asian countries in order to ensure that no
“new market for smugglers and human tra�ckers” will
be created within the country and that victims facing
prosecution and other vulnerable individuals receive
international protection. Michel highlighted that a

The international community’s response to the
situation in Afghanistan

https://media.un.org/en/asset/k17/k178tv66wc
https://www.gov.uk/government/news/g7-chairs-statement-august-19-2021?utm_medium=email&utm_campaign=govuk-notifications&utm_source=a673d503-f411-4ec3-8ec8-b326db090b6c&utm_content=immediately
https://www.youtube.com/watch?v=Ak129lMvvYQ
https://www.gov.uk/government/speeches/afghanistan-foreign-secretary-speech?utm_medium=email&utm_campaign=govuk-notifications&utm_source=78487b91-2b99-4411-935c-cd1840a2e424&utm_content=daily
https://www.g7uk.org/g7-leaders-statement-on-afghanistan/
https://www.consilium.europa.eu/en/press/press-releases/2021/08/24/remarks-by-president-charles-michel-following-the-g7-leaders-meeting-on-afghanistan-via-videoconference/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Remarks+by+President+Charles+Michel+following+the+G7+leaders%u2019+meeting+on+Afghanistan+via+videoconference;%20https://www.gov.uk/government/news/pm-to-call-on-g7-leaders-to-step-up-support-for-afghan-people?utm_medium=email&utm_campaign=govuk-notifications&utm_source=0ecb1e27-7bc0-47bf-abe8-72fbf1ff2601&utm_content=daily
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political settlement with the Taliban will be subject to
“strict conditions”, including Afghanistan’s respect of
its international obligations, such as security and the
�ght against terrorism and drug tra�cking.
 
Such conditions were also discussed during an
extraordinary EU foreign affairs ministers’ meeting on
17 August, when the EU High Representative for
Foreign Affairs Josep Borrell stressed that EU
“cooperation with any future Afghan government will
be conditioned on a peaceful and inclusive settlement
and respect for […] fundamental rights”, as well as on
the commitment to the �ght against corruption and
efforts to prevent the country from being used by
terrorist organisations. In his press remarks, Borrell
added that humanitarian aid will continue to be
provided to the country, however no development
assistance payments will be made by the EU until the
situation is clari�ed. Humanitarian assistance to
Afghan citizens has been a constant topic of
discussion within international forums after the
country’s takeover by the Taliban.
 
Afghanistan's humanitarian emergency
 
During the 24 August G7 meeting, leaders rea�rmed
their commitment to ensuring that the international
community contributes to providing “unhindered and
unconditional” humanitarian access to all citizens,
including by supporting Afghan refugees. However, UN
agencies raised concerns over their ability to provide
emergency aid supplies to the country. Both the World
Health Organization (WHO) and the UN World Food
Programme stated that they are unable to bring
medical and food supplies to Afghanistan due to
restrictions at Kabul airport, and that there is “a crucial
need for immediate funds” for food and medical
supplies distribution.
 
According to WHO o�cials, negotiations to bring 500
metric tonnes of urgent medical supplies into
Afghanistan are ongoing, as the country deals with
“critical supply shortages” in the context of the Covid-
19 pandemic and still not eradicated wild poliovirus,

but also with a personnel crisis, due to female health
workers not being allowed to work.
 
During the special session of the UN Human Rights
Council (UNCHR) which was held on the same day,
Lord Tariq Ahmad of Wimbledon, UK minister for
human rights, South Asia and the Commonwealth
highlighted that the UK will continue to provide
humanitarian aid and development assistance to
Afghanistan, but called for the international
community to ensure that the Taliban will be held
accountable if they fail to respect human rights and
fundamental freedoms.
 
Michelle Bachelet, the UN High Commissioner for
Human Rights, in her statement at the UNHRC
meeting, urged the Taliban to ensure open access to
humanitarian assistance. Bachelet underlined that the
o�ce “will be working urgently to reinstate
arrangements for monitoring human rights violations”
and requested the Taliban adopt norms of responsive
governance and ensure that no retaliatory measures
or sanctions are taken against human rights
defenders in Afghanistan. Bachelet urged the UNSC to
establish a dedicated independent mechanism to
closely monitor the evolving human rights situation in
Afghanistan, as well as the Taliban’s implementation
of their commitments, while focusing on prevention.
 
The establishment of a “fact-�nding mission” to report
to the UNSC on human rights violations, including war
crimes, crimes against humanity and genocide
occurring in Afghanistan, was also requested by a
group of UN-appointed human rights experts on 16
August. The group is calling for “swift global action to
protect human rights” and urges the UNSC to apply
international sanctions on designated terrorist
organisations, as well as to ensure that all civilians
have access to humanitarian aid, including through
the imposition of sanctions against those restricting
such access. The group also requested that the
UNHRC support Bachelet in creating a mechanism of
international accountability. 

https://www.consilium.europa.eu/en/press/press-releases/2021/08/17/afghanistan-declaration-by-the-high-representative-on-behalf-of-the-european-union/
https://eeas.europa.eu/topics/human-rights-democracy/103139/afghanistan-press-remarks-high-representative-josep-borrell-after-extraordinary_en
https://www.g7uk.org/g7-leaders-statement-on-afghanistan/
https://news.un.org/en/story/2021/08/1098242
https://news.un.org/en/story/2021/08/1098352?utm_source=UN+News+-+Newsletter&utm_campaign=6e8751c66f-EMAIL_CAMPAIGN_2021_08_25_12_30&utm_medium=email&utm_term=0_fdbf1af606-6e8751c66f-106887337
https://www.gov.uk/government/speeches/special-session-of-the-human-rights-council-on-afghanistan-uk-statement
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27403&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27406&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27384&LangID=E
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International Monetary Fund and World Bank
suspend aid disbursements to Afghanistan

  
With respect to other �nancial support, International
Monetary Fund (IMF) spokesperson Gerry Rice
announced on 18 August the suspension of
Afghanistan’s access to its special drawing rights
(SDRs) and other IMF resources, due to the “lack of
clarity within the international community regarding
recognition of a government in Afghanistan”. The
announcement came after a group of members of the
US Congress called for the Secretary of the US
Department of the Treasury Janet Yellen to ensure
that “no allocated SDRs are made available to a
Taliban-led Afghanistan”. The letter highlights that
ongoing events within the country “call for the US to
cut off hard currency to the Taliban, including through
its access to Afghanistan’s SDRs”.
 
Similarly, in an effort to ensure that the Taliban is
blocked from accessing IMF funds, US congressman
Andy Barr introduced on 20 August a draft bill which
aims to instruct the US delegate to the IMF to
advocate against recognising any Afghan government
under Taliban control. The proposed bill also includes
a presidential wavier which could last up to 180 days,
provided that guarantees are offered that the Taliban
is upholding the rights of Afghan women and girls and
that the group does not provide any material, �nancial
or technological support to international acts of
terrorism and does not allow terrorist groups to
operate on Afghan territory.
 
Following the IMF’s announcement, the World Bank
also allegedly suspended �nancial support to
Afghanistan, according to reporting by the BBC, citing
statements by a World Bank representative. The
spokesperson stated for the media outlet that the
international �nancial institution has paused
disbursements for its Afghanistan operations and that
the situation is currently being monitored to explore
ways for preserving the country’s “development gains”
and to continue to provide support for Afghan citizens.
The World Bank estimates that grants �nance around

75 percent of Afghanistan’s public spending, and in
light of the IMF and World Bank suspensions of
�nancial support to the country, the Afghan population
faces a concerning humanitarian and �nancial crisis.
A particular concern in this regard refers to public
health services, which according to Raffaella Iodice,
Head of Asia, Latin America, Caribbean and Paci�c
Unit at the European Commission’s Directorate-
General for European Civil Protection and
Humanitarian Aid Operation (DG-ECHO), is funded in
its entirety by now-frozen World Bank programmes.
 
Challenges of potential US sanctions on the Taliban
 
Despite the Taliban not being a US-designated Foreign
Terrorist Organisation (FTO), the group as an entity
has been included on the list of Specially Designated
Global Terrorists (SDGTs) pursuant to Executive Order
(EO) 13268 of 2 July 2002, which amended EO
13224 on blocking property and prohibiting
transactions with persons who commit, threaten to
commit or support terrorism. Certain members of the
group are also included on the same list. The US
sanctions block all Taliban property and interests in
property within the US jurisdiction or within the
possession or control of US persons, but also prohibit
any �nancial, material or technological support to
those included on the list.
 
Concurrently, pursuant to EO 13886 of 9 September
2019 on modernising sanctions to combat terrorism,
the legal framework has been extended to include
secondary sanctions which refer to any correspondent
accounts of non-US �nancial institutions, as well as
transactions outside the US supporting individuals
and entities included on the SDGT list. The Afghan
government, as well as government ministries, the
central bank, and other agencies are not currently
subject to US sanctions.
 
During a 31 August webinar by the Association of
Certi�ed Anti-Money Laundering Specialists
(ACAMS), John Smith, former director of the US
Treasury Department’s O�ce of Foreign Assets

https://twitter.com/IMFSpokesperson/status/1428096013374410752
https://hill.house.gov/uploadedfiles/20210817ltrtosecyellenresdrstoafghanistan.pdf
https://www.congress.gov/bill/117th-congress/house-bill/5055/text?r=1&s=1
https://www.bbc.com/news/business-58325545
https://www.worldbank.org/en/country/afghanistan/overview
https://multimedia.europarl.europa.eu/en/afet-deve_20210901-1745-COMMITTEE-AFET-DEVE_vd
https://www.govinfo.gov/content/pkg/FR-2002-07-03/pdf/02-16951.pdf
https://acamsorg.force.com/acams/ACAMSSiteLogin?saml=2&AppName=LMS&startUrl=https://lms.acams.org/sso/saml/acs&SAMLRequest=jVPZbtswEPwVgg950%2BVDiQnbhSr3MOALltICfSkYau0QkEiVSyXO35em49QFGqNPInZnhzPD1Rh5U7cs6%2Byj2sKvDtCSQ1MrZL4xoZ1RTHOUyBRvAJkVrMiWC9YLY9YabbXQNb0YuT7BEcFYqRUl89mErlefFusv89XPURUP00E8DEbpbRwMkjQO7tJRP3hwDX57l%2FY59Cn5Bgbd7IQ6KkeA2MFcoeXKulLcS4J4FMRpmfTZYMgGyQ9KNkY%2FyQrMyimZ0CzPlgUpDZdKqj3JvheUzJxjqbj1vI%2FWtsiiiAveoDb7cKeNgFDo5lSKPEMhLSz0XqoP3nDvJmtbf8FiWdw4Ocbem3py5qobDP1w6AgjRB0dpxwfenk%2BwI9SVU7R9eweTiBkX8tyE2zWRUlJds4z1wq7BkwB5kkKuN8u%2Fri5omA6Ph6Zj9JM%2F7LfmipsXkLkNeBbDOPoEj8%2BLc%2FR%2B3y20bUUL%2BSzNg237ztJwsRXZBXsPJR1ClsQciehcobqWj%2FnBrh172VNB5RE53te9xMqv63OsYWDJbluWm4kHt8PDlzYs6lLVF67zdvCbnp1OQUTR5wr%2Fyds4z7P2lSvsfzzxlPvHfVv3csfcPob&RelayState=%2Fmedia%2F2233333%2Fwatch
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Control (OFAC) highlighted that the current challenge
in light of the existing US sanctions regime is
whether the Taliban has an “interest” in the
Afghanistan government or the Afghanistan state-
owned entities, in order to determine whether the
Afghan government’s assets or transactions subject
to US jurisdiction should be frozen. Smith added that
“if the Taliban are […] physically controlling the
Government of Afghanistan […], then you could
certainly say that they have [such] an interest”. Smith
added that OFAC has “informally indicated that it will
take a non-enforcement posture” in relation to
activities for the purpose of evacuation, aid, critical
infrastructure and personal remittances.

Since OFAC has not issued public guidance so far on
how aforementioned US sanctions should be applied
in relation to third parties engaged in providing
humanitarian assistance to the Afghan population,
sources reported by the Wall Street Journal (WSJ)
claim that the US Treasury Department informally
announced to humanitarian organisations that they
will be allowed to provide aid, without being held
accountable for sanctions violations.
 
US authorities have not made an o�cial statement so
far on the freezing of assets belonging to Afghan
entities, however Bloomberg reported that the US has
already frozen nearly $9.5 billion held by Afghanistan’s
central bank, Da Afghanistan Bank (DAB), and ceased
cash shipments to the country. Ajmal Ahmady, the
Head of DAB, con�rmed that he was noti�ed on 13
August that US dollar shipments would stop, to
prevent the Taliban from gaining access to funds.
 
According to separate reporting by the BBC, a Biden
administration o�cial allegedly stated that “any
central bank assets the Afghan government have in
the US will not be made available to the Taliban”.
When asked whether the US will support proposals
from G7 states for the imposition of additional
sanctions against the Taliban, US President Joseph
Biden responded during a press conference that “the
answer is yes [and that] it depends on the conduct”

that the Taliban will adopt. Previously, Biden told
reporters that, together with Secretary of State Antony
Blinken, the US will work with the international
community to set “harsh conditions”, based on the
Taliban’s treatment of girls and women, as well as
their respect for human rights. Blinken gave
assurances that counter terrorism efforts, as well as
humanitarian assistance will continue to be a priority
for the US, even after the 31 August deadline.
 
However, since OFAC has not provided any guidance
in light of the situation in Afghanistan, some private
US entities initially announced the cessation of activity
within the country, following the Taliban takeover.
Money transfer company Western Union Co
announced that it suspended its money transfer
services in Afghanistan effective 18 August, while
MoneyGram International Inc removed Afghanistan
from its list of payment receiver countries. Citing
statements from both entities, the WSJ reported that
the two companies were facing constraints in their
agents’ ability to operate and that they were expecting
further guidance from the US government before
resuming the facilitation of payments to Afghanistan.
 
However, as of 2 September, Western Union and
MoneyGram announced that they have resumed their
money transfer services to Afghanistan, due to the
“pivotal role” such services play for the people, and
following guidance from the US authorities. Nearly
four percent of Afghanistan’s GDP represents personal
remittances of Afghan citizens from friends and
relatives living abroad, the World Bank estimates, with
money usually being sent through services provided
by Western Union and MoneyGram.
 
According to a 2020 report by the UNSC’s Analytical
Support and Sanctions Monitoring Team,
Afghanistan’s economy “remains
overwhelmingly cash-based”, and money services
providers offer the most commonly used means for
transferring and remitting funds, both internally and
across borders. DAB’s 2020-2024 National Financial
Inclusion Strategy also notes that nearly 85 percent of

https://www.wsj.com/articles/humanitarian-efforts-in-afghanistan-get-ok-from-treasury-bypassing-sanctions-on-taliban-11629970201?mod=djemRiskCompliance
https://www.bloomberg.com/news/articles/2021-08-17/u-s-freezes-nearly-9-5-billion-afghanistan-central-bank-assets?sref=JbU0FuHR
https://twitter.com/aahmady/status/1427883017981333509
https://www.bbc.com/news/business-58261659
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/08/22/remarks-by-president-biden-on-tropical-storm-henri-and-the-evacuation-operation-in-afghanistan/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/08/20/remarks-by-president-biden-on-evacuations-in-afghanistan/
https://www.state.gov/secretary-antony-j-blinken-on-afghanistan/
https://www.westernunion.com/AF/en/home.html
https://www.moneygram.com/mgo/ro/en/
https://www.wsj.com/articles/u-s-banks-and-money-transfer-firms-tread-carefully-in-taliban-controlled-afghanistan-11629557127
https://twitter.com/WesternUnion/status/1433423762825822208
https://twitter.com/MoneyGram/status/1433548264813510659
https://data.worldbank.org/indicator/BX.TRF.PWKR.DT.GD.ZS?locations=AF
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2020_415_e.pdf
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Afghan adults lack access to a bank account, and that
citizens, particularly women, are usually at risk of
exploitation, due to the fact that they are “less
�nancially literate”, but also due to religious beliefs,
social and cultural norms, reduced income and limited
overall trust in the �nancial sector.

Overview of previous UN sanctions on the Taliban
 
Before the Taliban takeover, Afghanistan’s Minister of
Foreign Affairs Mohammed Haneef Atmar
requested on 11 August that the international
community reinstate UN sanctions on the Taliban, as
well as to consider additional sanctions. Concurrently,
Atmar called for the UNSC to facilitate mediation and
provide “a multi-national setting” where states can
“reach consensus in terms of counter-terrorism and
peace and security in Afghanistan”. Atmar was
referring to the UN sanctions against the Taliban,
which were initially imposed by the UNSC in 1999,
pursuant to resolution 1267 (1999), which froze funds
and other �nancial resources, including assets derived
or generated from property owned or controlled,
directly or indirectly, by the Taliban.
 
In 2011, the sanctions regime established through
UNSC resolution 1267 (1999) was split up to create
separate regimes for individuals, groups and entities
associated with the Taliban, through UNSC resolution
1988 (2011), and for Al-Qaida, through UNSC
resolution 1989 (2011). The sanctions list established
pursuant to resolution 1988 (2011) currently contains
135 individuals, including Mullah Abdul Ghani Baradar,
who is alleged to be the de facto leader of the Taliban,
and �ve entities. However, it does not designate the
Taliban as an entity.
 
Additionally, in 2015, the UNSC adopted resolution
2253 (2015), which expanded the listing criteria to
include individuals and entities providing support to
the Islamic State in Iraq and the Levant (ISIL, Da’esh).
Subsequently, on 22 December 2015, the UNSC
adopted resolution 2255 (2015) which rea�rmed the
asset freeze, travel ban and arms embargo on

“individuals, groups, undertakings and entities
associated with the Taliban in constituting a threat to
the peace, stability and security of Afghanistan” as
listed by UNSC pursuant to resolution 1988 (2011).
Presently, the regime instated by resolutions 1267,
1989, and 2253 is known as the ‘Isil (Da’esh) and Al-
Qaida Sanctions List’, and was updated on 20 July
2017, pursuant to resolution 2368 (2017).
 
UK regulators warn about �nancial crime risks
 
Taking into consideration that several individuals and
entities associated with the Taliban are listed under
the UN sanctions regime and the UK Afghanistan-
related sanctions regime, concerns around existing
risks of possible sanctions violations regarding
engagements with the country, especially
humanitarian-related dealings, have also been raised
in the UK. On 1 September, the UK HM Treasury’s
O�ce of Financial Sanctions Implementation (OFSI)
issued brief guidance for �nancial institutions and
non-governmental organisations (NGOs) currently
engaging or considering engaging in �nancial
activities related to Afghanistan.
 
The OFSI recommends that concerned parties
conduct enhanced due diligence (EDD), including with
respect to entities which may be owned or controlled
by designated individuals, and that they check the
consolidated UK Sanctions List, OFSI’s charity sector
guidance and the Charity Commission’s compliance
toolkit. The UK Afghanistan (Sanctions) (EU Exit)
Regulations 2020 came into force on 31 December
2020 to ensure that the UK continues to meet its
international obligations provided by resolution 2255
(2015), following its withdrawal from the EU. The
Regulations include asset freezes, travel bans and
trade restrictions on military goods and technology,
as well as prohibitions on providing technical
assistance, armed personnel, �nancial services or
funds or brokering services to the country, which
could enable or facilitate the conduct of armed
hostilities in Afghanistan. 

https://www.youtube.com/watch?v=MsH2aZpkvVU
https://www.undocs.org/S/RES/1267(1999)
https://www.undocs.org/S/RES/1988(2011)
https://www.undocs.org/S/RES/1989(2011)
https://www.undocs.org/S/RES/2253%20(2015)
https://www.undocs.org/S/RES/2255(2015)
https://www.undocs.org/S/RES/2368%20(2017)
https://www.linkedin.com/feed/update/urn:li:activity:6838431225653288960/
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/957420/afghanistan.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/957850/OFSI_Guidance_-_Charity.pdf
https://www.gov.uk/government/collections/protecting-charities-from-harm-compliance-toolkit
https://www.legislation.gov.uk/uksi/2020/948/contents/made
https://www.gov.uk/government/publications/afghanistan-sanctions-guidance/afghanistan-sanctions-guidance
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The UK's Financial Conduct Authority (FCA) issued a
similar recommendation on 31 August, advising
�nancial entities to review existing Afghanistan-
related sanctions and monitor and assess
transactions to the country in order to mitigate
potential risks of their �rms being exploited for money
laundering (ML) or terrorism �nancing (TF) purposes.
Entities have been required to adopt a risk-based
approach and conduct EDD checks in cases of
increased ML and TF risks.

How does the Taliban raise money?
 
A recently published UNSC report found that criminal
activities comprise the main source of funding for the
Taliban, but external �nancial support also accounts
for a signi�cant portion of its revenue. Income
generating illegal activities include drug tra�cking and
opium poppy production, as well as extortion,
kidnapping for ransom, mineral exploitation and
revenue from tax collection in Taliban-controlled
areas, including highways and road networks under
the group’s control. The report estimates the group’s
annual income ranges between $300 million and $1.6
billion, with the production and tra�cking of
methamphetamine and poppy-based drugs remaining
the “largest single source of income”. It has been
estimated that in 2020, the Taliban generated $464
million in pro�ts from the mining sector, which
includes illicit extraction of onyx marble, gold, rare
earth minerals, aragonite, copper, tin and zinc.
 
Additionally, previous UN reports note that a key role in
Taliban funding is played by “wealthy donors and
sponsors” from Gulf States and Afghanistan’s
neighbour countries, as well as by a “network of
individuals, companies, mosques and madrasas
known to provide �nances and money laundering on
behalf of the Taliban”. Several such organisations are
on the US Department of the Treasury’s sanctions list
for funding terrorist groups. Similarly, the group has
been raising funds through the hawala system, which
is also popular among the Afghan population. The
UNSC regularly recommends that member states

submit relevant information on Taliban bank accounts,
hawalas and any �nancial facilitators that could
become subject to sanctions.
 
How have neighbouring countries responded?
 
But not all states are discussing potential sanctions
against the Taliban or suspending economic
cooperation with the country. Asked whether China
will recognise a Taliban government,  Chinese Foreign
Ministry spokesperson Hua Chunying responded that
China has been engaging in discussions with the
group and that it will not intervene in Afghanistan’s
internal affairs. Chunying added that China “hope[s]
the Afghan Taliban can […] build a broad and inclusive
political framework that meets the expectation of […]
the international community” and that it will continue
to develop “friendly cooperation” with Afghanistan.
 
Pakistan, which has been criticised by the media for
supporting the Taliban after Prime Minister Imran
Khan declared that the group has been “breaking the
chains of slavery” after taking over Kabul, has adopted
a similar position with respect to questions around the
country’s recognition of a Taliban government. In a
press conference on 20 August, a spokesperson of the
Pakistani Ministry of Foreign Affairs highlighted the
need to reach “an inclusive political settlement” with
Afghanistan, as well as consensus with the
international community. Concurrently, Iran has
purportedly resumed exports of gasoline and gasoil to
Afghanistan, following a request from the Taliban,
Hamid Hosseini, spokesperson for the Iranian Oil, Gas
and Petrochemical Products Exporters’ Union
reportedly stated for Reuters.

After the Taliban was �lmed seizing US military
equipment, other types of concerns have arisen
in relation to countries including China, Pakistan,
Iran and Russia. In a letter to the Secretary of the
US Department of Defense Lloyd Austin, 25 US
Senators have requested an inventory of all US
military equipment provided to the Afghan Armed
Forces in the last year, as well as an assessment

https://www.fca.org.uk/news/statements/firms-reminded-about-potential-financial-crime-risks-linked-afghanistan
https://www.undocs.org/pdf?symbol=en/S/2021/486
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2020_415_e.pdf
https://www.securitycouncilreport.org/atf/cf/%7B65BFCF9B-6D27-4E9C-8CD3-CF6E4FF96FF9%7D/s_2019_481.pdf
https://www.treasury.gov/resource-center/terrorist-illicit-finance/Pages/protecting-charities_execorder_13224-a.aspx
https://undocs.org/en/S/2013/656
https://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/t1899785.shtml
https://www.youtube.com/watch?v=0M5lVSXNbWQ
http://mofa.gov.pk/transcript-of-the-press-briefing-by-spokesperson-on-friday-20-august-2021/
https://www.reuters.com/world/middle-east/iran-resumes-fuel-exports-afghanistan-after-taliban-request-union-says-2021-08-23/
https://www.capito.senate.gov/imo/media/doc/08-18-2021%20rubio-et-al-letter-to-austin-re-afghanistan.pdf
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of the likelihood that the Taliban will seek to work with
the aforementioned countries for training, fuel or
infrastructure development purposes, in order “to
utilize the equipment they do not have the capabilities
to use on their own”. Additionally, the senators have
requested detailed information on efforts taken by the
administration to recover the equipment, amid
concerns that it might be used by terrorist groups, a
possibility which has already been discussed by
security experts who explained the probability that Al-
Qaida and ISIS �ghters are already in possession of
abandoned US equipment.
 
The way forward regarding the Afghanistan crisis
 
Following the G7 meeting, UK Prime Minister Boris
Johnson stated that leaders agreed on a roadmap for
future engagement with the Taliban, which focuses on
securing safe passage for those who want to leave
Afghanistan beyond the 31 August deadline. Should
the Taliban endorse such an agreement which
proposes certain conditions, including ensuring
compliance with all international obligations and
humanitarian law, the “huge funds” intended for the
support of Afghanistan and its people could eventually
be unfrozen, Johnson declared.
 
Concurrently, on 30 August, the UNSC passed
resolution 2593 (2021) which calls for the Taliban to
facilitate safe passage for anyone who wants to leave
Afghanistan, as well as to uphold human rights and
allow access to humanitarian organisations. The
document was adopted with 13 votes in favour and
two abstentions from China and Russia. Justifying his
vote, China’s representative Ambassador Geng
Shuang highlighted that the country has “huge doubts
about the necessity and urgency of adopting this
resolution and the balance of its content” and
recommended that the international community
engage with the Taliban. Geng added that states
“cannot claim to care about Afghan people's welfare,
while imposing unilateral sanctions, or claim to
support Afghanistan's acceleration of economic and
social development, while seizing and freezing

Afghanistan’s overseas assets”. Similarly, Russia’s
representative Vassily Nebenzia stated that his vote
came in response to member states’ refusal to include
some of Russia’s “principled concerns” in the text.
 
The international community is currently assessing
ways to ensure that the UNSC resolution is
implemented and that those who have not succeeded
in leaving Afghanistan will be allowed to exit the
country. Foreign ministers of G7 countries – Canada,
France, Germany, Italy, Japan, the UK and the US – as
well as the EU, Qatar and Turkish representatives,
together with the secretary general of the North
Atlantic Treaty Organization (NATO) met on 30 August
to discuss measures for the reopening of Kabul
airport for international �ights, with the cooperation of
Qatar and Turkey, and in light of Taliban assurances in
this regard. However, the humanitarian crisis is at risk
of “turning into a catastrophe soon”, European External
Action Service Managing Director for Asia and the
Paci�c Gunnar Wiegand warned, adding that the EU is
“in no rush” to recognise a Taliban government. With
Afghanistan’s economy collapsing due to bank
closures and suspension of foreign aid, the priority is
that UN agencies and NGOs are able to provide
humanitarian support in the region.

US State Secretary Blinken gave assurances that,
“consistent with […] sanctions on the Taliban, the
aid will not �ow through the government, but rather
through independent organisations”. The terrorist
threat remains a priority on the international agenda.
During UNSC meetings, member states have voiced
concerns that terrorist organisations may
use Afghanistan as a base. UN representatives
have highlighted that the situation in Afghanistan has
serious implications for international peace
and security and warned that ISIL/Da’esh may use the
country to expand its presence in Africa.

The Taliban’s chief spokesman Zabinullah Mujahid
announced on 7 September during a press conference
the new Taliban government composed of 33
members, which includes US designated SDGT

 

https://www.politico.com/news/2021/08/19/us-weapons-seized-taliban-506313
https://www.youtube.com/watch?v=98UAYo4DiBI
https://undocs.org/en/S/RES/2593(2021)
https://www.mfa.gov.cn/ce/ceun/eng/hyyfy/t1903272.htm
https://news.un.org/en/story/2021/08/1098802
https://www.state.gov/joint-statement-on-afghanistan-evacuation-travel-assurances/
https://multimedia.europarl.europa.eu/en/afet-deve_20210901-1745-COMMITTEE-AFET-DEVE_vd
https://www.state.gov/secretary-of-antony-j-blinken-remarks-on-afghanistan/
https://www.un.org/press/en/2021/sc14608.doc.htm
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Minister of Interior Sirajuddin Haqqani and Prime
Minister Mohammad Hasan Akhund, who is
designated by the UN Security Council.
 
Sirajuddin Haqqani was included on the US sanctions
list in March 2008, pursuant to Executive Order (EO)
13224 for committing or posing a “signi�cant risk” of
committing acts of terrorism which threaten US
national security, foreign policy and economy. He is
currently on the Federal Bureau of Investigation’s most
wanted list for his alleged involvement in the 2008
Kabul Serena Hotel attack which killed six individuals.
The FBI notes that Haqqani “is believed to have
coordinated and participated in cross-border attacks
against US and coalition forces in Afghanistan”, as
well as in the planning of the 2008 assassination
attempt on then Afghan president Hamid Karzai. 
 
Another US designated member of the Taliban
government is Minister of Refugees Khalil al-Rahman
Haqqani, also known as Khalil Ahmed Haqqani, who is
the uncle of Sirajuddin Haqqani and who was added to
the US SDGT list, pursuant to EO 13224, on 9 February
2011. He is also wanted in the US for being linked to
Al-Qaida terrorist operations and engaging in
fundraising activities on behalf of the Taliban. Both
Sirajuddin Haqqani and Rahman Haqqani are
members of the Haqqani Network and are designated
by the UN Security Council for participating in the
�nancing, preparing or perpetrating acts or activities
of the Taliban or Al-Qaida, respectively. 

Similarly, the now-appointed Taliban Prime Minister
Mullah Mohammad Hasan Akhund, was designated
by the UN Security Council Sanctions Committee on
25 January 2001 as the �rst deputy of the Councils of
Ministers in the previous Taliban regime, pursuant to
resolution 1267 (1999) and resolution 1333 (2000),
which expanded �nancial sanctions to include the
freezing of funds of Osama bin Laden and his
associates, and imposed arms embargoes on the
Afghan territory controlled by the Taliban.

  
Other members of the Taliban government currently
subject to UNSC sanctions include: Mullah Abdul
Ghani Baradar – First Deputy Prime Minister; Molavi
Abdul Salam Hana� – Second Deputy Prime Minister;
Molavi Muhammad Yaqoob Mujahid – Minister of
Defence; Molavi Amir Khan Muttaqi – Minister of
Foreign Affairs; Sher Muhammad Abbas Stanikzai –
Deputy Foreign Minister; Mullah Khairullah Khairhwa –
Minister of Information and Broadcasting; Qari Din
Mohammad Hanif – Minister of Economic Affairs;
Molavi Noor Muhammad Saqib – Minister of Hajj and
Auqaf; Noorullah Noori – Minister of Borders and
Tribal Affairs; Mullah Muhammad Essa Akhund –
Minister of Minerals and Petroleum; Molavi Abdul Latif
Mansoor – Minister of Water and Energy; Abdul Baqi
Haqqani – Minister of Education; Najibullah Haqqani –
Minister of Communications; and Abdul Haq Wasiq –
Deputy Interior Minister.
 
Diana Andrei, Content Writer at Aperio Intelligence

 

The Taliban takeover of Afghanistan at the end of August came as a surprise to the West whose
intelligence services had allegedly not been expecting the terrorist group to overrun the Ghani
Administration in Kabul before 2022. The fall of the entire public administration system in Afghanistan to
the Taliban, including the central bank, the ministry of �nance and a number of state-controlled �nancial
institutions, poses a host of challenges to western governments and their �nancial systems. As of today,
Afghanistan is not on FATF's black or grey list although individual states have started issuing guidance to
warn their FIs about the risks of transacting in funds �owing in and out of the country. 

Aperio Analysis by George Voloshin
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LEGISLATION

The UK’s Foreign, Commonwealth
and Development O�ce (FCDO)
announced on 9 August the
imposition of a package of further
�nancial, trade and aviation
sanctions on Belarus pursuant to
the Republic of Belarus
(Sanctions) (EU Exit) Regulations
2019. According to the press
release, the action responds to
the “continued undermining of
democracy and human rights
violations by the [Alexander]
Lukashenko regime”.
 
The new measures follow the 21
June coordinated designations by
the UK, US, EU and Canada against
seven individuals and one entity in
response to the arrest of journalist
Roman Protasevich and So�a
Sapega following the unlawful
interception of Ryanair �ight
FR4978 on 23 May.
 
The new package of sectoral
measures is being introduced by
the UK through the Republic of
Belarus (Sanctions) (EU Exit)
(Amendment) Regulations 2021,

the new measures of which came
into force on the same day.
 
The new sanctions include
�nancial measures prohibiting
purchases of transferable
securities and money market
instruments issued by the
Belarusian state, as well as those
issued by state-owned banks, and
the provision of loans. According to
the statutory guidance amended
on the same day, the prohibitions
target direct or indirect dealing with
a transferable security or money
market instrument if it has been
issued by Belarus, its authorities, or
entities owned fully or majorly by
Belarus after noon on 9 August
2021 and has a maturity exceeding
90 days. In addition, granting a loan
or credit, as well as entering an
arrangement to directly or
indirectly grant a loan or credit
after the same date to the same
entities is also prohibited.
 
In addition, trade measures are
imposed on potassium chloride
(potash), petroleum products,
interception and monitoring goods
and technology, goods used in
cigarette manufacturing, and dual-
use goods and technology. The
UK's Export Control Joint Unit
(ECJU) and the Department for
International Trade (DIT) have also

published guidance on interception
and monitoring goods and
technology, which provides
clari�cation to exporters on the
meaning of speci�c terms used in
the schedules to the Belarus
Regulations.
 
Furthermore, the UK is also
imposing aviation measures aimed
at preventing Belarusian air carriers
from over�ying or landing in the
UK, as well as a prohibition on the
provision of technical assistance to
aircraft related to designated
persons, including Lukashenko.
The statutory guidance has also
been amended to designate certain
aircraft considered to be for the
bene�t of sanctioned persons.
 
In addition to the sectoral
sanctions, the UK has also
designated prominent Russian
businessman and associate of
Lukashenko, Mikhail Safarbekovich
Gutseriev, who is one of the main
private investors in Belarus,
allegedly responsible for facilitating
serious violations of human rights
and the repression of civil society
through offering use of his
business interests. The UK
Sanctions List has also been
updated to correct information on
certain designated individuals,
including Lukashenko, the

UK imposes sectoral sanctions on Belarus
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Spokesperson and Press Secretary
of the Presidency Natalia
Nikoalyevna Eismont, and �ve
other o�cials.
 
The DIT has also published notices
to exporters and importers setting
out the licensing process for
traders looking to import or export
goods subject to prohibitions.
 
In coordinated action announced
on the same day, the US has issued
a new Executive Order (EO) which
extends the scope of EO 13405 of

16 June 2006 to expand the US
government’s powers to impose
sanctions on persons operating in
certain identi�ed sectors of the
Belarus economy, including the
defence and related materiel
sectors, security sector, energy
sector, potash sector, tobacco
products sector, construction
sector, and transportation sector. 
 
The US has also designated 23
individuals and 21 entities pursuant
to the new EO and to EO 13405. 
 

Moreover, the Canadian
government announced on the
same day sectoral sanctions on
the Belarusian �nancial sector,
covering transferrable securities
and money market instruments,
debt �nancing, insurance and
reinsurance, petroleum products
and potash products.

 

UK government press release

OFSI notice

Statutory guidance on Belarus …

The Canadian Minister of Foreign
Affairs Marc Garneau announced
on 9 August the imposition of new
sectoral sanctions on Belarus
pursuant to the Special Economic
Measures Act (SEMA), in
response to “ongoing, gross and
systematic violations of human
rights” in the country.
 
The new set of measures, which
are designed to “minimize
Belarusian state actors’ access to
international �nance”, impose
restrictions on key sectors of the
Belarusian economy, including
transferrable securities and money
market instruments, debt �nancing,
insurance and reinsurance,
petroleum products and potassium
chloride (potash) products.
 

Garneau reiterated that Canada
“has stood with […] international
partners in applying pressure on
those responsible for continued
human rights violations” and “will
not relent in ending impunity for
human rights abusers”.
 
The action was coordinated with
the US and UK administrations.
The UK’s Foreign, Commonwealth
and Development O�ce (FCDO)
also imposed sectoral sanctions
targeting largely the same sectors
and designated Lukashenko
a�liate Mikhail Safarbekovich
Gutseriev, while the US issued a
new Executive Order (EO)
expanding the government’s
powers to impose future sanctions
on several sectors of the
Belarusian economy, as well as

newly designating 23 individuals
and 21 entities.
 
Canada has sanctioned 72
Belarusian o�cials and �ve entities
so far pursuant to SEMA, with the
most recent being part of
coordinated action with the US, UK
and EU on 21 June, wherein
Canada designated 17 individuals
and �ve entities.

Global Affairs Canada press rel…

Background on sanctions relat…

UK government press release

Text of US Executive Order

US OFAC press release

Global Affairs Canada press rel…

Canada imposes sectoral sanctions on Belarus

https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1009568/Notice_Belarus_090821.pdf
https://www.gov.uk/government/publications/republic-of-belarus-sanctions-guidance/the-republic-of-belarus-sanctions-guidance
https://www.canada.ca/en/global-affairs/news/2021/08/canada-imposes-additional-sanctions-on-first-anniversary-of-belaruss-fraudulent-presidential-elections.html
https://www.canada.ca/en/global-affairs/news/2021/08/backgrounder-sanctions-related-to-belarus.html
https://www.gov.uk/government/news/belarus-uk-imposes-significant-new-package-of-economic-sanctions-on-belarus-on-anniversary-of-fraudulent-election
https://home.treasury.gov/system/files/126/20210809_belarus_eo.pdf
https://home.treasury.gov/news/press-releases/jy0315
https://www.canada.ca/en/global-affairs/news/2021/06/canada-imposes-additional-sanctions-on-belarusian-individuals-and-entities.html
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US President Joe Biden signed on
9 August a new Executive Order
(EO) ‘Blocking Property of
Additional Persons Contributing
to the Situation in Belarus’. The
order, released on the one-year
anniversary of the alleged
fraudulent election in Belarus,
extends the scope of EO 13405 of
16 June 2006 to strengthen the
US government’s powers to
impose sanctions on Alexander
Lukashenko and his regime “for
their ongoing assault against the
democratic aspirations and
human rights of the Belarusian
people, transnational repression
and abuse, affronts to
international norms, and
corruption”.
 
Speci�cally, the US government’s
authority to impose blocking
measures is expanded to cover
persons operating in certain
identi�ed sectors of the Belarus
economy, including the defence
and related materiel sector,
security sector, energy sector,
potassium chloride (potash) sector,
tobacco products sector,
construction sector, transportation

sector, as well as “any other sector
of the Belarus economy as may be
determined by the Secretary of the
Treasury, in consultation with the
Secretary of State”.

On 23 August, the
IMF's 2021 general
special drawing
rights allocation
came into effect,
and despite the
sanctions, Belarus
will receive a 0.14
percent share of the
reserve funds,
corresponding to
$910 million

Concurrently, the US Treasury
Department’s O�ce of Foreign
Assets Control (OFAC) listed 23
individuals and 21 entities allegedly
involved in (1) the continuing
violent crackdown on peaceful
protests; (2) the 23 May Ryanair
incident; or (3) sustaining or
pro�ting from the Belarusian
regime at the expense of the
Belarusian people. According to
OFAC FAQs 916, 917 and 918 as a
result of the new EO, all property

and interests in property of the
OFAC-designated persons
operating in said sectors that are
or come within the US, as well as
the possession or control of US
entities, are blocked.
 
On the same day, the UK
announced a new package of
trade, �nancial and aviation
sanctions on Belarus pursuant to
the Republic of Belarus (Sanctions)
(EU Exit) (Amendment) Regulations
2021, which includes (1) aviation
measures to prevent Belarusian air
carriers from over�ying or landing
in the UK; (2) trade measures on
potash, petroleum products,
interception and monitoring goods
and technology, goods used in
cigarette manufacturing, and dual-
use goods and technology; and (3)
a prohibition on purchases of
transferable securities and money
market instruments issued by the
Belarusian state, as well as those
issued by state-owned banks, and
the provision of loans.
 
The Canadian government also
announced coordinated sanctions
targetting sectors of the Belarusian
economy, including the �nancial
sector, covering transferrable
securities and money market
instruments, debt �nancing,
insurance and reinsurance,
petroleum and potash products. 

US issues new EO, imposes coordinated
sanctions with UK and Canada on Belarus
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Furthermore, on the same day, EU
High Representative Josep Borell
reiterated the EU’s commitment to
continuing “to support international
initiatives to hold all perpetrators to
account, including through the UN
O�ce of the High Commissioner
for Human Rights and the
International Accountability
Platform for Belarus”. He further
added that a potential reversal of
the EU sanctions on Belarus would
only be possible “once the
[Belarusian] authorities […] fully
adhere to the principles of
democracy and the rule of law,
respect human rights obligations
and cease all repression”.

In response to the measures,
Belarus’s Foreign Ministry
announced in a statement on its
website that Belarus "will carry out
a thorough assessment of the
restrictions adopted yesterday by
the USA, Great Britain and Canada
against our country and will take
adequate measures in response".
On 11 August, the Ministry
announced the decision to rescind
its consent of the appointment of
the US Ambassador to the country.
 
On 23 August, the IMF's 2021
general special drawing rights
(SDR) allocation came into effect,
with a record $650 billion being
allocated to support global
economies as they emerge from
the coronavirus pandemic. Despite
the sanctions, Belarus will receive a
0.14 percent share of the reserve
funds, corresponding to
approximately $910 million.

New designations include

White House notice

White House letter

White House factsheet

Text of Executive Order

OFAC press release

OFAC identifying information

OFAC General License 4

Department of State press rele…

Belaruskali OAO, which is one of
the country's largest state-
owned enterprises, one of the
world’s largest producers of
potash, and a source of illicit
tax revenue and foreign
currency for the regime. OFAC
has also issued Belarus General
License 4, authorising
transactions that are “ordinarily
incident and necessary to” the
winding down of transactions
involving Belaruskali OAO and
any other entity owned by it, for
a period of 120 days

The Belarusian National
Olympic Committee, which is
accused of facilitating money
laundering, sanctions evasion,
and the circumvention of visa
bans, and which the
International Olympic
Committee has publicly
reprimanded for its failure to
protect Belarusian athletes
from political discrimination
and repression

Several individuals and entities
that operate in the tobacco
products, construction, energy,
and transportation sectors of
the Belarus economy, including
(1) Aliaksey Aleksin and his
companies Inter Tobacco,
Energo-Oil and Belneftegaz, as
well as state-owned Grodno
Tobacco Factory Neman; (2)
Cyprus-registered Dana
Holdings Ltd and its Belarus-
based former subsidiaries,

Foreign Limited Liability
Company Dana Astra, Limited
Liability Company Emirates
Blue Sky, and Limited Liability
Company Dubai Water Front

Additional prominent
businesspeople who support
the regime as well as
companies with which they are
a�liated, including Novopolotsk
Limited Liability Company
Interservice, and its subsidiary,
private bank Absolutbank

Five o�cials of the government
of Belarus allegedly connected
with the 23 May forced
interception of Ryanair Flight
4978 and the subsequent arrest
of Roman Protasevich and
So�a Sapega, including Belarus’
Minister of Transport and
Communications Aliaksei
Mikalaevich Auramenka and
Head of the Aviation
Department within the same
ministry, Artsiom Sikorski

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/08/09/executive-order-on-blocking-property-of-additional-persons-contributing-to-the-situation-in-belarus/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/09/letter-to-the-speaker-of-the-house-of-representatives-and-the-president-of-the-senate-on-blocking-property-of-additional-persons-contributing-to-the-situation-in-belarus/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/08/09/fact-sheet-executive-order-imposing-costs-on-alyaksandr-lukashenka-and-belarusian-authorities-for-ongoing-attacks-against-democratic-freedoms-human-rights-and-international-norms/
https://home.treasury.gov/system/files/126/20210809_belarus_eo.pdf
https://home.treasury.gov/news/press-releases/jy0315
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210809
https://home.treasury.gov/system/files/126/belarus_gl4.pdf
https://www.state.gov/holding-the-lukashenka-regime-to-account-on-the-anniversary-of-the-fraudulent-presidential-belarusian-election/
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US President Joseph Biden issued
on 20 August Executive Order
(EO) 14039 on ‘Blocking property
with respect to certain Russian
energy export pipelines’. The
order enables the imposition of
sanctions against foreign persons
related to the Nord Stream 2 and
TurkStream pipelines named in
the State Department’s reports
pursuant to the Protecting
Europe’s Energy Security Act of
2019 (PEESA), as amended.

The State
Department
identi�es Russia-
based Joint Stock
Company Nobility
and construction
company
Konstanta OOO as
entities involved in
the Nord Stream 2
pipeline

According to the presidential letter
and White House brie�ng, the new
EO expands on the national
emergency declared through EO
14024 of 15 April 2021, which
blocks all property and interests in
property of any person determined
to have engaged in “speci�ed
harmful foreign activities” on
behalf of the Russian government.
In addition, it “responds to certain
Russian energy pipeline projects
intended to expand Russia’s
in�uence over Europe’s energy
resources” which would “weaken
[…] the energy security […] of
Ukraine and Eastern �ank NATO
and EU countries”.
 
Concurrently, the State Department
submitted a report to Congress, in
consultation with the Secretary of
the Treasury, as required by PEESA,
which identi�es Russia-based Joint
Stock Company Nobility and
construction company Konstanta
OOO as entities involved in the
Nord Stream 2 pipeline.
 
In accordance with the new EO, the
US Department of Treasury’s O�ce
of Foreign Assets Control (OFAC)
added �ve entities and 13 vessels
to the Specially Designated
Nationals and Blocked Persons
List. Three entities and 11 vessels
were previously blocked under
PEESA on 21 May and have been

transferred to the SDN List as a
result of the new EO. Therefore,
only the two new entities identi�ed
by the State Department – Nobility
and Konstanta, and two additional
vessels identi�ed as their property
– Ivan Sidorenko and Ostap
Sheremeta, were designated on 20
August pursuant to the new EO.
 
On the same day, OFAC also issued
General License (GL) 1A, which
supersedes GL 1 and authorises
certain transactions and activities
involving the Federal State
Budgetary Institution Marine
Rescue Service (MRS) or any entity
that it owns, prohibited by the new
EO that are not connected to the
construction of Nord Stream 2 or
TurkStream. OFAC also highlights
the extent of the authority of GL 1A
in an update to FAQ 894 and
explains the purpose and impact of
the new EO in FAQ 921.

White House brie�ng

White House presidential letter

Federal Register entry on EO 1…

State Department press release

OFAC notice

General License 1A

OFAC notice on blocked entitie…

US issues new EO related to Nord Stream 2 and
TurkStream, designates entities and vessels

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/08/20/executive-order-on-blocking-property-with-respect-to-certain-russian-energy-export-pipelines/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/08/20/letter-to-the-speaker-of-the-house-of-representatives-and-the-president-of-the-senate-on-blocking-property-with-respect-to-certain-russian-energy-export-pipelines/
https://home.treasury.gov/system/files/126/14039.pdf
https://www.state.gov/imposition-of-sanctions-in-connection-with-nord-stream-2/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210820
https://home.treasury.gov/system/files/126/peesa_gl_1a.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210521
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The UK Foreign, Commonwealth
and Development O�ce (FCDO)
announced on 20 August the
imposition of asset freezes and
travel bans pursuant to the UK
autonomous chemical weapons
sanctions regime against seven
Russian nationals believed to be
members of the Russian Federal
Security Service (FSB) and
allegedly linked to Alexei
Navalny’s poisoning in Tomsk on
20 August 2020.
 
The seven individuals are: FSB
Criminalistics Institute Director
Kirill Vasilyev and operatives Alexey
Alexandrov and Ivan Vladimirovich
Osipov; FSB operative Vladimir
Panyaev; Chief of the FSB’s Special
Technology Center Vladimir
Mikhailovich Bogdanov; FSB o�cial
and toxicologist Stanislav
Valentinovich Makshakov; and FSB

Chief of Service for the Protection
of the Constitutional System and
the Fight against Terrorism Aleksei
Semenovich Sedov.
 
The action is taken in concert with
the US Departments of State,
Treasury and Commerce, which
have designated the seven Russian
o�cials, as well as other
individuals and entities. In addition,
the State Department has imposed
restrictions on permanent imports
of certain Russian �rearms, and
the Commerce Department has
issued additional export
restrictions on nuclear and missile-
related goods and technology.
 
The UK and US issued a joint
statement wherein they rea�rm
their condemnation of the
assassination attempt on Navalny,
calling on Russia to fully comply

with its obligations under the
Chemical Weapons Convention
(CWC) to “declare and dismantle its
chemical weapons programme”.
Both countries reiterate their
commitment to continuing “to
coordinate with international
partners on further measures”
against individuals “directly
responsible for carrying out the
poisoning of Navalny”.
 
UK Foreign Secretary Dominic
Raab urged Russia to conduct a
criminal investigation of Navalny’s
poisoning and declare “its full stock
of Novichok nerve agents”.

UK FCDO press release

Joint UK-US statement

OFSI notice

On 20 August, the US and UK issued new Russia sanctions on the �rst anniversary of the poisoning of
Alexei Navalny, a prominent Russian opposition activist who was jailed upon his return to Russia in
January on old charges. The sanctions were announced at the time German Chancellor Angela Merkel was
meeting President Vladimir Putin on her farewell visit to the Kremlin. Notably, the EU did not join the latest
sanctions initiative. Despite that, the scope of the new restrictions is fairly limited as they only imply
personal designations of speci�c low-pro�le individuals and state-linked entities that will have absolutely
no bearing on Russia's diplomatic, economic, security or military position. 

UK sanctions seven Russians in coordination
with the US over Navalny poisoning

Aperio Analysis by George Voloshin

https://www.gov.uk/government/news/russia-uk-sanctions-fsb-operatives-over-poisoning-of-alexey-navalny
https://www.gov.uk/government/news/russia-uk-us-joint-statement-on-first-anniversary-of-poisoning-of-alexey-navalny
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1012438/Notice_Chemical_Weapons_200821.pdf
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC), and
Departments of State, Justice and
Commerce announced on 20
August further sanctions against
Russia on the one year
anniversary of Alexei Navalny’s
poisoning with a nerve agent.
 
OFAC’s action targets nine Russian
individuals and two entities
allegedly involved in Navalny’s
poisoning or in Russia’s chemical
weapons programme pursuant to
Executive Order (EO) 13382 of 28
June 2005. According to the o�ce,
eight of the nine individuals are
o�cials and operatives of the
Russian Federal Security Service
(FSB), which was previously
designated by OFAC pursuant to
EO 13694 on 20 December 2016
and by the State Department on 2
March 2021 under EO 13382. The
ninth individual is the former
director of the 27th Scienti�c
Centre and a chemical weapons
expert, whilst the two entities are
the FSB Criminalistics Institute and

the State Institute for Experimental
Military Medicine (GNII VM).
 
In addition, the US Department of
State is re-designating pursuant to
EO 14024 of 15 April 2021 two
Russian Ministry of Defence
scienti�c laboratories purported to
have been involved in developing
Russia’s chemical weapons
capabilities – the 27th Scienti�c
Centre and the 33rd Scienti�c
Research and Testing Institute –
over operating in the defence and
related materiel sector of Russia
and having engaged in researching
and developing technologies for
delivering chemical weapons. Both
entities were previously designated
under EO 13382.
 
In addition to the individual
designations, pursuant to the
Chemical and Biological Weapons
Control and Warfare Elimination
Act of 1991 (the CBW Act), the
State Department is also imposing
restrictions on the permanent
imports of certain Russian
�rearms, including a policy of
denial on new and pending permit
applications for the permanent
importation of �rearms and
ammunition manufactured or
located in Russia. Moreover, the
Department of Commerce has
issued additional export
restrictions on nuclear and missile-

related goods and technology
under the Export Control Reform
Act 2018. The restrictions will take
effect upon publication in the
Federal Register.
 
The US action is being made in
coordination with the United
Kingdom, which also announced
asset freezes and travel bans
against the same seven Russian
nationals pursuant to the UK's
autonomous chemical weapons
sanctions regime. A concurrent
joint statement by the US and UK
governments calls on Russia to
fully comply with the Chemical
Weapons Convention (CWC),
“including its obligations to declare
and dismantle its chemical
weapons program”.

On 20 August, in an op-ed written
from inside the detention centre,
Navalny argued that corruption "is
almost invariably one of the main
causes of the global challenges
that faces the west". In his letter,
Navalny urges the west to adopt
�ve measures that would make a
"highly effective start to combating
global corruption". These include
(1) formulating and recognising a
special category of 'countries that
encourage corruption', which would
support imposing uniform
measures against groups of
countries; (2) implementing

US imposes sanctions and trade restrictions on
Russia one year after Navalny poisoning
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"enforced transparency" by
publishing any contract between
western companies and their
partners with high-risk countries if
the contracts involve in any way
the state, its o�cials, or their
relatives; (3) increasing sanctions
against individuals, including

"oligarchs, primarily those in the
entourage of Putin"; (4) countries
that already have strong sanctions
regimes, such as the US, UK and
Germany, to impose them more
effectively; and (5) establishing an
international body to obstruct the
"export of political corruption".

OFAC press release

Department of State statement

Department of State factsheet

Navalny letter (20 August 2021)

It is unlikely that the newly designated FSB operatives have travelled or held assets abroad since their
exposure by Bellingcat last December. Therefore, the new round of joint US-UK sanctions seem to be a
symbolic gesture indicating that Western governments are following the crackdown on political opposition
in Russia closely and can coordinate their response. After the poisoning with a Novichok nerve agent was
con�rmed by the OPCW, Navalny’s close allies – most of whom were forced to �ee Russia this year –
called on governments worldwide to sanction the top Russian oligarchs as opposed to law enforcement
and intelligence o�cers. Navalny’s team has alleged that Putin-linked oligarchs enable the oppressive
regime in Russia and bene�t from it while enjoying residence in the West and “exporting” corruption there.
Although no Western country has acted on these calls yet, the issue is being discussed in parliaments,
including in the UK. If imposed, these sanctions may expose Western businesses to signi�cant regulatory
risks increasing the relevance of thorough due diligence on politically exposed Russian businesspeople.

The Swiss Federal Council
announced on 11 August the
imposition of a new package of
sectoral sanctions in response to
the human rights violations and
“ongoing repression against civil
society and members of the
opposition” in Belarus.
 
The restrictive measures, which
mirror sanctions implemented by
the EU in June, are included in
amendments to the Ordinance on
Measures against Belarus. The
changes add to the existing

embargo on arms and equipment
that may be used for internal
repression, a prohibition on trade in
(1) dual-use goods and
technologies, particularly those
that could be used to monitor or
intercept the internet and
telephone communications; (2)
various petroleum and potassium
chloride (potash) products; and (3)
goods used for the production or
processing of tobacco products.
 
In addition, the Federal Council is
restricting the issuance of and

trading in certain �nancial
instruments, as well as the
provision of loans and insurance or
reinsurance services to the
Belarusian government and
other authorities. The measures
also comprise the designation of
Belaeronavigatsia, the state-owned
provider of air navigation services.

The action follows coordinated
measures by the US, UK and
Canada adopted on 9 August.

Swiss Federal Council press rel…

Aperio Analysis by Dmitri Gorelov

Swiss impose sectoral sanctions on Belarus

https://home.treasury.gov/news/press-releases/jy0328
https://www.state.gov/u-s-imposes-additional-costs-on-russia-for-aleksey-navalny-poisoning/
https://www.state.gov/fact-sheet-united-states-imposes-additional-costs-on-russia-for-the-poisoning-of-aleksey-navalny/
https://navalny.com/p/6526/
https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-84678.html
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Australia's Minister for Foreign Affairs Marise Payne
announced on 5 August that the government will
undertake a range of reforms to the existing
autonomous sanctions framework to identify and
specify broad categories of conduct in relation to
which sanctions can be applied. On 3 August, Labour
Senator Kimberley Kitching introduced to the Senate
the International Human Rights and Corruption
(Magnitsky Sanctions) Bill 2021.
 
The draft bill is part of the government’s response to
the recommendations set out in the December 2020
report by the Joint Standing Committee on Foreign
Affairs, Defence and Trade (JSCFADT), called
‘Criminality, corruption and impunity: Should Australia
join the Global Magnitsky movement?’. According to
the accompanying explanatory memorandum, the bill
will enable targeted �nancial sanctions and travel
bans against individuals who “have engaged in
activities deemed illegal by international human rights
law [and] in acts of signi�cant corruption”.
 
According to the draft bill, categories of conduct that
could prompt the imposition of sanctions will include
the proliferation of weapons of mass destruction,
threats to international peace and security, such as
serious human rights violations and abuses and
malicious cyber activity, and activities undermining the
rule of law and good governance, such as corruption.

 

The bill would give the Minister for Foreign Affairs the
power to impose: (1) immigration sanctions through
invalidating visa applications or cancelling existing
visas held by designated persons; (2) �nancial
sanctions by restricting or preventing the use of, or
making available of, assets owned, held or controlled
by designated persons; and (3) trade sanctions
restricting or preventing the supply, sale, transfer,
import of export of goods or services by or to
designated persons.

  
Of the 33 recommendations put forward by the
JSCFADT report, the government has agreed to the
majority. When presented with the proposal for
enacting stand-alone targeted sanctions legislation,
the Senate agreed in principle with the introduction of
the regime as well as with the recommendations to
cover systematic extrajudicial actions intended to limit
media freedom and abuse journalist and human rights
defenders’ rights. Signi�cantly, the Senate agreed that
the new targeted sanctions regime should be
applicable to conduct that has occurred prior to
enactment of the legislation. The Senate has rejected
recommendations for establishing an independent
body to oversee the sanctions process.
 
According to Payne, the sanctions reforms will enable
Australia to impose targeted �nancial sanctions and
travel bans against perpetrators of human rights
abuses and corruption “wherever it occurs, without
having to establish speci�c country-based regimes”.
She also stated that the Australian government plans
to introduce amendments to the Autonomous
Sanctions Act 2011 by the end of the year.

Minister of Foreign Affairs statement

Parliament debate proof

Draft International Human Rights and Corruption (M…

Australia to enact Magnitsky-style legislation

https://www.foreignminister.gov.au/minister/marise-payne/media-release/strengthening-australias-sanctions-laws
https://parlinfo.aph.gov.au/parlInfo/download/chamber/hansards/e33ce5a8-c004-49ca-83f9-8786f3f1aa3d/toc_pdf/Senate_2021_08_09_9017.pdf;fileType=application%2Fpdf
https://parlinfo.aph.gov.au/parlInfo/download/legislation/bills/s1228_first-senate/toc_pdf/21S0820.pdf;fileType=application%2Fpdf
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The UN Security Council on 30 August renewed until
August 2022 sanctions imposed against individuals
and entities obstructing implementation of the 2015
Agreement on Peace and Reconciliation in Mali
pursuant to resolution 2590 (2021). The mandate of
the Mali Panel of Experts has also been extended
until 30 September 2022.
 
The Security Council established the Mali sanctions
regime in 2017 under resolution 2374 (2017) to
pressure the government and armed groups from the
north of the country to implement the 2015 Mali
Peace and Reconciliation Agreement. Since 2017, the
2374 Mali Sanctions Committee has imposed
sanctions on eight individuals.
 
The UN Security Council has requested that the Panel
of Experts provide its latest report no later than 28
February 2022, a �nal report no later than 15 August
2022, as well as periodic updates.
 

It also requested that the Secretary-General report on
measures taken to ensure that sanctioned individuals
do not bene�t from any support provided by the
United Nations in Mali.
 
The resolution addresses Mali’s political turmoil
following the August 2020 coup d’état that ousted
president Ibrahim Boubacar Keïta. This was followed
by a second coup d’état against the country’s
transitional authorities in May.
 
In particular, the resolution condemns the activities of
ISIL and Al-Qaida linked terrorist organisations such
as Islamic State in West Africa Province (ISWAP), IS in
the Greater Sahara (ISGS), and Jama'at Nasr al-Islam
wal Muslimin (JNIM).

UN Security Council press release

UNSC resolution 2590 (2021)

The US Treasury’s O�ce of Foreign Assets Control
(OFAC) designated on 6 August �ve individuals as
specially designated global terrorists pursuant to
Executive Order 13224, who are said to represent
three terrorist groups in Africa.
 
A Mauritanian and Malian national, Salem ould
Breihmatt and Sidan Ag Hitta, have been designated
for their links to Jama’at Nusrat Al-Islam Wal-
Muslimin, a West African terror group that includes

the former Saharan branch of Al-Qaida. Kenyan
national Adbikadir Mohamed Abdikadir and Somali
national Ali Mohamed Rage are designated for their
links to Al-Shabaab in Somalia. Lastly, OFAC has
designated Mozambique national Bonomade
Machude Omar for his links to the Mozambique
branch of the Islamic State of Iraq and Syria.

OFAC designations

United Nations Security Council renews Mali
sanctions and Panel of Experts mandate

OFAC designates �ve for terrorism in Africa

https://www.un.org/press/en/2021/sc14616.doc.htm
https://undocs.org/S/RES/2590(2021)
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210806
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
designated on 23 August Eritrean
General Filipos Woldeyohannes
pursuant to Executive Order (EO)
13818 for his alleged involvement
in human rights violations
committed in the Tigray region by
Eritrean Defence Forces (EDF).
 
According to OFAC, under Filipos’
command, the EDF has executed,
tortured, and sexually assaulted
members of the ethnic Tigrayan

population in areas under EDF
control. Concurrently, Secretary of
State Antony Blinken states that it
has been reported that the EDF has
forcibly displaced civilians and
pillaged businesses to prevent
civilians from returning home,
calling on the UN Security Council
and wider international community
to �nd a solution to the con�ict.
 
UN Secretary-General António
Guterres also expressed his
concern about the situation in

Ethiopia on 19 August, calling for
an immediate cease�re and
political dialogue, and asking the
authorities to guarantee
unrestricted humanitarian access
to all affected areas.

OFAC press release

OFAC identifying information

US State Department press rel…

UN news article

The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) designated
on 13 August Omani oil broker
Mahmood Rashid Amur Al Habsi,
four companies and one vessel
pursuant to Executive Order (EO)
13224, over their alleged
involvement in an international oil
smuggling network believed to be
supporting Iran’s Islamic
Revolutionary Guard Corps-Qods
Force (IRGC-QF).
 
According to OFAC, Al Habsi used
the designated companies and
vessel – Oman-based Nimr

International LLC and Orbit
Petrochemicals Trading LLC,
Liberian-based Bravery Maritime
Corporation and crude oil tanker
Oman Pride, and Romania-based
Nimr International SRL – to
facilitate “tens of millions of
dollars” worth of sales and
shipments of Iranian oil for the
IRGC-QF’s bene�t, obscuring the
group’s involvement. 
 
OFAC notes that Al Habsi sought to
circumvent Iran-related sanctions
by altering automated ship
identi�cation systems, forging
documents and paying bribes.

Concurrently, Secretary of State
Antony Blinken stated that the
IRGC-QF has been using the
proceeds from sales brokered by Al
Habsi "to fund its malign activities"
and underlined that the US “will
continue to expose and disrupt
those supporting such efforts”.

 

OFAC press release

OFAC identifying information

US Department of State press r…

Updated SDN list

US designates Eritrean military leader over
alleged human rights violations in Tigray

US designates Omani oil broker, companies and
vessel supporting IRGC-QF

https://home.treasury.gov/news/press-releases/jy0329
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210823
https://www.state.gov/sanctioning-eritrean-military-leader-in-connection-with-human-rights-abuse-in-ethiopia/
https://news.un.org/en/story/2021/08/1098132
https://home.treasury.gov/news/press-releases/jy0320
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210813
https://www.state.gov/the-united-states-designates-an-oil-broker-network-supporting-qods-force/
https://home.treasury.gov/policy-issues/financial-sanctions/specially-designated-nationals-and-blocked-persons-list-sdn-human-readable-lists
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
designated on 24 August
Paraguayan nationals Kassem
Mohamad Hijazi, Khalil Ahmad
Hijazi, and Liz Paola Doldan
Gonzalez, as well as �ve
associated entities pursuant to
Executive Order (EO) 13818, for
their alleged involvement in
corruption.
 
According to OFAC, Kassem leads
and controls a money laundering
(ML) organisation based in Ciudad
del Este operating on a global scale
and maintains connections with
local government o�cials,
politicians, police o�cers, district
attorneys and money exchange
brokers to avoid being targeted by

law enforcement. Kassem
allegedly uses import and export
companies, such as Espana
Informatica S.A., of which Khalil is
the president, to import US goods
and sell them in Paraguay. During
the process, Kassem purportedly
alters invoices to reduce the stated
value of goods and avoid taxation
and further moves pro�ts through
currency exchanges and banks to
several locations, including the US,
China, and Hong Kong.
 
The Treasury is also designating
Kassem’s associate, Doldan, who
allegedly used Mobile Zone
International Import-Export S.R.L.
to purchase under-evaluated
electronic goods from a US
company, which were then sent to

several Paraguayan shell
companies. With the assistance of
Paraguyan customs authorities,
Doldan has allegedly obtained at
least $675 million.
 
In addition to Espana Informatica
and Mobile Zone International, the
newly designated companies are
Apolo Informatica S.A.,
Emprendimientos Immobiliarios
Misiones S.A., and Mundo
Informatico Paraguay S.A., all of
which are linked to Kassem.

OFAC press release

OFAC notice

US Department of State press r…

The White House announced on 6
August that US President Joseph
Biden has submitted a notice to
the Federal Register to continue
the national emergency �rst
declared in 2001 via Executive
Order (EO) 13222 with respect to
the International Emergency
Economic Powers Act. The

national emergency will be
extended for one year.
 
The President declared a national
emergency pursuant to EO 13222
with respect to the unusual and
extraordinary threat to US national
security, foreign policy, and the
economy related to the expiration

of the Export Administration Act of
1979, as amended.

White House notice

White House letter

Federal Register notice

US designates three Paraguayan individuals and
�ve entities involved in corruption

US renews national emergency with respect to
the Export Control Regulations

https://home.treasury.gov/news/press-releases/jy0332
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210824
https://www.state.gov/united-states-sanctions-corrupt-actors-in-paraguay/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/08/06/notice-on-the-continuation-of-the-national-emergency-with-respect-to-export-control-regulations/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/08/06/letter-to-the-speaker-of-the-house-of-representatives-and-the-president-of-the-senate-on-the-continuation-of-the-national-emergency-with-respect-to-export-control-regulations/
https://www.govinfo.gov/content/pkg/FR-2021-08-10/pdf/2021-17195.pdf
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) designated
on 13 August Cuban nationals
Romárico Vidal Sotomayor García
and Pedro Orlando Martínez
Fernández, as well as one entity,
pursuant to Executive Order (EO)
13818 implementing the Global
Magnitsky Human Rights
Accountability Act.
 
According to Secretary of State
Antony Blinken, the sanctions are
being imposed in response to “the
Cuban regime’s violent suppression
of peaceful protesters on and after

July 11”, when a series of protests
against the Cuban government and
the ruling Communist Party of
Cuba escalated into violence. 
 
The designations target García,
who is the Chief of the Political
Directorate of the Cuban Ministry
of the Interior (MININT), Fernández,
who is the Chief of the Political
Directorate of the Cuban National
Revolutionary Police (PNR), and the
Tropas de Prevención (TDP), which
is a unit of the Cuban Ministry of
Revolutionary Armed Forces
(MINFAR) that functions as military
police, according to OFAC.

OFAC alleges that MININT and two
of the forces it has deployed in the
country – PNR and the Brigada
Especial Nacional del Ministerio del
Interior (SNB), as well as TDP –
have attacked and arrested
protestors in violent operations
across the country. SNB and PNR
were designated by OFAC on 22
and 30 July 2021, respectively.

 

OFAC press release

Updated SDN list

Department of State press rele…

The US Treasury Department’s
O�ce of Foreign Assets Control
(OFAC) announced on 19 August
the designation of three senior
Cuban security o�cers, pursuant
to the Global Magnitsky sanctions
regime expanded under Executive
Order 13818, for the continued
state-sanctioned violence
targeting peaceful protestors.
 
The latest sanctioned Cuban
individuals are Central Army Chief

Andres Laureano Gonzalez Brito of
the Ministry of the Revolutionary
Armed Forces (MINFAR), MINFAR
Deputy Chief of the General Staff
and Directorate of Operations Chief
Roberto Legra Sotolongo, and
Cuban Ministry of the Interior
Directorate of Penitentiary
Establishments Chief Abelardo
Jimenez Gonzalez. 
 
Legra and Gonzalez are designated
for leadership in organisations

responsible for human rights
abuses, while Jimenez is being
designated for allegedly acting on
behalf of the Cuba government's
Ministry of Interior, which in turn
was sanctioned on 15 January for
engaging in human rights abuses.

OFAC press release

Updated SDN list

State Department press release

US designates two Cuban individuals and one
entity over violent attacks against protestors

OFAC designates three more Cuban o�cials

https://home.treasury.gov/news/press-releases/jy0321
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210813
https://www.state.gov/sanctioning-cuban-officials-in-response-to-violence-against-peaceful-protestors/
https://home.treasury.gov/news/press-releases/jy0327
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210819
https://www.state.gov/sanctioning-cuban-officials-in-response-to-violence-against-peaceful-protestors-2/
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The US Department of State announced on 6 August
the designation of �ve leaders of African terrorist
organisations ISIS-Mozambique, Jama’at Nasr al-
Islam wal Muslimin (JNIM) and al-Shabaab as
specially designated global terrorists (SDGTs)
pursuant to Executive Order (EO) 13224. The
sanctioned individuals are Bonomade Machude
Omar (also known as Abu Sulayfa Muhammad and
Ibn Omar), Sidanag Hitta (also known as Abu
Qarwaniand Abu Abdelhakim al-Kidali), Salem ould
Breihmatt (also known as Abu Hamza al-Shanqitiand
Hamza al-Mauritani), Ali Mohamed Rage (also
known as Ali Dheere) and Abdikadir Mohamed
Abdikadir (also known as Ikrima).
 
According to the US State Department’s press release,
Omar leads the military and external affairs
department of ISIS-Mozambique and he is a senior

commander and key coordinator for the terrorist
organisation’s attacks in northern Mozambique, such
as the March 2021 attack in the city of Palma and
various other attacks in Cabo Delgado Province and
the Mtwara Region. 
 
In addition, Hitta is a leader and commander of JNIM,
and is allegedly responsible for the January 2019
attack on the MINUSMA base and hostage taking in
the Mali Kindal Region. Breihmatt is said to be a JNIM
senior leader who was charged with oversight of the
group in Burkina Faso. Concurrently, Rage and
Abdikadir are both a�liates and senior leaders of al-
Shabaab who were purportedly involved in the
planning of the group’s attacks.

US Department of State press release

Across parts of Africa, ISIS and Al-Qaeda a�liates are expanding their presence, with increased attacks on
military and civilian targets, buoyed by the recent successes of the Taliban in Afghanistan. A propaganda
coup for Islamist terror networks globally, the US pull-out from Afghanistan is also a strong indication of
the Biden administration’s arms-length approach to countering terrorism, with a reliance on sanctioning
individuals deemed to be a terrorist threat coupled with targeted air strikes. Both the US and European
states are also placing increased reliance on local security partners to step up their capabilities, and have
taken a step back from wider nation-building ambitions. But as Afghanistan has shown, effective
cooperation can be di�cult to achieve without some presence on the ground and an understanding of
local politics. Furthermore, local governments and security forces may now be less trusting of Western
counter-terror commitments and wary of immediate changes of strategy which could leave them highly
exposed. Although it is much harder (but not impossible) now for terror groups to strike Western capitals
in the manner of 9/11-style attacks, due to improved security measures at airports and greater public
awareness, terror networks will continue to exploit ungoverned spaces and target the disaffected, and
Africa is increasingly becoming an epicentre of such activity. All the more important for international
partners to work with local counterparts to �nd tailored strategies and solutions. 

US State Department designates �ve ISIS-
Mozambique, JNIM and al-Shabaab leaders

Aperio Analysis by Tom Ready

https://www.state.gov/designations-of-isis-mozambique-jnim-and-al-shabaab-leaders/


aperio-intelligence.com FINANCIAL CRIME DIGEST | AUGUST 2021

59

A US State Department
spokesperson announced on 6
August the imposition of visa
restrictions on 50 immediate
relatives of Nicaraguan political
�gures identi�ed by the US as
responsible for materially or
politically bene�tting from
ongoing anti-democratic actions
by the Ortega administration.
 

According to the statement, all 50
individuals are immediate family
members of some of the 100
Nicaraguans designated on 12 July
for undermining democracy. The
State Department cites the arrests
of 32 political opposition members
over the past two months, seven of
whom were attempting to run for
president against Ortega.
 

In addition to this on 20 August, the
US State Department announced
visa restrictions on 19 unnamed
Nicaraguans for engaging in anti-
democratic actions in support of
the Ortega administration's efforts
to silence political opponents
ahead of the upcoming elections.

State Department press state…

The Council of the EU designated
on 2 August eight individuals from
Nicaragua responsible for serious
human rights violations in
Nicaragua or whose actions
undermine democracy or the rule
of law, including Vice-President
Rosario Murillo. The designations
apply asset freezes, and EU
citizens and companies are
forbidden from making funds
available to the individuals. They
are also subject to a travel ban
through EU territories.
 
The political situation has
deteriorated in Nicaragua in recent
months, the Council states,
highlighting the political use of the

judicial system, the exclusion of
candidates and the arbitrary
delisting of opposition parties.

 

The designated individuals

Council of the EU press release

EU O�cial Journal entry

Council Implementing Regulati…

US places travel bans on 50 family members of
Nicaraguan political elite, and via restrictions

EU designates eight Nicaraguan individuals over
human rights and democracy concerns

Rosario Murillo, Vice-President

Gustavo Porras Cortes,
President of the National
Assembly

Juan Antonio Valle Valle, Leader
in Nicaraguan National Police

Ana Julia Guido Ochoa,
Attorney General

Fidel de Jesus Dominguez
Alvarez, Chief of Police in Leon,

General Commissioner of the
National Police

Alba Luz Ramos Vanegas,
President of the Supreme Court
of Justice

Juan Carlos Ortega Murillo,
Director at Canal 8 and Difuso
Comunicaciones

Bayardo Arce Castano,
Economic Advisor to the
President

https://www.state.gov/the-united-states-restricts-visas-of-50-additional-nicaraguan-individuals-affiliated-with-ortega-murillo-regime/
https://www.consilium.europa.eu/en/press/press-releases/2021/08/02/nicaragua-eu-imposes-sanctions-on-eight-more-individuals/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=OJ:L:2021:277I:TOC
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.LI.2021.277.01.0012.01.ENG&toc=OJ%3AL%3A2021%3A277I%3ATOC
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The Russian Foreign Ministry
announced on 9 August that it has
designated several unnamed
British representatives “who are
closely involved in anti-Russian
activities”, in response to
restrictive measures adopted by
the UK in December 2020 for
human rights violations in the
Chechen Republic, as well as
sanctions imposed pursuant to
the UK Global Anti-Corruption
Sanctions Regulations adopted in
April 2021. The British nationals
are banned from entering the
territory of Russia.
 
The Deputy Director of the Russian
Foreign Ministry’s Department of

Information and Press Nikolay
Lakhonin stated that sanctions
imposed by the UK on Russia are
“groundless attacks” and “an
attempt to interfere in the internal
affairs of another state and put
pressure on the Russian justice
system”. Russia’s retaliatory
measures were adopted in
accordance with Russian Federal
Law 114-FZ on the procedure for
leaving the Russian Federation and
entering the Russian Federation.
 
On 10 December 2020, the UK
government sanctioned Russian
nationals Magomed Daudov, Aiub
Kataev and Apti Alaudinov from the
Chechen Republic for their alleged

involvement in human rights
violations. The sanctions were
imposed under the Global Human
Rights Sanctions Regulations 2020
and include asset freezes and
travel bans. In addition to this, on
26 April, following the launch of the
UK's Global Anti-Corruption
Sanctions Regulations 2021, the
UK government sanctioned 14
Russian nationals for their alleged
involvement in the diversion of
Russian state property through a
tax refund scheme uncovered by
Sergei Magnitsky.

Russian Foreign Ministry press…

The Russian government on 20
August amended via resolution
the list of persons subject to
restrictive measures in relation to
“Ukraine’s unfriendly actions”,
including additional public
o�ceholders. Russia has added
73 individuals to the list, including
Ukrainian Minister of Foreign
Affairs Dmytro Ivanovich Kuleba
and Secretary of the National
Security and Defense Council
Oleksiy Miacheslavovych Danilov.

In addition to Kuleba and Danilov,
the new designations target
Verkhovna Rada’s Human Rights
Ombudsperson Lyudmila
Leontiivna Denisova, Audit
Chamber Chief Valery Patskan, and
Governor of the Dnepropetrovsk
Oblast Valentyn Mykhaylovych
Reznichenko.

  
Government Resolution No. 1300
of 1 November 2018, adopted
pursuant to Executive Order No.

592 of 22 October 2018, provides
for asset freezes and bans on
withdrawal of capital for the 922
individuals on the sanctions list.

Amendment

MFA statement (21 August 202…

Resolution No. 1300 (1 Novem…

Russia sanctions several British representatives

Russia designates 73 Ukrainian o�cials

https://www.mid.ru/ru/foreign_policy/news/-/asset_publisher/cKNonkJE02Bw/content/id/4836418
http://publication.pravo.gov.ru/Document/View/0001202108200049
https://mfa.gov.ua/news/zayava-mzs-ukrayini-u-zvyazku-iz-zaprovadzhennyam-rf-obmezhuvalnih-zahodiv-proti-gromadyan-ukrayini
http://publication.pravo.gov.ru/Document/View/0001201811010001
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Ukrainian President Volodymyr Zelenskyy issued
four presidential degrees on 20 and 21 August,
approving new sanctions against Ukrainian
individuals and media companies described as “pro-
Russian propagandists”, while also imposing
restrictive measures against Russian entities. The
measures follow the Russian government's
imposition of asset freezes and bans on withdrawal
of capital against 73 Ukrainian citizens in August.
 
The newest restrictive measures, recommended by
the Sluzhba Bezpeky Ukrayiny (Security Service of
Ukraine, SBU), target current MP Andrey Leonidovich
Derkach, who was sanctioned by the US Treasury’s
O�ce of Foreign Assets Control (OFAC) in September
2020 for allegedly interfering in the US presidential
elections. Ukraine’s measures are aimed at aligning its
position with the US, according to the SBU.
 
Restrictive measures also apply to individuals that the
US Treasury described in January as the politician’s
“inner circle”, including former government o�cial
Andrii Grygorovych Telizhenko, media representative
Petro Anatoliyovych Zhuravel, and Derkach’s assistant,
Anton Alexandrovich Simonenko. The designations
entail asset freezes, trading restrictions, capital
withdrawal bans, a prohibition on participating in
privatisations and a prohibition on transferring
technologies and intellectual property, among others.
 
Ukraine’s sanctions also extend to Ukrainian media
companies Era-Media TOV, Skeptik TOV, and Only
News Information Agency TOV. The Treasury
Department also designated these entities in January,
stating that Era-Media is de facto controlled by

Derkach, while the other two media outlets are owned
by Zhuravel and act at the MP’s behest.
 
Ukraine has also designated publishers that the SBU
states “conduct systematic anti-Ukrainian
propaganda” relating to Russian-occupied territories.
Among those designated are publisher of media outlet
Strana.ua Igor Anatoliyovych Guzhva, bloggers and
politicians Anatoliy Anatoliyovych Shariy and Olga
Oleksiivna Shariy (Bondarenko), and their company
Shariy.Net Information Agency TOV.
 
Furthermore, the legislative measures impose asset
freezes, travel bans, capital withdrawal prohibitions,
and bans from using public networks on Russian
media companies Version OOO, Narodnye Noviny
(National News) OOO, Anna News Information Agency
OOO, Light Print OOO, Our Tomorrow OOO, TRK-3 JSC,
and Business News Media JSC. The websites
associated with the designated Ukrainian and Russian
companies will also be blocked.
 
The measures are imposed for a period of three years.

Presidential press release

SBU press release

Presidential decree № 379/2021 (21 August 2021)

Presidential decree № 378/2021 (21 August 2021)

Presidential decree № 376 / 2021 (20 August 2021)

Presidential decree № 375 / 2021 (20 August 2021)

Ukraine sanctions MP for US election meddling,
designates journalists for Russian propaganda

https://www.president.gov.ua/news/prezident-proviv-zasidannya-rnbo-na-yakomu-buli-rozglyanuti-70197
https://ssu.gov.ua/novyny/sbu-rekomenduvala-rnbo-vvesty-sanktsii-do-prorosiiskykh-propahandystiv-i-spivrobitnykiv-spetssluzhb-rf
https://www.rnbo.gov.ua/ua/Ukazy/4965.html
https://www.rnbo.gov.ua/ua/Ukazy/4964.html
https://www.rnbo.gov.ua/ua/Ukazy/4963.html
https://www.rnbo.gov.ua/ua/Ukazy/4962.html
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The O�cial Gazette of Romania
published on 31 August 
Ordinance No 9 which transposes
EU Directive 2019/1153 aimed at
facilitating law enforcement
access to �nancial information to
better prevent, investigate, and
prosecute crime.
 
According to the ordinance,
authorities will have access to a

central electronic registry
comprising all bank accounts
registered in Romania, which is
administered by the National
Agency for Fiscal Administration.

  
Romanian authorities will also have
access to �nancial information or
analysis acquired by national or
other EU �nancial intelligence units
(FIUs) and will be able to exchange

information on money laundering
and terrorism �nancing.

The new provisions entered into
force on 4 September.

Government Ordinance No. 9/2…

The Irish government’s
Department of Enterprise, Trade
and Employment announced on
17 August that it has approved
the publication of the Companies
(Corporate Enforcement
Authority) Bill 2021, which will
transform the existing O�ce of
the Director of Corporate
Enforcement (ODCE) into an
independent agency, the
Corporate Enforcement Authority
(CEA). The body will be
responsible for investigating and
prosecuting white collar crime.

According to the Irish government,
the CEA will promote compliance
with the Companies Act 2014 and
will investigate and prosecute
alleged offences and breaches of
the Act. In addition, the CEA will
report illegal activities to the
Director of Public Prosecutions,
and will be able to “exercise […]
certain supervisory functions with
respect to liquidators and
receivers”.

  
The establishment of the CEA is
part of Ireland’s plan to implement
reforms to more effectively tackle
economic crime and corruption,
which was published on 19 April by
the Irish Department of Justice
following recommendations by
former director of public
prosecution James Hamilton. In

light of the government’s ongoing
efforts to work on additional
measures to combat �nancial
crime, the CEA’s new powers and
responsibilities will continue to be
assessed and updated. The agency
will appoint its own staff and will
be held accountable by Oireachtas
Committees.
 
The bill is due to be introduced to
the Houses of the Oireachtas in
September.

Irish government press release

ODCE press release

Implementation plan

Hamilton Review report

Romania adopts provisions to facilitate law
enforcement access to �nancial information

Ireland to form Corporate Enforcement Authority

https://lege5.ro/gratuit/ha4damrqgi4q/ordonanta-nr-9-2021-privind-stabilirea-unor-masuri-de-facilitare-a-utilizarii-informatiilor-financiare-si-a-analizelor-financiare-in-scopul-prevenirii-depistarii-investigarii-sau-urmaririi-penale-a-an
https://www.gov.ie/en/press-release/437b0-tanaiste-and-minister-troy-to-publish-new-law-establishing-new-corporate-enforcement-authority/
https://www.odce.ie/Portals/0/Documents/Media%20and%20Publications/Press%20Releases/ODCE%20press%20statement%20re%20CEA%20Bill%20-%2017%20August%20FINAL%20(002).pdf?ver=TfbHGvCZLncptrmxNCqtZw%3D%3D
https://www.gov.ie/en/publication/d03ff-hamilton-review-group-implementation-plan/
https://assets.gov.ie/100023/d25dc4e5-9073-479f-877a-4d4fa8ce4548.pdf
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GUIDANCE

The UK Foreign, Commonwealth and Development
O�ce (FCDO) published on 16 August its updated
overseas business risk advisory on China with a new
section on doing business in Xinjiang and detailing
company obligations under the package of
measures introduced in January to ensure UK �rms
do not pro�t from human rights abuses.
 
Scrutiny is placed on any businesses with supply
chain links to the Xinjiang region, with the advisory
noting that such �rms face likely reputational as well
as economic and legal risks. The guidance reminds
UK companies that solar equipment and polysilicon
supply chains may also be compromised by modern
slavery. Companies involved with surveillance or
biometric research and development in conjunction
with Chinese partners could be facilitating human
rights abuses, the FCDO states.
 
Firms are advised to consider risks involving exposure
to any companies that may be involved in
concentration camp construction as well as
surveillance equipment providers. UK businesses are
also urged to consider that due diligence work in
Xinjiang, such as auditing, will be heavily restricted as
well as challenging due to the ongoing repression and

mistreatment of workers, many of whom are interned
against their will. Collaboration and information
exchange on best practices is recommended.
 
The guidance also warns that there is an increased
risk of UK companies becoming ensnared in
corruption cases amidst the growing anti-corruption
campaign by President Xi Jinping. Xi’s campaign,
although mainly aimed at public corruption, has also
focused on private companies, including foreign �rms,
particularly in the energy, pharma, and transportation
sectors. It also reminds potential operators that anti-
bribery laws in China carry life imprisonment for
offering and the death penalty for receiving bribes.
The FCDO informs relevant parties that the Chinese
prosecutor’s o�ce and judiciary have published
interpretative guidance on prosecuting corruption
cases and urges any �rms doing business in China to
review their compliance policies and consult UK risk
management guidance.
 
The FCDO advisory states that fraudulent offers have
emerged from China targeting UK �rms. All
companies are advised to undertake necessary due
diligence and ensure secure payments are utilised
prior to engaging in transactions. This should include
ensuring potential Chinese partners are licenced and
registered in China. Any UK �rms that seek to procure
personal protective equipment from China are also
advised to undertake due diligence and consider
potential risks prior to engaging in transactions, with
the advisory noting some supplier problems given the
high volume of procurement.

Updated overseas business risk advisory on China

UK updates overseas business risk advisory on
China, which includes section on Xinjiang

https://www.gov.uk/government/publications/overseas-business-risk-china/overseas-business-risk-china
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The US Treasury’s Financial
Crimes Enforcement Network
(FinCEN) updated its Suspicious
Activity Report (SAR) �lings by
industry on 19 August, which now
includes data on SARs submitted
between 2014 and 2020.
 
The �lings are categorised by
industry, including casino/card
clubs, depositary institutions,
housing government sponsored
enterprises, insurance companies,
loan or �nance companies, money
service businesses (MSBs), and
securities or futures. For each

industry, data is arranged by year
and month, state and territory, type
of suspicious activity involved,
a�liation or relationship, product
type, and the type of instrument or
payment mechanism involved.
Information on SARs submitted by
other �nancial institutions is also
included in the resource.
 
Securities and futures entities
purportedly submitted 38,236
SARs in the previous year,
continuing the upward trend since
2014. Meanwhile, MSBs submitted
917,779 SARs, with 20 percent

reportedly related to transactions
below the Bank Secrecy Act’s (BSA)
recordkeeping threshold. 
 
Insurance companies reported less
suspicious transactions in 2020, 14
percent connected to transactions
situated below the BSA’s threshold
and 10 percent relating to
suspicious source of funds.
Signi�cantly, casinos submitted
39,480 reports in 2020, around half
the SARs submitted in 2019.

FinCEN SAR �lings by industry

The UK's Financial Conduct
Authority (FCA) issued a warning
on 31 August reminding �nancial
entities of potential �nancial
crime risks linked to Afghanistan.
The regulator advises �rms to
monitor and assess transactions
to the country in order to mitigate
potential risks of being exploited
for money laundering or terrorism
�nancing (ML/TF) purposes.
 
The FCA urges entities to report
any suspicious activities to the
National Crime Agency’s Financial

Intelligence Unit and to ensure that
they comply with legal obligations
under the Proceeds of Crime Act
2002 and the Money Laundering,
Terrorist Financing and Transfer of
Funds (Information on the Payer)
Regulations 2017 (MLRs).
 
The regulator highlights that
despite Afghanistan not currently
being listed as a high-risk
jurisdiction under the MLRs,
entities are required to adopt a risk-
based approach and conduct
enhanced due diligence (EDD)

checks in cases where there is
increased ML/TF risk.
 
Additionally, �rms are advised to
continue to review existing
Afghanistan-related sanctions and
ensure that their systems and
controls are compliant with the
FCA’s Financial Crime Guide.

FCA press release

UK �nancial sanctions on Afgh…

US FinCEN updates SAR �lings by industry

UK FCA issues warning on potential �nancial
crime risks linked to Afghanistan

https://www.fincen.gov/reports/sar-stats/sar-filings-industry
https://www.fca.org.uk/news/statements/firms-reminded-about-potential-financial-crime-risks-linked-afghanistan
https://www.gov.uk/government/publications/financial-sanctions-afghanistan
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The US Board of the Governors of
the Federal Reserve System, the
Federal Deposit Insurance
Corporation (FDIC) and the O�ce
of the Comptroller of the Currency
(OCC) issued on 27 August a due
diligence guidance paper aimed to
“support responsible innovation”,
by providing community banks
with information relevant for their
risk assessment of �nancial
technology (FinTech) companies.
 
The introduction to the guidance
highlights bene�ts that FinTech
companies can provide
to community banks, which
includes enhanced products and
services, increased service
e�ciency, and reduced costs.
However, it also emphasises that,
as with any third-party relationship,
business with FinTech companies
may also involve risks, assessment
of which is “key to a community
bank’s due diligence process”.
 
The guide focuses on six key due
diligence areas: (1) business
experience and quali�cations; (2)
�nancial condition; (3) legal and
regulatory compliance; (4) risk
management and controls; (5)
information security; and (6)
operational resilience. Even though,
according to the agencies, the
guide does not anticipate all types
of third-party relationships with

FinTech companies, it provides
relevant considerations, potential
sources of information and
illustrative examples for each of
the topics approached.
 
Concurrently, the US Securities and
Exchange Commission (SEC)
issued a request for information
and comments on the use of new
and emerging technologies by
�nancial industry �rms.
Speci�cally, the SEC is seeking
views on the use of digital
engagement practices (DEPs) by
broker dealers and investment
advisers, including behavioural
prompts, differential marketing,
inclusion of game-like features
(also known as ‘gami�cation’), as
well as related data analytics and
technological tools.
 
According to the SEC, the request
aims to help the Commission
improve its understanding of which
types of DEPs �rms use and how
often, what tools and processes
are used to create and put in place
DEPs, as well as how retail
investors engage with DEPs.
 
SEC Chair Gary Gensler stated on
the same day that the Commission
is particularly interested in the
responses regarding what investor
protections can be implemented to
address potential con�icts of

interest arising from DEPs that
"have a statistically signi�cant"
effect on a �nancial technology’s
pro�ts, as well as how they may
impact an investment decision.
Additionally, he also highlighted the
question related to the effects of
the “optimisation functions” of DEP
predictive data analytics on the
decision to make an investment
recommendation or provide
investment advice.
 
Other questions concern the extent
to which �rms use or are expected
to use tools based on arti�cial
intelligence and machine learning
models to develop DEPs, as well as
their objective functions and inputs
relied on by such models.
Furthermore, the SEC seeks views
on whether investment advisers
generate and retain records with
respect to the testing of, or due
diligence relating to, the technology
that they use in developing and
providing investment advice.
 
The request for comments was
published in the Federal Register
on 1 September. Comments are
expected within 30 days.

Joint guidance paper - Conduc…

Federal Reserve press release

SEC press release

US agencies issue guide on FinTech due
diligence, SEC issues request for comments

https://www.fdic.gov/news/press-releases/2021/pr21075a.pdf
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210827a.htm
https://www.sec.gov/news/press-release/2021-167
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The UK House of Commons
Library issued on 26 August a
research brie�ng on proscribed
terrorist organisations. The paper
examines the regime for
proscribing organisations under
the Terrorism Act 2000. It
describes proscription criteria,
the associated criminal offences,
and the process for removing an
organisation from proscription.
The brie�ng also considers
recently proscribed organisations,
and criticisms of the regime.
 
Prior to the 2000 Act, proscription
was “exclusively concerned with
terrorism connected with the
affairs of Northern Ireland”, the
paper states. Subsequently, the
2000 Act extended proscription to
include organisations concerned
with both domestic and
international terrorism.

Organisations may be proscribed
by the UK Home Secretary under
the Act if they believe it is
“concerned in terrorism”.
Proscription offences include
belonging to or inviting support for
a proscribed organisation;
arranging or assisting with the
arrangement of a meeting that
supports a proscribed
organisation; addressing such a
meeting; or wearing clothing or
displaying articles in public which
arouse suspicion of membership
or support of a proscribed
organisation.

  
Financial sanctions may be
imposed upon proscribed
organisations. There are 77
international terrorist groups
proscribed under the Act and 14
organisations in Northern Ireland

proscribed under previous
legislation, as of August 2021.
 
The paper points to criticisms of
the current regime, including from
the former Independent Reviewer
of Terrorism Legislation, Lord
David Anderson QC. Lord Anderson
has repeatedly recommended the
introduction of time limits for
proscription orders, and de-
proscription continues to require
application. Consequently, groups
that no longer meet the statutory
requirements for proscription
continue to be proscribed, which
Lord Anderson has described as
“an affront to the rule of law”.

House of Commons Library rel…

House of Commons brie�ng pa…

The UK’s National Crime Agency
(NCA) published on 16 August the
latest UK Financial Intelligence
Unit (FIU) Suspicious Activity
Reports (SARs) Reporter Booklet,
which includes a review of case
studies in which law enforcement
agencies utilised intelligence in
their investigations.

The FIU’s review notes that it
received over 570,000 SARs in the
2019-2020 �nancial year. The case
studies provided by the booklet
highlight that several Defence
Against Money Laundering (DAML)
requests have been useful in
identifying fraud victims, people
tra�ckers, fugitives, and terrorist

�nancing. Using information
provided by the reports, the UK
authorities have purportedly
secured account freezing orders
and seized signi�cant amounts of
cash and drugs.

NCA SARs Reporter Booklet

UK House of Commons issues research brie�ng
on proscribed terror organisations

UK NCA publishes latest SARs Reporter Booklet

https://commonslibrary.parliament.uk/research-briefings/sn00815/
https://researchbriefings.files.parliament.uk/documents/SN00815/SN00815.pdf
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/567-sars-reporter-booklet-august-2021/file
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The European Commission issued
on 13 August a new version of its
guidance on the provision of
humanitarian aid to �ght the
Covid-19 pandemic in certain
countries and areas that are
subject to EU restrictive
measures. The updated guidance
note provides clari�cation on
Covid-19 vaccines and
therapeutics, prohibitions and
restrictions related to Iran,
Nicaragua, Syria and Venezuela,
and introduces a new chapter on
EU counter-terrorism sanctions.
 
The new chapter sets out
guidelines on how to ensure that
humanitarian aid and, particularly,
medical assistance related to the
Covid-19 pandemic, is provided in
compliance with the EU Counter-
Terrorism Sanctions Regulations.
The regulations comprise (1)
Council Regulation (EC) 881/2002
of 27 May 2002 imposing
restrictive measures against
certain persons and entities
associated with ISIL (Da’esh) and
Al-Qaida; (2) Council Regulation
(EU) 2016/1686 of 20 September
2016 imposing additional

restrictive measures against ISIL
(Da'esh) and Al-Qaeda and natural
and legal persons, entities or
bodies associated with them; and
(3) Council Regulation (EC) No
2580/2001 of 27 December 2001
on speci�c restrictive measures
directed against certain persons
and entities with a view to
combating terrorism.
 
As a general rule, the regulations
do not allow the making available
of funds and economic resources
to designated persons or entities,
although a number of derogations
exist. In accordance with
international law, EU sanctions
should not prevent the provision of
humanitarian aid, where no other
options are available.
 
The new chapter answers various
questions related to the conduct of
humanitarian operators with
respect to their compliance with
the prohibition on making funds
and economic resources available
to designated persons or entities,
as well as with restrictions on
import and export. For instance,
according to the guidance note,

humanitarian operators are
allowed to liaise with designated
persons or entities when needed
for the provision of humanitarian
assistance to the civilian
population. In addition, provided
that they carry out the required
procedures for verifying that
partners involved in the delivery of
humanitarian aid are not
designated under EU sanctions,
operators are able to provide funds
to local organisations to �ght
Covid-19 in geographical areas
where designated persons operate.
 
The guidance was �rst published in
May 2020 and aims to clarify the
responsibilities and processes for
the provision of humanitarian aid in
order to facilitate activities of
humanitarian operators in Syria,
and the channelling of equipment
and assistance to �ght Covid-19.
The guidance was updated in
October 2020 to cover Iran and
Venezuela, and in November 2020
to include Nicaragua.

EU Commission updated guida…

EU Commission updates sanctions guidance on
Covid-19 humanitarian aid, introduces new
chapter on counter-terrorism sanctions

https://ec.europa.eu/info/sites/default/files/business_economy_euro/banking_and_finance/documents/210813-humanitarian-aid-guidance-note_en.pdf
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
and Department of Commerce’s
Bureau of Industry and Security
(BIS) published a joint factsheet
on 11 August asserting US
government support for Cuban
civilian access to online
information and communications.
 
The two departments emphasise
the need for civilian safe and
secure access to the internet,
stating that recent internet
censorship by the Cuban
government in response to the July
pro-democracy protests represents
continued repression by the
regime. OFAC and BIS state that
individuals or organisations able to
offer civilian communications
assistance should contact the
o�ces if they face sanctions
related issues, noting that both are

ready to offer guidance and
respond to licence applications.
 
The factsheet lists OFAC general
licences and BIS licence
exceptions for exports, reexports
and in-country transfers for
telecommunications equipment,
technology and services in Cuba
pursuant to the Cuba Assets
Control Regulations and the Export
Administration Regulations. The
statement notes that current OFAC
general licences and exemptions
under the Cuban Assets Control
Regulations include provisions for
software and services for Cuban
internet users, transactions
involving telecommunications
services for Cubans, and
transactions necessary to maintain
internet and telecommunications
presence in Cuba. Additionally, the
regulation allows for internet-based

courses to be provided at or below
the undergraduate level and offers
exemptions for any transactions
relating to importing or exporting
informational materials.

  
BIS recalls that it offers two
exemptions to its Cuban
commodities, software, and
technology exports and reexports.
Licence Exception Consumer
Communications Devices allows
eligible communications to be
exported to non-Cuban
government or Communist Party
a�liated civilians.

OFAC notice

US Treasury press release

US Commerce press release

Joint factsheet

The UK’s Export Control Joint Unit
(ECJU) issued on 18 August a
notice to exporters announcing
that it has amended �ve open
general export licences (OGELs)
related to dual-use items, to
exclude Afghanistan from the list

of permitted destinations, as a
result of the ongoing situation in
the country.
 
By removing Afghanistan as a
permitted destination, the ECJU is
no longer allowing the issuance of

OGELs for exports to Afghanistan
and requires exporters to apply for
standard individual licences.

UK government notice to expor…

OFAC and BIS issue joint factsheet supporting
Cuban people’s internet and information access

UK ECJU announces exclusion of Afghanistan
from OGEL permitted destinations

https://content.govdelivery.com/accounts/USTREAS/bulletins/2ec4edc
https://home.treasury.gov/news/press-releases/jy0319
https://www.commerce.gov/news/press-releases/2021/08/commerce-department-and-treasury-department-release-fact-sheet
https://home.treasury.gov/system/files/126/cuba_fact_sheet_20210811.pdf
https://www.gov.uk/government/publications/notice-to-exporters-202110-ogels-amended-to-exclude-afghanistan
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The UK Lending Standards Board
(LSB) released a 5 August update
regarding the Contingent
Reimbursement Model (CRM)
Code, the industry standard for
countering authorised push
payment (APP) fraud. The notice
also offers a summary of
responses to the March call for
input on the CRM Code, with a full
report set for release in autumn.
 
An updated CRM Code was
published on 20 April. LSB states
that responses demonstrate a

desire for wider inclusion of
business models to be considered
for APP scam risks. Respondents
also reportedly stated that APP
scams are evolving by increasingly
adopting cryptocurrencies. LSB
notes that it will engage in
additional efforts to ensure the
code casts a wider net of
protective inclusion.
 
Part of such efforts will involve a
new interim registration whereby
�rms may provide a timeframe for
full CRM Code or LSB standard

compliance, during which time the
LSB will perform due diligence to
ensure adequate customer
protection. LSB adds that it will
produce a Con�rmation of Payee
provision timeline for all relevant
�rms as well as engage in further
efforts to update the customer
facing document accompanying
the CRM Code and setting out the
relevant success measures.

Lending Standards Board pres…

The UK government published
guidance on 19 August on risks
that British businesses may face
when operating in Belarus, noting
that companies must ensure
compliance, particularly following
the latest round of sanctions
targeting the country.
 
According to the government,
companies must be aware of the
sanctions imposed on Belarus by
the UK, EU, US, and Canada.
Additionally, it clari�es that the UK’s

sanctions are targeted, such that
legitimate businesses may
continue their activities and can
apply for a licence to undertake
certain activities, advising
companies to consult o�cial online
resources and contact the British
Embassy in Minsk if necessary.
 
The government recalls that British
nationals or residents can be held
liable for any involvement in bribery
anywhere in the world, with
commercial organisations carrying

out business in the country being
held liable for the conduct of a
person that is neither a UK national
or resident or of a body
incorporated or formed in the UK.
The UK's guidance also notes that
Belarus has rati�ed the main anti-
corruption instruments.

UK government press release

UK government guidance

UK Lending Standards Board publishes update
on countering APP fraud

UK government publishes guidance on overseas
business risks concerning Belarus

https://www.lendingstandardsboard.org.uk/protecting-customers-from-app-scams-what-are-the-next-steps-for-the-crm-code/
https://www.gov.uk/government/publications/overseas-business-risk-belarus
https://www.gov.uk/government/publications/overseas-business-risk-belarus/overseas-business-risk-belarus
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Interpol announced on 16 August
the issuance of a global alert to
its 194 member countries related
to organised criminal activity that
targets governments with fake
offers for Covid-19 vaccines.
 
The international organisation
highlights approximately 60 cases
in 40 jurisdictions where
scammers contacted health
ministries and hospital personnel
via professional and personal
emails or telephone calls with
fraudulent opportunities. The
schemes reportedly involve offers
for serums already approved for

use in the respective countries,
with fraudsters purporting to
represent vaccine manufacturers
or governmental agencies.
 
Based on information provided by
the actual producers, Interpol
states that organised crime groups
are employing fake social media
pro�les and spoof websites.
Interpol Secretary General Jürgen
Stock stresses the importance of
public-private cooperation in
stopping scammers.
 
The alert was issued under the
auspices of the Interpol Global

Financial Crime Task Force and
follows a March warning issued in
collaboration with the US
Department of Homeland Security.
The notice referred to online scams
that use fraudulent websites
making use of names and visual
media of national and international
organisations and purportedly offer
vaccine pre-orders, offering
multiple payment methods
including Bitcoin.

Interpol press release

Interpol press release (24 Marc…

The Central Bank of the United
Arab Emirates (CBUAE) published
on 15 August guidance
concerning anti-money laundering
and countering the �nancing of
terrorism (AML/CFT) obligations
for registered hawala providers
(RHPs). The document came into
effect on 18 August and governs
the relationship between licensed
�nancial institutions (LFIs).
 
To comply with the targeted
�nancial sanctions regime,
providers must check customer

names against the UAE and UN
Security Council sanctions lists
and immediately freeze funds of
listed persons. Furthermore, RHPs
must report listed individuals and
detail actions taken to the country’s
�nancial intelligence unit (FIU).
 
The guidance notes that all
providers of hawala activities, or
hawaladar, must hold a certi�cate
issued by the CBUAE which sets
out permissible services. The
guidance applies to RHPs, national

banks, branches of foreign banks
and exchange houses.
 
RHPs must use a risk-based
approach when establishing and
maintaining their AML/CFT
compliance programmes,
considering details such as
business size, transaction volume,
and types of remittances offered.

CBUAE guidance

CBUAE press release

Interpol global alert warns of fake vaccine offers

UAE central bank guidance for hawala providers

https://www.interpol.int/News-and-Events/News/2021/INTERPOL-issues-global-alert-as-fraudsters-target-governments-with-COVID-19-vaccine-scams
https://www.interpol.int/News-and-Events/News/2021/Online-vaccine-scams-INTERPOL-and-Homeland-Security-Investigations-issue-public-warning
https://www.centralbank.ae/sites/default/files/2021-08/AMLCFT%20Guidance%20for%20Registered%20Hawala%20Providers%20and%20LFIs%20providing%20services%20to%20Registered%20Hawala%20Providers.pdf
https://www.centralbank.ae/sites/default/files/2021-08/CBUAE%20issues%20new%20guidance%20on%20amlcft%20for%20registered%20hawala%20providers%20and%20licensed%20financial%20institutions%20providing%20services%20to%20registered%20hawala%20providers-EN.pdf
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ANNOUNCEMENTS

The UK’s Financial Conduct
Authority (FCA) published on 10
August a letter dated 29 July in
response to the Chair of the
House of Commons Treasury
Select Committee Mel Stride MP’s
letter requesting information on
the freezing of bank accounts
reportedly belonging to certain
vulnerable customers.
 
Stride’s 22 July letter followed
several news reports alleging that
NatWest had frozen 5,500
accounts without warning account
holders, leaving certain customers
unable to afford basic necessities.
The letter sought clari�cation on
whether the FCA believes that
unfair account closures constitute
a “widespread problem across the
banking system”, as well as what
customer services standards the
regulator expects from banks when
they decide to freeze bank
accounts. Furthermore, Stride
requested the FCA’s views on how

it can ensure that banks treat
customers fairly with regard to the
freezing of accounts.
 
With respect to the �rst question,
FCA CEO Nikhil Rathi underlines
that the regulator is not aware of a
“substantive cross-sector issue”
concerning banks freezing
accounts on no reasonable
grounds. To give emphasis, the
FCA reiterates that it expects
regulated �rms to recognise that
the risk associated with various
business relationships “in a single
broad category” may be different
on a case-by-case basis, as well as
to manage all of the risks
proportionately.
 
In some cases, managing such
risks may involve investigations,
which the FCA expects to be
conducted in a reasonable time
and without denying customer
account access unnecessarily.
However, in instances where
meeting requirements under the
Money Laundering Regulations
2017 causes delays, the FCA
recognises that banks could keep
accounts frozen pending reporting
to and obtaining a decision from
the National Crime Agency (NCA).

In this regard, the FCA notes that
banks should communicate with
customers on ongoing
investigations, as well as on their
decision to withdraw banking
services, including by setting out
their reasoning clearly, according to
UK Finance's Principles for Exiting
a Customer of June 2019.

  
Regarding the FCA’s progress on
ensuring that “timely and
appropriate action [is] taken where
instances of blanket de-risking are
apparent”, as well as that “banks […]
only use arti�cial intelligence if they
have a high degree of assurance
that its use will not result in bias”,
as recommended by the Treasury
Committee in November 2019, the
letter notes that the FCA has led a
number of activities focused on the
use of AI, in relation to concerns of
bias or blanket de-risking. These
include the Alan Turing Institute
June 2021 report and the ongoing
joint FCA/Bank of England forum.

FCA letter

Mel Stride MP letter (22 July 2…

UK Finance Principles for Exiti…

UK FCA responds to Treasury Committee
concerns regarding frozen bank accounts

https://committees.parliament.uk/publications/7053/documents/73307/default/
https://committees.parliament.uk/publications/6902/documents/72863/default/
https://www.ukfinance.org.uk/news-and-insight/blogs/principles-responsible-banking
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In a 25 August update, the UK’s
Financial Conduct Authority (FCA)
announced that Binance Markets
Limited (BML) has complied with
all aspects of the requirements it
imposed on the crypto exchange
in its 25 June supervisory notice.
However, the FCA underlines that
BML is still not able to conduct
regulated business in the UK.
 
The supervisory notice, which was
released to the public on 26 June,
prohibits Binance from carrying out
any regulated activity in the
UK. According to the notice, when
imposing the requirements
pursuant to Section 55L(3) of the
Financial Services and Markets Act
2000 (FSMA), the FCA took into
consideration the fact that Binance:
(1) failed, during a period of at least
12 months, to carry on a regulated
activity to which the Part 4A
permission relates; (2) is failing or
likely to fail to satisfy the Effective
Supervision Threshold Condition;
and (3) must be required to
address these shortcomings in
order for the FCA’s operational
objective of securing a proper
degree of protection for
consumers to be advanced.
 
In addition, the regulator stated
that, during 2021, its supervision
team had issued two formal
information requests, one under

the FSMA and the second pursuant
to the Money Laundering, Terrorist
Financing and Transfer of Funds
(Information on the Payer)
Regulations 2017. However, the
�rm’s responses to the requests
were deemed “incomplete” and
“included direct refusals to provide
information”. Binance purportedly
failed to provide su�cient
information with respect to its
business operations, corporate
structure, and the ways that retail
consumers use its products.
 
In its latest update in August,
Binance announced that it is now
requiring new users to complete
intermediate veri�cation to access
the �rm’s products and services,
whilst existing users who have not
yet completed the intermediate
veri�cation process will have their
account permissions temporarily
changed to “withdraw only” until 19
September 2021. According to the
statement, the measures are taken
as part of the company’s efforts to
ensure adequate know-your-
customer (KYC) and anti-money
laundering (AML) procedures.
Recently, Binance Group entities
have been under increased scrutiny
from multiple regulators over stock
tokens, derivatives trading services
and KYC practices. The most
recent action was taken by the
Netherlands’ Central Bank (DNB)

on 18 August, which issued a
warning stressing that Binance
Holdings Limited is offering crypto
services to local residents without
complying with the country’s Anti-
Money Laundering and Anti-
Terrorist Financing Act.

 

The FCA required the �rm to

FCA press release update

Binance update

Binance still unable to conduct regulated activity
in the UK, states Financial Conduct Authority

Refrain from conducting any
regulated activity under the Part
4A permission without prior
written consent from the FCA

Display a notice on its website
and any communication
channels or social media
stating the prohibition of
undertaking regulated activity in
the UK; remove any advertising
and �nancial promotions; and
provide written con�rmation of
the measures taken to comply
with said requirements, by close
of business on 30 June 2021

Secure and preserve records
and information regarding its
UK consumers contained in its
systems in their original forms,
or an identical copy and provide
them to the FCA by 2 July 2021

https://www.fca.org.uk/news/news-stories/consumer-warning-binance-markets-limited-and-binance-group
https://www.binance.com/en/support/announcement/51bf294e26324211a4731ca998e110ca


aperio-intelligence.com FINANCIAL CRIME DIGEST | AUGUST 2021

73

The UK parliament announced on 25 August the
establishment of an all-party parliamentary group
(APPG) focused on the UK's Magnitsky sanctions
with the aim of identifying situations where
sanctions may be necessary to respond to human
rights abuses or corruption.
 
According to the new APPG webpage, the group’s
mandate also includes raising the pro�le in parliament
of sanctions related to human rights or anti-corruption

efforts and weighing potential legislative changes to
enhance the UK’s Magnitsky sanctions regime.
 
The APPG is chaired by Chris Bryant and its members
include Iain Duncan Smith, Nusrat Ghani, Janet Daby,
Lord Austin of Dudley, Baroness Smith of Newnham,
and Stewart Malcolm McDonald.

Magnitsky Sanctions APPG page

The Latvian Financial and Capital Market
Commission published on 24 August, along with the
Bank of Lithuania and the Estonian Financial
Supervision and Resolution Authority
(Finantsinspektsioon), joint conclusions regarding
Luminor Bank AS’s compliance with anti-money
laundering and countering the �nancing of terrorism
(AML/CFT) requirements.

The bank acknowledges the
�ndings and guidance provided,
asserting that it has already
made several improvements
and has a low-risk appetite

Following parallel on-site inspections carried out last
year, the three supervisory authorities conclude that
Estonian bank Luminor must determine how it
assesses the need to supplement resources and

improve its IT solutions. Additionally, the bank is urged
by the regulators to improve data quality, its
transaction monitoring system, and ensure timely and
high-quality due diligence.
 
In a press release the same day, Luminor states that it
fully supports AML and �nancial crime detection
processes and activities and that it only engages with
customers linked to the Baltic region. The bank
acknowledges the supervisory �ndings and guidance
provided, asserting that it has already made several
improvements and has a low-risk appetite.
 
Luminor can appeal the Finantsinspektsioon’s
decision within 30 days.

Latvian supervisory authority press release (in Latvia…

Estonian supervisory authority press release

Bank of Lithuania press release

Luminor press release

UK forms Magnitsky sanctions APPG

Baltic �nancial supervisory authorities jointly
instruct Luminor to improve its AML systems

https://www.parallelparliament.co.uk/APPG/magnitsky-sanctions
https://www.fktk.lv/en/news/the-baltic-supervisory-authorities-are-instructing-luminor-to-improve-its-anti-money-laundering-systems/
https://www.fi.ee/en/news/baltic-supervisory-authorities-are-instructing-luminor-improve-its-anti-money-laundering-systems
https://www.lb.lt/en/news/the-baltic-supervisory-authorities-are-instructing-luminor-to-improve-its-anti-money-laundering-systems
https://www.luminor.lv/lv/jaunumi/luminor-par-nelikumigi-iegutu-lidzeklu-legalizesanas-noversanas-aml-parbaudes-rezultatiem
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) issued on
24 August General License (GL)
M-1 which extends the
authorisation of US academic
institutions to export certain
online graduate level educational
services and software to Iran
through to 1 September 2022.
 
Through the issuance of GL M-1
pursuant to the Iranian
Transactions and Sanctions
Regulations (ITSR), OFAC
authorises “accredited graduate
and undergraduate degree-granting
US academic institutions […] to
export additional services to those
Iranian students who are eligible
for non-immigrant classi�cation
under categories F (students) or M
(non-academic students)”.

According to accompanying FAQ
853, students must meet the
condition of having been granted a
non-immigrant visa by the US State
Department, although they are not
able to be physically present in the
US due to Covid-19.
 
FAQ 853 further explains that
authorised “additional services”
include: (1) the equivalent of
courses ordinarily required for the
completion of graduate degree
programmes in humanities, social
sciences, law, or business; and (2)
introductory science, technology,
engineering, or mathematics
courses ordinarily required for the
completion of graduate degree
programmes in humanities, social
sciences, law, or business.
Additionally, certain software to
facilitate the participation of

certain Iranian students in certain
online educational activities are
also enabled for export.
 
However, GL M-1 does not
authorise exports of goods,
including software, services, or
technology to the Iranian
government or to persons blocked
“under any authority administered
by OFAC”, including under its
counter terrorism or counter
proliferation authorities.
 
GL M-1 replaces and supersedes in
its entirety GL M, which was issued
on 29 October 2020.

OFAC notice

GL M-1

FAQ 853

The US Department of Justice
(DOJ) announced on 5 August
that it has repatriated $452
million in assets allegedly
misappropriated from the
Malaysian sovereign wealth fund
1Malaysia Development Berhad
(1MDB) between 2009 and 2015.

According to the DOJ, beginning in
2016, the department has �led 41
civil forfeiture actions, resulting in
the seizure of over $1.7 billion in
stolen assets, which represents the
largest recovery to date under the
Kleptocracy Asset Recovery
Initiative. The assets were allegedly

laundered through major �nancial
institutions worldwide, including in
the US, Switzerland, Singapore, and
Luxembourg.

DOJ press release

OFAC issues General License M-1 authorising
educational services and software to Iran

US repatriates 1MDB misappropriated assets

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210824_33
https://home.treasury.gov/system/files/126/iran_glm1.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/853
https://www.justice.gov/opa/pr/over-1-billion-misappropriated-1mdb-funds-now-repatriated-malaysia
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Health beverage company
NewAge has disclosed potential
violations of the US Foreign
Corrupt Practices Act (FCPA) to
the US Department of Justice
(DOJ) and US Securities and
Exchange Commission (SEC)
arising from its merger with US
competitor Ariix.
 
In its quarterly SEC �ling dated 9
August NewAge states that in
December 2020 it engaged
external advisors to conduct an
independent investigation of Ariix’s
international business practices, a

company it had acquired one
month prior. The investigation
team “identi�ed conduct that
potentially was in violation of the
FCPA”, the company states. In
August 2021 the company made a
voluntary disclosure to the DOJ
and SEC about the conduct, and
states that “although the reporting
to the DOJ and SEC is ongoing, the
company believes its investigation
is substantially complete”.
 
NewAge adds that it has initiated
remediation procedures. “These
�ndings provide opportunity for

targeted, enhanced controls and
additional training and other
remediation. The company intends
to fully cooperate with the DOJ and
SEC, with the assistance of legal
counsel, to conclude this matter.”
The company adds that it is
“unable at this time to predict when
the government agencies’ review of
these matters will be completed or
what regulatory or other
consequences may result”.

SEC �ling

The OECD announced on 30
August that Ukraine has
committed to implementing the
international standard for
automatic exchange of �nancial
account information in tax
matters (AEOI) by 2023.
 
The OECD’s announcement follows
a previous statement on 18 August
by Ukraine’s Ministry of Finance
which notes that the government
submitted a letter to the OECD,

declaring its intention to implement
the AEOI’s common reporting
standard (CRS). According to the
Ministry of Finance, the CRS’
implementation will help prevent
tax evasion, promote tax
transparency, while countering tax
avoidance schemes, as well as
increasing compliance with tax
legislation in the country.
 
Ukraine is the 118th member of the
Global Forum on Transparency and

Exchange of Information to
commit to implementing the AEOI
by a speci�c date. The country has
announced that it plans to carry
out the �rst exchanges in
September 2023.

OECD press release

Ukraine Ministry of Finance pre…

AEOI status of commitments

NewAge reports potential FCPA violations to US
authorities following Ariix merger

Ukraine to implement AEOI standard by 2023

https://www.sec.gov/Archives/edgar/data/0001579823/000149315221019030/form10-q.htm
https://www.oecd.org/tax/transparency/documents/ukraine-commits-to-start-automatic-exchange-of-financial-account-information-by-2023.htm
https://www.kmu.gov.ua/en/news/minfin-ukrayina-stala-na-krok-blizhche-do-zaprovadzhennya-crs-standartu
https://www.oecd.org/tax/transparency/documents/AEOI-Commitments.pdf
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A 27 August podcast episode
from UK think tank the Royal
United Services Institute (RUSI)
asserts that the UK Economic
Crime Plan’s (ECP) �nal year of
implementation is ambitious, but
states that the next Spending
Review will demonstrate the level
of commitment to �ghting
�nancial crime.
 
Associate Fellow Helena Wood and
Research Fellow Isabella Chase,
both from RUSI’s Centre for
Financial Crime and Security
Studies (CFCS), discuss progress
made since the ECP’s launch in
June 2019. Key achievements
include the implementation of a
new IT system for handling

suspicious activity reports (SARs),
policy developments around digital
ID, and an assessment of barriers
to information sharing. Wood notes
that public-private partnerships
must be balanced and transparent
in order to avoid policy capture.
 
RUSI published a ECP tracker for
the plan’s 52 actions, which shows
that in May nearly 40 percent of
actions had been completed while
44 percent were still in progress.
The government has reportedly
exceeded the deadline on 13
percent of its commitments. Wood
states that criminals do not feel
under more scrutiny than two
years ago and that no systemic
change in �nancial crime has yet

resulted from the ECP. Key
legislative adjustments and
structural modi�cations in the UK's
enforcement response to �nancial
crime are still needed, according to
the RUSI researcher.
 
The experts also predict that
impending reforms to Companies
House and the enactment of the
Register of Overseas Entities Bill
are unlikely to emerge soon.

RUSI podcast

ECP tracker

Government statement of prog…

UK Financial Conduct Authority
(FCA) Chief Executive Nikhil Rathi
stated during a 4 August Inside
FCA Podcast interview that the
regulator will take action against
non-cooperative companies
sooner to protect consumers and
ensure market integrity.
 
According to Rathi, the Online
Safety Bill must include measures

to protect consumers from a wide
range of online harms such as
investment fraud and economic
fraud. He recalls that the FCA is
working with US and EU partners,
the Prudential Regulation Authority,
the Bank of England, the Pensions
Regulator, the Digital Regulator’s
Corporation Forum, the
Competition and Markets Authority,
and the Information

Commissioner's O�ce to tackle
fraud. Furthermore, the FCA chief
stated that the regulator aims to
communicate more directly and be
more assertive and transparent.

FCA podcast interview

FCA podcast interview transcript

FCA Business Plan 2021/22 (1…

RUSI reviews the UK's Economic Crime Plan

UK FCA chief discusses transformation plans
and anti-fraud efforts in podcast interview

https://rusi.org/podcasts/financial-crime-insights/episode-21-uks-economic-crime-plan
https://rusi.org/ecp
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/983251/Economic_Crime_Plan_Statement_of_Progress_May_2021.pdf
https://www.fca.org.uk/multimedia/inside-fca-podcast-nikhil-rathi-business-plan-and-transforming-fca
https://www.fca.org.uk/publication/transcripts/inside-fca-transcript-nikhil-rathi-interview-business-plan-2021.pdf
https://www.fca.org.uk/publications/business-plans/2021-22
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UK-based battery manufacturing
company Britishvolt Ltd
announced on 17 August that it
has entered a long-term cobalt
supply agreement with Swiss
multinational commodity trading
and mining company Glencore
plc. However, media coverage
reports that environmental and
human rights NGOs have raised
concerns around Britishvolt’s
future operations in light of
corruption investigations into
Glencore’s work in the Democratic
Republic of the Congo (DRC).
 
In its press release, Britishvolt
states that the strategic

partnership with Glencore is
compliant with its ESG principles. 
 
According to reporting by the
Guardian, cobalt supply chain
expert and director of non-pro�t
group Resource Matters Elisabeth
Caesens highlighted in a statement
for the media outlet that “Britishvolt
CEO’s claim that cobalt is ‘ethical’
shows that their due diligence
process is […] too narrow”. Caesens
added that car manufacturers
should ask the British company
how the company is going to
mitigate corruption risks arising
from its supply chain.
 

Glencore has been subject to an
investigation into corruption
allegations in the DRC by the Swiss
O�ce of the Attorney General
(OAG) since June 2020. Separately,
the company is also facing bribery
investigations by the US
Department of Justice (DOJ) and
the UK Serious Fraud O�ce (SFO)
related to its business, including in
Nigeria, DRC and Venezuela.

 

Glencore press release

Britishvolt press release

The Guardian article

Canadian aircraft manufacturer
Bombardier Inc disclosed on 5
August in its 2021 second quarter
�nancial results report that the
Royal Canadian Mounted Police
(RCMP) has opened an
investigation into suspected
bribery concerning the 2011-12
acquisition and lease of
Bombardier CRJ1000 aircraft by
Indonesian airline company PT
Garuda Indonesia (Persero) TBK.
The report notes that the RCMP

has requested relevant
documents from the company.
 
Bombardier previously stated in its
�rst quarter report for 2021 that
the US DOJ had requested
information regarding the Garuda
transactions, following the UK
Serious Fraud O�ce’s (SFO)
announcement on 5 November
2020 con�rming an ongoing probe
against the company over
suspected bribery and corruption

in relation to contracts and orders
from Garuda Indonesia. 
 
The report notes that following the
allegations, Bombardier launched
an internal investigation, which is
currently being conducted by
external counsel.

Bombardier Q2 2021 report

Glencore and Britishvolt Ltd supply agreement
raises corruption concerns

Royal Canadian Mounted Police open bribery
investigation into Bombardier Inc

https://www.glencore.com/media-and-insights/news/glencore-and-britishvolt-sign-strategic-partnership-for-long-term-supply-of-cobalt
https://www.britishvolt.com/news/glencore-strategic-partnership-long-term-supply-of-cobalt/
https://www.theguardian.com/business/2021/aug/17/controversy-surrounds-glencore-stake-in-uk-battery-maker-britishvolt
https://bombardier.com/system/files/financial-reports/2021-08/Bombardier-Q2-2021-Quarterly-Report-en.pdf
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The State Property Fund of
Ukraine announced on 4 August
that Zaporizhzhya Titanium and
Magnesium Plant LLC, in which
Ukrainian oligarch Dmytro Firtash
owned 49 percent of the shares,
will be completely returned to
state ownership, following a
ruling issued by a Ukrainian court
on the same day.
 
According to the State Property
Fund, the court decided to return to
state property the shares owned by
Tolexis Trading Limited, after the
company failed to invest the
promised $110 million in the plant’s
modernisation. Additionally, the
fund underscores that the plant

was managed by minority
shareholder Tolexis, who spent
$110 million on repayment of
previously created debts, with the
funds being later transferred to
offshore companies under Firtash’s
control. The lawsuit was initiated
by the Specialized Anti-Corruption
Prosecutor's O�ce.
 
Kyiv Post reported the same day
that Tolexis is a Cyprus-registered
offshore company owned by
Firtash’s international
conglomerate Group DF, which
obtained shares in the plant in
2013 and pledged to invest $110
million in its modernisation.
However, Firtash allegedly invested

less than $1 million for that
purpose. Firtash’s Group DF
reportedly denies all accusations,
with the oligarch stating his
intention to challenge the ruling.
 
Firtash has been living in Vienna
since 2014 and is currently
challenging an extradition warrant
by the US, where he is charged for
his alleged involvement in a
scheme to bribe Indian o�cials in
exchange for mining minerals.

Ukrainian State Fund announce…

Kyiv Post article

Colombian airline company
Avianca Holdings SA disclosed in
a 12 August US Securities and
Exchange Commission (SEC)
�ling that the US Department of
the Treasury’s O�ce of Foreign
Assets Control (OFAC) has closed
its investigation into the
company’s alleged Cuba and Iran
sanctions violations. According to
the �ling, OFAC has issued a
cautionary letter to Avianca
con�rming it will not initiate

enforcement action or impose
�nancial penalties.
 
In a 6-K form �led with the SEC on
23 October 2019, Avianca stated
that OFAC had opened an
investigation into suspected
violations of the US Cuban Assets
Control Regulations (CACR) after
its majority shareholder Synergy
Aerospace Corp transferred all its
Avianca shares to its wholly owned
Delaware-based limited liability
company, BRW Aviation Holding

LLC. Due to the ownership change,
Avianca became a person subject
to US jurisdiction under certain
OFAC sanctions programmes. 

According to the SEC �ling, OFAC’s
cautionary letter represents a �nal
enforcement action in regards to
the apparent sanctions violations,
however it “does not constitute
a �nal […] determination as to
whether violations have occurred”.

SEC �ling

Ukrainian oligarch Dmytro Firtash loses shares
in state-owned titanium plant

OFAC closes probe into Avianca Holdings SA

http://www.spfu.gov.ua/ua/news/7863.html
https://www.kyivpost.com/business/firtash-stripped-of-titanium-sponge-plant-promises-to-fight-back.html
https://sec.report/Document/0001193125-21-245001/
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The UK government published on
2 August a letter from Biometrics
and Surveillance Camera
Commissioner Fraser Sampson
challenging the Marketing
Director of surveillance
equipment company Hikvision’s
critique of the 8 July House of
Commons Foreign Affairs
Committee report which names
Hikvision as a provider of
surveillance cameras to the
Chinese Communist Party (CCP)
in Xinjiang Province.
 
Hikvision Marketing Director Justin
Hollis claims in his 12 July letter
that the recommendation to ban
Hikvision is disproportionate,
stating it “is not based on any
concrete evidence”.

Commissioner Sampson
responded to Hikvision’s assertion
on 16 July, replying that Hollis’
letter neither clari�es if the
company accepts that human
rights abuses are indeed taking
place in Xinjiang nor denies that
Hikvision is in fact supplying
surveillance equipment to CCP
authorities in Xinjiang.
 
The UK Commissioner further
declares that Hikvision could not
have been unaware of its security
cameras being used in Xinjiang
camps without falling short of its
self-described high global
cybersecurity standards. Sampson
adds that those companies that
are silent or “looking the other way”
on human rights abuses involving

their own surveillance products are
precisely those which the
Committee’s report suggests are �t
to target. The Commissioner offers
Hikvision the opportunity to
respond with evidence showing
that customers and operators can
trust the company.
 
The Committee’s report, “Never
Again: The UK’s Responsibility to
Act on Atrocities in Xinjiang and
Beyond”, notes that Hikvision
cameras are used in the UK. The
report recommends that providers
of surveillance equipment to
Xinjiang are prohibited from
operating in the UK.

Letters between Biometrics an…

US waste disposal company
Stericycle Inc revealed in a 6
August �ling with the US
Securities and Exchange
Commission (SEC) that both the
securities regulator and the
Department of Justice (DOJ) are
currently probing the company for
possible violations of the Foreign
Corrupt Practices Act (FCPA).

According to the �ling, the
company has found evidence of
improper conduct during an
internal investigation targeting
several matters, including possible
violations of the FCPA and other
foreign or domestic anti-corruption
laws in Latin America and
elsewhere. Additionally, Stericycle
reports that the SEC issued a 2017

subpoena in relation to the issues
and regarding its pricing practices
involving a small number of
customers, with the DOJ later
notifying the company that it was
investigating the matter in parallel.

SEC �lling

UK government publishes exchange between
Hikvision over Xinjiang surveillance

US SEC and DOJ purportedly probing Stricycle
over possible corruption in Latin America

https://www.gov.uk/government/publications/never-again-the-uks-responsibility-to-act-on-atrocities-in-xinjiang-and-beyond
https://www.sec.gov/ix?doc=/Archives/edgar/data/861878/000162828021015979/scl-20210630.htm
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CONSULTATIONS

The European Banking Authority
(EBA) launched a public
consultation on 2 August on new
guidelines on the role of anti-
money laundering and countering
the �nancing of terrorism
(AML/CFT) compliance o�cers.
The consultation is open for
comments until 2 November.
 
The draft guidelines ful�l a request
by the European Commission in its
Supra-National Risk Assessment
(SNRA) of 2019 to develop
guidance that clari�es the role of
AML/CFT compliance o�cers in
credit and �nancial institutions.
The draft guidelines are designed
to address the whole AML/CFT
governance set-up setting “clear
expectations of the role, tasks and
responsibilities of the AML/CFT

compliance o�cer and the
management body and how they
interact, including at group level”,
the EBA states.
 
Compliance o�cers require
su�cient seniority, entailing
powers to propose necessary
measures to ensure the
effectiveness of corporate
compliance functions. The draft
guidelines also address boardroom
responsibility, and how information
should be included in activity
reports provided by the AML/CFT
compliance o�cer to
management.
 
The draft guidelines advise that
where a �nancial services operator
is part of a group, a group
AML/CFT compliance o�cer in the

parent company should be
appointed to ensure effective
group-wide policies and
procedures. Provisions in the draft
guidelines are designed to be
applied in a proportionate manner,
the EBA adds.
 
Once �nalised the guidelines apply
to �nancial sector operators as
de�ned in Article 4(1a) of
Regulation (EU) No 1093/201019.
 
The EBA will hold a virtual public
hearing on the draft guidelines on
28 September.

EBA press release

Consultation paper

EBA consults on new guidelines on the role and
responsibilities of AML/CFT compliance o�cers

https://www.eba.europa.eu/eba-consults-new-guidelines-role-amlcft-compliance-officers
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Consultations/2021/Consultation%20on%20draft%20Guidelines%20on%20the%20role%2C%20tasks%20and%20responsibilities%20AML-CFT%20compliance%20officers/1018277/CP%20GLs%20on%20AMLCFT%20compliance%20officer.pdf
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The UK Financial Reporting Council (FRC) launched
a consultation on 26 August regarding its proposed
updates to the audit �rm governance code governing
�rms auditing FTSE 350 entities, with proposed
updates including an expansion of the code to cover
�rms auditing large numbers of public interest
entities. The consultation document notes that the
FRC expects three additional �rms will apply the
2022 code under proposal.

Acknowledging public
perceptions of con�icts of
interest in the wake of several
recent corporate collapses, the
consultation notes that the
code updates are centred on
driving good practice

The FRC writes that it has found through monitoring
work that further strengthening is necessary regarding
operational separation oversight, despite positive

responses to operational separation from the Big Four
�rms. FRC Executive Director for Regulatory
Standards Mark Babington states in the press release
that the proposed changes aim to improve market
resilience and audit quality, with an emphasis on
accountability, resilience, and staff composition.
 
Amongst the updates are proposed provisions that
the majority of partners in �rm boards should not hold
signi�cant management positions in the company and
that there should be a separation between the roles of
chair and managing partner or senior partner. 
 
Acknowledging public perceptions of con�icts of
interest in the wake of several recent corporate
collapses, the consultation notes that the code
updates are centred on driving good practice. Board
composition criteria and standards for independent
non-executives are also proposed.
 
Comments can be submitted until 18 November.

FRC press release

FRC consultation

UK Financial Reporting Council consults on
proposed updates to audit �rm governance code

https://www.frc.org.uk/news/august-2021-(1)/frc-announces-proposals-to-strengthen-significantl
https://www.frc.org.uk/getattachment/1a453bac-671f-4375-a738-9d6fc7f73262/Consultation-Proposed-Revisions-to-the-Audit-Firm-Governance-Code-(August-2021).pdf
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PRESS AND MEDIA

An investigation by the Wall Street
Journal (WSJ) published on 12
August �nds that Covid-19
vaccine scammers have
contacted authorities around the
world in an attempt to obtain
illegitimate vaccine contracts
worth millions of dollars. The
governments that have been
approached by fraudsters with
fake offers for Covid-19 vaccines
from P�zer Inc and BioNTech SE,
Johnson & Johnson and
AstraZeneca plc allegedly include
Argentina, Colombia, Brazil,
Canada, Israel and several EU
countries such as Austria, the
Czech Republic, France, Latvia,
the Netherlands and Spain.
 
According to theWSJ, public
o�cials from Brazil and Colombia
have con�rmed to the media outlet
that national authorities have been
approached by third-party brokers
with Covid-19 vaccine proposals,
but negotiations were dropped
after the vendors failed to prove

their business relationship with
drugmakers. Concurrently, despite
EU countries not directly
negotiating with vaccine
distributors and obtaining vaccines
through the European Commission,
several o�cials purportedly
con�rmed that they have been
contacted by alleged third-party
distributors.
 
“Dozens of investigations” into
vaccine contract-related fraud are
allegedly being conducted in the
US, with the US Department of
Homeland Security identifying
between 50 and 75 scammers,
both involving entities and
individual brokers looking for
potential business with national
governments, theWSJ reports.
 
The Canadian government’s
Indigenous Services issued a press
release earlier this year stating that
it is working with the Public Health
Agency of Canada, Health Canada
and Public Services and
Procurement Canada “to identify
and address any unsolicited offers
of COVID-19 vaccine for sale to
indigenous communities that are
deemed suspicious”. The Canadian
newspaper Saskatoon StarPhoenix
reported in March that Texas-

based company Davati Medical
Supply LLC claimed it could
provide the same amount of
AstraZeneca vaccine doses for the
same sum of money as the
Federation of Sovereign Indigenous
Nations (FSIN) sought from the
Indigenous Services Canada (ISC),
thus raising fraud suspicions.
 
According to letters of intent sent
by alleged brokers to national
authorities and reviewed by the
WSJ, “the offers have ranged from
one million doses to at least 20
million doses” and include
instructions on how the funds
should be transferred, highlighting
that the vaccines’ authenticity can
be veri�ed directly with the
manufacturers. In a statement for
WSJ, the head of P�zer security
Lev Kubiak stated that the
company is aware of 86 fraudulent
vaccine offers to authorities from
45 countries, highlighting that
“fraud schemes have become
more sophisticated compared to
earlier in the pandemic”.

WSJ article

Indigenous Services Canada pr…

Saskatoon StarPhoenix article …

Covid-19 vaccine scammers reportedly targeting
governments around the world, claims WSJ

https://www.wsj.com/articles/covid-19-vaccine-scammers-target-authorities-in-dozens-of-countries-including-italy-and-colombia-11628760600?mod=djemRiskCompliance
https://www.canada.ca/en/indigenous-services-canada/news/2021/03/government-of-canada-covid-19-update-for-indigenous-peoples-and-communities0.html
https://thestarphoenix.com/news/saskatchewan/minister-says-indigenous-services-contacted-law-enforcement-about-vaccine-deal
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The Organized Crime and Corruption Reporting
Project (OCCRP) published on 9 August an
investigation which assesses the relationship
between Cyprus President Nicos Anastasiades and
Saudi businessman Abdulrahman bin Khalid bin
Mahfouz, whose Cypriot citizenship has been
questioned by the Auditor General of the country.
Bin Mahfouz obtained Cypriot citizenship in January
2015 through the country's “golden passport”
investment programme.
 
OCCRP alleges that the Council of Ministers which
ruled in favour of Bin Mahfouz’s application, and was
chaired at the time by Anastasiades, disregarded
objections from the Cypriot Ministry of Interior. The
Ministry allegedly highlighted that only one of the
businessman’s wives could become a citizen, as the
Cypriot legal framework considers polygamy illegal.
However, both Bin Mahfouz’s wives received
citizenship in 2015, after law �rm Christos Patsalides
LLC �led separate applications for them. A Cypriot
government spokesperson reportedly stated for
OCCRP that allegations concerning the Council’s
disregard of the Interior Ministry’s argument are
“unfounded and far from truth”.
 
OCCRP notes that following a visit to Cyprus in June
2014, Bin Mahfouz, his brother Sultan, and sister
Eman �led a joint “citizenship-by-investment
application” which involved a “collective investment
scheme” allowing them to each invest less than the
required amount of $5 million, under the condition that
the �nal amount totalled $12.5 million. Other
individuals included in the joint application were
Abdulelah Abdu Mukred Ali and Hani Othman S.
Baothman, associates of his UK-based �nancial

services company Sidra Capital Ltd, as well as another
close a�liate, Abdulhakeem Hamed A. Waznah.
Thirty-six other relatives of investment group
executives were purportedly granted Cypriot
citizenship through the same application. OCCRP
claims that the investment included a luxury villa in
Limassol, four apartments, o�ces, land and three
retail properties.
 
Citing documents from the Audit O�ce of the
Republic of Cyprus, OCCRP notes that suspicions
around the investment allegedly arose after the villa
was purchased for a price exceeding its market value
with €4 million from a Cypriot developer and owner of
a company called Merryvale Ltd. The entity had no
operations other than those related to the purchase,
and was later acquired by Bin Mahfouz for €7.5 million
through a different entity, Pelamore Ltd. The law �rm
Soteris Pittas & Co, with alleged ties to Anastasiades’
former law �rm, Nicos Chr. Anastasiades & Partners,
was involved in the “legal work” before it was sold by
its former owner, ex-Russian Federation Council
member Sa�n Ralif Ra�lovich, who was also awarded
a Cypriot passport in 2008.
 
In a report published on 31 January 2020, the Cypriot
Audit O�ce also assessed two 2016 and 2017 trips
made by Anastasiades to the Seychelles using a jet
allegedly owned by Bin Mahfouz. The O�ce
concluded that such gifts “can be acceptable” as long
as they have a certain value and they are awarded by
Cypriot citizens, in order to avoid allegations of
“embezzlement of public money”.

OCCRP investigation

Cyprus president allegedly involved in “golden
passports” awarded to Saudi nationals

https://www.occrp.org/en/investigations/the-golden-friends-and-neighbors-of-cypriot-president-nicos-anastasiades
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The Times reported on 19 August that Maltese
businessman Yorgen Fenech has been charged with
criminal conspiracy and complicity in the murder of
investigative anti-corruption journalist Daphne
Caruana Galizia, who was killed by a car bomb on 16
October 2017. Galizia was conducting an
investigation into alleged corruption, fraud and
money laundering involving Maltese public o�cials,
including their links to Fenech’s businesses.
 
The indictment seen by the media outlet reportedly
states that Fenech allegedly hired two hitmen,

brothers George and Alfred Degiorgio, and paid
€150,000 for Galizia’s murder via a taxi driver, Melvin
Theuma, with a down payment of €30,000. 
 
Prosecutors reportedly allege that Fenech bought
grenades, machineguns, pistols, bullets and poison on
the dark web more than a year before Galizia’s death,
using bitcoin. The Times notes that the purchases
were purportedly made in November 2018, when
media reports disclosed that Fenech was the owner of
offshore company 17 Black Ltd, which Galizia found to
be connected with money laundering allegations
involving Maltese o�cials.

  
Concurrently, according to reporting by theTimes of
Malta, the indictment alleges that “Fenech issued
thousands of euro to �nance the legal defence” of the
Degiorgio brothers after the murder of Galizia,
following their arrest in December 2017.

The Times article

The Wall Street Journal reported on 25 August that
the US Securities and Exchange Commission (SEC)
and federal prosecutors have launched a probe into
possible fraud at DWS Group, the asset management
subsidiary of Deutsche Bank AG, over alleged
falsi�ed information presented in its annual report.

The paper cites unnamed individuals who allege that
DWS exaggerated its claim that half of its $900 million
in assets as of March 2020 were invested in ESG-
oriented �rms based on DWS applied criteria.

WSJ article

Maltese businessman Yorgen Fenech allegedly
paid hitmen to murder journalist Caruana Galizia

Deutsche Bank Group under US investigation
over sustainability claims, reports WSJ

https://www.thetimes.co.uk/article/gambling-chief-yorgen-fenech-paid-hitmen-to-murder-daphne-caruana-galizia-l622cqv3z
https://www.wsj.com/articles/u-s-authorities-probing-deutsche-banks-dws-over-sustainability-claims-11629923018
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A Russian court on 6 August gave
US investor Michael Calvey a �ve-
and half-year suspended
sentence following a guilty verdict
for embezzlement.
 
Calvey, founder of private equity
group Baring Vostok, was detained
in 2019 on suspicion of embezzling
2.5 billion roubles – an equivalent
of around $32 million at the time –
linked to Russian lender Vostochny.
He denies the charges, and has
appealed against the ruling. 
 
The court gave Calvey’s French
business partner Philippe Delpal a
suspended sentence of four- and a
half-years. A total of six of Calvey’s
associates received suspended
sentences of various lengths.
 

Baring Vostok said in a statement
on its website: “Our colleagues are
innocent, and both the criminal
case and the verdict handed down
by the court are groundless. We
will continue to support our
colleagues, whatever defence
strategy they chose to pursue.”
 
“The only party to bene�t from all
of the transactions was Bank
Vostochny, as is clearly proved by
the �nancial documents attached
to the case materials and the
testimony of all of the witnesses.”
 
At his trial in July, Calvey said that
an innocent verdict would lead to
greater con�dence in Russia from
foreign investment and help create
jobs in the country.
 

According to a Wall Street Journal
report, following the verdict Calvey
said: “The court, unfortunately,
didn’t or couldn’t understand the
substance of the case, with no
victim, no damage and no
bene�ciary […]. The judge today
simply repeated - word for word -
the text from the prosecutor’s case
from October 2020, which itself
repeated word-for-word the text
from the investigator’s preliminary
accusation from December 2019.”
 
He added that there were “literally
hundreds” of pieces of evidence
showing his work with Vostochny
Bank was legal.

Wall Street Journal article

Reuters article

A 1 August referendum vote in
Mexico to examine corruption
allegations against the �ve past
presidents of Mexico since 1988
saw overwhelming approval by
voters, but lacked the turnout
required for the referendum to
yield legal action, according to
Agence France Press.

Mexico’s National Electoral
Institute (INE) reported that turnout
stood at 7 percent, 27 percent
short of the required minimum.
The referendum, brought by
President Andres Manuel Lopez
Obrador, targets former leaders
Carlos Salinas, Ernesto Zedillo,
Vincente Fox, Felipe Calderon, and
Enrique Pena Nieto.

The AFP cited a Mexican political
analyst as stating that the wording
of the referendum was complex
and not fully understood. 

 

INE Tweet

AFP article

Calvey found guilty of embezzlement in Russia

Mexican referendum to investigate corruption
involving former presidents falls short

https://www.wsj.com/articles/michael-calvey-given-5-year-suspended-sentence-for-embezzlement-in-russia-11628286318
https://www.reuters.com/business/russia-hands-us-investor-calvey-55-year-suspended-sentence-2021-08-06/
https://twitter.com/INEMexico/status/1422013908454453248
https://www.france24.com/en/americas/20210802-mexico-referendum-on-investigating-ex-presidents-for-corruption-draws-few-voters
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Australian newspaper the Sydney
Morning Herald published on 11
August more details related to a
AUD 400 million (£200 million)
fraud case involving the Westpac
Banking Corporation. New court
documents reportedly show that
equipment leasing company
Forum Finance Pty Ltd is alleged
to have paid directors around AUD
44 million (£22 million), with the
sums purportedly obtained
through forged signatures.
 
Basile Papadimitriou, also known
as Bill Papas, controls Forum
Group Pty Ltd, a company that
Westpac has claimed is part of a
conglomerate, including Forum
Finance, controlled by the Greek-
Australian businessman. In late
June, Westpac reportedly
discovered that loans worth

around AUD 200 million (£100
million) were extended to Forum
Finance and other entities in the
group purportedly based on
falsi�ed signatures from signi�cant
corporate clients, ABC reported on
23 July. Westpac’s total exposure
has been revised to a nearly 50
percent higher �gure.
 
In amended �lings on 10 August,
Westpac alleges that AUD 16
million (£8 million) in purportedly
stolen funds were transferred to
Mazcon Investments Hellas IKE, a
Greek company that Papas
controls. Westpac purports that
AUD 28 million (£14 million), part
of the allegedly defrauded amount,
was transferred to Vince Tesoriero,
a business partner of the Forum
Finance owner.
 

In addition to Westpac and its New
Zealand subsidiary, Papas allegedly
defrauded French investment bank
Société Générale SA, which lodged
an application for consumer
protection, and Japanese �nancial
institution Sumitomo Mitsui
Financial Group Inc.

  
On 9 August, the Australian
Financial Review reported that the
New South Wales Police Force
State Crime Command Financial
Crimes Squad has opened a probe
into the allegations.

Sydney Morning Herald article

Australian Financial Review art…

Reuters reported on 4 August that
United Arab Emirates (UAE)
authorities have extradited
Abdelmoumene Ould Kaddour,
former chief executive o�cer of
Algeria’s state-owned oil and gas
company Sonatrach Spa, to face a
corruption trial in Algeria.

According to the media outlet,
Kaddour, who was the company’s
CEO between March 2017 and
April 2019, is allegedly accused of
corruption linked to Sonatrach’s
purchase of Augusta re�nery in
Italy from Esso Italiana, a
subsidiary of US-based oil and gas
company Exxon Mobil Corporation.

Local media reports that Kaddour
has been subject to an
international arrest warrant since
February and has remained in
custody in the UAE since his arrest
by Dubai police on 20 March.

 

Reuters article

Westpac unveils details of £200m Forum fraud

Ex-CEO of Sonatrach Spa extradited to Algeria

https://www.smh.com.au/business/banking-and-finance/millions-paid-to-directors-new-details-of-westpac-s-forum-fraud-emerge-20210810-p58hk3.html
https://www.afr.com/companies/financial-services/papas-scandal-referred-to-financial-crimes-squad-20210809-p58h12
https://www.reuters.com/world/middle-east/former-head-algerias-sonatrach-face-trial-over-corruption-2021-08-04/
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A BBC Panorama investigation into social media
scams published on 16 August reveals the
emergence of “a new type of in�uencer” –
fraudsters who are posting videos and photographs
on platforms such as Instagram, SnapChat or TikTok
in order to promote and sell guides on how to
commit fraud against banks, retailers and the UK
Universal Credit system.

Other Instagram scammers
allegedly post victims’
information as a “free sample”
in order to encourage people to
request more stolen details

According to the media outlet, the scams rely mostly
on personal details such as names, phone numbers,
addresses and bank details, which have been
collected by fraudsters through phishing emails and
messages. The scammers allegedly exploit the
personal information, also known as “fullz”, by making

purchases using their details. The BBC reports that
these kind of practices can have “life-changing
implications” for victims, as these activities can affect
their credit score, including loan applications, getting a
mortgage or opening a new bank account.
 
During the investigation, reporters from BBC
Panorama contacted an alleged fraudster who
advertised illicit activities on social media and who
offered to build a fake website and send 4,000
phishing texts on their behalf in order to obtain
personal details from victims in exchange for £115.
 
Other Instagram scammers allegedly post victims’
information as a “free sample” in order to encourage
people to request more stolen details. While
contacting another alleged fraudster identi�ed as
Tankz who offered to sell crime guides for £100,
reporters allegedly received information on “detailed
techniques on how to exploit online retailers” and a list
of websites that provide stolen information for those
interested in using it.
 
The UK government published on 12 May the draft
Online Safety Bill, which will require online companies
to help tackle fraudulent user-generated content,
including social media posts on their platforms.
However, the draft bill does not speci�cally refer to
“fraud”, but to “illegal content”. The draft is being
considered by a joint parliamentary committee which
is required to report on its conclusions by December.

BBC report

BBC Panorama investigation �nds in�uencers
promoting criminal activity on social media

https://www.bbc.com/news/uk-58223499
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The Swiss newspaper
SonntagsZeitung reported on 8
August that the Swiss Financial
Market Supervisory Authority
(FINMA) allegedly received a
complaint in April over $300
million worth of suspicious
transactions conducted between
2013 and 2017. According to
leaked documents seen by the
media outlet, the transactions
purportedly concern bank
accounts at Swiss Compangnie
Bancaire Helvéntique SA (CBH)
held by offshore companies
linked to Kazakh oligarchs,
including politician Akhmetschan
Jessimov, who is considered the
main bene�ciary of the funds.
 
SonntagsZeitung reports that the
offshore companies, which were

based in the British Virgin Islands,
Panama, the Seychelles, the
Marshall Islands and the United
Arab Emirates, were allegedly
established by two Swiss
consultants running a Schindellegi-
based business which operated in
various locations, including Dubai,
Singapore, Hong Kong and the
Marshall Islands. The media outlet
reports that Jessimov’s son-in-law
Galymzhan Jessenow purchased
Kazakh fertilizer group Kazfostaf
TOO in 2008 for $120 million from
the London company
Kazphosphate LLC. 
 
The funds were allegedly obtained
as part of a $131.6 million loan
from British Virgin Islands-based
company Kennon Finance Limited,
part of which was repaid in 2015

from another loan obtained from
offshore company Disport
International, which also received
$72 million in loans from an entity
called Luricato Corporation. The
latter wrote off the debt, according
to documents seen by
SonntagsZeitung.
 
The money laundering complaint
purportedly notes that the origin of
the funds could have been
sovereign wealth fund Samruk-
Kazyna JSC, whose chairman was
Jessimov until March this year, and
Kazakh ATF bank, which was
acquired in 2013 by Jessenow.
According to SonntagsZeitung,
CHB has denied the allegations.

SonntagsZeitung article

The US government extended
Iraq’s sanctions waiver to import
Iranian gas on 4 August,
according to Agence France
Presse, citing an unnamed Iraqi
government o�cial. The
extension is reportedly valid for
four months.
 

The US sanctions on Iranian energy
date back to November 2018, but
the US has repeatedly issued
sanctions waivers to Iraq as the
country is unable to meet its own
energy needs, with blackouts
impacting multiple provinces in
July, according to the New Arab.

Iraq is still reportedly banned from
paying Iran for the oil in US dollars.

AFP article (on Rudaw)

The New Arab article

Federal Register Final Rule (5 …

Swiss bank CBH allegedly involved in suspicions
transactions linked to Kazakh oligarchs

US government reportedly extends Iraq
sanctions waiver for Iranian gas imports

https://www.tagesanzeiger.ch/verdaechtige-gelder-aus-kasachstan-flossen-ueber-die-schweiz-627150330711
https://www.rudaw.net/english/middleeast/iraq/05082021
https://english.alaraby.co.uk/news/us-extends-iraqs-sanction-waiver-four-months
https://home.treasury.gov/system/files/126/fr83_55269.pdf
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Iranian President Ebrahim Raisi
announced on 5 August in his
inaugural address that he is
seeking engagement with the US
to lift sanctions on Iran through
diplomatic negotiations. A US
State Department spokesperson
informed members of the press
the same day that the US
supports Iranian efforts to pursue
diplomatic solutions, but asserted
that the Joint Comprehensive
Plan of Action (JCPOA)
compliance process will not last
inde�nitely.

US State
Department
spokesperson Ned
Price stated that
the US is awaiting
Raisi’s new
approach to
negotiations and
reiterated that the
US is ready to re-
enter negotiations

Raisi stated in his speech that
sanctions against Iran must end

and that his administration
supports diplomatic efforts to
achieve a sanctions reprieve. The
new president also asserted that
Iranian nuclear proliferation is
peaceful and that the government
has no plans to develop nuclear
weapons, adding that sanctions
will not deter nuclear proliferation.
 
State Department spokesperson
Ned Price stated that the US is
awaiting Raisi’s new approach to
negotiations and reiterated that the
US is ready to re-enter
negotiations, noting that renewed
diplomatic engagement is in the
interest of US national security.
While not publicly announcing any
timeline on JCPOA compliance,
Price added that the US considers
negotiations an urgent priority.
 
i24 News quoted an anonymous
EU o�cial on 8 August who
reportedly stated that a renewal of
negotiations in Vienna may begin
in early September. The o�cial
added that chief EU negotiator
Enrique Mora met with the newly
designated chief Iranian negotiator,
Hossein Amir-Abdollahian at Raisi’s
inauguration.
 
Reuters reported on 16 August that
an unpublished International

Atomic Energy Agency (IAEA)
report seen by the media outlet
and submitted to the UN reveals
that Iran has made signi�cant
progress on uranium enrichment.
Price wrote in a statement to
Reuters that Iran should halt all
nuclear escalations, adding that
uranium metal production serves a
direct purpose in nuclear weapons
development.

  
The European External Action
Service (EEAS) con�rmed in a 27
August press release that EU High
Representative for Foreign Affairs
Josep Borrell, who is also the
JCPOA Joint Commission's
coordinator, spoke with Amir-
Abdollahian about moving forward
with JCPOA negotiations. The
EEAS reports that Borrell also
emphasised the importance of
Iranian cooperation with the IAEA
and expressed concern over the
recent reports of enhanced Iranian
nuclear proliferation.

Iranian President inauguration …

US State Department press bri…

i24 News article

Reuters article

EEAS press release

Iran's new president signals intention to increase
JCPOA compliance at inauguration ceremony 

https://www.farsnews.ir/en/news/14000514000683/Rayeesi-Pressres-Sancins-N-Dissade-Iran-frm-Prsing-Righs
https://www.state.gov/briefings/department-press-briefing-august-5-2021/#post-268298-IRAN
https://www.i24news.tv/en/news/international/1628358200-iran-nuclear-talks-could-resume-in-september
https://www.reuters.com/world/middle-east/iaea-reports-iranian-progress-uranium-metal-despite-western-objections-2021-08-16/
https://eeas.europa.eu/headquarters/headquarters-homepage/103446/iran-high-representative-josep-borrell-spoke-new-foreign-minister-amir-abdollahian_en
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SPECIAL FEATURE

Background
 
As the last American soldier left
Kabul on 30 August 2021, global
attention has shifted to the
personality and structure of the
Taliban regime and its plans for
governing Afghanistan. The chaotic
withdrawal of US and NATO forces
from the country has triggered a
huge economic shock, with the
political uncertainty hampering
trade and the movement of goods,

 

 
and banks limiting withdrawals as
in�ation takes hold. There are
question marks over the ability of
senior Taliban o�cials to oversee
administrative functions, given
their lack of experience in running a
centralised government. Just
getting the airport up and running
is a huge logistical effort which has
required support from outside
partners Turkey and Qatar. Tens of
thousands of skilled and educated
Afghan citizens have left over the
past few weeks, fearful of Taliban
rule. This brain drain will hamper
governance and reconstruction
efforts for decades.

  
The Taliban’s control of
Afghanistan is also a growing
source of anxiety for Afghanistan’s
neighbouring countries due to fear

The future of infrastructure projects in
Afghanistan under Taliban rule

If the Taliban manages to take
control of the security
situation in the country and
provide relative stability, major
infrastructure projects could
re-start

Regional powers, notably
China and Russia, will look to
�ll the void left by the West
and could engage with the
Taliban to fund stalled projects

China, Turkmenistan and
Uzbekistan, have already
begun talks with the Taliban
over the Energy Supply
Improvement Investment
Programme (TUTAP)

But economic revival will also
be contingent on the Taliban 

  

 
winning the trust of Afghans
and stemming the brain drain

 

Companies and investors with
any touchpoint in Afghanistan
need to remain vigilant of
heightened �nancial crime risk
under Taliban rule
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that internal instability could
spill over into the surrounding
region. Afghan opposition
movements, such as the National
Resistance Front, have claimed
that a civil war is likely in the
absence of a comprehensive
power-sharing agreement.
However, on 6 September, the
Taliban claimed victory over
opposition forces in the Panjshir
Valley. Nevertheless, while attacks
perpetrated by the Taliban are likely
to decrease in the areas they have
brought under control, the threat of
other militant groups staging
attacks remains present. Both the
potential for a civil war and attacks
from militant groups contribute to
a high threat environment that
could dissuade international
investment in the region.

International relations
 
Regional powers are set to �ll the
void left by the West. Russia and
China especially are more and
more willing to cooperate on
certain issues and both stand to
bene�t from the US’s tarnished
reputation after the messy
withdrawal from Afghanistan.
 
There are reports that China would
be willing to invest in Afghanistan’s
infrastructure projects, and even
formally recognise the Taliban’s
government. With China’s support,
the Taliban would also be a small
step closer to lifting its designation
as a terrorist organisation, though
the US and other UN members will
likely oppose this, at least in the

near future. China’s aim is to make
sure Afghanistan does not become
a hub for radical groups that could
pose a threat. To achieve this, the
Taliban would have to control all
other groups in Afghanistan, in
addition to ensuring internal unity.
China’s stance appears to be
pragmatic: while it does not want
to become involved politically, it is
willing to invest if the Taliban keeps
the security situation in check.
 
Russia has not really played an
active role in Afghanistan since the
catastrophic invasion in 1979-
1987. As the US has left, and
considering Russia’s strengthening
ties to China, this is likely to
change. As always, any US failure
is welcomed by Russia. Russian
diplomats praised the Taliban in
the early days of its takeover,
stating there was “no alternative” to
the Taliban’s rule. This is despite
the fact that Russia has used its
proclaimed �ght against terrorism
to justify backing authoritarian
rulers in Libya and Syria. 
 
For Russia, the most urgent task is
to prevent any instability in
Afghanistan from spreading into
Central Asia, Russia’s “sphere of
in�uence”. In August, Putin ordered
two new nuclear submarines to
“boost the potential” of the navy,
whilst maintaining that Russia will
not interfere in Afghanistan.
 
Pakistan itself has welcomed the
Taliban takeover as a triumph. The
country has reportedly been
hosting Taliban leaders and

�ghters, as well as their families,
for years, although it has always
denied allegations that it had
provided the Taliban with military
assistance. A possible result of the
ties between the Taliban and
Pakistan is an increased presence
of radical Islamist groups in
Pakistan, encouraged by the
success of the Taliban.
 
India’s position is of course quite
different. It invested heavily (as
much as $3bn) over the last 20
years in Afghanistan and therefore
suffered a considerable loss as a
result of the Taliban takeover.
There are also reports that the
Taliban has contributed to already
widespread Islamophobia in India,
with Muslims being targeted by the
right wing. The Taliban has said it
would “raise its voice for Muslims”
in India-controlled Kashmir.
Western states will likely try to use
India as a key vector for regional
pressure on the Taliban, but India’s
in�uence is unclear. 
 
India was very late to start
dialogues with the Taliban, which
has placed it on a backfoot
compared to other aforementioned
countries. Overall, India’s ability to
pivot and build bridges with the
new regime will likely be severely
limited in the foreseeable future.
However, India will hope that
Pakistan’s client relationship with
China – and China’s wish for a
stable Afghanistan – will restrain
Pakistan from any actions to
foment anti-Indian sentiment or
activity in Afghanistan.

https://www.theguardian.com/world/2021/aug/22/taliban-seek-to-assert-control-around-kabul-airport-as-death-toll-rises
https://www.ft.com/content/7ceb9e3b-bd6e-43fe-bb86-80353249e6ac
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Revival of infrastructure projects
under the Taliban?

In a bid to gain international
legitimacy, the Taliban has made
attempts to assure its neighbours
that it is trustworthy, and that
instability will not spill out of
Afghanistan’s borders. The Taliban
has made it clear that it is receptive
to investment from these
countries, particularly China, one of
Afghanistan’s largest trading
partners. It hopes to revive planned
infrastructure projects and trade
routes through Afghanistan as a
means to secure additional
revenue through the imposition of
taxes and transit fees. Several
infrastructure projects have been
announced and launched by
international organisations and
governments in the last two
decades but almost all of these
have been suspended or cancelled,
largely due to a lack of investor
con�dence in the region’s stability.
 
Examples of major projects in the
region include the energy transit
project known as CASA-1000,
which is planned to transport
hydroelectricity from Kyrgyzstan
and Tajikistan through Afghanistan
to Pakistan in the summer months.
The project was inaugurated in
2016 by o�cials from Afghanistan,
Pakistan, Tajikistan and Kyrgyzstan
with funding from the US, UK,
World Bank, European Investment
Bank and Islamic Development
Bank. However, construction was
temporarily suspended due to the
Covid-19 crisis, although it is

ongoing as of August 2021, and
the current deadline for completion
by 2023 appears unrealistic. In
addition, the Energy Supply
Improvement Investment
Programme (known uno�cially as
TUTAP) was approved by the Asian
Development Bank in 2015 and will
provide electricity to Afghanistan
and Pakistan from Turkmenistan,
Uzbekistan and Tajikistan.
Afghanistan’s geography, which
includes the Wakhan corridor
between Tajikistan and Pakistan,
makes it a sought-after trade route
and, in 2018, Afghanistan re-
opened its Lapis Lazuli corridor,
which crosses Turkmenistan and
the Caspian Sea to Turkey. China
has also expressed an interest in
bringing Afghanistan into its Belt
and Road initiative (BRI), although
previous non-BRI Chinese projects,
such as the Mes Aynak copper
mine, for which Chinese company
Jiangxi Copper was awarded a
contract in 2008, have stalled.
 
Neighbours’ concerns
 
It is unclear how quickly these
projects may be revived, if at all.
However, China, Turkmenistan and
Uzbekistan, continue to take an
interest in these projects, such as
TUTAP, and have begun talks with
the Taliban. Tajikistan has been
more hesitant and Tajikistan’s
ambassador in Afghanistan stated
that he would not recognise the
Taliban’s leadership unless they
complied with international human
rights. Tajikistan’s President
Emomali Rahmon has also stated

that the country won’t recognise
the Taliban government unless it
includes representatives from
Afghanistan’s Tajik population.
However, one expert on Tajikistan,
who asked not to be named, stated
that the aforementioned projects
are key to Tajikistan’s goal of
becoming energy independent and
a net energy exporter. According to
this source, if these projects are
negatively impacted, it will create a
hole in the Tajik government’s
budget and devalue the massive
investments Tajikistan made in its
Rogun dam project. Although the
Tajik government has used the
threat of the Taliban to justify its
own security credentials and its
grip on the country, the possibility
of much-needed revenue may
outweigh this tactic in the future.
 
There have also been reports that
the Chinese have plans to reopen
the long-suspended Mes Aynak
project, as of 18 August. Indeed, if
the US withdraws its funding from
regional infrastructure projects,
such as CASA-1000, Chinese
investors may �ll this gap.
Raffaello Pantucci, an expert on
Central Asia-China relations, told
Aperio Intelligence for this article
that China has a much higher risk
threshold and will be less likely to
be deterred from investments in
the region. However, he continued,
Chinese involvement will
depend on the stability and security
situation within Afghanistan.
With the possible investment
vacuum resulting from the US
withdrawal, Russia will likely look

https://www.aa.com.tr/en/asia-pacific/taliban-welcome-friendly-china-s-investments-in-afghanistan/2302492
https://www.china-briefing.com/news/china-and-afghanistan-bilateral-trade-relationship-and-future-outlook/
https://www.casa-1000.af/NewsDetail.aspx?MID=73
https://www.rferl.org/a/taliban-central-south-asia-trade/31371926.html
https://eurasianet.org/interview-afghanistans-ambassador-to-tajikistan-rejects-taliban-rule
https://www.thetimes.co.uk/article/china-plans-to-reopen-copper-mine-in-afghanistan-8q9jxpcxn
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to expand its role in the
region beyond security and
diplomacy (it began hosting the
Taliban for talks in 2018). For
example, in 2016, Russia agreed
with Pakistan to export electricity
through CASA-1000, allowing the
project to run all year, and has
reportedly provided $500 million
for the project.

Conclusion
 
Regional players in Central Asia
and China are eager to restart and
reinvigorate their stalled projects to
bene�t from shorter trade routes
and generate revenue. However,
the future of these projects
depends on the ability of the
Taliban to consolidate power
throughout the country and avoid a
civil war. The revival of these
projects will be particularly
important for the economic
stability of Afghanistan following
the uncertainty around foreign aid
and the decision by the US to
freeze almost $9.5 billion in assets
held at the Afghan Central Bank.
 
In the absence of foreign funds,
which supported around 75
percent of the country’s public
spending, the country could be hit
by a major �nancial crisis in the

near future. What the Taliban may
rely on for now, to an extent, is
Afghanistan’s central money
exchange market, which has
supported the economy for the
past 20 years. Money exchanges
play a crucial role in keeping the
economy alive, but they present
their own �nancial crime risks.
They were used by the Taliban to
facilitate the illegal opium trade in
the 1990s, and some of them are
reportedly still used by money
launderers.
 
In parallel, the Taliban will need to
win the trust of Afghans, including
by talking to people on the streets
and taking sel�es. With memories
of the previous brutal Taliban rule
still fresh, this will likely be a very
di�cult task. It is however, at least
for now, one of the main aims of
the Taliban to gain public support
at home. Without a con�dent
workforce, it may prove di�cult to
achieve any economic
improvement in the country.
 
Longer-term, if the projects go
ahead under a relatively stable
Taliban-controlled Afghanistan,
they will present a terrorist
�nancing and sanctions risk to
governments and companies
further a�eld, even those with no

obvious ties to Afghanistan. This is
because any goods travelling from
or via Afghanistan to Pakistan,
India and possibly on to Europe will
have been subject to transit fees
and taxes charged by the Taliban,
which remains sanctioned. In
addition, projects like Mes Aynak, if
they begin to produce results,
would present other supply chain
and ESG risks.
 
Western regulators have indicated
they are closely tracking the
heightened �nancial crime risk
following the regime change in
Kabul. On 31 August for example,
the UK Financial Conduct Authority
(FCA) issued a warning as a
reminder to �rms of their money
laundering and terrorism �nancing
obligations in relation to
Afghanistan. Considering the lack
of predictability and fast changing
circumstances, entities with any
touchpoint in Afghanistan and the
immediate region will need to
ensure they have undertaken
adequate due diligence in order to
verify the origins and trade routes
of goods and energy, and the bona
�des of their business and banking
relationships.
 
The Russia, CEE & Central Asia
Practice,  Aperio Intelligence

https://thediplomat.com/2016/08/can-russia-and-tajikistan-save-casa-1000/
https://www.aljazeera.com/economy/2021/8/18/us-freezes-afghan-central-banks-assets-of-9-5bn
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INTERVIEW WITH AN EXPERT

Did you know that approximately $1 trillion in bribes
is paid worldwide per annum, and that corruption
costs the global economy around $2.6 trillion, or 5
percent of global GDP? Global corruption �gures like
these are regularly cited by major international
institutions like the United Nations and World Bank,
policymakers and non-governmental organisations.
However, a recent study by the Norwegian anti-
corruption research centre U4 sharply calls these
often-cited numbers into question.
 
Authored by Cecilie Wathne (formerly a U4 senior
advisor, now a Project Leader at Norway’s Institute for
Marine Research) and Harvard Law Professor
Matthew Stephenson, the paper identi�es and
analyses 10 widely-cited quantitative estimates
concerning corruption, tries to trace these �gures

back to their original source, and assesses their
credibility and reliability.
 
Statistics include statements like: “Corruption,
together with tax evasion and illicit �nancial �ows,
costs developing countries approximately US$1.26
trillion each year”; “Approximately 10%–25% of
government procurement spending is lost to
corruption each year”; and “Up to 30% of development
aid is lost to fraud and corruption each year.”
 
The authors could not rate any of the 10 statistics as
credible - only two came close. Six of the 10 are found
to be problematic, and the other four are classi�ed as
“entirely unfounded”.
 
Financial Crime Digest spoke to Stephenson, who is
also the Editor-in-Chief of Global Anticorruption Blog,
about the paper - titled “The Credibility of Corruption
Statistics: A Critical Review of Ten Global Estimates” -
and its implications.
 
Why did you decide to study corruption statistics?
 
The original idea for the project was to get a sense of
best practices in quantifying the extent and impact of
corruption and to point to well-established empirical
facts that could be useful in advocacy and policy.
 
I was already a bit sceptical of some of the statistics
in the literature. The idea was to try to get a set of
exemplary statistics that get cited a lot, and go

Q&A: Measuring the cost of corruption with
Matthew Stephenson, Harvard Law Professor
and Editor of the Global Anticorruption Blog

https://www.u4.no/publications/the-credibility-of-corruption-statistics
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through them and separate the wheat from the chaff.
To our dismay, there ended up being almost no wheat
and a lot of chaff. The focus of the project then shifted
to highlighting the problems with these global
statistics, and to emphasising the importance of
reliable data and better forms of evidence.
 
At the start of the paper you say "Corruption and its
consequences are inherently di�cult to measure”,
why is this?
 
There are several reasons. Corruption is a clandestine
activity - people don't advertise it, and usually don't
keep clear records - there are some exceptions. But in
all cases, they try to keep it secret.
 
Another issue is when you move beyond trying to
measure the quantity of corruption, for example
analysing the amount of bribes paid, to measuring
corruption's consequences - it becomes even more
di�cult. The consequences of corruption are real and
serious, but they are di�cult to measure directly.
 
The social cost of the bribe is not the amount of the
bribe. Let's say someone pays a $10,000 bribe to win a
construction contract for a bridge. The social cost is
not $10,000 - it could be much less, if the company
builds a good bridge. But it could be far more if as a
result of the bribe, the bridge is built not up to
standard and kills 100 people. Because corruption
causes a range of social harms that are diffuse,
measuring the social cost is hard.
 
One other thing I'll mention that is a problem with
global corruption statistics - even if you can get a
good measure of corruption or its social cost in a
particular context, say in a geographic location or time
or a speci�c project, raising that up to a global scale
and putting a dollar value on it requires comparability
and aggregation, and that can be very hard.
 
Just because measuring it is di�cult, doesn't mean it's
not real and serious though.

Can you talk about why organisations and
politicians, and o�cials in organisations, reach for
these kinds of big global numbers when they talk
about corruption? Is it not enough for them to talk
about the harmful effects of corruption?

  
I'm speculating here, but I think there's a sense in
these organisations that the public won't pay attention
unless you quantify the corruption and put a big
number on it, that sounds scary. We refer to it in our
paper as "decorative statistics". They don't actually
perform any function.
 
The impulse isn't necessarily bad - there are big
advantages to quanti�cation. But people lapse into the
tendency of wanting these decorative statistics.
 
Another thing is once a number gets cited by a
prominent person, or a person associated with a
prominent organisation, then it has a certain
legitimacy. And then when someone else is writing a
report, they Google it and say "Oh, the World Bank
says there's a trillion dollars in bribes paid globally per
year". They put that in their speech or report - and it
becomes something that everyone accepts as true.
No one traces it back and checks whether there is any
reliability to it.
 
One statistic we looked at in the paper which
highlights the lack of rigour is the often-cited
‘Corruption costs the global economy approximately
$2.6 trillion, or 5% of global GDP’. Aside from the
failure to quantify the cost to the global economy of
corruption, that GDP �gure hasn’t been correct for a
long time. That's an easily checkable fact - it's an
absence of due diligence and speaks to the fact that
for many of these organisations, the numbers actually
don't seem to matter. They aren't expressing anything
other than corruption is big and bad. And I agree that
it's bad - but the numbers are meaningless data. [5
percent of global GDP has not been $2.6 trillion
since 2006. Global GDP in 2019 was approximately
$87.8 trillion, 5 percent of which is $4.4 trillion.]
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Do these failures of rigour undermine the credibility
of big institutions in their efforts to tackle global
corruption?

  
I don't want to overstate it. One of the things we
worried about in writing this paper was - are we
contributing to the problem? We're both passionate
about �ghting corruption, and having spent a lot of
time working with academics on this - we're
convinced it is indeed a big problem. We asked
ourselves will our �nding in this paper be used to
discredit the anti-corruption movement? If that
happened, I would be distressed. That is very much
not what we're trying to do here. Frankly, some of
these numbers in the paper might be underestimates,
not overestimates.
 
We worry that people are throwing around numbers
without doing due diligence - it's not helping. I think
the anticorruption community should live up to high
standards. I hear from advocates that they need
numbers - but I think there are better ways of
conveying the empirical harms of corruption without
relying on these overused unreliable global statistics.
It would be better to do more indepth analysis and
come up with concrete stories - representative
anecdotes looking at particular projects or countries
to demonstrate the extent to which corruption harms.
There are other ways to advocate for the �ght against
corruption.
 
You found four of the 10 to be completely unfounded
- under your de�nition, of invented origin,
unsubstantiated guess, or blatant
mischaracterisation of original source. Where did
these numbers come from?
 
One of the things we do in the paper is walk through
where we think the numbers came from. In some
cases, it looks like someone misread a source. People
made mistakes, or there was an estimate based on
one project where someone made a guess, and then it
got scaled up as a general estimate.
 

I don't think anyone's doing anything deliberately
dishonest. But you can see how the problem emerges
- �ndings get summarised, over generalised. And then
there's this statistic laundering that goes on. A number
gets picked up in a document that is from a
researcher a�liated with the World Bank - let's say it's
in a bullet point in an introduction to a paper. Someone
else then cites that as "The World Bank" says this
thing. Then someone else reads that and just picks it
up as a World Bank statistic.

  
Were you surprised by what you found?
 
I wasn't shocked - I'd already done this exercise with
one or two corruption statistics. But I was
disappointed - I thought at least a couple out of 10 of
the most prominent statistics would have been
rigorous. Remember our intention was initially to hold
up good examples of reliable statistics, to show best
practice. Zero out of 10 was a disappointment. 
 
That was a bit of a surprise.
 
What do we know about the state of global
corruption? Are there things we can quantify, or is
that impossible given its hidden nature?
 
I've come to the view that - on the question "Is it worth
it to try to come up with a global number", for
example, how many bribes are paid globally, or what's
the social cost of corruption, or globally what's the
percentage of public procurement projects that is
misappropriated through corruption - I don't think it's
worth it. Not because it would be useless to have a
rough estimate of those things... But the amount of
time and energy that would need to go into generating
numbers that are even close to credible, it's not worth
it. For the purpose of policymaking and advocacy,
we don't need to know those numbers - we just need
to know that corruption is a big problem that has
serious social harms - we can and have established
that in a range of other ways.
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If the question is “do we want to get empirical
information about corruption and its harms,” I would
say absolutely yes. That doesn't mean a big global
number - but doing close analysis of speci�c sectors
and countries. For example, a few years ago a survey
looked at teacher and health worker absentee rates in
public schools and public health clinics in several
countries - India and a few others. This is hugely
useful - it found absentee rates as high as 80 percent.
People just weren't there. That's a form of corruption.
 
There have been public expenditure tracking surveys,
that try to estimate leakage rates - a euphemism for
money disappearing. Those are hugely useful.
 
Right now during the global pandemic - tracking
corruption with respect to efforts to distribute
vaccines effectively, or Covid-19 relief funds - is hugely

important. Nothing in this paper is anti-empirical.
Those projects are hugely valuable, but creating big
aggregated statistics is not hugely useful.
 
What could be a better way to highlight the problems
of corruption?
 
I’m not a professional advocate - but from my outside
perspective, it seems powerful narratives are more
persuasive than a big abstract number. For instance,
there are all these depressing stories about corruption
coming out of Afghanistan. The amount of money the
US government spent to build schools in rural
Afghanistan - a percentage of those schools were
never built, a percentage of them had no students - I
would tend to think in terms of external advocacy, a
powerful narrative combined with the quanti�cation of
harms in a speci�c sector would be more effective.



Aperio Intelligence Limited 16
Dufferin Street

 London EC1Y 8PD
 T +44 (0)20 3146 8900

 info@aperio-intelligence.com

Aperio Intelligence Limited (France)
 91 rue du Faubourg Saint-Honoré,

75008 Paris
 T +33 (0) 6 43 07 80 29

 info@aperio-intelligence.com

Aperio Intelligence Romania SRL
 Str. Ioan Budai Deleanu, nr 1A

 Cluj-Napoca, 400474, Romania
 T +40 (0)371 780 734

 info@aperio-intelligence.com

Diligent analysis. Powering business.TM aperio-intelligence.com

https://fcdadminproduction.z6.web.core.windows.net/report-editor/aperio-intelligence.com

