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INTRODUCTION
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please sign up here. We are currently developing an online platform, which provides more comprehensive coverage of
�nancial crime developments. If you would like more information please email info@aperiointelligence.com

EDITOR'S PICKS
LEGISLATION page 42

EU proposes creation of central AML
authority

REPORTS page 4

UK NCA annual report �nds 2020-2021 was
the “most successful” year operationally

GUIDANCE page 59

US issues Hong Kong business advisory,
OFAC designates seven individuals

SPECIAL FEATURE page 36

Cracked: the rise of police operations
against encrypted organised crime
communications

DATES FOR THE DIARY
August

12
UK FCA consultation on a technical note setting
out guidance for companies applying for listing
which have cannabis related businesses closes

August

27
EBA consultation on new guidelines on
cooperation and information exchange in the
area of AML/CFT closes 

August

27
UK government consultation on a power to block
listings on national security grounds closes

August

31
UK Law Commission consultation on its
corporate criminal liability discussion paper
closes

CONTENTS
REPORTS 4 ENFORCEMENT AND LITIGATION 25

SPECIAL FEATURE 36 LEGISLATION 42

GUIDANCE 59 ANNOUNCEMENTS 66

SPEECHES 79 CONSULTATIONS 80

PRESS AND MEDIA 83 ESG 91

COMPANY UPDATE 96

https://aperio-intelligence.us11.list-manage.com/subscribe?u=48d5915a962162b98e77770fd&id=855b6247fc
https://aperio-intelligence.us11.list-manage.com/subscribe?u=48d5915a962162b98e77770fd&id=855b6247fc
mailto:info@aperiointelligence.com
mailto:info@aperiointelligence.com
https://www.fca.org.uk/publication/ukla/fca-tn-104.1.pdf
https://www.eba.europa.eu/eba-consults-new-guidelines-cooperation-and-information-exchange-area-anti-money-laundering-and
https://www.gov.uk/government/consultations/consultation-on-a-power-to-block-listings-on-national-security-grounds
https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2021/06/Corporate-Criminal-Liability-Discussion-Paper.pdf


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

4

REPORTS

The UK’s National Crime Agency
(NCA) published on 16 July its
2020-21 annual report and
accounts, which details the
agency’s performance over the
course of the past year.
 
UK Home Secretary Priti Patel MP
highlighted the agency’s major
successes over the past year,
which include a 40 percent
increase in recorded disruptions
and securing the freezing or
seizure of over £150 million of
criminal assets. NCA Director
General Dame Lynne Owens
emphasises the agency’s leading
role in �ghting the transnational
threat of serious and organised
crime (SOC) in the UK, describing
the past year as “the most
successful for the NCA to date”.
 
One of the strategic priorities set
for the NCA by the Home Secretary
in 2020-2021 involved reducing the
harm caused by economic crime to

individuals, the UK economy and
institutions, with an emphasis on
fraud, money laundering (ML) and
cybercrime as key threats.
 
Four major disruptions were
delivered in 2020-2021 against
international controller networks
and professional enablers of ML.
The report mentions the example
of the �rst unexplained wealth
order (UWO) secured solely on the
basis of an individual’s suspected
links to SOC, where a key provider
of ML services to organised crime
groups (OCG) in West Yorkshire
agreed to surrender nearly £10
million in assets held across the
UK. With respect to fraud, the
NCA’s increased intelligence and
investigative capabilities led to 14
high priority operations, which are
anticipated to yield dividends the
following year. In addition, the
report notes that the NCA’s
operational activity against
cybercrime contributed to an
increase in the “pursue” response,
which accounted for 34 percent of
all disruption in 2020-2021.
 
Furthermore, in the past year, the
NCA’s Financial Intelligence Unit
(UKFIU) received over 742,000
suspicious activity reports (SARs)

– an increase of 29 percent
compared to the previous year, and
over 105,000 Defence Against
Money Laundering applications –
an increase of 69 percent on the
previous year.
 
According to the report, in 2020-
2021, the NCA: (1) secured over
4,000 disruptions; (2) coordinated
490 “prevent” interventions against
individuals at risk of becoming
future cyber offenders; (3) took
down or suspended over 270
criminally controlled websites; (4)
safeguarded over 1,600 children,
over 1 million victims of
cybercrime, and rescued more than
700 potential victims of tra�cking;
(5) arrested over 1,200 individuals
in the UK and secured sentences
totalling 1,300 years; and (6)
restrained, froze or seized more
than £150 million. The report
highlights the successes of
Operation Venetic, which has
resulted in the arrest of over 1,550
individuals across the UK, following
cooperation with international
partners in extracting data from
the encrypted communications
platform EncroChat.

NCA annual report and accoun…

UK NCA annual report �nds 2020-2021 was the
“most successful” year operationally

https://www.nationalcrimeagency.gov.uk/who-we-are/publications/546-national-crime-agency-annual-report-and-accounts-2020-21/file
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The Financial Action Task Force (FATF) published on
1 July a report examining the opportunities and
challenges posed by new technologies for anti-
money laundering and countering the �nancing of
terrorism (AML/CFT).

Despite the wide potential for
AML/CFT-related changes in the
�nancial sector, manual review
and human input “remains very
important”, the report �nds

New technologies “can improve the speed, quality and
e�ciency of measures to combat money laundering
and terrorist �nancing”, FATF states. The report
identi�es existing and potential technologies,
examining conditions, policies and practices to
maximise e�ciency. It also explores obstacles to
successful implementation.
 
The increased use of arti�cial intelligence solutions for
AML/CFT can “potentially help to better identify risks
and respond to, communicate, and monitor
suspicious activity”, states the report. This includes
improved live monitoring and information exchange
which enable improved supervision of regulated
entities. Technology can also improve private sector
risk assessments, onboarding practices, regulator
relationships and accountability, whilst cutting costs.
 
Explaining digital solutions is “another key challenge”
for both industry and regulators, the report states. In
part this stems from the “limited availability of relevant
expertise and a lack of awareness of innovative
technologies’ potential among AML/CFT
professionals, both in industry and government”.
 

Despite the wide potential for AML/CFT-related
changes in the �nancial sector, manual review and
human input “remains very important”, the report
�nds. “Human actors must be relied upon to identity
and assess any residual risks presented by new
technologies and put in place appropriate mitigation
measures”, according to FATF. The agency also found
that innovation can help public and private sectors
improve the effectiveness of their risk-based
implementation of FATF standards. FATF states that
companies and member states “must also ensure that
the use of innovative tools is compatible with
international standards of data protection, privacy, and
cybersecurity”.

The �ndings led to FATF’s adoption of a set
of suggested actions for authorities
exploring new technologies for AML/CFT

FATF press release

FATF report

FATF report on new technologies for AML/CFT

The creation of an enabling environment by both
government and the private sector for responsible
innovation to enhance AML/CFT effectiveness

Ensure privacy and data protection when
implementing new technologies

Promote AML/CFT innovation which supports
�nancial inclusion by design

Develop and communicate policies and regulatory
approaches to innovation that are �exible,
technology-neutral, outcomes based and in line
with the risk-based approach

Exercise informed oversight

Promote and facilitate cooperation

https://www.fatf-gafi.org/publications/digitaltransformation/documents/opportunities-challenges-new-technologies-for-aml-cft.html?hf=10&b=0&s=desc(fatf_releasedate)
http://www.fatf-gafi.org/media/fatf/documents/reports/Opportunities-Challenges-of-New-Technologies-for-AML-CFT.pdf
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The Financial Action Task Force
(FATF) released a report on 1 July
examining technologies that
facilitate advanced anti-money
laundering and countering
�nancing of terrorism (AML/CFT)
analytics within regulated entities.
The report explores technologies
that support data pooling and
collaborative analytics between
�nancial �rms.
 
Data pooling and collaborative
analytics “can help �nancial
institutions better understand,
assess and mitigate money
laundering and terrorist �nancing
risks”, the report states. “This will
make it easier, more dynamic,
effective and e�cient to identify
these activities. It can reduce the
number of false positives, enabling
the private sector to comply in a
timelier and less burdensome
manner.” As domestic and
international �nancial institutions
often have a limited view of

transactions, criminals can exploit
information gaps, the report states.
Privacy-enhancing technologies
use cryptographic tools which
enable multiple parties to interact
towards a speci�c purpose without
revealing underlying private
information to one another or to
third parties. However, such
technology can potentially infringe
on data protection and privacy
rights, the report states.

  
Particular technologies identi�ed
by FATF include homomorphic
encryption which allows
organisations to search third-party
data assets without compromising
the security or ownership of the
underlying data; zero-knowledge
proofs which allow one bank to
establish whether another bank
holds data on an individual, without
sharing that individual’s identity;
secure-multiparty computation
which enables several parties to
evaluate data coming from distinct
data sources without sharing the

data; and a variety of advanced
analytics techniques like machine
learning, deep learning and natural
language processing.
 
FATF issued a questionnaire in
November 2020 to identify new
collaborative analytic technologies.
FATF received 188 responses. The
report found that �nancial
institutions use such technology
for a variety of customer due
diligence and technical matters,
including institutional risk
assessment, onboarding
customers, transaction monitoring,
bene�cial owner identi�cation,
identi�cation of typologies of crime
and intelligence-driven
investigations. The questionnaire
found that the primary use was
transaction monitoring.

FATF press release

FATF report

The UK's HM Treasury (HMT)
published on 15 July its outcome
delivery plan, which highlights
objectives for the year 2021-22
and sets out as a priority the
improvement of the UK’s response
to economic crime, as well as

ensuring the effective
implementation of UK and UN
�nancial sanctions regimes.
 
HMT highlights that it will work
closely with the Bank of England
and the Financial Conduct

Authority to monitor risks
associated with the �nancial
system and develop responses for
mitigating such risks.

HM Treasury press release

FATF report on data pooling technologies

UK Treasury publishes outcome delivery plan

https://www.fatf-gafi.org/publications/digitaltransformation/documents/data-pooling-collaborative-analytics-data-protection.html?hf=10&b=0&s=desc(fatf_releasedate)
https://www.fatf-gafi.org/media/fatf/documents/Stocktake-Datapooling-Collaborative-Analytics.pdf
https://www.gov.uk/government/publications/hm-treasury-outcome-delivery-plan/hm-treasury-outcome-delivery-plan-2021-to-2022
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Penalties imposed by the UK Financial Conduct
Authority (FCA) on regulated companies fell 15
percent compared to 2019-2020, according to the
agency’s latest annual report published on 15 July.
The report outlines the work the FCA undertook in
response to the pandemic, its key priorities and
those within speci�c sectors.

The FCA commenced several
prosecutions alleging insider
dealing, investment fraud,
money laundering as well as the
�rst criminal prosecution under
the Money Laundering
Regulations

The FCA imposed �nancial penalties totalling £189.8
million for the year ending 31 March 2021, compared
to £227.3 million the previous year.
 
In 2020/21 the largest single �ne was £64 million
against Lloyds Bank plc, Bank of Scotland plc and The
Mortgage Business plc for failures in mortgage
arrears handling.
 
The FCA reports that the average length of all
regulatory and civil cases, including those closed with
no further action, rose from 23.9 months in
2019/2020 to 24.7 months in the past year. The
average cost of regulatory and civil cases fell from
£229,000 to around £165,000.
 

Criminal cases took on average 29.2 months, down
from 75.9 months in 2018/2019 when records were
taken – no criminal cases were closed in 2019/2020.
The average cost of criminal cases was around
£264,000.
 
During the past year, the agency cancelled 107 �rms'
permissions to conduct regulated business, and
banned 10 individuals. The report states that the FCA
saw “a signi�cant increase” in cases of �rms and
individuals who appeared to be carrying out regulated
business without authorisation. It issued 1,292
consumer alerts during the year, an 80 percent
increase from 2019/20. The FCA also opened 1,293
enquiry cases. There are currently 184 individuals and
�rms under investigation for carrying out
unauthorised business.
 
The FCA commenced several prosecutions alleging
insider dealing, investment fraud, money laundering as
well as the �rst criminal prosecution under the Money
Laundering Regulations.
 
The report highlights the FCA’s ongoing efforts to
support the development of the FinTech industry,
including its announcement in June 2021 that 13
�rms have been accepted into cohort 7 of the
Regulatory Sandbox which focuses on �rms seeking
to detect and prevent fraud and scams, those that
support the �nancial resilience of vulnerable
consumers, and those that improve access to �nance
for small companies.

FCA annual report

FCA enforcement data

UK FCA-imposed �nancial penalties fall during
past year, according to annual report

https://www.fca.org.uk/publication/annual-reports/annual-report-2020-21.pdf
https://www.fca.org.uk/data/enforcement-data-annual-report-2020-21
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The UK Financial Conduct
Authority (FCA) has announced it
will spend £120 million in the next
three years to automate its data
collection and better analyse data
across systems to help prevent
misconduct. The funding promise
comes as part of its business plan
for 2021/2022 published on 15
July in which the FCA commits to
becoming “a more, innovative,
adaptive and assertive regulator”.

Rathi also said the
regulator will work
with partners to
help drive down the
incidence and
impact of fraud

FCA CEO Nikhil Rathi said that over
the next 18 months “you will
continue to see an FCA that looks
and feels even more different. One
that operates differently, partners
differently, and communicates
differently […] we are going to test
our powers to the limit”.
 
The business plan sets out FCA
priorities in consumer markets
including strengthening rules on
�nancial promotions to protect
consumers in relation to

investments, improving standards
of pensions advice, an £11 million
consumer campaign on scams
and high-risk investments, and
progressing proposals for a new
Consumer Duty to raise standards
of �rms’ treatment of consumers.
 
In wholesale markets the FCA
states that following the UK’s exit
from the EU, it will continue to
develop plans to make primary and
secondary markets work better
while maintaining high standards
and supporting the transition from
sterling LIBOR to alternative risk-
free rates.
 
Rathi also said the regulator will
work with partners to help drive
down the incidence and impact of
fraud, improve diversity and
inclusion, both at the FCA and in
regulated �rms, and support a
market-based transition to net-zero
carbon emissions. There will also
be a review of compensation
criteria used by the Financial
Services Compensation Scheme.
 
In July the government rejected the
Work and Pensions Committee’s
(WPC) recommendation that its
forthcoming Online Safety Bill
should tackle fraud facilitated
through paid-for advertising,
despite the FCA highlighting this
advertising as “the major source of

problems leading to very
signi�cant consumer harms”. In
response to a question from the
Financial Crime Digest, Rathi said
the FCA “welcomes the fact that
user-generated content in relation
to investment fraud has been
announced to be in the bill. The
government has to balance
different objectives”.
 
Many technology platforms have
the ability to deal with the problem,
Rathi said. “With the potential for
legislation, it is helping incentivise
the right behaviour by some of
those companies – we’ve seen for
example some steps forward by
Google in terms of the changes to
their policies. A sustainable
business model in the UK cannot
rely on being a vector for fraud”,
added Rathi.
 
The FCA’s business plan also
reiterates comments made by
Rathi, that the regulator will make a
concerted effort to educate
consumers about risks associated
with crypto-assets.

FCA press release

FCA overview

FCA business plan

FCA annual report and accounts

UK FCA business plan 2021/22 seeks to
overhaul practices and boost anti-fraud work

https://www.fca.org.uk/news/press-releases/fca-commits-being-more-innovative-assertive-adaptive-regulator
https://www.fca.org.uk/publications/business-plans/2021-22
https://www.fca.org.uk/publication/business-plans/business-plan-2021-22.pdf
https://www.fca.org.uk/publication/annual-reports/annual-report-2020-21.pdf
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The Financial Action Task Force
(FATF) published on 5 July its
second 12-month review
documenting the progress that
jurisdictions and the private
sector have made on the
implementation of its revised
standards on virtual assets and
virtual asset service providers
(VASPs). The report �nds that,
despite “clear progress”, many
jurisdictions still lack the basic
regulatory frameworks for VASPs.
The review also looks at changes
in the typologies and risks posed
by the virtual assets sector.
 
The year long review comprised a
questionnaire to which 128
jurisdictions responded.
Responses to the survey show that
most member countries have
insu�ciently incorporated the
standards into national law, with
only 58 out of the 128 reporting
jurisdictions advising that they
have the necessary legislation in
place. Out of the 58, only 35
jurisdictions reported that their
regime is operational, whilst six
others advised that they have
prohibited VASPs entirely.

 

In assessing jurisdictions through
the mutual evaluation and follow-
up report (MER/FUR) process,
FATF found that no jurisdictions
with published reports have
received a "compliant rating", while
most jurisdictions have received a
"partially compliant" rating, and two
jurisdictions have been assessed
as "non-compliant". According to
the report, the main hindrance to
compliance is purported to be a
lack of action by jurisdictions – a
third of jurisdictions under the
FUR/MER process have taken no
or minimal action to implement the
requirements, whilst the remaining
two thirds of jurisdictions have not
implemented the requirements
fully, for example by omitting the
‘travel rule’ standard.

  
The report notes some progress in
the development of technological
solutions to enable the
implementation of the travel rule
for VASPs. However, there is still
insu�cient “holistic and scalable”
technological solutions available,
with only 17 countries considering
that there is enough technical
progress regarding travel rule
solutions. According to the
regulator, the lack of
implementation of travel rule
requirements by jurisdictions
disincentivises the private sector
from investing in the required

solutions and compliance
infrastructure to comply with the
AML/CFT requirements.
 
With respect to suspicious
transactions reporting (STR), FATF
states that VASPs �led 146,704
STRs between 2019 and 2020,
noting an upward trend prompted
by more VASPs entering the
market and developing their
reporting systems, and due to
the overall increase in AML/CFT
knowledge in the sector.

Highlighting that a potentially
signi�cant amount of virtual assets
are being transferred on a peer-to-
peer basis, the report indicates that
the share of illicit transactions
appears higher for peer-to-peer
transactions compared to
transactions with VASPs. However,
substantial differences appear in
the data provided by blockchain
analytics companies, resulting in
FATF being unable to accurately
assess the size of the peer-to-peer
sector and the associated risks.

FATF underlines that it will continue
to focus on implemention,
including through �nalising the
revised guidance on virtual assets
and VASPs by November 2021.

FATF press release

FATF report

FATF review of the implementation of the
revised standards on virtual assets and VASPs

https://www.fatf-gafi.org/publications/fatfrecommendations/documents/second-12-month-review-virtual-assets-vasps.html
https://www.fatf-gafi.org/media/fatf/documents/recommendations/Second-12-Month-Review-Revised-FATF-Standards-Virtual-Assets-VASPS.pdf
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The UK Serious Fraud O�ce’s (SFO) published its
annual report on 9 July detailing its activities.
 
The agency secured two deferred prosecution
agreements (DPAs) in 2020-21 worth £47.4 million in
�nes and penalties including SFO costs. The
agreements were signed with G4S Care & Justice
Services Ltd, which involved a �nancial penalty and
reimbursement of SFO costs totalling £44.4 million;
and with Airline Services Ltd which resulted in a
payment of £2.98 million including the SFO’s costs.
The SFO secured four convictions of individuals
during the period. Three were sentenced as a result of
convictions obtained this year and one individual was
sentenced for a conviction obtained in the previous
year. Twenty individuals and corporates were charged.

  
The report highlights the SFO’s court battle with UK
subsidiaries of US-listed engineering and construction

company KBR Inc, in which the Supreme Court held in
February that the SFO does not possess the power to
force a foreign company to produce documents held
outside the UK. The SFO closed its investigation the
following month.
 
SFO Director Lisa Osofsky stated that the agency “will
continue to learn from mistakes as well as
successes”, in particular relating to disclosure
problems that occurred during the SFO’s case against
former Serco employees which led to not-guilty
verdicts in April 2021. The SFO has commissioned an
independent review to “ensure we fully understand the
facts and can take whatever action is necessary to
address any shortcomings”, Osofsky added.

SFO annual report

The UK’s Pensions Regulator (TPR) published on 21
July its annual report and accounts for 2020/21,
which highlight its activities and enforcement
efforts during the past �nancial year.
 
According to the TPR, successful actions include
obtaining the extradition of an alleged fraudster from
Spain and reaching a £35 million settlement with bed
manufacturer Silentnight Group.
 
Additionally, the regulator highlights that over 222,000
individuals accessed the ScamSmart website during
the period, representing a 28 percent increase from
2018, and underscores the increased risk of pension
scams and cyber threats during the pandemic.

Meanwhile, the regulator has contributed views to the
Pension Schemes Act 2021 and published a May
corporate plan for the next three years, which
accompanies its corporate strategy. Under the plan,
the TPR will target pension scams through Project
Bloom, with a revision of its pension scams strategy
scheduled in 2023-2024.

  
The TPR states that its regulatory assurance team is
reviewing its “business as usual” activities and
consultative reviews which includes pension scams.

TPR press release

TRP report

UK SFO publishes its annual report for 2020/21

UK Pensions Regulator publishes annual report

https://www.sfo.gov.uk/download/annual-report-and-accounts-2020-2021/
https://www.thepensionsregulator.gov.uk/en/media-hub/press-releases/2021-press-releases/a-year-of-lockdown-shows-a-resilient-regulator-supporting-the-industry-and-its-own-staff
https://www.thepensionsregulator.gov.uk/-/media/thepensionsregulator/files/import/pdf/annual-report-and-account-2020-2021.ashx


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

11

The UK’s National Crime Agency
(NCA) published on 29 July its
annual plan for 2021-2022,
committing to direct its efforts
towards reducing the impact of
serious and organised crime on
communities, the number of
victims of exploitation, and the
harm caused by economic crime.

Strategic priorities include

NCA annual plan 2021-2022

The UK’s Payment Systems
Regulator (PSR) published its
annual report on 15 July, outlining
accomplishments in 2020-21. The
annual report notes the PSR’s
increased focus on crypto-asset
and stablecoin regulation.
 
Primary achievements include
expanding the con�rmation of
payee service to counter payment
fraud, ensuring widespread cash
availability, and taking effective
enforcement action against
prepaid card fraudsters seeking

£32 million in �nes. The PSR also
reports that it identi�ed risks in the
New Payments Architecture’s
delivery system, issuing a
consultation in February.
 
Authorised push payment (APP)
scams were a signi�cant focus
of PSR efforts in 2020, with APP
fraud causing £208 million in
losses during the �rst half of the
year alone. The report states that
the Contingent Reimbursement
Model Code, has had
a demonstrable effect, with

reimbursement rates to victims
increasing from 19 percent in early
2019 to nearly 50 percent in 2020.

PSR Managing Director Chris
Hemsley states that although
cryptocurrencies did not feature
in the previous report, the regulator
is increasingly prioritising the �eld
as a regulatory prerogative.

PSR press release

PSR annual report

UK NCA annual plan sets out strategic priorities

Continuing to strengthen the
National Economic Crime
Centre (NECC), coordinating the
operational response to
economic crime, as well as
identifying, disrupting and
arresting specialist money

launderers, international
controllers and professional
enablers, increasing the
amounts seized from criminals

Supporting the Home O�ce in
driving system-wide reform to
prevent and reduce fraud within
the UK economy through the
NECC’s leadership

Providing investigative
responses to the highest
severity cybercrime incidents

Tackling the cross-cutting
enablers and vulnerabilities of
SOC as established in the UK's
National Strategic Assessment,
including corruption, the
international nature of SOC and

the use of criminal secure
communication devices and
develop capabilities, tactics and
partnerships to further enhance
responses to the threat

Support the government in
targeting structural enablers of
child sexual abuse

Developing intelligence to
identify the key supply chains
for illegal �rearms affecting the
UK, and dismantle them
through targeted operations in
the UK, at the border and key
upstream nexus points

UK PSR publishes its annual report 2020/21

https://www.nationalcrimeagency.gov.uk/who-we-are/publications/558-national-crime-agency-annual-plan-2021-22/file
https://www.psr.org.uk/news-updates/latest-news/news/payment-systems-regulator-publishes-annual-report-and-accounts-for-2020-21/
https://www.psr.org.uk/publications/annual-plans-reports/payment-systems-regulator-annual-report-and-accounts-2020-21/
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The US Department of State’s O�ce to Monitor and
Combat Tra�cking in Persons published on 1 July
its 2021 Tra�cking in Persons (TIP) report, which
provides details on emerging trends and challenges
of global anti-tra�cking efforts. The report is based
on the assessment of 188 countries between 1 April
2020 and 31 March 2021.
 
The report identi�es 11 states whose governments
have “a documented policy or pattern” regarding
human tra�cking, tra�cking in government-funded
programmes, forced labour and sexual slavery in
government-a�liated sectors, or employment and
recruitment of child soldiers: Afghanistan, China,
Cuba, Eritrea, Iran, Myanmar, North Korea, Russia,
South Sudan, Syria and Turkmenistan. The document
highlights the alleged forced labour and human rights
abuses against Uyghurs and other religious and ethnic
minority groups in China’s Xinjiang region. The report
states that “the [Chinese] government is the tra�cker”,
by allowing degrading treatment such as violence,
sexual abuse, torture or forced drug consumption in
over 1,200 state-run slave camps across the region
operating mainly in the apparel, electronics, solar
equipment and agricultural products industries.
 
According to the report, the Covid-19 pandemic has
had a negative effect on the human tra�cking
situation worldwide, due to the diversion of
governmental resources to address its impact. The

growing number of individuals who have experienced
economic and social vulnerabilities, as well as the
increase in time spent on the internet, especially by
children, has led to an escalation of unlawful activities
such as online grooming, sexual exploitation and
fraudulent job offers for the purpose of forced labour.
The report identi�es India and Nepal as the main
countries where young girls are forced into marriage
in exchange for money, and notes that reports from
Brazil, Haiti, Niger and Mali disclose increasing cases
of sexual exploitation in the context of the pandemic.
 
Seventeen countries have been placed in the Tier 3
category, which indicates that their governments do
not meet the minimum standards provided by the
Tra�cking Victims Protection Act of 2000 and “are not
making signi�cant efforts to do so”. The states are
Afghanistan, Algeria, China, Comoros, Cuba, Eritrea,
Iran, Myanmar, Nicaragua, North Korea, Russia, South
Sudan, Syria, Turkmenistan and Venezuela, followed
by Malaysia and Guinea-Bissau, which have been
downgraded from the Tier 2 Watch List ranking in the
2020 TIP report. According to the report, Tier 3
countries could be subject to sanctions and
restrictions on foreign assistance or funding
programmes, except for humanitarian, trade-related or
certain development-related assistance.
 
During the report launch ceremony, US Secretary of
State Antony Blinken called for national governments
to cooperate and enhance information sharing in
order to combat human tra�cking and improve
efforts to mitigate unlawful activities which cause
social, economic and political vulnerabilities.

TIP report 2021

US State Secretary remarks

US publishes 2021 tra�cking in persons report

https://www.state.gov/wp-content/uploads/2021/07/TIP_Report_Final_20210701.pdf
https://www.state.gov/secretary-antony-j-blinken-at-the-2021-trafficking-in-persons-report-launch-ceremony/
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The UK's Home O�ce published
on 8 July its annual report which
reviews the department’s
activities and the progress in
meeting its objectives over the
course of the year between 2020
and 2021. Signi�cantly, the report
notes that as of 31 March the
National Cyber Security Centre
(NCSC) received 5.5 million
reports of online fraud via its
recently launched Suspicious
Email Reporting Service. The
department announced that it is
currently working with the City of
London Police on a strategy to
refresh and upgrade the current
Action Fraud service.

The Home O�ce
reiterates that a key
priority remained
encouraging
businesses to
address risks of
modern slavery in
their operations and
supply chains

The report notes that, with support
from the Home O�ce, the NCSC
disrupted and removed 41,000

scams and 81,000 URLs used for
perpetrating online fraud.
 
Concurrently, the department
highlights that there were 8,519
modern slavery offences recorded
by the police in the year to
December 2020, an increase of 9
percent compared to the year to
December 2019, during which
7,782 offences were recorded.
According to the report, the
increase in reported offences is
partially a result of greater
awareness raised through
continued investment in the
modern slavery and organised
immigration crime programme.
Furthermore, the report notes that
a new £281 million �ve-year
Modern Slavery Victim Care
Contract (MSVCC) for the provision
of support services in England and
Wales went live on 4 January 2021,
which aims to deliver a “needs-
based service better aligned to the
requirements of individual victims”.
 
The Home O�ce reiterates that a
key priority remained encouraging
businesses to address risks of
modern slavery in their operations
and supply chains over the course
of last year. In March 2021, the
Home O�ce launched an online
registry to make organisations’
modern slavery statements

available in one place, thereby
enabling investors, consumers, and
civil society to scrutinise the
actions different organisations are
taking to prevent modern slavery.
 
Moreover, the report notes that for
the �rst three quarters of 2020, the
Home O�ce prevented the loss of
£234 million in government tax
revenues through detecting goods
where excise duty had not been
declared compared to £251 million
for the same period in 2019. This
included over £117 million of
revenue on cigarettes, namely 306
million cigarettes, as well as over
£27 million of revenue on hand
rolled tobacco (HRT), equivalent to
84 tonnes between January and
September 2020.
 
Finally, in 2020-2021, the Home
O�ce increased funding for
counter-terrorism policing to over
£900 million. In the year ending 31
December 2020, there were 185
terrorism-related arrests, which
resulted in 48 charges and 20
convictions to date. This is a
decrease of 97 arrests - 34 percent
- on the previous year, where 282
arrests were recorded in the year
ending 31 December 2019.

Home O�ce annual report

UK Home O�ce's latest annual report highlights
increase in online fraud and modern slavery

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1000127/HO_Annual_Report_and_Accounts_2020-21_FINAL_AS_CERTIFIED__accessible_.pdf
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The UK Home O�ce published on
27 July its new Beating Crime
Plan, which includes details on
the government’s approach to
building capability and capacity to
�ght fraud and online crime. A
new national cybersecurity
strategy is set to be published
later this year.

The Home O�ce
intends to replace
Action Fraud with
an improved
national fraud and
cybercrime
reporting system,
and establish a new
fraud investigative
function within the
National Crime
Agency to target
complex fraud

The government commits to
working with tech, �nancial,
telecoms and accounting sectors
to restrict fraud opportunities and
examining the necessity of
introducing additional regulations
to tackle fraud via paid online
advertising. Furthermore, it intends

to replace Action Fraud with an
improved national fraud and
cybercrime reporting system,
increase the City of London Police’s
investigative capacity, and
establish a new fraud investigative
function within the National Crime
Agency to target complex fraud.
 
Meanwhile, the UK Home O�ce
recalls that it has invested £195
million over the last few years to
set up a specialist cyber law
enforcement network and reports
on ongoing efforts to develop a
campaign to confront ransomware
and tackle overseas fraudsters.
 
The government underscores its
commitment to supporting
employers in improving their
response to domestic abuse and
increasing modern slavery
prosecutions both through a £1.4
million police investment and
testing a new approach to victim
engagement. Other government
goals include pursuing legislation
to establish minimum
transparency standards for
company supply chains relating to
modern slavery and the creation of
a single enforcement body related
to employment law violations.
Additionally, it recalls the
publication of a revised Code of
Practice for Victims of Crime in
England and Wales and new

modern slavery and domestic
abuse strategies. The amendments
to the Modern Slavery Act are
currently at second reading phase
in the House of Lords.
 
In a 28 July press statement, the
UK Personal Investment
Management and Financial Advice
Association (PIMFA) welcomed the
government’s plans to improve
fraud reporting but stated that
widening the scope of the Online
Safety Bill would be more effective.
 
In 2019, The Times revealed in an
investigation that the City of
London’s Action Fraud is
outsourced to Concentrix, a private
US company, reporting that call
handlers who assess fraud reports
lack adequate training. An
algorithm is reportedly used to
determine which cases should be
forwarded for a criminal probe. The
investigation prompted a review
of fraud policing, which found that
only two percent of fraud is
detected, even though it accounts
for a third of all reported crimes.

The City of London Police is in the
process of procuring a new
improved fraud and cybercrime
reporting and analysis service.

Home O�ce press release

Home O�ce paper

UK Home O�ce's new Beating Crime Plan
includes approach to fraud and online crime

https://www.gov.uk/government/publications/beating-crime-plan
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1006825/Crime-Plan-accessible-version_2.pdf
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The UK Home O�ce published on
22 July the o�cial statistics
concerning noti�able offence
outcomes recorded by the police
in England and Wales between 1
April 2020 and 31 March 2021.
The report includes an overview
of the statistics with respect to
fraud, Computer Misuse Act
(CMA), and drug offences.
 
The statistics provided by the
report are based on updated data
from the National Fraud
Intelligence Bureau, which reviews
reports received by Action Fraud.

Key takeaways include

UK government press release

Statistical bulletin – crime outc…

The UK’s Financial Reporting
Council (FRC) published on 29
July its third annual enforcement
review, which notes that the value
of �nes levied for audit
misconduct decreased from
£42.9 million in 2018-19 to £16.7
million in 2020-21. The regulator
highlights the £15 million
sanction imposed by an
independent tribunal against
Deloitte for its audit of Autonomy
as the highest �nancial sanction
imposed in an FRC case to date.
 
According to the report, the past
year noted an 8 percent increase in

opened cases, namely 95,
compared to 88 in the previous
year. Out of the total number of
cases, 93 percent related to audit.
The report also highlights
signi�cant progress achieved over
the year in two of its “most high-
pro�le [ongoing] cases” – namely
the delivery of Initial Investigation
Reports in both Carillion audit
investigations, and the �ndings of
misconduct made in relation to
serious ethical issues in the
Silentnight matter.
 
Summing up details of the cases
opened or concluded this year, the

FRC highlights that the most
common issue underlying the
allegations concerning audit
was the lack of professional
scepticism, which involved: (1) the
failure to challenge or document
the challenge to management’s
accounting treatment; (2) the
overreliance on management or its
advisers; or (3) a failure to consider
the need for independent advice
and insu�cient quality review.

FRC press release

Annual enforcement review

UK Home O�ce statistics include outcomes of
fraud and cybercrime offences

The total number of fraud
offences assigned an outcome
increased from 50,088 to
51,870 in the year ending March
2021, whilst the total number of
CMA offences assigned an
outcome increased to 7,613

The number of fraud offences
disseminated to forces
decreased by 6 percent – from
26,301 to 24,805, and the
number of CMA offences

referred to forces increased by
20 percent to 3,991

An 11 percent decrease was
noted in the number of
disseminated fraud cases that
resulted in a “charge and/or
summons” – to 4,853

CMA disseminated cases which
resulted in a “charge and/or
summons” decreased to 71

UK FRC publishes annual enforcement review

https://www.gov.uk/government/statistics/crime-outcomes-in-england-and-wales-2020-to-2021
https://www.gov.uk/government/statistics/crime-outcomes-in-england-and-wales-2020-to-2021/crime-outcomes-in-england-and-wales-2020-to-2021#experimental-statistics-outcomes-assigned-to-fraud-and-computer-misuse-act-cma-offences
https://www.frc.org.uk/news/july-2021/44-growth-in-frc-enforcement-division
https://www.frc.org.uk/getattachment/f656ea47-872b-4715-98b4-223a6ad07f24/FRC-Annual-Enforcement-Review-2021.pdf
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The report by the independent
public inquiry into the
assassination of Maltese anti-
corruption journalist Daphne
Caruana Galizia was released on
29 July. The report concludes that
the state bears responsibility for
Galizia’s murder by failing to
recognise "the real and immediate
risks [to life], including criminal
intent of third parties”.
 
Galizia was killed by a car bomb on
16 October 2017, whilst she was
conducting an investigation into
alleged corruption, money
laundering and fraud involving
Maltese public o�cials, including
Keith Schembri, former chief of
staff to ex-Maltese prime minister
Joseph Muscat. The public inquiry
board was appointed by the
Maltese government on 20
September 2019 to establish to
what extent the Maltese state is
responsible for the circumstances
that caused Galizia’s death.
 
According to the report, the
Maltese state “created an
atmosphere of impunity generated
from the highest levels in the heart
of the administration”, which
affected regulatory institutions and
law enforcement agencies and led
to “the collapse of the rule of law”.
In addition, the public inquiry board
concluded that existing links

between the public administration
and the business sector created a
corrupt system which “seriously
weakened” constitutional
provisions and the national legal
framework.
 
In response to the report, The
Daphne Caruana Galizia
Foundation highlighted that the
document is “a landmark in the
campaign to ensure that the
Maltese State is held accountable
for its positive obligation to protect
journalists” and called for the
government to establish an action
plan with measures to implement
the report’s recommendations.
 
On 2 August, Teresa Ribeiro, the
Representative on Freedom of the
Media of the Organisation for
Security and Co-operation in
Europe (OSCE), welcomed the
report and called on the Maltese
government to ensure
accountability of those responsible
for Galizia’s murder and to “fully”
implement the recommendations
provided by the report.

Key recommendations
The Daphne Caruana Galizia F…

Malta government press releas…

OSCE press release

Public inquiry �nds Malta responsible for the
murder of journalist Daphne Caruana Galizia

Introduce unexplained wealth
orders, in order to tackle
�nancial crime, including
bribery and corruption

Adopt a lobbying law to ensure
that all communication
between public o�cials and
private business
representatives are conducted
though o�cial means

Strengthen the provisions of the
Whistleblower Act, the law
regarding party �nancing and
the laws governing the award of
public contracts, tenders and
direct orders

Introduce obstruction of justice
and abuse of o�ce offences in
the Maltese Criminal Code

Appoint an independent
commissioner for journalism
with responsibilities for
implementing laws and
regulations designed to protect
the freedom of the media and
the right to information and
establish a special police unit to
identify threats to journalists
and commence investigations
based on allegations
documented by them

https://www.daphne.foundation/en/2021/07/29/public-inquiry-report
https://www.gov.mt/en/Government/DOI/Press%20Releases/Pages/2019/September/20/pr191965en.aspx
https://www.osce.org/representative-on-freedom-of-media/494272
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The UK Committee on Standards
in Public Life (CSPL) published on
7 July a report on the regulation
of election �nance. The paper
recommends developing
appropriate procedures for
determining the true source of
donations in order to reduce the
potential of foreign funds
in�uencing UK elections, as well
as enhancing the civil sanctions
regime to include candidate
�nance laws.
 
The CSPL provides 47
recommendations aimed at
enhancing transparency with
respect to modern campaign
practices and election �nance and
strengthening compliance with
electoral law. According to the
report, despite having a positive
impact on participation, digital
campaigning lacks proper
regulation concerning campaign
expenditure. CSPL recommends
amending the current legal
framework to require political
parties and campaigners to provide
the UK Electoral Commission with
more comprehensive invoices from

their digital suppliers and “to report
what medium was used for each
category of expenditure in their
spending returns”.
 
Concurrently, the report highlights
that the Political Parties, Elections
and Referendums Act 2000
(PPERA) should be updated to
require parties and non-party
campaigners to establish
procedures and risk-based policies
for managing donations, including
by integrating anti-money
laundering obligations into
electoral law for parties, as well as
donations received by non-
campaigners. In this regard,
bene�ciaries of donations will have
to demonstrate proper due
diligence procedures and will not
be able to use the excuse of not
being aware that a donation was
not permissible.
 
The UK Electoral Commission
welcomed the CSPL’s report and
stated that it will “carefully
consider” the recommendations
and observations and will assess
steps it can take to improve its
work and “support of the regulatory
regime”. Concurrently, UK-based
non-pro�t organisation Unlock
Democracy stated that the
proposals contained in the report
“are vital to ensuring integrity and
trust in elections” and called for the

UK Prime Minister to implement
the CSPL’s recommendations
before the next general election. In
addition, Transparency
International UK highlighted that
“rules alone are not su�cient to
also tackle the corruption in�uence
of money in UK politics” and that
the government should address
de�ciencies in national provisions
regarding election �nancing.
 
During the UK House of Commons
Public Administration and
Constitutional Affairs Committee’s
(PACAC) oral evidence session on
20 July, investigations editor at
NGO Open Democracy UK Peter
Geoghegan welcomed the CSPL’s
recommendations and called for
greater �nancial transparency and
availability of information with
regard to third-party campaigners,
in order to “prevent dark money
from entering politics”.

CSPL press release

Report

Report launch event

UK Electoral Commission pres…

Unlock Democracy press release

Transparency International UK …

PACAC press release

UK Committee on Standards in Public Life
publishes report on regulating election �nance

https://www.gov.uk/government/publications/regulating-election-finance-report
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/999636/CSPL_Regulating_Election_Finance_Review_Final_Web.pdf
https://www.youtube.com/watch?v=ny-NtGPXP8o
https://www.electoralcommission.org.uk/media-centre/electoral-commission-welcomes-cspl-report-election-finance-regime
https://unlockdemocracy.org.uk/blog1/2021/7/7/pm-must-act-now
https://www.transparency.org.uk/UK-political-party-funding-regulating-election-finance-report
https://committees.parliament.uk/committee/327/public-administration-and-constitutional-affairs-committee/news/156690/third-party-election-campaigning-to-be-examined-by-mps/
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Credit Suisse Group AG published
on 29 July the results of an
independent investigation into the
company’s relationship with US-
based hedge fund Archegos
Capital Management LP. The
report �nds that no Credit Suisse
employee engaged in fraudulent,
illegal, or ill-intentioned conduct
but that management personnel
failed to act appropriately to
address the risks related to the
now-collapsed �rm.
 
Notably, the report, prepared by law
�rm Paul, Weiss, Rifkind, Wharton
& Garrison LLP, �nds that Credit
Suisse’s risk systems operated
properly and identi�ed signi�cant
threats. However, the �rm notes
that managers in both the prime
services business line and the
credit risk management line of
defence ignored the risks and
failed to escalate matters.

The report states it is probable that
Archegos misrepresented the
extent of its positions before
defaulting, deceiving Credit Suisse,
but the document emphasises that
management had ample time to
act. Moreover, the report highlights
that the Swiss bank did not apply
additional scrutiny to Archegos or
its founder, Sung Kook “Bill”
Hwang, despite being aware that
the hedge fund manager had
pleaded guilty to wire fraud
charges and settled insider trading
allegations in the US in 2012.

  
Archegos was designed as
Hwang’s family o�ce and acted as
a hedge fund, with Credit Suisse
stating that it enhanced reporting
on such entities and reviewed
bodies governing risk management
following the March 2021 events
precipitating the fund’s collapse.
The Swiss bank also stated that it

will examine double-hatted roles
and announced a new chief risk
o�cer starting in 2022.
 
Credit Suisse registered the
heaviest losses among the hedge
fund’s lenders after Archegos
collapsed in spring. Since then, the
bank has issued numerous
statements regarding remedial
measures and actions taken with
regards to some of its managers.
According to the latest press
release, the company has imposed
penalties totalling $70 million on
23 individuals, of which nine have
been removed from their positions.

Credit Suisse press release

Paul Weiss report

Credit Suisse response

Eurojust and Europol issued on 2
July the observatory function on
encryption report, which includes
technical and legislative
developments such as member
state efforts to incorporate
provisions on encryption during
criminal probes.

The report comprises an overview
of the EncroChat case and key
developments and challenges in
several jurisdictions, including
hardware-based encryption,
encrypted communication devices,
bcrypt password hashing, and
encrypted DNS queries.

Additionally, it notes the need to
�nd legal means to decrypt
electronic communications, and
the admissibility of evidence
obtained from decrypted devices.

Europol press release

Report into Credit Suisse’s conduct concerning
Archegos highlights failure to mitigate risks

Eurojust and Europol issue report on encryption

https://www.credit-suisse.com/about-us-news/en/articles/media-releases/archegos-202107.html
https://www.credit-suisse.com/media/assets/corporate/docs/about-us/investor-relations/financial-disclosures/results/csg-special-committee-bod-report-archegos.pdf
https://www.credit-suisse.com/media/assets/corporate/docs/about-us/investor-relations/financial-disclosures/results/cs-mgmt-response-paul-weiss-report-en.pdf
https://www.europol.europa.eu/publications-documents/third-report-of-observatory-function-encryption


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

19

The UK government released on 21 July its 24th
strategic export controls annual report, providing
details on export controls policy and export
licencing decisions for the period from January to
December 2020. The report covers takeaways on the
export licencing process and data, relevant UK
legislation adopted post-Brexit, the Court of Appeal
judgment on military exports to Saudi Arabia,
international policy developments, compliance and
enforcement.
 
According to the report, approximately 15,700
standard individual export licence (SIEL) applications
were processed over the course of 2020, each of them
being assessed on a case-by-case basis against the
Consolidated EU and National Arms Export Licensing
Criteria. Out of the total number, 278 SIELs were
refused or revoked. Two of the refused SIELs
concerned the provision of technical assistance for
activity where a person is aware or has been informed
that the items, are, or may be intended for the
purposes of weapons of mass destruction (WMD).
 
Over the course of 2020, the Export Control Joint
Unit’s (ECJU) compliance team issued 51 warning
letters to company directors over breaches of licence
conditions, whilst three exporters had their licences
suspended for repeated violations. In addition, HM
Revenue and Customs (HMRC) conducted 160
seizures of strategic goods and stopped exports on
103 instances due to the risk that the goods could be
diverted or otherwise “be put to an illicit military or
WMD end-use”. The report notes that no criminal

prosecutions were �nalised in the courts in 2020, but
there were several ongoing criminal investigations
throughout the year.
 
On 29 July, the UK parliament’s Committees on Arms
Export Controls (CAEC) issued a call for evidence
seeking comments on the annual report, as part of an
ongoing inquiry into UK arms exports launched on 9
February this year. The inquiry focuses on
enforcement of export controls and compliance
audits, including: (1) the government, ECJU, and
HMRC’s approach to encouraging export controls
compliance, and enforcement action; (2) the e�ciency
of the use of particular enforcement tools available,
including compliance warning letters, seizures,
compound penalties, and prosecutions; (3) the scale
and adequacy of enforcement and compliance
sanctions available; and (4) the scope for more
extensive or deeper auditing of the end-use of UK
arms exports and lessons from the experiences of
other countries’ systems.
 
The call for evidence is open until 30 September.

UK government press release

Annual report

Commentary – 1 January to 31 March 2021 (13 July)

UK parliament call for evidence (29 July)

Inquiry – UK arms exports in 2019

UK government issues 2020 strategic export
controls annual report and call for evidence

https://www.gov.uk/government/publications/uk-strategic-export-controls-annual-report-2020
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1006254/United-Kingdom-Strategic-Export-Controls-Annual-Report-2021.pdf
https://www.gov.uk/government/statistics/strategic-export-controls-licensing-statistics-1-january-to-31-march-2021/strategic-export-controls-commentary-1-january-to-31-march-2021
https://committees.parliament.uk/committee/15/committees-on-arms-export-controls/news/156984/uk-arms-exports-in-2019-further-call-for-evidence/
https://committees.parliament.uk/work/1035/uk-arms-exports-in-2019/
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The UK’s All-Party Parliamentary Group (APPG) on
North Korea released on 20 July its inquiry report on
North Korean human rights violations between 2014
and 2020. The APPG �nds evidence of widespread
atrocities in the DPRK, including killings, torture, and
slavery, with “reasons to believe” that some of the
violence targeting Christians and half-Chinese
children constitutes genocide.
 
The report offers a series of recommendations,
including urging the UK to use its sanctions regime to
target human rights abusers in the DPRK, engage in
multi-lateral action in applying Magnitsky sanctions,
and begin procedures to re-distribute frozen North
Korean assets to victims of the regime.
 
In response to a parliamentary question by Lord Alton
of Liverpool seeking a response to the APPG’s
recommendations, Minister of State Tariq Ahmed
states that the government remains concerned over
North Korea’s human rights record and will review the
report’s recommendations. Ahmad did not directly
address a second question by Alton on a government
assessment of the 2014 UN Commission of Inquiry’s
recommendation to refer DPRK abuses to the
International Criminal Court (ICC) but did assert that

the UK continues to raise the issue with the United
Nations Security Council (UNSC).

Key recommendations made by the APPG
to the UK government include

APPG report

FCDO response to parliamentary question on APPG r…

FCDO response to parliamentary question on UK acti…

UK APPG report on North Korea human rights
violations urges the use of sanctions

Engage at all levels to ensure human rights
standards are upheld in the DPRK

Work with the US administration to shine a greater
spotlight on the issue at the UNSC

Determine if North Korean forced labour is being
utilised in the UK or other UN member states and
offer them refugee status

Work towards achieving de-nuclearisation of North
Korea in line with international partners

Assess the possible instances of genocide
targeting minority groups

Consider additional funded projects to expose
DPRK o�cials to international perspectives

Ensure the preservation of evidence of human
rights atrocities

Consider referring cases to the ICC that may
involve breaches of the Geneva Convention

https://b64a88a3-b1cd-4d11-8279-50610a8df584.filesusr.com/ugd/897883_7740417d3bb04474807a9e9679d6b2ec.pdf
https://www.parallelparliament.co.uk/question/HL2187/north-korea-crimes-against-humanity
https://www.parallelparliament.co.uk/question/HL2187/north-korea-crimes-against-humanity
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The UK House of Commons
Foreign Affairs Select Committee
published on 8 July its report on
recommended government
responses to the ongoing Uygur
crisis in Xinjiang Province, stating
that evidence of human rights
abuses is irrefutable. The
committee urges the government
to adopt a stronger stance
towards China by considering a
ban on all cotton products and
other industries connected to
Xinjiang and engaging with allies
to coordinate consistent
sanctions targeting those
responsible for the abuses.
 
The report calls on the government
to boycott the opening and closing
ceremonies of the 2022 Beijing
Winter Olympics, discourage
sponsorship by UK companies, and
urge UK fans not to travel to China.
Additionally, it recommends
banning surveillance equipment

companies from operating in the
UK that provide material support to
the Uygur detention centres in
Xinjiang, naming Hikvision and
Dahua as primary targets.
Products from entities and
factories found to be bene�tting
from forced labour in the region
should also be subject to import
restrictions through the UK
sanctions regime.
 
Other recommendations include
engaging with the UN, Human
Rights Council Commission,
International Labour Organisation,
and International Criminal Court to
lodge complaints, consider
launching an international
investigation, and send UN
observers to Xinjiang. Committee
Chairman Tom Tugendhat calls on
the UK government to recognise
parliament’s declaration of
genocide in Xinjiang, adding that
the government should urge

international partners to ensure
supply chains do not include
forced labour from the region.
 
On 20 July, the Lords Chamber
debated UK government action on
curtailing the nation's reliance on
products sourced from China that
may be implicated in human rights
violations. Lord David Alton of
Liverpool drew attention to the use
of Hikvision CCTV cameras in the
UK. Viscount James Younger of
Leckie referred Alton to the
government's introduction of
�nancial penalties into the Modern
Slavery Act and designation of four
Chinese o�cials under the global
human rights sanctions regime,
committing to following up on the
use of Hikvision cameras in the UK.

Foreign Affairs Committee pre…

Committee report

The UK government’s Foreign,
Commonwealth and Development
O�ce released its annual human
rights and democracy report for
the year 2020 on 8 July, covering
31 countries deemed to be human
rights priorities. The government
highlights its designations
pursuant to the global human

rights sanctions regime targeting
individuals and entities.
 
In the forward, Foreign Secretary
Dominic Raab and Human Rights
Minister Lord Tariq Ahmad stress
the disproportionate impact of the
Covid-19 pandemic on
marginalised communities. Ahmad

notes the addition of Belarus, Mali,
and Nicaragua and removal of
Burundi and the Maldives from
its human rights priority list. 

UK government press release

Report

UK Foreign Affairs Committee report on Xinjiang

UK annual human rights and democracy report

https://committees.parliament.uk/committee/78/foreign-affairs-committee/news/156425/foreign-affairs-committee-publish-report-never-again-the-uks-responsibility-to-act-on-atrocities-in-xinjiang-and-beyond/
https://publications.parliament.uk/pa/cm5802/cmselect/cmfaff/198/19802.htm
https://www.gov.uk/government/publications/human-rights-and-democracy-report-2020
https://www.gov.uk/government/publications/human-rights-and-democracy-report-2020/human-rights-and-democracy-2020-foreign-commonwealth-development-office-report
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The House of Commons Foreign
Affairs Committee published on
16 July a report on the UK’s
response to the crisis in Myanmar,
which recommends that the
government should increase
sanctions against Myanmar
businesses and organisations in
key industries and ensure that
relevant third country regulators
and �nancial institutions support
the restrictive measures.
 
The report notes that the
government should freeze the
Myanmar Armed Forces’
(Tatmadaw) revenue sources,
including by ensuring that �nancial
institutions from other states
enforce UK sanctions, such as
Singaporean and Thailand banks
which operate transactions in

British pounds. In addition, the
paper recommends freezing the
Tatmadaw’s supply of arms and
encouraging “regional actors to
take �rmer measures” in this
regard. The report highlights that
the UK government should secure
a binding UN Security Council
resolution on an arms embargo on
Myanmar or build broader
coalitions with the aim of
implementing individual arms
embargos, in case such a UN
resolution is not adopted.
 
The Foreign Affairs Committee
underlines that the UK government
should �ght impunity and ensure
that those responsible for crimes
against civilians in Myanmar are
held accountable, including by
referring perpetrators to the

International Criminal Court and by
announcing its intention to
intervene in the Application of the
Convention on the Prevention and
Punishment of the Crime of
Genocide (The Gambia v.
Myanmar) at the International
Court of Justice. In addition, the UK
authorities should raise the issue
of human rights violations with UN
bodies, such as the Committee on
the Elimination of Discrimination
against Women, the Committee on
the Rights of the Child and the
Committee against Torture.

UK Foreign Affairs Parliamenta…

Report

The European Judicial Network
(EJN) published on 8 July its
2019-2020 report on activities
and management, which notes
that the EJN provided support to
national authorities in 14,000
cases with various judicial
cooperation instruments such as
the European investigation order
(EIO), the European arrest warrant
(EAW), and mutual legal

assistance requests and freezing
orders. In addition, the EJN
provided national authorities with
practical information regarding
the application of Regulation
2018/1805 on the mutual
recognition of freezing orders and
con�scation orders, which
entered into force on 19
December 2020.
 

The report highlights a series of
case studies where the EJN
provided support to national
authorities in the execution of
EAWs and EIOs during criminal
proceedings regarding money
laundering, drug tra�cking,
corruption or fraud offences.

EJN press release

UK Foreign Affairs Committee publishes report
on government response to the Myanmar crisis

European Justice Network issues activity report

https://committees.parliament.uk/work/1219/the-myanmar-crisis/news/156645/report-the-uk-governments-response-to-the-myanmar-crisis/
https://committees.parliament.uk/publications/6773/documents/72101/default/
https://www.ejn-crimjust.europa.eu/ejn/NewsDetail/EN/754
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UK-based environmental non-
pro�t organisation Earthsight
published on 15 July a report
alleging that Swedish home
furnishings retailer Ikea has sold
furniture made from wood linked
to illegal logging in Russian
protected areas. The investigation
purportedly discloses that the
company sourced pine from
ExportLes Group, a collection of
forestry companies owned and
controlled by Russian politician
Evgeny Bakurov.
 
The report alleges that despite
Bakurov’s pine being certi�ed by
the Forest Stewardship Council
(FSC), the global organisation
setting forest management
standards, as much as 2.16 million
cubic meters of wood from
protected areas were illegally
harvested after being falsely
labelled as “dead, dying, diseased
or damaged”, in a process known
as “sanitary felling”. Earthsight
discloses that Bakurov’s illegal

wood is purportedly processed
through a local company called
Uspekh OOO, which regularly ships
pine staves and boards to
Indonesian manufacturer PT Karya
Sutarindo (PTKS). PTKS supplies
Ikea stores worldwide, including
Belgium, Canada, China, France,
Germany, Italy, Japan, Russia,
Spain, the UK and the US. The
report claims that nearly 1,700
Russian trees supplied by Bakurov
arrive at PTKS every month.
 
Furthermore, Bakurov is also
believed to have supplied Ikea
through middlemen in Russia and
China. According to the report,
wood from Bakurov’s Russian
companies was exported to China,
where it were used to produce Ikea
products by factories located
mainly in the Qingdao area of the
province of Shandong.
 
The paper highlights that Forest
Certi�cation LLC, an auditing �rm
specialised in certifying forests in

Russia and Ukraine, which also
monitors FSC “forest management
certi�cates”, was responsible for
21 out of 30 certi�cates active as
of December 2020, including for
Bakurov’s companies Vilis LLC and
Kalinov Most LLC. In response to
Earthsight’s investigation, Forest
Certi�cation stated that the
analysis does “not reveal any cases
of violation of legislation in the
appointment and implementation
of sanitary cuttings”.
 
Ikea’s statement following the
investigation notes that the
company continues to ensure a
proper due diligence system and is
working “to address the issue of
con�icting legislation both with the
government and key stakeholders”.

Earthsight press release

Earthsight report

In some remote regions of Russia, illegal extrac�on of natural resources is not an uncommon phenomenon,
which significantly contributes to the country’s moun�ng environmental issues. Russia has seen several major
ecological disasters in some of its protected areas, caused by the extrac�ve industries as well as local factories.
There have recently been several cases of illegally sourced wood being exported from Russia into Europe.
Thorough due diligence, focusing on ESG, among other factors, should be conducted to prevent reputa�onal
and legal issues. 

UK-based NGO investigation claims Ikea sold
furniture linked to illegal logging in Russia

Aperio Analysis by Veronika Konecna

https://www.earthsight.org.uk/news/press-release-illegal-russian-wood-hidden-inside-ikea-children-furniture
https://www.earthsight.org.uk/news/investigations/ikea-house-of-horrors
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French MPs Raphaël Gauvain and Olivier Marleix
submitted to the National Assembly on 7 July an
assessment of the Sapin II Law’s impact on
corruption, which includes 50 recommendations to
improve the current framework.

MPs suggest that legislators
should amend Article 17 of the
law to eliminate the condition
that only entities whose parent
company has a head o�ce in
France must implement anti-
corruption measures

According to the MPs, the law’s anti-corruption
obligations have been widely implemented by the
private sector, while public authorities have reported
limited progress. The French Anticorruption Agency
(AFA) plays a signi�cant role in facilitating the law's
implementation, but the report adds that more needs
to be done in terms of administrative cooperation.

Gauvain and Marleix suggest that legislators should
amend Article 17 of the law to eliminate the condition
that only entities whose parent company has a head
o�ce in France must implement anti-corruption
measures and ensure the con�dentiality of procedures
conducted by the AFA’s sanctions commission.
Additionally, the report states that the AFA’s controls
should be shortened and more targeted,
recommending a new more transparent multi-annual
anti-corruption plan.

  
The MPs also recommend creating a new integrity
authority, introducing more �exible deferred
prosecution agreement (DPA) procedures, and
extending the scope of favouritism. Meanwhile, the
French authorities are urged to consider introducing a
legal privilege mechanism and adopting a special DPA
procedure for corruption acts reported voluntarily.
 
The report also includes modi�cations concerning
whistleblower protection and improving the lobbyist
register’s transparency. Signi�cantly, Gauvain and
Marleix suggest offering whistleblowers the option of
directly reporting illicit acts without engaging in any
prior internal procedure and making it mandatory for
authorities to follow-up on the procedures initiated
pursuant to a whistleblower report.
 
Finally, the MPs suggest that the French High
Authority for Transparency in Public Life should have
more sanctioning and control powers over interest
representatives.

MPs report (in French)

French MPs publish report on Sapin II's impact
on the �ght against corruption

https://www.assemblee-nationale.fr/dyn/opendata/RINFANR5L15B4325.html
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ENFORCEMENT AND LITIGATION

The US Treasury Department’s
O�ce of Foreign Assets Control
(OFAC) announced on 19 July that
US authorities have reached a
$415,695 settlement with Alfa
Laval Middle East Ltd (AL Middle
East), a company based in Dubai,
which sells �uid handling systems
and other equipment for the
energy sector, over apparent
violations of the Iranian
Transactions and Sanctions
Regulations (ITSR). OFAC also
announced a $16,875 settlement
with US-based Alfa Laval Inc (AL
US), for apparent violations of the
ITSR on behalf of its former
subsidiary Alfa Laval Tank Inc (AL
Tank). Both Alfa Laval Middle East
Ltd and Alfa Laval Inc are
subsidiaries of Swedish
manufacturer Alfa Laval AB.
 
According to OFAC, the apparent
violations concern actions
conducted between May 2015 and
March 2016, when AL Tank, a
storage tank cleaning equipment
manufacturer and wholesaler,

referred to AL Middle East a
business opportunity with Iranian
oil products distributer Alborz
Pakhsh Parnia Company. Following
the referral, AL Middle East and the
general manager of Alfa Laval Iran
Co Ltd (AL Iran) orchestrated a
scheme with Alborz to export
Gamajet brand storage tank
cleaning units from the US to Iran
by falsely listing a Dubai-based
company as the end-user on the
export documentation.
 
According to the settlement
agreement, AL Middle East caused
AL Tank to export to Iran two
Gamajet 10 tank cleaning units and
accessories worth $18,585. In
addition, transactional documents
between the two Dubai-based
companies and AL Tank disclose
that from April to May 2016, Alborz
initiated a second acquisition
worth $5,170 and expressed
interest in purchasing 20 additional
Gamajet products worth
approximately $181,453. OFAC
notes that the conspiracy was
discovered when the US
Department of Commerce’s Bureau
of Industry and Security (BIS)
requested post-shipment
veri�cation of AL Tank’s delivery to
Dubai in 2016, which found that the
products were re-exported to Iran.

According to BIS, $215,000 from
the $432,570 penalty will be paid to
BIS as part of an administrative
settlement with the two companies
to resolve allegations of diversion
of oil tank equipment designated
under the Export Administration
Regulations (EAR). The BIS order
notes that AL Tank and AL Middle
East had knowledge of the US
trade embargo against Iran and
“knowingly exported” the storage
tanks despite not having the
required authorisation, in violation
of the ITSR and EAR. The order
highlights that existing provisions
did not require obtaining
authorisation from both BIS and
OFAC and that OFAC authorisation
under the ITSR is also considered
authorisation for the purposes of
the EAR. However, no such
authorisation was obtained from
OFAC or BIS for the purposes of
the alleged activities.

 

OFAC press release

Settlement agreement

BIS press release

BIS order

Alfa Laval Inc notice

Alfa Laval Middle East Ltd notice

OFAC settles with UAE and US subsidiaries of
Alfa Laval AB over apparent sanctions violations

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210719?utm_source=rss&utm_medium=rss&utm_campaign=settlement-agreements-between-the-u-s-department-of-the-treasurys-office-of-foreign-assets-control-and-alfa-laval-middle-east-ltd-and-alfa-laval-inc
https://home.treasury.gov/system/files/126/20210719_al_middle_east_settlement.pdf
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/2787-alfa-laval-press-release/file
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1318-e2671/file
https://home.treasury.gov/system/files/126/20210719_al.pdf
https://home.treasury.gov/system/files/126/20210719_al_middle_east.pdf
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The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) announced
on 23 July a settlement with
Payoneer Inc, a US-based online
money transmitter and provider of
prepaid access.
 
Payoneer has agreed to settle its
potential civil liability for apparent
violations of multiple sanctions
programmes, agreeing to remit
over $1.4 million. OFAC states that
Payoneer processed payments for
parties “located in the Crimea
region of Ukraine, Iran, Sudan, and
Syria”, and also processed
payments on behalf of sanctioned
persons on OFAC’s designation list.
 
OFAC claims that of Payoneer’s
2,260 apparent violations, only 19

were voluntarily self-disclosed, and
all transactions were non-
egregious. Between February 2013
and February 2018, the company
processed transactions totalling
over $800,000 in apparent violation
of US sanctions programmes.
Payoneer’s policies and procedures
dating back as far as June 2015
“speci�ed that transactions
involving parties in sanctioned
locations were prohibited”, but the
company’s testing and auditing
failed, according to OFAC.
 
Aggravating factors in the case
included the “minimal degree of
caution or care” Payoneer showed
for its sanctions compliance
obligations when it allowed
designated individuals to open
accounts and transact as a result

of “de�cient sanctions compliance
processes that persisted for a
number of years”, according to
OFAC. The agency stated that
Payoneer “had reason to know” the
location of users it subsequently
identi�ed as located in jurisdictions
subject to sanctions based on
common indicators of location like
billing, shipping, or IP addresses.
 
Mitigating factors included
“substantial” cooperation, and
remedial measures including
replacing its chief compliance
o�cer, re-training the compliance
team and enhancing its software.

OFAC enforcement release

Treasury announcement

The UK's Financial Conduct
Authority (FCA) announced on 22
July that it has charged Simon
Day with one offence of money
laundering. The FCA has provided
only minimal details on the case.

According to the regulator, the
offence was committed between
October 2017 and July 2018. 
 
The defendant was purportedly
due to appear before Westminster

Magistrates Court on 10 August.
 

FCA press release

US Treasury agrees settlement with Payoneer
Inc for apparent sanctions violations

UK charges Simon Day with money laundering

https://home.treasury.gov/system/files/126/20210723_payoneer_inc.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210723
https://www.fca.org.uk/news/press-releases/fca-charges-simon-day-one-offence-money-laundering
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The UK’s Serious Fraud O�ce (SFO) received
approval on 19 July for two separate deferred
prosecution agreements (DPAs) with UK-based
companies for offences relating to the UK Bribery
Act 2010. Both share a common statement of facts
relating to conduct involving the payment of bribes
for multi-million pound UK contracts.
 
The companies, which remain unidenti�ed for legal
reasons, will pay a total of £2,510,065, including
disgorgement of pro�ts and a �nancial penalty. The
charges involved Section 1 and Section 7 of the
Bribery Act. The companies cooperated with the SFO.

The companies either actively participated in or failed
to prevent the “rolling use” of bribes to unfairly win
contracts, according to SFO Director Lisa Osofsky.

  
The agreements “contain an undertaking by a parent
company to support a comprehensive compliance
programme and obligations to report to the SFO on
compliance at regular intervals during the two-year
term of the DPAs”, she stated.

SFO statement

The US Financial Industry Regulatory Authority
(FINRA) issued on 15 July a $1.5 million �ne against
London-based brokerage �rm Laidlaw & Company
(UK) Ltd and suspended its Chief Compliance
O�cer, John Coolong, for a period of two months for
alleged violations related to manipulative conduct.
 
The regulator published a letter of acceptance, waiver,
and consent (AWC) stating that Laidlaw’s supervisory
system is inadequate and as such does not comply
with federal securities laws. FINRA alleges that the
company did not properly instruct branch managers to
identify prohibited transactions or review historical
records for potential manipulative patterns. Similarly,
the �rm lacked surveillance equipment designed for
detecting manipulative conduct, reads the AWC.
 

FINRA highlights that between January and March
2015 the company failed to identify red �ags
indicative of market manipulation. During the relevant
period, Laidlaw purportedly did not observe or respond
to instances of potential cross trades. The �rm has
agreed to submit a certi�cation on improvements to
its supervisory system within 60 days.
 
In addition to his suspension, Coolong will pay a
$15,000 �ne. The authority's AWC letter has been
accepted by the respondents without admission or
denial of the allegations.

FINRA letter

UK SFO secures two Bribery Act-related deferred
prosecution agreements

US FINRA �nes London brokerage �rm $1.5m
for alleged compliance failures

https://www.sfo.gov.uk/2021/07/20/sfo-secures-two-dpas-with-companies-for-bribery-act-offences/
https://www.finra.org/sites/default/files/fda_documents/2016049087201%20Laidlaw%20%26%20Company%20%28UK%29%20Ltd%20CRD%20119037%20John%20Coolong%20CRD%205924271%20AWC%20va.pdf
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The US Department of Justice
(DOJ) announced on 22 July that
Ohio-based company FirstEnergy
Corp has entered into a three-year
deferred prosecution agreement
(DPA), which includes a $230
million monetary penalty to settle
criminal charges related to honest
services wire fraud conspiracy.
 
According to the DPA, FirstEnergy
has admitted that its employees
conspired with public o�cials and
other individuals and entities to pay
millions of dollars to elected state
public o�cials in exchange for
them pursuing nuclear legislation
that would bene�t the company. In
addition, the DPA notes that, in
order to conceal the illegal
payments, between 2017 and 2019
the company paid approximately
$25 million through its subsidiary
FirstEnergy Service Company, to a

non-pro�t corporation called
Partners for Progress Inc. 
The organisation was allegedly
controlled by FirstEnergy
executives, which directed the
payments to a different entity
registered as a social welfare NGO,
Generation Now Inc, controlled by
former Ohio House Speaker Larry
Householder. In total, over $59
million was allegedly paid between
2017 and 2020 to Generation Now
by FirstEnergy Service.

  
On 21 July 2020, Householder and
Generation Now were charged
together with other four individuals
for their alleged role in the federal
public corruption racketeering
conspiracy involving FirstEnergy.
Generation Now admitted on 19
February to being used to conceal
the illegal payments related to the
passage of legislation and agreed

to forfeit its assets, including $1.5
million from its bank accounts.
 
As part of the DPA, FirstEnergy has
agreed to create a compliance
oversight body to ensure proper
implementation of compliance
recommendations, as well as to
review and revise its political
activity and lobbying practices,
including requesting disclosures on
governmental affairs engagement.
Other terms include enhancing
transparency by publicly disclosing
on the company’s website any
contributions to entities
incorporated under the Internal
Revenue Code and entities known
by the company as operating for
the bene�t of a public o�cial.

 

DOJ press release

First Energy Corp press release

The World Bank published on 29
July its global suspension and
debarment directory which
summarises the exclusion
systems of 23 countries. The
paper is accompanied by an
interactive database.
 
The report analyses each
jurisdiction from six angles,

including government-wide legal
and institutional frameworks and
the functioning and enforcement of
exclusion systems. Additionally, the
survey considers the scope, effect,
and transparency of exclusion.

The paper builds on a 2020 survey
conducted by the Debarment and
Exclusions Subcommittee of the

International Bar Association, the
O�ce of Suspension
and Debarment, the Inter-
American Development Bank
Group, and the City of Montréal’s
General Inspector Bureau.

World Bank brief

World Bank paper

FirstEnergy Corp enters US DPA over bribery

World Bank publishes debarment directory

https://www.justice.gov/usao-sdoh/pr/firstenergy-charged-federally-agrees-terms-deferred-prosecution-settlement
https://firstenergycorp.com/newsroom/news_articles/firstenergy-reaches-agreement-to-resolve-department-of-justice-i.html
https://www.worldbank.org/en/about/unit/sanctions-system/osd/brief/exclusion-survey#4
https://www.worldbank.org/content/dam/documents/sanctions/office-of-suspension-and-debarment/other-documents/Global%20Suspension%20and%20Debarment%20Directory.pdf
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The UK’s Crown Prosecution
Service (CPS) announced on 29
July the sentencing of German art
collector Angela Gulbenkian to
three and a half years in prison for
fraud involving a sculpture by
Japanese artist Yayoi Kusama.
 
Gulbenkian, who was contracted by
Singapore-based company Art
Seen PTE LTD to sell the artwork,
pleaded guilty on 2 July to stealing
$1.275 million from Hong Kong-
based art dealer Mathieu Ticolat of

Art Incorporated Limited (AIL). The
sum represented the remainder of
an agreed upon amount, after AIL
had already sent $100,000. Ticolat
was reportedly acting on behalf of
Thailand’s Chirathivat family,
according to media outlets Metro
and South China Morning Post.
 
The art collector also pleaded
guilty to the theft of £50,000 after
she promised an acquaintance to
invest the sum, the CPS states. The
purported deal was to be made
through the Gulbenkian Foundation
in Portugal, an entity to which she
had no connection, according to
BloombergQuint.
 
Ticolat claimed that he was
deceived by her family name,
noting a lack of regulation in the art
market, allowing scammers to
retain anonymity in the �eld,
according to SCMP. Gulbenkian,

who received the money for the
supposed Kusama sculpture in
2017, produced forged emails
purportedly sent by former
Volkswagen AG chairman Martin
Winterkorn, who she claimed was
the owner of the artwork,
according to media reports.
Winterkorn reportedly denied ever
having owned the sculpture.
 
Gulbenkian was arrested in Lisbon,
Portugal in June 2020 and
extradited to the UK, where she has
been jailed since December 2020.
The time served will be deducted
from her sentence.

CPS press release

BloombergQuint article (29 Jul…

Metro article (28 July 2021)

SCMP article (8 July 2021)

Due diligence is not only the preserve of corporate M&As, but should extend to most forms of transaction
between two parties. However, in the art world, which has largely remained unregulated in this regard,
purchases have traditionally been made on the trust and integrity of another professional. A reluctance to
carry out due diligence may also stem from not wishing to delay the overall transaction process
particularly if purchases often fall through. While delays may occur on robust searches such as verifying
the authenticity of an art work or tracing the source of funds, in the Gulbenkian case, conducting simple
checks on her background and reputation to ascertain if she was indeed connected to the Gulbenkian
Foundation in Portugal as her surname suggested, would not have delayed or overly complicated the
process and could have saved AIL a lot of consternation. In such cases, it may well be best for the art
market to look at conducting due diligence as part of a risk-based approach. 

German art dealer sentenced in the UK for fraud

Aperio Analysis by Gunita Thethy

https://www.cps.gov.uk/london-south/news/art-dealer-and-socialite-jailed-over-theft-linked-1375m-pumpkin-sculpture
https://www.bloombergquint.com/onweb/art-collector-sentenced-to-3-1-2-years-over-1-3-million-fraud
https://metro.co.uk/2021/07/28/socialite-conned-art-dealer-out-of-1m-with-promise-of-kusama-piece-15005013/
https://www.scmp.com/lifestyle/arts-culture/article/3140341/hong-kong-art-dealer-vindicated-after-german-socialite
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The US Department of Justice
(DOJ) announced on 29 July that
a New York District Court has
authorised the Internal Revenue
Service (IRS) to issue summons
related to taxpayers who may
have utilised Panama-based
company services to evade taxes.
The summons requires 10
shipping companies and �nancial
institutions to produce
information on potential clients of
law �rm Panama Offshore Legal
Services (POLS) and other
entities of the POLS Group.
 

According to the DOJ, POLS
advertisements reveal that the �rm
assists clients, including those
based in the US, in forming
corporations or foundations, and
opening offshore accounts, which
can be used to conceal asset
ownership and avoid paying federal
income taxes. The law �rm and
other members of the group
additionally state that they offer
“100 [percent] anonymity, privacy,
and con�dentiality”. A US taxpayer
reported to the IRS that he used
the company to create an
unreported Panama-based entity.

The IRS is permitted to issue
summons to shipping companies:
Federal Express Corporation,
FedEx Ground Package System
Inc, DHL Express, United Parcel
Service Inc; and �nancial
institutions: HSBC Bank USA NA,
Citibank NA, Wells Fargo Bank NA,
Bank of America NA, the Federal
Reserve Bank of New York and the
Clearing House Payments
Company LLC.

 

DOJ press release

The German Federal Court of
Justice dismissed on 28 July an
appeal brought by two former
investment bankers against a
2020 decision by the Bonn District
Court sentencing them to prison
for their involvement in a tax
evasion scheme between 2007
and 2011. According to media
reports, the defendants are UK
nationals Martin Shields and
Nicholas Diable.
 

The scheme involved rapidly
trading shares with and without
dividends between multiple parties,
with the aim of concealing the
identity of the real owner and
allowing the parties involved to
claim tax rebates on capital gains
taxes. The court upheld the seizure
of €14 million from Shields, as well
as Diable’s suspended sentence of
one year and ten months imposed
by the Bonn District Court.

Concurrently, the court upheld the
€176 million �ne imposed on
Hamburg-based private bank M.M.
Warburg & Co, representing the
pro�t made by the �nancial
institution from the illegal
transactions.

 

German Federal Court of Justi…

Bloomberg article

US approves request to serve summons to
identify tax evaders using Panama providers

German Federal Court of Justice dismisses
appeal in cum-ex scandal trial

https://www.justice.gov/usao-sdny/pr/irs-obtains-court-order-authorizing-summonses-records-relating-us-taxpayers-who-used
https://www.bundesgerichtshof.de/SharedDocs/Pressemitteilungen/DE/2021/2021146.html
https://www.bloomberg.com/news/articles/2021-07-28/cum-ex-trading-strategy-was-criminal-germany-s-top-court-rules?sref=JbU0FuHR
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The US Department of Justice
(DOJ) �led an indictment on 26
July against former UK trader
Anthony Stimler con�rming his
guilty plea for his involvement in a
multi-million dollar bribery
scheme involving multiple
jurisdictions, including Nigeria.
The Financial Times reported that
Stimler is alleged to have bribed
o�cials on behalf of Glencore plc
and its UK subsidiaries.

The bribery scheme
was allegedly
initiated by a
Glencore subsidiary
employee, with the
bribes being sent
from Switzerland
through two
intermediary
Nigerian and
Cyprus-
incorporated
entities, and a
British Virgin
Islands a�liate

According to court documents,
between 2007 and 2018, Stimler,
along with others, agreed to pay
bribes to foreign o�cials to obtain
and retain business, in violation of
the US Foreign Corrupt Practices
Act (FCPA). Prosecutors allege that
in Nigeria, the bribery scheme
caused the Nigerian National
Petroleum Corporation (NNPC) to
award oil contracts and provide
more lucrative grades of oil on
more favourable terms to Glencore,
two subsidiaries, and their
business partners.
 
The bribery scheme was allegedly
initiated by a Glencore subsidiary
employee, with the bribes being
sent from Switzerland through two
intermediary Nigerian and Cyprus-
incorporated entities, and a British
Virgin Islands a�liate. The two
intermediaries purportedly
submitted in�ated and fraudulent
invoices to disguise the bribes.
 
Stimler has agreed to all forfeiture
measures and sentencing is
scheduled for 28 January 2022.
 
Glencore issued a statement
condemning Stimler’s conduct. The
commodity company underscores
that pursuant to the investigation, it

has taken remedial measures,
including enhancing its ethics and
compliance programme, which
according to its latest annual
report, was reviewed last year.
 
In July 2018, the company
announced that it had received a
subpoena from the US authorities
in connection with corruption acts
in the Democratic Republic of the
Congo (DRC), Nigeria, and
Venezuela. In December 2019, the
UK’s Serious Fraud O�ce (SFO)
con�rmed its investigation into
allegations of corruption
committed by the Glencore group
of companies, employees, agents,
and associated persons. The Swiss
O�ce of the Attorney General
reportedly launched a probe in
2020 in connection with Glencore’s
alleged failure to put in place a
framework to prevent corruption
involving its DRC cobalt and cobalt
mining operations.

Glencore press release

Glencore annual report

Financial Times article (require…

Glencore press release (11 Jul…

SFO press release (5 Decembe…

Former Glencore trader pleads guilty in the US to
bribing Nigerian o�cials in return for contracts

https://www.glencore.com/media-and-insights/news/plea-by-former-employee-in-glencores-oil-business
https://www.glencore.com/dam/jcr:e03a8caf-f2aa-46ad-81c5-821719caf5bf/Glencore_AR20_Interactive.pdf
https://www.ft.com/content/392b610f-43c6-4496-bb16-977e1f31f015
https://www.glencore.com/media-and-insights/news/Update-on-subpoena-from-United-States-Department-of-Justice
https://www.sfo.gov.uk/2019/12/05/sfo-confirms-investigation-into-suspected-bribery-at-glencore-group-of-companies/
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The O�ce of the Attorney General of Switzerland
(OAG) announced on 27 July that it has closed
criminal proceedings concerning individuals
allegedly involved in the money laundering scandal
exposed by Russian lawyer Sergei Magnitsky,
without bringing any charges.
 
The investigation was launched in 2011 against
unknown individuals, partially as a result of a report
alleging criminal activity made by Hermitage Capital
Management, the company owned by Magnitsky’s
client, London-based investor William Browder. With
respect to Hermitage’s status as a complainant, the
OAG notes that, despite extensive enquiries
conducted, it has not been able to determine that “the
funds under investigation in Switzerland originated
from an offence committed to Hermitage’s detriment”.
 
According to the statement, the OAG's inquiry focused
on alleged money laundering activities conducted in
Switzerland between 2008 and 2010 following a
predicate tax fraud committed in Russia at the end of
2007, which led to undue tax refunds worth $230
million. The funds were alleged to have been
laundered in Russia, Switzerland and other countries.
 

The OAG states that “the investigation has not
revealed any evidence that would justify charges being
brought against anyone in Switzerland”. However, it
ordered the forfeiture of over CHF 4 million (£3.18
million) of the CHF 18 million (£14.3 million) originally
frozen, following the establishment of the funds’
connection with criminal activity in Russia.
 
In 2008, Magnitsky claimed that organised crime
groups and Russian authorities had colluded to claim
a $230 million tax rebate through illegally obtained
subsidiaries of Hermitage and to launder the money
through Swiss banks. Following Magnitsky’s
disclosures, he was arrested for tax evasion and
collusion to defraud the Russian state with Browder.
He was allegedly mistreated and denied medical care
in Russia while awaiting trial and died in prison in
November 2009. The OAG’s statement underlines that
the circumstances surrounding Magnitsky’s death and
the political repercussions, including the Magnitsky
Act sanctions regimes introduced in the US, UK and
EU, as well as the related designations, were not
considered during the course of the proceedings.

OAG press release

The UK’s Financial Conduct
Authority (FCA) issued on 26 July
a warning to consumers about
cryptocurrency exchange
Coinburp Ltd’s planned launch of
its $BURP token and initial
exchange offering.

The FCA states that Coinburp does
not hold full registration under the
Money Laundering, Terrorist
Financing and Transfer of
Funds (Information on the Payer)
Regulations 2017 (MLRs) and that
pursuant to its application, the �rm

has been included on the
temporary registration register.

Coinburp and its staff have not yet
been assessed as �t and proper.

FCA warning

Switzerland closes Russian money laundering
probe exposed by Magnitsky

UK FCA issue warning about Coinburp token

https://www.admin.ch/gov/en/start/documentation/media-releases.msg-id-84542.html
https://www.fca.org.uk/news/news-stories/consumer-warning-coinburp-limited
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The City of London Police’s Insurance Fraud
Enforcement Department (IFED) announced on 5
July the arrest of seven individuals purportedly
acting as brokers and believed to have perpetrated
insurance fraud. The UK authorities reportedly
identi�ed several tactics used in a series of scams
involving the sale of fake or fraudulently altered
insurance policies, also known as ‘ghost broking’.

IFED and the Insurance Fraud
Bureau collaborated with �rms
in the industry and social media
companies to remove ads for
ghost brokers

According to IFED Head Edelle Michaels, younger
suspects were found to have used complex social
media campaigns to lure potential victims, while
another accused perpetrator allegedly advertised
fraudulent policies through friends and family
members. Separately, a suspected scammer
purportedly made use of his experience in the motor

industry and customer relationships to defraud
victims. Besides the arrests, which were made at the
end of June, several individuals were served with
cease-and-desist notices.
 
The law enforcement agency states that fraudsters
offer seemingly impressive discounts and unbeatable
prices, but customers come to realise that they are
uninsured when stopped by police or when trying to
make a claim. Some fraudulent brokers have also
been observed taking out real policies only to annul
them soon after.
 
The IFED and the Insurance Fraud Bureau (IFB)
collaborated with �rms in the industry and social
media companies to remove advertisements for ghost
brokers, with tens of accounts proposed for removal.

The IFB recommends that customers
perform four checks before buying a policy

City of London Police press release

IFB press release (5 July 2021)

IFB article (2 October 2019)

UK police action against insurance fraudsters

The seller should have accounts indicative of
business activity in the UK

A broker must be registered with the British
Insurance Brokers’ Association

An automobile insurer must be a member of the
Motor Insurers’ Bureau

An insurance advisor is required to be registered
with the Financial Conduct Authority

https://www.cityoflondon.police.uk/news/city-of-london/news/2021/july/city-of-london-police-executes-ten-warrants-in-nationwide-week-of-action-against-insurance-fraudsters/
https://insurancefraudbureau.org/media-centre/news/2021/the-ifb-reacts-to-week-of-national-enforcement-action-to-tackle-car-insurance-scammers/
https://insurancefraudbureau.org/media-centre/news/2019/beware-of-ghost-brokers/
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The Financial Analysis and Supervision Unit (FASU)
of the Bank of Papua New Guinea (BPNG) on 12 July
issued a formal warning to BSP Financial Group Ltd,
owner of the Bank of the South Paci�c, for repeated
alleged violations of the country’s Anti-Money
Laundering and Counter Terrorist Financing
(AML/CTF) Act of 2015. BSP has been ordered to
remove certain executive managers and contract
with an independent auditor to identify control
failures including regarding enhanced customer due
diligence on political exposed persons (PEPs) and
other high-risk customers.

MP and opposition leader
Belden Namah issued a
statement condemning the
PBNG Governor and Prime
Minister James Marape for
defending BSP despite the
allegations

According to the Papua New Guinea Post-Courier,
FASU Director Benny Popoitai states that the FASU
found seven categories of breaches by BSP of the
AML Act, including concerning ongoing enhanced due
diligence, identifying the source of wealth of certain
customers, verifying customer-provided information,
and determining whether bene�cial owners or
customers are PEPs.
 

On 14 July, BPNG Governor Loi Bakani released a
media statement distancing the central bank from its
own FASU’s allegations, stating that the regulatory
section’s assertion was not authorised by the central
bank. Bakani expressed concern that an adverse
impact on BSP could risk destabilising the country’s
�nancial system.
 
The same day, Member of Parliament (MP) and
opposition leader Belden Namah issued a statement
condemning the PBNG Governor and Prime Minister
James Marape for defending BSP despite the
allegations, accusing Bakani of compromising the
bank’s independence. Transparency International PNG
on 15 July urged the government and private sector
alike to respect the FASU’s independence and allow for
due process to be carried out. The country’s treasurer,
MP Ian Ling-Stuckey, issued a statement supporting
the FASU on 28 July and calling for a transparent
regulatory process free of interference.
 
BSP issued a statement on 18 June following
reporting by the Australian Financial Review that the
FASU was examining AML allegations. BSP asserted
at the time that its AML policies were adequate and
did not believe further disclosures were merited.

PNG opposition leader statement

BPNG Governor statement

PNG Treasurer statement

TI PNG statement

Papua New Guinea FASU issues formal warning
to BSP Financial Group over alleged AML failings

https://twitter.com/HonBNN/status/1415175376402194436/photo/1
https://twitter.com/LepaniThierry/status/1415140100485238784/photo/1
https://www.pngfacts.com/news/png-treasurer-issues-statement-on-bank-south-pacific-saga
http://www.transparencypng.org.pg/an-effective-and-independent-fasu-is-essential-towards-curtailing-money-laundering-in-png/
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The Securities Commission of
Malaysia announced on 30 July a
public reprimand against Binance
and its CEO Changpeng ‘CZ’ Zhao
for operating illegally in the
country, despite a previous
warning. The enforcement action
also concerns three other Binance
entities, namely UK-registered
Binance Digital Ltd, Lithuania-
registered Binance UAB and
Singapore-registered Binance
Asia Services Pte Ltd.
 
The regulator requests that
Binance halt its business in the
country by disabling its primary
exchange, website Binance.com as
well as its mobile application within
14 days from 26 July. Additionally,
it orders the �rm to immediately
cease all marketing efforts and
restrict Malaysian investors from
accessing its Telegram group.
 
On the same day, Binance
announced that it will commence
the winding down process of its
futures and derivatives product
offerings in Germany, Italy and the
Netherlands. The company
indicated that it will instruct users
in these countries with current
positions that they have 90 days to
close their open positions, with
effect from a later date which will
be announced in a further notice.

Concurrently, Bloomberg reported
that India’s Enforcement
Directorate (ED) is allegedly
examining whether Binance was
involved in an ongoing probe
against betting apps run by
Chinese operators, which collected
more than $134 million over the
past 10 months, for allegedly
laundering part of the money
through the WazirX cryptocurrency
exchange, which was acquired by
Binance in 2019. The ED issued on
11 June a show cause notice to
WazirX over alleged contravention
of foreign exchange management
rules in transactions involving
cryptocurrencies worth Rs 27.9
billion ($376.3 million). Sources
cited by Blooomberg note that the
Indian agency found that Binance
purportedly failed to conduct
adequate know-your-customer
procedures with respect to most of
the transactions.

  
Binance has been under increasing
scrutiny from multiple regulators
over its stock tokens, derivatives
trading services and know-your-
customer practices. The growing
list of jurisdictions that have
recently issued warnings to, or
launched investigations into,
Binance includes the Cayman
Islands, Germany, Hong Kong, Italy,

Japan, Lithuania, Malaysia, Poland,
Thailand, the UK and the US.

  
In addition, following a 26 June
warning from the UK’s Financial
Conduct Authority (FCA) that
Binance is not allowed to
undertake regulated activities in
the country, Barclays, NatWest and
Santander announced that they
have stopped processing
transactions for the company.
However, the Financial Times
reported on 15 July that Visa and
Mastercard have not expressed
any intention to stop customers
from using payment cards on
Binance’s website.

Malaysia Securities Commissi…

Malaysia Securities Commissi…

Binance statement

Bloomberg report

Indian Enforcement Directorate…

FCA Binance warning (26 June)

Barclays tweet (5 July)

Santander tweet (8 July)

Financial Times article

Binance ordered to cease activity in Malaysia,
allegedly facing AML investigation in India

https://www.sc.com.my/resources/media/media-release/sc-takes-enforcement-actions-on-binance-for-illegally-operating-in-malaysia
https://www.sc.com.my/investor-alert
https://www.binance.com/en/support/announcement/f72d0fff2bd24b488213fa30284dd4cd
https://www.bloomberg.com/news/articles/2021-07-30/india-said-to-examine-binance-in-betting-app-laundering-probe?sref=JbU0FuHR
https://twitter.com/dir_ed/status/1403256929435017217
https://www.fca.org.uk/news/news-stories/consumer-warning-binance-markets-limited-and-binance-group
https://twitter.com/BarclaysUKHelp/status/1412152220414513155
https://twitter.com/santanderukhelp/status/1413113607345278976
https://www.ft.com/content/8f2e2528-e289-4233-ba29-1bebf3b1dbdc
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SPECIAL FEATURE

Over the past several years, law
enforcement authorities have
sought to seize the initiative
against serious organised crime
groups with a series of aggressive
operations targeting their
encrypted communications.
Financial Crime Digest spoke to
cyber experts, crime researchers
and former law enforcement
o�cials to �nd out whether these
investigations truly represent a
sea-change in the �ght against
global criminal networks.
 
On 8 June 2021, Europol, the US
Federal Bureau of Investigation and
the Australian Federal Police held
press conferences to announce the
results of an extraordinary
investigation into serious
organised crime.

The announcement was the
culmination of a three-year
clandestine transnational
investigation named Operation
Trojan Shield run from the FBI
o�ce in San Diego in collaboration
with Australian law enforcement.
With participation from over 9,000
o�cers worldwide the operation
resulted in several hundred arrests,
the seizure of many tonnes of
drugs, hundreds of �rearms, luxury
vehicles and millions of dollars
worth of cash and
cryptocurrencies.

  
The investigation has led to the
launch of numerous public
corruption cases after it was
revealed that gangs were receiving
tips about law enforcement
actions. Countless spin-off

operations and arrests have been
carried out subsequently.
 
The idea for the sting, in which the
FBI secretly ran and observed an
encrypted communications
network used by criminals, was
reportedly concocted over beers
between Australian police and the
FBI in 2018.
 
US authorities had recently
charged Vincent Ramos, the CEO
of an encrypted phone network
called Phantom Secure, with
racketeering and other crimes.
During the investigation into
Phantom Secure, the FBI recruited
a con�dential source who had
distributed the “carbon units” –
modi�ed smartphones with
speci�c security features and

Cracked: the rise of police operations against
encrypted organised crime communications
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costing $1,500 to $2,000 for a six-
month service plan.
 
The source was developing the
“‘next generation’ encrypted
communications product”,
according to an unsealed search
warrant application. In the hope of
securing a reduced sentence, the
source agreed to let US law
enforcement have secret access to
messages sent to and from the
devices, called “ANOM”.
 
Security features on ANOM phones
included a dual-boot function,
whereby a secret operating system
would boot if one pin number was
typed at launch, and another
inconspicuous operating system
would boot if a separate pin was
typed. This kind of feature is
popular with security-minded
individuals concerned about
checks to their digital devices by
law enforcement or at borders.
Another feature swapped around
lock-screen pin numbers to
confuse unwelcome observers
peering over a user’s shoulder to
see their pin. There was also no
option on the phone to turn
location tracking on or off.
 
The FBI’s source agreed to tap into
their criminal network contacts to
support Operation Trojan Shield’s
efforts to spread ANOM devices in
the criminal community. The
source was paid for their time and
labour – as much as $120,000 for
services, and nearly $60,000 for
expenses according to an FBI
search warrant a�davit.

Financial Crime Digest spoke to
Andrew Young, who served as the
US Department of Justice’s lead
prosecutor on Operation Trojan
Shield in collaboration with the FBI
until he left in August 2020 for law
�rm Barnes & Thornburg.

  
Young said one of the challenges
for law enforcement was to seed
the phone in the criminal
community – but not grow the
business so quickly that it led to
non-criminals using it, which might
have created a problem for agents
to legally collect material. The
operation was helped by the fall of
Phantom Secure, which created a
gap in the market, Young added.
 
“Even if you aren’t law enforcement,
creating a new company and trying
to market your product - that would
be di�cult. We had the additional
obstacle of making sure that it was
only going to the people we wanted
it to go to - criminals who were
otherwise going to use a similar
device anyway”, Young said.
 
The company developed through a
network of “administrators” and
“in�uencers” described in court
documents as “well-known crime
�gures who wield signi�cant power
and in�uence over other criminal
associates”. These individuals
encouraged associates to adopt
ANOM phones. Over time, the
company grew to service more
than 12,000 carbon units to over
300 criminal syndicates operating
in more than 100 countries,
including motorcycle gangs, Italian

organised crime, and drug
smugglers and money launderers.
 
Unbeknownst to the administrators
and in�uencers, a US grand jury
indictment had charged them with
violating both the Racketeering
Conspiracy to Conduct Enterprise
Affairs (RICO conspiracy) and
criminal forfeiture law. The
indictment was unsealed the day
prior to the FBI’s June press
conference, and eight of the 17
charged have been arrested.
 
Running the company as a
functional business created other
unique problems, Young said.
ANOM had to have computer
programmers, customer service,
and a system for criminal
customers to pay for the service.
“Everything you can imagine that
one has to do to run a business, we
had to do”, Young said.
 
Young acknowledged the tension
between gathering more evidence
and preventing crimes in progress
– but said this is true of any
wiretap operation. “It’s very
common that you need to mitigate
the consequences of what the
criminals are doing […] we confront
it every time we run a wire.”

“Part of the day-to-day operation
was looking at that very issue
and �guring out ways to mitigate
where we could - preserving the
overall operation, but aware
throughout that it could go down
any time if we saw something of
such severe consequences that
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we would need to do it. It's just
fortunate that it never happened
that we had to take it down”, Young
explained.
 
Although Operation Trojan Shield
sought to identify and gather
evidence on serious organised
criminals around the world, a
secondary goal was to seed doubt
about the security of the
communications networks used by
these groups, Young said. The
operation “has to have a signi�cant
and lasting impact on their ability
to communicate […] I can’t sit here
and tell you that whether it’s US
Drug Enforcement Administration,
FBI, Australian police, Scotland
Yard, isn’t doing exactly the same
thing we did with ANOM. It’s very
possible that’s going on”.
 
But the ANOM case is only one of
several similar operations that have
stunned international organised
crime gangs in the past couple of
years. The cracking of two
encrypted platforms in particular –
EncroChat and Sky ECC – have
yielded extraordinary amounts of
communications intelligence and
evidence for law enforcement,
exposing drugs and human
tra�cking lines, plots to attack
judges and journalists, trade in
�rearms, and public corruption.
 
“Emma 95” exposes criminal
networks across Europe
 
In July 2020 as most societies
were dealing with the initial effects
of Covid-19, French and Dutch

investigators announced that,
authorised by a judge in Lille, they
had broken into the encrypted
network EncroChat, which owned
servers run by French company
OVH at a datacentre in Roubaix.
 
Originally launched by French
authorities in 2017 under the
auspices of Operation Emma 95,
the Gendarmerie monitored and
captured tens of millions of
messages sent by thousands of
criminals planning violent attacks,
corruption, attempted murders and
large-scale drug tra�cking. Given
the widespread use of EncroChat
among international criminal
networks around the world, the
French authorities decided to open
a case at Eurojust, the EU Agency
for Criminal Justice Cooperation,
with the Netherlands in 2019.
 
Eurojust facilitated the creation of
a joint investigation team (JIT)
between the two countries and
with the participation of Europol.
Eurojust spokesperson Ton van
Lierop told the Financial Crime
Digest that there was a “wealth” of
data which needed to be
investigated. “Usually it’s one
country that opens a case towards
another, and asks for support”, van
Lierop said. The agency brought
together prosecutors, national law
enforcement agencies and Europol
to discuss the state of the
investigation.
 
Operation Venetic, the UK’s spin-off
EncroChat investigation, has led to
over 1,550 arrests. The UK’s

National Crime Agency (NCA) has
said the operation increased law
enforcement’s understanding of
the “strong links” between the illicit
drug trade, �rearms and serious
violence. The material gathered
exposed corruption in the
Metropolitan Police – in August
2020 former PC Kashif Mahmood
pleaded guilty to conspiracy to
acquire criminal property and
misconduct in public o�ce.
Mahmood was found to have worn
his uniform to take part in heists
staged by organised criminals on
drug gangs, funding Rolex watches
and trips to Dubai.
 
However, an initial challenge in
advancing prosecutions from the
material gathered from EncroChat
was the UK’s unique legal
framework that does not permit
collections classed as “intercepts”
as evidence in court. If material is
legally classi�ed as an intercept, it
can only to be used as intelligence
in police operations.
 
In February 2021, the Court of
Appeal ruled that the
communications gathered by
French and Dutch investigators
and passed to the NCA were not
intercepts, and were lawfully
obtained via “equipment
interference” warrants. The court
blocked an attempt to raise
the matter at the Supreme Court.

Expert witnesses for the defence
Duncan Campbell and Dr
Ian Brown subsequently wrote in
Computer Weekly that the ruling
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"could enable police and other
agencies, when tapping
computers or phone calls carried
or switched digitally, to decide to
bring intercepts into evidence when
they choose, merely by obtaining
an ‘equipment interference’ warrant
to cover the role of the software
alterations installed to do lawful
interception”. Campbell and Brown
wrote that the decision
“fundamentally changes” UK policy
on intercept evidence, based on the
new legal meaning of memory, and
that the Intelligence and Security
Committee of parliament and the
Investigatory Powers Tribunal
should take a “detailed look” at the
technical and legal issues raised.

 
Sky ECC bust provides “hundreds
of millions” of messages
 
Just as ANOM bene�tted from the
demise of Phantom Secure, a
signi�cant number of EncroChat
users switched to use another
encrypted platform – Sky ECC
phones – following the
announcement in July 2020 that
the French and Dutch had broken
into EncroChat. Van Lierop told the
Financial Crime Digest: “We saw
that criminal networks that had
been using EncroChat changed to
the other platform”.
 
But law enforcement was closing
the net on the company that
produced Sky ECC phones too. In
March 2021, US prosecutors in
California unsealed a grand jury
indictment charging Vancouver-

based Jean-François Eap, the CEO
of Sky Global, with facilitating
illegal activity including money
laundering and drug tra�cking
since 2010. Authorities in the US
and Europe claim it was created
with the sole purpose of facilitating
drug tra�cking and had become
the favourite messaging app for
transnational crime organisations.
Eap denies the charges and
claimed in a statement that his
company “works for the good of
all” and that the operation “is an
example of the police and the
government trying to vilify anyone
who takes a stance against
unwarranted surveillance”.
 
According to a US federal law
enforcement o�cial familiar with
operations in Europe, the operation
against Sky ECC yielded material of
an incredibly high quality for law
enforcement. As recently as a few
years ago, only the higher ranks of
criminal groups were using
encrypted networks - but adoption
has now spread from top to
bottom of major criminal
organisations, the o�cial said. The
brazen and open nature of the
discussion on encrypted platforms
like Sky delivered clear evidence,
with photographs and messages
which differed signi�cantly from
the discreet and coded language
historically used by criminals. 
 
The o�cial said justice ministries
in various countries had needed to
make legal decisions as to the
admissibility of evidence from the
Sky programme, as the evidence

was obtained from a foreign
collection effort. There have also
been signi�cant practical
challenges as to how law
enforcement can use the data
effectively to �ght crime; given the
volume of the material and the
many languages spoken on the
network, law enforcement
resources are stretched to process
the many millions of messages
collected during the operation, the
o�cial said.
 
Conclusively attributing an
individual criminal to a phone can
also be a huge challenge for
investigators and prosecutors, the
o�cial said. Even if investigators
�nd the communication strings
that they need, they are required to
clearly attribute the use of the
device to a real person – even
material like a sel�e photograph,
which would seem to provide
evidence of attribution, could be a
forwarded message from someone
else. Despite discussing crimes
openly, users of Sky phones
generally take great care not to
mention autobiographical
information, the o�cial said.
 
The scale of material collected
from the Sky ECC network appears
to have been far greater than that
of EncroChat and ANOM. Under
court order, judicial and law
enforcement authorities in
Belgium, France and the
Netherlands collected “hundreds of
millions” of messages from 70,000
users. According to Europol,
approximately 170,000 individuals
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worldwide were using the tool
prior to the March bust. The
company is operated from the
United States and Canada, using
computer servers based in Europe.

Experts state that cases like Sky
ECC and EncroChat, and the ANOM
case, may indicate an in�ection –
or at the very least a rearguard
action – in the �ght against serious
organised crime. Jake Moore, a
cybersecurity expert at anti-virus
company ESET and former
cybercrime investigator for Dorset
Police, told the Financial Crime
Digest that the operations show
that law enforcement are starting
to get to grips with the rise in
usage of encrypted
communications by criminals.

  
The rise of systems like EncroChat
occurred during his time in law
enforcement between 2008-2018,
Moore said, but the authorities had
often been one step behind the
criminals. “The police are extremely
reactive-led. Crime happens, is
there any evidence, can we go and
look after it. Very rarely would we
be proactive such as taking down a
communications channel. That's
massive. And one step further is
creating their own channel that can
hone in on information - absolutely
next-level policing”, he said,
referring to the ANOM operation.
 
The succession of operations was
a public relations coup for law
enforcement, said Moore. “The
police don’t get much good PR.
This is a good story - �lm these

people being hauled out of their
�ats in a dawn raid with see-
through bags with laptops in. Pat
the backs of the police.”

An encryption backdoor?

The operations against EncroChat
and, Sky ECC, and the ANOM sting
have reinvigorated the debate over
whether law enforcement should
have access to encrypted
communications networks via a
“backdoor” key.

The National Crime Agency’s latest
annual report cites the EncroChat
case as highlighting the extent to
which the "pervasive use
of encrypted criminal
communications hides the nature
of serious organised crime
impacting the UK”. In October 2020
a joint statement by UK, US,
Australian, New Zealand, Canadian,
Indian and Japanese governments
expressed strong support for the
right to digital privacy, stating that
encryption “plays a crucial role in
protecting personal data, privacy,
intellectual property, trade secrets
and cyber security”. However, the
statement decried “particular
implementations of encryption
technology” which “pose signi�cant
challenges to public safety”. The
statement calls on tech companies
to enable law enforcement to
access content “in a readable [..]
format” with lawful authorisation.

Dutch security specialist Matthijs
Koot at Secura told the Financial
Crime Digest in an email that the
successful cooperation of national

law enforcement in cases like
EncroChat has demonstrated that
authorities can secure public
safety by obtaining access to
materials despite the platform not
being designed with a 'lawful
interception' interface. Koot said
there “may be no need (yet) to
'weaken’ encryption or to impose
mandatory key escrow”.

  
According to Koot there is “no
guarantee” that law enforcement
can always be successful in such
operations in the future, however.
“It's conceivable that imposing
mandatory key escrow and/or
duplication of messages on public
communication systems […] may at
some point be the way to go.
Politicians must help ensure that
su�cient democratic safeguards
and accountability on the exercise
of such powers are present,
including whistleblower
protections, to reduce the
likelihood of abuse”, Koot said.
 
Paul Doran, Director of
Investigations at Aperio
Intelligence, said the debate over
encryption is particularly acute.
“Governments are trying to balance
legitimate need to disrupt activity
of serious crime and terrorism
against the expectation by citizenry
that privacy is a human right –
not just in terms of commercial
transactions, but also
that someone’s private life should
not be subject to intrusion by law
enforcement unless there is a
compelling case for it, and a
proportionate way to do it. That's
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always a constraint on the tools
that law enforcement could
theoretically use if they were
empowered to do so”, Doran said.

Doran adds that the recent
success should not necessarily be
used as an argument against a
backdoor. “For every success law
enforcement has had, they have
probably had several opportunities
to investigate that they haven’t had
the resources for. The law
enforcement and intelligence
community do not have in�nite
resources. They would probably
say that a backdoor would allow
them to do more for less”.
 
Will prosecutions succeed?
 
The scale of the operations has
also raised concerns from privacy
and human rights advocates, and
has spurred legal challenges in
several countries. Koot said that
while some encrypted
communication systems cracked
in recent law enforcement
operations were “clearly” designed
for use by criminals, we should
“embrace efforts of those that �ght
for privacy - especially in the light
of protecting those of us who live
under authoritarian regimes prone
to abuse of (investigatory) powers
against journalists and dissidents”.
 
“There's little merit in simply
asserting that all communications
must at all times be accessible to
authorities in all countries; hence, it
is important that [online privacy]

systems such as Tor and I2P
exist and thrive, notwithstanding
the fact that bad actors exist who
abuse these systems for illegal
objectives”, Koot said.

Chloé Berthélémy, Policy Advisor at
European Digital Rights (EDRi),
explains that privacy
advocates have serious concerns
about the propriety of the
operation, and described
EncroChat as “basically a �shing
expedition”. EDRi has “very strong
reservations” around the access to
such enormous quantities of data
from networks like EncroChat,
given that the French authorities
have not divulged details about the
nature of the operation.

EDRi points to the EncroChat case
as an example of “forum-shopping”
– a problem which Berthélémy
states has been on the rise in
recent years in the EU as an
increased desire for international
law enforcement cooperation runs
into the challenge that criminal
laws are not harmonised – and
certain member states have
stronger privacy protections for
their citizens than others.
 
Member states with weaker
privacy protections, and greater
law enforcement investigatory
powers, are the ones that lead the
joint investigation teams. “The
bene�t of this permissive national
framework bene�ts the partners to
the investigation, […] this practice
has been going on for years,
although the member state

receiving the data shouldn't have
access to it because it is against
its own national framework”, said
Berthélémy.
 
Legal challenges to the operation
have arisen in England, Germany,
France, the Netherlands and
Sweden. Paris-based lawyers
Robin Binsard and Guillaume
Martine have appealed to France’s
top court, La Cour de Cassation,
following a ruling in the Court of
Appeal in Nancy that the operation
was legitimate. Binsard told the
Financial Crime Digest that the
chances of a French court ruling
against such a large international
police operation are slim, but that
the case might have success at the
European Court of Human Rights.
The pair are challenging French
law enforcement’s refusal to
provide defendants with
information about the technical
details of the operation on the
grounds of “defence secrecy”.

Binsard said that the Lille judge
who authorised the operation
breached rules of French legal
procedure. The judge “forgot to put
the duration of the hacking on the
order”, Binsard said. Regardless of
whether the legal technicalities line
up in favour of the operation,
Binsard said the case could have
repercussions for the success of
countless prosecutions across
Europe involving material collected
in this way by authorities.

Roger Hamilton-Martin, Financial
Services Journalist
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LEGISLATION

The European Commission
published on 20 July a package of
legislative proposals aimed at
enhancing the EU’s anti-money
laundering and counter terrorist
�nancing (AML/CFT) regime,
which includes a proposal for
setting up a central AML/CFT
supervisory authority to
coordinate national authorities to
ensure that EU rules are
consistently applied. The
proposal is made pursuant to
Article 115 TFEU and follows the
adoption of the Commission’s
AML/CFT Action Plan in 2020.
 
According to the proposal, the AML
authority will have two main areas
of activity, namely AML/CFT
supervision and supporting
national �nancial intelligence units
(FIUs). The agency will directly
supervise �nancial sector entities
that are exposed to the highest risk
of ML/TF and will have direct
oversight powers in the non-
�nancial sector, which includes
gambling and real estate
industries. Directly supervised

�nancial entities will no longer be
scrutinised by multiple AML
supervisors in different member
states, which will simplify the
supervision process. Supervision
of directly supervised entities will
be carried out by joint supervisory
teams led by staff from the new
authority and national authorities.
Oversight of non-�nancial obliged
entities will include coordination,
data hubs and best practice.
 
With respect to its role in
enhancing cooperation and
information sharing, the agency
will serve as a support and
coordination hub assisting the
work of FIUs on joint analyses of
suspicious transaction reports
(STRs) and suspicious activity
reports (SARs) with signi�cant
cross-border footprint, and
providing stable hosting of the
FIU.net platform. Furthermore, the
authority will have the power to
adopt, via implementing technical
standards, binding SARs/STRs
templates and models from
obliged entities to FIUs, thus
facilitating speedier and more
e�cient cooperation and exchange
between FIUs.
 
According to the accompanying
impact assessment, the agency
will need to have extensive access

to real-time information from
national supervisors. This access
could be used to identify and
communicate trends and risks,
conduct more targeted reviews of
national supervisory approaches,
and foster information exchange
and collaboration.
 
The new authority will also support
the EU’s policy by drafting
regulatory and implementing
technical standards, guidelines and
recommendations within the scope
of its tasks, as well as providing
advice and input to the
Commission and co-legislators on
various aspects of AML/CFT policy,
including on risks linked to
jurisdictions outside the Union. 
 
According to the Commission, the
authority will be established in
2023 and aims to start most of its
activities in 2024 once the directive
has been transposed and the new
regulatory framework starts to
apply. The agency is expected
to reach full sta�ng of 250
members in 2026, and begin direct
supervision of certain high-risk
�nancial entities in 2026.

European Commission press re…

Proposal for a regulation to est…

Impact assessment

EU proposes creation of central AML authority

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/finance/docs/law/210720-proposal-aml-cft-authority_en.pdf
https://ec.europa.eu/finance/docs/law/210720-impact-assessment_en.pdf
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The European Commission
published on 20 July a package of
legislative proposals aimed at
enhancing the EU’s anti-money
laundering and counter terrorist
�nancing (AML/CFT) regime,
which includes a proposal for a
Sixth Directive on AML/CFT
(6AMLD), replacing the current
Directive 2015/849/EU. Certain
provisions of the new directive
would be required to be
transposed into national law,
including rules on national
supervisors and member state
�nancial intelligence units.
 
The proposal is part of the EU’s
efforts to address the six priorities
set out in the 7 May 2020
AML/CFT Action Plan,
implementing pillar 2 of the plan –
setting out an EU single rulebook
on AML/CFT.
 
According to the explanatory
memorandum, the proposed
directive does not simply transfer
provisions from the current
AML/CFT Directive into a new
regulation. A series of changes of
substance are made in order to
bring about a greater level of
convergence in the practices of
supervisors and �nancial
intelligence units (FIUs) and in
relation to cooperation among
member state competent
authorities. In order to address the
identi�ed lack of clear and

consistent rules, as well as
consistent approaches to the
supervision of obliged entities, the
directive aims to ensure more
harmonised rules, particularly with
respect to FIUs, AML supervision
and the identi�cation of bene�cial
ownership.

Key provisions include

European Commission press re…

Proposal for a Sixth Directive o…

FAQs

EU Commission proposes sixth AML Directive

Regulatory requirements that
member states would be
required to implement into
national law for certain sectors.
Speci�cally, currency exchange
and cheque cashing o�ces,
and trust or company service
providers must be subject to
either licensing or registration
requirements, and gambling
providers must be regulated

Provisions on risk assessments
or the collection of statistics are
largely left unchanged, and only
reviewed to take stock of the
current ine�ciencies identi�ed

Powers relating to registers of
bene�cial ownership are
clari�ed to make sure that they
can obtain up-to-date and
accurate information. The
proposal includes: a
Commission Implementing Act
on the format for submission of
bene�cial ownership
information to registers; and
provisions in cases of doubt of

the accuracy of the bene�cial
ownership information or where
the bene�cial owner cannot be
identi�ed

To avoid the administrative set-
up of FIUs impacting their
analytical functions and the
capacity to cooperate with their
counterparts, FIU powers and
tasks are clari�ed, as well as
the minimum set of information
that FIUs should be able to
access. To ensure that FIUs are
effectively able to cooperate, a
framework for joint analyses is
established. A legal basis for
the FIU.net system is also
provided. In order to inform the
risk understanding of obliged
entities, clear rules on feedback
by FIUs are established.
Similarly, clear rules on
feedback to FIUs are provided
to ensure that FIUs are aware of
the use made of the �nancial
intelligence they provide

The powers and tasks of
AML/CFT supervisors are
clari�ed to ensure that all
supervisors have the
instruments to make adequate
remedial actions

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/finance/docs/law/210720-proposal-amld6_en.pdf
https://ec.europa.eu/commission/presscorner/detail/en/qanda_21_3689
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The European Commission
published on 20 July a package of
legislative proposals aimed at
enhancing the EU’s anti-money
laundering and counter terrorist
�nancing (AML/CFT) systems,
which includes a new AML/CFT
regulation covering directly
applicable rules, such as in the
areas of customer due diligence
(CDD) and bene�cial ownership.
The proposal is part of the EU’s
efforts to address the six
priorities set out in the 7 May
2020 AML/CFT Action Plan,
implementing pillar 2 of the plan
– establishing an EU single
rulebook on AML/CFT.
 
According to the explanatory
memorandum, the proposal to
establish a new AML/CFT
regulation does not simply transfer
provisions from the existing
AML/CFT Directive into a
regulation. Speci�cally, it contains
several “changes of substance”
aimed at ensuring greater
harmonisation and convergence in
the application of AML/CFT rules
across the EU.

The package of measures was
presented during a joint press
conference in Brussels on 20 July,
during which the Commission’s
Executive Vice-President Valdis
Dombrovskis stated that even
though “EU AML rules are now
among the toughest in the world”,
they need to “be applied
consistently and closely
supervised” to make sure that
loopholes in the EU’s �nancial
system are closed.

 

Changes proposed by the
new regulation include

European Commission press re…

Proposal for a regulation on th…

EU Commission proposes new regulation to
establish an EU single AML/CFT rulebook

Requirements in relation to
internal policies, controls and
procedures are clari�ed,
including in the case of groups,
and CDD measures are made
more granular, with clearer
requirements according to the
risk level of the customer, to
ensure consistent application of
the rules across the market

Requirements regarding
jurisdictions outside the EU are
reviewed to ensure that EDD
measures are applied to
countries that pose a threat to
the bloc’s �nancial system. The
Commission proposes the
introduction of ‘black’ and ‘grey’
listing of third countries
re�ecting recommendations

made by the Financial Action
Task Force (FATF)

The list of obliged entities is
expanded to include crypto-
asset service providers and
sectors such as crowdfunding
platforms, migration operators,
creditors for mortgage and
consumer credits

Clari�cations with respect to
red �ags for suspicious
transactions

Streamlining of bene�cial
ownership requirements to
ensure an adequate level of
transparency across the EU,
and the introduction of further
requirements in relation to
nominees and foreign entities
to mitigate risks that criminals
hide behind intermediate levels

The de�nition of politically
exposed persons is clari�ed

Requirements for the
processing of certain
categories of personal data are
introduced and a shorter time
limit is provided for retention

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/finance/docs/law/210720-proposal-aml-cft_en.pdf
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The European Commission published on 20 July a
package of legislative proposals aimed at enhancing
the EU’s anti-money laundering and counter terrorist
�nancing (AML/CFT) regulations, which includes a
proposal for revisions to the Regulation
2015/847/EU on Transfers of Funds to trace
transfers of crypto-assets.

EU Commissioner Mairead
McGuinness stated during the
press conference that EU rules
on �nancial sector customer
due diligence “should apply
across digital currencies”

Taking into account “new and emerging challenges
linked to technological innovation”, including “virtual
currencies, more integrated �nancial �ows in the
Single Market and the global nature of terrorist
organisations”, the amendments are aimed at
ensuring “full traceability of crypto-asset transfers,

such as Bitcoin, and [to] allow for prevention and
detection of their possible use” for ML/TF.
 
Signi�cantly, the amendments prohibit anonymous
crypto-asset wallets, in order to fully apply EU
AML/CFT rules covering the crypto sector. As a result
of the new rules, crypto-asset service providers
involved in buying, selling, or holding cryptocurrency
on behalf of their clients will be mandated to collect
information on the sender and recipient of
cryptocurrency transactions and the owners of
cryptocurrency wallets. Such information will include
customer names, addresses, dates of birth, and
account numbers.
 
The EU Commissioner responsible for Financial
Services, Financial Stability and the Capital Markets
Union Mairead McGuinness stated during the press
conference on the legislative package that EU rules on
�nancial sector customer due diligence “should apply
across digital currencies as well”.

European Commission press release

Proposal for a recast of the 2015 Regulation on Tran…

US President Joe Biden announced on 20 July the
continuation for another year of the national
emergency with respect to Lebanon, declared in
2007 via Executive Order (EO) 13441, pursuant to
the International Emergency Powers Acts (IEEPA).
 

The decision to renew the national emergency was
taken in view of Iran’s continuing arms transfers to
Hezbollah which undermines Lebanon’s sovereignty.

White House notice

White House letter

EU Commission proposes ban on anonymous
crypto-asset transactions

US renews national emergency on Lebanon

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3690
https://ec.europa.eu/finance/docs/law/210720-proposal-funds-transfers_en.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/20/notice-on-the-continuation-of-the-national-emergency-with-respect-to-lebanon/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/20/a-letter-on-the-continuation-of-the-national-emergency-with-respect-to-lebanon/
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The EU Council adopted Regulation (EU) 2021/1275
and Decision (CFSP) 2021/1277 on 30 July, which
provide for the possibility of designating persons
and entities responsible for undermining democracy
or the rule of law in Lebanon.
 
Under the newly introduced sanctions regime, the
Council can designate persons and entities who are
responsible for corruption acts or unauthorised capital
export. Additionally, those found responsible for
obstructing or undermining the democratic political
process or plans intended to improve accountability,
good governance and economic recovery may be
subject to travel bans and asset freezes.
 
US Secretary of State Antony Blinken and Treasury
Secretary Janet Yellen issued a joint statement the
same day welcoming the EU’s adoption of the new
sanctions regime.
 

The sanctions come at a time when the country is
facing a health, economic and humanitarian crisis,
with the UN estimating that more than one million
Lebanese need assistance to cover their basic needs
and nine out of 10 refugees live in extreme poverty.
Lebanon has not had a fully �edged government since
prime minister Hassan Diab’s resignation following the
Beirut port explosion.

EU Council press release

US government press release

Council Regulation (EU) 2021/1275 (O�cial journal …

Council Decision (CFSP) 2021/1277 (O�cial journal …

UN news article (1 August)

The new sanctions regime comes amidst greater interest by the EU in Lebanon’s political situation since
the explosion of Beirut’s port in August 2020. Since then, President Emmanuel Macron of France has
visited Lebanon twice and issued a travel ban on a number of senior Lebanese o�cials. In August 2021,
speaking at a donor’s conference, Macron lamented the failed efforts of Lebanese politicians, calling it a
‘moral failure’. The EU’s new sanctions framework for Lebanon also parallels the US government's efforts
to increase pressure on Hezbollah and its allies in the past year. In November 2020, the US Treasury
announced that Gibran Basil, a former minister of energy, and son-in-law of the President Michel Aoun,
would be sanctioned due to corruption and offering cover to Hezbollah in Lebanon, a key ally of Aoun and
Basil’s party Free Patriotic Movement. November’s sanctions followed the US government’s sanctioning of
two other former ministers, former Lebanese transport minister Yusuf Finyanus and former �nance
minister Ali Hassan Khalil, who were described as having helped enable Hezbollah in Lebanon.

EU Council introduces new sanctions regime to
address the situation in Lebanon

Aperio Analysis by Mahdi Zaidan

https://www.consilium.europa.eu/en/press/press-releases/2021/07/30/lebanon-eu-adopts-a-framework-for-targeted-sanctions/
https://www.state.gov/joint-statement-by-secretary-of-state-antony-j-blinken-and-treasury-secretary-janet-l-yellen-welcoming-the-eu-sanctions-regime-on-lebanon/
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R1275&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D1277&from=EN
https://news.un.org/en/story/2021/08/1096832
https://www.reuters.com/world/middle-east/macron-hosts-new-lebanon-fundraiser-year-after-port-blast-2021-08-04/
https://www.aljazeera.com/news/2020/11/6/us-sanctions-lebanons-gebran-bassil-citing-corruption
https://www.reuters.com/article/lebanon-crisis-usa-sanctions-int-idUSKBN25Z2UB
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The UK Treasury's O�ce of Financial Sanctions
Implementation (OFSI) designated on 22 July �ve
individuals allegedly involved in corruption in
Equatorial Guinea, Zimbabwe, Venezuela, and Iraq.
The designations are made pursuant to the Global
Anti-Corruption Sanctions Regulations 2021.

The designated individuals
include Equatorial Guinea Vice
President Teodoro Obiang
Mangue, Zimbabwean
businessman Kudakwashe
Regimond Tagwirei, and
Colombian businessman Alex
Nain Saab Moran

According to the UK government press release, the
designated individuals include Equatorial Guinea Vice
President Teodoro Obiang Mangue and Zimbabwean
businessman Kudakwashe Regimond Tagwirei. Also
listed are Colombian businessmen Alex Nain Saab
Moran and Alvaro Enrique Pulido Vargas, and Nineveh
province Governor Nawfal Hammadi Al-Sultan.
 
Mangue is allegedly involved in the misappropriation
of state funds, corrupt contracting arrangements and
bribe soliciting. He is suspected of purchasing a $100
million mansion in Paris and a $38 million private jet.
Meanwhile, Tagwirei has allegedly accelerated the

devaluation of Zimbabwe’s currency by redeeming
government treasury bills at over-evaluated prices.
Both Saab and Pulido have purportedly exploited two
Venezuelan food and housing programmes and
bene�tted from fraudulent public contracts, with Al-
Sultan thought to have misappropriated public funds
intended for reconstruction efforts. Al-Sultan is
serving a �ve-year sentence for corruption.

  
Under the UK sanctions regime, designated individuals
are subject to asset freezes and travel bans.
 
US State Secretary Antony Blinken and Treasury
Secretary Janet Yellen welcomed the designations.
The US Treasury’s O�ce of Foreign Assets Control
(OFAC) designated Tagwirei in 2020 for providing
support to the government of Zimbabwe. OFAC
sanctioned Al-Sultan in 2019 for misappropriation of
state funds, expropriation of private assets for
personal gain, and involvement in corruption related to
public contracts. In addition to this, OFAC designated
Saab and Pulido in 2019 for orchestrating a corruption
network that is alleged to have laundered hundreds of
millions of dollars.

 

UK government press release

OFSI notice

Consolidated list of �nancial sanctions targets

UK parliament press release

US State Department statement

UK sanctions �ve individuals involved in graft in
Equatorial Guinea, Zimbabwe, Venezuela, Iraq

https://www.gov.uk/government/news/new-uk-sanctions-against-individuals-involved-in-corruption-around-the-world
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1005064/Notice_Global_Anti-Corruption_220721.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1005063/Global_Anti-Corruption.pdf
https://hansard.parliament.uk/Commons/2021-07-22/debates/21072214000020/GlobalAnti-CorruptionSanctions
https://www.state.gov/joint-statement-by-secretary-of-state-antony-j-blinken-and-treasury-secretary-janet-l-yellen-commending-the-united-kingdoms-anti-corruption-sanctions/
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UK Home Secretary Priti Patel laid
a proscription order before
parliament on 12 July which, if
approved, would ban far-right
extremist group The Base. On 13
July, the House of Commons
approved the draft statutory
instrument, which was passed in
the House of Lords on 15 July.
The Home O�ce subsequently
announced on 16 July the
proscription of the terrorist
organisation.
 
The terrorist group, a militant white
supremacist organisation formed

in 2018, is mainly based in the US
and shares political and ideological
characteristics with previously
proscribed groups such as the
Atomwaffen Division, according to
the Home O�ce.
 
Under the new Counter-Terrorism
and Sentencing Act 2021, being a
member of a proscribed group or
providing support to a proscribed
group is a criminal offence.
 
The four proscribed far-right
groups are National Action,
Sonnenkrieg Division, Feuerkrieg

Division, and Atomwaffen Division,
also known as National Socialist
Order. National Action was the �rst
neo-Nazi group to be proscribed in
the UK, in December 2016, after it
glori�ed the murder of MP Jo Cox
by a far-right extremist.

Home O�ce press release

Home O�ce announcement (1…

Proscribed terrorist groups or …

The EU Council adopted on 19
July Council Decision (CFSP)
2021/1192 and Council
Implementing Regulation (EU)
2021/1188, renewing the EU
terrorist list which includes
individuals, groups and entities
involved in terrorist acts that are
subject to restrictive measures.
 
The list, which has been renewed
for another six months, contains
14 persons and 21 groups and

entities subject to the freezing of
funds and other �nancial assets in
the EU. In addition, EU operators
are banned from making funds and
economic resources available to
designated persons.
 
The EU Council initially established
the terrorist list in September 2011,
pursuant to Council Common
Position 001/931/CFSP and
Council Regulation (EC)
2580/2001. The list is reviewed at

least every six months based on
regular exchange of information
between member states and in
light of any developments relating
to the listings.

EU Council press release

Council Decision (CFSP) 2021/…

Council Implementing Regulati…

EU �ght against terrorism (bac…

UK proscribes far-right terrorist group The Base

EU renews terrorist list for another six months

https://www.gov.uk/government/news/home-secretary-to-ban-extreme-right-wing-terrorist-group-the-base
https://www.gov.uk/government/news/terror-group-the-base-outlawed-in-the-uk
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/eu-terrorist-list-council-renews-restrictive-measures-to-combat-terrorism-for-a-further-six-months/
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D1192&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021R1188&from=EN
https://www.consilium.europa.eu/en/policies/fight-against-terrorism/terrorist-list/
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The US Department of Commerce's Bureau of
Industry and Security (BIS) announced on 9 July that
it has added 34 entities to its Entity List, 14 of which
are allegedly involved in China’s “campaign of
repression, mass detention and high-technology
surveillance” against Uyghur and other minorities in
the Xinjiang Uyghur Autonomous Regions of China.
The decision entered into force on 12 July, when the
�nal rule was published in the Federal Register.
 
The action follows the department's decision last
month to list �ve other companies and Chinese
entities over allegations of participating in the practice
of accepting, or utilising forced labour involving
Uyghurs and other Muslim minority groups in Xinjiang.
 
According to BIS, 14 of the companies are based in
China and have purportedly enabled the systemic
campaign of repression, mass detention, and high-
technology surveillance against Uyghurs, Kazakhs,
and members of other Muslim minority groups in
Xinjiang. In addition, �ve other entities have been

listed for “directly supporting” the Chinese military’s
modernisation programmes related to lasers.
 
Furthermore, BIS has listed eight entities for allegedly
facilitating the export of US items to Iran in violation of
the Export Administration Regulations (EAR) or to
entities on the US Department of the Treasury’s O�ce
of Foreign Assets Control (OFAC) specially designated
nationals list. Six further entities have been listed for
their purported involvement in the procurement of US-
origin electronic components to assist Russian
military programmes, and one entity has been added
to a separate military end-user list.
 
Commerce Secretary Gina Raimondo stated that the
US remains committed to “aggressively using export
controls to hold governments, companies and
individuals accountable for attempting to access U.S.-
origin items for subversive activities in countries like
China, Iran, and Russia”.

Department of Commerce press release

US President Joseph Biden announced on 20 July
the continuation for another year of the national
emergency with respect to Mali, which was initially
declared in 2019 through Executive Order (EO)
13882, pursuant to the International Emergency
Powers Acts (IEEPA).
 
According to the White House, several circumstances
in Mali continue to pose a threat to US national
security and foreign policy, including repeated

violations of the 2015 Agreement on Peace and
Reconciliation, the expansion of terrorist activities and
the intensi�cation of drug tra�cking, human
tra�cking, human rights abuses, and attacks on UN
forces and defence and security forces.

White House notice

White House letter

US BIS lists 34 companies over Xinjiang human
rights abuses and US export control violations

US renews national emergency on Mali

https://www.commerce.gov/news/press-releases/2021/07/commerce-department-adds-34-entities-entity-list-target-enablers-chinas
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/07/20/notice-on-the-continuation-of-the-national-emergency-with-respect-to-mali/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/20/a-letter-on-the-continuation-of-the-national-emergency-with-respect-to-mali/
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
designated 22 individuals
connected to Myanmar’s military
on 2 July in response to the
junta’s continued crackdown on
the country’s civilian population.
The Commerce Department’s
Bureau of Industry and Security
(BIS) on the same day added four
�rms to its Entity List that are
identi�ed as supporting the
military junta and labour and
human rights violations.
 
Seven of the OFAC-designated
individuals are listed as members
of the military, including three on
the State Administration Council
(SAC) and four members of the
military government cabinet. The
remaining 15 designees are the
spouses and adult children of SAC
members who have already been

designated by OFAC. The
designations are made pursuant to
Executive Order 14014.
 
The three newly designated SAC
members are Saw Daniel, Banyar
Aung Moe, and Aye Nu Sein. The
four cabinet ministers designated
by OFAC are Minister for
Information Chit Naing, Minister for
Investment and Foreign Economic
Relations Aung Naing Oo, Minister
for Labour, Immigration, and
Population Myint Kyaing, and
Minister of Social Welfare, Relief,
and Resettlement Thet Thet Khine.
Among the adult children and
spouses listed are four relatives of
Lieutenant Generals Moe Myint
Tun and Aung Lin Dwe.
 
The BIS additions to the Entity List
are telecommunications company
King Royal Technologies Co Ltd,

Wanbao Mining, Myanmar Wanbao
Mining Copper Ltd, and Myanmar
Yang Tse Copper Ltd. King Royal
purportedly provides satellite
communications to the Myanmar
military, while the three copper
mining companies are listed for
their apparent revenue sharing
arrangements with the previously
designated Myanma Economic
Holdings Limited. All items subject
to the Export Administration
Regulations destined for the four
newly listed companies now
require a licence as of 6 July,
applications for which will be
reviewed under a policy of
presumption of denial.

OFAC press release

State Department press release

BIS press release

The US Department of the
Treasury’s O�ce of Foreign
Assets Control (OFAC) issued on
6 July a �nal rule to remove the
sanctions regulations related to
the International Criminal Court
(ICC) from the Code of Federal
Regulations. The action follows
President Joe Biden’s termination

on 1 April of the national
emergency declared in Executive
Order (EO) 13928, on which the
regulations were based.
 
EO 13928 of 11 June 2020
determined that any attempt by the
ICC to proceed in various
assertions of jurisdiction over

states that are not parties to the
Rome Statute without consent
constituted a national
security threat to the US.

Federal Register �nal rule

OFAC notice

OFAC designates 22 Myanmar o�cials, BIS adds
four linked �rms to Entity List

OFAC removes ICC-related sanctions regulations

https://home.treasury.gov/news/press-releases/jy0260
https://www.state.gov/the-united-states-takes-further-actions-against-the-burmese-military-regime/
https://www.commerce.gov/news/press-releases/2021/07/commerce-increases-restrictions-burmese-military-adding-four-entities
https://public-inspection.federalregister.gov/2021-14337.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210702_33
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The UN Security Council passed
resolution 2588 (2021) on 29 July
to extend the international body’s
arms embargo on the Central
African Republic (CAR) for
another year and the CAR panel of

experts mandate for 13 months.
Also extended are the asset
freezes and travel bans targeting
individuals and entities connected
with the CAR and arms tra�cking.
 
The vote passed with 14 in favour
and an abstention from China,
whose representative cited recent
progress, including successful
elections. In addition to arms, the
resolution continues the prohibition
on all material support and

assistance to the CAR military, with
exemptions for humanitarian aid
and other supplies directed to the
military or to UN peacekeepers and
French troops.

The panel of experts is requested
to submit a �nal report on the CAR
by the end of June 2022.

 

UN press release

UK FCDO statement

The Council of the European
Union decided on 12 July to
extend the sanctions targeting
speci�c sectors of the Russian
economy in view of the country’s
actions to destabilise the
situation in Ukraine. The
sanctions will now run until 31
January 2022. The decision has
been made pursuant to Council
Decision (CFSP) 2021/1144.
 
The decision follows the
conclusions of the EU Council
meeting on 24-25 June, when EU
leaders called on Russia “to fully
assume its responsibility in
ensuring the full implementation of

the Minsk agreements” and invited
EU institutions to consider
additional restrictive measures.
 
The economic sanctions in
response to Russia’s
destabilisation of Ukraine were �rst
introduced in 2014, pursuant to
Council Decision 2014/512/CFSP,
and include restrictions on access
to EU capital markets for Russian
entities and bans on �nancial
assistance and brokering for
Russian �nancial institutions. In
addition, the restrictive measures
prohibit the direct or indirect
import, export or transfer of all
dual-use items for military use or

to military end-users in Russia, as
well as access to certain sensitive
goods and technologies intended
for the Russian energy sector.

  
The EU also established restrictive
measures in response to Russia’s
unlawful annexation of Crimea and
the city of Sevastopol, which
include asset freezes and travel
restrictions and restrictive
economic relations with the region.

EU Council press release

Council Decision (CFSP) 2021/…

European Council conclusions …

UN Security Council renews Central African
Republic sanctions and arms embargo

EU extends Russia economic sanctions over
destabilisation of Ukraine

https://www.un.org/press/en/2021/sc14590.doc.htm
https://www.gov.uk/government/speeches/combating-the-risk-of-arms-proliferation-and-ensuring-a-pathway-to-peace-in-central-african-republic
https://www.consilium.europa.eu/en/press/press-releases/2021/07/12/russia-eu-prolongs-economic-sanctions-over-the-destabilisation-of-ukraine-by-six-months/
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32021D1144&from=EN
https://www.consilium.europa.eu/en/press/press-releases/2021/06/25/european-council-conclusions-on-external-relations-24-june-2021/
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The US Department of State
published on 1 July the �rst
Section 353 Corrupt and
Undemocratic Actors report,
listing several individuals in El
Salvador, Guatemala, and
Honduras, who are purported to
have “knowingly engaged in
actions that undermine
democratic processes or
institutions” and “signi�cant
corruption”, as well as “obstructed
investigations into such acts of
corruption” in the region. Over 50
listed individuals are now
ineligible for visas and prohibited
from entering the US. The list will
be subject to further review.
 
The list also identi�es and includes
persons in the Northern Triangle
countries who are alleged to have
knowingly engaged in corruption
related to government contracts,
bribery and extortion, the
facilitation or transfer of the
proceeds of corruption, including
through money laundering, as well
as acts of violence, harassment
and intimidation.
 

The list follows a law sponsored in
December 2020 by former US
congressman Elliot L. Engel, which
required the Department of State
to identify and report to Congress a
“list of corrupt and undemocratic
actors in El Salvador, Guatemala
and Honduras”, to be prohibited
from entering the US. The
legislation also called for the
creation of a �ve-year strategy on
“efforts to advance prosperity,
combat corruption, strengthen
democratic governance”.

 

Listed individuals include

Department of State press rele…

Section 353 Corrupt and Unde…

US issues list of corrupt and undemocratic
actors in El Salvador, Guatemala and Honduras

Former Honduras president
Jose Por�rio “Pepe” Lobo Sosa
and former �rst lady Rosa Elena
Bonilla de Lobo, for accepting
bribes from the narco-
tra�cking organisation Los
Cachiros in exchange for
political favours

Current Honduran
congressional representatives
Milton Jesus Puerto Oseguera,
Gustavo Alberto Perez and
Juan Carlos Valenzuela Molina,
who were also indicted in
the Arca Abierta MACCIH-
investigated corruption case for
embezzling $800,000 from
various government agencies

Former Guatemala president
Alvaro Colom Caballeros, for
participating in fraud and
embezzlement involving a new
bus system in Guatemala City
known as Transurbano

Former Guatemala
congressional representative
Mario Amilcar Estrada Orellana,
who was also sentenced by a
US court for requesting millions
of dollars from Mexico’s Sinaloa
Cartel to �nance political
campaigns

Former El Salvador vice
minister for foreign investment
and development �nancing
José Luis Merino, for engaging
in major corruption during his
term in o�ce through bribery
and for participating in a money
laundering scheme

Current Legal Advisor to the
President of El Salvador Conan
Tonathiu Castro Ramírez, for
undermining democratic
processes by assisting in the
“inappropriate removal” of �ve
Supreme Court Magistrates and
the Attorney General

https://www.state.gov/u-s-releases-section-353-list-of-corrupt-and-undemocratic-actors-for-guatemala-honduras-and-el-salvador/
https://www.state.gov/reports/section-353-corrupt-and-undemocratic-actors-report/
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
designated on 28 July Turkey-
based Hasan Al-Shaban and
Syria-based Farrukh Furkatovitch
Fayzimatov for materially
assisting Al-Qaida and Al-Qaida
linked group Hay’at Tahrir Al-
Sham (HTS). OFAC also
announced sanctions against
eight Syrian prisons, �ve senior
security o�cials, two militia
groups, and two militia leaders for
human rights violations.
 
According to OFAC, Al-Shaban has
materially assisted Al-Qaida and its
efforts in Syria by providing his
personal bank accounts to
prospective donors. Al-Qaida
members have allegedly used his

bank accounts to coordinate the
movement of money from several
jurisdictions, while Al-Shaban has
allegedly also coordinated money
transfers to Turkey. Fayzimatov is
accused of organising online
propaganda and fundraising
campaigns for HTS. The
designations are being made
pursuant to EO 13224.
 
OFAC also designates Saydnaya
Military Prison for engaging in
human rights abuse since the start
of the Syrian crisis, along with
seven other prisons for being
owned or controlled by the
previously sanctioned Syrian
General Intelligence Directorate
and Syrian Military Intelligence.
Five senior Syrian prison o�cials,

Kifah Moulhem, Wa�q Nasser, Asef
Al-Deker, Malik Ali Habib, and
Ahmed Al-Dib, are also designated.
 
The US is also designating Saraya
al-Areen, a militia a�liated with the
Syrian Arab Army, two of its
leaders, Ahmad Ihsan Fayyad al-
Hayes and Raed Jassim al-Hayes,
and group Ahrar al-Sharqiya.
 
The second set of designations
made in connection with human
rights abuses in Syria are made
pursuant to EO 13894 and 13572.

OFAC press release

OFAC press release

Initially the key terror group operating in Syria in the early years of the uprising against the regime of
Bashar Al-Assad, Al-Qaida’s local a�liate Jabhat Al-Nusra (the Al-Nusra Front) was displaced in 2014 by
the so-called Islamic State as the main radicalising force in the country, with the latter becoming the
primary target of both Syrian regime and Western coalition military activity. Fast forward to 2021, however,
and it is the former commanders of the Al-Nusra Front who are now the dominant jihadist-Sala� force in
Syria. Hay’at Tahrir Al-Sham (HTS) is widely seen as the successor organisation to the Al-Nusra Front, and
has carved out an enclave of de facto military and economic control in northwest Syria, in parts
of Idlib and other neighbouring provinces. These territories form the last bastion of non-regime control in
the country, beyond the Kurdish-controlled areas. In what has been widely seen as a PR campaign to
attract international acceptance, HTS’ commander Abu Mohammed Al-Jolani, formerly the face of the Al-
Nusra Front, renounced the group’s ties to Al-Qaida and has sought to rebrand the group as a more
moderate entity. However, the US remains unconvinced that the group has severed ties to Al-Qaida. 
 

US designates two Al-Qaida �nancial facilitators,
sanctions 17 Syrian groups and o�cials

Aperio Analysis by Tom Ready

https://home.treasury.gov/news/press-releases/jy0293
https://home.treasury.gov/news/press-releases/jy0292
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The US State Department
announced on 12 July that it has
imposed travel restrictions on 100
Nicaraguans, all of whom are
either members of the National
Assembly or the country’s
judiciary and some members of
their families. The visa
restrictions, as well as revocation
of existing visas, are made in
response to what the US
government claims are actions
undermining democracy or
supporting the suppression of
civil protests in the country.
 
The designated individuals, who
have not been named publicly, are
all accused of materially

supporting the regime of Daniel
Ortega to suppress civil dissent.
Listed infractions include the arrest
of six political candidates amongst
26 individuals detained for
engaging in pro-democratic action.
 
The State Department also notes
three recently passed pieces of
legislation on cybercrime, foreign
agents, and sovereignty, which it
deems will restrict free speech and
political participation. Other
actions leading to the visa
restrictions include harassment
and attempted silencing of free
press and undermining democratic
processes and institutions.
 

According to reporting
by Associated Press, the six
candidates who have been
arrested since June were seeking
to challenge Ortega in the
upcoming presidential election on
7 November. Ortega has served
three terms as president since
2007 under the current
government after leading the
country from 1979 to 1990.

State Department press release

AP article

The White House announced on 7
July that US President Joseph
Biden has submitted a notice to
the Federal Register to continue
the national emergency �rst
declared 10 years ago via
Executive Order (EO) 13581 with
respect to transnational criminal
organisations. The national
emergency will be extended for
one year beyond 24 July.
 

EO 13863, signed in 2019, adds to
then-president Barack Obama’s
2011 EO on transnational crime by
amending the de�nition of
transnational criminal
organisations and expanding the
opportunities for designation by
the Treasury’s O�ce of Foreign
Assets Control.
 
President Biden states that
signi�cant transnational criminal

organisations are carrying out
operations which continue to
represent an unusual and
extraordinary threat to US national
security, as well as posing
economic and foreign policy risks.

White House notice

White House letter

US imposes visa restrictions on 100
Nicaraguans for anti-democratic activities

US renews national emergency with respect to
transnational organised crime

https://www.state.gov/the-united-states-restricts-visas-of-100-nicaraguans-affiliated-with-ortega-murillo-regime/
https://apnews.com/article/lifestyle-travel-nicaragua-9ec55f9d93395fa7793a2adf0f4bd8e2
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/07/07/notice-on-the-continuation-of-the-national-emergency-with-respect-to-transnational-criminal-organizations/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/07/letter-to-the-speaker-of-the-house-of-representatives-and-the-president-of-the-senate-on-the-continuation-of-the-national-emergency-with-respect-to-transnational-criminal-organizations/


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

55

US Secretary of State Antony
Blinken announced on 20 July the
designation of former Honduran
president Por�rio Lobo Sosa,
known as Pepe Lobo, and his
immediate family for alleged
involvement in signi�cant acts of
corruption. The designated
individuals are banned from
entering the US.
 
The designations are made
pursuant to Section 7031(c) of the
Department of State, Foreign
Operations, and Related Programs
Appropriations Act 2021. In
addition to the former head of
state, the US has also designated
former �rst lady Rosa Elena Bonilla
Ávila, the couple’s adult children,
Fabio Por�rio Lobo and Ambar

Naydee Lobo Bonilla, and their
minor sibling.
 
Pepe Lobo, who held o�ce
between 2010 and 2014, allegedly
accepted bribes from the Los
Cachiros drug tra�cking cartel in
exchange for political favours,
according to Blinken. In March
2017, CNN reportedly obtained US
court documents pertaining to the
case of former Cachiros leader
Devis Leonel Rivera Maradiaga
which claim that the drug tra�cker
confessed to paying large sums of
money in bribes to Por�rio and
Fabio Lobo in exchange for
protection from extradition and
police investigations. The former
president denies the accusations.

  

The Secretary of State further
asserts that Rosa Bonilla
committed fraud and
misappropriated public funds for
her own personal bene�t. In August
2019, the Sentencing Court for
Matters of Corruption found the
former �rst lady guilty of eight
counts of fraud and
misappropriation. The court
sentenced her in September to 58
years imprisonment and ordered
her to pay a �ne of HNL 1.28
million (£39,000). In 2020, the
Criminal Chamber of the Honduran
Supreme Court of Justice ordered
a retrial of the case.

State Department press release

Honduran Judiciary Twitter po…

US President Joseph Biden
announced on 7 July the
continuation for another year of
the national emergency with
respect to Hong Kong, which was
initially declared in 2020 through
Executive Order (EO) 13936,
pursuant to the International
Emergency Powers Acts (IEEPA).
 
According to the White House
notice, the actions taken by the
People’s Republic of China to

undermine the autonomy of Hong
Kong “continue to pose an unusual
and extraordinary threat to the
national security, foreign policy and
economy of the US”.
 
The O�ce of the Commissioner of
the Ministry of Foreign Affairs in
Hong Kong (OCMFA) condemned
on 8 July the US decision, and
“�rmly opposed repeated US
meddling in Hong Kong […] and
China’s internal affairs”. In addition,

the OCMFA stated that the decision
to extend Hong Kong-related
sanctions violates international law
and threatens China’s sovereignty,
security and development plans, as
well as Hong Kong’s stability.

White House notice

White House letter

OCMFA press release

US designates former Honduran president

US renews national emergency on Hong Kong

https://www.state.gov/designations-of-former-honduran-president-porfirio-pepe-lobo-sosa-and-former-first-lady-rosa-elena-bonilla-avila-for-involvement-in-significant-corruption/
https://twitter.com/PJdeHonduras/status/1238519951146786817
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/07/07/notice-on-the-continuation-of-the-national-emergency-with-respect-to-hong-kong/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/07/letter-to-the-speaker-of-the-house-of-representatives-and-the-president-of-the-senate-on-the-continuation-of-the-national-emergency-with-respect-to-hong-kong/
http://www.fmcoprc.gov.hk/eng/gsxw/t1890681.htm
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The US Department of the Treasury’s O�ce of
Foreign Asset Control (OFAC) announced on 22 July
the designation of Cuban Minister of Defence Álvaro
López Miera and the Cuban Ministry of Interior’s
Special National Brigade (Brigada Especial Nacional
del Ministerio del Interior, SNB), pursuant to
Executive Order (EO) 13818 implementing the Global
Magnitsky Human Rights Accountability Act. The
designations are made in light of the repression of
peaceful and pro-democratic protests in the country.
 
According to OFAC, Miera is being designated for
being a foreign person who is the leader or o�cial of
Cuba’s Ministry of the Revolutionary Armed Forced
(MINFAR), an entity allegedly engaged in serious
human rights abuses, which was blocked pursuant to
the Cuban Assets Control Regulations. SNB is being
designated for “being owned or controlled by, or for
acting or purporting to act for or on behalf of, directly
or indirectly”, the Cuban Ministry of Interior (MININT),
which was designated by OFAC on 15 January
pursuant to the Global Magnitsky programme. The

sanctions freeze all property and interests held by
Miera and SNB in the US.
 
On the same day, US President Joe Biden condemned
“the mass detentions and sham trials” which led to the
sentencing of Cuban citizens who have been
protesting against the Cuban regime, and underlined
that in addition to OFAC’s sanctions, the US will
continue to impose restrictive measures on those
responsible for the “oppression of the Cuban people”.
In a White House factsheet concerning US measures
on Cuba, the Biden-Harris administration called for the
swift release of protestors who are being unlawfully
detained and highlighted that the US will maximise the
�ow of remittance payments to Cuban people and will
re-staff the US Embassy in Havana, in order to
enhance its ability to provide consular services.
 
Concurrently, the US Secretary of State Antony Blinken
reiterated that the US “will continue to take action to
promote accountability for the Cuban government’s
human rights abuses”, including by imposing
additional sanctions pursuant to the Global Magnitsky
Human Rights Accountability Act.

OFAC press release

US Department of State press release

Updated SDN list

US President statement

White House factsheet

EO 13818

US Treasury designates Cuban Minister of
Defence and Special Forces Brigade

https://home.treasury.gov/news/press-releases/jy0288
https://www.state.gov/sanctioning-cuban-security-forces-in-response-to-violent-repression-of-protests/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210722
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/22/statement-by-president-joseph-r-biden-jr-on-continuing-crackdown-in-cuba/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/22/fact-sheet-biden-harris-administration-measures-on-cuba/
https://www.govinfo.gov/content/pkg/FR-2017-12-26/pdf/2017-27925.pdf
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The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
announced on 30 July the
designation of the Cuban Policia
Nacional Revolucionaria (PNR)
and the national police’s director
and deputy director in response to
the ongoing violent suppression
of pro-democracy protestors.

The US President
announced that he
has ordered the
State and Treasury
Departments to
recommend within
a month how to
direct remittances
to Cuban citizens
while bypassing the
Cuban military

The PNR and Director, Oscar
Callejas Valcarcel, along with
Deputy Director Eddy Sierra Arias,
are designated pursuant to
Executive Order 13818, an
extension of the Global Magnitsky
sanctions regime. The move
follows the previous week’s
designation of Cuba’s military chief

and the Ministry of the Interior’s
Special National Brigade for violent
repression. The Treasury cites
photographic evidence of the PNR
beating and detaining a Catholic
priest and minors.
 
The two police commanders are
subject to asset freezes and travel
bans as well as the prohibition of
any US person or entity from
engaging in transactions with or
materially supporting Callejas and
Sierra. In a State Department press
release, Secretary of State Antony
Blinken reiterates US support for
Cuban protestors, stating they
“deserve to have pride in their
homeland and the basic
necessities of life” currently lacking
under the current regime.
 
US President Joseph Biden on 30
July met with Cuban-American
leaders to discuss the ongoing
situation in Cuba, delivering
subsequent remarks in which he
states that the US will continue
imposing sanctions on individuals
supporting the abuses by the
Cuban government. Biden adds
that the US is increasing means to
assist Cubans in accessing the
internet to bypass regime
censorship. Furthermore, the
President announced that he has

ordered the State and Treasury
Departments to offer
recommendations within a month
on how to direct remittances to
Cuban citizens while bypassing the
Cuban military.
 
In a White House press brie�ng the
same day, an unnamed senior
administration o�cial stated that
the government is considering
paying private telecommunication
service providers to offer wireless
LTE communications to Cuban
citizens. On remittances, the
o�cial acknowledged challenges
to the possibility of funds being
intercepted but cites the use of
licences that have allowed
Venezuela’s interim government
abroad to send funds directly to
Venezuelans as an example of
technological progress.

Treasury press release

OFAC update

Updated SDN list

State Department press release

White House press brie�ng

US President remarks

AP article

OFAC sanctions Cuban national police and as
Biden explores additional sanctions

https://home.treasury.gov/news/press-releases/jy0298
https://content.govdelivery.com/accounts/USTREAS/bulletins/2eabf1d
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210730
https://www.state.gov/sanctioning-cuban-police-in-response-to-violent-repression-of-peaceful-protests/
https://www.whitehouse.gov/briefing-room/press-briefings/2021/07/30/background-press-call-by-a-senior-administration-official-on-cuba/
https://www.whitehouse.gov/briefing-room/speeches-remarks/2021/07/30/remarks-by-president-biden-at-meeting-with-cuban-american-leaders/
https://apnews.com/article/technology-joe-biden-cuba-internet-access-8a3f16fc40a69a8f92613e905659b86c
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China’s Ministry of Foreign Affairs
announced on 23 July that it
imposed unspeci�ed
countersanctions on six US
individuals and one entity,
including former secretary of
Commerce Wilbur Louis Ross Jr
and members of NGOs dedicated
to human rights.
 
The move comes a week after the
US authorities issued a Hong Kong
business advisory and imposed
restrictive measures on o�cials of
China’s Hong Kong Liaison O�ce.

A spokesperson for the Chinese
Foreign Ministry quali�ed the
imposition of sanctions as “illegal”
and stated that the advisory
“smear[s]” Hong Kong’s business
environment.
 
In addition to former secretary
Ross, the other sanctioned
individuals are Chairman of US-
China Economic and Security
Review Commission (USCC)
Carolyn Bartholomew, former staff
director of the Congressional-
Executive Commission on China

(CECC) Jonathan Stivers, National
Democratic Institute for
International Affairs’ DoYun Kim,
Senior Program Manager of the
International Republican Institute
(IRI) Adam Joseph King, and
Human Rights Watch’s China
Director, Sophie Richardson. China
has also sanctioned the Hong
Kong Democratic Council.

Chinese Foreign Ministry press…

White House press conference …

Ukrainian President Volodymyr
Zelensky signed a decree on 26
July bringing into force the 16
July listing by the National
Security and Defence Council of
Ukraine of six individuals and 10
entities, including the Russian
online retail company Wildberries,
its senior leadership and several
of its European subsidiaries, and
three French-registered NGOs
purportedly representing Russian
interests in Crimea.
 
The three NGOs are the France-
Crimea Association, the

Association of the Representation
of the Donetsk People’s Republic in
France, and the O�cial
Representative Center for the
Donetsk People’s Republic in
France. Related individuals
designated via decree on 26 July
are the latter group’s founder,
Gerald-Hubert Fayard, and
International Press Center Doni
staff member Christel Neant.  
 
Four co-founders of Wildberries are
designated, Tatiana and Vladislav
Bakalchuk, Andrei Reviashko, and
Aleksei Kuzmenko. Tatiana

Bakalchuk is also the company’s
CEO. In addition to the Wildberries
company, Ukraine has designated
its Ukrainian, Armenian, Belarusian,
Kyrgyz, Kazakh, and Polish
divisions. The company’s Ukrainian
assets are to be frozen for a three-
year period, during which time
local business contact and fund
access is blocked.

Ukraine Presidential decree

China imposes countersanctions on former US
Commerce secretary and NGO o�cials

Ukraine sanctions six individuals and 10 entities,
including Wildberries and Crimea/Donetsk NGOs

https://www.fmprc.gov.cn/mfa_eng/xwfw_665399/s2510_665401/t1894670.shtml
https://www.whitehouse.gov/briefing-room/press-briefings/2021/07/23/press-briefing-by-press-secretary-jen-psaki-july-23-2021/
https://www.rnbo.gov.ua/ua/Ukazy/4936.html
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GUIDANCE

The US Departments of State,
Treasury, Commerce and
Homeland Security issued on 16
July an advisory highlighting
emerging risks associated with
operating a business in Hong
Kong, which include risks related
to China’s retaliation measures
against companies that comply
with US sanctions. In addition,
OFAC added seven Chinese
citizens to its SDN list, pursuant
to the Hong Kong Autonomy Act.
 
The guidance highlights that the
National Security Law (NSL),
imposed by China in June 2020,
“led to major structural changes
that signi�cantly reduce Hong
Kong’s autonomy” and established
offences such as secession,
subversion, terrorist activities and
collusion with a foreign country or
external elements to endanger
national security. The paper notes
that companies operating in Hong
Kong, as well as individuals
conducting businesses on their

behalf are subject to the NSL and
may face criminal �nes or
suspension or revocation of their
operations, licences or business
applications. Certain provisions
may also apply to offences
committed outside Hong Kong to
“incorporated and unincorporated”
bodies set up in the region.
 
With respect to data privacy risks,
the advisory underlines that China
and Hong Kong collect data from
companies and individuals
concerning actions that may
violate “national security”, including
collecting information on
participating in primary elections,
posting opinions on social media
platforms, meeting with diplomats
or calling for political steps
protected by the Basic Law.
Moreover, law enforcement
agencies are allowed, in
accordance with NSL provisions, to
conduct “wiretaps or electronic
surveillance” without warrants, and
businesses may face risks
associated with the surrender of
corporate and customer data to
the authorities. The paper also
notes that businesses may face
restricted access to information.
 
The guidance recommends US
businesses are aware of potential

consequences of engaging with
sanctioned Chinese or Hong Kong
entities or individuals.
 
US authorities advise organisations
subject to US jurisdiction, as well
as foreign entities conducting
activities in or with the US or US
persons, or that deal in US origin
items and services, to adopt a risk-
based approach to sanctions
compliance “by developing,
implementing, and routinely
updating a sanctions compliance
program”. Concurrently, businesses
should apply industry due
diligence policies and procedures
to identify and mitigate risks.

The Chinese individuals added to
OFAC’s SDN list on the same day
are: Dong Chen, Jing He, Xinning
Lu, Hong Qui, Tieniu Tan, Yang
Jianping and Zonghua Yin. All of
the listed persons are deputy
directors of the Liaison O�ce of
the Central People’s government
of the Hong Kong Special
Administrative Region (LOCPG).

US State Department press rel…

US State Department press rel…

OFAC press release

Hong Kong Business advisory

US issues Hong Kong business advisory, OFAC
designates seven individuals

https://www.state.gov/issuance-of-a-hong-kong-business-advisory/
https://www.state.gov/marking-one-year-of-hong-kongs-national-security-law/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210716
https://home.treasury.gov/system/files/126/20210716_hong_kong_advisory.pdf
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The UK’s Financial Conduct
Authority (FCA) published on 28
July a Dear CEO letter which calls
for lenders of small and medium
enterprises (SME) to report any
instances where an FCA-
authorised �rm, which is a
borrower under the UK
Government’s Bounce Back Loan
Scheme (BBLS), has been
involved in fraudulent activities.
 
The letter notes that if allegations
of fraud arise in relation to BBLS
borrowers registered for
supervision under the Money
Laundering Regulations, lenders
are expected to commence an
internal investigation and notify the
FCA. In addition, the regulator calls

for lenders to enhance their
customer due diligence veri�cation
mechanisms in order to improve
detection of fraudulent activity
both during the loan application
stage, as well as while undertaking
BBLS collection and recovery
activities. Moreover, the FCA
recommends keeping resourcing
levels under review for the
purposes of identifying and
reporting �nancial crime in a timely
manner, and “assess, monitor and
manage controls to identify fraud
cases effectively in line with
existing requirements”.
 
Lenders are reminded to inform the
British Business Bank (BBB) about
any suspected fraud case

concerning BBLS loans and to
report any suspicions of money
laundering associated with fraud,
in line with provisions of the
Proceeds of Crime Act. BBLS
accredited lenders should also
report fraud linked to this scheme
to Action Fraud, the UK’s national
reporting centre for fraud and
cybercrime. The FCA highlights the
importance of the Senior
Managers and Certi�cation Regime
when considering SME collections
and recoveries.

FCA Dear CEO letter

The UK HM Treasury updated on
12 July its advisory notice on
money laundering and terrorist
�nancing controls with respect to
overseas jurisdictions.
 
The update precedes the 13 July
entry into force of the Money
Laundering and Terrorist Financing
(Amendment) (No. 2) (High-Risk
Countries) Regulations 2021,

which amends the Schedule 3ZA
list to replicate the countries listed
by the FATF as high-risk. The
advisory notice has been amended
to re�ect the addition of Haiti,
Malta, Philippines and South Sudan
to the list, and the removal of
Ghana, following the FATF plenary.
 
According to the advisory, the UK
regulated sector is required to

conduct enhanced due diligence
procedures with respect to (1) any
business relationship with a person
established in a listed country; and
(2) any relevant transaction where
either of the parties to the
transaction is in a listed country.

UK government notice

Updated advisory notice

UK FCA Dear CEO letter calls for SME lenders to
report fraudulent activity

UK HM Treasury updates advisory notice on
ML/TF controls in high-risk jurisdictions

https://www.fca.org.uk/publication/correspondence/dear-ceo-letter-sme-lending.pdf
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice#history
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1001026/Advisory_Notice_June__2021.pdf
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The UK Home O�ce published on 7 July circular
004/2021 on the con�dentiality of anti-money
laundering (AML) suspicious activity reports (SARs)
in the context of disclosure in private civil litigation.
The circular provides guidance to ensure the
protection of SARs’ reporters, subjects and integrity.
It sets out best practice on how to document
decisions to reduce the reliance on SARs in
litigation, how to respond to data subject access
requests (DSAR) and the steps when obliged to
disclose a SAR.

The Home O�ce advises that
reporters should avoid as far as
possible referring to SARs in the
documentation of their internal
decision-making processes

The circular corroborates circular 022/2015
establishing the standard procedure to be followed by
law enforcement in regard to the disclosure of SARs
under the Criminal Procedure and Investigation Act
1996, which explains that individual SARs submitted
to the National Crime Agency (NCA) should remain
con�dential and should not be disclosed during civil
and criminal proceedings.
 
The Home O�ce advises that reporters should avoid
as far as possible referring to SARs in the
documentation of their internal decision-making

processes. To reduce the reliance on SARs, the
circular recommends focusing on reasons for exiting
or terminating a customer relationship in such cases,
such as the reporter’s inability to apply the required
customer due diligence measures, commercial
factors, or non-compliance with agreed terms and
conditions. The circular notes that where the reporter
is obliged under the Civil Procedure Rules or a court
order, the SAR will become disclosable.
 
In cases where SARs become disclosable, reporters
are advised to contact the NCA promptly and list: (1)
all the SARs anticipated as disclosable; (2) the reason
why such disclosure is anticipated; (3) a summary of
any claim or defence; (4) the relevant court deadlines;
and (5) any other relevant material.
 
Reporters that receive a DSAR under the Data
Protection Act 2018 (DPA) are requested to consider
their disclosure obligations and their approach to
managing material. The available exemptions under
the DPA should be considered, such as the exemption
for the purposes of the prevention and detection of
crime, the apprehension or prosecution of offenders,
or the assessment or collection of tax or duty.

Home O�ce press release

Circular 004/2021

Circular 022/2015

UK Home O�ce issues circular on con�dentiality
of SARs in private civil litigation

https://www.gov.uk/government/publications/circular-0042021-money-laundering-and-suspicious-activity-reports
https://www.gov.uk/government/publications/circular-0042021-money-laundering-and-suspicious-activity-reports/0042021-money-laundering-the-confidentiality-and-sensitivity-of-suspicious-activity-reports-sars-in-the-context-of-disclosure-in-private-civil-li
https://www.gov.uk/government/publications/circular-0222015-money-laundering-the-confidentiality-and-sensitivity-of-suspicious-activity-reports-sars-and-the-identity-of-those-who-make-them/circular-0222015-money-laundering-the-confidentiality-and-sensitivity-of-suspicious-activity-reports-sars-and-the-identity-of-those-who-make-them
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The European Commission and
European External Action Service
(EEAS) launched on 13 July due
diligence guidance to support
corporate efforts to address the
risk of forced labour in supply
chains. The Commission states
that the non-binding guidance
“will enhance companies' capacity
to eradicate forced labour from
their value chains by providing
concrete, practical advice on how
to identify, prevent, mitigate and
address its risk”.
 

The guidance aims to provide
European companies with practical
advice on the use of existing
international due diligence
instruments to combat forced
labour in supply chains and as
such does not create any new legal
obligations. The guidance provides
factors to consider at all stages of
the due diligence process, from the
design of internal policies to
remediation efforts.
 
An estimated 25 million people are
subject to forced labour globally,
states the report. An estimated 16
million are exploited in the private
sector with 4.8 million subject to
sexual exploitation and 4 million in
state-backed forced labour.

  
The guidance reviews EU and
international instruments on

responsible business conduct that
are relevant for tackling forced
labour in operations. Promoting
responsible and sustainable value
chains is a key element of the EU
trade strategy published in
February 2021.
 
The Commission states that the
guidance delivers on the trade
strategy and bridges the time until
legislation on sustainable
corporate governance is passed.
Legislation is set to introduce a
mandatory due diligence duty
requiring EU companies to mitigate
and account for sustainability
impacts in their operations and
supply chains.

EU Commission press release

EU guidance

The UK’s Financial Conduct
Authority (FCA) issued on 7 July
several recommendations on
protecting against pension
scams. The regulator states that
fraudsters have stolen over £2.2
million in the �rst �ve months of
the year, according to the latest
�gures from Action Fraud.

Research carried out by the FCA
reveals that the average loss
reported was £51,000, representing
an over 100 percent increase
compared to last year’s �gure. Over
a quarter of the 2,000 respondents
reported that they feel more at risk
of fraud during the Covid-19
pandemic. Of these, two out of

three quali�ed the tactics used as
increasingly complex.

 

The FCA �nds that 68 percent of
pension savers expressed
con�dence at being able to identify
red �ags of such scams. However,
when tested, a large majority failed.

FCA press release

EU Commission guidance to help companies
combat forced labour in supply chains

UK FCA advice on avoiding pension scams

https://ec.europa.eu/commission/presscorner/detail/en/ip_21_3664
https://trade.ec.europa.eu/doclib/docs/2021/july/tradoc_159709.pdf
https://www.fca.org.uk/news/press-releases/scammers-target-pension-pots


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

63

The US Departments of State,
Commerce, Homeland Security,
Labor, and the Treasury, along
with the O�ce of the US Trade
Representative issued on 13 July
an updated advisory on the risks
for businesses with potential
exposure in their supply chain to
entities engaged in human rights
abuses in the Xinjiang Uyghur
Autonomous Region of China.

Signi�cantly, the
advisory urges
businesses and
individuals to
undertake
“heightened human
rights due
diligence”, in line
with the UN Guiding
Principles on
Business and
Human Rights

The advisory raises awareness
with respect to four primary
potential instances of supply chain
risk exposure: 1) supporting
companies that assist in the
development of surveillance tools
used by the Chinese authorities in

Xinjiang; 2) sourcing labour from
Xinjiang directly or indirectly from
companies located elsewhere in
China that bene�t from forced
labour in the region; 3) supplying
US software, technology and other
commodities to entities engaged in
surveillance and forced labour
practices; and 4) supporting the
construction and operation of
facilities used to detain Uyghurs
and other minorities in Xinjiang.
 
Signi�cantly, the advisory urges
businesses and individuals to
undertake “heightened human
rights due diligence”, in line with
the UN Guiding Principles on
Business and Human Rights and
other international guidance, to
identify potential supply chain
connections to entities operating in
Xinjiang, linked to Xinjiang, or
utilising Uyghur or other ethnic
minority labourers from Xinjiang.
 
In addition, the advisory provides
updated information with respect
to the US government’s actions
taken in response to purported
human rights abuses linked to
Xinjiang, including the issuance of
Withhold Release Orders by US
Customs and Border Protection,
the addition of entities to the US
Department of Commerce Entity
List, the imposition of economic
sanctions by the US Department of

the Treasury, the imposition of visa
restrictions by the US Department
of State, and the addition of goods
to the US Department of Labor’s
List of Goods Produced by Child
Labor or Forced Labor.
 
The issuance of the advisory
follows the listing on 9 July of 14
additional companies over their
alleged role in the systemic
“campaign of repression, mass
detention and high-technology
surveillance” against ethnic
minorities in Xinjiang.
 
The Chinese State Council
Information O�ce published a
white paper in July, detailing the
country's progress in protecting the
rights of all ethnic groups in
Xinjiang. The paper, called
‘Respecting and Protecting the
Rights of All Ethnic Groups in
Xinjiang’, claims that the Chinese
government has improved ethnic
equality and living standards
among the ethnic groups, stating
that supervisory systems have
been put in place to “protect labour
rights and interests” and to
investigate potential breaches.

Updated advisory

Factsheet

Chinese State Council Informat…

US government issues updated guidance on
business risks related to Xinjiang

https://www.state.gov/wp-content/uploads/2021/07/Xinjiang-Business-Advisory-13July2021-1.pdf
https://www.state.gov/issuance-of-updated-xinjiang-supply-chain-business-advisory/
http://english.www.gov.cn/archive/whitepaper/202107/14/content_WS60ee599bc6d0df57f98dcd8c.html
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The European Banking Authority
(EBA) published on 30 July
clari�cations to the sixth set of
issues raised by its industry
working group on application
programming interfaces (API WG)
under the revised Payment
Services Directive (PSD2). The
clari�cations speci�cally concern
authentication with electronic
signatures, biometrics and
authentication on mobile apps,
preventing social engineering
fraud, the ability of payment
initiation service providers to
refuse a request to initiate a
transaction, and complexity in the
authentication process.
 
With respect to preventing social
engineering fraud, one participant
of the API WG observed that the
fraud rate of payment transactions
initiated by payment initiation
service providers (PISPs) is much

higher compared to transactions
initiated directly with the account
servicing payment service
providers (ASPSP). Their opinion
was that payment service users
(PSUs) are not properly informed
by PISPs on fraud cases, social
engineering fraud in particular, or
their fraud monitoring does not
work properly. PISPs participating
in the API WG were of the view that
“warning measures undermine
trust in their service”.
 
The EBA’s response indicates that,
in line with its guidelines under
PSD2 and on customer due
diligence, all payment service
providers, including PISPs should
introduce tools and measures to
prevent fraud, including by
informing their PSUs on the risks
of social engineering fraud and
other types of fraud.
 

In addition, the EBA highlights that
pursuant to Article 36(4) of the
regulatory technical standards
(RTS) on Strong Customer
Authentication (SCA) and Common
Secure Communications (CSC),
PISPs shall provide ASPSPs “with
the same information as requested
from the payment service user
when initiating the payment
transaction directly”. Therefore,
provided that the applicable legal
requirements are being met,
including by obtaining the consent
of the PSU, PISPs shall provide
information that would allow
ASPSPs to apply the security
measures they have put in place to
mitigate the risk of known fraud
cases, including social engineering.

EBA press release

Sixth set of issues raised by th…

The UK Department for
International Trade (DIT)
published on 1 July six notices to
importers (NTI) explaining current
prohibitions and controls with
respect to the Democratic

People’s Republic of Korea
(DPRK), Iran, Libya, Russia,
Somalia, and Syria.
 
The NTIs provide a summary of the
goods prohibited from entering the

UK which originate in or are
consigned from the territory of said
countries and sets out the relevant
licencing process.

DIT updated guidance on impo…

EBA publishes clari�cations on fraud issues
raised by working group on APIs under PSD2

UK publishes notices to importers on DPRK, Iran,
Libya, Russia, Somalia and Syria sanctions

https://www.eba.europa.eu/eba-publishes-clarifications-sixth-set-issues-raised-its-industry-working-group-application
https://www.eba.europa.eu/sites/default/documents/files/document_library/News%20and%20Press/Press%20Room/Press%20Releases/2021/1017850/Sixth%20set%20of%20issues%20raised%20by%20EBA%20WG%20on%20APIs.pdf
https://www.gov.uk/guidance/import-controls
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The UK’s Financial Conduct
Authority (FCA) published on 2
July issue 35 of its Primary
Market Bulletin, which covers the
FCA’s proposed approach on
eligibility assessment and listing
applications for companies
conducting cannabis-related
activities. The proposed approach
is detailed in a new primary
market technical note which will
be included on the FCA’s
Knowledge Base and is currently
subject to public consultation,
with comments due by 12 August.
 
The technical note highlights that
the FCA will not admit, directly or
indirectly, to the O�cial List the
securities of a company with a
recreational cannabis business,

considering that the possession
and supply of cannabis is a
criminal offence in the UK under
the Proceeds of Crime Act 2002
(PoCA). However, companies
whose activity involves the
development, production and sale
of cannabis-based medicinal
products (CBMPs), as well as
products containing cannabidiol
(CBD) can be admitted on the
O�cial List following the FCA’s
assessment of the business’
exposure to money laundering
offences under PoCA.
 
Companies with cannabis-related
activities which legally operate
overseas may also be admitted on
the O�cial List after the FCA’s

assessment concludes that their
activities are also lawful in the UK.
 
The FCA notes that additional due
diligence is required in relation to
cannabis-related entities, as a
result of enhanced legal risks
associated with their activities,
such as the risk of criminal
conduct within and outside of the
UK. The FCA underlines that the
scope and extent of the due
diligence procedures will be
assessed on a case-by-case basis.

 

FCA Primary Market Bulletin N…

FCA technical note on listing a…

Knowledge Base consultation …

The International Institute for
Justice and the Rule of Law (IIJ)
published the Criminal Justice
Practitioner’s Guide for
Addressing Racially or Ethnically
Motivated Violent Extremism
(REMVE) on 13 July aimed at
informing law enforcement and
policymakers on how to combat
far-right terrorism. The guide

recommends making use of
terrorism-speci�c �nancial
sanctions to target REMVE
organisations and ensuring
adequate resources are devoted
to understanding how such
groups generate funds.
 
The guide, which was created with
assistance from the US and

UK governments, contains a list of
good practices for effective
counter-REMVE efforts drawn from
over 60 experts representing 20
countries and organisations.

IIJ announcement

UK FCA Primary Market Bulletin includes
approach to cannabis-related businesses

IIJ issues US and UK government-supported
guide for combatting far-right terrorism

https://www.fca.org.uk/publications/newsletters/primary-market-bulletin-35
https://www.fca.org.uk/publication/ukla/fca-tn-104.1.pdf
https://www.fca.org.uk/publications/guidance-consultations/gc21-2-primary-market-bulletin-no-35
https://theiij.org/new-iij-criminal-justice-practitioners-guide-for-addressing-remve/
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ANNOUNCEMENTS

The US Department of State
published on 21 July a joint
statement with Germany, which
notes that the two countries have
agreed to allow the completion of
the Nord Stream 2 gas pipeline
and highlights their commitment
to ensuring that Russia is held
accountable, including through
the imposition of sanctions.
 
According to the joint statement,
Germany has agreed to appoint a

special envoy to support Ukraine’s
negotiations on the extension of
the country’s 2019 gas-transit
agreement with Russia for up to 10
additional years, beyond its 2024
expiry date. In addition, Germany
highlights that it will take action at
national level, as well as support
measures at European level, for
limiting Russia’s export capabilities
to Europe in any “economically
relevant” sector, including the
energy sector, in order to ensure
that Russia “will not misuse any
pipeline, including Nord Stream 2,
to achieve aggressive political ends
by using energy as a weapon”.
 
Concurrently, the statement notes
that Germany is committed to

enhancing efforts for facilitating
the implementation of the Minsk
agreements, as well as to
cooperate with the US on
supporting Ukraine’s sovereignty,
territorial integrity and
independence. Moreover, Germany
notes that it will launch a Ukraine
Resilience Package to support the
country’s energy security, including
by facilitating its inclusion in
Germany’s Cyber Capacity Building
Facility, and to safeguard the
country from any potential efforts
by Russia to limit gas supplies.

US State Department press rel…

Germany Federal Foreign O�c…

Digital challenger bank Monzo
has disclosed that it is under
investigation by the UK Financial
Conduct Authority (FCA) over
possible �nancial crime
regulatory breaches. In its annual
report published on 26 July, the
bank states that it is cooperating

with the FCA's investigation,
which is at an early stage.
 
The report states that the FCA
noti�ed the bank in May 2021 that
it would launch an investigation
into its compliance with the Money
Laundering Regulations 2017,
potential breaches of some of the

FCA Principles for Businesses and
related FCA rules for anti-money
laundering and �nancial crime
systems and controls that
allegedly took place between 1
October 2018 and 30 April 2021.

Monzo annual report

US and Germany agreement on Nord Stream 2

UK FCA investigating Monzo over possible
money laundering breaches

https://www.state.gov/joint-statement-of-the-united-states-and-germany-on-support-for-ukraine-european-energy-security-and-our-climate-goals/
https://www.auswaertiges-amt.de/en/newsroom/news/joint-statement-usa-and-germany/2472084
https://monzo.com/static/docs/monzo-annual-report-2021.pdf


aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2021

67

In a statement published on 30 July, the EU High
Representative for Foreign Affairs Josep Borrell
condemned the “instrumentalisation of migrants and
refugees” by Belarus with the aim of advancing
political goals and highlighted that the EU is
considering additional restrictive measures against
migrant smugglers abusing human rights and
against those involved in human tra�cking.
 
The press release notes that the EU and its member
states will address the “ongoing surge in irregular
crossings into the EU from Belarus” by adopting all
necessary measures in accordance with EU and
international law in order to preserve the integrity of its
external border. In this regard, the EU's border and
coast guard agency Frontex has been deployed for
rapid border intervention and technical assistance,
and EU member states have highlighted their
commitment to implementing the EU’s external
migration policy and to strengthening “EU return
capacities” by engaging in dialogue and partnerships
with countries of origin and transit.

During the Permanent Council of the Organisation for
Security and Cooperation in Europe (OSCE) on 29 July,
Lithuania condemned the Belarusian regime’s use of
unlawful migration and called on the country “to stop
its malicious behaviour”, which it claims is aimed at
putting political pressure on the Lithuanian
government and the European Union.

  
Previously, during the Foreign Affairs Council meeting
on 12 July, Lithuanian Foreign Affairs Minister
Gabrielius Landsbergis accused Belarus of using
irregular migration “as a hybrid weapon against [EU]
member states” and called for additional sanctions
against the country. Borrell underlined that the EU will
continue to put political pressure on Belarus and will
consider reviewing its sanctions regime and assess
“stronger actions on the economic side”.

EU Council press release

The Lukashenka regime seems to be willing to take more and more radical steps which will only further
antagonise the EU. More sanc�ons will likely follow, further worsening the country’s already fragile economic
situa�on which will, in turn, further increase its dependency on Russia. Individuals close to the regime have
been sanc�oned before and learnt how to operate regardless of the restric�ons. However, the recently
imposed sectoral and financial sanc�ons have had a much more significant impact. If the situa�on con�nues,
Russia may decide to stop suppor�ng Lukashenka, which would be followed by a leadership change.

EU considering additional restrictive measures
on Belarus migrant smugglers and tra�ckers

Aperio Analysis by Veronika Konecna

https://www.consilium.europa.eu/en/press/press-releases/2021/07/30/belarus-declaration-of-the-high-representative-on-behalf-of-the-eu-on-the-instrumentalisation-of-migrants-and-refugees-by-the-regime/
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In a 22 July letter to the CEO of
the UK’s Financial Conduct
Authority (FCA) Nikhil Rathi,
Treasury Select Committee
Chairman Mel Stride MP raised
concerns over press reports
claiming unfair account closures
at National Westminster Bank Plc
(NatWest) and other banks as part
of a crackdown on money
laundering, which may have
included accounts of uninvolved
“vulnerable customers”.

Stride’s letter seeks
clari�cation on
whether the FCA
believes the matter
is “a widespread
problem across the
banking system”, as
well as what
customer services
standards it
expects from banks
when they decide to
freeze accounts

The Times reported this month
that NatWest has frozen the
accounts of 5,500 customers

without warning, leaving some
customers unable to buy food, pay
rent and cover mortgages. A
spokesperson reportedly stated
that the bank did not close
accounts “without a good reason”.
 
In another previous instance, the
Guardian reported on 26 July 2020
that it was contacted by several
NatWest customers whose
accounts had been suspended or
closed without explanation after
applying for a loan, including small
business customers who applied
for government-backed loans to
support their recovery through the
pandemic. In addition, the media
outlet cited claims that the bank
initially struggled with its
responsibility regarding over a �fth
of the government-backed loan
schemes lending, and that the
fraud checks required were
causing issues.
 
According to the FCA, banks are
allowed to close accounts without
reason or explanation in
exceptional circumstances,
including based on the suspicion
that the account is being used,
knowingly or not, for fraud or
money laundering.
 
Stride’s letter seeks clari�cation on
whether the FCA believes the

matter is “a widespread problem
across the banking system”, as well
as what customer services
standards it expects from banks
when they decide to freeze bank
accounts and how the regulator
can ensure that banks treat
customers fairly in respect to the
freezing of accounts. Additionally,
the letter warns that arti�cial
intelligence must not be used
against vulnerable customers, and
asks for updates on the progress
made by the FCA on the issue
following the Treasury Select
Committee recommendations in
November 2019 that “banks should
only use arti�cial intelligence if they
have a high degree of assurance
that its use will not result in bias”.
 
In March, the FCA announced that
it was �ling criminal charges
against NatWest over alleged
violations of the Money Laundering
Regulations (MLR) 2007, involving
the failure to monitor or scrutinise
“increasingly large cash deposits”
into UK incorporated customer
accounts between 2011 and 2016.

UK parliament press release

Mel Stride MP letter

FCA press release

UK MP sends letter to the FCA concerning
alleged unfair closure of bank accounts

https://committees.parliament.uk/committee/158/treasury-committee/news/156825/treasury-committee-writes-to-fca-concerning-frozen-bank-accounts/
https://committees.parliament.uk/publications/6902/documents/72863/default/
https://www.fca.org.uk/news/press-releases/fca-starts-criminal-proceedings-against-natwest-plc
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The governments of the US, UK,
Canada, and the EU joined the
North Atlantic Treaty Organisation
(NATO) on 19 July in attributing
numerous cyber-attacks to the
Chinese government.
 
A White House statement accuses
the Chinese Ministry of State
Security (MSS) of orchestrating the
cyber espionage operations that
took advantage of vulnerabilities in
the Microsoft Exchange Server
which the company revealed in
March. The UK government notes
in an accompanying statement by
the Foreign, Commonwealth and
Development O�ce and National
Cyber Security Centre that the
Microsoft hack, which impacted
over 400,000 servers across the
globe, is part of a continued
pattern of systematic behaviour,
including the operations known as
Advanced Persistent Threat (APT)
40 and 31.
 
The Canadian Foreign Affairs
Ministry stated the same day that
APT 40 in 2017 and 2018 also
targeted essential information
involving Canadian defensive
capabilities, oceanic technologies,
and the biopharmaceutical
industry. The US Department of
Justice (DOJ) concurrently
announced charges against four
MSS members, three of whom

were o�cers in the Hainan State
Security Department, for allegedly
perpetrating the APT40 attack
between 2011 and 2018. The
charged individuals are further
accused of creating a front
company, identi�ed as Hainan
Xiandun Technology Development
Co Ltd, to conceal MSS
involvement in the cyber theft
operations. The state security
o�cers are named as Ding
Xiaoyang, Cheng Qingmin, and Zhu
Yunmin, while Wu Shurong is
charged with allegedly creating
malware used to hack into foreign
servers as a supervising employee
at Hainan Xiandun.
 
The US Cybersecurity and
Infrastructure Security Agency
(CISA) and Federal Bureau of
Investigation (FBI) also issued a
guide on the tactics, techniques,
and procedures of the APT40
operators indicted for the hack.
The advisory lists known
compromised domains, malware
hashes, and offers three sections
of recommendations for mitigating
future attacks of a similar nature.
 
The two agencies, along with the
National Security Agency (NSA),
issued another alert the same day
providing a detailed overview of the
tactics by Chinese state-sponsored
malicious cyber activity more

broadly, to include infrastructure
and capabilities acquisition,
exploitation of public
vulnerabilities, and encrypted multi-
hop proxies. All three agencies
issued a third alert aimed at private
and public sector leaders on how
to protect their organisations from
cyber espionage and theft, urging
them to stay informed on
malicious activity by China, ensure
incident response plans are in
place, and push forward a culture
of cybersecurity investment.
 
On 20 July, CISA also announced
that it can attribute a 2011-2013
cyber-attack targeting US oil and
gas pipeline companies to state-
sponsored Chinese perpetrators.
Of 23 pipeline operators targeted
during this period, CISA reports
that 13 were compromised, while
seven experienced an unknown
depth of intrusion.

The Council of the EU, as well as
allies, calls on China to cease
malicious cyber activity, deeming
it contrary to UN standards of
responsible state behaviour. 

White House statement

UK government statement

NATO statement

EU statement

US, UK, EU and Canada issue statements
accusing China of systematic cyber-attacks

https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/19/the-united-states-joined-by-allies-and-partners-attributes-malicious-cyber-activity-and-irresponsible-state-behavior-to-the-peoples-republic-of-china/
https://www.gov.uk/government/news/uk-and-allies-hold-chinese-state-responsible-for-a-pervasive-pattern-of-hacking
https://www.nato.int/cps/en/natohq/news_185863.htm
https://www.consilium.europa.eu/en/press/press-releases/2021/07/19/declaration-by-the-high-representative-on-behalf-of-the-eu-urging-china-to-take-action-against-malicious-cyber-activities-undertaken-from-its-territory/
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The US Treasury’s O�ce of Foreign Assets Control
(OFAC) issued on 12 July Venezuela-related General
License (GL) 40, which authorises certain
transactions involving the exportation or re-
exportation of lique�ed petroleum gas to Venezuela.
OFAC has also published two related frequently
asked questions (FAQs), which concern risk
exposure to US sanctions for non-US persons
engaging in transactions authorised pursuant to GL
40, as well as a de�nition of lique�ed petroleum gas.
 
GL 40 authorises the government of Venezuela,
Petróleos de Venezuela SA (PDVSA) or any entity in
which PDVSA owns, directly or indirectly, a 50 percent
or greater interest, to engage in transactions and

activities concerning the exportation or re-exportation
of lique�ed petroleum gas to the country, which were
prohibited by Executive Order (EO) 13850, as
amended, or EO 13884. GL 40 does not authorise any
payment-in-kind of petroleum or petroleum products,
as well as transactions or activities otherwise
prohibited by the Venezuela Sanctions Regulations or
involving any designated persons other than those
previously mentioned. The authorisation is in force
until 8 July 2022.
 
FAQ 915 and FAQ 914 add clarity on GL 40.

OFAC press release

The UK Treasury's O�ce of Financial Sanctions
Implementation (OFSI) issued on 19 July General
Licence (GL) INT/2021/554388, which permits air
carriers and aircraft operators to make payments
directly or via an intermediary to Belarus’s
Belaeronavigatsia for air tra�c services in
“emergency situations”. The GL notes that any
activity conducted pursuant to its provisions must
be reported to HM Treasury within 14 days.
 
The Belarusian state-owned provider of air navigation
was added to the UK sanctions list on 21 June, for
allegedly being responsible for executing the order to
intercept Ryanair �ight FR4978 and compel its landing
at Minsk airport, without proper justi�cation. 

 
The UK Foreign, Commonwealth and Development
O�ce imposed an asset freezing measure against
Belaeronavigatsia, prohibiting (1) dealings with the
frozen funds or economic resources, belonging to or
owned, held or controlled by the company; (2) making
funds or economic resources available, directly or
indirectly, to, or for the bene�t of, the company; and
(3) engaging in actions that, directly or indirectly,
circumvent the �nancial sanctions prohibitions.

General Licence INT/2021/554388

OFSI notice

OFAC issues Venezuela-related general licence

UK OFSI general licence authorising payments to
Belarus state entity in “emergency situations”

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210712
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1003651/Belarus_GL_19.07.21.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1003670/190721_Belarus_Publication_Notice.pdf
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The Governing Council of the
European Central Bank (ECB)
announced on 14 July its decision
to launch an investigation phase
into a central bank digital
currency (CBDC) that will run for
24 months. The investigation
phase will focus on the functional
design of the CBDC, it will involve
focus groups, prototyping and
conceptual work and will examine
potential use cases.
 
The ECB plans to assess the
possible impact on the market and
identify design options to "ensure
privacy and avoid risks for euro
area citizens, intermediaries and
the overall economy".
 
The investigation phase follows
experimentation work conducted
by the ECB and the euro area
national central banks over the
past nine months, which involved
participants from academia and
the private sector. The areas with
regards to which the experiments
were carried out include: (1) the
digital euro ledger; (2) privacy and
anti-money laundering; (3) limits on
digital euro in circulation; and (4)
end-user access while not

connected to the internet and
facilitating inclusiveness with
appropriate devices. According to a
paper on the scope and key
learnings from the digital euro
experimentation work issued by
the ECB on the same day, no major
technical obstacles were identi�ed
to any of the design options.
 
According to the paper, both the
Eurosystem TARGET Instant
Payment Settlement (TIPS) and
alternatives such as blockchain are
capable of processing thousands
of transactions per second. The
experiments also suggested that
architectures combining
centralised and decentralised
elements are possible. The
experimental work allowed the ECB
to identify possible options to
protect privacy, ranging from
segregating data to using
cryptographic techniques.
Moreover, the ECB highlights that
the experiments show that a digital
euro core infrastructure would be
environmentally friendly, with “the
power used to run tens of
thousands of transactions per
second” being “negligible”
compared to the energy
consumption of crypto-assets.
 
In a concurrent blog post, Member
of the ECB Executive Board Fabio
Panetta stated that the ECB and
the European Parliament will
discuss the functions and policy

objectives of a digital euro by the
end of 2021, as well as
controversial issues such as user
privacy in the �rst half of 2022.
 
The ECB also announced the
establishment of a new Market
Advisory Group (MAG) that will
take account of the views of
prospective users and distributors
of a digital euro during the project’s
investigation phase.
 
In a 5 July policy paper, the
German Banking Industry
Committee (GBIC), collectively
representing over 1,700 banks,
expressed its vision for the design
of a digital euro.
 
On 2 October 2020, the ECB
published an explanatory report on
a digital euro, which examines the
issuance of a CBDC from the
perspective of the Eurosystem. On
14 April this year, the ECB
published a report on the results of
its public consultation held
between 12 October 2020 and 12
January 2021. Receiving 8,221
responses, the consultation
highlighted the considerable
interest from Europeans in
the digital euro’s potential.

ECB press release

ECB paper

ECB statement

ECB launches investigation phase of digital euro

https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210714~d99198ea23.en.html
https://www.ecb.europa.eu/pub/pdf/other/ecb.digitaleuroscopekeylearnings202107~564d89045e.en.pdf?9d31ee4587d2acda4b4359def76f3375
https://www.ecb.europa.eu/paym/digital_euro/mag/shared/files/digital_euro_stakeholder_engagement.pdf
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Boston-based cryptocurrency
operator Circle Internet Financial
Ltd disclosed in an 8 July US
Securities and Exchange
Commission (SEC) �ling that in
2019 it received administrative
subpoenas from the Department
of the Treasury’s O�ce of Foreign
Assets Control (OFAC) and an
Iranian governmental agency over
alleged violations of US sanctions
related to its discontinued crypto
exchange business Poloniex LLC.
According to the �ling, the
suspected violations concerned
registered exchange accounts
with Poloniex for various persons
residing in embargoed

jurisdictions, as well as
associated transactions.
 
Circle notes that the estimated
presumed penalty following OFAC’s
investigation for sanctions
violations would be between $1.1
million to $2.8 million. The
company highlights in an investor
presentation published on 6 July
that it has taken a reserve of $1.07
million to settle the matter, but
states that “the number of
violations alleged by OFAC could
result in penalties that are
substantially greater than the
amount […] reserved”.

  

Concurrently, the �ling notes that
the SEC �led a complaint in
December 2017 against Poloniex
over “the trading of
cryptocurrencies that may be
characterized as securities” and in
March 2021, Poloniex offered to
settle the case for $10.4 million, an
amount which Circle set aside to
proceed with the proposed
agreement. According to the SEC
�ling, Circle sold Poloniex in 2019
after acquiring it in February 2018.

SEC �ling

Investor presentation

The US Treasury’s O�ce of
Foreign Assets Control (OFAC)
issued on 20 July Venezuela-
related General License (GL) 5G,
which authorises certain
transactions related to the
Petróleos de Venezuela, S.A.
(PDVSA) 2020 8.5 percent bond,
starting from 21 October 2021.
OFAC has also amended
frequently asked question (FAQ)
595 to include the new effective
date of authorisation.
 

OFAC has issued GL 5G pursuant
to Executive Order (EO) 13835, as
amended, authorising “all
transactions related to, the
provision of �nancing for, and other
dealings” in the PDVSA 2020 8.5
percent bond on or after 21
October 2021. GL 5G replaces and
supersedes in its entirety GL 5F,
which was issued on 23 December
2020. In addition, GL 5G does not
authorise any transactions and
activities otherwise prohibited by
the Venezuela Sanctions
Regulations.

According to FAQ 595, between 24
October 2019 and 21 October 2021
there is no authorisation in effect
concerning holders of the PDVSA
8.5 percent bond, pursuant to EO
13835, and all transactions related
to the sale or transfer of Citgo
shares in connection with the
PDVSA bond are prohibited.

 

OFAC press release

GL 5G

FAQ 595

Circle Internet Financial Ltd investigated by
OFAC for alleged US sanctions violations

OFAC issues Venezuela-related general licence

https://www.sec.gov/Archives/edgar/data/0001824301/000121390021036070/ea143875ex99-6_concordacq.htm
https://www.circle.com/hubfs/investors/Circle-Investor-Presentation-July2021.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210720
https://home.treasury.gov/system/files/126/venezuela_gl5g.pdf
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/595
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Australian bank Westpac
announced on 2 July that it has
discovered “signi�cant” potential
fraud and has subsequently
launched a civil lawsuit in the
Federal Court of Australia against
Forum Finance Pty Ltd.
 
Westpac states that investigations
are ongoing and it has noti�ed
several law enforcement
authorities including the New
South Wales Police, the Australian
Securities and Investments
Commission and the Australian
Prudential Regulation Authority
(APRA). The bank states that it has
obtained asset freezing and search

orders to preserve available assets
and relevant information.
 
“At this stage it appears no
Westpac customer has suffered a
�nancial loss”, the bank states,
adding that the fraud relates to “a
portfolio of equipment leases with
Westpac customers arranged by
Forum Finance, which were
referred to Westpac’s Institutional
Bank”. The bank reports that it has
a potential exposure of “around
A$200 million after tax”, but the
extent of the losses will be
determined by an investigation.
The bank is undertaking an

external review as part of its
investigation.
 
Westpac CEO Peter King said the
bank “takes fraud very seriously
and will take all necessary actions
to protect the interests of the bank
and its customers. This is a
complex issue, and we are working
at pace to address it, including
engaging with the police and
regulators. At this preliminary
stage, the potential fraud is
sophisticated and appears to have
been perpetrated externally”.

Westpac press release

Australian gambling company
Star Entertainment Group Ltd
announced on 23 July that it has
withdrawn its 10 May non-binding
indicative proposal to merge with
Crown Resorts Ltd over concerns
regarding the outcome of
Victoria’s Royal Commission
inquiry into Crown’s suitability to
hold a licence.
 
The Victorian Royal Commission
was established in February 2021
following publication by the New

South Wales (NSW) parliament of
an inquiry report which found that
Crown Resorts had been
facilitating money laundering and
maintained links with criminal
organisations. According to Star
Entertainment’s press release,
ongoing investigations into Crown
Melbourne Ltd “have the potential
to materially impact the value of
Crown, including whether it retains
the licence to operate its
Melbourne casino or the conditions
under which its licence is retained”.

Star Entertainment highlights that
it will continue to monitor the
Victorian Royal Commission and
Perth Casino Royal Commission
investigations.

 

Star Entertainment Group pres…

Victoria Premier press release …

Inquiry report (9 February)

Star Entertainment Group indic…

Australia’s Westpac uncovers potential fraud

Australia's Star Entertainment Group Ltd
withdraws Crown Resorts merger bid

https://www.westpac.com.au/about-westpac/media/media-releases/2021/2-july/
https://www.starentertainmentgroup.com.au/wp-content/uploads/2021/07/23-July-2021-ASX-Announcement-The-Star-withdraws-proposal-to-merge-with-Crown.pdf
https://www.premier.vic.gov.au/royal-commission-crown-melbourne
https://www.parliament.nsw.gov.au/la/papers/Pages/tabled-paper-details.aspx?pk=79129
https://www.starentertainmentgroup.com.au/wp-content/uploads/2021/05/2021.05.10_ASX-Announcement-Non-Binding-Indicative-Proposal-to-merge-with-Crown.pdf
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French construction company
Holcim Group is in talks with the
US Department of Justice (DOJ)
over alleged dealings its historic
Syrian branch had with terrorist
groups, it stated in its half-yearly
report published on 30 July.
 
The Holcim board has received
periodic inquiries for requests for
information from the US DOJ, and
has been responding.
 
“Discussions have recently begun
with the DOJ concerning the
potential for resolution of the
matter. These discussions remain
at an early stage at which no
assessment can be made of

whether a resolution will be
reached, the �nancial or other
terms of such resolution, or the
potential enforcement action, if
any, that the DOJ would pursue if
no resolution can be reached”,
reads the report.
 
In France, proceedings are ongoing
before investigating judges in Paris
over the matter, the company's
report con�rms. The criminal
proceedings in France relate to the
alleged dealings of Lafarge Cement
Syria with terrorist organisations in
2013 and 2014. The Court of
Appeal decided on 7 November
2019 to drop one of the charges.
 

The French Supreme Court is
reviewing the Court of Appeal's
decision and was due to make a
decision on 15 July 2021, which
has now been postponed until 7
September 2021.
 
The company – previously known
as LafargeHolcim – had
acknowledged funnelling money to
Syrian armed groups – allegedly
including the Islamic State group —
to guarantee safe passage for
employees and to supply its plant
in the country.

Holcim half-yearly report

The UK Financial Conduct
Authority (FCA) announced on 20
July the forthcoming second
iteration of its Digital Sandbox
programme. In partnership with
the City of London Corporation
(CoLC), the regulator states that
the aim of the programme is to
speed up the development of new
approaches and solutions around
sustainability and climate change
ahead of the UN Climate Change
Conference (COP26) in Glasgow.
 
Alongside the Sandbox, the FCA
also announced a Sustainability

TechSprint in October 2021, and
Green FinTech Challenge. The FCA
will open the application window
for the sustainability cohort of the
Digital Sandbox in September, with
a view to opening the Sandbox to
successful participants in
November and access to the
testing environment from 2022.
 
The Sandbox will cover three use
cases. Firstly, it will explore how
technology can enable
transparency in disclosure and
reporting on sustainability;
secondly how it can be used

to automate the assurance of a
listed issuer’s environmental, social
and governance (ESG) data and
validation of its ESG-labelled
corporate bond issuance; and
thirdly how it can help consumers
understand the ESG characteristics
of products and providers.

FCA Digital Sandbox page

FCA Green FinTech Challenge …

Holcim in talks with US DOJ over Syria dealings

UK FCA launches new sandbox programme

https://www.holcim.com/sites/holcim/files/atoms/files/30072021-finance-holcim_h1-2021-report_en.pdf
https://www.fca.org.uk/firms/innovation/digital-sandbox
https://www.fca.org.uk/firms/innovation/green-fintech-challenge
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Foreign ministers representing the E3 nations of the
UK, US, and France issued a 6 July statement in
response to the International Atomic Energy
Agency’s (IAEA) latest Iran proliferation report,
noting grave concern with the most recent steps
towards producing enriched uranium.
 
The E3 foreign ministers assert that Iran is violating its
Joint Comprehensive Plan of Action (JCPOA)
commitments and does not have a legitimate
peaceful reason to be engaging in uranium research
and development or production, adding that such
actions represent steps towards creating a nuclear
weapon. The three nations also express concern over
the limits Iran has placed on IAEA inspectors in the

context of the Islamic Republic extricating itself from
the monitoring and additional protocol stipulations.
 
The E3 statement urges Iran to comply fully with the
JCPOA and warns that the latest actions documented
in the IAEA’s report threaten successful negotiations in
Vienna. The report, which was delivered to the IAEA
Board of Governors on 31 May, details the erosion of
non-proliferation safeguards, highlighting four
undeclared locations of concern.

E3 statement

IAEA report

Hardline cleric Ebrahim Raisi has recently been sworn in as the President of Iran, replacing the more
moderate Hassan Rouhani. Raisi has stated that he will work to remove sanctions on the country which he
has described as “unjust” and “oppressive”. However, Raisi has insisted that he will not rely on negotiations
to lift sanction alone to tackle the country’s economic woes. Raisi has a mammoth task in front of him to
revive the Iranian economy and improve socio-economic conditions that were hit hard by former US
president Donald Trump’s unilateral withdrawal of the US from the 2015 Joint Comprehensive Plan of
Action (JCPOA) in 2018 and has more recently been compounded by the Covid-19 pandemic and water
and electricity shortages. The resumption of negotiations between Iran and the US will not have been
helped by the recent drone attack on an Israeli tanker off the coast of Oman, which the US, amongst other
western countries, has blamed on Iran. Iran has denied involvement. US President Joe Biden has pledged
to rejoin the JCPOA nuclear deal and lift sanctions, if Iran moves back into compliance with its terms. 

E3 foreign ministers respond to latest IAEA
report on Iran’s uranium enrichment

Aperio Analysis by Larissa Normanton 

https://www.gov.uk/government/news/iaea-report-on-iran-producing-enriched-uranium-metal-e3-statement
https://www.iaea.org/sites/default/files/21/06/gov2021-29.pdf
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The UK House of Commons Work
and Pensions Committee
published a 6 July paper
comprising the responses of the
UK government, the Pensions
Regulator (TPR) and the Financial
Conduct Authority (FCA), to its 28
March report on pension scams.

The government’s
response reiterates
that the draft bill
will only include
some aspects of
fraud and that the
Home O�ce and
the Department for
Digital, Culture,
Media and Sport
will consult later
this year on
advertising’s role in
enabling fraud

The committee’s report urges the
FCA to issue an anti-scam plan and
recommends that the government
holds technology companies
responsible for scam
advertisements published on their
platforms. On 11 February, the
Pensions Schemes Bill received
Royal Assent and on 12 May the
government published the draft
Online Safety Bill, which excludes
fraud committed via email,
advertising, and cloned websites.
 
The UK government’s response
reiterates that the draft bill will only
include some aspects of fraud and
that the Home O�ce and the
Department for Digital, Culture,
Media and Sport will consult later
this year on advertising’s role in
enabling online fraud. Additionally,
the Economic Crime Strategic
Board has purportedly agreed on a
framework for a fraud action plan
covering 2022-2025, which is due
to be published after this year’s
spending review.
 
In its response to the report, the
government also details its
enforcement efforts and Project
Bloom’s achievements, noting the
National Economic Crime Victim
Care Unit pilot. The government is
currently consulting on a two-tier
�ag system for pension transfers

and states that the FCA is
considering major online platform
operations in the context of its
restrictions on �nancial
promotions.
 
The FCA’s response states that it
will review data with the TPR
during the next �nancial year and
adjust messaging accordingly
about the risk of secondary
scammers. The �nancial services
regulator adds that it will work with
the government on the inclusion of
its warning list as a red �ag, adding
that the publication of a costed
plan on tackling scams would be
complicated. The FCA asserts that
�nancial harm should be included
in the Online Safety Bill and that
voluntary approaches such as a
charter should be enough to
address online scam advertising.
 
The TPR states that it will update
the committee towards the end of
the year on the industry’s
involvement in the Pledge
campaign. Meanwhile, the
pensions regulator notes that in
some cases it may not be in a
member’s best interest to transfer
out of a scheme before attempts
to recover assets have been
allowed to conclude.

UK government response

UK Work and Pensions Committee publishes the
responses to its pension scams report

https://committees.parliament.uk/publications/6569/documents/71625/default/
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Members of the European
Parliament’s Budgetary Control
Committee (CONT) held a press
conference on 7 July, calling for
the European Commission (EC) to
“immediately” apply the new rule
of law conditionality mechanism
in relation to Hungary. MEPs urge
the EC to send a written
noti�cation to the government as
an initial step in the process of
potential suspension of EU
funding to the country.
 
The press conference follows the
publication by MEPs of a study
which assesses Hungary’s alleged
lack of transparent management of
EU funds and effective
prosecutions of fraud offences, as

well as the situation of judiciary
independence within the country.
 
The paper notes that in 2019, the
EC imposed nearly €1 billion in
�nancial corrections, after
identifying “systemic irregularities,
in particular related to
discriminatory or restrictive
exclusion, selection or award
criteria, and unequal treatment of
bidders”. In addition, the document
highlights that the EC should
consider existing “evidence of
corruption in the use of EU funds in
Hungary” and mentions several
media reports alleging suspected
misuse of EU funds and con�icts
of interest in public contracts,

involving Prime Minister Viktor
Orbán’s family and friends.

 Concurrently, the report notes that
Hungary lacks determination to
properly investigate and prosecute
“high-level fraud in the use of EU
funds” and expresses concern over
the lack of judiciary independence.

  
During the press conference, MEPs
stated that the EC’s action against
Hungary under the rule of law
conditionality mechanism is
“particularly urgent” considering
that EU recovery funds will soon be
disbursed, and Hungary is
expected to receive €1 billion.

CONT press conference

The US government is facing a
lawsuit �led on 6 July in the US
District Court in Washington DC
by Hong Kong-based textile
company Esquel Enterprises Ltd
over its factory’s addition to the
Commerce Department’s Bureau
of Security and Industry (BIS)
national security blacklist. The
BIS listing last year names
Esquel’s Changji Esquel Textile Co

Ltd for allegedly utilising forced
labour in Xinjiang Province.
 
In a company statement, Esquel
reveals it is seeking relief for
signi�cant economic and
reputational harm resulting from
the factory’s designation. 

 The company states that the
Commerce Department has

provided no evidence for its claim,
adding that it was not noti�ed
prior to the listing and asserts that
its factory relies on automated
technology and a small number of
skilled workers. It also states that
independent audits, including
facility tours, have found no
evidence of forced labour.

Esquel statement

MEPs urge the European Commission to apply
rule of law mechanism against Hungary

Chinese textile manufacturer sues US
government over BIS listing for forced labour

https://multimedia.europarl.europa.eu/ro/press-conference-on-the-eu-commission-has-to-cut-funding-sarvamaa-gardiazabal-rubial-cseh-freund_I209004-V_v
https://www.esquel.com/news/esquel-group-sues-department-commerce-over-erroneous-inclusion-us-entity-list
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UK-based digital payments
provider Wise has stated that
Brazilian police are set to open a
criminal investigation into the
company regarding allegations of
tax evasion and violations of
exchange controls. Wise �agged
the potential investigation in its
prospectus published on 2 July
prior to listing on the London
Stock Exchange.
 
Wise states in its prospectus that it
has outstanding “risks” arising
from an existing legal dispute with
Brazilian lender MS Bank over the

return of £6 million in a liquidity
pool held by the bank. MS Bank
has also �led claims against Wise
regarding the return of customer
data. Wise states that at the
instigation of MS Bank, the Federal
Police Department in Parana State,
where MS Bank is headquartered,
will open an investigation related to
the terminated relationship.
 
According to the prosecutor’s
report, MS Bank has made
allegations of tax evasion and
violations of exchange controls.
Wise adds that it does not believe a

crime has been committed and
that it will cooperate.
 
Wise was founded in 2011 by
Estonians Kristo Käärmann and
Taavet Hinrikus. The company
states in its prospectus that
Hinrikus will step down as a chair
within a year, with senior
independent director David Wells
taking over the position to comply
with the UK’s corporate
governance code.

Wise prospectus

The Netherlands Police
announced on 6 July that Dutch
investigative journalist and crime
reporter Peter Rudolf de Vries has
been shot. According to NL
Times, Vries recently worked as
an adviser to key witness Nabil
Bakkali in a trial against alleged
Moroccan-Dutch drug lord
Ridouan Taghi, suspected of
being involved in killings ordered
by a criminal organisation.
 
In response to Vries’ shooting, the
General Rapporteur on media

freedom and the safety of
journalists of the Council of
Europe’s Parliamentary Assembly
(PACE) quali�ed the event as “an
attack on the freedom of the
press”, while the President of the
European Council Charles Michel
raised concerns about the
infringement of the “values of
democracy and rule of law”.
 
The Netherlands Police announced
on 7 July that two suspects have
been arrested for their alleged
involvement in the attack.

In response to reporting by media
outlet RTL Nieuws on 15 July citing
a statement by Vries’ family
announcing the journalist’s death,
media freedom representative of
the Organisation for Security and
Cooperation in Europe, Teresa
Ribeiro, expressed concern about
“the increasing trend of serious
threats and physical attacks
against journalists”.

Netherlands Police press relea…

RTL Nieuws article

UK-based Wise �ags impending criminal
investigation in Brazil ahead of London listing

Journalist and crime reporter Peter Rudolf de
Vries shot in the Netherlands

https://data.fca.org.uk/artefacts/NSM/Portal/NI-000029248/NI-000029248.pdf
https://www.politie.nl/nieuws/2021/juli/6/schietincident-lange-leidsedwarsstraat.html
https://www.rtlnieuws.nl/nieuws/nederland/artikel/5240390/misdaadverslaggever-peter-r-de-vries-dood-na-geschoten-amsterdam
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SPEECHES

UN Special Rapporteur on Human
Rights in Myanmar Thomas
Andrews delivered a speech to the
Human Rights Council on 7 July in
which he calls on member states
to form an emergency coalition
focused on Myanmar, which
should take action to reduce
revenues to the junta, including
placing targeted sanctions on
Myanmar’s Oil and Gas Enterprise.
The Special Rapporteur also calls
for the prohibition of arms

exports to Myanmar’s military and
additional coordinated sanctions.
 
Andrews criticises what he deems
a relative lack of robust action by
UN member states, noting that 900
civilians have been killed by the
military since the February coup. 
 
The special rapporteur asserts that
cutting off oil and gas sector
revenue to the military will end the
junta’s capacity to continue
offensive operations against the

Myanmar people. While noting the
important steps taken by countries
to impose sanctions on military
enterprises and senior leadership,
Andrews states that further
coordinated economic sanctions
are critical to ending the violence.

OHCHR press release

OHCHR news article

Thomas Andrews speech

Chris Hemsley, Managing Director
of the UK’s Payment Systems
Regulator (PSR), outlined the
body’s efforts to mitigate
authorised push payment fraud
(APP) in a speech to the Lending
Standards Board on 21 July.
 
Hemsley said that the pandemic
“has created new opportunities for
these criminals – making a terrible
situation worse for their
victims”. He highlighted the
introduction of the Contingent
Reimbursement Model Code and
Con�rmation of Payee (CoP) as key

components in the PSR’s response
to APP fraud. However, he said that
“more needs to be done to deliver
consistent and better outcomes for
the victims of APP scams – and in
particular to prevent scams from
happening in the �rst place”.
 
Hemsley said that following the
PSR’s call for views on APP scams
and phase two of CoP there has
been a “good deal of agreement”
on principles that should guide the
industry in tackling APP scams.
Firstly, on the issue of allocating
responsibility, stakeholders “agreed

that �nancial institutions should
have incentives to prevent fraud
whilst ensuring that customers
continue to take su�cient
responsibility for their actions”. 

Social media and telecoms �rms
also have a greater role to
play, Hemsley explained, adding
that the PSR supports efforts to
update the legislative framework to
deal with online harms. Improving
data sharing between service
providers could also improve scam
detection and prevention.

PSR speech

UN Special Rapporteur calls for sanctions on
Myanmar Oil & Gas Enterprise

UK PSR chief outlines efforts on APP fraud

https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27284&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27282&LangID=E
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=27283&LangID=E
https://www.psr.org.uk/news-updates/speeches/speeches/chris-hemsley-speech-given-at-the-lending-standards-board-s-industry-event-a-virtual-view-of-self-regulation-21-july-2021/
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CONSULTATIONS

The European Commission (EC)
announced on 23 July that it is
seeking views on the exchange of
information between public
authorities and the private sector
for the purpose of anti-money
laundering and counter the
�nancing of terrorism (AML/CFT).
The EC has published a roadmap
on guidance on the rules
applicable to the use of public-
private partnerships in the
framework of preventing and
�ghting money laundering and
terrorist �nance alongside the

public consultation, which is open
for comments until 2 November.
 
The EC stresses that due to
differences in legal frameworks
and practical arrangements, there
is a need to clarify what kind of
ML/TF related information can be
exchanged and under what
circumstances. 
 
The EC intends to issue a
communication in the fourth
quarter of the year to provide
guidance and best practices on
applying current rules for public-
private partnerships exchanging
ML/TF information. Additionally,
the EC seeks to clarify what type of
feedback �nancial intelligence
units (FIUs) should provide
reporting entities/professionals
and how the current framework

applies to other types of AML/CFT-
related information exchange.
 
Through this initiative, the EC also
aims to improve the reporting
regime, the overall e�ciency of the
reporting process, as well as the
quality of suspicious activity
reports (SARs) and suspicious
transaction reports (STRs).
 
The roadmap builds on the 2020
AML/CFT Action Plan, in which the
EC committed to issuing guidance
on public-private partnerships by
the �rst quarter of this year. On the
same occasion, the body stated
that it would consider requesting
an opinion on related data
protection issues from the
European Data Protection Board.

EU Commission consultation

The UK government Department
for Digital, Culture, Media and
Sport (DCMS) and the Cabinet
O�ce launched on 19 July a
consultation on proposals for a
new governance regime and

expanding access to government-
held datasets for ID veri�cation.
 
The new proposals allow for
industry sectors to establish their
own digital identity schemes to

regulate providers in the respective
market, such as in �nancial
services, reporting to the overall
governing body.

UK government notice

EU Commission consults on exchange of ML/TF
information by public-private partnerships

UK launches consultation on digital identity

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/13152-Preventing-money-laundering-and-terrorist-financing-rules-on-public-private-partnerships/public-consultation_en
https://www.gov.uk/government/consultations/digital-identity-and-attributes-consultation?utm_medium=email&utm_campaign=govuk-notifications&utm_source=e2e885b1-5dbb-4fb8-a3bc-37dec328dd71&utm_content=daily#history
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The UK government’s HM Treasury launched on 22
July a consultation on several proposed
amendments to the Money Laundering, Terrorist
Financing and Transfer of Funds (Information on the
Payer) Regulations 2017 and a related call for
evidence on a review of the country’s anti-money
laundering and countering the �nancing of terrorism
(AML/CFT) regulatory and supervisory regime. Both
inquiries close on 14 October.
 
The consultation comprises 63 questions related to
the exclusion of account initiation service providers
(AISPs), payment initiation service providers (PISPs),
bill payment service providers (BPSPs), telecoms,
digital and IT payment service providers (TDITPSPs)
from the scope of the regulated sector. Additionally,
the UK is consulting on proposals to exclude artists
from the scope of the art market participants (AMPs)
de�nition and on whether traders in digital art should
be included in the de�nition. Other topics for
consultation include suspicious activity reports,
proliferation �nancing risk assessments, limited
liability partnerships, and crypto-assets transfers.
 
The government clari�es that the amendments are
intended to ensure that the country meets
international AML/CFT standards and aim to
strengthen and clarify how the regime operates.

The call for evidence concerns the overall
effectiveness of the UK’s AML/CFT regulatory and
supervisory regime, whether the key elements are
operating as intended, and the supervisory regime’s
structure. The call for evidence consists of 62
questions related to recent improvements to the
regimes, high-impact activities, national strategic
priorities, the scope of the regulated sector, and
enforcement powers. The UK is seeking feedback on
barriers to the risk-based approach, supervisors’
expectations relating to the risk-based approach, the
application of customer due diligence, new
technologies, SARs reporting, gatekeeping tests, and
the effectiveness of the Oversight of Professional
Body Anti-Money Laundering and Counter Terrorist
Financing Supervision (OPBAS).

  
A follow-up report to the call for evidence will be
published no later than 26 June 2022.
 
HM Treasury states that amendments to the AML
Regulations are due to be proposed in spring next
year. The Home O�ce reportedly intends to consult
“shortly” on an economic crime legislative package.

UK government announcement on consultation

UK government announcement on call for evidence

UK government consultation paper

UK government call for evidence

Money Laundering Regulations

OPBAS Regulation

UK consultation on amendments to Money
Laundering Regs and AML regime effectiveness

https://www.gov.uk/government/consultations/amendments-to-the-money-laundering-terrorist-financing-and-transfer-of-funds-information-on-the-payer-regulations-2017-statutory-instrument-2022
https://www.gov.uk/government/consultations/call-for-evidence-review-of-the-uks-amlctf-regulatory-and-supervisory-regime
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1004603/210720_SI_Consultation_Document_final.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/1004602/210720_MLRs_Review_Call_for_Evidence_final.pdf
https://www.legislation.gov.uk/uksi/2017/692/contents/made
https://www.legislation.gov.uk/uksi/2017/1301/contents/made
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The UK government’s Department
for Digital, Culture, Media and
Sport announced on 6 July that
the government will launch a
regulatory plan that aims to
promote digital innovation by
minimising regulatory burdens on
the private sector. The
government is seeking feedback
from industry leaders and the
public until 28 September on the
best approaches for striking a
regulatory and innovation-
fostering balance.
 
According to the government press
release, the plan will seek to
streamline regulations for the

digital space, with proposals
including increased information
sharing between regulators to ease
the burden on companies in
responding to multiple regulatory
requests. The three stated
principles guiding the new plan are
active promotion of innovation,
addressing international
challenges and exploiting
opportunities, and a goal of
achieving coherent and future-
oriented outcomes. Policymakers
will continue to closely coordinate
with the Digital Regulation
Cooperation Forum (DRCF), which
consists of the Financial Conduct
Authority, the Competition and

Markets Authority, the Information
Commissioner’s O�ce, and Ofcom.
Maintaining online safety and
security in the UK for the public as
well as businesses is also included
as one of the plan’s goals, ahead of
the draft Online Safety Bill’s
consideration in parliament. The
plan notes increased use of
smartphones and other technology
during the pandemic as well as the
heightened risk of individuals
falling victim to fraud online.

 

UK government press release

Digital regulation plan

The UK Financial Conduct
Authority (FCA) launched on 29
July a consultation on changes to
its decision-making process that
will enable the regulator to ensure
greater accountability of �rms
and individuals failing to meet the
required regulatory standards.
 
The proposed changes are part of
the regulator’s transformation
programme and include that
certain decision would be made by
FCA staff with respect to: (1) using
the FCA’s own-initiative
intervention powers to impose a
requirement on a company, or to

vary its permissions; (2) making a
�nal decision in relation to a �rm’s
application for authorisation or an
individual’s application for approval
that is contested; (3) taking action
in straightforward cancellation
cases where the regulator wants to
remove a �rm’s permissions
because said �rm does not meet
the regulatory requirements; and
(4) commencing civil and/or
criminal proceedings.
 
According to FCA Executive
Director of Authorisations Emily
Shepperd, the proposed changes
“will allow us to be more e�cient

by making best use of the breadth
of expertise across the FCA and by
putting certain decisions back to
the subject matter experts”.
 
Relevant stakeholders such as
regulated �rms, individuals working
in �nancial services, industry
groups, policymakers and
regulatory bodies, experts and
consumers, are invited to submit
feedback on the proposed changes
by 17 September.

FCA press release

FCA CP21/25

UK consults on digital innovation regulatory plan

UK FCA consults on decision-making process

https://www.gov.uk/government/news/new-plan-to-make-britain-global-leader-in-innovation-focused-digital-regulation
https://www.gov.uk/government/publications/digital-regulation-driving-growth-and-unlocking-innovation/digital-regulation-driving-growth-and-unlocking-innovation
https://www.fca.org.uk/news/press-releases/fca-proposing-changes-streamline-decision-making
https://www.fca.org.uk/publications/consultation-papers/cp21-25-changes-fca-decision-making-procedure
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PRESS AND MEDIA

The Wall Street Journal (WSJ)
reported on 29 July that the US
government is planning to impose
sanctions targeting Iran’s
precision-strike capabilities
namely drones and guided
missiles, over concerns raised by
the threat posed by these
weapons to the US and its allies.
 
US o�cials cited by the media
outlet stated that the US aims to
target Iran’s defence supply chain
and procurement networks, such
as drone and precision-guided
missile component manufacturers.
Security o�cials purportedly stated
that Iran’s expanding capabilities

pose “a more immediate danger to
Middle East stability than Iran’s
nuclear-enrichment and ballistic-
missile programs”.
 
According to WSJ sources, the US
is also considering stricter
sanctions on oil sales to China, and
allegedly intends to target shipping
networks involved in the export of
crude oil. The WSJ reported on 19
July that such sanctions may be
imposed in case Joint
Comprehensive Plan of Action
(JCPOA) negotiations fail. 
 
Concurrently, US authorities are
reportedly considering additional

measures, such as diplomatic
attempts to persuade China, India
and other crude oil buyers to stop
importing the commodity and limit
non-oil trades, debt �nancing and
�nancial transfers.
 
The Iranian Deputy Foreign
Minister Seyed Abbas Araghchi
stated on 17 July that nuclear
agreement negotiations have been
suspended pending the
inauguration of newly elected
President Ebrahim Raisi.

WSJ article

A Westminster Magistrates' Court
ruled on 22 July that UK citizen
Michael Lynch, the founder of
software company Autonomy
Corp plc, can be extradited to the
US to face fraud charges, reports
the Financial Times.
 
The allegations concern Lynch’s
purported manipulation of
Autonomy’s accounts, which led to
US business technology company

Hewlett Packard Enterprise Co
(HP) paying $11.7 billion to acquire
the company. Lynch was indicted
by prosecutors in the Northern
District of California in late 2018
for allegedly making misleading
statements that caused the
overvaluation of the company. 
According to reporting by Reuters,
Westminster Magistrates Court
Appropriate Judge Michael Snow
agreed that Lynch’s alleged

misconduct purportedly had more
effect in the US and therefore
advanced the request for
extradition to Home Secretary Priti
Patel for a decision.

 

The British entrepreneur reportedly
stated that he will appeal an
eventual extradition decision.

FT article

Reuters article

US reportedly considering sanctions against
Iran’s drones and guided missiles

UK court approves extradition of Mike Lynch

https://www.wsj.com/articles/u-s-plans-sanctions-against-irans-drones-and-guided-missiles-11627556400?mod=hp_lead_pos12
https://www.ft.com/content/b31f5667-5ebc-4f0e-9770-20bb69105bcb
https://www.reuters.com/world/uk/autonomys-lynch-says-disappointed-with-extradition-ruling-2021-07-22/
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‘The Pegasus Project’
investigation published on 18
July, which was conducted by 17
media organisations and
coordinated by Paris-based NGO
Forbidden Stories, disclosed that
Israeli technology �rm NSO
Group’s ‘Pegasus’ spyware has
allegedly been used by
authoritarian governments to
target human rights activists,
journalists and lawyers around the
world. Pegasus is a malware that
can be installed on mobile
devices with the aim of extracting
messages, emails, photographs
and recording calls, while also
covertly activating microphones
and cameras.
 
According to the reporting
consortium, the leaked data
contains a list of over 50,000
phone numbers of potential
surveillance targets, which include
over 180 journalists from 20
countries, 600 government o�cials
and heads of states, activists, and
business executives. According to
the media organisations, at least
ten governments which are

believed to be NSO customers
entered the numbers into the
system between 2016 and June
2021, including Azerbaijan, Bahrain,
Kazakhstan, Mexico, Morocco,
Rwanda, Saudi Arabia, Hungary,
India and the UAE.
 
The investigation identi�ed
journalists from international
media outlets such as Associated
Press, CNN, the New York Times,
the Financial Times and Reuters.
According to the Guardian, the NSO
client country that selected the
most numbers, namely over
15,000, was Mexico, followed by
Morocco and the UAE, with over
10,000 numbers each.
 
In response to the investigation,
NSO argued that the spyware is
only made available to military, law
enforcement and intelligence
agencies and that the company
conducts “enhanced [human rights]
due diligence” on its customers. 
 
NSO states that Pegasus was
created with the aim of preventing
terror attacks, as well as to help
identify criminal organisations
linked to child exploitation, sexual
abuse or drug tra�cking or for
locating missing persons and
protecting airspace “against
disruptive penetration by
dangerous drones”.

The UN High Commissioner for
Human Rights Michelle Bachelet
stated that the revelations are
“extremely alarming” and that
governments should establish
accountability mechanisms for
human rights violators while
“regulating the distribution, use and
export of surveillance technology
created by others”. In addition,
Bachelet noted that surveillance
technology companies should
carry out human rights due
diligence to avoid involvement in
“similar future scenarios” and
establish mechanisms for
mitigating harms generated by
their products. Concurrently,
Teresa Ribeiro, the Representative
on Freedom of the Media at the
Organisation for Security and
Cooperation in Europe (OSCE),
called on national authorities “to
refrain from employing unlawful or
arbitrary surveillance techniques”
and to ensure protection from
potential usage of such software
against them by third parties.

 

Forbidden Stories Pegasus pro…

Amnesty International press rel…

The Guardian article

NSO response to the Pegasus …

UN news article

Israeli Pegasus spyware allegedly used by
governments to monitor activists and journalists

https://forbiddenstories.org/case/the-pegasus-project/
https://www.amnesty.org/en/latest/news/2021/07/the-pegasus-project/
https://www.theguardian.com/world/2021/jul/18/revealed-leak-uncovers-global-abuse-of-cyber-surveillance-weapon-nso-group-pegasus
https://www.theguardian.com/news/2021/jul/18/response-from-nso-and-governments
https://news.un.org/en/story/2021/07/1096142
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The Chinese National People’s
Congress Standing Committee is
preparing new anti-sanctions
legislation for Hong Kong and
Macau in response to US and
European designations, according
to Hong Kong media reports cited
by Bloomberg on 28 July.
According to the media outlet, the
law is expected to add provisions
to the constitutions of Hong Kong
and Macau that will mirror China’s
own recently adopted Anti-
Foreign Sanctions Law.
 
When asked about the reports
during a press conference on the
same day, the Chinese Foreign
Ministry spokesperson stated that
the National People’s Congress
Standing Committee is meeting on
17-20 August but did not provide
further information on the topics
for discussion.
 
On 10 June, the 29th meeting of
the Standing Committee of the
13th National People's Congress
passed the People's Republic of
China Anti-Foreign Sanctions Law.
According to the text of the law,
relevant departments of the State
Council are empowered to respond
to foreign sanctions with
countermeasures against
individuals and entities involved in
imposing them. The

countermeasures include: (1)
denial of visa issuance, entry
denial, visa cancellation or
deportation; (2) seizure and
freezing of movable and
immovable property and other
various types of property within the
territory of the country; and (3)
prohibiting or restricting
organisations and individuals
within the territory of China from
conducting relevant transactions,
cooperation and other activities
with the concerned persons.
 
Furthermore, the law also
stipulates that for organisations
and individuals that “infringe upon
the legitimate rights and interests
of Chinese citizens and
organisations”, such as business
partners who comply with foreign
sanctions, Chinese citizens and
entities are empowered to �le suit
with national courts in accordance
with the law, “requesting them to
stop the infringement and
compensate for losses”.
 
China’s Ministry of Foreign Affairs
announced on 23 July that it has
decided to respond to the 16 July
issuance by the US government of
the US Hong Kong business
advisory and the listing of seven
deputy directors of the Liaison
O�ce in Hong Kong on the

specially designated national list,
pursuant to the Anti-Foreign
Sanctions Law. 
 
The Chinese government's
response comprised the listing of
former US secretary of commerce
Wilbur Louis Ross Jr, Chairman of
US-China Economic and Security
Review Commission Carolyn
Bartholomew, former staff director
of the Congressional-Executive
Commission on China (CECC)
Jonathan Stivers, National
Democratic Institute for
International Affairs’ DoYun Kim,
senior program manager of the
International Republican Institute
Adam Joseph King, and Human
Rights Watch’s China Director,
Sophie Richardson, as well as the
Hong Kong Democratic Council.

Bloomberg report

Chinese Foreign Ministry spok…

Chinese government press rele…

Text of the Anti-Foreign Sancti…

Xinhua News Agency report (2…

US Hong Kong business adviso…

US OFAC Hong Kong related de…

China to endorse new anti-sanctions laws for
Hong Kong and Macau, according to Bloomberg

https://www.bloomberg.com/news/articles/2021-07-27/china-s-top-legislature-mulls-new-laws-for-hong-kong-macau?sref=JbU0FuHR
https://www.fmprc.gov.cn/web/fyrbt_673021/t1895642.shtml
http://www.gov.cn/xinwen/2021-06/10/content_5616875.htm
http://www.npc.gov.cn/npc/c30834/202106/d4a714d5813c4ad2ac54a5f0f78a5270.shtml
http://www.xinhuanet.com/2021-07/23/c_1127689009.htm
https://www.state.gov/risks-and-considerations-for-businesses-operating-in-hong-kong/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210716
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A series of three articles
published by the Guardian on 15
July scrutinises Vanuatu’s
citizenship by investment (CBI), or
‘golden passport’, scheme. The
media outlet claims that the list of
individuals granted citizenship
through the programme includes
politically exposed persons
(PEPs), alleged fraudsters, a
suspected North Korean
politician, and purported
embezzlers, among others. The
investigation raises awareness of
the potential lack of adequacy
regarding due diligence
procedures undertaken before
approving passports.
 
The Guardian used freedom of
information requests to obtain
access to government records
showing the identities of
individuals who purportedly paid
$130,000 each to obtain
citizenship, and thus visa-free
access to the EU, the UK, and 128
other countries. 
 
More than half of the individuals
who received citizenship through
Vanuatu’s Development Support
Programme and Vanuatu
Contribution Programme were
Chinese nationals, followed by
Nigerian, Russian, and Lebanese
individuals. The Director of
Vanuatu’s FIU, Floyd Mera,

reportedly told the Guardian that
most of the persons on the media
outlet’s list are alleged to have
committed crimes or have pending
cases against them and stressed
that in the case of a conviction,
citizenship may be revoked.

Individuals named include

The Guardian article (1)

The Guardian article (2)

The Guardian article (3)

Investigation into Vanuatu’s golden visa scheme
reportedly reveals due diligence failures

Zhou Xiang Huang, also known
as Harry, a director of 64
companies pertaining to the
now-collapsed Australian real
estate conglomerate iProsperity
Group, who is alleged to have
collaborated with founder
Michael Gu to perpetrate a
Ponzi scheme

Raees and Ameer Cajee, the
South African brothers who
founded the cryptocurrency
investment �rm Africrypt
Proprietary Limited and who
purportedly defrauded investors
by absconding with $3.6 billion
in Bitcoin. The two maintain
that the company was hacked
in April 2021 and the assets
were stolen

Fayez Mustafa al-Sarraj, the
former prime minister and
chairman of the Presidential
Council of Libya from March
2016 to March 2021, who
reportedly applied for passports

for himself and his family while
still in o�ce, in his wife’s name

Hayyam Garipoglu, the former
owner of Turkish commercial
bank Sümerbank AS, who was
convicted and sentenced for
embezzlement and fraud after a
multi-million dollar scandal

Gianluigi Torzi, an Italian
businessman charged by the
Vatican for extortion,
embezzlement, fraud, and
money laundering, who
surrendered his Vanuatu
passport in May

Abdul Rahman Khiti, a Syrian
entrepreneur who co-owns
several businesses sanctioned
by OFAC, following the US
designation of his brother, Amer
Taysir Khiti

Vinay Mishra, a former Indian
politician purportedly involved
in a signi�cant corruption case
involving the smuggling of coal
and cattle. The accusations
against him reportedly emerged
after he had obtained
citizenship in Vanuatu

https://www.theguardian.com/world/2021/jul/15/citizenship-for-sale-fugitives-politicians-and-disgraced-businesspeople-buying-vanuatu-passports
https://www.theguardian.com/world/2021/jul/15/whos-buying-vanuatus-passports-crypto-moguls-wanted-men-and-even-a-prime-minister
https://www.theguardian.com/world/2021/jul/15/ex-bikie-and-missing-property-magnate-among-australian-names-granted-vanuatu-citizenship
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A joint investigation by the
Guardian and non-pro�t
organisation the Bureau of
Investigative Journalism
published on 28 July alleges that,
despite British multinational bank
HSBC having discovered a
suspected money laundering (ML)
network operating between 2014
and 2017 through Hong-Kong
based accounts, the bank failed to
disclose the information to
independent monitors appointed
in 2012 by the US Department of
Justice (DOJ) as part of its
deferred prosecution agreement
(DPA) with the bank. At the time,
the �nancial institution entered
the DPA to settle charges relating
to oversight failures which led to
Latin American drug cartels
laundering hundreds of millions of
dollars through HSBC accounts.
 
The discovery was purportedly
made while HSBC assessed its
potential exposure to the Indian
Gupta family, which is accused of
engaging in bribery and corruption
to obtain public contracts during
the term of former South African
president Jacob Gedleyihlekisa
Zuma. The information regarding
the ML network was included in an
internal HSBC report recently

disclosed as part of the South
African Judicial Commission of
Inquiry into Allegations of State
Capture (Zondo Commission),
which is examining corruption
allegations involving Zuma and
members of the Gupta family.
 
The report identi�es three
companies linked to the Gupta
family that held business accounts
at HSBC's Hong Kong subsidiary:
Regiments Asia Ltd, Tequest Group
Ltd and Morningstar International
Trade. The companies were
allegedly used to facilitate bribes
from the Chinese state-owned
China South Locomotive & Rolling
Stock Corporation Ltd, which won
public contracts with South Africa’s
state-owned transport company
Transnet SOC Ltd. The report notes
that the three companies made
payments to 203 entities, among
which 92 were HSBC clients that
received a total of $4.2 billion, from
April 2014 to February 2017. While
32 of these accounts were closed,
60 Hong Kong based accounts
were still active by the time the
internal investigation ended in April
2017. According to the document,
the onward payments made by the
operating accounts amounted to
$3.78 billion and involved 5,576

others from 31 countries, including
China, Taiwan and Singapore.
 
The Guardian and the Bureau of
Investigative Journalism note that
former monitoring team members
allegedly stated for the reporting
consortium that they were never
made aware of the ML network
and quali�ed the bank’s staff as
“quite evasive”. They purportedly
added that supervisors expected
HSBC to disclose any potential ML
and misuse of its accounts and
thus raised questions about
transparency in their cooperation
with the monitoring team. 
 
In response to the allegations,
HSBC allegedly reiterated its
commitment “to preventing
criminals from accessing the
�nancial system” and stated that it
took cooperation with the
monitoring team “very seriously”.

The Guardian article

The Bureau of Investigative Jo…

DOJ press release (11 Decemb…

DPA (December 2012)

Zondo Commission document

HSBC allegedly failed to disclose suspected
money laundering to monitors

https://www.theguardian.com/business/2021/jul/28/hsbc-faces-questions-over-disclosure-of-alleged-money-laundering-to-monitors
https://www.thebureauinvestigates.com/stories/2021-07-28/money-laundering-ring-pushed-4.2bn-through-hsbc
https://www.justice.gov/opa/pr/hsbc-holdings-plc-and-hsbc-bank-usa-na-admit-anti-money-laundering-and-sanctions-violations
https://www.justice.gov/sites/default/files/opa/legacy/2012/12/11/dpa-executed.pdf
https://www.statecapture.org.za/site/files/documents/419/Day_414_-_22_Jun_2021_VV10_State_Capture_Flow_of_Funds_Analysis.pdf
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The Vatican announced on 3 July
that is has indicted 10 individuals
and four entities for money
laundering, fraud, and related
charges after completing a two-
year investigation into the
church’s €350 million London real
estate investment, which yielded
signi�cant �nancial losses,
according to Vatican News.
 
The highest-ranking Vatican
individual charged is Cardinal
Giovanni Angelo Becciu, who
formerly served as the Secretariat
of State’s chief of staff until he was
�red by Pope Francis II in
September 2020. Becciu is
charged with embezzlement,
abuse of o�ce, and subornation.
The London investment deal,
involving a former Harrod’s
department showroom in Chelsea,
was reportedly arranged by
investment banker Raffaele
Mincione, who is charged with
embezzlement, fraud, abuse of
o�ce, and self-laundering.
 
According to a Vatican provided
summary of the nearly 500-page
indictment, an initial investment of
€200 million was made between
June 2013 and February 2014
when the Secretariat of State

borrowed the funds from Credit
Suisse to invest in Mincione’s
Athena Capital Global
Opportunities Fund, of which at
least €18 million was lost by
September 2018. Mincione
purportedly demonstrated con�icts
of interest in his investment of
Vatican funds, with the Vatican
stating that the Secretariat of
State’s investment was not
proportionate with the property’s
actual value. Furthermore, the
indictment adds that the Vatican
Gendarmerie had previously
advised that Mincione was not a
suitable manager of Vatican
investment funds.
 
The Vatican has also charged two
Swiss companies and one each in
Slovenia and the US. Three of the
companies, HP Finance LCC,
Prestige Family O�ce SA, and
Sogenel Capital Investment, are
identi�ed by the Vatican as being
connected with Enrico Crasso and
charged with fraud. The fourth
entity, Logsic Humanitarne
Dejavnosti D.O.O., purportedly
relates to Cecilia Marogna and is
accused of embezzlement,
according to a Holy See press
communique. Crasso, who is
identi�ed as having managed the

Secretariat of State’s investments
for decades, is charged with
embezzlement, extortion, money
laundering and self-laundering,
abuse of o�ce, and forgery.
 
Also indicted in the case are Rene
Brulhart and Tommaso Di Ruzza,
the former president and director
of the Vatican’s Supervisory and
Financial Information Authority,
respectively, Mauro Carlino, the
former secretary of the Secretariat
of State’s Substitute, and
Administrative O�ce of the
Secretariat of State employee
Fabrizio Tirabassi. Attorney Nicola
Squillace, who was reportedly part
of the investment negotiations, is
charged with fraud, appropriation,
and laundering. Lastly, the Vatican
has charged broker Gianluigi Torzi
with extortion, fraud, money
laundering, embezzlement, and
appropriation for his alleged role in
liquidating funds connected with
the Chelsea property.
 
The �rst judicial hearing was due to
take place on 27 July.

Holy See press o�ce communi…

Vatican indictment summary

The Vatican indicts senior clergy and foreign
companies for money laundering

https://press.vatican.va/content/salastampa/en/bollettino/pubblico/2021/07/03/210703a.html
https://www.vaticannews.va/en/vatican-city/news/2021-07/documents-and-testimony-contained-in-request-for-indictments.html
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A bogus cryptocurrency business
“backed” by some of the world’s
most prominent businesspeople
and registered with the UK’s
Companies House highlights the
failings of the agency, according
to reporting by The Sunday Times
published on 4 July.
 
The Sunday Times reports that it
alerted Companies House to the
fraudulent information contained in
documents registered under
Grantedge Trading Investment,
whose HQ is at the same address
as Mail Boxes Etc in Bournemouth.
The company’s website claims it
has served two million customers,
and documents registered at
Companies House list chemicals

tycoon Sir Jim Ratcliffe and
Lakshmi Mittal, the metals baron,
as shareholders. The Russian
industrialist Alisher Usmanov is
listed as chief executive.
 
“Fraud experts say that the
Companies House register is
awash with entities created by
criminals to facilitate scams,
money laundering and even
murkier activities, designed to give
them a veneer of respectability”,
the media report states, explaining
that “Grantedge illustrates how
much needs to change. Its
founders, who The Sunday Times
has been unable to identify, took
some trouble in concocting their
sham business”. 

It costs £12 to incorporate a
business with Companies House,
compared with £85 in France
according to the report. “Such a
low price is attractive to criminals
seeking to set up impenetrable
corporate webs with multiple
companies”, the report states.

  
Companies House has a workforce
of more than 1,000 civil servants
and said it does “not have the
statutory power to verify the
accuracy of the information that
companies send to us”.

The Sunday Times article

Reuters reported on 6 July that
South African prosecutors are
considering an Interpol request to
issue red notices for the arrest of
two South Africa-based
businessmen connected to former
president Jacob Zuma. Atul and
Rajesh Gupta, two members of a
family that controls mining,
computing, and media

businesses, are being sought for
alleged fraud and money
laundering, according to the
media outlet.
 
The National Prosecuting Authority
initially stated on 5 July that it had
requested that Interpol issue red
notices for the Gupta brothers and
their wives but reportedly corrected

the statement the following day.
Reuters reports that the case
concerns suspected fraud related
to the agriculture department of
the Free State province.

Reuters article

Billionaire-run fake �rms show Companies
House must change, reports The Sunday Times

South African authorities reportedly considering
Interpol red notices for Gupta brothers

https://www.thetimes.co.uk/article/companies-house-under-fire-as-fake-firms-get-seal-of-approval-for-just-12-9c8gp3k2v
https://www.reuters.com/world/africa/south-africa-says-interpol-issued-red-notices-guptas-associates-2021-07-05/
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Reuters reported on 23 July that
Indian entrepreneur Bavaguthu
Raghuram Shetty, the founder of
UAE-based hospital operator NMC
Health plc, has �led a civil lawsuit
in the US against auditor Ernst &
Young LLP (EY) and four other
individuals and entities, over
allegations concerning a multi-
billion dollar fraud.
 
According to the media outlet,
court documents �led in a New
York Supreme Court also name
former NMC CEO Prasanth
Manghat and his brother, Promoth
Manghat, the CEO of �nancial
services company Finablr plc,
which is also owned by Shetty. The
two allegedly misrepresented the
revenue and �nancial statements
of the hospital operator, while also
misappropriating funds and
arranging extensions of credit for

their own bene�t by concocting
fake invoices, according to the
Financial Times. The brothers have
previously denied the allegations.
 
The suit, wherein Shetty reportedly
requests $8 billion in damages, is
also directed against India-based
Bank of Baroda Ltd, which is
alleged to have processed
fraudulent transactions. Dutch
�nancial institution Credit Europe
Bank NV is named in the
documents as well, according to
Reuters, with Shetty purporting
that the bank continued to approve
loans even though it was aware of
the fraudulent conduct. Credit
Europe denies the allegations.
 
According to the �lings, EY
allegedly performed fraudulent
audits while being aware that the
loans were being laundered. The

auditing �rm reportedly stated that
“this case is without merit” and the
company will defend itself.
 
The hospital operator’s shares
plummeted in early 2020 after a
report by short seller Muddy
Waters Research LLC questioned
NMC’s �nancial �gures. A UK court
ordered the company to be placed
into administration after it was
discovered that billions of dollars in
debts were not registered on the
�rm’s balance sheets. In May 2020,
the UK’s Financial Reporting
Council (FRC) launched a probe
into EY’s audit of NMC’s �nancial
statements for the year ending 31
December 2018.

 

Reuters article

Financial Times article

The Financial Times reported on
19 July that KPMG has agreed to
pay HK$650 million (£59.9
million) to settle claims over its
alleged failure to identify fraud
involving Chinese forestry

corporation China Forestry
Holdings Company Ltd.
 
In 2019, the liquidators of China
Forestry �led a lawsuit against
KPMG, alleging that it was
negligent when it failed to identify

falsi�ed accounting records by the
company’s senior executives prior
to its 2009 listing.

Financial Times article

NMC Health founder reportedly accuses former
CEO, banks and EY of fraud in $8bn legal claim

KPMG allegedly settles claims of failure to
identify fraud at Chinese forestry corporation

https://www.reuters.com/legal/government/nmc-founder-sues-ey-banks-execs-8-bln-over-alleged-fraud-2021-07-22/
https://www.ft.com/content/91317ad0-40aa-4dd7-91ca-3e1c17853a87
https://www.ft.com/content/40a66ec8-d2a1-47d6-a5df-d4414fe75649
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ESG

In April, the EU Commission (EC)
published new rules that will be
pivotal in advancing its
sustainable �nance agenda under
the Green Deal and enabling the
EU’s transition to a carbon neutral
EU economy by 2050.
 
The EC’s sustainability package
sets out technical criteria that will
guide the implementation of the EU
Taxonomy, a classi�cation system
that establishes parameters
around what companies can class
as sustainable activities or
investments and what public
disclosures they need to make
about their exposure to
environmental, social and
governance (ESG) risks.
 
To meet the objective of driving a
dramatic shift towards investment

that is truly environmentally or
socially sustainable, the private
sector’s activities will, for the �rst
time, need to measure up publicly
against a range of �xed criteria.
 
The EC has also recently published
a draft version of a new Corporate
Sustainability Reporting Directive
(CSRD), which sets out new legal
requirements for companies to
disclose their ESG risks and their
broader social and environmental
impact. Under the CSRD,
companies will have to follow new
EU sustainability reporting
standards to account for both the
risks faced by the company and
their negative impact on issues
such as climate change or human
rights, including within their supply
chains. These disclosures will be
linked to the EU Taxonomy’s

requirements and provide similar
information to that already being
asked of companies by investors
and �nancial institutions, who are
already reporting under a separate
piece of regulation, known as the
Sustainable Finance Disclosure
Regulation (SFDR).
 
The EU Taxonomy
 
The EU Taxonomy seeks to provide
companies, investors, and
consumers with a clear de�nition
of whether or not individual
economic activities qualify as
environmentally sustainable. From
January 2022, companies will be
asked to disclose what proportion
of their activities – by turnover,
capital expenditure and operating
expenditure – are Taxonomy-
aligned, based on classi�cation. 

European Commission's latest green investment
rules mark a sea-change for ESG
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Activities that qualify as
environmentally sustainable fall
into six categories, the �rst two of
which cover climate change and
will apply from January 2022, while
four others are applicable from
January 2023:

 

Activities within these pools will
qualify as environmentally
sustainable if they meet four �xed
requirements:
 
1. They substantially contribute to
one or more of the six
environmental objectives
 
2. They do not signi�cantly harm
any of the environmental
objectives
 
3. They comply with minimum
safeguards based on certain
international human rights
standards
 
4. They comply with the technical
criteria for climate change
mitigation or climate change
adaption

The technical criteria published by
the EC last month cover the �rst
two categories of climate change
mitigation and climate change
adaptation. Further screening
criteria for the other four are
expected by the end of the year. As
well as meeting the environmental
criteria, businesses will also have
to meet minimum human rights
obligations set out in the OECD
Guidelines on Multinational
Enterprises and UN Guiding
Principles on Business and Human
Rights to align themselves fully
with the Taxonomy.

  
The EU Taxonomy will impact
businesses within and beyond the
EU. Companies outside the EU, but
who do business with or have
investors based in the bloc, are
likely to be asked to report their
activities against the classi�cation
system. Global operations of EU-
domiciled companies will also be in
scope. Meanwhile, other countries
such as the UK, Canada, Japan, are
expected to soon introduce their
own taxonomies. Not only are
these likely to be adapted from the
EU’s model, but given the
prevalence of global supply chains
and the countries’ broader
membership of groups like the
OECD, there is an increasingly
strong case for alignment.
 
Sustainable Finance Disclosure
Regulation (SFDR)
 
The SFDR came into force in 2021
and sets out sustainability
disclosure requirements across the

�nancial sector. More indepth
disclosures by investors will require
a higher level of ESG data from
their respective investee
companies, a process that is part
of a broadening engagement on
sustainability practices and the
market’s shift towards more
sustainability-conscious activity.
 
This legislation will compel �rms to
disclose how they consider
adverse impacts on sustainability
in their investment decisions and
to categorise certain activities
according to whether they promote
environmental and/or socially
(bene�cial) characteristics or,
applying a higher bar, if
sustainability is the overriding
investment objective.
 
Although the legislation was
passed by the EU Parliament after
the UK left the EU, the SFDR will
still apply to UK-based �rms that
either manage funds domiciled in
the EU or market non-EU domiciled
funds into the EU.

Corporate Sustainability
Reporting Directive (CSRD)

The proposed CSRD will replace
the current Non-Financial
Reporting Directive (NFRD) and
seeks to bring consistency to
companies’ reporting on
sustainability risks and impacts in
terms of issues like climate or
forced and/or child labour. 
Reporting on this basis will
encompass the concept of double
materiality, that is both the risks

Climate change mitigation

Climate change adaptation

Sustainable use of
water/marine resources

Transition to a circular
economy

Waste and pollution prevention

Biodiversity and healthy
ecosystems
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that affect the market value of the
company and the impact of the
company’s activities on societal
and environmental issues.
 
Disclosures will also have to clearly
set out a company’s methodology
for materiality assessments and
provide forward looking
information such as reduction
targets on emissions. Under the
CSRD, companies will also be
required to provide third-party
assurances to prevent
‘greenwashing’ and ensure the
reliability of their disclosures. The
EC has stated that, initially, there
will be a “limited” assurance
requirement. Over time this is likely
to be extended to match that
required of �nancial reporting and
“reasonable assurance” may be
necessary once EU assurance
standards are in place.
 
A watershed for ESG
 
This raft of new rules is set to
provide guidance and answers for
companies as to what constitutes
good ESG and sustainable
economic activity. As such, they
should serve to direct more
investment towards greener parts
of the economy. While many more
companies have adopted loose
ESG goals in the recent past,
without mandatory reporting
mechanisms it has been all too
easy for businesses and �nancial
institutions to adopt
‘greenwashing’ practices. Equally,
in the absence of agreed ESG
criteria, specialist ratings agencies’

approaches to capturing an
organisation’s ESG performance
has diverged. The approach to
climate change has driven the
adoption of regulation, and in turn
more detailed reporting
frameworks, such as the Taskforce
on Climate-Related Financial
Disclosures (TCFD). A similar
progression is likely with regard to
social issues and human rights as
they attract increasing scrutiny.
 
To date, the EC has agreed a list of
certain industries – manufacturing,
transport, waste and water, real
estate, among others – that qualify
as environmentally sustainable.
The EC has delayed its decision as
to whether to include other, more
controversial, sectors until later
this year. There has been heated
debate in Brussels about activities
such as nuclear and natural gas
production. France and Hungary,
have lobbied hard for the inclusion
of nuclear, in spite of concerns
around toxic waste, while Poland,
the Czech Republic and several
energy �rms have pushed to have
natural gas labelled as sustainable.
 
The formulation of the Taxonomy
and its screening criteria has
prompted signi�cant political and
corporate lobbying in Brussels.
This re�ects the potentially
signi�cant impact that it and its
sister legislation will have on
advancing sustainable economic
activity. The process of formulating
the rules has, inevitably, proved to
be a matter of balancing scienti�c
considerations with political and

economic ones. This debate also
demonstrates the growing fears of
being left out of the sustainability
club, with its increased marketing
potential and better access to
investment. It is now a question of
‘when’, not ‘if’ companies will
be expected to be more proactive
in promoting sustainability.

Aperio Intelligence’s established
ESG team can support you:

If you would like more information
on how Aperio Intelligence
can assist you to comply with the
new obligations, contact: Oliver
Brind oliver.brind@aperio-
intelligence.com

Establish whether your
organisation is in scope of the
SFDR or CSRD

Identify those requirements that
are relevant to your
organisation

Map your organisation’s
economic activities to the EU
Taxonomy and Technical
Screening Criteria

Establish whether economic
activities substantially
contribute to and/or do no
signi�cant harm (or do not
undermine) to the Taxonomy’s
environmental objectives

Identify and disclose
information required by
investors under the SFDR

mailto:oliver.brind@aperio-intelligence.com
mailto:oliver.brind@aperio-intelligence.com
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Economic

activities

Activities that are

environmentally

sustainable

under the EU

Taxonomy

Requirements for alignment

with EU Taxonomy

Minimum safeguards in line with OECD

Guidelines for Multinational Enterprises and

UN Guiding Principles on Business and

Human Rights

Revenue 1. Climate change

mitigation

2. Climate change

adaptation

3.Sustainable use

of water/marine

resources

4. Transition to a

circular economy

5. Waste and

pollution

prevention

6. Biodiversity

and healthy

ecosystem

Adopt policies at senior management level to

express commitment to responsibility to

respect human rights

Avoid causing or contributing to adverse

human rights impacts through own activities,

and address such impacts when they occur

Capital

expenditure

Seek to prevent or mitigate adverse human

rights impacts that are directly linked to

operations, products or services, even if

they have not contributed to those impacts

Operating

expenditure

Carry out human rights due diligence to

identify, prevent, mitigate and account for

how they address their adverse human rights

impacts

Communicate externally about how they

address their human rights impacts

Provide for a remedy in the event that they

have caused or contributed to any adverse

impacts

Monitor the effectiveness of their response to

human rights impacts, including grievance

mechanisms.

Table 1: Requirements for alignment of economic activities with EU Taxonomy

substantially contributes to

one or more environmental

objectives;

does not signi�cantly harm

(DNSH) any environmental

objective;

complies with minimum

safeguardsbased on certain

human rights standards;

and

complies with the Technical

Screening Criteria (TSC),

which are the detailed

conditions for the �rst two

limbs above.
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EU

Regulation

Applies to: Applies from: Implications for businesses

and �nancial institutions

EU

Taxonomy

Institutional

investors and asset

managers, and by

association to

investee companies

FY 2021 (from Jan 2022):

FY 2022 (from Jan 2023)

Requirement to map

economic activities by

revenue, capital expenditure

and operating expenditure

against six high-level

objectives, accompanying

Technical Screening Criteria,

and international standards

such as the OECD Guidelines

for Multinational Enterprises

and the United Nations

Guiding Principles on

Business and Human Rights.

Sustainable

Finance

Disclosure

Regulation

(SFDR)

Financial

institutions,

including

investment banks,

fund and asset

managers, pension

providers, insurance

investors

10 March 2021 Financial institutions: assess

whether they are in scope

and assess required level of

disclosure about investee

companies to comply.

Businesses: assess new

requirements on their own

investors and impact for

their own ESG disclosures.

Corporate

Sustainability

Reporting

Directive

(“CSRD”)

> 250 employees

and/or

> €40M Turnover

and/or

> €20M Total

Assets

FY 2023: �rst set of EU reporting standards

apply

FY 2024: second set of EU reporting

standards apply

Consider materiality

assessment and associated

methodology.

Establish effective targets

(such as for reducing

emissions) in line with

appropriate ESG

benchmarks and the Paris

Agreement.

Table 2: New EU regulation and the implications for �nancial institutions and businesses.

Climate change mitigation

Climate change adaptation

Sustainable use water/marine resources

Circular economy

Pollution prevention

Biodiversity and healthy ecosystems

Public

companies

Large

companies

which meet 2 of

3 criteria:
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COMPANY UPDATE

Aperio Intelligence has had a busy
six months, undertaking a diverse
portfolio of work, across our
services lines. Given the pace of
activity, the Aperio team
continues to grow and today we
are now a team of 40, speaking 25
languages in house.
 
Highlights of the year to date
include:
 
Enhanced Due Diligence
 
• Pre-entry studies in six Latin
American countries on behalf of a
French corporate client seeking to
establish new partnerships in the
region
 
• Indepth due diligence about two
indigenous players in the Middle
Eastern solar power industry, with
a view to establishing their political
and commercial risk pro�les for a
European client
 
• Several hundred enhanced due
diligence reports, supporting our
clients’ compliance with anti-
bribery & corruption and sanctions
legislation and other legal and
regulatory obligations
 

Investigations
 
• Work focused on intelligence
gathering on the dark web and
among closed forums used by
organised crime groups (OCGs) to
determine whether our client was
being targeted by malicious
ransomware attacks and fraud
 
• Identi�cation of global assets
belonging to an Asian airline in
support of a claimant in an
international arbitration case
 
• Work with a European corporate
client to investigate serious
whistleblower allegations about
corruption and bribery in an
overseas operational unit
 
Strategic Intelligence
 
• A report commissioned by a
private equity �rm considering an
investment in an Italian technology
company, who needed a better
understanding of the management
team’s reputation, and how
potential changes in the regulatory
and licensing environment might
impact the company’s future
prospects.
 

• A study on politically motivated
supply chain vulnerabilities for a
European company with signi�cant
Chinese exposure
 
• A security threat assessment on
events in Colombia
 
ESG Advisory
 
• A report commissioned by a
mining company, analysing the
principal sources of materials such
as copper, nickel and cobalt, pivotal
to the production of electric and
plug-in hybrid vehicles, and likely
future demand for them, given the
rapid adoption of e-mobility
 
• A paper on the impact of
forthcoming legislation in Germany
with regards to observance of
human, civil and employment
rights in the supply chain, where
non-compliance can lead to
regulatory penalty and sanctions
 
 
For more information, please
contact: Oliver Brind
oliver.brind@aperio-
intelligence.com

Aperio Intelligence – highlights of 2021 so far

https://fcdadminproduction.z6.web.core.windows.net/report-editor/mailtooliver.brind@aperio-intelligence.com
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Aperio Intelligence continues to
produce a wide range of thought-
provoking content for our readers
across multiple channels. Our
monthly �agship publication, the
Financial Crime Digest, has an
ever-expanding readership across
Europe and beyond. We have also
hosted a series of webinars,
where we have brought together
diverse panels of experts on
issues as varied as renewable
energy in the Middle East,
Unexplained Wealth Orders, and
supply chain risk in China. Our
regional teams also leverage their
investigative skills to produce a
stream of high-quality articles
and interviews for publication on
our social media channels.
 
HIGHLIGHTS OF 2021 INCLUDE:
 
Financial Crime Digest

Webinars
 

 
Featured Articles

To receive our monthly Financial
Crime Digest, information on
webinars and events, and company
insights, please sign up here.
 
Upcoming webinars
 
September 2021: Italy’s green drive:
opportunities and risks for
investors
 
October 2021: A new era for
Germany
 
About Us
 
Founded in 2014, Aperio
Intelligence is a specialist,
independent corporate intelligence
�rm, headquartered in London.
Collectively our team of 40 has
decades of experience in
undertaking complex
investigations and intelligence
analysis. We speak over 25
languages inhouse, including major
European languages, as well as
Russian, Arabic, and Cantonese. 

Website Twitter LinkedIn Youtube
 

Aperio Intelligence – Financial Crime Digest,
webinar series and thought leadership

Countering �nancial crime with
the help of AI and machine
learning post Covid-19

A spotlight on Venezuela:
sanctions evasion

A closer look inside the UK
Financial Conduct Authority’s
Digital Sandbox

The UK Bribery Act goes under
the microscope on its 10th
anniversary

The race to secure rare earths:
what will higher sustainability
standards mean for investors in
critical minerals?

Fraud trends in the pandemic:
challenges for business

Rapprochement in the Gulf:
Opportunities and challenges

The impact of Unexplained
Wealth Orders on the UK’s
�nancial and property sectors

Decoupling from China?
Managing reputational and
compliance risks in global
supply chains.

Regional Trends in 2021

The Clean Energy Transition:
Geopolitical Implications for the
Renewables Sector

Germany’s new Supply Chain
Act will make human rights due
diligence mandatory

Saudi Arabia’s futuristic desert
cities: outside investors will
need some convincing

Critical Minerals and e-mobility
(a report for Eurobattery
Minerals)

Russia’s Arctic Strategy: a race
against climate change

https://aperio-intelligence.us11.list-manage.com/subscribe?u=48d5915a962162b98e77770fd&id=855b6247fc
https://www.aperio-intelligence.com/
https://twitter.com/aperiointel?lang=en
https://www.linkedin.com/company/aperio-intelligence
https://www.youtube.com/channel/UCo7loD6oCK7S_usbT5oXRqg
https://www.aperio-intelligence.com/wp-content/uploads/2021/03/Financial-Crime-Digest-February-2021.pdf
https://www.aperio-intelligence.com/wp-content/uploads/2021/05/Financial-Crime-Digest-April-2021.pdf
https://www.aperio-intelligence.com/wp-content/uploads/2021/06/Financial-Crime-Digest-May-2021.pdf
https://www.aperio-intelligence.com/wp-content/uploads/2021/07/Financial-Crime-Digest-June-2021.pdf
https://www.youtube.com/watch?v=fOJYsUzHqKE&ab_channel=AperioIntelligence
https://www.youtube.com/watch?v=o1hcZgzsHdc
https://www.youtube.com/watch?v=8mhJgS5I9IU
https://www.youtube.com/watch?v=BXmV16gEP7w
https://www.youtube.com/watch?v=iA-Uy_fP8jc
https://www.aperio-intelligence.com/wp-content/uploads/2021/01/Regional-Trends-in-2021_Aperio-Intelligence-3.pdf
https://www.aperio-intelligence.com/wp-content/uploads/2021/05/Geopolitics-and-the-renewables-sector.pdf
https://www.aperio-intelligence.com/2021/07/01/germanys-new-supply-chain-act-will-make-human-rights-due-diligence-mandatory/
https://www.aperio-intelligence.com/2021/01/18/saudi-arabias-futuristic-desert-cities-outside-investors-will-need-some-convincing/
https://eurobatteryminerals.com/pdf/aperio-intelligence-critical-materials-and-e-mobility.pdf
https://www.aperio-intelligence.com/2021/07/06/russias-arctic-strategy-a-race-against-climate-change/
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Diligent analysis. Powering business.TM aperio-intelligence.com
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