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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm, headquartered
in London. Collectively our team has decades of
experience in undertaking complex investigations and
intelligence analysis. We speak over twenty languages inhouse, including all major European languages, as well
as Russian, Arabic, Farsi, Mandarin and Cantonese.
We have completed more than 3,000 assignments over
the last three years, involving some 150 territories. Our
client base includes a broad range of leading
international financial institutions, law firms and
multinationals.

Our role is to help identify and understand financial crime,
integrity and reputational risks, which can arise from a lack
of knowledge of counterparties or local jurisdictions,
enabling our clients to make better informed decisions.
Our due diligence practice helps clients comply with antibribery and corruption, anti-money laundering and other
relevant financial crime legislation, such as sanctions
compliance, or the evaluation of tax evasion or sanctions
risks. Our services support the on-boarding, periodic or
retrospective review of clients or third parties.
Our investigations practice advises clients in a wide range
of complex disputes and other contentious matters,
including complex cross-border asset tracing claims,
litigation support, internal investigations, market
intelligence, supply chain analysis and country risk
assessments.
Our team has specialist knowledge of and access to a very
broad range of public and proprietary data sources, as well
as a longstanding network of reliable, informed local
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contacts, cultivated over decades, who support us regularly
in undertaking local enquiries on a confidential and discreet
basis. As a specialist provider of corporate intelligence, we
source information and undertake research to the highest
legal and ethical standards. Our independence means we
avoid potential conflicts of interest that can affect larger
organisations.
We work on a “Client First” basis, founded on a strong
commitment to quality control, confidentiality and respect
for time constraints. We offer robust, cost-effective
solutions, providing our clients with work of the highest
quality at favourable rates.
Please do not hesitate to get in touch with us if you would
like to know more about Aperio’s services or discuss how
we might be able to help you:

Email info@aperio-intelligence.com or find out
more at: aperio-intelligence.com
© Aperio Intelligence Limited, 2020 - All Rights Reserved.
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INTRODUCTION
Welcome to the May issue of the Financial Crime Digest. To receive the publication direct to your inbox every month, please sign
up here. We are currently developing an online platform, which provides more comprehensive coverage of financial crime
developments. If you would like more information on the new platform or our services please email info@aperio-intelligence.com
Aperio Intelligence’s next webinar ‘Decoupling from China? Managing reputational and compliance risks in global supply chains’
will take place on 16 June. Our expert panel will discuss the emerging compliance and reputational challenges facing companies
as they seek to adjust their supply chains to a changing geopolitical and technological landscape. Register here.
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ENFORCEMENT & LITIGATION

ECJ Advocate General opinion on Bank Melli
case against German telco on the EU Blocking
Regulation and US secondary sanctions
courts of EU member states. Furthermore, he underlines that
the provisions of the EU Blocking Regulation should be
understood as imposing an obligation on Telekom to provide
a justification for terminating contractual relationships with
Bank Melli. According to the AG, in the event of an EU entity
failing to comply with such provisions, a member state’s
national court could order it to maintain contractual
relationships with entities that are subject to US sanctions.

The European Court of Justice (ECJ) Advocate General
Gerard Hogan issued on 12 May his non-binding opinion in
the first case before the ECJ to consider the EU’s Blocking
Regulation in Case C-123/20 Bank Melli Iran v. Telekom
Deutschland GmBH. The Advocate General concludes that
the German telecoms company Telekom Deutschland

Hogan states that Iranian
companies should be allowed to
invoke EU law blocking US
secondary sanctions before the
courts of EU member states

GmbH’s decision to terminate its contractual relationship
with Iran’s Bank Melli is “invalid” if it is only justified in order

Following the re-imposition of US sanctions on Iran in 2018,

to comply with US secondary sanctions.

Telekom terminated its contract with Bank Melli. The Iranian
bank argued that the termination was in breach of Article 5 of

The case arose following a preliminary ruling request brought

the Blocking Regulation. The Blocking Regulation prohibits

by Germany’s Higher Regional Court on the interpretation of

EU operators from complying with certain “requirements or

Article 5 of Council Regulation (EC) 2271/96, otherwise

prohibitions” set out in its Annex unless it is exceptionally

known as the Blocking Regulation, protecting against the

authorised to do so.

effects of the extra-territorial application of legislation
adopted by a third country, and actions based thereon or

The Advocate General’s non-binding opinion will now be

resulting from the Blocking Regulation.

considered by the ECJ. The ECJ's ruling is expected in the
next few months.

According to the AG, the Regulation’s provisions which
prohibit EU entities from complying with third countries’

ECJ press release

legislation imposing secondary sanctions apply even when
entities comply “without first having been compelled by a

Opinion of the Advocate General

foreign administrative or judicial agency to do so”.
Request for a preliminary ruling
Hogan states that Iranian companies should be allowed to
invoke EU law blocking US secondary sanctions before the
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Switzerland's Julius Baer enters DPA with US
prosecutors over FIFA corruption case
Swiss bank Julius Baer Co & Ltd

Argentina-headquartered Torneos

illegal conduct, made misleading

entered into a deferred prosecution

allegedly operated shell companies FPT

representations concerning the facts of

agreement (DPA) with the US

Sports SA and Arco Business and

the matter, and did not make all relevant

Department of Justice (DOJ) on 20

Development Ltd for the purpose of

evidence available. According to bank’s

May, acknowledging a charge of money

executing bribery payments, through

admissions, client accounts associated

laundering conspiracy for the benefit

accounts opened at Julius Baer in both

with international football were

of Fédération Internationale de Football

entities’ names, with transactions

generally understood to involve high

Association (FIFA) officials. As part of

involving US-based banks. According to

corruption risks, however the opening

the DPA, the bank must forfeit $36

the DOJ, Torneos and others paid

of such accounts were fast-tracked in

million representing the laundered

bribes to former FIFA vice-president

the hope that these clients would

bribes and pay a $43 million fine.

Julio Humberto Grondona and his heirs,

provide lucrative business.

ex-member of FIFA’s executive
According to the DOJ, which disclosed

committee Marco Polo del Nero, former

The DOJ’s resolution took into account

the three-year DPA on 27 May, Julius

member of FIFA’s audit and compliance

the bank's failure to voluntarily disclose

Baer’s compliance function ignored

committee Romer Osuna, former

the matter; the nature and seriousness

crucial red flags as bank employees

presidents of the Confederación

of the conduct, including that the bank

facilitated the illicit scheme. Between

Sudamericana de Fútbol (CONMEBOL)

played a vital role in this scheme for

February 2013 and May 2015, the

Nicolás Leoz and Eugenio Figueredo,

over two years; and the bank’s criminal

bank’s former relationship manager

former CONMEBOL vice-president

history. The bank received a 5 percent

working in Uruguay and Switzerland,

Sergio Jadue, and former president of

reduction to the penalty for its

Jorge Luis Arzuaga, allegedly conspired

the Confederação Brasileira de Futebol

“significant efforts” to remediate its

with media entrepreneurs, including

José Maria Marin.

compliance programme.

Alejandro Burzaco of Torneos y
Competencias SA, to pay bribes to FIFA

Anti-money laundering (AML) control

and regional football bodies’ executives

failings occurred at Julius Baer

to secure regional media rights for

included overlooking fraudulent

several international football

contracts, third-party payments directed

championships, including four World

by a FIFA official, and contractual

Cups. Arzuaga pleaded guilty in the US

relations with shell companies,

and was sentenced in November 2020

according to the DOJ. Additionally, the

to three years’ probation.

bank failed to voluntarily disclose the

DOJ press release
Julius Baer press release
DPA

UK FCA charges unauthorised adviser with fraud
The UK’s Financial Conduct Authority

According to the regulator, between

with the intention of defrauding

(FCA) announced on 20 May that it has

January 2008 and July 2019 Hudson

creditors. Hudson’s plea hearing is

commenced criminal proceedings

provided investment advice through his

scheduled for 17 June.

against Ian James Hudson for fraud,

business, Richmond Associates,

following an investigation.

without being authorised to do so and
allegedly accepted investor deposits

4

FCA press release
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Swiss insurance group enters DPA with DOJ for
conspiring to hide US taxpayers assets
false federal income tax returns, and evade federal income
taxes between 2005 and 2014. According to documents filed
in the Southern District of New York, the companies
maintained around 1,600 private placement life insurance
policies, or insurance wrappers, which allowed parties to
maintain offshore assets.
Other forms of misconduct include using intermediaries to
fund or terminate accounts, aiding taxpayers in setting up
policies in a foreign relative’s name, using corporate premium
accounts to funnel the money and allowing clients to
The US Department of Justice (DOJ) announced on 14 May
that it has entered into a deferred prosecution agreement
(DPA) with Swiss Life Holding AG for conspiring to assist
American citizens evade US taxes. Swiss Life helped US
individuals hide almost $1.5 billion in assets through
insurance policies operated by three of its subsidiaries in
Europe and Asia, according to the DPA. Swiss Life Holding
has agreed to pay over $77 million, comprised of $16 million
in restitution, $36 million in forfeiture of gross fees earned,
and a penalty of $25 million.

Swiss Life Liechtenstein allowed
the transfer of precious metals
and high-value goods and
promoted the use of its
instruments to keep taxable
income until the perceived
statute of limitations on tax
offences expired, the DOJ states
Swiss Life (Liechtenstein) AG, Swiss Life (Singapore) Pte Ltd,
Swiss Life (Luxembourg) S.A., and their ultimate parent
company acknowledge their role in conspiring with US
taxpayers to defraud the Internal Revenue Service (IRS), file

5

designate representatives to receive policy documents and
account statements on their behalf. Swiss Life Liechtenstein
allowed the transfer of precious metals and high-value goods
and promoted the use of its instruments to keep taxable
income until the perceived statute of limitations on tax
offences expired, the DOJ states.
The DOJ has agreed to defer prosecution for three years and
will seek to dismiss the charge if the Swiss Life companies
admit and acknowledge responsibility, cooperate fully with
US authorities including the IRS, pay the specified sum,
comply with federal criminal laws, and otherwise respect in
full the terms of the DPA.
The penalty imposed by the DOJ takes into consideration that
Swiss Life conducted a robust internal investigation, supplied
client-related data, facilitated the acquisition of information
relating to custodian banks, asset managers, and other
entities and individuals related to Switzerland, Liechtenstein,
and Singapore, and otherwise assisted the DOJ’s
cross-border tax enforcement efforts. Swiss Life also
implemented remedial measures to protect against the use
of its services for tax evasion in the future.
DOJ press release
Swiss Life press release
DPA
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UK FCA fines Sapien Capital over cum-ex trading
The UK’s Financial Conduct Authority

Dividend arbitrage places shares in

Sapien represented to the FCA that its

(FCA) announced on 6 May that it has

alternative tax jurisdictions around

steps to improve systems and

fined corporate finance advisory and

dividend dates, with the aim of

processes should be considered a

brokerage firm Sapien Capital Ltd

decreasing tax exposure. This can

mitigating factor in calculating the

£178,000 for “serious” systems and

involve trading and lending securities

penalty. It compared its case to UK

controls failures related to alleged

and trading derivatives designed to

bank RBS’s 2014 fine over failings in

cum-ex dividend arbitrage trading. The

hedge movements in the price of

mortgage advice processes, whereby

penalty is the first FCA case in relation

securities over the dividend dates. The

RBS’s remediation was seen to be a

to cum-ex trading, which involves

FCA found the way trades were

mitigating factor. However, the FCA

trading listed equities around their

conducted by the Solo Group and its

stated that RBS “had taken significantly

dividend date so multiple parties can

clients to be “highly suggestive of

more steps” than Sapien, such as

withhold tax.

financial crime, and appear to have

introducing an IT resilience programme,

been taken to create an audit trail to

and taking the initiative to launch a

The FCA found that between 10

support withholding tax reclaims in

customer and non-customer redress

February and 10 November 2015

Denmark and Belgium”. Sapien did not

and remuneration programme.

Sapien failed to identify fraud and

apply adequate due diligence or

money laundering risks relating to more

perform effective risk assessments on

In addition to this, the FCA stated that

than £6 billion in over-the-counter (OTC)

Solo clients, according to the regulator.

there are several ongoing and

trades it purportedly executed for four

overlapping investigations into the

authorised firms known as the Solo

As the company agreed to resolve all

involvement of UK-based brokers in

Group, owned by Sanjay Shah a British

issues of fact and liability, entering a

cum-ex dividend arbitrage schemes.

national residing in Dubai. Mark

focused resolution agreement with the

Steward, Director of Enforcement and

regulator, Sapien qualified for a 30

Market Oversight at the FCA stated that

percent discount of the penalty amount.

the transactions “ran money laundering

The penalty was reduced further from

and other financial crime risks Sapien

£219,000 to reflect the firm’s “serious

incompetently failed to see”.

financial hardship”.

FCA press release
FCA final notice

US BIS and TeleDynamics enter settlement
agreement over alleged export rules violations
The US Department of Commerce’s

forwarded rifles scopes, items subject

Failure to pay the civil penalty in a full

Bureau of Industry and Security (BIS)

to the EAR, valued at around $1,047, for

and timely manner may entail a denial

entered a $55,000 settlement

export from the US to Russia and

of all TeleDynamics’ US export

agreement on 17 May with US

Ukraine without obtaining the

privileges for a period of one year.

telecommunications equipment

necessary licence. The company was

TeleDynamics has neither admitted nor

supplier TeleDynamics LLP over 10

allegedly aware of the need to apply for

denied the allegations.

alleged violations of the Export

a licence, having been informed on

Administration Regulations (EAR).

several occasions by US Customs and
Border Protection that other shipments

According to the settlement agreement,

had been detained for not satisfying the

in 2014 TeleDynamics allegedly

same condition.
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UK FCA investigating Greensill Capital
UK Financial Conduct Authority (FCA)

firm responsible for arranging and

Chancellor of the Duchy of Lancaster

CEO Nikhil Rathi sent a letter to the

distributing bonds based on GCUK

Michael Gove and former prime

House of Commons Treasury Select

loans, was not authorised by the

minister David Cameron, following a

Committee on 4 May which states that

regulator. Mirabella Advisers, according

Freedom of Information (FOI) request

the FCA is formally investigating

to the FCA chief, was responsible for

related to the lobbying scandal

Greensill Capital (UK) Ltd (GCUK) and

ensuring GCSL compliance with the

surrounding GCUK. According to the

Greensill Capital Securities Ltd (GCSL),

FCA's requirements.

release, Cameron approached Gove

including GCSL oversight by Mirabella

informally in April 2020, with Thompson

Advisers LLP. The FCA also published a

The related disclosures show that

contacting him a month later about the

record of its meetings in 2019 and

Greensill Group Chairman Maurice

firm’s efforts to persuade HM Treasury

2020 with representatives of the firm

Thompson and CEO Alexander David

to grant its entry into the Covid

as an annex to Rathi’s letter.

Greensill met with the FCA’s

Corporate Financing Facility (CCFF).

then-executive director of supervision
Rathi states that the FCA supervised

Jonathan Davidson to discuss the firm’s

GCUK in relation to AML compliance

working capital financing activities and

only, noting that a significant portion of

its plan to extend Earnd to employees

Greensill’s activities, such as its lending

of the National Health Service (NHS).

business line and salary advance

Letter to the Treasury Co...
FCA disclosure log
FCA meetings with Greensi...

scheme through the service Earnd, were

The UK Cabinet Office released on 11

not regulated by the FCA. GCSL, the

May communications between

UK SFO opens probe into GFG Alliance
The UK’s Serious Fraud Office (SFO)

on false invoices. GFG Alliance's

Further reporting by the Financial Times

confirmed on 14 May that it has

Chairman Sanjeev Gupta has denied the

on 18 May claims that Grant Thornton,

opened an investigation into alleged

allegations.

administrator of Greensill Capital (UK)

fraud, fraudulent trading, and money

Ltd and Greensill Capital Management

laundering focused on companies

Allianz SE subsidiary Euler Hermes SA

Company (UK) Ltd, was previously

within the Gupta Family Group Alliance

is also allegedly involved in the scandal,

involved in investigating the

(GFG) Ltd. The probe will include credit

with the Financial Times reporting on 17

relationship between Swiss asset

arrangements with supply chain

May that the company insured

managing company GAM Holding AG

financing company Greensill Capital

German-based Greensill Bank AG

and Greensill in 2018. A role that the

(UK) Ltd, according to a press release.

against business fraud. In March,

firm allegedly did not disclose.

Germany's federal financial supervisory
The SFO’s announcement comes amid

authority BaFin filed a criminal

allegations first raised by the Financial

complaint against the bank in relation

Times on 9 April that Greensill loans

to alleged non-existent GFG receivables,

extended to UK-based steel company

with five former executives placed

Liberty Commodities Ltd, which is

under investigation, according to the

ultimately owned by GFG, were based

Financial Times.
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US DOJ charges former Chadian diplomats in
Canadian energy corruption scheme
The US Department of Justice (DOJ) announced on 24 May

Foreign Corrupt Practices Act (FCPA), was a co-founder of

the unsealing of a federal grand jury indictment charging

the energy company, which Canadian media identify as

two former Chadian diplomats and one of their spouses in

Calgary-based Griffiths Energy.

absentia with money laundering conspiracy and soliciting
and taking a $2 million bribe from a Canadian energy firm in

According to the indictment, the two diplomats exerted

a scheme that purportedly lasted from 2009 to 2014. A

pressure on the company to pay them $2 million in exchange

Canadian co-founder of the firm is also charged with

for leveraging their political positions to help secure oil rights

arranging the corrupt payments.

for Griffiths Energy. Tyab allegedly paid the bribe through
Niam with fake invoices for consulting services paid to a

According to the indictment, the
diplomats pressured the
company to pay them $2 million
in exchange for leveraging their
political positions to help secure
oil rights for Griffiths Energy

Maryland-based company called Ambassade du Tchad LLC,
which the DOJ claims was controlled by Bechir. The company
also purportedly gave shares to Niam as well as Takane’s
wife and a third unnamed citizen of Chad.
The four are charged with conspiracy to commit money
laundering, with the three Chadian citizens, who remain at
large, additionally charged with money laundering. Niam is
additionally charged with conspiracy to violate the FCPA.
Tyab reportedly agreed as a part of his guilty plea to forfeit
roughly $27 million in criminal proceeds.

The indictment names Mahamoud Adam Bechir, who served
as Chad’s ambassador to the US and Canada from 2004 to

DOJ press release

2012, Youssouf Hamid Takane, Chad’s former deputy chief of
mission in the same Washington DC embassy, and Bechir’s

DOJ indictment

wife Nouracham Bechir Niam. All three remain at large.
Naeem Riaz Tyab, who was arrested in February 2019 and

CTV news article

pleaded guilty in April 2019 to conspiracy to violate the

Aperio Analysis by Alexander King
The DOJ’s unsealing of the grand jury’s indictment marks the most recent step in a case that contributed to the creation of the
Canadian Ombudsperson for Responsible Enterprise (CORE), which became operational in March 2021. Griffiths Energy’s case
was just one of several high-profile foreign corruption cases, some of which caused major political scandals like the SNC Lavalin
affair, that led to significant pressure on Canada to tighten its rules on foreign corruption. In 2011, Canada was even criticised by
the OECD for its lax regulation in the area. CORE will serve as a dedicated fact-finding and complaints-receiving body focusing on
Canadian firms acting irresponsibly abroad; however, the office lacks the ability to compel documents or testimony from
companies, something which will likely lead to more pressure to strengthen its mandate.
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US State Department settles with Honeywell
International over alleged export violations
The US Department of State

several countries, due to Honeywell’s

on the condition that the funds are used

announced on 3 May an administrative

alleged failure to exercise appropriate

to implement the government approved

settlement with Honeywell

internal controls. The alleged violations

remedial compliance measures set out

International Inc over alleged violations

were voluntarily disclosed in 2016 and

in the consent agreement, and that an

of the Arms Export Control Act (AECA)

2018. More specifically, the alleged

external compliance officer is engaged

and the International Traffic in Arms

violations concerned engineering data

to oversee implementation of the

Regulations (ITAR).

for multiple aircraft, gas turbine

agreement. The consent agreement

engines, and military electronics to

also requires Honeywell to undergo an

The US company, which manufactures

and/or within Canada, Ireland, Mexico,

external audit of its compliance system

and exports ITAR-controlled defence

China, and Taiwan.

in the next three years.

articles in the aerospace industry, was
charged with alleged unauthorised

Honeywell will pay a civil penalty of $13

exports and retransfers of

million, of which the Department of

ITAR-controlled technical data to

State has agreed to suspend $5 million

US Department of State pr...
Consent agreement

US indicts two bank executives for facilitating
the laundering of $170m for Odebrecht
The US Department of Justice (DOJ)

according to Bloomberg, currently

made from the accounts of the

announced on 25 May the indictment

insolvent AAB Bank AG is purportedly

Antiguan offshore shell company to

of two Austrian bank executives for

the Austrian institution.

Panamanian, Mexican, and Brazilian

facilitating the laundering of more than

officials through several Swiss and

$170 million through the US financial

With the defendants’ assistance,

Liechtenstein bank accounts. Neither

system on behalf of Brazilian

Odebrecht allegedly registered the

the officials nor the institutions have

construction company Odebrecht S.A.

transfers as legitimate business

been named.

expenses such as contracts for
According to the indictment, between

services and deducted the payments

Citing prosecutors, Bloomberg reported

2006 and 2016, Peter Weinzierl and

from its profits, which resulted in the

on 2 June that Weinzierl was denied

Alexander Waldstein facilitated the

company evading more than $100

bail in the UK following his arrest at a

transfers from Odebrecht’s US bank

million in taxes in Brazil. The money

private airfield outside London, where

accounts through an Austrian

was purportedly used to bribe foreign

he landed a private jet. Waldstein has

institution to the accounts of an

public officials around the world to

not yet been apprehended.

Antiguan offshore shell company, which

secure various public contracts.

was secretly owned and controlled by

Furthermore, millions of dollars in illicit

the Brazilian conglomerate. Both

proceeds were transferred by Weinzierl

defendants allegedly worked for the

and Waldstein to a US brokerage bank

Austrian bank and were board members

account to purchase US Treasury

of the Antiguan bank holding the shell

securities and corporate stocks and

company’s accounts. The indictment

bonds on US exchanges. The

does not name the two banks, however,

indictment also details the payments

9
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US blocks import of seafood from Chinese
fishing fleet due to forced labour concerns
interests of US seafood producers. In
addition to tuna, swordfish, and other
seafood products, the WRO also bans
products that contain Dalian-fished
seafood, such as tinned cat food.
The DHS also states that distant water
fishing poses a high-risk for illegal
fishing as well as forced labour, with
foreign companies frequently coercing
vulnerable persons, particularly
migrants, to engage in fishing over long
hours with limited or no pay. A State
Department spokesperson added on
US Secretary of Homeland Security

Department of Homeland Security

Alejandro Mayorkas announced on 28

(DHS), the ban marks the first such

May that US Customs and Border

WRO targeting an entire fishing fleet.

Protection (CBP) has issued a Withhold
Release Order (WRO) blocking the

A DHS press release notes that the

import of all seafood products entering

order was made pursuant to federal

the US from China's Dalian Ocean

statute 19 U.S.C. 1307 which bans the

Fishing Co Ltd, following an

import of any good produced by forced

investigation in which CBP concludes

labour. CBP Senior Official Performing

that Dalian Ocean Fishing has met all

the Duties of the Commissioner Troy

11 indicators of forced labour as listed

Miller states that the WRO serves both

by the International Labour

to assist in protecting potential victims

Organisation. According to the

of forced labour and protect the

the same day that forced labour
connected to Chinese-based fishing
vessels is also detailed in the
Department’s 2020 human rights report,
which notes that forced labourers often
work 18-22 hours per day on the fishing
vessels, which rarely stop at ports.
DHS press release
State Department statemen...

Aperio Analysis by Vivien Li
Forced labour in the fisheries sector has been a concern in recent years. Migrant workers in particular are vulnerable to being
deceived and pressured by brokers and recruitment agencies and forced to work on vessels under the threat of force or by
means of debt bondage. Forced labour in this industry is also frequently linked to other forms of transnational organised crime,
including severe cases of illegal fishing, related offences from document fraud, corruption and tax evasion, and human
trafficking. In response to the growing concern of forced labour and human trafficking in the fishing sector, in addition to efforts
from governments, enforcement agencies and industry groups, seafood suppliers and distributors should take steps to prevent
fish caught by vessels engaged in forced labour from entering their supply chains. For instance, they should perform targeted
due diligence within their supply chains as well as tracking and tracing the entire chain back to fishing vessels.
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New York DFS enters settlement with insurance
companies over cyber rules breach
The New York State Department of

though their employees had access to

well as the personal data of thousands

Financial Services (NYDFS) announced

sensitive client data. Additionally, the

of US customers.

on 13 May that it has reached an

two companies allegedly falsely

agreement with First Unum Life

certified compliance with the

First Unum and Paul Revere agreed to

Insurance Company of America and

Cybersecurity Regulation for the 2018

pay the monetary penalty and

Paul Revere Life Insurance Company

calendar year even though MFA was not

strengthen their controls, including

whereby the companies will pay a $1.8

fully implemented at that point. A

delivering a cybersecurity risk

million penalty for violations of the

misconfiguration error in the MFA

assessment and conducting an

Cybersecurity Regulation.

settings which exposed First Unum IP

independent third-party audit of its MFA

addresses to unauthorised third-party

controls. The NYDFS acknowledged the

access was also concurrently reported.

companies’ “commendable

According to the NYDFS, until August
2019, First Unum and Paul Revere failed

cooperation” during the investigation

to implement Multi-Factor

Following the data breach, the

Authentication (MFA), a reasonable

companies were subjected to two

equivalent, or more secure access

phishing attacks in 2018 and 2019,

controls approved in writing by its chief

which resulted in fraudsters gaining

information security officers even

access to employee email accounts as

and the remedial efforts.
NYDFS press release
Consent order

Italian oil and gas company GVA pleads guilty in
scheme to evade US trade sanctions
The US Department of Justice (DOJ)

power turbine was intended to be used

submission of false documentation,

announced on 26 May that Italy-based

on a Russia Arctic deepwater drilling

which stated that it would be used by

company GVA International Oil and Gas

platform. The export is prohibited by

an Atlanta-based company.

Services pleaded guilty before the US

the US Department of Commerce

District Court for the Southern District

without the necessary licence.

of Georgia to charges of involvement in

Vitolle was sentenced to 28 months in
prison in June 2020 after pleading

a scheme to evade US national security

In a previous plea agreement from 30

guilty to conspiring to evade US

trade sanctions, in violation of the

March, Nikitin and KSE admitted to

sanctions in violation of the

Export Control Reform Act.

conspiring with GVA, as well as with

International Emergency Economic

GVA’s owner Gabrielle Villone and

Powers Act (IEEPA) and the Export

According to court documents, the

employee Bruno Caparini to obtain the

Control Reform Act.

conspiracy commenced when Russian

turbine on their behalf. According to the

national Oleg Vladislavovich Nikitin and

DOJ, the Italian company, along with

his energy company KS Engineering

Villone and Caprini, hired US company

(KSE) contracted an unnamed Russian

World Mining and Oil Supply (WMO) and

government-controlled entity with the

its managing director Dali Bagrou to

aim of purchasing a Vectra 40G power

purchase the turbine and to arrange its

turbine from a US-based manufacturer

shipment overseas, as well as to

for approximately $17.3 million. The

conceal its true beneficiary though the

11
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US BIS reaches settlement with Dutch
manufacturer over alleged export violations
The US Department of Commerce’s

regulations, according to BIS. In June

invoices and packing list provided to

Bureau of Industry and Security (BIS)

2016 the company ordered extruded

the US supplier allegedly did not change

announced on 3 May it has reached an

butyl sealants from its US supplier, for a

the invoice number, quantity or price

administrative settlement including a

customer in Iran. The US freight

from the original documents.

civil penalty of $60,000 with Dutch

forwarder returned the shipment to the

pipeline manufacturer and distributor

supplier, explaining that the supplier

In March 2017 the company allegedly

Kleiss & Co over two alleged violations

and Kleiss were unable to ship to Iran

exported another shipment of sealants

of the Iranian Transactions and

due to US sanctions.

to Iran via the UAE. According to BIS a

Sanctions Regulations. The regulator

subsequent email correspondence with

has also imposed a two-year denial of

Despite the warning, in September 2016

its US supplier stated “Yes, the [March

export privileges order, which was

the company allegedly provided its US

2017] material is destined to Iran.

suspended subject to timely payment

supplier with new invoices for the order

Previous time (June 2016) […] we used

of the civil penalty.

of sealants originally purchased for its

a different consignee in Dubai […] just

customer in Iran. The new invoices

tell [US Customs] what you knew at the

In June 2016 and March 2017, the

listed a new company and address in

time of shipment: Your customer is

company allegedly ordered, bought, and

Dubai, UAE. Kleiss removed all

Kleiss & Co and destination is Dubai.

later concealed details of the export of

references to Iran from the invoices and

Our client in Iran is fully informed of the

extruded butyl sealants valued at

packing list, in “an effort to conceal

situation”. The shipment was stopped

around $20,951 from the US on behalf

from the freight forwarder and the US

by BIS prior to the items leaving the US.

of an Iranian customer, BIS states. The

Government the ultimate destination of

company knew it was in violation of

the items”, according to BIS. The new

US BIS order

Bolivia ex-minister charged with laundering
The US Department of Justice (DOJ)

November 2019 and April 2020 Luis

safety in the government of Jeanine

announced on 27 May that federal

Berkman, Bryan Berkman, and Philip

Áñez Chávez, and another $20,000 for

authorities have arrested and charged

Lichtenfeld allegedly acted together in

an unnamed co-conspirator in the

Bolivia’s former minister Arturo Carlos

violation of the Foreign Corrupt

Bolivian Ministry of Defence.

Murillo Prijic with one count of money

Practices Act (FCPA) to assist a

laundering for his alleged role in a

Florida-based company in securing a

To fulfil the contract, the unnamed

bribery scheme involving the defence

$5.6 million contract in Bolivia for

company allegedly bought tear gas and

sector during his time in office. The

supplying tear gas and other non-lethal

other equipment from a Brazilian firm

minister’s former chief of staff, Sergio

equipment. The three were then

for $3.4 million in December 2019, with

Rodrigo Mendez Mendizabal, and three

allegedly involved in laundering the

Bryan Berkman signing the contract,

US citizens, alleged to have paid the

money through US banks.

according to the DOJ document. The

bribes, were also arrested and charged
on 20 May with money laundering.

same individual purportedly owns a
Lichtenfeld and the Berkman

company operating in the defence

purportedly arranged a payment of

sector, Bravo Tactical Solutions LLC.

According to the affidavit

$582,000 in cash for Mendez and

accompanying the complaint, between

Murillo, who was responsible for public

12
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US SEC enters settlement with broker-dealer
over failures to file suspicious activity reports
The US Securities and Exchange

accounts of participants in the

investigation of its anti-money

Commission (SEC) announced on 12

employer-sponsored retirement plans it

laundering (AML) programme and the

May that it has imposed a $1.5 million

serviced. The fraudsters were allegedly

introduction of a new case

penalty as well as a censure and cease

in possession of improperly obtained

management system. Additionally,

and desist order against

personal identifying information and

GWFS has purportedly since increased

Colorado-based broker-dealer GWFS

login credentials. Additionally, the

both the size and experience of its AML

Equities Inc for failing to file

broker-dealer purportedly filed 297

compliance team, clarified the

suspicious activity reports (SARs) with

SARs that did not contain relevant

delegation of responsibility for filing

the US Department of Treasury’s

information such as URLs and IP

SARs, and implemented new policies,

Financial Crimes Enforcement Network

addresses, phone numbers and bank

procedures, standards, and training.

(FinCEN) in violation of the Securities

accounts connected to the

GWFS has neither admitted nor denied

Exchange Act.

unauthorised access.

the SEC’s findings.

According to the SEC, between 2015

In deciding to enter the administrative

and 2018, GWFS failed to submit

settlement agreement, the SEC took

approximately 130 SARs even after

into consideration the company’s

detecting cases of fraudsters gaining or

cooperation and remedial efforts, which

trying to gain access to the retirement

included a thorough internal

SEC press release
SEC order

US District Court orders Xiaomi’s designation as
a CCMC to be vacated
The US District Court for the District of

that is independently operated and

Administrative Procedure Act review

Columbia ordered on 25 May that the

publicly traded.

following the DOD’s lack of explanation

Department of Defense’s (DOD)

for the designation.

January designation of Xiaomi

The US Treasury’s Office of Foreign

Corporation as a Chinese Communist

Assets Control (OFAC) issued FAQ 896

Xiaomi was designated as a CCMC by

military company (CCMC) be vacated

on 27 May following the court ruling,

the DOD on 14 January pursuant to EO

after the company and the DOD jointly

which confirms that the

13959 during the Donald Trump

filed a proposed order to lift the

securities-related prohibitions pursuant

administration.

designation. The order is final.

to Executive Order (EO) 13959 do not
apply to Xiaomi.

Xiaomi statement

that the order formally removes barriers

Previously, the same court on 12 March

OFAC FAQ

to allow US citizens to purchase

granted Xiaomi a temporary injunction

securities in the company. In addition to

preventing the DOD from enforcing the

this, the statement asserts that the

CCMC designation on the grounds that

company is a transparent corporation

the listing did not pass the court’s

In a company statement, Xiaomi notes

13
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China's GOWIN challenges US CCMC listing
GOWIN was listed on 14 January along

challenge a CCMC listing, after Chinese

with eight other Chinese companies

technology giant Xiaomi and Luokung

purportedly linked to the Chinese

Technology filed similar motions

military, which operate directly or

alleging that they were “unlawfully”

indirectly in the US, pursuant to the

designated on 29 January and 5 March

National Defense Authorization Act.

respectively. On 6 May, the Office of
Foreign Assets Control (OFAC) clarified

China-based technology manufacturer
GOWIN Semiconductor Corp filed a
complaint on 21 May with the US
District Court for the District of
Columbia, challenging the US
Department of Defense’s (DOD)
decision to designate it as a
Communist Chinese military company
(CCMC), pursuant to Executive Order
(EO) 13959. The EO was issued on 13
January by the Trump administration
and prohibits US investors from
purchasing or trading in securities of
companies identified as a CCMC.

In its complaint, GOWIN claims that its

that CCMC-related prohibitions are

designation was made in violation of

temporarily blocked against Luokung,

the Administrative Procedures Act

pending an order by the District Court

(APA), arguing that it has been “unfairly

for the District of Columbia granting

and improperly” designated as a CCMC,

Luokung’s motion for a preliminary

despite being a “privately-held global

injunction. Furthermore, on 11 May, the

start-up with significant connections to

DOD agreed to remove Xiaomi from the

the US”. The company further

CCMC list, following a similar order by

underlines that its governing board of

the court granting a temporary

directors is “comprised of nine

suspension of the investment ban

private-sector executives, two of whom

enforcement against the company.

are US citizens (the CEO and the
president)”, therefore claims of being

Complaint

“owned, controlled, or otherwise
affiliated” with the Chinese military or

Case docket

government are “unsupported”.
GOWIN is the third company to

Taiwan regulator fines Citibank Taiwan and DBS
Bank Taiwan for AML/CFT failings
Taiwan’s Financial Supervisory

monitor money laundering risks and

The following failings were identified at

Commission (FSC) announced on 13

detect suspicious transactions.

DBS Bank Taiwan: (1) incomplete

May that it has fined Citibank Taiwan

customer review and verification

Ltd NTD 10 million (£250,000) and DBS

Specifically, the failings identified at

mechanisms; (2) incomplete

Bank Taiwan NTD 6 million (£150,000)

Citibank Taiwan include: (1) incomplete

transaction monitoring mechanism; (3)

respectively for anti-money laundering

customer risk assessment mechanism;

the failure to implement appropriate

and counter terrorism financing

(2) incomplete customer review

customer due diligence; and (4) the

(AML/CFT) failings.

mechanism; (3) only partial

failure to effectively investigate

implementation of the transaction

suspicious transaction warnings.

The FSC found that Citibank Taiwan

monitoring mechanism; (4) the failure

and DBS Bank Taiwan failed to

to perform customer due diligence; and

implement sound mechanisms and

(5) the failure to effectively investigate

internal control systems to evaluate and

suspicious transaction warnings.
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Norway FSA fines DNB Bank for AML failings
Norway’s Financial Supervisory

report on its investigation into DNB’s

classification and did not comply with

Authority (Finanstilsynet) announced

involvement in handling transactions by

the legal provisions concerning ML and

on 3 May that it has fined DNB Bank

Icelandic seafood company Samherji

terrorist financing on ensuring an

ASA NOK 400 million (£34 million) for

hf, which has been accused of

ongoing follow-up process.

failing to comply with the Norwegian

laundering corrupt payments made to

Anti-Money Laundering Act, following

Namibian government officials with the

DNB said in a statement on 3 May that

a February 2020 inspection.

aim of securing illicit fishing quotas in

it acknowledges the ML deficiencies

the country. An investigation opened in

highlighted in the report and that it will

Finanstilsynet found “extensive and

2019 by Økokrim against DNB in

continue to strengthen its monitoring

serious” shortcomings in the bank’s

relation to this case was closed earlier

mechanisms. In addition, Samherji

compliance with AML provisions, noting

this year on the grounds that none of

stated on the same day that the report

that DNB lacked proper risk

the information gathered could lead to

is “inaccurate”, and that the majority of

assessment procedures on existing and

a criminal prosecution.

transactions related to the sale of fish

potential customers and that the bank

and vessels made through DNB

has been unable to investigate

Finanstilsynet’s report highlights

suspicious transactions, as well as to

shortcomings related to customer due

report them to the Norwegian National

diligence verifications and to the

Authority for Investigation and

identification of suspicious

Prosecution of Economic and

transactions in relation to companies

Environmental Crime (Økokrim).

within Samherji Group. In addition, it
underlines that the bank failed to

Concurrently, Finanstilsynet published a

accounts were “uncontroversial”.
Finanstilsynet press rele...
Decision on administrativ...
Inspection report - DNB B...

establish a customer’s risk

Nasdaq fines Swedbank for market abuse
The Disciplinary Committee of Nasdaq

Swedbank revealed that it is still subject

investigation for alleged breaches of

Stockholm AB announced on 5 May

to AML investigations in the US and

the Market Abuse Regulation.

that Swedbank AB has been fined SEK

Estonia. In 2019, the Swedish Economic

Specifically, the probe was related to

46.6 million (£3.96 million) for

Crime Authority launched a probe into

the “disclosure of insider information

breaching the Market Abuse

Swedbank executives’ alleged

and the obligation to establish an

Regulation by not disclosing

unauthorised disclosures of inside

insider list in connection with the

information related to the bank’s

information between October 2018 and

disclosure of suspected money

historical anti-money laundering (AML)

February 2019 in advance of the ML

laundering within the company”.

shortcomings.

scandal revealed by local media outlet

According to its interim report, the bank

SVT Nyheter. In March 2020, Swedbank

has not yet received an update on the

According to the Nasdaq, the

received a £330 million fine for serious

status of that investigation.

shortcomings related to acts

AML failings by its Swedish and Baltic

committed between 2016 and 2019 and

operations and for withholding

were purportedly known to the bank’s

documents during an investigation.

former top management for a long

Swedbank press release

period of time. No further details were

Swedbank separately announced in

provided on the investigation.

September 2020 that it was notified by
the Swedish Financial Supervisory

In its interim report published in April,
15
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Carrefour Banque SA fined for AML/CFT failings
risk classifications, which generated a daily backlog of
around 340 AML/CFT alerts and delayed the filing of SARs.
In addition to this, the ACPR found that the bank failed to
define a procedure for exchanging information necessary for
dealing with AML/CFT matters with an unnamed subsidiary,
as well as know-your-customer (KYC) and due diligence
failures. Carrefour responded to the identified failings,
insisting that the shortcomings resulted from a considerable
increase in alerts following the launch of its new C-Zam
banking service, which impacted its ability to meet its due
The French Prudential Supervision and Resolution Authority
(ACPR) issued on 7 May Carrefour Banque SA with a
reprimand and a €1.5 million fine for failing to comply with
anti-money laundering (AML) and countering the financing
of terrorism (CFT) obligations following an onsite inspection
between 17 June and 4 October 2019. The bank was also
found to have inefficient mechanisms to implement
economic sanctions.

The ACPR determined
Carrefour’s failings went beyond
the launch of its new product
and that the failings related to
the bank’s general AML/CFT
activities

diligence and reporting obligations.
According to the ACPR, Carrefour’s AML/CFT chief officer
purportedly failed to monitor verifications regarding politically
exposed persons (PEPs), atypical transactions, and
economic sanctions implementation. Furthermore, the bank
allegedly did not obtain sufficient documentation from clients
with high-risk profiles when launching its new C-Zam banking
service and failed to apply enhanced due diligence on
transactions that had no economic or legal purpose.
Additionally, Carrefour’s identification mechanism for PEPs
apparently failed to regularly update, with the sanctions
implementation tool being unable to verify transactions
between bank clients and third parties.
The ACPR determined Carrefour’s failings went beyond the
launch of its new product and that the failings related to the
bank’s general AML/CFT activities. In addition to this, the
regulator stated that the bank failed to take the risks relating
to its AML/CFT system into account when launching C-Zam.

The ACPR opened disciplinary proceedings against Carrefour
following the onsite inspection in 2019, which found that the
bank did not have an adequate amount of compliance staff,
resulting in a backlog of 100,000 AML/CFT alerts, of which
900 should have generated suspicious activity reports
(SARs). Additionally, the bank purportedly implemented an
AML/CFT monitoring system that did not sufficiently
consider the risks related to clients, transaction amounts, and

16

The ACPR welcomed Carrefour’s remediation efforts,
including the allocation of more than €3.4 million to
restructure its compliance and AML/CFT functions.
ACPR decision (in French)
Carrefour Group press release on C-Zam (22 Ma...
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AUSTRAC issues AML/CFT remedial direction to
Australian Military Bank
The Australian Transaction Reports

Within six months of submitting the

assurance review. The bank published a

and Analysis Centre (AUSTRAC) issued

report, the financial institution is

press release on the same day

a 4 May remedial direction to

ordered to improve its systems,

underscoring that its new leadership is

Australian Military Bank Ltd (AMB),

controls, and record keeping

already in the process of reforming the

requesting that the financial institution

mechanisms concerning: (1)

financial institution’s risk and

review its anti-money laundering and

know-your-customer (KYC) information

compliance functions. AMB notes that

countering the financing of terrorism

and beneficial ownership data, (2) the

it appointed a new senior compliance

(AML/CFT) compliance mechanisms.

transaction monitoring programme, (3)

officer in March 2020 following the

the enhanced due diligence

results of AUSTRAC’s prior

According to the direction, AMB must

programme, and (4) reporting

investigations into the bank.

conduct a ML/TF risk assessment

obligations on suspicious matters,

within 10 weeks of the notice, which will

threshold transactions, international

form the basis of a report containing an

fund transfers, and oversight

evaluation of the risks associated with

obligations.

AUSTRAC remedial directio...

control and management measures,

AMB is also obliged to appoint an

AMB press release

and appraisal results.

external auditor to complete an

AUSTRAC press release

the bank’s services, a review of its

Australian regulator launches civil proceedings
against Westpac for insider trading
The Australian Securities and

morning of 20 October to select

Alleging violations of s912A and

Investments Commission (ASIC)

Westpac to carry out the transaction.

s1043A of the Corporations Act and

announced on 5 May the launch of civil

The ASIC alleges that Westpac traders

s12CB of the ASIC Act, the regulator

proceedings targeting Westpac

knew ahead of the swap transaction

seeks declarations, ancillary orders, and

Banking Corporation for alleged insider

that the bank would be selected, and

pecuniary penalties against Westpac.

trading concerning a major 2016 AUD

purportedly used this information to

The ASIC’s proceedings in the Federal

12 billion (£6.6 billion) interest rate

dump interest rate derivative products

Court against Westpac also concern

swap transaction.

hours before the announcement,

unconscionable conduct and alleged

thereby pre-positioning the company

breaches of its financial services

According to the ASIC press release, a

ahead of the transaction. Additionally,

licensee obligations.

consortium of IFM Investors entities

the regulator states that it considers

and AustralianSuper made an

Westpac to have engaged in

agreement with the New South Wales

unconscionable conduct by failing to

government on 20 October 2016 to

disclose its pre-positioning intention to

acquire a majority stake in Ausgrid, the

the consortium.

state electric utility, opting on the

17
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European Court of Human Rights upholds fine
against whistleblower in LuxLeaks case
The European Court of Human Rights

on tax evasion”. In addition, the ECHR

the International Consortium of

(ECHR) ruled on 11 May that an order

held that the fine imposed by the Court

Investigative Journalists (ICIJ).

issued by a Luxembourg court fining

of Luxembourg against Halet was “a

former PricewaterhouseCoopers LLP

relatively mild penalty” which cannot be

In 2012, Halet forwarded 16 documents

(PwC) employee Raphaël Halet €1,000

regarded as preventing the exercise of

from PwC related to tax returns of US

for disclosing tax documents which

the freedom of expression.

companies to journalist Edouard Perrin,

were subject to professional secrecy in

who used the information during a TV

the LuxLeaks case does not violate the

ECHR judges Darian Pavli and Paul

programme broadcast in June 2013. In

right to freedom of expression

Lemmens issued a joint dissenting

November 2014, the documents were

provided by the European Convention

opinion on the case, stating that the

published online by the ICIJ, disclosing

on Human Rights.

judgment could have a “significant

confidential information on agreements

deterrent effect” on private sector

concluded by PwC on behalf of

As part of the judgment, the ECHR ruled

whistleblowers, as a person who may

multinational companies with tax

that Halet should be regarded as a

disclose information which he or she

authorities in Luxembourg between

whistleblower for the purposes of the

qualifies as corresponding to the public

2002 and 2012.

Court’s case law but found that there

interest could face “great uncertainty in

had not been any reason for the

determining whether this information

documents’ disclosure, as they did not

will be considered to meet the much

provide “any essential, previously

higher standard”. The judgment also

unknown information capable of

raised concerns among several

rekindling or contributing to the debate

non-profit organisations, as reported by

ECHR press release
ECHR judgment (in French)
ICIJ report (12 May 2021)

Reserve Bank of New Zealand files claim against
TSB Bank over AML/CFT violations
The Reserve Bank of New Zealand

following a formal warning issued in

maintain the bank’s AML/CFT

(RBNZ) announced on 27 May that it

2016 and subsequent indications in

programme. Furthermore, the Reserve

has submitted a claim to the nation’s

2019 that the bank continued to

Bank asserts that TSB did not

High Court involving TSB Bank Limited

demonstrate inadequate AML/CFT

undertake a risk assessment regarding

and the bank’s apparent violations of

compliance. Both TSB and RBNZ have

realty operations and failed to take into

the Anti-Money Laundering and

reportedly filed an agreed statement of

consideration certain countries that it

Countering Financing of Terrorism

facts, with the Reserve Bank seeking

did business with in the context of a

(AML/CFT) Act.

penalties for four categories of

2017 risk assessment review.

non-compliance.
According to New Zealand central

RBNZ press release

bank’s press release, it does not allege

RBNZ claims that TSB lacked the

that TSB was directly involved in ML or

necessary procedures, policies, and

TF but rather represents an escalated

controls for overseeing AML/CFT

regulatory response to non-compliance

compliance and failed to review and

18
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Ericsson enters €80m settlement with Nokia
over damages claim concerning FCPA violations
Ericsson AB announced on 12 May that

with the US Department of Justice

involved falsified recordkeeping and a

it has reached a €80 million settlement

(DOJ) and paid $520.6 million to the

lack of accounting controls.

agreement with Nokia Corporation, to

DOJ and $540 million to the Securities

be paid out between 2021 and 2023,

and Exchange Commission (SEC) to

The terms of the DPA also required

over Nokia’s damages claim regarding

settle corruption allegations in Djibouti

Ericsson to significantly reform its

allegations that Ericsson breached the

and internal controls and recordkeeping

ethics and compliance programme,

US Foreign Corrupt Practices Act

violations involving its operations in

while under the supervision of an

(FCPA), according to a statement by

Saudi Arabia, Kuwait, China, Vietnam,

independent compliance monitor for a

the company. Ericsson acknowledges

and Indonesia. The DOJ’s settlement

three year period.

in the company statement that the

with Ericsson also involved the

settlement relates to alleged violations

company pleading guilty to a bribery

of the FCPA, which were settled with

count over activities that took place in

the US authorities in 2019.

Djibouti. A 2019 DOJ announcement

Ericsson statement
Ericsson statement (2 Jun...

notes that Ericsson admitted to the US
The company previously entered into a

authorities that between 2000 and 2016

deferred prosecution agreement (DPA)

it took part in a bribery scheme, which

Ericsson statement (6 Dec...

Sweden charges four Ericsson ex-employees
with foreign bribery in Djibouti
The Swedish Public Prosecutor’s Office

who used his position to influence the

with the US Department of Justice

(Åklagarmyndigheten) announced on

purchasing decision for Ericsson

(DOJ) and the Office of the US Attorney

26 May that four former employees of

equipment.

for the Southern District of New York.

telecommunications giant Ericsson

As part of the agreement, the company

Group have been charged with bribing

Concurrently, Bloomberg reported that

agreed to pay over $1 billion to resolve

Djibouti officials between 2011 and

concerned Djiouti officials include the

a US corruption investigation into

2012 in order to secure contracts for

country’s Attorney General, and that

violations of the Foreign Corrupt

telecoms equipment delivery destined

Åklagarmyndigheten’s action is centred

Practices Act (FCPA) over allegations of

for the African country.

on the individuals behind Ericsson

involvement in paying bribes in Asia,

alleged to have orchestrated the

Africa and the Middle East and

The illegal payments were allegedly

scheme, one of whom is purportedly a

falsifying books and records. The

made through cash transfers totalling

former head of the company’s Middle

agreement also mentions allegations

over $2.1 million to public officials in

East region until 2014 who was also

involving Djibouti officials.

Djibouti though a consulting company

“part of top management in charge of IT

hired by Ericsson for business

and cloud products” until his departure

development and marketing services.

from the company in 2017.

According to the Public Prosecutor’s

Bloomberg article

Office, the consulting company was

In December 2019, Ericsson entered a

controlled at the time by a public official

deferred prosecution agreement (DPA)
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Cayman Islands fines Intertrust for AML failures;
responds to Maples Group call for judicial review
The Cayman Islands Monetary

applying adequate customer due

obligations imposed on MapleFS

Authority (CIMA) announced on 13

diligence, verifying fund sources,

Limited and Maples Corporate Services

May that it has imposed KYD 4,232,607

obtaining evidence on the intended

Limited, which the firm argues are not

(£3.6 million) in fines on Intertrust

nature of business relationships, and

explicitly required according to the

Corporate Services (Cayman) Limited

performing effective ongoing

AMLRs. CIMA issued a 14 May

for violations of the Cayman

monitoring. Additional AMLR breaches

response expressing extreme concern

Anti-Money Laundering Regulations

listed by the CIMA are failing to identify

and disappointment with the firm’s call

(2020 Revision) (AMLRs). The

beneficial ownership and accurately

for judicial review, stating that the

following day, CIMA also responded to

consider relevant risk factors. The fine

authority will defend its proceedings

a recent judicial review filing by Maples

reportedly follows numerous on-site

and resist any attempts to undermine

Group over CIMA’s interpretation and

inspections by the regulator.

the Cayman’s AML regime.

application of the AMLRs.
Separately, the Cayman News Service
According to an enforcement notice by

reported on the same day that the

the Cayman regulator, Intertrust has

Cayman-based international law firm

purportedly demonstrated a “protracted

Maples Group announced it would file a

history of non-compliance” and failed to

legal request for judicial review over

remediate half a dozen significant

how CIMA applies and interprets the

AMLR violations, including failures in

AMLRs, particularly regarding

CIMA notice
CIMA statement
Cayman News Service artic...

Peru reaches $120m settlement agreement with
Aenza S.A.A. for corruption
The Peruvian Attorney General’s Office

former executives in relation to 16

receiving judicial approval, before which

announced on 21 May that it has

projects, which included a gas pipeline

the company must demonstrate an

reached an initial settlement

and multiple highway construction

absence of enforceable labour or tax

agreement with construction firm

projects. The agreement reportedly also

debts. According to the government

Aenza S.A.A., in which the company

includes the company’s

press release, Aenza must also put in

acknowledges that its predecessor

acknowledgement that the firm and

place an anti-corruption compliance

Grana y Montero, two subsidiaries, and

subsidiaries gave the false appearance

programme and establish a legal

six former executives engaged in

of competition in 48 public tenders or

compliance culture. Additionally, the

corruption regarding infrastructure

selection processes as part of what

company must submit an annual report

projects, agreeing to pay PEN 480

prosecutors dubbed the “Construction

to prosecutors on the programme’s

million ($120 million) in civil damages.

Club”. Aenza has also agreed to

progress and confirm that staff who

withdraw from two arbitrations against

engaged in criminal activity are no

In an official press release, Aenza

the Cusco regional government over

longer employed by the firm.

confirmed that Grana y Montero, as the

infrastructure projects.

company was formerly known, and

Peru Attorney General pre...

subsidiaries GyM and CONCAR,

The agreement is to be signed within 60

engaged in corruption along with the six

days of the announcement prior to
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Brazilian court acquits former president
Former Brazilian president Michel

Temer and former ministers Elisue

corporations as Petroleo Brasileiro S.A.,

Temer was acquitted on 5 May of

Padilha, Moreira Franco, Henrique

Eletrobras Furnas, and several public

organised crime charges by a 12th

Eduardo Alves, as well as former

ministries. According to 8 May

Federal Court of Brasilia judge, along

deputies Eduardo Cunha, Geddel Vieira

reporting by the Organized Crime and

with a dozen other individuals who had

Lima, and Rodrigo Rocha Loures, all

Corruption and Reporting Project

been charged in the same case. Judge

members of the Brazilian Democratic

(OCCRP), Brazilian investigations in

Marcus Vinicius Reis Bastos ruled that

Movement political party, were accused

2017 determined that Temer had

the prosecution was unable to

of forming a corrupt criminal

personally taken BRL 31.5 million

demonstrate that Temer and his

organisation from 2006 onwards with

(£4.24 million) in bribes.

accused co-conspirators ever ran a

the aim of soliciting bribes from

criminal organisation, agreeing with

companies and public organisations.

Brazilian court ruling

arguments attempted to criminalise

The group was charged with using the

OCCRP article

political activity.

organisation to collect over BRL 587.1

the defence that the prosecution’s

million (£78.9 million) from such

Romanian anti-corruption prosecutors indict
former House Speaker for influence peddling
Romania’s National Anticorruption

Romanian businessman Cristi Burci and

Directorate (DNA) indicted on 17 May

his son, Carlo, reportedly brokered the

former president of the Chamber of

contact with Broidy through a $250,000

According to reporting by G4Media, the

Deputies Liviu Dragnea on allegations

benefits package. The DNA also alleges

indictment states that lobbyist Alan

of influence peddling and abuse of

that a Romanian businessman further

Madison obtained a meeting with

office in connection with his purported

provided PSD with lobbying and

Pence’s staff but forwarded a falsified

attempts to secure meetings with

consultancy services valued at $30,000

invitation to Dragnea suggesting he

high-ranking US officials in

which were paid for by a British Virgin

would meet directly with Pence, which

then-president Donald Trump’s

Islands-based company from a Cyprus

was reflected in his visa application.

administration.

account purportedly in exchange for

The White House reportedly alerted the

Dragnea advancing his interests in

FBI upon discovering the fact, forcing

obtaining military contracts.

Madison & Company to file a Foreign

According to the DNA, Dragnea’s
January 2017 attendance at Trump’s

violation of party finance laws.

Agents Registration Act (FARA)

inauguration ceremony with then-prime

The DNA also alleges that Dragnea

disclosure. Dragnea and his family were

minister Sorin Grindeanu was assisted

used his influence to convince three

then banned from entering the US.

by US political donor and VP of the

individuals, among them former

inauguration committee, Elliot Broidy.

parliamentary aide Gheorghe

September 2019 reporting by G4Media

Dimitrescu, to help him obtain lobbying

claims that Broidy sought to secure

services valued at $100,000 from US

military contracts with Romania in

firm Madison & Company LLC.

exchange for arranging the trip. At the

According to the DNA, Dragnea sought

time, Dragnea was president of the

to secure a meeting with then-vice

ruling Social Democratic Party.

president Mike Pence in 2017, in
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SPECIAL FEATURE

A closer look inside the UK Financial Conduct
Authority’s Digital Sandbox

It is often said that governments and financial institutions are losing the battle against global fraud and money laundering. The
United Nations Office on Drugs and Crime (UNODC) estimated that in 2009 around $1.6 trillion of criminal proceeds flowed
through the global economy – roughly equal to the size of Canada’s gross domestic product. Meanwhile, trends of
misinformation and disinformation online are requiring law enforcement and financial institutions to apply increasingly
sophisticated technology to verify true information about individuals. The spectre of deepfakes – creating false depictions of
real people - presents an additional problem, with AI enabling new forms of digital impersonation.
It is into this increasingly complex picture that innovative companies are fighting back, applying cutting-edge technology to a
variety of problems. Over the past decade RegTech firms have flourished, creating practical applications of digital ledger
technology, commonly known as blockchain, as well as biometric authentication and increasingly sophisticated financial crime
analytic techniques. Several focus on “privacy-preserving” technology – an effort to solve the challenge of developing and using
software in an industry which must treat data with the utmost confidentiality.
UK authorities have taken notice. HM Treasury’s recent Kalifa review of UK FinTech called for a “regulatory scalebox” to help
start-ups grow. The UK government’s Economic Crime Plan 2019-2022 calls for HM Treasury and UK Finance, working with the
Financial Conduct Authority (FCA), Home Office, the Corporation of the City of London (CoCL) and other partners to establish a
new Innovation Working Group to promote RegTech solutions to financial crime.
The FCA recently collaborated with CoCL on a ‘Digital Sandbox’ pilot, which provided support to FinTech firms tackling
challenges caused by the Covid-19 pandemic. The pilot ran from October 2020 to February 2021, with 28 organisations
participating. It provided a digital testing environment for the teams, with access to synthetic data, a coding development
environment and a catalogue of FinTech and RegTech application programming interfaces (APIs). An observation deck enabled
regulators to observe “in-flight testing” at a technical level.
Several of the firms tested solutions designed to help combat fraud and scams. The Financial Crime Digest spoke to both
breakout start-ups and established incumbents about their experience participating in the pilot.
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EalaX – a synthetic data solution?
EalaX founder and CEO Dr Edgar Lopez-Rojas is a Colombian-Swedish data scientist and financial crime specialist who launched
the company in 2019 to solve a specific problem. Financial data held by financial institutions is highly confidential, but sharing it
is crucial to building and applying stronger controls. EalaX seeks to leapfrog this by generating synthetic data which mimics the
behaviour of both licit and illicit transactions, but which avoids the confidentiality issues and hurdles caused by the sharing of
real-world banking information.
Lopez-Rojas’ interest in financial crime was formed during his youth growing up in the city of Medellín in the 1980s. Notorious
drug baron Pablo Escobar’s cartel was doing a roaring trade in cocaine between Colombia and the United States. “All this money
ended up in my city. You might think that was wonderful, but the problems it caused to society in terms of corruption and
violence were high. [Escobar] had so much power, he could manipulate the society very easily. I saw parents of my friends get
killed across the street”, he said. Lopez-Rojas developed an interest in computing, later moving to Sweden to pursue his PhD.
During his studies he partnered with a company to apply machine learning techniques to money laundering controls. However, he
lacked good data against which the controls could be tested. The experience led him to direct his research towards the
simulation of synthetic data for financial services.

“We used the digital Sandbox as a platform for helping us to develop
the technology”, said EalaX founder and CEO Dr Edgar Lopez-Rojas.
Prior to the Sandbox, EalaX didn’t have a product, but six months later
the company is preparing to take its solution to market
Existing companies that provide software controls for financial institutions “do their best, but they are kind of blinded”, said
Lopez-Rojas. “They don’t understand very well the modus operandi of the criminals. They are trying to do their best with the
information they have, but the fight is unfair. The criminals have all the economic resources and go from institution to institution,
finding the weakest link”. Lopez-Rojas seeks to use synthetic data to avoid the confidentiality challenges that plague real data,
thus building stronger connections between industry, academia and regulators. Regulators need better reports from industry, but
they also need technologies which academia can develop. “Industry, in the financial sector and third-party vendors, has the
potential to apply [the technology]. Sharing the knowledge is hard at the moment, but one of the ways to do this is through the
use of synthetic data”, he said.
The FCA took an interest in his research hiring Lopez-Rojas as a consultant in 2019 and in 2020 contracting EalaX to provide one
of the synthetic datasets used for the Sandbox Pilot. At the same time, the company secured two grants of £65,000 and
£100,000 from Innovate UK, an arms-length public body which forms part of UK Research and Innovation. “We used the Digital
Sandbox as a platform for helping us to develop the technology”, he said. Prior to the Sandbox, EalaX didn’t have a product, but
six months later the company is preparing to take its Synthetizor data solution to market.
Lopez-Rojas said the Sandbox will play a “huge role” in the future of FinTech. Of the response of Sandbox companies to his
synthetic data solution, he said several were “saying good things […] but at the same time they recognised limitations”.
Lopez-Rojas acknowledged that the time constraints of the Sandbox pilot presented a challenge for developing all-purpose
generic data for participants working on a variety of fraud problems. “We had conversations with many of them, which are
ongoing in terms of research”, he said. Following the conclusion of the pilot, the FCA issued an evaluation report which found
that the synthetic data was the most valuable Sandbox feature cited by participants while simultaneously the aspect with
greatest potential for improvement.
Sedicii – sharing real data securely
Irish startup Sedicii presents a different solution to the problem of data confidentiality. Its privacy-preserving technology helps
institutions securely “share” knowledge about clients without disclosing personally identifying information (PII). CEO Rob Leslie
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founded the company in 2013 and has developed its “zero knowledge proof” (ZKP) technology, recently securing an onboarding
contract with Spain’s largest domestic lender CaixaBank.
Sedicii’s Chief Commercial Officer David Cunningham said the FCA’s Sandbox programmes should be regarded as a “national
treasure”. Cunningham said: “When you don’t have a structured way for start-ups to engage with the regulator and the banks,
nothing happens. When you put the structures in place, change happens and things actually come to life”.
The ZKP technology allows a party, for instance a financial institution, to prove to another party that it possesses customer
information known in cryptography as a credential, without having to transmit this credential. The premise is to allow
organisations to authenticate facts without needing an individual or company’s data, thus reducing risks of sharing confidential
information. Cunningham gave the example of one institution securely confirming to another that an individual is over 18, without
providing the individual’s specific date of birth.
In the context of transaction monitoring processes, Sedicii’s multi-party computation cryptographic technology helps financial
institutions identify potentially suspicious clients and transactions. Banks can collaborate and jointly compute risk assessments
without sharing underlying data. “You never get to see the inputs that the various parties put into the pie that allow the algorithm
to run. You never see the raw data”, said Cunningham. The risk assessment that is computed helps institutions to decide
whether further action should be taken, for instance a particular transaction might require investigation or a suspicious activity
report to be filed. “It’s insight, or knowledge sharing, because the data never moves”, said Cunningham.
Cunningham said the Sandbox pilot was an ideal opportunity to collaborate with other industry firms – the company partnered
with start-up LexTego as part of the pilot, and is exploring opportunities to work with other Sandbox participants in the future.
Sedicii is currently seeking several million euros in investor funds, which it hopes to secure later this year.
Synectics Solutions – analysing real-world data from its institutional syndicate
Synectics Solutions is a family business founded in 1992 by Carol Shanahan OBE and her husband Kevin. It is most well-known
for two large data-sharing initiatives called the National Fraud Initiative (NFI) and National Syndicated Intelligence for Risk
Avoidance (SIRA). SIRA convenes a closed syndicate of regulated financial institutions and insurance companies, sharing
intelligence and data to combat fraud, risk and financial crime.
The UK is home to several “fraud bureaus” – groups of financial institutions that pool consumer and entity data to the mutual
benefit of participants. The goal is to help consumers, first by catching criminals, but also by reducing the burden of due
diligence. Synectics’ SIRA programme was launched in 2004 with three institutions, including Abbey National – it now comprises
around 140. Synectics also provides a software platform for institutions to analyse the data and improve fraud controls. Chris
Lewis, Head of Solutions at Synectics, said the efforts fraudsters make to scam consumers, insurers and banks out of money is
“unbelievable. You really get to see it with the work we do”.

Synectics was particularly keen to test the Sandbox’s synthetic
transactional and account data for the purpose of addressing the
problem of authorised push payment fraud
Synectics’ Precision machine learning tool helps syndicate companies to make better sense of data provided by other members.
The Sandbox presented an opportunity for Synectics to use the Precision tool to compare its real-world data from the SIRA
syndicate against the synthetic data provided by the FCA’s pilot.
Lewis said Synectics was particularly keen to test the Sandbox’s synthetic transactional and account data for the purpose of
addressing the problem of authorised push payment fraud – in which victims are manipulated into making real-time payments to
fraudsters, often through social engineering scams involving impersonation. Lewis described the problem as an “epidemic […]
someone calling your grandmother up and convincing her to stick her money into a safe account because their bank account has
been compromised. The industry at the moment is still refining its response”.
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Lewis said synthetic data “provides an opportunity to be more agile in how you test new analytics and technology – for instance,
privacy enhancing technology”. However, the analytical model Synectics created using data provided by the FCA’s Sandbox was
less predictive than the equivalent model using its own real data. “Some of the intricacies that indicate fraudulent behaviour in a
real-life scenario weren’t necessarily present in the synthetic data […] there needs to be a little more refinement in how the
synthetic data is generated for it to be as predictive as real data”, Lewis said.
Lewis said that if improvements can be made to synthetic data, “there is a place for it”, particularly due to the absence of clarity
from privacy regulators about appropriate uses of confidential data – and different national interpretations of the GDPR.
Callsign – tackling APP fraud with tailored interventions
Callsign is an identity fraud, authorisation and authentication company founded in 2012. The company participated in the FCA's
Digital Sandbox to apply its software to detect and intervene on APP fraud, particularly focusing on detection, intervention, and
the customer experience.

Bhavesh Vaghela, Vice-President of Products at Callsign, said one of
the valuable elements of the Sandbox was the opportunity to partner
with HSBC’s fraud experts
Data from UK Finance shows that the total number of reported APP fraud cases in the UK in 2020 rose by 22 percent on 2019 as
criminals took advantage of increased online activity during the pandemic to defraud people. Total reported APP fraud losses
rose to £479 million, a five percent increase in 2020 compared to 2019. Rob Campbell, Head of Product and Industry Marketing
at Callsign said “bad actors have started to move into social engineering attack vectors – they aren’t able to get access to a
user’s account themselves, so they start convincing the user to do something”.
Callsign have identified several challenges specific to APP fraud. The way the scams are socially engineered makes detection a
particular difficulty. Once detected, the scam can be hard to block – often fraudsters will be coaching the victim through the
payment, and attempts to halt the fraud can fail as the customer ignores warnings from their bank.
In a typical case, a customer receives a call or text from a fraudster. The fraudster claims to be calling from the customer’s bank,
or the police and convinces the customer to make a payment. The customer logs in with the fraudster coaching them through
the process. At this point, Callsign’s software analyses characteristics like the user’s location and behaviour in making the
payment – for instance the typing pattern may change if the victim is on the phone to the scammer. It prompts the user with
fraud warnings and questions to identify risk – additional controls may be implemented, or the payment blocked outright.
Bhavesh Vaghela, VP of Products at Callsign, said one of the valuable elements of the Sandbox was the opportunity to partner
with HSBC’s fraud experts. “We asked them about the fraud they typically see, and what kinds of questions they would want to
ask [the customer], what kind of language they would want to use – sharp and short or large paragraphs and softened language?
We were able to fine tune our technology using real-life examples and its effectiveness from a customer experience perspective”.
Roger Hamilton-Martin, Financial Services Journalist, Aperio Intelligence
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REPORTS

UK NCA’s national assessment of serious and
organised crime warns of rise in cybercrime
and commercially-available encryption

experiences and levels of reporting to

to hide their communications, and

law enforcement. Action Fraud reported

cryptocurrencies to launder their

£3 billion in fraud losses impacting

profits”, the NCA states. Approximately

individuals and organisations between

1,550 suspects were arrested as part of

January and December 2020. UK HM

Operation Venetic, with around £56

Revenue & Customs estimates that up

million of criminal cash seized.

to £3.5 billion will be lost due to fraud
and error in the Coronavirus Job

The UK National Crime Agency (NCA)
states in its national strategic
assessment of serious and organised
crime released on 25 May that
cybercrime and opportunities for
online corruption have increased in the
last year due to the Covid-19
pandemic. This includes increasing
severity of ransomware attacks during
the past year, the report states.
The NCA saw success in the fight
against serious organised crime in the
form of Operation Venetic, which since
Spring 2020 dismantled “numerous
deep-rooted organised crime groups” in
the UK, following the extraction of data
from the encrypted global
communications platform Encrochat
which had around 9,000 UK users. It
was used by criminals since 2016.
Offenders “commonly use specialist

The NCA highlights that the cybercrime

Retention Scheme. The NCA states that

threat “increased during 2020 with

investment fraud reporting is increasing

more severe and high-profile attacks

as fraudsters take advantage of poor

against UK victims, including against

economic conditions as individuals

UK local authorities”. However, victim

look for higher returns while low

reporting was “consistent with previous

interest rates persist.

years,” the NCA states. Over 29,000
reports were made to Action Fraud and

The agency states it is “highly likely”

1.7 million estimated computer misuse

that over £12 billion oof criminal cash is

offences occurred in the year ending

generated annually in the UK, and “a

September 2020. The NCA estimates

realistic possibility” that the scale of

the cost to UK victims within the range

money laundering impacting on the UK

of hundreds of millions to billions of

including through corporate structures

pounds per year. Industry partners to

and financial institutions is “in the

the NCA estimate that over 50 percent

hundreds of billions of pounds

of all ransomware activity includes an

annually”. The NCA states that £172

accompanying threat to publish data.

million was denied to suspected
criminals as a result of defence against

Fraud remains England and Wales’

money laundering (DAML) requests

most common crime type, accounting

between April 2019 and March 2020.

for over a third of all estimated crime in
the year ending September 2020 with

UK NCA press release

4.4 million offences affecting 3.5
million victims. Fraud accounted for 13

UK NCA full report

percent of all police recorded crime,
showing the difference between victim

Aperio Analysis by Gunita Thethy
As data from the NCA shows, with more of us having moved online during the pandemic – particularly regarding our financial
activity from banking to investments – it has led to a surge in cybercrime. The UK government introduced the draft Online Safety
Bill in May 2021, meant to protect users when accessing the internet. However, the bill does not go far enough as it only tackles
some forms of fraud, largely through user-generated content on social media. It does not cover all forms of economic crime
including scams such as cloned websites and false advertising by organised crime groups, which exploit user vulnerability.
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EU Council adopts conclusions on the bloc’s
security and defence agenda
The Council of the European Union

The EU Strategic Agenda 2019-2024

respond to malicious cyber activities.

adopted on 10 May conclusions on the

was adopted in June 2019 and sets out

Additionally, the Council calls for further

implementation of the EU’s security

comprehensive priorities guiding the

reflection on possible actions, relevant

and defence agenda. The Council

EU’s work around fighting human

actors and new deliverables with

stresses the need to pursue a more

trafficking through better cooperation

respect to digitalisation, increasing

strategic course of action and increase

with countries of origin, improving

cyber resilience of transport

the EU’s capacity to act autonomously,

cooperation to fight terrorism and

infrastructure and systems and the use

in line with its Strategic Agenda

cross-border crime, enhancing powers

of artificial intelligence, to improve

2019-2024. The EU Council highlights

in the fight against malicious cyber

military mobility.

the importance of strengthening EU

activities, hybrid threats and

defence initiatives, abilities to counter

disinformation, as well as developing a

Welcoming the extension of Operation

hybrid threats and dialogue with

strong economic base, by completing

EUNAVFOR MED Irini’s mandate for two

foreign partners on disarmament and

the banking and capital markets union

years until 31 March 2023, the Council

non-proliferation, and the impact of

and ensuring fair competition within the

stresses the importance of UN Security

emerging and disruptive technologies

EU and on the global stage.

Council resolution (UNSCR) 2570

and cyber defence.

(2021) and the renewal of UNSCR 2292
Recalling its March 2021 conclusions

(2016), and calls on all states to step up

The conclusions provide a number of

on the EU’s Cybersecurity Strategy for

efforts to effectively prevent violations

action points aimed at enhancing the

the Digital Decade, the EU Council

of the arms embargo.

EU’s civilian and military operational

stresses the need to further strengthen

engagement, strengthening its defence

the EU’s cybersecurity and cyber

initiatives, enhancing resilience and

defence capabilities. Accordingly, it

providing European access to global

acknowledges the continued

commons, and reinforcing partnerships

implementation of the EU Cyber

and information sharing.

Diplomacy Toolbox as a significant

EU Council press release
Conclusions on Security a...
Conclusions on EU’s Cyber...

measure to prevent, discourage and

OFAC report on foreign FIs under the HKAA
The US Treasury’s Office of Foreign

OFAC reports that the Treasury

The first Section 5(a) report was

Assets Control (OFAC) submitted a

Department has not identified any

submitted on 14 October 2020, with 10

report to Congress on 18 May pursuant

foreign financial institutions knowingly

sanctioned foreign individuals listed.

to Section 5(a) of the Hong Kong

conducting significant transactions

The Secretary of State submitted a 16

Autonomy Act (HKAA) regarding the

with individuals designated under the

March 2021 update with an additional

application of the act in targeting

HKAA as of 1 May. The report notes

24 listed individuals.

individuals determined to be aiding the

that the Treasury Department will

undermining of democracy or human

continue to monitor for any such

rights in Hong Kong and identifying

activity and engage institutions and

foreign financial institutions engaging

governments to ensure an

in transactions with them.

understanding of sanctions risks and
requirements posed by the HKAA.
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ESAAMLG publishes follow-up de-risking report
impacted by correspondent banking relationship terminations
and other restrictions and closures are customers with
negative media presence, non-face-to-face customers,
politically exposed persons, and cash intensive businesses.
The largest number of CBR terminations occurred in
Zimbabwe, followed by Tanzania, Mozambique, Uganda, and
Kenya. In terms of customer account closures, Kenya reports
the highest number, followed by Mauritius, Uganda,
Zimbabwe, and Tanzania.

The Financial Action Task Force (FATF) regional body, the
Eastern and Southern Africa Anti-Money Laundering Group
(ESAAMLG), published on 10 May its follow-up report
assessing the impact of de-risking in the region. The
follow-up and original 2017 report note that de-risking has
resulted in economic harm to the region and driven
legitimate financial transactions to less regulated or
non-regulated channels, increasing money laundering and
terrorist financing risks.
Since the 2017 report, in October 2019 the ESAAMLG
de-risking project team circulated a de-risking tracking
template to the 18 member nations to target financial sector
supervisors and regulators. All member countries submitted
responses to a questionnaire on de-risking practices and its
impact covering January 2018 to June 2019, which showed
that nine of the 18 countries had not shared the de-risking
report with their financial institutions nor taken action to
implement the report’s recommendations, while two did not

The project team’s recommendations include
ESAAMLG should urge member states to fully participate
in surveys to properly gauge the scope and impact of
de-risking as well as assist with the implementation of
the recommendations
National authorities and respondent banks should
engage with correspondent banks to make improvements
or take necessary actions to avoid de-risking
Correspondent banks ought to consider other options
besides de-risking, including providing more notices and
communicating concerns to central banks
Member states and reporting entities must follow FATF
guidance by putting in place effective risk-based
approaches and supervision

indicate whether they had taken action or shared the report.

Financial institutions should conduct institutional risk

Correspondent banking relationships (CBRs) restricted or

prior to terminating accounts

ended during the reporting period in the region increased by
68 percent, although this occurred in 78 percent of ESAAMLG
nations, rather than 95 percent in the previous reporting
period. Additionally, the report notes an increase in
institutions reporting reduced scales of operations and
diminishing financial performance, with 70 percent of
member countries stating that banks in their nation further
ended relationships with downstream customers, a decrease
from the previous report.
The report finds that the remittance sector was less affected
in the last reporting period than in the 2017 report, with the
most affected channels being banks and money value
transfer services. The groups identified as being the most
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assessments and consider commensurate measures

Policy responses to de-risking must be more uniform
across the region as well as more comprehensive,
particularly regarding improving supervisory and
regulatory frameworks
Financial inclusion product due diligence measures
should be simplified and applied proportionately
ESAAMLG notice
De-risking report
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EBA assessment of supervisory practices finds
effective implementation of convergence plan
The European Banking Authority (EBA)

highlighted those competent authorities

As part of the 2021 convergence plan,

published on 12 May its annual report

have continued to direct their efforts

the regulator highlights the areas which

on the convergence of supervisory

towards cooperation with their

still require further supervisory

practices in 2020, which finds that the

resolution authority counterparts and

attention, including: (1) asset quality

analysis of profitability and business

prudential supervisory practices have

and credit risk management; (2) ICT

models, as well as selected areas of

been converging in the context of

and security risk, operational resilience;

information and communication

money laundering and terrorist

(3) profitability and business models;

technology (ICT) risk and operational

financing (ML/TF). The regulator also

and (4) capital and liability

resilience received enhanced

announced that it will issue an opinion

management. Furthermore, as ML/TF

supervisory attention last year.

on how competent authorities should

risk and conduct risk will continue to be

take ML/TF risks into account in the

a key point of interest, the EBA notes

The report sets out the regulator’s

SREP, which is expected to clarify

that it is currently undertaking

observations with respect to the

differences and enhance convergence.

“considerable policy development” with

convergence of supervisory practices

respect to this matter, as part of the

undertaken in 2020, the conclusions of

Moreover, the report observes

implementation of the European

the EBA college monitoring activity, and

increased interaction with respect to

Council’s AML Action Plan.

includes the EBA convergence plan to

supervisory colleges in 2020, due to

guide supervisory efforts in 2021.

close cooperation among college

EBA press release

members in light of Covid-19. The
According to the paper, competent

report notes positive developments

authorities have further advanced in the

with regards to the assessment of

implementation of the guidelines on the

material ICT risks in colleges, as well as

supervisory review and evaluation

cooperation between prudential and

process (SREP). Additionally, it is

AML/CFT supervisors.

EBA report
EBA guidelines

US FTC receives record crypto scam reports
The US Federal Trade Commission

investors to increase acquisitions while

involved the use of virtual coins, with

(FTC) published on 17 May analysis of

not releasing the purported profits and

fraudsters convincing victims to place

the fraud reports received from

initial sums back to depositors. While

assets with purported investment

October 2020 to March 2021, which

investment scams are found to be the

vehicles. Since online discussions on

shows a significant rise in declared

most damaging in terms of losses, the

investment opportunities have become

losses from cryptocurrency investment

increased interest in cryptocurrencies

widespread, the FTC warns consumers

scams. During the reporting period,

has also allowed “giveaway scams” to

to be wary of testimonies of success or

nearly 7,000 people reported losses of

flourish. Victims are also often sending

lucrative investment tips.

over $80 million.

cryptocurrency funds to fraudsters
posing as celebrities that promise to

The FTC reminds the public that

multiply deposited sums.

fraudsters frequently advertise

FTC data spotlight

opportunities purportedly providing

A fifth of romance scams reporting

above-market returns, requiring

during the six-month period also
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EU Parliament recommends suspending Turkey
accession talks if declining relations continues
The European Parliament (EP) voted on

historically low relations between

through the Instrument for

19 May to adopt a report which states

Turkey and the bloc. The report

Pre-Accession Assistance. The report

its intention to recommend that the

criticises what it deems an increasingly

notes that such organisations are

European Commission suspend

authoritarian presidency and lack of

critical to generating the political

accession negotiations with Turkey if

judicial independence, urging Turkey to

reforms that could lead to the right

deteriorating EU-Turkey relations

end the unjustified detention of

foundations for EU integration.

continues and calls for the European

journalists, human rights activists,

Council to stand by to implement

academics, lawyers, and others.

The report asserts that in the event

targeted sanctions if necessary. The

Aggression against member states

unilateral actions by Turkey continue in

report cites hostile foreign policy,

Greece and Cyprus, in addition to recent

violation of international laws, the bloc

refusal to recognise the Armenian

interference in Syria, Libya, and the

must be prepared to consider targeted

Genocide, and declining human rights

Nagorno-Karabakh region are also cited

sanctions that do not negatively impact

and respect for the rule of law by the

as cause for concern.

Turkish citizens, civil society or the four

Turkish government.

million refugees currently in Turkey.
Despite criticism levelled at the Turkish

MEPs voted 480 to 64, with 150

government, the report by MEPs

abstentions, to adopt a report stating

nevertheless calls for continued

that Turkey continues to distance itself

financial support for civil society

from EU values, resulting in what it dubs

organisations in the country, such as

EP press release
Adopted text

Malta FIAU reports record STR filings in 2020
Malta’s Financial Intelligence Analysis

was related to the lack of adequate

to conduct enhanced due diligence in

Unit (FIAU) published on 4 May its

explanations about the nature of the

the case of high-risk customers.

annual report, which notes a record

transaction or a mismatch between the

5,175 suspicious transaction reports

transaction activity and the customer’s

The FIAU intends to begin collecting

(STRs) filed in 2020, over a 100

profile. The top reporting sector was

information on the main reasons for

percent increase on the previous year.

once again the online gambling

rejecting STRs to provide better

industry, followed by credit institutions.

feedback and provide targeted support

Key developments last year include the

to those filing reports. Additionally, the

launch of the analytical software tool

The report notes that the FIAU

FIAU aims to issue sector-specific

goAML and a centralised bank account

submitted over 70 reports to the police

documents and ensure that the newly

registry. Additionally, the FIAU

over possible money laundering or

adopted Use of Cash (Restriction)

published eight strategic analyses and

terrorist financing (ML/TF), with 206

Regulations are adequately supervised

engaged in operational public-private

supervisory examinations and 34

and enforced.

partnerships with the banking sector

administrative measures related to

and online gambling industry.

AML/CFT failures. The FIAU states that

Malta FIAU report

the most common AML/CFT failures
The top predicate offences in 2020

related to customer risk assessment

were tax crimes and fraud, while the

implementation, insufficient information

most common reason for suspicion

on business relationships, and a failure
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Malta’s FIAU publishes enforcement factsheet
on AML/CFT compliance trends
Malta’s Financial Intelligence Analysis

Subject Persons in enhancing

transaction monitoring. The report also

Unit (FIAU) published an enforcement

compliance with the AML/CFT

highlights instances in which Subject

factsheet on 4 May, which aims to

obligations. The factsheet includes an

Persons were considering particular

provide insight into compliance trends

annex of the most common trends.

clients as low-risk based on their high

by analysing the enforcement action

level of familiarity with those clients.

taken in 2019 and 2020 relating to

The most common findings across all

anti-money laundering and countering

sectors relates to the appreciation of

the financing of terrorism (AML/CFT).

risk, both at institutional and customer
level, as well as customer risk profile

The FIAU’s factsheet aims to assist

Malta FIAU press release
Enforcement factsheet

requirements, which includes

US publishes corruption list of Central American
officials who may be subject to sanctions
US Congresswoman Nina Torres on 18

2020 requiring the US State Department

The list includes Salvadorian officials,

May released a State Department list

to publish an “Engel List” of Northern

who have not been previously

of Central American officials it accuses

Triangle officials in Central America

sanctioned by the US, for allegedly

of engaging in public corruption and

involved in corruption, named after

engaging in significant corruption.

who may be subject to sanctions.

sponsoring Representative Eliot Engel.

Those identified in the report include
Presidential Cabinet Head Carolina

Reuters cited an interview with US

Individuals named on the Engel List

Recinos, former minister of security and

Special Envoy to Guatemala, Honduras,

may be subject to the freezing of assets

Justice Rogelio Rivas, legislator

and El Salvador Ricardo Zuniga on 6

in the US and travel bans, as an

Guillermo Gallegos, and former

May, who reportedly told the news

alternative to Global Magnitsky

legislators Sigfrido Reyes and Jose Luis

outlet that President Joseph Biden’s

sanctions. The legislation also requires

Merino. Rivas is accused in the report

administration is also weighing Global

the State Department to set out a

of using his position to grant

Magnitsky sanctions against officials to

five-year strategy to counter corruption

non-competitive and inflated contracts

ensure that the planned $4 billion worth

and strengthen democracy in the region

to his own construction company to

of aid to Central America, to stem the

with the aim of stemming northern

build public buildings.

flow of illegal immigration to the US

migration. The US Special Envoy

through Mexico, is not lost to

reportedly stated that US businesses

corruption. Zuniga stated that the list is

have expressed interest in investing in

in compliance with the US-Northern

the tri-nation area but are concerned by

Triangle Enhanced Engagement Act

local corruption.

passed by Congress on 22 December
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UK Pensions Regulator issues corporate plan
The UK’s Pensions Regulator published on 19 May its

Extend its supervision coverage across a greater number

priorities for the next three years as part of its corporate

of pensions savers

plan to complement its recently published 15-year corporate
strategy. The plan sets out how the regulator will deliver

Be ready to implement new powers under the PSA 2021

against the five priorities in its strategy which sets out a

from October 2021

blueprint for the future of UK pensions regulation. The
regulator states that the plan outlines how it will protect UK

Undertake activity that contributes to the prevention and

savers as the country recovers from the pandemic.

disruption of pension scams

The five items contained in the corporate strategy include

Work with partners at the UK Department of Work and

security (pension savers’ money is secure, value for money,

Pensions (DWP) and the FCA to define a set of

scrutiny of decision-making), decisions made on behalf of

cross-industry standards on value for money and begin

savers are in their best interests, embracing innovation, and

the process of embedding the DWP’s new framework for

bold and effective regulation. The three-year plan “recognises

small schemes

the continued impact of COVID-19, the changes that will be
coming to the pensions landscape through the Pension

Complete second phase of consulting on principles for a

Schemes Act 2021 (PSA 2021) and the ongoing internal

revised defined benefit code with a view to finalising the

transformation of our regulatory systems and automatic

code in 2022

enrolment (AE) delivery model”, the regulator states.
Following the launch of a climate change strategy,
In the first year of the new plan, the regulator states it will

continue to develop a regulatory approach to the new

prioritise several actions in service of the broader corporate

climate change legislation, including sharing

strategy goals. Initially it will seek to extend its reach via new

expectations publicly

powers contained in the PSA 2021, improve supervision
through an outreach programme with administrators, build on

Continue to apply the interim regime for superfunds to

the growth of defined contribution schemes through AE, and

protect the interests of savers and the Pension Protection

target pensions scams through Project Bloom. The regulator

Fund in the period before specific legislation is in force.

states it will also build on its work with the UK Financial

Continue to work with government to develop legislation

Conduct Authority (FCA) to “develop a broader understanding

in this area

of value for money”. The Pensions Regulator published a joint
discussion paper with the FCA on the pensions consumer

Support the pensions dashboards initiative and deliver on

journey on 18 May, which seeks views on how to encourage

its remit as defined by the government

greater engagement with pensions savers.
Maintain performance across employer- and
In years two to three, the regulator plans to renew and review

scheme-facing services as it transitions to the new AE

its pension scams strategy. It also expects its final revised

delivery model

defined benefit code of practice to be in place by December
2022, with scheme valuations submitted under the new

Deliver new systems to support its regulatory functions

guidelines from the point at which it comes into force.
Implement two new regulatory initiatives based on a core

The regulator's key performance indicators to
track success over 2021-22 include
Employers are continuing to re-declare and new
employers are making their declarations for the first time
in line with their duties for AE
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UK Finance: majority of APP scams begin online
UK Finance published on 14 May its

scams, which finds that more than nine

campaigned for regulators and banks

analysis of nearly 7,000 cases of

in ten cases of investment, romance,

alike to increase their efforts to stop

authorised push payment (APP)

purchase, invoice and mandate fraud,

APP scams, submitting a report in

scams, finding that seven in ten cases

and advance fee scams start on online

August 2020 in response to the Lending

originated online. The industry

platforms, which includes delivering

Standards Board’s (LSB) consultation

association calls on the UK

scams through emails and smartphone

on the review of the Contingent

government to amend its draft Online

apps. Likewise, all reported cases of

Reimbursement Model (CRM) Code.

Safety Bill, published on 12 May, to

CEO fraud started online. In contrast, in

effectively tackle financial crime

the case of impersonation scams,

LSB published an updated code in April

instigated online.

fraudsters carried out their activities

which will enter into effect on 14 June

entirely in person or over the phone.

and includes governance and oversight

The sample cases discussed

requirements for financial institutions.

represents five percent of all APP scam

UK Finance Chief Executive David

reports that UK Finance received in

Postings draws attention to the fact

2020, which totalled £479 million in

that the current draft of the Online

losses. UK Finance’s findings were

Safety Bill does not provide sufficient

presented in an indepth report

protection against fraudulent online

published in March. The analysis

adverts or cloned websites. Since 2015,

focused on the points of origin of APP

UK-based consumer group Which? has

UK Finance press release
UK Finance report (25 Mar...
Draft Online Safety Bill ...

Action Fraud figures reveal £63m lost from
investment fraud posted on social media
UK Action Fraud released data from the

individuals under 30, while the average

backed by testimonials and

City of London Police’s Fraud

age of victims of investment fraud in

occasionally create LinkedIn profiles for

Intelligence Bureau on 26 May, which

which social media did not play a role

false brokers. The websites of

reveals that victims of investment

was over 50, according to the press

legitimate brands are also cloned.

fraud who were contacted through

release. The false investment

social media or saw adverts on social

opportunities also included foreign

The authorities recommend exerting

media networks lost more than £63

exchange trading and bonds.

caution regarding investment

million over 12 months. Of the over

opportunities that arise via cold calls,

5,000 reports to Action Fraud that

Falsified celebrity endorsements

emails or social media messages and

mention social media, close to half

continue to play a significant role in

resisting being pushed into acting

refer to fake cryptocurrency

these scams, Action Fraud reports, with

rapidly in response to such

investments.

fraudsters adapting to the medium and

opportunities. Investors should seek

using the image and reputation of

advice from informed persons and use

Between April 2020 and March 2021,

online influencers to lure investors,

advisors accredited by the Financial

around one in three of those who

according to more than 500 complaints

Conduct Authority (FCA).

reported fraud state they were lured

that reported losses of over £10 million.

through Instagram, while another 18

Scammers use emails and create

percent named Facebook. This type of

adverts and websites that appear

fraud was particularly damaging for

professional and credible, supposedly
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GRECO publishes report on the UK
misconduct oversight through a simplification of the referral
and appeals process. GRECO acknowledges that the UK has
made radical changes to police supervision but that new
statutes are required to meet the guidelines.

The Group of States Against Corruption (GRECO) published
on 28 May the fifth-round compliance report on the UK,
adopted during its 22-25 March plenary meeting in
Strasbourg and subsequently approved by the UK
authorities. The fifth evaluation round report, which
addresses the prevention of corruption and promotion of
integrity in central governments and law enforcement
agencies, finds that the UK has satisfactorily addressed or
implemented five out of 12 recommendations, with three
remaining to be implemented and four partly implemented.

Recommendation two
pertaining to lobbying meetings
with public officials to be made
publicly available is also partly
implemented, with GRECO
noting that current transparency
requirements only apply to
meetings with senior media
figures rather than other
influential third parties

On GRECO’s first recommendation regarding the

Recommendations four, six, and 10 have not been

establishment of a centralised mechanism for mitigating

implemented. Recommendation four involves strengthening

conflicts of interest and corruption risks at upper levels of

the power and status of the group advising on business

government, the report finds that the recommendation has

appointments for former ministers and other former public

been partly implemented. It welcomes increased staff

officials as well as requiring top executive-level individuals to

resources for the proprietary and ethics team and a new

apply to an advisory before taking private sector jobs after

policy mandating special advisors declare their interests, but

leaving the public sector, under threat of sanctions. GRECO

seeks a more holistic approach from the UK government to

also finds that the UK has not implemented recommendation

also encompass corruption risks involving ministers and

six to review the role of the Independent Adviser on Ministers’

senior government officials. Recommendation two pertaining

Interests to increase independence and investigatory powers.

to lobbying meetings with public officials to be made publicly

Lastly, the UK has not implemented the recommendation to

available is also found to be partly implemented, with GRECO

put in place post-employment restrictions on former

noting that current transparency requirements only apply to

Metropolitan Police Service staff.

meetings with senior media figures rather than other
influential third parties.

GRECO concludes that further progress must be made in the
next 18 months to reach an acceptable level of compliance,

On the third recommendation, involving a review of the

inviting the UK to submit information on the implementation

lobbyist registry with an eye to expanding the registry, GRECO

of the remaining recommendations by 30 September 2022.

also finds that the UK has partly implemented the guidance,
noting that the UK government has stated it does not intend

GRECO announcement

to include in-house lobbyists on the register nor include
communications between lobbyists and special advisors or
senior civil servants. Also partly implemented is
recommendation 11 on UK authorities improving police
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UK government publishes research papers on
the impact of serious and organised crime
The REAs were conducted using a

violence and involvement in gangs; and

number of databases, by combining

(5) strengthening law enforcement

search items and strings. An advisory

alongside other activities rather than as

group also provided sources within their

standalone strategies.

areas of expertise. Databases included

The UK government’s Foreign,
Commonwealth and Development
Office (FCDO) published on 20 May
three research papers following rapid
evidence assessments (REAs)
conducted in 2020 in collaboration with
ITERU and the Royal United Services
Institute (RUSI) on the impact of
serious and organised crime (SOC) on
development, and healthcare systems
and medical supply chains, as well as
effective approaches to tackling SOC.

The paper on
healthcare systems
emphasises that
evidence has shown
that the most direct
impact of organised
crime groups on the
health industry is
reflected in their
intrusion into
medical supply
chains

35

major academic databases, academic

The paper on the SOC impact on

journals, repositories of

healthcare systems and medical supply

development-related studies from

chains emphasises that evidence has

international development banks, the

shown that the most direct impact of

OECD and FCDO; and publication

organised crime groups on the health

databases created by think tanks that

industry is reflected in their intrusion

actively work on SOC.

into medical supply chains, particularly
through producing and distributing

According to the REA on the impact of

counterfeit medical products.

SOC on development, economic
impacts were discussed in 75 studies
researched, which highlight that SOC
has been found to “displace legitimate
economic activity, deprive governments
of revenues for investment in vital
public services, […] and cause
irreversible damage to ecosystems and
human lives”. The papers found that
corruption is the second most common
enabler of SOC, cited in 23 studies, after
weak or absent governance, which was
cited in 39 cases.
The evidence sourced in the REAs
highlight a set of approaches identified
to effectively contribute to tackling SOC,
although explicit testing is still required
to confirm their efficiency. These
include: (1) anti-corruption programmes
when there is strong domestic demand
for reform, when strong partners are
involved, and when programmes
engage top-down (government/supply
side) and bottom-up (civil
society/demand side); (2) drug demand
reduction programmes; (3) community
wildlife management as a response to
illegal wildlife trafficking; (4) violence
prevention interventions to reduce

Key recommendations for
development efforts include
Build a more comprehensive
understanding of enablers, such as
corruption and weak governance,
money laundering and fraud, and
mechanisms to identify entry points
for development programming
Develop better indicators and proxy
indicators to facilitate evidence
building and lessons learning on
what works to tackle SOC
Improve the evidence on social
impact to mitigate negative
impacts, on indirect environmental
impact, especially as climate
change disproportionately impacts
developing countries
UK government press relea...
Rapid evidence assessment...
Summary of findings (Nove...
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Asian Racing Federation issues report on use of
cryptocurrency and blockchain for illegal betting
The Asian Racing Federation’s (ARF)

a means of transferring winnings. ARF

players from jurisdictions that have

Council on Anti-illegal Betting and

expresses concern that the increased

strict AML and online gambling

Related Financial Crime published a

use of blockchain and crypto is

legislation in place. Of the 780 offshore

report on 31 May on blockchain and

facilitating avoidance of anti-money

websites accepting crypto payments,

cryptocurrencies in which it warns that

laundering (AML) processes in the

83 percent of them accept Hong Kong

both technologies are being harnessed

region, particularly in jurisdictions that

players, 82 percent accept Singapore

to bypass regulatory reporting

ban or restrict online gambling. ARF

players, and 92 percent accept players

requirements and other obligations,

reports that 127 offshore sports

from Japan. The report also

allowing for increased ease of illicit

gambling sites and 284 online casinos

underscores the support that

gambling activity in Asia.

currently accept bitcoin, a big increase

cryptocurrencies in an illicit betting

over the past three years, while 780

context offer to junket operators and

The report asserts that blockchain

offshore websites currently accept at

criminal enterprises, naming Macau

technology and cryptocurrencies are

least one cryptocurrency.

casino junket operators and illegal

now broadly utilised in the Asian betting

gambling hubs based in the Philippines.

industry on standalone gambling

Additionally, offshore gambling

platforms, for digital payments, and as

websites are increasingly accepting

ARF report

BaFin annual report includes Wirecard response
The German Federal Financial

On anti-money laundering (AML) and

insider trading, resulting in fewer new

Supervisory Authority (BaFin)

countering the financing of terrorism

investigations than in the previous year.

published its annual report on 18 May,

(CFT), BaFin completed 77

which notes the impact of the Wirecard

examinations and imposed fines worth

At a press conference the same day,

AG fraud scandal on the German

around €400,000. Additionally, as part

BaFin Executive Director of Banking

financial landscape and includes a

of its digitisation, IT, and cyber risks

Supervision Raimund Röseler stated

draft law to strengthen financial market

programme, it has supported credit

that BaFin will adapt its supervision to

integrity and an action plan to combat

supervisory institutions and payment

respond to the emergence of

balance sheet fraud.

providers to mitigate IT risks during the

digitisation and new business models

pandemic, while working with the

and the failure of the current framework

BaFin recalls that the German Ministry

financial sector to strengthen customer

to prevent the Wirecard and Greensill

of Finance’s action plan provides for the

authentication for online payments.

scandals. Röseler stated that a pilot of

creation of a taskforce to assist with

the new approach to supervisory

on-the-spot examinations and conduct

Other key endeavours in the past year

oversight will be launched, with the new

forensic checks as well as intensified

include beginning the supervision of

taskforce commencing in mid-August.

exchanges with other market

crypto custodians since January 2020

The taskforce will be able to carry out

participants, and the systematic

and monitoring market abuse via a new

its own checks, including forensic

recording and evaluation of

automated data management solution,

audits, as well as balance sheet audits.

whistleblower reports. The German

lyseTool, which is designed to detect

regulator stresses that the action plan

trade abnormalities. In terms of market

is scheduled to be completed by the

abuse, BaFin identified nine cases of

end of this year.

market manipulation and 13 cases of
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FATF publishes mutual evaluation report on the
Democratic Republic of the Congo
The Financial Action Task Force (FATF)

has limited capacity and lacks an

measures, a situation made more

published on 21 May the Action Group

adequate information security system,

difficult by a lack of reliable

against Money Laundering in Central

as well as doubts over data protection.

identification documents of citizens

Africa’s mutual evaluation report (MER)

The report states that such doubts over

within the country.

on the Democratic Republic of the

information protection explain in part

Congo (DRC) based on FATF’s

the very few suspicious transaction

Recommendations and following an

reports submitted to the FIU. Of these,

August 2018 evaluation in addition to

only 20 were referred to the judiciary, of

DRC-provided information. The MER

which only one led to judicial action.

finds that relevant DRC authorities

Overall, the MER states that the national

demonstrate a poor understanding of

AML/CFT framework lacks strength in

the money laundering (ML) and

part due to limited moral integrity of the

terrorist financing (TF) risks despite

authorities and the judiciary as well as

the creation of a financial intelligence

limited capacity in regards to ML/TF

unit (FIU), ML/TF committee, and a

proceedings.

legal framework which is not in line
with FATF guidelines.

The Central Bank of Congo’s (BCC)
customer due diligence requirements

The report notes that ML risks are high

laid out by the AML/CFT framework are

in the DRC due in part to the proceeds

limited to credit institutions, leaving a

of corruption, misappropriated public

range of financial institutions outside

funds, tax fraud, wildlife trafficking, and

the scope of AML/CFT supervision or

other crime being deeply entrenched in

reporting requirements, contrary to

the country’s financial system. ML risks

FATF recommendations. The BCC does

are further heightened by the significant

reportedly carry out on-site inspections

size and scope of the informal sector,

but employs a supervisory approach

high use of cash, and relative dearth of

that does not consider ML/TF risks,

financial inclusion, all compounded by

with no sectoral risk studies having

an inadequate regulatory framework.

been carried out. Sanctions imposed by
the BCC are also not related to

Terrorism financing also presents a

AML/CFT regulatory breaches.

significant risk given the large number
of armed groups, unsecure national

While the MER deems the banking

borders, and instability along the

sector to have some understanding of

eastern border regions. Furthermore,

ML/TF risks and does engage in some

the DRC has not put in place any

customer due diligence measures, the

mechanisms for addressing the

report finds these efforts

financial sanctions lists made pursuant

unsatisfactory. Furthermore, it asserts

to UN resolutions 1267 and 1373, with

that money transfer services, cash

no procedures for freezing or

exchanges, microfinancing services,

confiscating terrorists’ assets.

and savings and credit cooperatives
demonstrate no understanding of

Although the DRC does have a

ML/TF risks, and, despite high risks,

functioning FIU, the MER notes that it

generally do not engage in preventative

37

Recommendations to DRC
authorities include
Carry out a comprehensive national
ML/TF risk assessment to include
embezzlement and wildlife
trafficking proceeds
Adopt a robust AML/CFT strategy
following a national risk
assessment and prioritise the
highest risk areas
Bring regulations into line with FATF
standards
Require banks to submit automatic
politically exposed persons reports
Improve political and operational
collaboration, including greater
information sharing
Put training programmes in place to
increase ML/TF risk awareness and
understanding of obligations
Improve BCC capacity
Strengthen judicial and
investigatory capacities related to
identifying ML/TF
FATF announcement
DRC MER
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Moneyval enhanced follow-up report on Malta
finds significant progress in its AML/CFT regime
The Council of Europe’s Committee of Experts on the

Furthermore, Malta was re-rated from “partially compliant” to

Evaluation of Anti-Money Laundering Measures and the

“compliant” in regard to Recommendations 20 and 36 on

Financing of Terrorism (Moneyval) published on 27 May its

suspicious transaction reporting (STR) and international

first enhanced follow-up report on Malta, which assesses

cooperation. Particularly, the report highlights that Malta has

the effectiveness of the country’s AML/CFT system and its

amended its Prevention of Money Laundering and Funding of

level of compliance with the Financial Action Task Force

Terrorism Regulations (PMLFTR) to clearly require financial

(FATF) Recommendations. The report upgrades Malta’s

institutions to “promptly” file STRs with the Financial

compliance rating on nine FATF Recommendations, and

Intelligence Analysis Unit (FIAU), as well as its Criminal Code

notes that the country only retains minor shortcomings.

(CC), Dangerous Drugs Ordinance (DDO) and Prevention of
Money Laundering Act (PMLA) to bring national provisions in

Progress noted in addressing technical compliance

line with Article 5 of the Vienna Convention.

deficiencies identified in Malta’s July 2019 mutual evaluation
report (MER) has resulted in the country being re-rated as

“Minor” concerns relate to the risk-based application of

“largely compliant” for FATF Recommendations 8, 13, 15, 24,

measures to respondent institutions located in the European

26 and 38, and “compliant” on Recommendations 20 and 36.

Union, the accuracy of BO information, and the

Specifically, Moneyval welcomes, among others, measures

dissuasiveness and proportionality of sanctions for failing to

taken to (1) require correspondent banks to determine if the

submit BO information. Additionally, Moneyval finds that

respondent has been subject to a ML/TF investigation or

Malta has failed to demonstrate progress in terms of lawyers’

regulatory action; (2) implement new international

supervision and that it remains unclear whether the Maltese

requirements regarding virtual currencies and their providers;

framework requires that ML and TF risks posed by

(3) amend the beneficial ownership (BO) regulation to

membership of wider groups are considered in its national

increase sanctions applied to companies for failing to

risk-based supervisory strategy. Moneyval also notes that the

provide the required BO information; and (4) updates to the

Maltese framework does not include striking off virtual asset

2021/2022 national risk assessment to include terrorist

service providers (VASPs) as a sanction for unlicenced

financing (TF) risks associated with voluntary organisations.

activity, while the implementation of the Travel Rule
requirement has not yet been completed, although Malta has

“Minor” concerns relate to the
risk-based application of
measures to respondent
institutions located in the EU, the
accuracy of beneficial
ownership (BO) information, and
the dissuasiveness and
proportionality of sanctions for
failing to submit BO information
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confirmed drafting a regulation on the matter.
Overall, Malta has been assigned “compliant” ratings with
respect to 28 Recommendations and has reached a level of
full compliance with the other 14. The country will remain
subject to the enhanced follow-up process, and is expected
to submit a progress report in two years.
Moneyval press release
Moneyval report
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Eurojust outlines cybercrime developments
The sixth Eurojust Cybercrime Judicial

priorities and the corresponding actions

digital security, while at the same time

Monitor (CJM) was published on 27

to address digital and physical risks in

ensuring that authorities can protect

May. The report is published once a

an integrated manner across the EU,

society and citizens.

year and covers legislative

including the areas of cybercrime,

developments, judicial analysis and

modern law enforcement and

The report outlines amendments to the

data retention developments in Europe.

countering illegal content online. The

cybercrime chapter of the Bulgarian

The report also provides an overview

strategy states that the European

criminal code, a draft bill in Germany on

of all the recent main Court of Justice

Commission will explore the feasibility

criminal liability for operating criminal

of the European Union (CJEU) rulings

of a Europe-wide cybercrime-related

trading platforms, new laws in Ireland

in relation to data retention for the

rapid alert system to alert EU member

relating to money laundering and

purpose of criminal investigations and

states to risks and advise on preventive

publishing images on the internet, a

prosecutions.

measures.

higher maximum penalty for identity

The report highlights several key

In addition, in November 2020 the

European Union legislative

Council of Europe adopted a resolution

developments over the past year. In

on encryption, highlighting the need for

particular, the EU Security Union

strong encryption technology,

Strategy, which defines strategic

protecting fundamental rights and

theft in Poland and a new Swedish law
on secret data reading.
Eurojust press release
Eurojust report

CipherTrace report finds decentralised finance
crime spike, four-month decline in crypto crime
The blockchain analytics company

compared with $1.9 billion in 2020 and

CipherTrace asserts that IP attribution

CipherTrace issued a 13 May report on

$4.5 billion in 2019. But of the total lost

is a critical component of a risk-based

cryptocurrency crime and anti-money

to DeFi-related hacks, CipherTrace

approach to AML in the cryptocurrency

laundering (AML) which shows that

reports $156 million lost in the past

market. The company also

while one percent of Bitcoin

four months against $129 million

recommends that virtual asset service

transactions and 0.1 percent of

reported during all of 2020. Additionally,

provider (VASP) compliance officers

transacted Bitcoin value is considered

rug pull scams and other fraud related

screen counterparty addresses to

risky, hacks related to decentralised

to DeFi represented $83.4 million of

check for IP data that could be

finance (DeFi) account for over 60

losses to criminals since January 2021,

associated with sanctioned

percent of all hack and theft volume as

making up nearly half of all major fraud

jurisdictions. Additionally, it urges

of the end of April 2021, compared to

and misappropriation losses in 2021.

VASPs to look beyond restricted

25 percent last year. The report also

addresses on sanctions lists and

notes significant cryptocurrency

CipherTrace also reports that it has

consider related addresses in the same

activity in Tehran, Iran, and other

identified over 72,000 IP addresses

wallets that may be controlled by a

sanctioned jurisdictions.

based in Iran, primarily Tehran, that

sanctioned subject.

have either engaged in cryptocurrency
Fraud and misappropriation and hacks

transactions or hold cryptocurrency

and theft combined accounted for $432

assets. These IP addresses are

million in cryptocurrency losses

reportedly linked to over 4.5 million

between January and April 2021,

Bitcoin addresses.
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Research points to “blistering” growth of Russian
dark web marketplace Hydra
A joint research paper published on 25 May by financial

cryptocurrency funds that are either owned by known

crime analytics firms Flashpoint and Chainalysis shows the

cybercriminal actors or groups or linked directly to the illicit

growth of Russian language dark web marketplace Hydra.

activities or transactions themselves, the report alleges.

The market, which the report alleges to be “the leading
Russian dark web marketplace for the illicit trade of

The report states that some of the largest deposit addresses

narcotics”, saw a 624 percent cryptocurrency transaction

have total transactions of more than 1,000 unique transfers

volume growth between 2018 and 2020.

and transaction values upwards of $7 million worth of
cryptocurrency. The actors behind these deposit addresses

Hydra users are increasingly
using a method known as
“hidden treasure” to extract
funds, according to the report.
Buyers hire designated couriers
to bury cash underground at
agreed-upon locations for sellers
to dig up later
Following the market’s inception in 2015, Hydra had a
cryptocurrency transaction volume total of around $9 million
in 2016, the report states. In 2020, transaction volumes had
grown to over $1.3 billion. The marketplace “opened as a
less-antagonistic option to its now-defunct competitor,
Russian Anonymous Marketplace […], notorious for
eliminating its competition via DDoS attacks and operator
doxxing”, according to the report. Flashpoint has seen
“blistering” growth since Hydra’s launch, with “consistent,
perpetual growth of Hydra seller posting volumes and user
activity engagement frequency”.
The report states that Hydra transacts with a “diverse array”
of exchanges, many with lax or non-existent compliance
programs - however, some are more mainstream exchanges.
Most funds sent out of Hydra are routed to accounts and
services that primarily operate and service patrons based in
Russia, according to the report. Eleven percent of the funds
sent out of Hydra are to eWallets and online accounts holding

40

remain largely anonymous and unknown, but according to
Chainalysis it is “likely that many of them are nested servicessuch as over-the-counter (OTC) brokers - to further obfuscate
the cryptocurrency money trails of these funds”.
Hydra users are increasingly using a method known as
“hidden treasure” to extract funds, according to the report.
Customer buyers hire designated couriers to bury cash
underground at agreed-upon locations for sellers to dig up
later. Once the physical cash is in the hands of the seller, they
then complete the narcotics sale, either burying the sold
products or shipping them.

Considerations for risk and fraud teams with
respect to Hydra-related criminality
Money laundering trails to Hydra are “difficult, near
impossible” to trace
Despite Hydra being allegedly primarily a market for
narcotics, organisations should keep watch of Hydra
activity concerning other illicit markets such as card fraud
or data breach sales
The longer Hydra runs unscathed, the stronger its
influence grows. The marketplace has so far been
resilient to law enforcement and market competitors
Flashpoint press release
Joint report
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RUSI publishes paper on countering selfactivating terrorism financing in Europe
RUSI published a paper on 17 May analysing self-activating

utilised by governments. Furthermore, the paper finds that

or lone actor terrorists’ financial behaviours and providing

exchanges and other forms of CFT collaboration lack

recommendations to the European Commission (EC) and

flexibility and the needed scope to maintain a proactive

counter terrorist financing (CFT) professionals. The paper,

counter terrorism approach.

which was commissioned by the EC to analyse financial
attack preparations, involved 37 expert interviews, a review

Recommendations to the EC include

of 106 cases of both successful and disrupted attacks in
Europe, and three case studies.

EU-level agencies must collaborate with national police
and intelligence services to collect and analyse financial

RUSI rejects what it calls
conventional wisdom that CFT
cannot play a significant role in
preventing small cell terrorist
attacks, finding that these types
of attacks can have a financial
element that could be identified
by CFT professionals

data on past terrorist cases to better understand financial
behaviours and establish typologies and warning signs
Consider banning or requiring verification on cash
payments for the purchase of edged weapons or
materials used for improvised explosives
Annually review anti-money laundering (AML) and CFT
regulations to ensure new and emerging terrorist or
criminal financing technology is being addressed
Consider publishing a list of risky items used in past
attacks to be used as a guide for sellers on applying due
diligence to certain sales

Examining attacks between 2015 and November 2020,
including the Charlie Hebdo shooting and Manchester Arena

Review whether to create a voluntary or mandatory

bombing, RUSI rejects what it calls conventional wisdom that

AML/CFT reporting mechanism for certain retailers

CFT cannot play a significant role in preventing small cell

selling high-risk items

terrorist attacks, finding that these types of attacks can have
a financial element that could be identified by CFT

Consult on how financial institutions and other firms

professionals. Such terrorists may utilise cash, digital

could disclose CFT-related financial intelligence through

payments, and even certain budding financial technologies to

typologies or feasibility studies

aid their preparations. Although the economic landscape
encompassing self-activating terrorists is broad, their

Consult on how to better align CFT intelligence with

activities can leave commercial traces.

necessary priorities through public-private feedback
mechanisms

For CFT approaches, the paper finds that current financial
detection models are outdated considering the rise of more

Encourage and support national-level authorities to take

complex and isolated terrorist groups or individuals. RUSI

advantage of new technologies and data analysis using

notes that private sector financial intelligence tends to be

self-activating terrorist typologies through financial

poorly distributed or lacking alignment with the areas of

intelligence and data exchanges

investigation that ought to be central to CFT.
RUSI press release
RUSI identifies lead-generating initiatives that show the
potential for possibly tracing money trails to small cell
terrorist groups or lone wolf attackers but notes that such
initiatives have neither been sufficiently encouraged nor
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OECD report on lobbying finds transparency and
integrity principles must be updated
The Organisation for Economic

The report (1) observes the increasing

Transparency on political finance is

Cooperation and Development (OECD)

influence in government policies by

more enhanced than on lobbying,

launched during a virtual conference

third-party organisations, such as public

although loopholes still remain,

on 20 May its new flagship report

relations firms, grassroots

such as with regards to online

‘Lobbying in the 21st Century:

organisations and think tanks; (2)

campaigning and related

Transparency, Integrity and Access’,

highlights that digitalisation has

expenditures by political parties, as

which assesses the progress made in

affected the policymaking process,

well as crowdfunding and other

implementing the 2010 OECD

social media strategies now being used

online fundraising tools

Recommendation on Principles for

to inform, misinform or change public

Transparency and Integrity in

perceptions; and (3) stresses that, even

With respect to the integrity of

Lobbying. During the virtual sessions,

though OECD countries have

public officials, the report notes that

the panellists discussed the report’s

strengthened stakeholder engagement

few countries have specific integrity

findings on the impact of lobbying on

in regulatory processes to provide a

standards for public officials on

issues such as healthcare and climate

more level playing field among actors in

lobbying activities; rules on gifts,

change, and effective approaches to

the world of influence, opportunities for

invitations and hospitality are

address the increased complexity of

awareness could be increased.

robust, but need continuous

lobbying, as well as to provide
transparency on foreign influence,

attention; the movement of

Key findings of the report

lobbying through social media.

high-level employees from public
sector jobs to private sector jobs

Very few countries are transparent

and vice-versa remains a concern,

Adopted on 18 February 2010, the

about lobbying that targets all

despite strict standards for

OECD lobbying recommendation was

branches of government, especially

managing conflicts of interest

the first set of international guidelines

with respect to the judiciary, with

for governments to address concerns

only four countries providing some

Companies and lobbyists, whether

with respect to lobbying practices,

level of transparency on lobbying

in-house or as part of a lobbying

calling for equal access to policy

activities targeting the judiciary

association, need comprehensive,

discussions by all parties concerned,

detailed integrity standards that

enhanced transparency and integrity in

In sum, less than half of countries

clarify the expected rules and

lobbying, as well as effective

have transparency requirements

behaviour for engaging with public

mechanisms of enforcement,

covering most of the actors that

officials, particularly given that

compliance and review.

regularly engage in lobbying and in

misalignment between companies’

most countries there is no

public commitments and lobbying

During the opening remarks,

transparency on the influence of

practices reduce trust in public

Secretary-General of the OECD, Angel

foreign governments. Furthermore,

decision making

Gurría highlighted that “the OECD will

highlighting the fact that as of early

prepare an update of the

2020, 13 out of 27 EU members

Recommendation on Principles for

were still not compliant with Article

Transparency and Integrity in Lobbying

1.15.c of the Fifth Directive on

within the next two years”, to reflect the

Anti-Money Laundering (5AMLD),

evolving lobbying and influence

the report stresses the need for

landscape, and to help actors in

further transparency in determining

government, business and society

the beneficial owners of companies

reinforce frameworks for transparency

influencing policymaking

and integrity in policymaking.
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LEGISLATION

UK government’s draft Online Safety Bill targets
user-generated fraud
Meanwhile, the government is purportedly working with
industry, regulators, and consumer groups to consider
additional legislative and non-legislative solutions to combat
fraud, with a consultation on online advertising and its role in
enabling fraud to be published later this year. The Home
Office is expected to publish a fraud action plan after the
2021 spending review.
In her annual speech to parliament on 11 May, HM Queen
Elizabeth II stated that the government will introduce
legislation to support the voluntary sector through dormant
The UK government Department for Digital, Culture, Media
and Sport (DCMS) published on 12 May the draft Online
Safety Bill, which includes measures to tackle
user-generated fraud, but excludes fraud committed via
email, advertising, or cloned websites.

The government is considering
additional legislative and
non-legislative solutions, with a
consultation on online
advertising and its role in
enabling fraud to be published
later this year

asset provisions, to counter hostile activity by foreign states,
and ensure internet safety for all, especially children. In
response, Chair of the Work and Pensions Committee
Stephen Timms stressed that ministers must ensure that the
Online Safety Bill tackles scams and holds tech giants
accountable for the content they promote.
In a 12 May response to the draft bill, UK Finance welcomed
the government’s efforts to combat certain aspects of fraud
but asserted that given the spike in money mule activity,
investment fraud, and purchase scams over the past year, the
bill should aim to include all financial crime within its scope.
The UK's Personal Investment Management and Financial
Advice Association (PIMFA) also stated that the new
framework should tackle fraud via paid for online adverts and
cloned investment firm websites.
The draft bill will be scrutinised by a joint committee of
members of parliament (MPs) before a final version is

According to the government, online companies will be

formally introduced to parliament.

responsible for tackling fraudulent user-generated content on
their platforms such as social media posts containing

The UK House of Commons published on 28 May two

romance scams and fake investment opportunities.

briefing papers collating comments on the draft bill. The

Compliance with the provisions will be overseen by the UK’s

papers also include references to the bill’s genesis, namely

Office of Communications (Ofcom) and the Secretary of

the 2019 Online Harms White Paper, as well as the

State will be granted deferred power to introduce criminal

government’s response.

offences for senior managers of service providers who fail to
comply with information requests from Ofcom. Additionally,

UK government press release

providers of regulated services will have a duty of care to
improve the safety of their users and others who may be
impacted by content displayed on their platforms.
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European Council adopts updated dual-use
export control regulation
The Council of the European Union and the European

introducing a requirement to obtain authorisation for the

Parliament (EP) formally adopted on 10 May a new

export of non-listed dual-use items, if another members

regulation which updates the EU system for the control of

state imposes an authorisation requirement on the basis

exports, brokering, technical assistance, transit and transfer

of a national control list of items pursuant to Article 9 of

of dual-use items, including software and technology that

the regulation, and if the competent authority determines

can be used for cyber-surveillance. The EU's recast

that the items are or may be intended for uses of concern

regulation was published on 20 May.

regarding public security, such as acts of terrorism, and
human rights considerations

According to the EU Council, the new measures will (1)
strengthen controls on a broader range of emerging dual-use

Require businesses to contribute to trade control, by

technologies; (2) ensure that companies have an important

assessing the risks related to transactions covered by the

role in addressing risks to international security that may be

regulation, through due diligence and transaction

posed by dual-use items and introduce due diligence

screening measures

obligations for producers; (3) strengthen coordination
between EU member states and the European Commission

Introduce two new general export authorisations,

with respect to effective enforcement of controls on dual-use

including the authorisation of exports of certain

goods throughout the EU; and (4) strengthen coordination

encryption items, and the authorisation for intra-group

between the EU and partner countries for enhanced

transmission of software and technology, under specific

international security via export controls at the global level.

conditions

The regulation will be published in the EU Official Journal and

Require authorisations for technical assistance, mirroring

will become effective 90 days later, following signing by the

those granted to brokering services, with respect to listed

EP and the European Council.

dual-use items, if they are related in any way to chemical,
biological or nuclear weapons, if they are for military

Key provisions in the updated regulation

end-use in an arms embargoed country, or if they are for
use as parts of military items listed in the national

Cyber-surveillance items are defined as “dual-use items

military list and have been exported without authorisation

specially designed to enable the covert surveillance of
natural persons by monitoring, extracting, collecting or

Set up an Enforcement Coordination Mechanism which

analysing data from information and telecommunication

enables information exchange among member states

systems”

and the European Commission on decisions to refuse
export authorisations, violations of the regulation, and

Cyber-surveillance exporters are required to inform the

related enforcement

competent authorities if it appears through their due
diligence controls that non-listed cyber-surveillance items

EU Council press release

are or may be used in connection with internal repression
or serious human rights violations

EU Regulation on dual-use items export contro...

Allow one member state to introduce export controls

EU Council press release (9 November 2020)

based on another member state’s legislation, by
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EU to consider violations of international
humanitarian law as grounds for designation
The EU Council adopted conclusions

exceptions and by ensuring that an

bloc’s external instruments through due

on 20 May in response to the European

effective framework is in place for

diligence and political, security and

Commission’s (EC) March

applying exceptions. Additionally, the

human rights dialogues and through

communication on the “EU’s

Council acknowledges that

trade agreements with other countries.

humanitarian action: new challenges,

humanitarian organisations require

The watchdog states that the

same principles”, noting that it will

further support and guidance regarding

increasing number of sanctions,

further consider the EC’s proposal to

their rights and responsibilities under

particularly unilateral actions taken by

include serious violations of

the EU sanctions regimes. The Council

non-EU jurisdictions, is making the

international humanitarian law (IHL) as

welcomes future EC efforts to organise

delivery of humanitarian assistance

criterion for designation under the

a European Humanitarian Forum to

more difficult.

bloc’s sanctions regimes.

promote sustained dialogue on
humanitarian issues between key

In line with the EC communication, the

EU Council press release

stakeholders.

Council notes that EU restrictive

EU Council conclusions

measures must comply with all

In its March communication, the EC

obligations under international law

also seeks to strengthen the IHL

through the inclusion of humanitarian

compliance framework as part of the

EC communication (10 Marc...

EU renews Syria sanctions for another year
The European Council announced on

The reasons for designation regarding

Mohammad, and former Syrian

27 May that it has decided to continue

25 natural persons and three entities

ambassador Adnan Hassan Mahmoud.

the EU's sanctions against the Syrian

included in the annexes have been

regime until 1 June 2022 as a result of

updated. The concerned entries are

The EU’s Syria sanctions regime, first

the continued repression of the civilian

related to leading businessmen Ihab

introduced in 2011, targets individuals

population. Additionally, the Council

Makhlouf, Samir Hassan, Samer and

and entities responsible for human

has removed five deceased individuals

Amer Foz, Adel Anwar Al-Olabi and

rights violations and for supporting the

from the designated persons list and

Emad Hamsho, who purportedly

Bashar Al-Assad regime. The restrictive

has updated 28 entries.

occupies a senior management

measures target specific sectors,

position in Hamsho Trading.

including a ban on the import of oil and

Pursuant to Council Implementing

Meanwhile, the entries concerning Bena

a freeze on the central bank’s assets.

Regulation (EU) 2021/848 and Council

Properties, Al Qatarji Company,

Decision (CFSP) 2021/855, the names

Damascus Cham Holding Company

of General Ali Habib Mahmoud, Waleed

have also been modified.

Al Mo’Allem, Ahmad Al-Qadri, Nader

Council Implementing Regu...

Qalei, and Mohammad Maen Zein

The Council has also updated the

Jazba Al-Abidin have been removed

entries in relation to military members

from Annex II to Regulation (EU) No

and officials, Syrian Armed Forces

36/2012 and Annex I to Decision

representatives, former ministers Emad

2013/255/CFSP, respectively.

Abdul-Ghani Sabouni and Hala
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EU Council extends cyber-attack sanctions
framework for another year
The EU Council announced on 17 May

Eight individuals and four entities are

allows for sanctions to be levelled

the continuation of the framework for

currently subject to asset freezes and

against foreign nations.

sanctions targeting cyber attackers

travel bans under the restrictive

and those involved in cyber-attacks

measures. The framework applies to

impacting the EU or its member states,

cyber attackers and those supporting

which will now run until 18 May 2022.

them which constitute an external

The framework was established

threat to EU member states or EU

through Council Decision 2019/797.

institutions. The EU’s framework also

EU Council press release
Council Decision 2019/797

UK designates Libyan militia and two leaders
The UK HM Treasury’s Office of

group is responsible for numerous

The US government designated

Finance Sanctions Implementation

human rights abuses in Tarhuna, Libya.

Al-Kaniyat and Mohamed Al-Kani in

(OFSI) announced on 13 May the

November 2020, and the EU listed the

designation of Libyan militia Al-Kaniyat

Forty-three individuals and 22 entities

and group leaders Mohamed Al-Kani

are now listed under the UK’s Libya

and Abdurahem Al-Kani pursuant to

sanctions regime, which provides for

the Libya (Sanctions) (EU Exit)

asset freezes of designees for alleged

Regulations 2020.

human rights violations, major

militia and both leaders in March 2020.
UK government press relea...
HM Treasury notice

breaches of international humanitarian
Minister for Middle East and North

law, and actions undermining security

Korea James Cleverly asserts in a

and democracy in Libya.

Updated UK sanctions on L...

government press release that the

UK designates Myanmar gems enterprise
The UK HM Treasury's Office of

February coup or that it could make

Control (OFAC) on 8 April. The action

Financial Sanctions Implementation

funds available to the State

was made in coordination with the US

(OFSI) designated on 17 May

Administrative Council (SAC), which

and Canada, which also announced

state-owned Myanmar Gems

was established by the Myanmar

additional targeted sanctions measures

Enterprise (MGE), pursuant to the

military after the coup, and as such

against Myanmar on the same day.

Myanmar (Sanctions) Regulations.

MGE funds could contribute to
undermining democracy and repressing

According to the UK government press
release, there are grounds to believe

HM Treasury notice

that MGE has been under the control of

MGE was designated by the US

the Myanmar military since the 1

Treasury’s Office of Foreign Assets
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UN renews South Sudan arms embargo and
extends mandate of panel of experts
The United Nations Security Council

regarding disbarment, demobilisation

Resolution of the Conflict, as well as on

(UNSC) announced on 28 May the

and reintegration within the country; (4)

the developments concerning human

adoption of resolution 2577 (2021),

progress on the efficient management

rights violations and abuses. In

which renews until 31 May 2022 the

of existing arms and ammunition

addition, the Council requests member

arms embargo imposed pursuant to

stockpiles by the defence and security

states to take appropriate action for

resolution 2428 (2018) prohibiting the

forces; and (5) implementation of the

identifying and preventing shipments

supply, sale or transfer of weapons,

Joint Action Plan for the Armed Forces

aimed at supplying, transferring and

including technical or military

on addressing conflict-related sexual

selling prohibited items within their

assistance and training to the territory

violence. South Sudan is expected to

territory and authorises the said

of South Sudan. The mandate of the

report on the progress made on these

countries to seize and dispose of such

South Sudan panel of experts has also

five benchmarks by 15 April 2022, and

items and to cooperate in this regard.

been extended until 1 July 2022.

the Secretary-General will conduct an

The UNSC highlighted that it will review

assessment of the country’s

Concurrently, the resolution extends the

implementation of the reforms.

mandate of the UNSC’s Panel of

the arms embargo measures through

Experts on South Sudan established

modification, suspension or progressive

The resolution also renews for one year

pursuant to UN resolution 2428 (2018)

lifting, considering the progress made

the restrictive measures including travel

until 1 July 2022, with an interim report

by the country on five main criteria

bans and asset freezes established

on its activities expected by 1

which include: (1) completion by the

pursuant to resolution 2206 (2015) with

December and a final report on its

Revitalized Transnational Government

respect to individuals who are

findings and recommendations

of National Unity (RTGNU) of stages 1,

designated by the Council. The UNSC

expected by 1 May 2022.

2 and 3 of South Sudan’s Strategic

notes that it will regularly revise the

Defence and Security Review; (2)

measures, based on the progress

establishment of a unified command

achieved by South Sudan in

structure and redeployment of the

implementing the provisions of the

Necessary Unified Forces; (3) progress

Revitalised Agreement on the

UN Security Council press...
Resolution 2577 (2021)

US renews national emergency concerning Iraq
The President of the United States

deal with the extraordinary threat to the

13290, Executive Order 13315,

announced on 6 May the continuation

national security and foreign policy of

Executive Order 13350, Executive Order

for another year of the national

the US posed by obstacles to the

13364, Executive Order 13438, and

emergency declared under Executive

orderly reconstruction of Iraq, the

Executive Order 13668, have been

Order 13303 with respect to the

restoration and maintenance of peace

extended for another year.

stabilisation of Iraq.

and security, and the development of
political, administrative, and economic

Executive Order 13303 of 22 May 2003
declared a national emergency,

White House letter

pursuant to the International

The measures under Executive Order

Emergency Economic Powers Act, to

13303, as amended by Executive Order
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White House notice

institutions in Iraq.
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OFAC designates one entity and 16 individuals
connected with Myanmar military
officials and led by Commander-in-Chief

Tun Tun Naung, the Minister of

Senior General Min Aung Hlaing, whom

Border Affairs

the US Treasury designated on 11
February 2021.

Than Nyein, the Governor of the
Central Bank of Myanmar

OFAC Director Andrea Gacki stated that
the designation, made pursuant to

Pwint San, the Minister of

Executive Order 14014, “demonstrates

Commerce

the United States’ commitment to work

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) on 17 May designated 16
individuals and one entity connected to
Myanmar’s military regime. The group
includes 13 “key” military members,
and three adult children of previously
designated senior military officials.
The regime is “violently repressing the
pro-democracy movement in the
country and is responsible for the
ongoing violent and lethal attacks”
against the people of Myanmar,
including children, the Treasury states.

with our international partners to press

Win Shein, the Minister for Planning,

[the military] and promote

Finance, and Industry

accountability for those responsible for
the coup and ongoing violence”.

military-appointed Union Election
In a separate statement, US Secretary

Commission, the regime’s electoral

of State Antony Blinken encouraged “all

body

countries to consider imposing
measures against the regime —

Thet Khaing Win, the Minister of

including arms embargos, suspension

Health and Sports

of military sales, and termination of
commercial cooperation with

Khin Maung Yi, the Minister of

military-owned entities — to promote

Natural Resources and

accountability and to prevent further

Environmental Conservation

violence”.
Hein Htet (adult child of designated

The following individuals are
designated

The designated entity is the State
Administration Council (SAC), the body

Mahn Nyein Maung (SAC)

“created by the military to support its
unlawful overthrow of the

Thein Nyunt (SAC)

democratically elected civilian
government”, according to the Treasury.

Sai Lone Saing (SAC)

The UK and Canada also announced the
imposition of additional targeted

Khin Maung Swe (SAC)

sanctions on individuals and entities in
relation to the ongoing coup. The SAC,

Ko Ko Hlaing, the Minister of

which is the official name of the military

International Cooperation

government, was formed on 2 February
2021. It is largely made up of military

Tun Aung Myint, the Minister for
Ethnic Affairs
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Thein Soe, Chairman of the

official)
Kaung Htet (adult child of
designated official)
Yin Min Thu (adult child of
designated official)
US Treasury press release
Updated SDN list
US Secretary of State pre...
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US announces new visa restriction policy in
response to Tigray conflict
The US State Department announced

members, may be sanctioned that are

humanitarian assistance and certain

on 23 May the introduction of a new

deemed to be responsible or complicit

other critical aid, adding that it intends

visa restriction policy on any current or

in violent acts and human rights abuses

to bring its defence trade control policy

former Ethiopian or Eritrean

against inhabitants of the Ethiopian

in line with these measures.

government officials, members of the

region or for hindering access to

Additionally, the US calls on the

security forces, Amhara forces, and

humanitarian aid. The failure to stop

Ethiopian government to prosecute

members of the Tigray People’s

such actions could also result in further

perpetrators of human rights abuses,

Liberation Front (TPLF) found

restrictions.

while the Eritrean government is urged

responsible for undermining peace
efforts in Tigray.

to return its troops to its internationally
The State Department stresses that it

recognised territory.

has also imposed restrictions on
Pursuant to the Immigration and

economic and security assistance to

Nationality Act, individuals and family

Ethiopia, but will continue providing

US State Department press...

Aperio Analysis by Alexander King
The American sanctions on Ethiopia are at this point, relatively minor and merely give the US the option to restrict individuals’
travel to the US, and cut an unspecified but likely small proportion of the $1 billion in annual aid to the country. However, the
measures mark an abrupt turn in American-Ethiopian relations, which have been very close since 2001 due to Ethiopia’s
importance in America’s campaign against Islamist terrorism in the Horn of Africa. Ethiopia’s government responded by
threatening to “reassess its relations with the United States, which might have implications beyond our bilateral relationship”. If
American sanctions intensify, potentially including targeted asset freezes on individuals or groups or even cuts to humanitarian
aid, or if the US succeeds in gaining broad international support for sanctions, it may cause a shift in Ethiopian foreign policy
towards other powers, potentially China, with a significant impact on companies operating in the region.

US Defense Department agrees to remove
Xiaomi from CCMC blacklist
The US Department of Defense has

The document states that the US

Chinese company, granting a temporary

agreed to remove Chinese technology

Defense Department and Xiaomi will

suspension of the investment ban

giant Xiaomi Corporation from the list

negotiate the terms of the order

enforcement. At the time, the court held

of entities designated as Communist

vacating the designation and will

that Xiaomi’s designation was

Chinese military companies (CCMC)

submit the proposal to court.

“unlawful” and that the US authorities

pursuant to the National Defense

failed to provide a reason for the

Authorization Act, which prohibits

Xiaomi was listed as a CCMC by the US

investments from US companies and

Defense Department on 14 January,

individuals, according to documents

pursuant to Executive Order (EO)

filed on 11 May before the US District

13959. On 12 March, the US District

Court for the District of Columbia.

Court for the District of Columbia
issued an order in a case brought by the

49

company’s listing.
Department of Defense pre...
Court order (12 March)
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OFAC designates seven Hezbollah financiers
The US Department of the Treasury’s

officials Wahid Mahmud Subayti,

opening accounts at US-designated

Office of Foreign Assets Control

Mostafa Habib Harb, Ezzat Youssef

Jammal Trust Bank as part of efforts to

(OFAC) designated on 11 May seven

Akar, and Hasan Chehadeh Othman.

evade US sanctions.

involved in the financial operations of

According to OFAC’s statement, under

In a concurrent statement, State

Hezbollah and its financial firm,

the direction of Hezbollah’s

Secretary Antony Blinken highlighted

Al-Qard al-Hassan (AQAH), pursuant to

Secretary-General Hassan Nasrallah,

that the action is part of the US

Executive Order (EO) 13224. Both

Daher is responsible for managing and

government’s “continuing efforts to

Hezbollah and AQAH were designated

auditing the organisation’s overall

expose and restrict” Hezbollah’s

previously on 31 October 2001 and 24

budget and spending, including the

activities, calling on governments

July 2007 respectively.

financing of its terrorist operations and

around the world “to take steps to

the payment of members. The other six

restrict its activities and disrupt its

The designations target the Chief of

officials of the AQAH have allegedly

facilitation networks”.

Hezbollah’s Central Finance Unit,

participated in evasive “shadow

Ibrahim Ali Daher and six other key

banking” activities, including by using

figures in Hezbollah’s financial

joint bank accounts in Lebanese banks

infrastructure, including AQAH’s

which have enabled them to transfer

Financial Director Ahmad Mohamad

approximately $500 million on behalf of

Yazbeck, AQAH’s Informatics Manager

AQAH via the formal financial system.

Abbas Hassan Gharib, and AQAH

According to OFAC, this includes

Lebanese nationals purportedly

OFAC press release
Identifying information
State Department press re...

US renews national emergency with respect to
securing ICT and services supply chain
The President of the United States

extraordinary threat to the national

by persons owned by, controlled by, or

announced on 11 May the continuation

security, foreign policy, and economy of

subject to the jurisdiction or direction of

for another year of the national

the US posed by the unrestricted

foreign adversaries augments the

emergency declared under Executive

acquisition and use of certain

ability of these foreign adversaries to

Order 13873 with respect to securing

information and communications

create and exploit vulnerabilities in

the information and communications

technology and services transactions.

information and communications

technology and services supply chain.

technology or services, with potentially
The White House's latest notice

The national emergency declared

explains that the “unrestricted

pursuant to the International

acquisition or use in the US of

Emergency Economic Powers Act and

information and communications

Executive Order 13873 of 15 May 2019

technology or services designed,

aims to deal with the unusual and

developed, manufactured, or supplied
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catastrophic effects”.
White House notice
White House letter
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US renews national emergency with respect to
the Central African Republic
US President Joseph Biden announced

peace, security, or stability of the

Republic continues to pose an unusual

on 6 May the continuation for another

Central African Republic and its

and extraordinary threat to the national

year of the national emergency

neighbouring states.

security and foreign policy of the US.

declared under Executive Order 13667
to manage the threat posed by the

Executive Order 13667 was first

breakdown of law and order,

promulgated on 12 May 2014 pursuant

intersectarian tensions, widespread

to the International Emergency

violence and atrocities, and the

Economic Powers Act. The White

pervasive recruitment and deployment

House notice states that the situation in

of child soldiers, which endangers the

and in relation to the Central African

White House notice
White House letter
Federal Register entry

Aperio Analysis by Alexander King
Since 2012, the Central African Republic (CAR) has witnessed waves of severe violence and instability. Most recently, in 2020,
various rebel groups coalesced into a united front - reportedly led by former president François Bozizé - which briefly threatened
the capital, Bangui. Last month’s extension of the national emergency permits President Biden to freeze or block the assets of
any person or corporation deemed to be contributing to the conflict, instability, and various classes of war crimes in CAR.
Additionally, US entities are prohibited from doing business with persons or groups identified under the national emergency. The
measures, originally meant to limit the ability of local groups to profit from the conflict, have increasingly been viewed as one of
several tools to help constrain the activities of foreign state and private entities operating in the country. For example, in
September 2020, the US Department of the Treasury sanctioned two mining firms, Russia-based M Finans and CAR-based
Lobaye Invest, alongside three Russian nationals. The extension of the national emergency highlights the importance of
companies with interests in high-risk jurisdictions ensuring that their partners do not present sanctions risks.

OFAC lists Sinaloa fentanyl distributor
The US Treasury’s Office of Foreign

accused of leading a multi-narcotic

two brothers, opium supplier Adelmo

Assets Control (OFAC) announced on

production and distribution operation

Nunez Molina, and associates Raul and

12 May the designation of seven

since 2007 or earlier in Sinaloa.

Juana Payan Meraz.

pursuant to the Foreign Narcotics

In addition to the organisation itself,

On the same day, the US Attorney’s

Kingpin Designation Act, identifying

OFAC is also designating the

Office for the District of Oregon

them as members of the Sinaloa-based

Sinaloa-based construction company

announced the unsealing of charges

Gonzalez Penuelas Drug Trafficking

City Plaza, Sociedad Anonima de

against Figueroa for conspiracy to

Organisation and one of the largest

Capital Variable, for being controlled by

commit money laundering and

distributors of fentanyl into the US.

the newly listed Efrain Mendivil

conspiracy to distribute heroin,

Figueroa, who is named as an alleged

methamphetamine, and fentanyl.

Mexican nationals and two entities

Among the individuals added to the

distribution and transportation

specially designated nationals (SDN)

coordinator of fentanyl, heroin,

list is Jesus Gonzalez Penuelas, the

methamphetamine, and cocaine for the

group’s purported leader, who is

group. Also designated are Penuela’s
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OFAC press release
DOJ press release
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US renews national emergency on Syria
US President Joseph Biden announced

chemical weapons and its support for

political settlement of the crisis, as

on 6 May the continuation for another

terrorist groups “continues to pose an

provided by the United Nations Security

year of the national emergency with

unusual and extraordinary threat to the

Council resolution 2254.

respect to Syria, which was initially

national security, foreign policy and

declared in 2014 though Executive

economy of the US”.

Order (EO) 13338, pursuant to the

The White House notice was published
in the Federal Register on 10 May.

International Emergency Economic

The notice states that the US

Powers Act (IEEPA).

condemns the human rights violations

White House notice

and abuses of the Assad regime and its
According to the White House notice

Russian and Iranian enablers and calls

and letter, the actions of the Syrian

for the Syrian government to enact a

government, including with regard to

national ceasefire and negotiate a

White House letter
Federal Register entry

OFAC amends Narcotics Trafficking and Foreign
Narcotics Kingpin Sanctions Regulations
The US Department of the Treasury’s

“license”, and “specific license”. Finally,

incarcerated in the US to be able to

Office of Foreign Assets Control

the amendments concern certain

engage in certain transactions for

(OFAC) adopted a final rule on 14 May,

prohibitions, interpretive sections,

their maintenance, including

amending the Narcotics Trafficking

updates certain regulatory provisions,

receiving goods and services,

Sanctions Regulations (NTSR) and the

and makes a series of other technical

employment possibilities, and

Foreign Narcotics Kingpin Sanctions

and conforming edits.

establishing accounts at US

Regulations (FNKSR), to include or
amend general licences with respect to

financial institutions, as well as for

The new rules authorise

certain transactions. The amendments
became effective on 17 May.

the maintenance of tangible
blocked property

Payments for legal services
originating outside of the US and

The provision and receipt of

The amendments imply authorising

not coming from US persons or

non-scheduled emergency medical

without requiring a specific licence:

persons whose property and

services by persons listed under the

payments for legal services, certain

interests are blocked, as well as

NTSR and FNKSR without a specific

transactions for personal maintenance,

payment of professional fees and

licence

for maintenance of blocked tangible

reimbursement of incurred

property, and emergency medical

expenses from public funds in

services. Additionally, the final rule

connection with authorised legal

amends certain definitions, such as

services rendered on behalf of

“narcotic drug”, “controlled substance”,

blocked persons

“listed chemical”, and “foreign persons”,

Amended Sanctions Regulat...
Federal Register entry

as well as updates and combines the

Specially designated narcotics

definitions of “general license”,

traffickers (SDNTs) in US custody or
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US continues Yemen sanctions regime
US President Joseph Biden announced on 11 May the

the US government, provides for a peaceful transition of

continuation for another year of the national emergency

power that meets the legitimate demands and aspirations of

established by Executive Order 13611 to deal with the

the Yemeni people.

extraordinary threat to the national security and foreign
policy of the US constituted by the actions and policies of

The White House notice states that the actions and policies

certain members of the government of Yemen and others

of certain former members of the government of Yemen and

that threatens Yemen’s peace, security, and stability.

others in threatening Yemen’s peace, security, and stability
continue to pose a threat to the United States, and as such

Executive Order 13611 was first established on 16 May 2021

the national emergency will continue for one year.

pursuant to the International Emergency Economic Powers
Act. The actions targeted by the sanctions regime include

White House notice

obstructing the political process in Yemen and blocking
implementation of the 2011 agreement between the

White House letter

government of Yemen and the opposition, which according to

US State Department imposes travel ban on
Chinese official for human rights violations
US Secretary of State Antony Blinken announced on 12 May

On the same day as the CCP official’s designation, the State

the State Department’s designation of Chinese Communist

Department submitted its 2020 annual report on international

Party (CCP) official Yu Hui for his alleged involvement in

religious freedom to Congress. The report cites a Falun Gong

gross human rights violations against members of Falun

publication stating that over 6,600 members of the spiritual

Gong, subjecting Hui and immediate members of his family

practice were detained by Chinese authorities last year. Falun

to travel restrictions.

Gong practitioners also claim to have suffered harsh
employment and housing discrimination, as well as being

According to Secretary Blinken, Hui formerly served as office

denied business opportunities in China, according to the

director of the “Central Leading Group on Preventing and

report. The State Department asserts that the CCP

Dealing with Heretical Religions”, a post based in Chengdu.

“maintains an extralegal, party-run security apparatus to

Hui is designated pursuant to the Department of State,

eliminate the Falun Gong movement”.

Foreign Operations, and Related Programs Appropriations
Act of 2021 Section 7031(c). Blinken asserts that Hui is

State Department announcement

responsible for the arbitrary detention of Falun Gong
members for their spiritual or religious beliefs.
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OFAC designates three individuals and one entity
for providing financial support to ISIS
The US Department of the Treasury’s Office of Foreign

as a “key intermediary” in facilitating financial transfers

Assets Control (OFAC) designated on 17 May three

between senior ISIS leaders, according to the Treasury.

individuals and one entity allegedly connected to the Islamic
State of Iraq and Syria (ISIS), adding them to the list of

OFAC has also designated the Al-Fay Company, and Idris Ali

specially designated global terrorists. The designations,

Awad al-Fay, who allegedly used the company to distribute

applied pursuant to Executive Order 13224, coincide with

currency globally on behalf of the terrorist group. Al-Fay is

the fourteenth meeting of the Counter ISIS Finance Group,

currently in custody in Iraqi. His brother Ibrahim, who controls

which coordinates international efforts to disrupt the terror

the company, also allegedly sent funds to the group. The

group’s finances.

Treasury claims that the al-Fay brothers secured funds from
international sources through a network of currency

ISIS “remains active and maintains connections to the

exchanges and hawalas.

financial system” despite having been defeated territorially,
according to a statement from US Secretary of State Antony

Andrea Gacki, Director of the Office of Foreign Assets Control,

Blinken. The group relies on key money services business

said the designations show the US Treasury is “committed to

operators that allow it to make clandestine transactions,

preventing the resurgence of ISIS and countering the group’s

Blinken stated.

terrorist financing networks wherever they operate”.

The Treasury has designated Alaa Khanfurah, whose

OFAC press release

Turkey-based business allegedly transferred funds to
members of ISIS in Syria and sent thousands of dollars to an

Updated SDN list

ISIS financial facilitator, in part through individuals who
worked for Khanfurah. In 2017 and 2019, Khanfurah served

Secretary of State press release

US State Department designates former
Albanian president for significant corruption
The US State Department announced on 19 May the public

and his daughter Argita Berisha Malltezi, are now all subject

designation of former Albanian president Sali Berisha

to a travel ban relating to the US.

pursuant to the Department of State, Foreign Operations,
and Related Programs Appropriations Act of 2021, for his

Berisha issued a statement on Facebook following the US

alleged involvement in significant corruption.

designation in which he denies the allegations of corruption,
stating that he has never been formally charged in Albania or

The State Department alleges that during his time as prime

by any other authorities.

minister, Berisha was involved in embezzlement and
interfered with public affairs for his personal benefit and the

State Department press release

enrichment of his family and inner circle.
Berisha statement on Facebook
Berisha, his spouse, Liri Berisha, his son Shkelzen Berisha,
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US State Department waives certain sanctions
on Nord Stream 2, OFAC updates non-SDN
menu-based sanctions list
Narval (UBVQ9), Sivuch (UBWQ2), Spasatel Karev, and Umka
(UBXP5). An additional two vessels Vladislav Strizhov (UEKG)
and Yuri Topchev (UFYE) have also been added to OFAC’s
SDN list, while updates related to LLC Koksokhimtrans were
also announced.
On the same occasion, OFAC published General License (GL)
1 which authorises US persons to engage in certain
transactions and activities involving the MRS or any entity
owned by this service if they are not related to the
construction of the Nord Stream 2 or TurkStream pipeline
The US State Department announced on 19 May its decision
to waive the application of sanctions on Nord Stream 2 AG,
Chief Operating Officer Matthias Warnig, and Nord Stream 2
AG’s corporate officers, citing reasons of national interest.
The US State Department identified four vessels and five
entities, including Nord Stream 2 AG and Warnig, as having
been involved in the construction of the Nord Stream 2
pipeline, in its latest report issued pursuant to the Protecting
Europe’s Energy Security Act (PEESA).
According to the State Department, it continues to oppose
the completion of the pipeline project, but its decision to
waive certain sanctions is in line with its commitment to
strengthening transatlantic relationships. In a 25 May press
briefing, US President Joseph Biden explained that he
decided to waive certain sanctions concerning the Nord
Stream 2 pipeline project because it is almost finished and
imposing sanctions at this moment would be
“counterproductive” in terms of the US-EU relationship.
On 21 May, the US Treasury Department's Office of Foreign
Assets Control (OFAC) published a list of 16 Russia-related
entities and vessels associated with the construction of Nord
Stream 2, including the Federal State Budgetary Institution
Marine Rescue Service (MRS), Mortransservice LLC, and
Samara Heat and Energy Property Fund. Additionally, 11
vessels have been added to OFAC’s non-SDN menu-based
sanctions list (NS-MBS list) namely Akademik Cherskiy,
Artemis Offshore, Bakhtemir (UBYQ7), Baltiyskiy Issledovatel,
Finval (UBSU4), Kapitan Beklemishev, Murman (UBAN4),
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projects or their successors. Significantly, OFAC clarifies that
GL1 does not authorise transactions or activities with any
other entities owned by MRS or blocked as its property.
Concurrently, OFAC released two FAQs (894 and 895) to
provide further guidance.
The Department of State’s announcement received a wave of
criticism among the US Senate’s Foreign Relations
Committee and US Senators Ted Cruz, Ron Johnson, and
John Barrasso, prompting the latter to stress that the
decision to halt sanctions against the pipeline could send a
signal that the US is not ready to impose sanctions and
encourage further Russian aggression.
A 20 May resolution also opposes the removal of sanctions
against Nord Stream 2 and urges President Biden to prioritise
the fight against corruption and kleptocracy in Europe by
sanctioning Russian oligarchs associated with the pipeline.
Another bill filed on the same day by Senator Kevin Cramer
purportedly provides not just for the reinstatement of
sanctions, but for an expansion of sanctions to
subcontractors of any entity working on Nord Stream 2.
US State Department press release
OFAC press release
General License 1
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US designates senior Houthi officials
The US Department of the Treasury’s Office of Foreign Asset

Additionally, he is in charge of directing the procurement and

Control (OFAC) announced on 20 May the designation of the

deployment of weapons, including improvised explosive

Head of the General Staff of the Houthi armed forces in

devices, ammunition and unmanned aerial vehicles (UAV)

Yemen, Muhammad Abd Al-Karim al-Ghamari, pursuant to

and has orchestrated the Houthi UAV and missile attacks

Executive Order (EO) 13611, for allegedly orchestrating

against Saudi Arabian targets.

attacks on infrastructure which have impacted civilians and
for perpetrating and exacerbating the country’s civil war and

The concurrent statement by the Department of State alleges

humanitarian crisis.

that Al-Ghamari and Al-Madani have held the commanding
position of the Houthi offensive in Marib, which had served

The US Special Envoy for Yemen
urged the Houthis to de-escalate
and engage seriously with US
and UN efforts for a ceasefire
In a separate action on the same day, the US Department of
State designated another Houthi military leader, Yusuf
al-Madani, as a specially designated global terrorist (SDGT)
pursuant to EO 13224, for his leading role in the offensive
action against Yemeni government-held territory in Marib
governorate. The two individuals have been added to the

as “a bastion of stability” for civilians, hosting camps for one
million internally displaced people (IDP) at risk. Furthermore,
OFAC highlights that Al-Ghamari also participated in Houthi
attacks on Saada in north-western Yemen, and the 2014
capture of Yemen’s capital Sana’a.
The US Special Envoy for Yemen Tim Lenderking urged the
Houthis in a special briefing on 20 May to de-escalate and
engage seriously with US and UN efforts for a ceasefire, as
well as called on the Saudi-led military coalition to halt
restrictions on all Yemeni ports and airports to facilitate
access to vital humanitarian supplies needed to mitigate the
humanitarian crisis.

specially designated nationals and blocked persons list.

OFAC press release

According to OFAC, Al-Ghamari is “directly responsible for

Updated SDN list

overseeing Houthi military operations that have destroyed
civilian infrastructure” and impacted Yemen’s neighbours,
particularly Saudi Arabia and the United Arab Emirates (UAE).

Department of State press release

Aperio Analysis by Tom Ready
In February 2021, President Biden withdrew US support for Saudi Arabia's military operations in Yemen, which sent a strong
message to Riyadh that the US is serious about finding some way to end the conflict. Steps towards lasting peace will not only
require an unlikely reconciliation between the Houthis and the internationally-recognised government of Yemen, but will need to
take into account Yemen's infamously knotty and fragmented political landscape, and the interests of multiple other political and
armed groups on the ground. These include factions in government-controlled areas who support the secession of southern
Yemen. The US State Department has criticised the Iran-backed Houthis for failing to meet a UN negotiator in Oman while also
lobbying Saudi Arabia, which supports the government of Yemen, to ease restrictions into key Yemeni ports. This is a familiar
pattern, and Biden’s Special Envoy Tim Lenderking will need to find new pressure points on the emboldened Houthi movement as
they look to take the strategically important city of Marib and strengthen their negotiating position.
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OFAC issues Burma Sanctions Regulations
The US Department of the Treasury’s

responsible for threatening the

impose pursuant to the International

Office of Foreign Assets Control

country’s democratic processes, as well

Emergency Economic Powers Act, and

(OFAC) published on 28 May the Burma

as on government, military and security

any additional enforcement actions

Sanctions Regulations which

forces officials, or any entity connected

which could be adopted as a result of

implement Executive Order (EO) 14014

to them, on and after 2 February 2021.

sanctions violations.

with respect to the situation in

The Regulations include details on how

OFAC intends to publish a more

Myanmar. The Regulations became

to identify entities owned by one or

comprehensive set of regulations,

effective following their publication in

more persons whose property and

including additional interpretative and

the Federal Register on 1 June.

interests in property are blocked, as

definitional guidance, general licences,

well as any transactions to blocked

as well as other regulatory provisions.

from 10 February on blocking property

The Regulations aim to provide

accounts held by US-based financial

guidance on the implementation of EO

institutions, including with respect to

14014, which authorises the imposition

payments for legal services from funds

of asset freezing and travel ban

originating outside the US, as well as

measures on any foreign individual

for emergency medical services. The

operating in the defence sector or other

Regulation also highlights details on

sectors of Myanmar’s economy who is

monetary penalties which OFAC could

OFAC press release
Burma Sanctions Regulatio...
Federal Register entry

US BIS renews temporary export privilege ban
on Iran's Mahan Airways
The US Department of Commerce’s

the company exported computer

covert”. BIS’s ongoing investigation

Bureau of Industry and Security (BIS)

motherboards to Iran via the UAE,

since the most recent renewal order in

renewed on 21 May its order

facilitated by Gatewick LLC which acted

November 2020 “demonstrates the

temporarily denying export privileges

as Mahan’s sole booking agent for

nature of Mahan Airway’s prior actions

to Iran’s Mahan Airways for violations

cargo and freight forwarding services in

and its continued actions in violation of

of the Export Administration

the UAE. BIS also alleges that the

[the regulations]”. Mahan continues to

Regulations. The BIS ban will remain in

company used one of the 747s to

operate several aircraft subject to

place for 180 days from the imposition

“[ferry] weapons and/or other

regulations on international flights into

of the order.

equipment to the Syrian Government

and out of Iran to China and the UAE,

from Iran’s Islamic Revolutionary Guard

the order states. BIS and its law

Mahan was first temporarily denied

Corps”. BIS has subsequently

enforcement partners are working to

export privileges in March 2008, due to

repeatedly renewed the order against

disrupt Mahan’s acquisition of aircraft

evidence showing it had violated

Mahan to prevent an “imminent

and parts as well as its role in

regulations by re-exporting to Iran three

violation” of the regulations.

transporting or forwarding items.

US-origin Boeing 747s. BIS found the
company was attempting to re-export

The order states that violations have

three additional Boeing aircraft. In 2009,

been “significant, deliberate and
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China sanctions former USCIRF commissioner
A Chinese Foreign Ministry

Freedom, in which the US details

asserted that Chinese efforts to

spokesperson announced on 26 May

ongoing arbitrary detentions and

intimidate those who draw attention to

that China is sanctioning former US

persecution of the Falun Gong and

human rights violations by the Chinese

commissioner Johnnie Moore of the

other religious minorities in China.

government results in an increased

US Commission on International

rather than decreased focus on those

Religious Freedom (USCIRF), with the

Zhao referred to the 2020 report as a

violations, adding that the US will

imposition of a travel ban on him and

US endorsement of cults and urged the

continue to promote equal rights for

his immediate family.

US to cease interfering with internal

members of Falun Gong, Tibetan

Chinese affairs on religious grounds.

Buddhists, and Chinese Christians.

During remarks at a Foreign Ministry
press conference, spokesperson Zhao

Secretary of State Antony Blinken

Lijian confirmed that the sanctions are

condemned Moore’s designation in a 27

in response to the US sanctioning of a

May response, noting that it follows

former Chinese official and the release

China's listing of two other USCIRF

of the US State Department’s 2020

commissioners and individuals in

Report on International Religious

Canada, the UK, and Europe. Blinken

Chinese Foreign Ministry ...
US State Department press...
US report on religious fr...

Iraqi President introduces draft law to curb
corruption and recover proceeds of crime
Iraqi President Barham Salih

According to Iraqi News Agency (INA),

financial institutions would be

announced on 23 May the introduction

the draft piece of legislation refers to all

purportedly required to report

of a draft law to curb corruption and

Iraqi state officials occupying positions

transactions exceeding a $500,000

recover proceeds of crime, calling on

vulnerable to corruption since 2004. An

threshold and conduct due diligence to

parliament to adopt the legislation.

Integrity Commission would

identify the owners of accounts worth

purportedly provide the Central Bank of

more than $1 million.

According to Salih, the draft law

Iraq with an annual list of high officials,

provides for practical measures to

their family members, and close

A whistleblowing provision offering a

combat corruption and methods to

associates, with the possibility for the

reward of up to five percent of the value

recover the roughly $150 billion that has

commission and courts to obtain

of the reported crime is purportedly

been smuggled out of Iraq since 2003.

financial information related to their

included in the draft law, according to

Such methods will include cooperation

accounts from other countries.

INA. Significantly, the death of the

with other governments and

perpetrator or the end of the statute of

partnerships with international bodies.

The Ministry of Foreign Affairs, along

limitations would purportedly not

Salih also states that corruption

with the Central Bank, the Integrity

remove criminal liability.

worsens systemic problems in Iraq,

Commission, the Intelligence Service,

such as violence and terrorism,

and the Office of Financial Supervision

reiterating the country’s call for the

would reportedly cooperate with other

formation of an international coalition

countries and international investigative

to tackle corruption in the same vein as

entities in their information collection

the coalition that fought ISIS.

efforts, according to INA. Additionally,
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SPEECHES

European Commissioner provides detail on
forthcoming AML/CTF action plan reform

EU Commissioner for Financial Stability, Financial Services

standards for CDD. She also confirmed the Commission’s

and the Capital Markets Union Mairead McGuinness

intention to set an upper limit of €10,000 for all cash

delivered a 17 May speech at the Anti-Money Laundering

purchases as a means of addressing the widespread use of

(AML) Intelligence Boardroom Series in which she

bulk cash transactions to facilitate criminal activity.

discussed reform elements concerning the European
Commission’s AML and counter terrorism financing (CTF)

The EU Commissioner noted that the package will aim to

action plan, due to be published in July.

leave some room for interpretation by individual countries
when it comes to the organisation of their FIUs and national

A significant element of the July action plan will reportedly be

level supervision, recognising that some risks are

the establishment of a new AML authority to act as a direct

nation-specific but ensuring adequate cooperation between

supervisor of some high-risk financial sector entities that

FIUs within the EU. Additionally, she stated that the list of

engage in cross-border activities. Additionally, the new

sectors that fall under the new package’s AML regulations

authority will coordinate and support financial intelligence

will be reviewed and aligned with updated Financial Action

units (FIUs), oversee national supervisors, advise the

Task Force (FATF) standards, in part to ensure that virtual

commission on AML risk outside the bloc, and publish

asset service providers are included and that virtual asset

technical standards and guidelines. The AML authority, which

transactions are brought under the purview of the Funds

is scheduled to launch in 2024 and begin its duties in 2026,

Transfer Regulation.

will purportedly be funded by obliged entities so as not to
burden the EU budget.

Other issues to be addressed in the forthcoming action plan
include a new consultation on information exchange and

McGuinness stated that central to the AML package will be

public-private partnerships, closer involvement with the FATF,

standardising bloc-wide and single market AML rules

and ensuring that beneficial ownership registers are fully

including standards, application, and supervision, citing

operational across the bloc.

current divergences across member state regulations due to
lack of detail. Greater details on customer due diligence
(CDD) and beneficial ownership will reportedly be included in
the new package, including legally binding technical
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UK FCA CEO discusses continued anti-financial
crime efforts post-Brexit
UK Financial Conduct Authority (FCA)

stated that the regulator will continue to

the financial sector that have been

CEO Nikhil Rathi delivered a 6 May

prioritise ensuring that domestic and

exposed during the pandemic.

speech to the Association of Foreign

international firms alike maintain

Banks in which he discussed the

sufficient financial crime controls,

The FCA chief also discussed the

post-Brexit UK regulatory landscape,

noting that two of the FCA’s largest

regulator’s ongoing transformation,

asserting that financial crime remains

sanctions in the past year involved

including leadership restructuring and

a priority for the FCA and underscoring

money laundering and financial crime

the merging of its supervision divisions

the continued need for international

control failures.

with the policy and competition

regulatory cooperation.

function, setting expectations and
Additionally, Rathi stated that the FCA is

outcomes, and the FCA’s business plan,

Rathi stressed the damaging impact of

coordinating with international partners

which will be published in July.

money laundering and financial crime to

to develop a better understanding of

UK society, noting its frequent

Covid-19 pandemic response and is

cross-border nature. The FCA CEO

continuing to identify vulnerabilities in

FCA speech

UK FCA Chair gives speech on post-pandemic
outcomes focused regulation
UK Financial Conduct Authority (FCA)

reimbursement concerning authorised

The transformation programme, Randell

Chair Charles Randell delivered a

push payment (APP) scams. He also

explained, will involve senior leadership

speech on 6 May to the Building

noted the importance of firms

restructuring and an increased

Societies Association in which he

effectively warning customers about

emphasis on outcome measurement in

offered insight into the post-pandemic

fraud, suggesting companies with poor

addition to effective data utilisation and

outcomes focused transformation

warning systems may subsequently

transparent outcomes.

programme that the FCA is currently

lose more through reimbursement

undertaking.

payments.

The FCA Chair also highlighted the
continuing challenges facing UK

Randell discussed transparency

As part of the FCA’s transformation

customers and FCA regulation, such as

measures as offering a useful

programme, Randell stated that an

the unsecured credit market, illicit

regulatory tool to adjust company

effective and proactive data strategy is

lending, and investment fraud.

behaviour, such as the Payment

a core component, using data in a way

Systems Regulator’s ongoing

that will allow the regulator to engage in

consultation on customer

more preventative action.
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UK BoE Governor reveals SFO and NCA were
part of 2019 probe into Gupta’s Wyelands bank
Bank of England (BoE) Governor

investigation revealed that 23 percent

March, a year after the PRA determined

Andrew Bailey revealed on 24 May in

of the bank’s interest revenues came

that it did not meet the authorisation

statements before the House of

from other members of Gupta’s GFG

threshold, Bailey added. Wyelands

Commons’ Treasury Committee that

Alliance Ltd. Bailey stated that the PRA

stated in a 13 May press release that it

the UK’s National Crime Agency (NCA)

identified a lack of transparency related

has completed repayment and is

and Serious Fraud Office (SFO)

to GFG loans in late 2018 and early

considering selling or winding-up.

investigated Wyelands Bank Plc in

2019, leading to an investigation. In

2019 and 2020. The BoE’s Prudential

September that year the PRA imposed a

GFG is subject to an SFO probe

Regulation Authority (PRA) started its

prohibition on accepting deposits and

concerning its relationship with supply

investigation into the retail bank, which

restrictions on lending with certain

chain financer Greensill Capital Ltd.

is owned by steel industrialist Sanjeev

parties which were tightened five times

Gupta, in 2019, after concerns that

over 18 months. The PRA made

deposits were being used for

additional concerns known to the NCA

connected lending to other companies

in late 2019 and informed the SFO in

under Gupta’s ultimate control.

2020 following further investigation.

In July 2019, a Financial Times

The bank closed its deposit accounts in

Treasury Committee hearin...
Wyelands press release (1...
BoE statement (3 March 20...

European Commission to publish audit reform
proposal by the end of 2022
The European Commissioner for

to investment, with the Commissioner

access to financial and

Financial Stability, Financial Services,

acknowledging the challenge of

sustainability-related company

and the Capital Markets Union (FISMA)

reflecting how to improve the role of

information under consideration. She

Mairead McGuinness announced

audit committees and ensure

reiterated that high quality reporting is

during a 27 May event held by the

consistent supervisory approaches and

based on the three pillars of corporate

European Policy Centre (EPC) that

sanctioning regimes. She stressed that

governance, audit, and supervision and

following the Wirecard AG scandal, the

the findings of the second monitoring

enforcement. FISMA is also currently

European Commission will prepare a

report on the EU audit market for public

assessing corporate reporting, with a

legislative proposal to reform the audit

interest entities will be used to address

public consultation on the matter to be

framework pursuant to Directive

identified deficiencies.

launched soon, according to

2014/56/EU and Regulation (EU)
537/2014 by the end of 2022.

McGuinness.
McGuinness recalls that a Capital
Markets Union needs high quality,

According to McGuinness, corporate

reliable, and accessible corporate

reporting by listed companies is

reporting information, with an EU-wide

particularly important as they are open

platform to provide investors with
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Transition to risk-based supervision calls for
reliable data, state authors of FATF guidance
their efforts to gather quantitative data on the industries they
oversee, and willing to “build data over time, step by step”.
“You need quantitative data that can provide you with a
relevant set of risk indicators, and that’s quite challenging”,
stated Bertho. The transition to a risk-based approach is
necessary, FATF Policy Analyst Shana Krishnan stated, as
only 10 percent of countries evaluated by the body are
supervising the private sector effectively. “We’ve made good
strides in ensuring the rules and mandates are there for
risk-based supervision, but the difficulty is in translating this
The transition from rules-based to risk-based supervision in
anti-money laundering and terrorist financing regimes
(AML/CTF) by regulatory agencies requires greater efforts
to secure accurate data on industries they oversee, the
authors of the Financial Action Task Force’s (FATF)
risk-based supervision guidance paper stated in a webinar
organised by FATF on 6 May.

Krishnan identified several
problems with the
implementation of risk-based
approaches in regimes
evaluated by FATF, including
supervisors not having an
up-to-date understanding of the
risks involved in their sector

into real-world implementation”, Krishnan said.
Krishnan identified several problems with the implementation
of risk-based approaches in regimes evaluated by FATF.
These include supervisors not having an up-to-date
understanding of the risks involved in their sector – a
problem that can be rectified by gathering robust data. If
supervisors lack confidence, they sometimes revert to a
tick-box rules-based approach, she said. Krishnan also stated
that often, countries are trying to implement risk-based
regimes during the year of their FATF evaluations – which is
not enough time to test the system rigorously.

FATF’s four principles to guide the development of
risk-based supervisory regimes
Outcome-focused: clarity about the intended objective of
supervision for the sector and for regulated entities
Risk appropriateness: the type and intensity of tools
applied by the supervisor should be aligned with the level
of risk posed by the entity

The guidance paper, issued in March 2021, widens the scope
of FATF’s AML/CFT guidance to newly regulated firms such

Efficiency: in selecting the most suitable tool, supervisors

as real estate agents and the art market. The guidance

should consider the type of resources available

supports supervisors in assessing the risks specific to the
sectors they regulate and adapting their resources

Dynamism and responsiveness: supervisors should be

accordingly, as part of a transition from a “tick-box” approach

prepared to respond to identified emerging risks at speed

to a risk-based approach.

and adapt regimes accordingly

Philippe Bertho, Head of the AML-CFT Directorate at Autorité

FATF webinar

de contrôle prudential et de resolution, Banque de France,
stated that supervisors should be “ambitious but realistic” in
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US BIS publishes FAQs on items controlled
under the Foreign Military Sales programme
The US Commerce Department’s

Military Sales (FMS) programme that

the International Traffic in Arms

Bureau of Industry and Security (BIS)

were controlled under the Export

Regulations, and the FMS programme,

published on 12 May a set of

Administration Regulations (EAR).

specifically with regards to items

frequently asked questions (FAQs) to

moved from the US Munitions List to

address exporters’ queries on

The FAQs, which were jointly developed

controlled exports of items that will

with several other US agencies, aim to

now be regulated under the Foreign

address common questions on the EAR,

the Commerce Control List.
US BIS FAQs

UK Gambling Commission issues Covid-19
emerging risks bulletin
The UK Gambling Commission

Action Task Force (FATF) guidance on

diligence when customers come from

published a 28 May Covid-19 emerging

decentralised platforms.

high-risk third countries and given the

risks bulletin highlighting the threat of

significant threat of organised crime

organised crime, continued

The Commission recommends that

entering the legitimate business market

cryptoasset developments, and

gambling operators consult the

and laundering criminal proceeds.

reminders about the importance of

National Crime Agency’s guidance on

Operators are reminded to consult the

submitting quality suspicious activity

how to submit quality SARs, including

UK’s list of 21 high-risk countries, which

reports (SARs) and conducting

glossary codes, and reminds licensees

also now includes Pakistan, replicating

sufficient due diligence checks.

that failure to file SARs when needed

the FATF list.

may result in criminal prosecution. The
The bulletin notes that cryptoassets

same warning also applies to SARs

Lastly, the Gambling Commission

have been deemed high-risk in the

specific to Defence Against ML and

highlights the UKFIU’s podcast, the

latest money laundering and terrorist

Defence Against TF, which must be filed

latest episode of which centres on the

financing (ML/TF) gambling industry

with the UK Financial Intelligence Unit

work of the National Economic Crime

risks publication, reminding gambling

(UKFIU) when an operator considers

Centre and discusses the 2020 SARs

operators that they must submit a key

taking action that could be prohibited.

annual report, the role of SARs in

event to the regulator when payment

This includes transferring customer

combatting organised crime, and future

methods change. The Commission also

balances after suspicion arises,

plans for the UKFIU.

states that the Crown Prosecution

retaining suspicious customer’s

Service anticipates a rise in

balances, or moving suspicious

cryptoasset-related fraud in the next

customer’s accounts in an operator’s

few years, urging operators to be

business to another account.

NCA SARs guidance

developments, update AML/CFT risk

The bulletin also urges gambling

FATF guidance on decentra...

assessments and check the Financial

operators to undertake necessary due

Gambling Commission bulle...

proactive about cryptoasset
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UK FRC issues revised auditing standard on
auditors’ responsibilities related to fraud
The UK’s Financial Reporting Council

material misstatement risks due to

in good faith to the authorities with

(FRC) published on 27 May a revision

fraud and the related procedures for

responsibilities in investigating such

to international standard on auditing

mitigating such risks. With respect to

irregularities does not represent any

(UK) 240 setting out the auditor’s

the evaluation of audit evidence, the

contractual breach or legal restriction

responsibilities relating to fraud, which

standard provides that the auditor

with respect to information disclosure.

aims to provide clarity regarding the

should conclude whether there is

auditor’s obligations and to address a

sufficient evidence regarding the

The FRC also notes that the

series of concerns expressed by Sir

assessed risks of material

Department for Business, Energy and

Donald Brydon in his independent

misstatement as a result of fraud and

Industrial Strategy (BEIS) is currently

review on the quality and effectiveness

should determine whether specific

consulting on proposals to strengthen

of audit. The FRC’s revised standard

skills and knowledge are required to

the UK’s framework for major

will become effective for audits

conduct further investigations for the

companies and the way they are

conducted from 15 December 2021,

purposes of audit.

audited, including on how to increase

however early adoption is permitted.

quality in the audit market and establish
The document notes that auditors

clear responsibilities for identifying and

Concurrently, the FRC has published a

should inform the audited entity about

preventing fraud. The FRC will address

feedback statement and impact

any suspected irregularities, including

BEIS’ proposals following the outcome

assessment on its 2020 consultation

fraud, and should invite the company to

of the consultation.

concerning the revision of the standard,

conduct further investigations into the

which provides an explanation of the

matter. In addition, in cases of financial

amendments, as well as a summary of

statements of public interest entities,

the responses received.

the auditor should inform competent

FRC press release
FRC revised standards

authorities when companies fail to
The revisions enhance the requirements

investigate suspected fraudulent

for the identification and assessment of

activity. The paper adds that disclosure

FRC feedback statement

FATF publishes examples of national and
regional ML/TF risk assessments
The Financial Actions Task Force

The FATF refers to the examples

assessments with Recommendation 1

(FATF) published on 25 May examples

provided in its TF/ML risk assessment

and Immediate Outcome 1.

of actual national and regional money

guides, while underscoring that each

laundering and terrorist financing

country can choose its own approach

(ML/TF) risk assessments, stressing

to identify, assess, and understand

that even though publication is not

ML/TF risks, which will be further

mandatory, sharing such information

considered during peer reviews. The

can increase global understanding of

FATF also recalls that assessors will

ML/TF threats and assist countries in

consider each country’s evaluation of

evaluating their own vulnerabilities.

the risks during their compliance
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Bank of Lithuania issues Dear CEO letter to
electronic money and payments companies
The Central Bank of Lithuania

On 17 May, the Financial Times reported

All staff members must have

published on 21 May a Dear CEO letter

that German prosecutors are probing

adequate AML/CFT knowledge and

which discusses the compliance

the involvement of Lithuanian payments

competences to perform their

expectations applicable to e-money

company UAB Finolita Unio in the

duties

and payment institutions, recalling that

processing of more than €100 million

companies must ensure they have

from Wirecard AG before its collapse in

Employee functions must be

anti-money laundering and countering

June 2020. In an 18 May press release,

separated effectively to avoid

the financing of terrorism (AML/CFT)

the Bank of Lithuania stated that in light

conflicts of interest

internal control systems and

of the Wirecard scandal, it initiated an

implementing measures in place.

ad hoc investigation into Finolita.

Companies must ensure that
AML/CFT mitigation measures are

According to the national bank, an
overview of the most common
AML/CFT deficiencies is scheduled to
be released by the end of this year.
Electronic money and payment
institutions are advised to include both
information and communication
technology and security risk
management in their overall internal
control systems, and to consider
adapted internal control mechanisms.

Key recommendations set out in
the Dear CEO letter include
The roles and responsibilities of
management bodies must be
clearly assigned and regulated

applied to all customers
Bank of Lithuania press r...
Dear CEO letter (14 May)
Bank of Lithuania press r...

Members of management bodies
must be familiar with associated
AML/CFT risks and ensure these
risks are identified and assessed

UK NCA issues updated SARs glossary codes
The UK’s National Crime Agency (NCA)

the relevant glossary code being

laundering (ML), predicate offences,

published on 11 May a guidance paper

included in the “reason for suspicion”

politically exposed persons, ML or

on the use of suspicious activity report

text space. Additionally, the agency

terrorist financing (TF) related to

(SAR) glossary codes and reporting

notes that when in doubt over including

vulnerable persons, other predicate

routes, stressing that SARs should not

a particular code, reporting entities

offences, and projects/other.

be used to report crimes or matters

should err on the side of over reporting.

posing immediate risks to others. The

Additionally, the NCA states that in

The paper also includes practice tips

paper supersedes all previous glossary

some instances it is possible that no

such as offering detailed information

codes publications.

code matches the set of specific

on suspicions, involved property and

circumstances and a “no code apply”

persons, offered services, and any

filing would be acceptable.

identified red flags.

When reporting a crime alongside a
SAR, the NCA advises obliged entities
to include in their reports reference to

The paper includes details on codes

the crime and the organisation where

categorised in seven areas, including

the crime report was submitted, with

request for a defence, money
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US FINRA notice on customer account takeover
The US Financial Industry Regulatory

with FINRA Rules 4512 and 3310 on

monitoring or for adapting their ATO

Authority (FINRA) released a 12 May

customer account information and

response. Firms purportedly ask

notice on customer account takeover

anti-money laundering compliance

follow-up questions after validating

(ATO) incidents, which includes an

programmes.

identifying information, isolate

overview of broker-dealer obligations

suspicious IPs, and use multifactor or

to protect customer information,

Pursuant to the roundtable discussions,

adaptive authentication, web

common challenges in safeguarding

firms have purportedly identified

application firewalls, or

customer accounts, and firms’

cybersecurity challenges related to

geographic-based controls. Meanwhile,

practices in mitigating cyber-attacks.

methods for verifying customer identity,

broker dealers purportedly discussed

The notice also includes conclusions

addressing the increasing number of

establishing a dedicated fraud group to

from a FINRA roundtable.

attempted ATOs, and preventing illicit

investigate ATOs and channels for

transfers from customer accounts. Also

customers to report attacks.

According to FINRA, reports on ATO

considered were signs of attempted

incidents involving fraudsters using

attacks such as modifications of

FINRA stresses that the notice does not

compromised customer information to

customer account information or

create new legal or regulatory

gain access to online brokerage

requests to reset account passwords.

requirements, with firms being

accounts have increased in number and

expected to design and tailor their

sophistication. Brokers and dealers are

FINRA states that brokers and dealers

cybersecurity programmes to their risk

advised to review their policies and

currently use a risk-based approach

profile, business model, and operations.

procedures related to transmittal

when verifying customer identities in

requests, file suspicious activity reports

cases of onboarding, login attempts,

and ensure that new accounts comply

and for conducting back-end

FINRA notice

Malta issues guidance on AML regulations
Malta’s Financial Intelligence Analysis

authorised under the Company Service

jurisdictions, with a sub-regulator

Unit issued 10 May guidance on Legal

Providers Act are also required to be

defining FIAU powers in these

Notice 199, published on 30 April in the

authorised by the Malta Financial

circumstances.

Government Gazette, which introduces

Services Authority (MFSA), as opposed

amendments to the Prevention of

to only registering with the MFSA or

Regulation 21(4)(b)(ii) has also been

Money Laundering and Funding of

notifying the FIAU.

amended to redefine FIAU penalty

Terrorism Regulations (PMLFTR) .

options. The FIAU is now able to issue
PMLFTR Regulations 4 and 13 have

fines of up to €5 million for serious,

Legal Notice 199 widens the definition

been amended to more fully align with

repeated, or systematic PMLFTR

of supervisory authority to include the

EU Directive 2015/849 regarding

breaches. In particularly severe cases,

Malta Business Registry as well as a

AML/CFT requirement exemptions and

the regulator may also impose

licensing board created by the Real

recordkeeping requirements for subject

administrative penalties of up to 10

Estate Agents, Property Brokers and

individuals. Regulation 11(11) has also

percent of the company’s turnover if

Property Consultants Act. Also added

been amended to be limited to

that figure is higher than €5 million.

under the definition is the Trade

obligations for subject persons

Licensing Unit, whose supervisory

regarding occasional transactions,

authority is limited to precious metals

business relationships, and business

and stones dealers. All entities now

transactions involving non-reputable
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European Commission publishes guidance note
on Myanmar sanctions
The European Commission published a

includes refusing to allow frozen funds

aid, prescribed judicial decisions, and

guidance note on 11 May on the

to be transferred to anyone or permit

prior contracts.

implementation of certain provisions

any change allowing such funds to be

under Council Regulation (EU)

moved. Additional obligations that

The EU’s Myanmar sanctions regime

401/2013, which establish the EU’s

apply to EU operators include

currently lists 35 individuals subject to

Myanmar sanctions regime. The note

non-circumvention, by which operators

financial sanctions and travel bans as

addresses frequently asked questions

in the bloc must not engage in any

well as two entities. Additionally, the

received from EU banks, small and

activity allowing for potential sanctions

Myanmar sanctions regime includes

medium-sized enterprises,

evasion, such as transactions with a

limited sectoral sanctions, including an

non-governmental organisations, and

front company operated by a listed

embargo on arms, dual-use military

individuals regarding financial

person, and supplying information to

items, equipment that could be used for

transactions with designees and

the national competent authorities that

internal repression, monitoring

applicable exemptions.

may relate to attempts to circumvent

equipment restrictions, and a ban on

the sanctions regime.

military training or cooperation with the

The guidance note reminds relevant

military junta.

parties that the sanctions regulations

The European Commission’s note also

apply to all EU operators, including the

includes clarifying information on

requirement to freeze all EU assets of

beneficial ownership and control

designated individuals and entities from

information regarding entities that may

Myanmar and ensure no economic

be controlled by listed individuals and

resources or funds are made available

lists a number of exemptions, including

to those listed. For EU banks, this

specific and basic needs, humanitarian

EU Commission press relea...
Guidance note summary
Guidance note

UK PIMFA publishes fraud prevention guide to
combat online fraud
The UK’s Personal Investment

have been identified over the past years,

Giulia Lupato, Head of Regulatory Policy

Management & Financial Advice

which includes impersonation fraud,

and Compliance at PIMFA, hopes that

Association (PIMFA) published on 7

retail bond fraud, social media fraud

the guide will help firms in protecting

May a fraud prevention guide for its

and cloned websites.

themselves and their clients from all

member firms, as part of its financial

types of online fraud and urges the UK

and mental wellbeing campaign, to

PIMFA joined 16 other organisations in

government reconsider the inclusion of

protect consumers from online fraud.

sending a joint letter to the UK Home

online scams in the Online Safety Bill.

Secretary and Digital Secretary urging
The trade association’s guide for firms

the UK government to include all

contains information, real examples

financial harms within the scope of the

and advice on avoiding and dealing with

proposed Online Safety Bill, which was

the most common types of fraud that

published on 12 May.
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UK House of Commons issues briefing paper on
corporate criminal liability
Crown Court, and subsequently the High Court, held that the
way the company was structured meant that alleged
dishonesty on the part of the Barclays CEO and finance
director could not be extended to the board of directors and
thus the company as a whole. The court in R v. Barclays
suggested keeping the identification doctrine narrow in
scope, partly on the basis that parliament could create a new
corporate criminal offence if it wanted corporates to be
prosecuted more easily.

The UK House of Commons published on 5 May a briefing
paper on developments and proposals for reform of
corporate criminal liability in England and Wales.
Successfully prosecuting large corporates has proven
difficult in recent years which has led to pressure from
politicians and campaign groups calling on the UK
government to reform legislation.
The paper lays out the three ways a corporate can be
prosecuted for a criminal offence by those acting on its
behalf. Sometimes parliament creates a specific criminal
offence for corporates, such as under the Bribery Act 2010
which introduced a new offence of failure to prevent bribery,
the Criminal Finances Act 2017, or corporate manslaughter.
Secondly through vicarious liability – generally used for
regulatory offences that do not require proof of mental fault.
Thirdly, corporates can be found criminally liable if an
individual said to be the “directing mind and will” of the
organisation commits the offence. This is known as the
identification doctrine.
Campaign groups have argued that the identification doctrine
enables large companies to escape criminal liability, as key
decisions can be decentralised away from the senior
management or “directing mind”. Former SFO director David
Green has said it is “almost impossible to find a controlling
mind and prove that controlling mind is complicit in any
criminality […]. The email chain tends to dry up at middle
management level”.
In December 2018, an attempt by the UK Serious Fraud Office
(SFO) to prosecute Barclays for alleged crimes of corporate
dishonesty committed during the financial crisis failed. The

68

The government has asked the
Law Commission to investigate
the laws around corporate
criminal liability and provide
options to reform them. The
Commission launched its review
in 2020 and expects to report
back in late 2021
In January 2021, a cross-party group of MPs tabled an
amendment to the Financial Services Bill 2021 which would
have held bodies “authorised or registered by the Financial
Conduct Authority” liable for fraud, false accounting and
money laundering offences committed by their employees.
MPs declined to ultimately vote on the amendment, stating
that the clause would pre-empt the work of the Law
Commission review.
The government asked the Law Commission to investigate
the laws around corporate criminal liability and provide
options to reform them. The Commission launched its review
in 2020 and expects to report back in late 2021.
House of Commons briefing paper
Law Commission review
R v. Barclays ruling
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ANNOUNCEMENTS

The UK's progress on its Economic Crime Plan

The UK’s HM Treasury and Home Office issued on 4 May a

including ensuring that regulated firms are complying with

statement of progress regarding its Economic Crime Plan

the Fifth Money Laundering Directive requirement that

2019-2022. The statement follows a meeting of the

mandates the reporting of discrepancies regarding beneficial

government’s Economic Crime Strategic Board (ECSB) in

ownership information to Companies House.

February, and outlines work over the past 19 months to
tackle crime and disrupt hostile actors. John Glen, Economic
Secretary to HM Treasury, stated that while progress has
been made since the launch, there “remains a lot to do” to
protect the UK from crime.
The government states it has gained an “improved
understanding of the threat”, including the third publication of
the UK’s National Risk Assessment of Money Laundering and
Terrorist Financing which was published in December 2020.
The update cites the establishment of the National Economic
Crime Centre’s (NECC) “Fusion Cell”, set up in April 2020,
which facilitates public-private information sharing.
Co-sponsored by Lloyds Bank, the Fusion Cell brought

The board also committed to a
fraud action plan, noting that
further work on fraud is needed
beyond the existing
commitments. The Minister of
State for Home Affairs said that
fraud is on the rise, constituting
nearly 40 percent of all crime

together over 30 participants from the public and private
sectors to share information relating to the changing

The government has made several investments since the

economic crime threat landscape posed by Covid-19 and to

launch of the plan, which was produced in collaboration with

identify action targets.

UK Finance. These include £20 million allocated to the
Department for Business, Energy and Industrial Strategy

The Fusion Cell has helped institutions increase monitoring,

(BEIS) for Companies House reform, with the Home Office

the government states, citing one example in which two

receiving an additional £63 million to combat economic

organisations began closely monitoring 1000 customers,

crime. While this was only a one-year settlement, the

after sharing information which helped to better identify

government is working to establish a sustainable model to

patterns of behaviour to assess activity. The government has

fund economic crime reform in the future. This includes a

also tightened anti-money laundering (AML) requirements,

levy announced in the 2020 Budget which is projected to
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raise £100 million a year from the regulated sector. The

impacts of technology, Brexit, and cyber-enabled

government is also working with the financial sector to

methodologies; and prevention and disruption. The Home

unlock suspected criminal funds held in ‘frozen’ accounts.

Office will separately publish priority research areas for
corruption and bribery.

At February’s meeting of the ECSB, a taskforce that works
with senior figures from the UK financial, legal accountancy,
insurance and property sectors, a set of five investment
packages to establish a funding stream of £2 billion over the
course of the current parliament was presented to the board.
Proposed investments would support suspicious activity
report (SAR) reform, Fusion Cell capability and fraud system
reform. It would also strengthen the National Crime Agency
(NCA), NECC and Companies House, as well as improve the
identification, seizure and recovery of criminal assets. The
board also committed to a fraud action plan, noting that
further work on fraud is needed beyond the existing
commitments in the Economic Crime Plan. Minister of State
for Home Affairs Baroness Williams of Trafford stated that
fraud is on the rise in the UK, currently constituting nearly 40
percent of all crime.

The ECSB outlined a joint set of public-private
priorities for 2021 which include
Build on its fraud action plan
Tackle cash-based money laundering, abuse of money
service businesses, and abuse of trust and company
service providers by strengthening public-private
cooperation
Build on SARs reform and boost staffing at the UK’s
Financial Intelligence Unit (FIU)
Establish a sustainable financing model for economic
crime reform

Another commitment of the 2019 plan was to resolve
evidence gaps relating to economic crime. As part of the
update, the Home Office has issued a strategy focusing on
priorities for economic crime research. The strategy supports
those in academia and the private sector considering
research in the area to focus their work to impact on the
priorities most important to government. The government is
calling for a “broad community” of researchers and analysts
to support its efforts to research economic crime.
Primarily focused on fraud and money laundering, the
strategy also maps existing work that is being planned or
carried out by partner agencies. Key evidence gaps include
the scale and types of economic crime; the level and type of

Develop legislative proposals to tackle fraud, money
laundering, seize more criminal assets, and to strengthen
corporate transparency
As President of the G7 in 2021, strengthen the overall
international response to illicit finance and
anti-corruption.
UK government press release
Economic Crime Plan statement of progress
ECSB minutes

harm; offenders and victims; sector vulnerabilities; the future

RUSI announces AI study on financial crime
The Royal United Services Institute

for detecting financial crime and

threat of money laundering inherent to

(RUSI) announced on 10 May that its

threats emerging from AI abuse.

cybercrime proceeds including

Centre for Financial Crime and Security

cryptocurrency, online gambling, and

Studies will begin a year-long study

The Financial Crime 2.0 programme is

other forms of e-commerce and the

analysing the impact of artificial

in its third year, examining technologies

financial crime risks.

intelligence (AI) on financial crime as

that can play a role in preventing

part of its Financial Crime 2.0

financial crime, such as data analytics

programme. The study reportedly aims

use by law enforcement and

to examine both how AI can be used

supervisory authorities, as well as the
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UK SFO publishes 2021-2022 business plan
The UK’s Serious Fraud Office (SFO)

Key action points include

published on 13 May its 2021-2022

cryptocurrencies to develop the
SFO’s intelligence gathering

business plan, detailing its strategy in

Continuing to investigate and

combatting complex economic crime,

prosecute perpetrators of top-tier

as well as its efforts to protect and

economic crime and identify

Ensuring that the SFO’s cooperation

deliver justice for victims of crime, and

opportunities for asset forfeiture

with domestic and international law

safeguard the UK’s reputation as an

during said investigations and

enforcement partners is enhanced

attractive country for business.

prosecutions under the Criminal

and continues to support strong

Finances Act 2017 to ensure the

operational outcomes

The objectives set out in the SFO’s

capabilities

proceeds of crime are recovered

2019-2022 strategic plan are reflected

Improving the capabilities,

in its latest business plan, priorities

Encouraging good corporate

timeliness and responsiveness of

include (1) investigating and

compliance and continuing to

the regulator’s digital forensics and

prosecuting the most complex cases of

deploy deferred prosecution

e-discovery services, as well as

fraud, bribery and corruption; (2)

agreements in order to quickly and

building its capabilities in priority

upholding the rule of law, provide

effectively deliver justice for

areas including cybersecurity, data,

justice for victims and recover the

victims, whilst mandating

and cloud technologies

proceeds of financial crime; (3)

improvements to avoid future fraud,

encouraging robust corporate

bribery or corruption

SFO press release

companies to reform in order to protect

Focusing on the 2021 threat

Business plan 2021/22

the UK’s economy; and (4) collaborating

landscape with respect to

with UK and overseas stakeholders to

international bribery and corruption,

deter financial crime perpetrators.

investment fraud, and the growth of

governance and requiring offending

UK HMRC provides latest figures on the number
of live corporate criminal offences investigations
The UK’s HM Revenue & Customs

construction, labour provision, and

could have the most significant impact

(HMRC) released its latest figures on

software development, with a third

on industry behaviour.

26 May, which show that HMRC is

involving the UK’s largest organisations.

currently conducting 14 corporate

Additionally, HMRC states that it has

CCO were introduced pursuant to Part 3

criminal offences (CCO) investigations

reviewed and rejected an additional 40

of Criminal Finance Act 2017 and target

into suspected tax evasion, while

opportunities involving CCO.

organisations that have failed to

another 14 live CCO “opportunities” are
under review.

prevent the facilitation of tax evasion.
Companies and partnerships are
advised to put in place reasonable

The tax authority notes that these

mechanisms to prevent the facilitation

investigations and opportunities relate

of tax evasion, with HMRC pointing out

to 10 different business sectors

that in its investigations and reviews it

including financial services, oils,

will prioritise risks and sectors that
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EU leaders agree on Belarus sanctions over
forced flight interception and arrest of journalist
The European Council adopted

day, US President Joe Biden

May statement, the G7 Foreign

conclusions on 24 May calling for the

commended the EU’s decision to call

Ministers along with the EU High

imposition of targeted economic

for targeted economic sanctions and

Representative expressed their

sanctions against persons and entities

other restrictive measures and stated

commitment to enhancing efforts

involved in the 23 May interception and

that he has “asked [his] team to develop

“including through further sanctions as

forced landing of Ryanair flight FR4978

appropriate options to hold accountable

appropriate” to hold the Belarusian

to arrest opposition journalist Roman

those responsible, in close coordination

authorities accountable for the

Protasevich, who was onboard the

with the EU, other allies and partners,

“unprecedented action”.

airplane that was flying from Athens,

and international organisations”.

Greece to Vilnius, Lithuania.

The EU Council has also called on all
In a statement on 23 May, the Ministry

EU-based airlines to avoid flying over

Protasevich, who has been in exile in

of Foreign Affairs of Lithuania urged the

Belarus and expressed its intention to

Lithuania, is a co-founder and former

EU to respond, defining the incident as

introduce a ban on the overflight of EU

editor of the NEXTA Telegram channel,

a “breach of the rules of the

airspace by Belarusian airlines. Several

one of the most popular opposition

International Civil Aviation Organisation

airlines and governments have already

outlets in Belarus, and one of the only

(ICAO)”, as well as to consider issuing

announced the suspension of flights

remaining means of uncensored

an EU recommendation to avoid

with Belarus, the latter including: (1) the

communication in the country, following

entering the airspace of Belarus in the

UK Civil Aviation Authority (CAA) has

large-scale protests over the

future, as well as to suspend Belarus’

suspended the operating permit of

controversial presidential election in

ICAO membership. Furthermore, the

Belarus’ national carrier, Belavia, and

2020, which maintained Alexandr

ICAO itself said in a concurrent official

has requested all UK airlines to avoid

Lukashenko’s position as the country’s

tweet that it is “strongly concerned”

using Belarus airspace; (2) Lithuanian

leader. Protasevich is accused of

about the incident, underlining that the

authorities have prohibited flights

inciting hatred and mass disorder.

“apparent forced landing” of the flight

arriving and departing from Lithuanian

may have violated the 1944 accord that

airports from crossing Belarusian

The conclusions follow a series of

established the core principles of

airspace; and (3) Ukrainian authorities

reactions from EU and international

international aviation, known as the

have banned flights between airports of

actors calling for a suitable response

Chicago Convention.

Ukraine and Belarus.

and the immediate release of
Protasevich. US Secretary of State

On 24 May, UK Foreign Secretary

Antony Blinken demanded on 23 May

Dominic Raab called for the immediate

Protasevich’s immediate release and

release of Protasevich, and other

stated that the US “strongly condemns

political prisoners detained in Belarus,

the Lukashenko regime’s brazen and

and highlighted that the UK is “working

shocking act” and demands an

with allies on a coordinated response,

international investigation. On the next

including further sanctions”. In a 27

European Council conclusi...
UK Foreign Secretary stat...
UK government press relea...

Aperio Analysis by Veronika Konecna
The protests against President Lukashenko’s regime have gone quiet due to the government crackdown, including arrests, home
searches and surveillance. International sanctions now appear to be the main way to put pressure on the regime, with Belarusian
political activists and opposition leaders calling for more sanctions on the country’s exports. The sanctions are making Belarus
increasingly more isolated from the West, especially the EU. Belarus’ increasing reliance on Russia, both political and financial, is
becoming expensive for Russia, and it is not certain that Russia is willing to continue providing this support. Some
commentators have speculated that Russia might annex Belarus, or the two countries might form a union. Both options would be
costly for Russia, but a change seems inevitable, considering both the political situation and Belarus’ increasing debt.
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European Union to impose sanctions on Belarus
over persecution of Polish minority
The EU High Representative for

upcoming sanctions, which are

On 25 March, Borrell called for Belarus

Foreign Affairs Josep Borrell stated on

expected to be adopted in June, will

“to uphold its international

10 May during a press conference that

target a group of 50 individuals, which

commitments to respect human rights

the EU will impose additional sanctions

reportedly include those responsible for

and fundamental freedoms”, after

on Belarus in the coming weeks over

Alexandr Lukashenko’s presidential

Belarusian authorities arrested

ongoing persecution of the Polish

election in August 2020.

Andżelika Borys and Andrzej Poczobut,

minority in the country.

both members of the Union of Poles in
Concurrently, the national news agency

Belarus, over allegations of violating

Borrell expressed concern over the

of Belarus reported on the same day

legal provisions regarding the

targeting of the Polish community in

that Belarusian Minister of Foreign

organisation of mass events.

Belarus and continuing “repression and

Affairs Vladimir Makei stated during an

intimidation” against its citizens and

interview that if the EU imposes

announced that a new sanctions

additional sanctions on Belarus, the

package is being discussed at EU level.

country will respond with “symmetric

EU Commission news
Speech transcript

and asymmetric measures”, which may
Reuters reported on 10 May that EU

include actions targeting European

diplomats told the media outlet that

companies operating in Belarus.

EU statement (25 March)

Trustly postpones IPO after Swedish regulator
raises concerns over due diligence
Swedish FinTech Trustly Group

The SFSA raised concerns with regards

regulatory guidelines and conduct full

announced on 3 May that its Board of

to Trustly’s due diligence process,

customer due diligence on our

Directors has decided to postpone its

stating that while due diligence had

merchants. The observations we have

initial public offering (IPO) plans due to

been conducted on merchants for

received from the SFSA so far are

concerns raised by the Swedish

which it provided payment services, due

preliminary and not final and the SFSA

Financial Supervisory Authority (SFSA)

diligence was also necessary for some

has stated that they may adjust its

about the payment company’s lack of

end customers.

observations, based on, among other

due diligence on its end customers.

things, our response. We will now take
Trustly’s Chairman, Johan Tjarnberg,

time to fully analyse the preliminary

In a statement in April following the

stated the company needed to resolve

assessment and revert to the SFSA with

SFSA’s preliminary assessment of

all the questions posed by the regulator

a response, as is customary”.

Trustly’s Sweden-based subsidiary

before pursuing an IPO.

Trustly Group AB, the FinTech company

Trustly press release

explained that the SFSA had advised

CEO, Oscar Berglund, stated in the April

that Trustly should perform due

press release: “We have designed our

diligence on some consumers using its

payment solution based on our

payment initiation service to make

interpretation of the EU Payment

payments to merchants.

Services Directive, PSD2, and related
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MoneyGram reports that independent monitor
has cleared its AML programme under DOJ DPA
MoneyGram International Inc stated in

The DPA obligated MoneyGram to

reportedly informed the Wall Street

a 4 May filing with the US Securities

implement enhanced compliance

Journal that since 2018, MoneyGram

and Exchange Commission (SEC) that

programmes by 2017, which was

has implemented new identification

it has filed a joint status report with the

extended the following year following

requirements and has increased its use

US Attorney’s Office for the Middle

findings by the DOJ that the compliance

of counter-fraud technology.

District of Pennsylvania and the

programme continued to be

Department of Justice (DOJ)

inadequate. This determination

The filing notes that the US government

confirming that the company has

followed company disclosures that

will move to dismiss the DPA within 45

satisfied its obligations under the 2012

$125 million of consumer fraud

days of 10 May, provided that the

deferred prosecution agreement (DPA).

transactions were processed by

necessary certifications and obligations

MoneyGram in 2015 and 2016 because

have been fulfilled.

The joint status report confirms that the

of control failures, resulting in the

company’s financial obligations were

company forfeiting $125 million.

Moneygram SEC filing

independent monitor appointed in 2018

The 2012 DPA came about after

DOJ press release (8 Nove...

approved the company’s current

MoneyGram was charged with willfully

anti-fraud and anti-money laundering

failing to keep an adequate AML

(AML) controls, which includes

programme and subsequently aiding

company policies and procedures.

and abetting wire fraud. The company

deemed to have been met after an

WSJ article

US DOJ requests information concerning
Bombardier Indonesia investigation
Canadian aircraft manufacturer

The company revealed the DOJ’s

Bombardier further notes that while no

Bombardier Inc disclosed on 5 May

request that was made on 26 February

charges have been made against the

that the US Department of Justice

2021 in its first quarter report, stating

company in Indonesia, Garuda

(DOJ) has requested information

that the company’s counsel received a

Indonesia’s former CEO was convicted

regarding suspected bribery and

DOJ request for documents and

of corruption and money laundering in

corruption involving the lease and

information about the Garuda deal. The

May 2020 by the Indonesian Corruption

acquisition of Bombardier aircraft to

company also states that it has met

Court for numerous deals including the

the Indonesian airline Garuda

voluntarily with the SFO to discuss

Bombardier acquisition.

Indonesia in 2011 and 2012. The

potential assistance in its formal

company also confirmed that the

investigation as well as its own ongoing

investigation by the UK’s Serious Fraud

internal review into the Garuda

Office (SFO) into the allegations and its

transaction, which is reportedly being

own internal review of the matter

conducted by outside counsel.

remain ongoing.
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EU Parliament resolution freezes investment
agreement over Chinese countersanctions
The European Parliament (EP) adopted

abuses in the Xinjiang region. In

market; an international

on 20 May resolution 2021/2644(RSP)

response, the Chinese Ministry of

procurement instrument; supply

formally freezing the ratification of the

Foreign Affairs designated 10 EU

chain legislation with mandatory

EU-China Comprehensive Agreement

individuals and four entities, including

due diligence requirements

on Investment (CAI) until China lifts

five members of the European

accompanied by an import ban on

“tit-for-tat” sanctions imposed on EU

Parliament, three members of the

forced labour goods; an enhanced

entities, members of the EP and

Belgian, Lithuanian, and Dutch

and strengthened EU Foreign

members of three national

parliaments, two German and Swedish

Investment Screening Regulation;

parliaments. The resolution was

academics, the Political and Security

as well as an effective anti-coercion

adopted by 599 votes in favour, 30

Committee of the Council of the

instrument

against and with 58 abstentions.

European Union, the Subcommittee on

The resolution calls
for the EU to put
forward proposed
legislation against
distortive effects of
foreign subsidies on
the internal market;
and supply chain
legislation with
mandatory due
diligence
requirements
accompanied by an
import ban on
forced labour goods

Human Rights of the European

The EU Council to adopt

Parliament, and two NGOs.

conclusions on the Chinese
countersanctions and to adequately

In December 2020, the European

reflect and respond to the “negative

Commission announced that the

evolution and deteriorations within

EU-China CAI was concluded in

China and of China as an

principle by the leaders of the European

international actor” in the ongoing

Council, pending ratification by the EU

review of the joint communication

Parliament. The motions reiterated the

‘EU-China – A Strategic Outlook’

groups’ firm position that “any
consideration of the [CAI], as well as

The EU High Representative and the

any discussion on ratification by the

European Council to propose and

[EP], will remain frozen while the

adopt conclusions on Hong Kong

Chinese sanctions are in place”.

and the suspension of member
state extradition treaties with China

On 12 May, the EP groups tabled
motions for a resolution, stressing that

The EU should intensify cooperation

lifting of sanctions imposed against EU

with the US regarding the

entities, MEPs and MPs by the Chinese

Transatlantic Dialogue on China,

government in March is “an inevitable

and stresses that any trade deals

precondition for the [EP] […] to proceed

with Taiwan "should not be held

with any deliberations regarding the

hostage" by any deals with China

ratification of the [CAI]”.
EU Parliament press relea...

The resolution also calls on
EU Parliament resolution

In March 2021, in a joint action with the

The EU to put forward as a matter

US, UK and Canada, the EU imposed

of urgency the proposed EU

sanctions on four Chinese officials

legislation against distortive effects

believed to be linked to human rights

of foreign subsidies on the internal
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OFAC issues new Communist Chinese military
companies general licence
The US Department of the Treasury's

2020, as amended by EO 13974 of 13

CCMC list (NS-CCMC list) as a

Office of Foreign Assets Control

January 2021, which involve traded

subsidiary of an entity determined to be

(OFAC) issued on 18 May General

securities, or securities that are

a CCMC, including those added to the

License (GL) 1B which supersedes GL

intended to provide investment

NS-CCMC list on 8 January 2021 –

1A of 26 January and authorises

exposure to such securities, “of an

CNOOC Ltd, China Mobile Ltd, China

transactions in connection with

entity whose name closely matches, but

Telecom Corporation Ltd, and China

securities belonging to certain

does not exactly match” the name of

Unicom (Hong Kong Ltd).

Communist Chinese military

those companies listed as a CCMC.

companies (CCMC) through 11 June.

OFAC press release
The licence does not authorise

GL 1B authorises all transactions and

transactions or activities involving said

activities prohibited pursuant to

categories of securities belonging to

Executive Order 13959 of 12 November

entities identified in OFAC’s non-SDN

General License 1B

OFAC issues FAQ on Luokung following US court
order temporarily blocking its designation
The US Department of the Treasury’s

implementation and enforcement of EO

pursuant to Section 4(a)(ii) of EO

Office of Foreign Assets Control

13959 prohibitions against Luokung.

13959. However, according to the US

(OFAC) published on 6 May a new

The case Luokung Technology Corp v.

District Court for the District of

frequently asked question (FAQ),

Department of Defense was started on

Columbia’s ruling, there was a lack of

clarifying that prohibitions under

5 March, when Luokung filed a motion

substantial evidence to support

Executive Order (EO) 13959, which

alleging that its designation as a CCMC

Luokung’s affiliation with the Chinese

addresses the threat from securities

is “unlawful”. At the time, the company

state or military. The order describes

investments financing Communist

highlighted that its designation does

the listing as “arbitrary”, “capricious”,

Chinese military companies (CCMC),

not match its name exactly and that it

and “exceeding the Department of

are temporarily blocked against

should receive an extension of the ban

Defense’s grant of statutory authority

Luokung Technology Corp pending a

on transactions and activities pursuant

under Section 1237”, and consequently

further order by a US district court.

to OFAC General License 1A. However,

grants a preliminary injunction.

on 14 March, OFAC re-listed the
In FAQ 893, OFAC explains that the

company with the correct spelling of its

suspension of the sanctions is the

name, establishing that the prohibition

result of a ruling by the US District

on Luokung will apply beginning 60

Court for the District of Columbia on 5

days after 9 March.

May granting Luokung’s motion for a

FAQ 893
US District Court for the...

preliminary injunction, which

On 9 March, Luokung was designated

temporarily suspends the

by the Secretary of Defense as a CCMC,
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UN Myanmar Special Rapporteur urges
governments to establish arms embargoes
The UN Special Rapporteur on the

in June, after his 4 March report

civil society organisations to bring the

situation of human rights in Myanmar

identified 41 nations that have already

arms embargo issue to the attention of

Tom Andrews urged governments in a

imposed such embargoes on the

the UN Security Council, describing it as

7 May statement to consider

Myanmar military. Additionally, the

a “centerpiece of a global effort to

establishing their own arms

report recommends member states

protect the people of Myanmar from

embargoes against Myanmar,

impose coordinated economic

further atrocities and help bring an end

encompassing weapons and dual-use

sanctions against senior junta leaders

to impunity for crimes under

technology, including surveillance

and their associates, as well as their

international law”.

equipment. The statement follows

sources of funding; and use domestic

concerns about the severe impact of

anti-money laundering and other

the Myanmar crisis, which has

financial authorities to block or freeze

reportedly led to at least 750 deaths.

overseas accounts of Myanmar

OHCHR press release
UN News article

state-controlled entities.
Andrews underlined that he intends to

Statement by 200 organisa...

publish an updated list of the states

The Special Rapporteur also

that have established arms embargoes

commended the efforts of over 200

UN experts urge businesses to cut ties with
Myanmar junta and exercise due diligence
The UN Working Group on Business

working group’s statement underscores

rights violations, in line with the

and Human Rights issued a joint

that the Myanmar military’s access to

Independent International Fact-Finding

statement on 12 May with Special

weapons and technology, as well as

Mission on Myanmar’s 2019 guidance,

Rapporteur on the situation of human

other economic interests, have thus far

or else suspend operations or weigh a

rights in Myanmar Tom Andrews urging

remained largely unaffected by both

complete exit from Myanmar. Deva

businesses to take a firm stand against

partner nations and businesses, with

added that heightened corporate due

human rights violations by the

Andrews asserting that such operations

diligence is urgently required by both

Myanmar military. The group notes that

directly enhance the military’s ability to

businesses and investors to avoid

many companies continue to do

continue committing atrocities. The

complicity and in order to do everything

business with Myanmar, warning that

working group urges business to

possible to promote free speech, the

some may be found complicit in

undertake payment suspensions and

right to peaceful protest, and an

international crimes by violating the

block financial flows to the military,

independent media.

Guiding Principles on Business and

while ensuring that such measures do

Human Rights.

not negatively affect civilians or

OHCHR statement

employee rights.
Andrews calls on all businesses with

UN News article

ties to the region to exert maximum

Vice-Chairperson Surya Deva stated

leverage on the junta to ensure a swift

that businesses must manage their risk

end to human rights violations. The

of involvement with possible human
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UN Special Rapporteur praises multilateral
sanctions against Myanmar military
UN Special Rapporteur on Myanmar

State Administrative Council (SAC) and

designating such enterprises as the

Tom Andrews on 20 May praised the

13 of its members, adding that the

timber and gems industries, stating that

latest round of targeted sanctions by

move establishes a precedent for more

he is hopeful that the move will lead to

the US, UK, and Canada against

designations by the US and other

multilateral coordinated efforts to

state-owned enterprises and

nations against those materially

maximise the impact of sanctions,

individuals in Myanmar’s military

assisting the SAC and the Myanmar

adding that increased scrutiny should

leadership. Andrews urged other

military. Andrews stated that

be applied to the Myanmar military’s

nations around the globe to join the

designations must also be extended to

continued oil and gas revenues.

transatlantic countries in establishing

any businesses, financial institutions,

a unified sanctions front to halt the

and other entities that continue to aid

junta’s activities.

the Myanmar junta.

UN News article
US Treasury press release

The Special Rapporteur focused

Andrews also welcomed the

specifically on the US targeting of the

coordinated tri-nation action

US designations

1MDB and SRC file civil claims worth $23bn
Malaysia’s Ministry of Finance

The Financial Times reported on the

KPMG LLP over the terms of a

announced on 10 May that 1Malaysia

same day that the entities and

settlement agreement. In 2020,

Development Berhad (1MDB) and SRC

individuals targeted include Deutsche

Goldman Sachs Group reached a $3.9

International Sdn Bhd (SRC) have filed

Bank AG, Coutts & Co plc, J.P. Morgan

billion settlement with Malaysia, while

22 civil claims against nine entities and

Switzerland, Malaysia’s former prime

Deloitte PLT and AMMB Holdings

25 individuals for the return of $23

minister Najib Razak, and fugitive Jho

Berhad agreed this year to pay $80

billion in assets lost in the country’s

Low. The banks are reportedly being

million and RM2.83 billion (£486

largest corruption scandal.

sued for acting as conduits in

million) respectively.

redirecting the amounts intended to
According to the Ministry, the claims

accelerate Malaysia’s economic

In July 2020, Razak was convicted in

target individuals and entities that

development. Deutsche Bank reportedly

Malaysia for transferring $9.8 million

allegedly obtained improper enrichment

stated that it was misled by 1MDB,

from SRC into his private bank

through the receipt of funds from 1MDB

while Coutts and J.P. Morgan declined

accounts over several years.

and SRC. 1MDB’s claims relate to

to comment, according to the FT.

allegations of breach of trust, fraud,

Malaysia Ministry of Fina...

misappropriation of funds, negligence,

On 12 May, Malaysia’s Ministry of

and unjust enrichment. Meanwhile,

Finance announced that $452 million

SRC's actions purportedly relate to

has been deposited into the Assets

abuse of power, breach of fiduciary duty

Recovery Trust Account by the US

in public office, breach of trust, and

Department of Justice. The government

fraud allegations.

is also purportedly negotiating with
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UK's Marex Spectron Group Ltd commits to
addressing weaknesses in AML mechanisms
A document accompanying UK

existing anti-financial crime

losses due to misconduct and

financial services company Marex

mechanisms.

fraudulent activities on behalf of its

Spectron Group Ltd listing

clients, such as unlawful use of

announcement on the London Stock

Marex stated that the programme was

accounts, identity theft schemes for

Exchange disclosed on 14 May that a

concluded in January and that the

fraudulent account openings or the use

review of the company’s anti-money

identified AML failings have been

of deceptive documentation in

laundering (AML) systems and controls

addressed and the findings were shared

connection with transactions. As an

identified weaknesses in its customer

with the FCA. The company aims to

example, the paper notes that between

due diligence verifications, as well as

implement a mechanism “to uplift all of

November 2016 and January 2017, the

failures to detect suspicious activity.

its client files to the standards required

company brokered several transactions

by its enhanced anti-financial crime

between one of its clients and French

According to the registration document,

policies and procedures” by August

corporate and investment bank Natixis

following the 2020 internal audit review

2022. The paper notes that any

SA, which led to Marex’s involvement in

which discovered AML and customer

shortcomings in the company’s

“back to back purchase and

screening failures, Marex reported the

customer due diligence system that are

repurchase” of contracts.

findings to the UK’s Financial Conduct

not addressed in a satisfactory manner

Authority (FCA). The regulator

“could result in significant regulatory

reportedly assisted the company in its

consequences”.

Registration document

“self-remediation programme” which

Listing announcement

was completed in January 2021 and

Among risks identified with respect to

included client screening remediation

the company, the document highlights

and strengthening of the company's

that Marex is exposed to potential

Expected intention to flo...

EEAS stands by Eritrean sanctions
The EU’s European External Action

of the National Security Office, the EEAS

Tigray region, with only 12 percent of

Service (EEAS) published a 28 May

asserts that it is ready to cooperate

people in the region in need of

response to European-Eritrean

with the Eritrean government in

emergency shelters receiving aid as of

petitioners who objected on behalf of

assisting to end the human rights

3 May. The EU officials assert that

Europeans of Eritrean heritage and

violations accompanying the conflict

impeding humanitarian aid is a

Eritreans in the EU to the EU’s 22 March

and welcomes the March agreement to

significant international law violation

designation of the Eritrean National

withdraw Eritrean troops, urging the

and risks millions of lives, warning that

Security Office. The EEAS reiterates

agreement to be implemented quickly.

those engaging in the halting of aid will

the bloc’s concern about ongoing

be held accountable.

human rights violations in the region

On 14 May, EU High Representative for

and cites the Ethiopian Human Rights

Foreign Affairs Josep Borrell and

Commission’s provisional report which

Commissioner for Crisis Management

describes Eritrean military involvement

Janez Lenarcic expressed the EU’s

in human rights abuses.

concern at the UN reports confirming
that Eritrean troops are blocking

Standing by the 22 March sanctioning
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EU responds to Russia “unfriendly states” decree
The EU issued a 15 May rebuke of

employees contracted to work at

Forum Russischsprachiger Europaer

Russian President Vladimir Putin’s 23

embassies or consulates of nations

e.V., Zentrum fur die Liberale Moderne

April decree and subsequent Russian

deemed to take unfriendly actions

GmbH, and Deutsch-Russischer

measures which severely restrict

towards Russia. On 14 May, Russia’s

Austausch e.V. as unfriendly political

employment of local and foreign

Official Government Gazette published

actors. According to reporting by

workers in Czech and US diplomatic

a list approved by Prime Minister

Deutsche Welle, two of the NGOs are

missions, calling the move unfounded

Mikhail Mushustin which limits the

participants in a bilateral forum aimed

and incompatible with the 1961 Vienna

Czech Republic’s diplomatic mission to

at engaging experts from Germany and

Convention on Diplomatic Relations.

19 Russian workers and other

Russia in dialogue. The European

The EU urges Russia to review its

non-Czech citizens and sets the US

External Action Service (EEAS) issued a

decision, warning of a continued

number at zero.

statement the following day asserting

deterioration of Russian-EU relations

that the EU rejects the move as

and reaffirms its solidarity with the US

In joint press remarks on 19 May by US

disregard for civil society and stating

and Czech Republic.

Secretary of State Antony Blinken and

that it will ultimately harm Russian

Russian Foreign Minister Sergey Lavrov,

citizens’ interests. The EU calls on

Putin’s decree, entitled “on the

Lavrov stated that diplomatic laws

Russia to reverse the decision.

application of measures of influence

require mutuality, particularly in regard

(counteraction) on unfriendly actions of

to responding to hostile action.

EU statement

to create a list of unfriendly countries

The Russian Prosecutor General on 26

Russian Presidential Decr...

and establishes the ability to ban or set

May designated three German NGOs

limits on the number of Russian

pursuant to Putin’s decree, listing

foreign states”, calls for the government

Russian Government Gazett...

Interpol Asia Pacific operation intercepts $83m
in cyber-enabled financial crime
Interpol published a summary of the

enforcement agencies in nine countries

the perpetrator allegedly funnelled the

HAECHI-I Operation in the Asia Pacific

opened more than 1,400 investigations,

money through accounts in Indonesia

region on 27 May, which was dedicated

solved 892 cases and arrested 585

and Hong Kong.

to tackling cyber-enabled financial

individuals. More than 1,600 bank

crime. From September 2020 to March

accounts were also frozen around the

In another case, an organised crime

2021, law enforcement agencies

world during this period.

group operating in Hong Kong allegedly

across the region intercepted $83

concocted a pump-and-dump scheme

million in illicit revenues garnered

In one cited case, a Korean company

involving several stocks which it

through investment fraud, romance

was reportedly approached in February

purportedly advertised on social media.

scams, money laundering linked to

by an alleged fraudster claiming to

Interpol received reports of similar

illegal online gambling, online

represent a trading partner who

attempts at market manipulation in at

sextortion and voice phishing.

requested payment for altered invoices.

least two other countries in the region.

The firm transferred roughly $7 million
As part of the operation, law
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US Federal Reserve to publish CBDC paper
US Federal Reserve Chair Jerome

about financial stability and monetary

reducing cross-border complexities.

Powell announced on 20 May that the

policy and must be thoroughly analysed

Other issues Brainard noted as critical

central bank will publish a discussion

prior to any action being taken.

in considering CBDC adoption are

paper in the summer on central bank

improving existing payment systems,

digital currencies (CBDCs) to examine

In a 24 May speech, Federal Reserve

ensuring privacy protection and

the implications of new technology for

Governor Lael Brainard followed up on

financial integrity, and promoting

making digital payments through a

Powell’s announcement by noting

availability and inclusion.

centralised US digital currency.

recent developments in CBDC
considerations, such as the increasing

The Federal Reserve System is engaged

In a Federal Reserve press release,

use of digital payments and private

in CBDC research in addition to a digital

Powell states the US central bank is

digital currencies, cross-border foreign

currency project at the Federal Reserve

monitoring technological progress in

CBDC plans in development, and

Bank of Boston as well as international

the field of digital payments and

concerns over financial exclusion. He

collaboration, including partnership

considering how a US CBDC would

also highlighted the main policy

with the Bank for International

function for public use. The chair

considerations under central bank

Settlements’ coalition on CBDCs.

asserts that any possible CBDC in the

examination regarding CBDCs,

US would complement cash and

including preserving access to safe

deposits rather than act as a

federal reserve money, improving

replacement, noting that adopting a

efficiency, promoting competition and

digital currency raises critical questions

lowering transaction costs, and

Federal Reserve press rel...
Governor Brainard speech

US tax compliance agenda seeks increased
cryptocurrency reporting requirements
The US Treasury Department published

Plan also proposes $80 billion of

against the IRS, asserting that a

on 20 May the American Families Plan

additional funding to the IRS and

technology overhaul will address

tax compliance agenda, which

manageable growth of the agency by up

security as well as detection and

introduces heightened Internal

to 10 percent per year. According to the

enforcement needs. The new tax

Revenue Service (IRS) reporting

report, the IRS estimates that $4 in tax

compliance programme further seeks

requirements to include any transfers

revenue is yielded from every dollar

to target “ghost preparers”, or largely

valued at $10,000 or over. The

spent on tax enforcement. Heightened

unregulated tax preparation services

Treasury states that cryptocurrency

third-party reporting by financial

that prepare tax forms on behalf of US

poses a risk of facilitating illicit

institutions about account outflows is

taxpayers without identifying

financial activity, including tax fraud.

also included to increase scrutiny on

themselves on tax returns, with the new

high asset-holding tax evaders.

regulations aiming to regulate paid

The report notes a Treasury estimate

preparers and simplify tax filings.

that roughly $600 billion in taxes went

In addition to hiring more employees,

unpaid in 2019, with 45 percent of

the increased IRS funding under the tax

non-income-based sources of income

compliance agenda also seeks a

estimated as untaxed. In addition to

revamp of IRS technology with a focus

introducing the increased reporting

on machine learning. The report also

requirements, the American Families

notes 1.4 billion cyber-attacks per year
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EU conclusions set out priorities for countering
serious and organised crime for 2022-25
the Council invites Europol to prepare in the course of 2023
an interim report on new, changing and emerging threats,
building on the EU crime priorities and the EU SOCTA.

Priorities set out in the conclusions include
Identifying and disrupting high-risk criminal networks
active in the EU, with an emphasis on networks
perpetrating corruption, acts of violence, and those who
launder criminal proceeds through a parallel underground
financial system
The Council of the European Union adopted on 26 May
conclusions on the bloc’s priorities for the fight against
serious and organised crime for 2022-2025 as part of the
European Multidisciplinary Platform Against Criminal
Threats (EMPACT) initiative.

Priorities include identifying and
disrupting criminal networks
active in the EU, with an
emphasis on networks
perpetrating corruption, acts of
violence, and those who launder
proceeds through the
underground financial system

Targeting criminal networks and individuals orchestrating
and engaged in large-scale fraud schemes online;
counterfeiting of non-cash means of payments; excise
fraud with a focus on the production and trafficking of
illicit tobacco products in the EU; missing trader intra
community (MTIC) fraud; intellectual property crime,
counterfeiting of goods and currencies; and criminal
finance and money laundering through the use of
emerging payment methods
Disrupting criminal networks engaging in all forms of
environmental crime, with an emphasis on waste and
wildlife trafficking
Disrupting criminal networks involved in trafficking in
human beings for all forms of exploitation, including
labour and sexual exploitation, as well as those engaged
in migrant smuggling, particularly those providing
facilitation services to irregular migrants along the main

The draft conclusions were published on 12 May after being
discussed by the Support Group of the Standing Committee
on Operational Cooperation on Internal Security (COSI) on 29
April and 10 May 2021, and subsequently the Permanent
Representatives Committee is expected to submit the draft
conclusions for approval.
In the adopted conclusions, the Council instructs COSI to
coordinate, support and evaluate the implementation of each
priority, and invites member states, EU agencies, institutions
and bodies, as well as European networks and expert groups
to incorporate the new EU crime priorities for 2022-2025 into
their strategies, plans and work programmes. Additionally,
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migratory routes at the external border of the EU
Targeting criminals orchestrating cyber-attacks,
especially those offering criminal services online
Combatting child abuse online and offline, including the
production and distribution of child abuse material
EU Council press release
EU Council conclusions
‘I/A’ item note
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CONSULTATIONS

EBA launches consultation on proposed central
AML/CFT database
and how such information will be
communicated to the EBA, as well as
the measures that the EBA will
implement to analyse and distribute
such information, while following
confidentiality and protection of
personal data rules.
Comments sought concern: (1)
definitions; (2) corresponding
situations; (3) the type of information
collected; (4) the proposed approach
with respect to the EBA’s analysis and
dissemination of the information; (5)
The European Banking Authority (EBA)

Pursuant to the revised Articles 9a(1)

launched on 6 May a public

and (3) of the EBA Regulation, which

consultation on its proposed draft

became effective in January 2020, the

regulatory technical standards (RTS)

regulator is required to establish and

with respect to the implementation of a

regularly update a central database

central database on the anti-money

comprising information regarding

laundering and countering the

AML/CFT deficiencies identified by

financing of terrorism (AML/CFT)

EU-wide competent authorities during

system in the EU.

ongoing supervision and authorisation
procedures with regard to individual

The EBA is seeking
the view of the
European Data
Protection
Supervisor (EDPS)
on the draft RTS
and has launched a
data protection
impact assessment

financial institutions, as well as details
about the measures taken by the
authorities to mitigate and correct the
weaknesses identified.
Along with the draft RTS, the
consultation paper sets out the
technical specification and data points
that will be contained in the database,
as well as a list of authorities that will
be indirectly submitting information to
the AML/CFT database. The draft RTS
proposed in the consultation paper
specifies the definition and importance
of the AML/CFT weaknesses identified,
the type of information to be collected,

83

timelines and obligation to provide
updates on the information; (6) the
practical implementation of the
information collection including
sequential approach; and (7)
confidentiality and data protection.
In parallel, the EBA is seeking the view
of the European Data Protection
Supervisor (EDPS) on the draft RTS, in
accordance with Article 42(1) of the
Regulation (EU) 2018/1725 (EUDPR)
and has also launched a data
protection impact assessment (DPIA)
with respect to the establishment of the
central database.
The deadline for comments on the
consultation is 17 June.
EBA press release
EBA notice
Consultation paper
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EBA issues AML/CFT consultation on
supervisory cooperation and data exchange
The European Banking Authority (EBA)

whether digital or otherwise. Relevant

intend to follow the guidelines or else

issued a consultation on 27 May

information to be exchanged includes

be considered non-compliant.

regarding its new guidelines for

indications that suggest increased risk,

cooperation and information exchange

business activity, business models, or

The consultation notes that recent

on anti-money laundering and counter

changes that may present increased

ML/TF cases that have involved EU

financing of terrorism (AML/CFT)

exposure to ML/TF risk, compliance

financial institutions underscore the

between prudential supervisors,

shortcomings, or non-compliance with

need for enhanced cross-border and

AML/CFT supervisors, and member

Directive (EU) 2015/849 requirements.

public-private cooperation, noting that

state financial intelligence units (FIUs)

past obstacles to supervisory

pursuant to the Capital Requirements

Relevant information from prudential

cooperation have been attributed to

Directive (CRD).

supervisors should be provided to

perceived legal challenges, a lack of a

AML/CFT supervisors overseeing

framework for structuring such

The guidelines include laying out

institutional supervision in the entity’s

exchanges, and insufficient

provisions by which prudential

member state or the member state

understanding of what cooperation

supervisors and AML/CFT supervisors

where the entity was established if it is

should entail.

should exchange information with one

part of a cross-border group.

another and with relevant FIUs when

Additionally, prudential supervisors and

gathering or creating information

AML/CFT supervisors should plan to

relevant to the other entity’s duties and

regularly exchange relevant information

to do so to the fullest extent possible.

at set intervals. The EBA proposes that

The guidelines specifically suggest that

competent authorities be required to

information be conveyed in writing,

notify the regulator as to whether they

Comments are due by 27 August.
EBA announcement
EBA consultation

UK DCMS issues consultation on cyber risks to
managed service providers and supply chains
The UK government’s Department for

their suppliers. The new proposals will

posing a high-risk for cyber-attacks,

Digital, Culture, Media and Sport

require IT companies to adhere to 14

citing recent cyber incidents that have

(DCMS) issued a call for comments on

new security regulations involving

targeted managed service providers. In

17 May from managed service

third-party services and digital supply

addition to assessing firms’ views on

providers and firms procuring digital

chains. These include ensuring firms

the new proposals, the consultation

services on new proposals to manage

have policies surrounding device

seeks responses on how companies

cyber risks involving supply chains.

protection and blocking unauthorised

currently manage supply chain cyber

The consultation closes on 11 July.

access, ensuring data protection is in

risks and what additional roles the

place, maintaining secure backups, and

government could play in assisting

implementing cybersecurity training.

effective risk management.

According to a UK government press
release, only five percent of firms
currently address risks associated with

Minister for Digital Infrastructure Matt

the wider supply chain, while 12 percent

Warman notes concerns over the

review cybersecurity risks involving

outsourcing of critical services as

84
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UK Payment Systems Regulator seeks views on
second phase of Confirmation of Payee
The UK’s Payment Systems Regulator

confidence and reduce authorised push

according to feedback received to date,

(PSR) launched on 21 May a call for

payment (APP) scams. The regulator

PSPs generally agree that including

views on the second phase of the

notes that extensive feedback has been

SRD accounts to extend CoP is mainly

implementation of Confirmation of

received so far on social engineering

beneficial in the context of high-value

Payee (CoP), which aims to assess its

techniques used by fraudsters who

transactions for which the risk of

progress, dependencies, costs and

deceive victims into ignoring CoP

misdirected payments and fraudulent

benefits. The PSR also seeks to

warnings or convince them to make

activities is increased. The PSR aims to

establish whether additional policy

transfers to mule accounts that receive

assess what types of SRD accounts

action should be taken to ensure

a “positive CoP match”. The PSR seeks

would not yield a notable benefit from

broader participation of payment

comments concerning such practices

CoP, as well as any costs and benefits

service providers (PSPs) in CoP.

and requests views on whether CoP has

considerations including SRD accounts.

had an effective impact in mitigating
According to the PSR, Phase 2 aims to

APP scams and fraud.

The call for views is open until 30 June.

enhance competition between entities
and ensure that both smaller

Concurrently, the document provides

CoP-enabled PSPs, as well as larger

that Phase 2 will allow participation by

banks “with smaller domestic and retail

institutions and accounts which

presence” throughout the UK improve

address customers via Secondary

payment security, enhance customer

Reference Data (SRD). In this regard,

PSR press release
Call for views

UK call for input on the pensions experience
The UK Pensions Regulator (TPR) and

There has also been a shift away from

susceptible to scams often derives

the Financial Conduct Authority (FCA)

defined benefit (DB) schemes towards

from the promise of high returns, and

launched on 18 May a call for input on

saving into defined contribution (DC)

the temptation of “too good to be true”

the pensions industry regarding how

schemes, which has transferred much

promotions, which can be exacerbated

consumers make decisions about their

of the risk for retirement outcomes onto

if late engagement with pensions

pension. The regulators are exploring

the consumer.

means that consumers miss

factors affecting retirement savings

opportunities to take remedial action

and seeking improvements to the

Regulators have identified that

early in their journey. Many consumers

consumer journey from joining the

consumers are struggling to engage

are unfamiliar with complex financial

workforce to retirement.

with their pensions, making small

products, and often do not access

contributions over a long period of time

regulated financial advice.

The pensions and retirement income

and have multiple pension pots due to

markets “have evolved significantly in

changing jobs. Consumers are failing to

recent years”, states the FCA, with

make decisions that optimise their

automatic enrollment (AE) changing the

pension savings, remain in poor

way many save into their pension and

performing products, and are

the Pension Freedoms giving

susceptible to scams, states the TPR.

consumers more choice as to when
they access their pension savings.
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TPR press release
FCA press release
Call for input document
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UK government issues consultation on new
rules to counter online pension scams
The UK government’s Department for

make the transfer if certain evidence is

pension schemes, authorised master

Work and Pensions launched a

provided, such as employment links and

trusts, authorised collective money

consultation on 14 May regarding

residency in the same financial

purchase schemes, or FCA-authorised

proposed new rules aimed at

jurisdiction. Should neither of the first

and regulated personal pension

countering online pension scams.

two conditions apply, managers or

providers or insurers authorised by the

According to the proposed rules,

trustees must determine if any red flags

Prudential Regulation Authority.

intended to enter into effect in the

exist, which will yield a block. If no red

autumn, unsolicited contact made

flags are present, members must

In an associated government press

through social media inviting

provide evidence of receiving scams

release, Minister for Pensions Guy

pensioners to access or transfer their

guidance, and these transfers, known

Opperman referred to the proposed

savings would be red flagged and

as amber flags, would be permitted.

rules as a new front line against online

could be blocked.

pension scammers. The same release
According to the proposed rules,

notes that roughly five percent of

The proposed rules would introduce an

trustees or managers would not need to

pension-related transfer requests are

amber and red flag system and require

contact relevant members for

considered risky, according to the

occupation and personal scheme

information about red or amber flags

Pension Scams Industry Group.

managers or trustees to ensure one out

but would be authorised to do so and

of four conditions are met prior to

permitted to determine an absence of

permitting a transfer request to be

red or amber flags at their discretion if

made by a scheme member. First,

such checks are part of their existing

transfers to the receiving scheme must

controls and processes. The types of

be identified as presenting a low scams

schemes that would be permitted to

risk, and second, if the transfer is not on

take place without the need for

a listed type of scheme, members may

additional checks are public service

Comments are due by 9 July.
UK government press relea...
Department for Works and ...
Pension scams consultatio...

UK consults on countering state threats
The UK’s Home Office launched on 13

proposed potential legislative changes

The Home Office aims to improve data

May a consultation seeking opinions

to counter the evolving threat

protection and ensure the associated

on the government’s legislative

environment.

offences reflect the greater ease at

proposals to combat state threats that

which significant harm can be caused.

undermine or threaten the safety and

The proposals aim to reform the Official

The proposals also seek to establish

interest of the UK.

Secrets Act. Furthermore, the Home

new offences, tools and powers to

Office has also proposed the creation of

detect, deter and disrupt hostile activity

In order to counter the rise in national

a Foreign Influence Registration

in and targeted at the UK.

threats, from cyber-attacks, theft of

Scheme to help combat espionage,

intellectual property and sensitive

interference, and protect research in

government information, critical

sensitive areas, as well as to provide

national infrastructure threats, as well

greater awareness of foreign influence

as attempts to intervene in democratic

currently being exerted in the UK.

processes, the Home Office has
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The consultation closes on 22 July.
UK Home Office press rele...
Consultation document

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2021

EU Parliament subcommittee hearing on using
tech to address fraud and tax compliance
but asserted that these will likely not

payments but noted some concerns

constitute the future for tax payment.

over personal data when using DLT.

In response to a question from German

In response to a question from MEP

MEP Sven Giegold, Green noted

Aurore Lalucq expressing doubts about

automatic transaction information

blockchain technology in regard to data

exchanges will assist in locating

protection risks and use by organised

undeclared income of high net worth

crime, Dzhumalieva noted a 40 percent

individuals but noted the importance of

decrease in complexity, a 20 percent

national wealth detection units.

decrease in costs, and a 20 percent
decrease in time to complete systems

The European Parliament’s
Subcommittee on Tax Matters (FISC)
held a public hearing on 25 May to
explore how technology can assist in
fraud reduction and increase the ease
and simplicity of tax compliance. The
subcommittee also discussed the draft
report entitled “Creating an
economically, socially and
environmentally sustainable system in
the post-covid economy” and
submitted proposed amendments.
Head of the Secretariat for the Forum
on Tax Administration Peter Green of
the OECD cited the pay-as-you-go
model for salaried employees as the
most simplified method of taxation that
could be adopted moving forward. He
asserted that this method offers the
lowest burden on both employers and
taxpayers with the lowest risk of fraud
and error. Green noted that while this
model is being increasingly adopted by
nations, voluntary compliance and
non-compliance investigation is crucial
in nations that rely on individuals to
report their own taxable income and
assets. He pointed to the rise of
digitalised tax payment methods as a
growing option for taxpayers offered by
tax administrations and third parties
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Stefka Dzhumalieva, Head of Unit for

when blockchain is used as a digital tax

Unit B4 taxation systems and digital

payment method. She added that the

governance of DG TAXUD, made the

emergence of European blockchain

case for the use of blockchain in future

services infrastructure underscores the

digital tax payment systems, citing the

EU Commission’s backing for this type

immutable recording of blockchain

of initiative moving forward.

transactions and high identity
processing and verification of

Momchil Sabev, Head of Unit C4 for the

participants through a standardised

European Commission’s

process as a relatively fool-proof

Directorate-General for Taxation and

system for recording accurate

Customs Union (DG TAXUD), said that

transactions. Dzhumalieva argued that

the Commission is receiving

this type of distributed ledger

transaction data increasingly closer to

technology (DLT) will allow the EU to

the time of the transaction, which has

effectively fight fraud while eliminating

improved its ability to detect fraud and

the need for centralised authority and

error. He noted the Central Electronic

reducing administrative burdens.

System of Payments and
transaction-based reporting as a means

She noted a 2019 pilot programme with

of making errors or potential fraud

member states and a current pilot to

easier to identify. Sabev cited Hungary,

apply a VAT tax payment method

Spain, and Italy as requiring transaction

through the European blockchain

data to be provided as soon after the

services infrastructure. Once the proof

transaction as possible, with Italy

of concept is completed, Dzhumalieva

requiring the data to be provided prior

stated that the EU Commission will

to the actual transaction being made.

offer member states the option to use
the blockchain option as a standardised

EU Parliament hearing sum...

taxation payment service.
Hearing recording
She stated that her department intends
for this blockchain system platform to
serve as a model for the future of tax

European Blockchain Servi...
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ESMA call for evidence on digital finance
The European Securities and Markets

Commission assess the challenges and

said matters introduce new risks or

Authority (ESMA) launched on 25 May

risks associated with digital

regulatory and supervisory challenges.

a call for evidence to gather relevant

transformation prior to proposing

information on value chains, platforms

potential amendments to the relevant

The call for evidence is open until 1

and groups’ provisions of financial and

legislative frameworks in 2022.

August, and seeks feedback from all

non-financial services, which will

interested stakeholders, including

contribute to the regulator’s technical

The paper accompanying the call for

financial services firms relying on

advice to the European Commission.

evidence notice is divided into three

third-parties, technology firms, digital

main parts, covering the three main

platforms providing access to financial

Following the publication of the

issues, and includes 33 related

services and groups combining

European Commission’s digital finance

questions. Particularly, the ESMA seeks

financial and non-financial activities.

package in September 2020, European

evidence on (1) new material

The ESMA and the other ESAs are

supervisory authorities (ESAs) have

developments observed in the evolution

expected to deliver a report providing

been asked to submit technical advice

of value chains; (2) the use of digital

technical advice on the issues by 31

assessing the regulatory and

platforms to provide access to various

January 2022.

supervisory challenges brought by (1)

financial services; (3) the extent to

the growing fragmentation of value

which supervision of mixed activity

chains in finance; (2) digital platforms;

groups, including BigTech groups is

and (3) groups combining financial and

needed and how supervisory

non-financial activities. The purpose of

cooperation can be improved for these

the technical advice is to help the

groups, as well as the extent to which

ESMA press release
ESMA call for evidence no...
Call for evidence paper

US FDIC requests information on digital assets
The US Federal Deposit Insurance

FDIC should enhance existing

shortcomings with respect to digital

Corporation (FDIC) issued on 17 May a

supervisory guidance to address such

asset use cases in the resolution

request for information and comments

activities. Furthermore, the consultation

process or in the receivership capacity.

on the current and potential digital

paper seeks contributions on whether

asset activities of insured depository

the FDIC’s regulations or related

The consultation paper states that any

institutions (IDIs), which aims to

application filing procedures should be

comments and responses, as well as

enhance its understanding of aspects

amended in order to address

any other observations on digital

regarding IDIs’ risk and compliance

“uncertainty surrounding the

asset-related activities and uninsured

management mechanisms.

permissibility of particular types of

financial and non-financial institutions

digital asset-related activity”.

which shareholders wish to bring to the

The FDIC requests comments on

FDIC’s attention, should be submitted

existing and potential activities and use

Concurrently, the document aims to

cases related to digital assets that IDIs

assess distinctions and correlations

are currently conducting or considering

between fiat-backed stablecoins and

in the future. In addition, it seeks

stored value products where underlying

information on unique supervisory

assets are held at IDIs. The regulator

mechanisms which are applicable to

seeks to identify measures that it could

digital asset activities and whether the

implement to overcome challenges or

88

by 16 July.
FDIC press release
Request for information
Federal Register entry
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US FinCEN to host virtual Innovation Hours
Programme on privacy enhancing technologies
The US Treasury’s Financial Crimes

FinTech and RegTech companies,

can be used by financial institutions or

Enforcement Network (FinCEN)

including those whose activity focuses

business and retail consumers, as well

announced on 26 May that it will host a

on developing privacy solutions such as

as on how innovative products can

special virtual Innovation Hours

homomorphic encryption or

provide support in enhancing the

Programme on 9 September, which will

zero-knowledge proofs, to submit a

integrity and offerings of the US

focus on the role of privacy-preserving

request to participate by 23 July.

financial system.

principles in promoting solutions that

Applicants should provide relevant

strengthen innovation while also

information concerning their business

mitigating illicit activities.

and the solutions being developed.

FinCEN encourages financial

Concurrently, FinCEN requests

institutions, venture capital firms and

demonstrations on how such solutions

FinCEN press release
FinCEN Innovation Hours P...

Hong Kong consultation conclusions include
prison time for unlicenced crypto operators
Hong Kong’s Financial Services and the

Action Task Force (FATF)

Although currently unlicenced VA

Treasury Bureau (FSTB) published

recommendations urging jurisdictions

exchanges will be required to apply for

conclusions on 21 May following its

to regulate and supervise VA service

a licence under the new framework,

November 2020 consultation regarding

providers (VASPs). The regulator’s

exchange operators that have already

its proposed virtual asset (VA)

proposed regulatory framework will fall

voluntarily gained a licence from the

exchange operator regulatory and

under the AML and CFT Ordinance

Securities and Futures Commission of

licencing framework. In addition to

(AMLO) and includes a definition of VAs

Hong Kong (SFC) will be exempt from

concluding that VA exchanges will be

in line with FATF guidance.

the new licencing procedure rules.

regulated under anti-money laundering

Peer-to-peer trading platforms and

and counter terrorist financing

According to the consultation

other types of decentralised VA

(AML/CFT) provisions, the FSTB

conclusions paper, the FSTB proposes

exchanges that do not involve

notably seeks prison sentences for any

establishing prison sentences of up to

transactions made on the platforms are

VA exchange operators that operate

seven years and fines of HK$5 million

also exempt as long as the

without a licence and those found to be

(£450,000) for conducting regulated VA

decentralised VA exchanges do not

in violation of AML/CFT regulations.

operations without a licence, as well as

process money or VAs directly.

additional penalties of HK$100,000

SFC-regulated financial assets, central

The FSTB reports that it received 79

(£9,000) for every subsequent day of

bank digital currencies, and Hong Kong

responses to its November call for

continued unlicenced operation. The

Monetary Authority-regulated stored

comments, including industry

regulator also proposes a HK$1 million

value facilities are not considered VAs

association representatives, political

(£90,000) fine and two-year prison

under the new rules and will not be

parties, individuals, and private sector

sentence for falsifying licence

subject to the new framework.

firms. The FSTB reiterates its assertion

applications, non-compliance with

that VA activities must be regulated to

AML/CFT rules, or fraudulent

better address ML/TF risk in line with

misrepresentation in inducing another

the February 2019 revised Financial

individual to take on or dispose of a VA.
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PRESS & MEDIA

UK to consult on tightening rules on LSE listings
The Financial Times reported on 25

crime, and improving transparency of

markets to raise money we must take a

May that HM Treasury will launch a

ownership of legal entities.

strict line on scrutiny”.

companies going public on the London

UK Chancellor of the Exchequer Rishi

The consultation will assess how the

Stock Exchange (LSE), such that

Sunak is said to be considering how to

government could stop a listing if it

company listings can be blocked on

strengthen the government’s powers to

would give a foreign state access to

national security grounds. The

block listings, including a new

national or commercial secrets.

consultation has since been launched

assessment of national security

Companies owned by individuals who

by the Treasury on 7 June.

considerations overseen by ministers

may harm UK interests could also be

and the National Security Council.

blocked from flotation on the exchange.

consultation over stricter rules for

Eligibility decisions on London listings

City bosses have reportedly been told

are currently made by the UK Listing

Following the LSE listing of Russian

that any proposed rules will be focused

Authority, part of the Financial Conduct

energy company En in 2017, several

on specific industries such as

Authority. The initiative to tighten the

MPs called for the government to

technology, defence, and national

rules was initially proposed in the UK

review flotation rules. The company

infrastructure.

Economic Crime Plan. The plan set out

was at the time majority-owned by

seven priority areas agreed in January

businessman Oleg Deripaska,

2019 by the Economic Crime Strategic

according to an En prospectus.

Board. These included strengthening

Then-Liberal Democrat leader Vince

law enforcement, justice systems and

Cable called for a review, stating “when

the private sector to deter economic

Russian oligarchs are using the London

FT report
HM Treasury consultation

UK SFO reportedly drops investigation into
individuals in Airbus case
The UK’s Serious Fraud Office (SFO)

references to individuals on its

in Malaysia, Sri Lanka, Taiwan,

has reportedly closed its fraud

webpage about the investigation, which

Indonesia, and Ghana, while French

investigation into individuals

now states that the case remains open

investigators focused on allegations in

suspected of involvement in bribery at

until the end of 2023, when the

Colombia and the US Department of

Airbus SE following the company’s $4

settlement period completes.

Justice probed possible bribes in China.

billion settlement with authorities in
the UK, France, and the US, according

The settlement involved allegations that

to 4 May reporting by Bloomberg.

Airbus paid bribes to public officials
through middlemen in new markets in

The media outlet states it learned of the

which the company intended to

development from an unnamed source,

operate. The SFO’s investigation

also noting that the SFO has removed

specifically centred on bribery offences
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Bloomberg article
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Danske Bank potentially assisted US tax evasion,
states internal memo cited by media
Citing internal legal documents from

requires foreign financial institutions

also constitute “an independent

January 2019 reportedly drafted by

(FFIs) to report to the IRS information

violation” of FACTA.

Danske Bank’s lawyers, Danish

about financial accounts held by US

broadcaster Berlingske reported on 9

taxpayers, or by foreign entities in

In a press statement dated 10 May,

May that Danske Bank’s Estonian

which US taxpayers hold a substantial

Danske Bank stated that all the facts

branch’s portfolio included hundreds of

ownership interest.

and findings included in the legal

companies controlled by US taxpayers

document have been presented to the

and entities, raising concerns about the

Berlingske reports that the bank’s

authorities during the investigation

subsidiary being used to facilitate tax

lawyers highlighted that criminal

concerning allegations of ML

evasion in the US.

proceedings in the US could assess

connected to the bank’s Estonian

compliance with legal provisions

branch and that it continues to

According to the media outlet, the

regarding money laundering, sanctions,

cooperate with authorities in the United

memo notes that in the event

tax evasion and other types of financial

States, Denmark, France and Estonia on

investigations conclude that the

crime. In addition, the documents

this issue.

proceeds of tax evasion were laundered

allegedly point out that failures to

through the Estonian branch, Danske

conduct proper customer due diligence

Bank may face US charges for violating

verifications and to identify ultimate US

the US Foreign Account Tax

beneficial owners of funds, as well as to

Compliance Act (FACTA), which

report any suspicious transactions, may

Berlingske article
Danske Bank press release

US Federal Reserve may fine Deutsche Bank
over AML failings, reports Bloomberg
Bloomberg reported on 28 May that the

annual assessment of the bank by the

informed the bank that certain issues

US Federal Reserve has warned

US regulator in the context of its

require immediate focus and asserted

Deutsche Bank AG this month that its

private agreement with Deutsche Bank

that the bank is backsliding rather than

efforts to rectify its anti-money

to address specific shortcomings.

progressing on critical fixes. Neither the

laundering (AML) control failures are

Federal Reserve nor Deutsche Bank

inadequate, citing unnamed sources

Despite public messaging from

who suggest that the US financial

Deutsche Bank that it has urgently

regulator may fine the German bank.

worked towards fixing its AML controls,

The warning was reportedly part of an

the Federal Reserve has reportedly
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have issued a comment on the matter.
Bloomberg article
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France reportedly investigating Canadian firm
for laundering tax crime proceeds
Journal de Montréal reported on 8 May

Chaudière Trust, and is connected to

Papers investigation, which found that

that the French National Financial

two French residents suspected of tax

they administered 84 companies

Prosecutor (PNF) is currently

crime in the country.

registered with law firm Mossack

investigating Canadian asset

Fonseca, according to Journal de

management company Blue Bridge Inc

In response to Journal de Montréal, a

Montréal. At that time, Roch and

for potentially laundering the proceeds

PNF spokesperson reportedly

Brossard purportedly stated that they

of tax crime on behalf of several

confirmed that the French authorities

do not enable offshore tax avoidance

French residents.

initiated an investigation in 2019 into

but rather persuade their clients to

tax fraud, money laundering, and

bring their assets home while working

The probe was purportedly revealed in a

conspiracy allegations against Blue

to unwind the offshore holdings and

24 March Canadian appellate court

Bridge. The probe is purportedly still

declare assets to the Canadian tax

decision denying Blue Bridge’s request

ongoing. Blue Bridge’s lawyer states

authorities.

to not disclose information on some

that the company is not aware of any

trust beneficiaries to the French

criminal proceedings directed against it

authorities. According to court filings,

in France, according to the Canadian

the 2012 information request was

media outlet.

Toronto Star article (21 ...

Alain E. Roch and Jules Brossard, then

References to Roch and Brossard were

ICIJ database

trustees of Jonction Trust and

allegedly disclosed during the Panama

Journal de Montréal artic...

addressed to Blue Bridge President

Cryptocurrency exchange Binance reportedly
under investigation by US DOJ and IRS
Bloomberg reported on 13 May that the

activity. However, Chainalysis Inc

law. Binance founder Changpeng Zhao

US Department of Justice (DOJ) and

claimed in its 2020 Crypto Crime Report

has since stated that US citizens are

Internal Revenue Service (IRS) have

that more funds tied to illicit activity

blocked from using the exchange, even

launched confidential anti-money

had flowed through Binance than other

if utilising virtual proxy networks, and

laundering (AML) and tax probes into

cryptocurrency exchanges.

that the company follows US

Binance Holdings Limited, the largest
cryptocurrency exchange in the world.

regulations.
Bloomberg previously reported on 12
March about a confidential

A company spokesperson reportedly

investigation launched into Binance

told the media outlet that Binance

activities by the US Commodity Futures

employs a robust compliance program

Trading Commission regarding

that adheres to AML principles and

allegations that the exchange allowed

utilises tools similar to other financial

US citizens to trade derivatives through

institutions to identify suspicious

the platform which ran counter to US
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Bloomberg article
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Chainalysis article (15 J...
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EU reportedly considering introducing ships
database to curb illicit activity
The Times of Malta reported on 12 May that the EU

reportedly offer member states the opportunity to check if

Commission is considering introducing a database on

vessels applying for flag registration are suspected of

vessels suspected of being involved in illicit activity.

involvement in illicit activity, subject to international
sanctions or have unknown beneficial owners.

According to the media outlet, the proposal was first
introduced by Malta during a 2020 event organised by the

Currently, states that de-flag vessels pursuant to the UN

International Maritime Organisation (IMO) and International

Security Council’s sanctions regime have no obligation to

Maritime Law Institute. The global database would

inform other countries. The IMO has not committed to

purportedly be created under the auspice of the IMO and

Malta’s proposal.

include information on vessels and companies that are
subject to international sanctions. The database would

Times of Malta article

Government corruption claims by exiled Turkish
mafia boss prompts presidential response
Exiled Turkish mafia chief Sedat Peker released the first of a

criminal complaint on 17 May targeting Peker for making

series of confessional-style videos on 2 May accusing

false accusations.

high-ranking members of Turkish President Recep Tayyip
Erdogan’s Justice and Development Party (AKP) of serious

Deutsche Welle reported that Devlet Bahceli, the leader of

corruption and involvement in organised crime. The New

Turkey’s MHP party which serves in a coalition government

York Times reported on 18 May that Erdogan responded to

with Erdogan’s AKP, met with mafia boss Alaatin Cakici

the videos after intense media scrutiny, dismissing Peker’s

shortly after Cakici’s April 2020 release from prison.

claims but acknowledging that organised crime in Turkey
was entrenched at the time his party rose to power in 2003.

On 24 May, Reuters reported that Peker’s brother Atilla was
arrested by Turkish police shortly after another video in which

In Peker’s videos, some of which have garnered over 10

Peker claims he was ordered to send his brother to

million views, the exiled organised crime boss levels

assassinate a Turkish Cypriot journalist named Kutlu Adali by

accusations of criminal collaboration, including involvement

former Turkish interior minister Mehmet Agar. Adali was

in drug trafficking and murder, against high-ranking political

killed in 1996 in Cyprus, and no one was ever charged.

figures including Erdogan’s son-in-law and former finance
minister Berat Albayrak and current Interior Minister

Sedat Pekar’s Youtube videos

Suleyman Soylu.
New York Times article
Peker claims that he was able to escape the authorities in
January 2020 after being tipped off about an impending
arrest by Soylu. The Interior Minister reportedly filed a
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DW article
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US Congress reportedly pushes for sanctions in
Tigray conflict following CNN investigation
CNN reported on 13 May that US

the region that are operational.

Congress is pushing the Biden

19 May sponsored by Senate Foreign
Relations Committee Chairman James

administration to enact sanctions on

US Republican Party representative of

E. Risch, calling for the withdrawal of

Ethiopian and Eritrean officials

Texas Michael McCaul and the

troops from the region, as well as

involved in human rights abuses in the

Democratic Chair of the House Foreign

condemning the human rights

Tigray region of Ethiopia, following

Affairs Committee, Gregory Meeks,

violations and abuses, and calling on

CNN ’s investigation revealing the use

have been pushing for the Biden

Eritrea to immediately withdraw its

of military presence to prevent aid

administration to impose sanctions and

military forces. The resolution also

from reaching civilians.

other restrictive measures on officials

urges US Secretary of State Antony

involved in the conflict, which is

Blinken to ensure an independent

According to CNN investigators,

believed to have led to the deaths of

international investigation into all the

Eritrean soldiers disguised in old

thousands of civilians. The unrest

human rights violations in the region.

Ethiopian military uniforms were

followed Ethiopian Prime Minister Abiy

witnessed actively preventing

Ahmed’s military operation in November

humanitarian aid from reaching

2020 against the ruling party of Tigray,

civilians through the manning of

the Tigray People's Liberation Front.

CNN investigation

The US Senate passed a resolution on

Resolution 97

CNN article on the call f...

checkpoints and by threatening medical
staff in the few remaining hospitals in

Cyprus reportedly files the first charges over
passport investment scheme
Al Jazeera reported on 14 May that

visa scheme alleging insufficient

Under the law, the foreign investor

Cyprus has filed charges against five

background checks, the programme

programme was reportedly intended

individuals and four legal entities in

was terminated. Nearly 7,000 passports

only for investors and not family

relation to the country’s since-closed

were granted under the programme

members, yet the report found that over

foreign investor passport scheme,

between 2007 and 2020.

half of all passports issued through the

according to a state legal service
statement seen by the media outlet.

programme during the period were
The Cyprus Attorney General published

granted to family members of

an interim report on 27 April by a

applicants.

The state has reportedly filed 37

research committee established to

charges against the individuals and

investigate exceptional naturalisations

entities in a District Court in Larnaca

of foreign investors between 2007 and

without publicly naming those charged.

17 August 2020. The report concludes

Following the November 2020

that the investment programme lacked

publication of an Al Jazeera

proper legal guidance and led to

investigation into the Cypriot golden

numerous errors and oversights.
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European Union reportedly considering
sanctions against Lebanese politicians
Reuters reported on 13 May that the

According to diplomats and officials

France and Germany are in favour of

European Union (EU) is preparing to

who have spoken to Reuters, the EU has

using targeted sanctions against

sanction Lebanese politicians who are

yet to decide on the individuals that will

Lebanese officials, however other EU

preventing the formation of a

be designated, who could be subject to

member states have differing opinions,

government, following 10 months of

travel bans and asset freezes, but work

with Hungary publicly denouncing the

political crisis in Lebanon that has led

on preparing the sanctions reportedly

decision.

to financial collapse, hyperinflation,

began after an agreement between the

and fuel and food shortages.

EU’s foreign ministers.

Reuters article

Lithuanian payments company reportedly
channelled €100m from Wirecard AG
The Financial Times reported on 17

reportedly investigating €1.15 million

In response to the FT investigation,

May that German prosecutors are

worth of payments from Wirecard to

Member of the European Parliament

probing the involvement of Lithuanian

Finolita which were purportedly made in

(MEP) Stasys Jakeliūnas reportedly

payments company UAB Finolita Unio

exchange for developing a merchant

stated that the Bank of Lithuania and

in processing more than €100 million

settlement platform customisation

national law enforcement have not kept

from Wirecard AG weeks before its

project. The project was purportedly

up with FinTech firms and that the

collapse, with €35 million reportedly

flagged in 2019 by a Wirecard employee

Finolita case should serve as a

being sent to then chief operating

for not describing its offered services

“wake-up call”. German MEP Sven

officer Jan Marsalek.

and providing implausibly high hourly

Giegold criticised the Bank of

rates, according to the FT.

Lithuania’s failure to revoke Finolita’s

German prosecutors reprotedly suspect

licence after it was informed of the

that Wirecard offered the amount in

In an 18 May statement, the Bank of

suspicious transactions. Bank of

March 2020 as a loan to Ocap

Lithuania stated that pursuant to

Lithuania board member Marius

Management Pte Ltd, a subsidiary of

Wirecard’s announcement of possible

Jurgilas rebutted the criticism,

Finolita’s owner, Senjo Group Pte Ltd.

fraud in its balance sheet in June 2020,

stressing that it has stopped many

The FT reports that Finolita was

it initiated enhanced supervision of

FinTechs from operating in the country

acquired in 2017 by Senjo Group, which

Finolita Unio’s operations and opened

and that the fight against money

also owns one of Wirecard’s

an ad-hoc investigation. The bank

laundering is a priority for the bank.

outsourcing partners in Asia, Senjo

states that the results will be released

Payments Asia Pte Ltd. The amount is

shortly. Finolita Chief Executive Danas

allegedly part of a larger €350 million

Oliškevičius reportedly stated that the

loan offered by the German company to

company shared information on its

Senjo and its sister companies.

clients and their payments with the
Bank of Lithuania and law enforcement,

Concurrently, prosecutors are
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confirming an ongoing investigation.

Bank of Lithuania press r...
Financial Times investiga...
Financial Times article (...
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BNP Paribas reportedly facing money laundering
charges in France
Agence France-Presse reported on 21 May that BNP Paribas

Some of the funds were purportedly used to purchase French

SA has been charged by the French authorities with money

real estate.

laundering linked to corruption in Gabon. According to the
media outlet, the charges were filed on 11 May as part of a

Transparency International is a plaintiff in the case, with the

larger French probe into the sources of wealth obtained by

NGO’s attorney cited by media as noting that the BNP case

the family of Gabon’s late president, Omar Bongo.

marks the first instance of France holding a major financial
institution accountable for failing to report potentially

French investigators reportedly allege that BNP Paribas did

laundered public funds.

not carry out the necessary due diligence on a bank account
purportedly controlled by the Bongo family which the French

BNP has not commented on the charges.

authorities claim held tens of millions of euros that should
have been reported by the bank.

AFP article

Two Panama ex-presidents to be questioned in
Odebrecht-related case
Panama Public Prosecutor Tania Sterling told the press on

Panamanian prosecutors have purportedly seized more than

26 May that former presidents Ricardo Martinelli and Juan

PAB 86 million (£60.6 million) in monetary funds and other

Carlos Varela will be questioned in an ongoing money

assets and reached eight plea agreements. Twenty-one

laundering (ML) and corruption investigation connected to

individuals working for law firms were provisionally

Odebrecht S.A., according to local news outlet TVN.

dismissed from office, according to Sterling.

According to a 12 April press release, the Panamanian

On 26 May, local media outlet La Estrella de Panamá

Special Anti-Corruption Prosecutor's Office has forwarded an

disclosed the complete list of individuals summoned for

Odebrecht-related case to court involving ML and corruption

questioning, which includes several politicians, lawyers,

allegations. Fifty individuals, including three former public

members of the executive, lobbyists, and six foreigners, as

servants and one legal entity, have reportedly been

well as the two former presidents.

summoned for questioning.
TVN article and interview (in Spanish)
The since-renamed Brazilian company allegedly used
Panamanian and other foreign entities, fictitious contracts,

Panama Public Prosecutor’s Office press relea...

and illicit campaign financing to transfer more than $100
million to public servants and their families in exchange for
securing public contracts.
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La Estrella investigation (in Spanish, 26 May...
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