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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm, headquartered 
in London. Collectively our team has decades of 
experience in undertaking complex investigations and 
intelligence analysis. We speak over twenty languages in-
house, including all major European languages, as well 
as Russian, Arabic, Farsi, Mandarin and Cantonese.

We have completed more than 3,000 assignments over 
the last three years, involving some 150 territories. Our 
client base includes a broad range of leading 
international financial institutions, law firms and 
multinationals.

Our role is to help identify and understand financial crime, 
integrity and reputational risks, which can arise from a lack 
of knowledge of counterparties or local jurisdictions, 
enabling our clients to make better informed decisions.

Our due diligence practice helps clients comply with anti-
bribery and corruption, anti-money laundering and other 
relevant financial crime legislation, such as sanctions 
compliance, or the evaluation of tax evasion or sanctions 
risks. Our services support the on-boarding, periodic or 
retrospective review of clients or third parties.

Our investigations practice advises clients in a wide range 
of complex disputes and other contentious matters, 
including complex cross-border asset tracing claims, 
litigation support, internal investigations, market 
intelligence, supply chain analysis and country risk 
assessments.

Our team has specialist knowledge of and access to a very 
broad range of public and proprietary data sources, as well 
as a longstanding network of reliable, informed local

contacts, cultivated over decades, who support us regularly 
in undertaking local enquiries on a confidential and discreet 
basis. As a specialist provider of corporate intelligence, we 
source information and undertake research to the highest 
legal and ethical standards.  Our independence means we 
avoid potential conflicts of interest that can affect larger 
organisations.

We work on a “Client First” basis, founded on a strong 
commitment to quality control, confidentiality and respect 
for time constraints. We offer robust, cost-effective 
solutions, providing our clients with work of the highest 
quality at favourable rates.

Please do not hesitate to get in touch with us if you would 
like to know more about Aperio’s services or discuss how 
we might be able to help you:

Email info@aperio-intelligence.com or find out
more at: aperio-intelligence.com

http://www.aperio-intelligence.com
http://www.aperio-intelligence.com
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INTRODUCTION

Welcome to the April issue of the Financial Crime Digest. To receive the publication direct to your inbox every month, please sign
up here. We are currently developing an online platform, which provides more comprehensive coverage of financial crime
developments. If you would like more information on the new platform or our services please email info@aperio-intelligence.com

Aperio Intelligence’s next webinar ‘The impact of Unexplained Wealth Orders on the UK’s financial and property sectors’ will take
place on 12 May. Our expert panel will discuss the role UWOs have played as an investigative tool in civil recovery proceedings,
their impact in the UK, and offer predictions for post-Brexit civil recovery of the proceeds of crime. Register here.

EDITOR’S PICKS

page 32SPECIAL FEATURE
30 April 2021

A spotlight on Venezuela: sanctions evasion

page 50LEGISLATION
26 April 2021

UK launches global anti-corruption sanctions 
regime and designates 22 individuals

page 67CONSULTATIONS
01 April 2021

US Treasury's FinCEN issues consultation on 
implementation of beneficial ownership 
reporting

page 72LITIGATION (CIVIL OR CRIMINAL)
28 April 2021

UK SFO case against former Serco managers 
collapses, statement of facts published

see all eventsDATES FOR THE DIARY

MAY

5
UK Payment Systems Regulator consultation 
closes on delivery and regulation of New 
Payments Architecture

MAY

12
Aperio Intelligence webinar on the impact of 
Unexplained Wealth Orders

MAY

18
UK Finance webinar on how and why to embed 
anti-fraud detection methodologies into an 
AML regime

MAY

26
Lending Standards Board call for input on 
proposed CRM Code for APP scams closes

https://aperio-intelligence.us11.list-manage.com/subscribe?u=48d5915a962162b98e77770fd&id=855b6247fc
mailto:info@aperio-intelligence.com
https://zoom.us/webinar/register/WN_48eVefNbSFuYP6SQDlSvEQ
http://aperio-fcd.com/client/events
https://www.psr.org.uk/publications/consultations/cp21-2-consultation-on-delivery-and-regulation-of-the-new-payments-architecture/
https://zoom.us/webinar/register/WN_48eVefNbSFuYP6SQDlSvEQ
https://www.ukfinance.org.uk/events-training/how-and-why-embed-anti-fraud-detection-methodologies-aml-regime
https://www.lendingstandardsboard.org.uk/call-for-input-for-the-crm-code-issued-by-the-lending-standards-board-lsb/
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ENFORCEMENT

UK Airbus subsidiary GPT pleads guilty in Saudi 
Arabia contract corruption case brought by SFO

The UK’s Serious Fraud Office (SFO)
announced on 28 April that GPT
Special Project Management Ltd
(GPT), a UK subsidiary of Airbus, has
pleaded guilty in Southwark Crown
Court to bribing officials in Saudi
Arabia to secure a military contract.
GPT has been ordered to pay a fine of
£7,521,920, as well as £2.2 million in
costs, and a confiscation order of
£20.6 million.

The SFO stated that GPT has “pleaded
guilty to corruption between December
2008 and July 2010 in relation to
contracts awarded to GPT in respect of
work carried out for the Saudi Arabian

National Guard.” Whistleblower Ian
Foxley, a former GPT director, instigated
the investigation which began in 2012
after he claimed the company made
$17 million in illicit payments and gifts
to secure the contract.

According to the SFO’s press release,
following the launch of the investigation
in August 2012, GPT and three affiliated
persons were charged in July 2020.
Former GPT managing director Jeffrey
Cook, John Mason, a part owner and
financial officer of two GPT
subcontractors, and Terence Dorothy
are scheduled to face trial in May 2022.
Cook is additionally charged with public

office misconduct for allegedly taking
commission from a Ministry of Defence
contract for a firm that he worked for,
while Dorothy is also charged with
aiding and abetting Cook.

This case precedes the wider probe into
Airbus which culminated in a $3.9
billion global deferred prosecution
agreement (DPA) in 2020. The SFO
refused Airbus' attempt to have the GPT
case included in the global DPA in 2020.

SFO announcement

GPT case page

Denmark charges three US and three UK citizens 
in cum-ex tax fraud case

The Danish State Prosecutor for
Special Economic and International
Crime (SEIC) announced on 13 April
that it has filed charges against three
US and three UK citizens for allegedly
defrauding the Danish treasury of over
DKK 1.1 billion (£130 million) as part
on the ongoing cum-ex investigation
which purportedly involved hundreds
of fake share trades made to
fraudulently gain tax refunds.

In the SEIC press release, Acting Public
Prosecutor Per Fiig asserts that Danish
investigators believe the six charged
individuals were the central figures who

conspired with Germany’s North
Channel Bank to fraudulently gain the
DKK 1.1 billion between March 2014
and August 2015.

North Channel Bank was fined DKK 110
million (£13 million) in September 2019,
when the Glostrup Court found that the
bank gained DKK 55 million (£6.5
million) in fees during the process. Two
UK citizens were also charged in
January. Total losses to the Danish
treasury amounted to DKK 12.7 billion
(£1.48 billion) through fraudulent
divided tax refunds.

Although the maximum penalty for
gross fraud under the Danish Criminal
Code is eight years imprisonment, Fiig
states that prosecutors will seek a
special provision which allows for an
increase to 12 years imprisonment for
serious cases. The prosecutor adds
that Denmark does not expect the six
individuals to voluntarily attend the trial
and is thus “working on all conceivable
options to ensure that the defendants
will be present for the upcoming trial”.

SEIC statement

https://www.sfo.gov.uk/2021/04/28/gpt-pleads-guilty-to-corruption/
https://www.sfo.gov.uk/2021/04/28/gpt-pleads-guilty-to-corruption/
https://www.sfo.gov.uk/cases/gpt-special-project-management-ltd/
https://www.sfo.gov.uk/cases/gpt-special-project-management-ltd/
https://www.sfo.gov.uk/cases/gpt-special-project-management-ltd/
https://anklagemyndigheden.dk/sites/default/files/inline-files/2096_PM_Udbyttesagen_North%20Channel%20Bank_EN.pdf
https://anklagemyndigheden.dk/sites/default/files/inline-files/2096_PM_Udbyttesagen_North%20Channel%20Bank_EN.pdf
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Dutch prosecutor reaches €480m settlement 
with ABN Amro over AML/CFT violations

The Dutch Public Prosecution Service
(Openbaar Ministerie, OM) announced
on 19 April that ABN Amro Bank has
agreed to pay €480 million as part of a
settlement in connection with alleged
violations of the Anti-Money
Laundering and Counter Terrorist
Financing (AML/CFT) Act between
2014 and 2020.

Citing outcomes of a previous criminal
investigation launched in 2019 by the
Dutch Fiscal Information and
Investigation Service (Fiscale
Inlichtingen-en Opsporingsdienst) into
ABN Amro, the OM highlighted that it
observed "serious shortcomings" in the
bank's compliance with the AML/CFT
regulations over the course of 6 years,
including: (1) failing to properly conduct
customer due diligence and incorrectly
assigning risk classifications to a
significant number of clients; (2)
insufficiently conducting ongoing
monitoring of its customers, as well as
inadequately processing alerts
generated by its transaction monitoring
system; (3) failing to timely terminate
relationships with clients with an
"unacceptable" risk classification; and
(4) inadequately estimating and

considering the expected use of cash
when determining the risk profile and
classification of the majority of clients.

As part of the agreement, ABN Amro
will pay a financial penalty of €300
million and €180 million in
disgorgement reflecting “the
seriousness, scope and duration of the
identified shortcomings”.In a
statement, ABN AMRO Bank said that it
"deeply regrets the situation and
recognises the seriousness of the
matter" and that it will continue "to
make every effort to fulfil its role as a
gatekeeper" aimed at combatting
money laundering. In addition, the bank
underlined that the total amount of
€480 million will impact its first quarter
results in 2021.

The OM also noted that its criminal
investigation continues into three
former members of ABN Amro’s board
of directors "identified as suspects
effectively responsible" for the
violations. According to a concurring
statement by Danske Bank, two of the
suspects are former Danske Bank CEO
Chris Vogelzang and board member
Gerrit Zalm, who also resigned on the

same day, highlighting "the special
situation Danske Bank is in and the
intense scrutiny the bank is under" and
noting that speculations regarding them
should not "get in the way of the
continued development of Danske
Bank". Following the conclusion of its
investigation, the prosecutor will decide
whether there is "sufficient evidence" of
criminal conduct, however, the probe
“does not necessarily entail that they
will be prosecuted”.

Additionally, the OM accused ABN
Amro of culpable money laundering,
considering that the bank "should have
reasonably suspected that certain
money flows" passing through its
clients' accounts "originated from
crime". According to the regulator, the
bank received multiple signals with
respect to specific clients that should
have raised the bank's suspicion,
including instances of: (1) unusual
transactions not corresponding with the
nature of the business; (2) unclear
statements regarding the origin of the
funds; and (3) alerts from the
transactions monitoring system and
high cash deposits.

ABN Amro's Chief Executive Robert
Swaak stated that "I have to
acknowledge that in the past we have
been insufficiently successful in
properly fulfilling our important role as
gatekeeper" and that the settlement
"marks the end of a painful and
disappointing episode for ABN Amro".

Dutch Public Prosecution ...

Settlement agreement

Statement of facts

https://www.om.nl/actueel/nieuws/2021/04/19/abn-amro-betaalt-480-miljoen-euro-vanwege-ernstige-tekortkomingen-bij-het-bestrijden-van-witwassen
https://www.om.nl/actueel/nieuws/2021/04/19/abn-amro-betaalt-480-miljoen-euro-vanwege-ernstige-tekortkomingen-bij-het-bestrijden-van-witwassen
https://www.om.nl/actueel/nieuws/2021/04/19/abn-amro-betaalt-480-miljoen-euro-vanwege-ernstige-tekortkomingen-bij-het-bestrijden-van-witwassen
https://www.om.nl/actueel/nieuws/2021/04/19/abn-amro-betaalt-480-miljoen-euro-vanwege-ernstige-tekortkomingen-bij-het-bestrijden-van-witwassen
https://assets.ctfassets.net/1u811bvgvthc/KHfRcg2uQlGlfU7fri1YM/a7a0837ac3c3019b822b656b112c3300/Settlement_Agreement_ABN_AMRO_Guardian.pdf
https://assets.ctfassets.net/1u811bvgvthc/KHfRcg2uQlGlfU7fri1YM/a7a0837ac3c3019b822b656b112c3300/Settlement_Agreement_ABN_AMRO_Guardian.pdf
https://assets.ctfassets.net/1u811bvgvthc/4eUXF7eCnLthKp95RNnMnz/645730a7cd044da33ef4ad1545470f12/Statement_of_Facts_-_ABN_AMRO_Guardian.pdf
https://assets.ctfassets.net/1u811bvgvthc/4eUXF7eCnLthKp95RNnMnz/645730a7cd044da33ef4ad1545470f12/Statement_of_Facts_-_ABN_AMRO_Guardian.pdf
https://assets.ctfassets.net/1u811bvgvthc/4eUXF7eCnLthKp95RNnMnz/645730a7cd044da33ef4ad1545470f12/Statement_of_Facts_-_ABN_AMRO_Guardian.pdf
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Standard Chartered fined in 2020 by Guernsey 
regulator for “serious” compliance failings

The Guernsey Financial Services Commission (GFSC)
announced on 23 April that it fined Standard Chartered
£140,000 in 2020 after its Guernsey-based trust subsidiary
failed to meet the minimum licensing criteria under the
island’s fiduciary law. The regulator states that the unit
processed billions of dollars of suspicious assets and failed
to properly vet politically exposed clients.

The regulator stated it was
“extremely concerned” to find
the trust had managed $1.1
billion of client assets where the
source of wealth or funds was
uncorroborated. This included a
2015 decision to retain a client
with an estimated wealth of
$270 million, despite having
knowledge of the client’s alleged
links to financial crime

The regulator found a range of “serious issues” in several
assessments conducted between 2012 to 2016, related to
Standard Chartered Trust (Guernsey) Limited’s (SCTG)
compliance, onboarding and due diligence processes. The
GFSC Enforcement Division launched an investigation into
the trust in 2017.

The GFSC found that in 2015 and 2016, the trust received
requests to transfer $1.4 billion of assets to Standard
Chartered Trust (Singapore) (SCTS) on behalf of Indonesian
resident clients. Despite there being concerns from
employees regarding potential tax evasion, the trust
transferred the funds. Over $265 million was subsequently
identified as participating in a tax amnesty in Indonesia.

In addition, the regulator stated it was “extremely concerned”
to find the trust had managed $1.1 billion of client assets
where the source of wealth or funds was uncorroborated.

This included a 2015 decision to retain a client with an
estimated wealth of $270 million, despite having knowledge
of the client’s alleged links to fraud, money laundering and
corruption. The unit also allegedly gave “insufficient regard”
to whether any of its clients’ funds had evaded taxes and
were the proceeds of crime, and took over three years to
remediate its client base.

The GFSC stated that the majority of the trust’s clients were
“high-risk”, and the breaches it found exposed Guernsey and
Standard Chartered to a “significant” risk of financial crime
and reputational damage. In May 2020, the Royal Court of
Guernsey appointed liquidators to close the unit. The fine
was initially reported by GFSC in June 2020, without
significant details.

In March 2018, the Monetary Authority of Singapore (MAS)
announced that it had imposed penalties of S$5.2 million on
Standard Chartered Bank’s Singapore branch (SCBS) and
S$1.2 million on SCTS pertaining to transfers from SCTG
which breached MAS’ anti-money laundering and countering
the financing of terrorism requirements.

Mitigating factors

Standard Chartered launched its own investigation when
breaches were identified with the clients that had
transferred to SCTS

Most of the failings originated prior to September 2016
and subsequently SCTG had substantially remediated its
client base

There was no evidence that the failings were malicious or
purposeful

Standard Chartered cooperated fully with the GFSC

GFSC press release

GFSC fine (9 June 2020)

MAS press release (19 March 2018)

https://www.gfsc.gg/news/standard-chartered-trust-guernsey-limited-1
https://www.gfsc.gg/news/standard-chartered-trust-guernsey-limited-1
https://www.gfsc.gg/news/standard-chartered-trust-guernsey-limited-1
https://www.gfsc.gg/news/article/standard-chartered-trust-guernsey-limited
https://www.gfsc.gg/news/article/standard-chartered-trust-guernsey-limited
https://www.gfsc.gg/news/article/standard-chartered-trust-guernsey-limited
https://www.gfsc.gg/news/article/standard-chartered-trust-guernsey-limited
https://www.gfsc.gg/news/article/standard-chartered-trust-guernsey-limited
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
https://www.mas.gov.sg/news/media-releases/2018/mas-imposes-penalties-on-standard-chartered-bank-and-standard-chartered-trust-for-amlcft-breaches
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Former Braskem CEO pleads guilty to FCPA 
violations in Odebrecht corruption case

The US Department of Justice (DOJ)
announced on 15 April that the former
CEO of Brazilian company Braskem SA
has pleaded guilty to conspiracy to
violate the Foreign Corrupt Practices
Act’s (FCPA) anti-bribery and books
and records provisions as part of a
bribery scheme involving Braskem and
parent company Odebrecht SA to bribe
Brazilian officials in exchange for
securing contracts. Jose Carlos
Grubisich has agreed to pay $2.2
million in forfeiture and will be
sentenced on 5 August.

According to the DOJ, Grubisich
acknowledged that between 2002 and
2014 Braskem diverted roughly $250
million from the company into a secret
slush fund from which employees
withdrew or transferred money to be

used as bribes. The fund involved
offshore shell companies controlled by
Braskem and fraudulent and fake
contracts while Braskem’s American
Depository Receipts were publicly
traded on the New York Stock
Exchange, with the company falsifying
the nature of their financial transactions
to shareholders and regulators.
Grubisich allegedly used his position to
conceal the nature of the payments for
the company’s gain as well as his own
personal benefit.

The bribes were purportedly primarily
paid to officials in exchange for
contracts with Brazilian state-owned oil
company Petroleo Brasileiro SA
(Petrobras), with Grubisich falsely
recording a number of the payments
made to the bribery slush fund as being

payments for legitimate services.
Additionally, in his capacity as CEO,
Grubisich is said to have signed
fraudulent Sarbanes-Oxley certificates
sent to the Securities and Exchange
Commission (SEC) verifying Braskem’s
annual reports, which were falsified.

Braskem and Odebrecht pleaded guilty
in 2016 in the US District Court for the
Eastern District of New York to
conspiring to violate the FCPA, agreeing
to pay $3.5 billion in the largest foreign
bribery case in history.

DOJ announcement

DOJ public affairs announ...

Grubisich indictment (27 ...

US BIS fines trading company and owner for 
illegally exporting crime control items

Under the Freedom of Information Act
(FOIA) programme, the US Department
of Commerce’s Bureau of Industry and
Security (BIS) issued on 15 April an
order imposing a civil penalty of
$42,000 against Maryland-based
company Panther Trading Company
(PTC) and its owner, Harsimran Singh,
over multiple alleged violations of the
Export Administration Regulations.

According to the order, the breaches
allegedly occurred in 2014 and include
prohibited conduct with respect to
exporting crime control items to Mexico

without prior authorisation. BIS alleges
that on at least two occasions, PTC and
Singh knowingly exported, without the
required licence, handcuffs, stun guns,
and batons valued at $11,000 to a
security equipment distributor located
in Mexico through a Texas-based
freight forwarder.

Additionally, on or about 1 December
2014, the defendants purportedly
arranged the export of $22,000 worth of
collapsible batons to a company in the
Dominican Republic, with invoice
documents indicating that they had

knowledge about the identity and
location of the consignee.

The order also alleges that in or about
October 2014, the defendants caused,
aided or abetted exports of controlled
items to Nigeria. BIS also alleges that
the defendants knew or had reason to
know that the items were intended for
export "based on discussions with the
representative of the foreign buyer
while she was in the US and placing the
orders with PTC".

BIS order

https://www.justice.gov/usao-edny/pr/former-ceo-braskem-pleads-guilty-bribery
https://www.justice.gov/usao-edny/pr/former-ceo-braskem-pleads-guilty-bribery
https://www.justice.gov/opa/pr/former-chief-executive-officer-publicly-traded-petrochemical-company-pleads-guilty-foreign
https://www.justice.gov/opa/pr/former-chief-executive-officer-publicly-traded-petrochemical-company-pleads-guilty-foreign
https://www.justice.gov/opa/pr/former-chief-executive-officer-publicly-traded-petrochemical-company-pleads-guilty-foreign
https://www.justice.gov/opa/pr/former-chief-executive-officer-publicly-traded-petrochemical-company-pleads-guilty-foreign
https://www.justice.gov/opa/press-release/file/1218811/download
https://www.justice.gov/opa/press-release/file/1218811/download
https://www.justice.gov/opa/press-release/file/1218811/download
https://www.justice.gov/opa/press-release/file/1218811/download
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1301-e2654/file
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1301-e2654/file
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SAP enters agreements with DOJ, BIS and OFAC 
over export control and Iran sanctions violations

The US Department of Justice (DOJ) announced on 29 April
that German software developer SAP SE has agreed to pay
combined penalties of more than $8 million to the DOJ, the
Department of Commerce’s Bureau of Industry and Security
(BIS) and the Department of the Treasury’s Office of Foreign
Assets Control (OFAC) after admitting to violating the Export
Administration Regulations and the Iranian Transactions and
Sanctions Regulations.

Separately, through the
acquisition of companies
hosting its software on the
cloud, SAP became aware that
around 2,360 users inside Iran
were accessing US-based cloud
services. SAP failed to fully
integrate the companies into its
export controls and sanctions
compliance programme

The US Attorney’s Office for the District of Massachusetts
and the DOJ’s National Security Division entered into a
non-prosecution agreement (NPA) with the company, with
SAP agreeing to disgorge $5.14 million of ill-gotten proceeds.
Between January 2010 and around September 2017 the
company and its overseas partners exported products to
users in Iran, the DOJ stated. Most Iranian downloads went to
14 companies, which SAP partners in Turkey, the United Arab
Emirates, Germany and Malaysia knew were fronts controlled
from Iran. SAP referred to the third-country companies as
“pass-through entities.” OFAC stated that SAP showed
“reckless disregard” and failed to exercise a “minimal degree
of caution or care for US economic sanctions”.

Separately, through the acquisition of companies hosting its
software on the cloud, SAP became aware that around 2,360
users inside Iran were accessing US-based cloud services.
SAP failed to fully integrate the companies into its export
controls and sanctions compliance programme, according to

the DOJ. The company received multiple whistleblower
reports from as early as 2011 regarding potential sanctions
violations, but failed to investigate until 2017. The company
voluntarily disclosed the violations and provided “extensive”
cooperation and remediation, stated the DOJ.

Alongside the NPA, SAP entered into agreements with BIS
and OFAC for $3.29 million and $2,132,174 respectively. The
payment to OFAC was considered satisfied by the company’s
settlement with BIS. The BIS settlement agreement requires
SAP to produce audits of its compliance with US export
control laws and regulations for a period of three years. The
settlement is the DOJ's first pursuant to the new Export
Control and Sanctions Enforcement Policy for Business
Organisations, which rewards companies that self-disclose
potential violations with an NPA and reduced penalties.

SAP stated it “aims for the highest standards of corporate
integrity” and welcomed the conclusion of the matter.

SAP has spent $27 million on reforms to its
compliance programme, including

Implementing GeoIP blocking

Deactivating thousands of individual users of SAP
cloud-based services based in Iran

Transitioning to automated sanctioned party screening of
its partner companies

Auditing and suspending SAP partners that sold to
Iran-affiliated customers

Hiring of experienced US-based export controls staff

Conducting more robust due diligence at the acquisitions
stage

DOJ press release

DOJ NPA

BIS order

https://www.justice.gov/opa/pr/sap-admits-thousands-illegal-exports-its-software-products-iran-and-enters-non-prosecution
https://www.justice.gov/opa/pr/sap-admits-thousands-illegal-exports-its-software-products-iran-and-enters-non-prosecution
https://www.justice.gov/opa/pr/sap-admits-thousands-illegal-exports-its-software-products-iran-and-enters-non-prosecution
https://www.justice.gov/opa/press-release/file/1390531/download
https://www.justice.gov/opa/press-release/file/1390531/download
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1302-e2655/file
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1302-e2655/file
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OFAC settles with MoneyGram over apparent 
violations of US sanctions programmes

The US Department of the Treasury’s Office of Foreign
Assets Control (OFAC) announced on 29 April that it has
entered a settlement with US payments company
MoneyGram Payment Systems Inc, which has agreed to pay
$34,328.78 to settle 359 apparent violations of multiple US
sanctions programmes. MoneyGram purportedly provided
services without a licence to designated individuals in US
prisons, and processed transactions for individuals who
initiated commercial transactions involving Syria.

MoneyGram allegedly processed the transactions based on
an “erroneous misunderstanding of its obligations or because
of other screening failures”, OFAC states. Between March
2013 and April 2016, the company provided money transfer
services to federal prisons, allowing inmates to send and
receive funds into and out of their prison accounts. During
that period, up until January 2015 the company purportedly
did not screen inmates against OFAC’s list of specially
designated nationals and blocked persons (SDN List).

Despite identifying and rectifying its own failure to screen
prisoners against the SDN List, MoneyGram continued to
process transactions for designated individuals “due to other
screening, technology, and fuzzy logic failures, as well as
limited instances of human error”, OFAC states. The company
also processed commercial transactions related to Syria due
to human error. Between March 2013 and June 2020,
MoneyGram processed $105,627 on behalf of around 40
individuals on the SDN List, as well as for two individuals who
initiated commercial transactions involving Syria.

MoneyGram’s processing of transactions resulted in
“apparent violations” of the Foreign Narcotics Kingpin
Sanctions Regulations; the Narcotics Trafficking Sanctions
Regulations; the Syrian Sanctions Regulations; the
Democratic Republic of the Congo Sanctions Regulations; the
Central African Republic Sanctions Regulations; and the
Weapons of Mass Destruction Proliferators Sanctions
Regulations. The statutory maximum civil monetary penalty
concerning the matter was $302,938,437, but OFAC
determined that as the company’s violations were voluntarily
self-disclosed and non-egregious.

MoneyGram allegedly processed
the transactions based on an
“erroneous misunderstanding of
its obligations or because of
other screening failures”, OFAC
states. Between March 2013
and April 2016, the company
provided money transfer
services to federal prisons,
allowing inmates to send and
receive funds

Mitigating factors in the case included

The majority of transactions were destined for
designated individuals in custody in the US and would
likely have been eligible for a licence

MoneyGram has not received a penalty notice or finding
of violation from OFAC in five years prior to the earliest
transactions

MoneyGram’s self-disclosure and cooperation with the
OFAC investigation

The company’s “strong remedial action” in response to
the apparent violations, and agreement to continue its
efforts to improve compliance

OFAC press release

OFAC enforcement release

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210429
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210429
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210429
https://home.treasury.gov/system/files/126/20210429_moneygram.pdf
https://home.treasury.gov/system/files/126/20210429_moneygram.pdf
https://home.treasury.gov/system/files/126/20210429_moneygram.pdf
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OFAC reaches settlement with Alliance Steel 
over apparent Iran sanctions violations

The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
announced on 19 April that it has
reached a $435,003 settlement with
Alliance Steel Inc regarding potential
civil liability over 61 apparent
violations of the Iranian Transactions
and Sanctions Regulations (ITSR).

According to a OFAC enforcement
release, Oklahoma-based Alliance
maintained a business relationship with
an Iranian engineering company
between 2013 and 2018 that involved
Alliance outsourcing engineering work
to the Iranian company, which was
purportedly owned by the brother of a
senior Alliance employee. The Iranian

engineering company, which operated
as a third-party contractor, was
reportedly paid $1,450,008 by Alliance
over the five-year period.

OFAC states that at least 13 senior
managers at Alliance were aware that
the third-party contractor was Iranian,
but the company claims that given its
entirely domestic operation, the senior
employees were not aware the
contracts violated the ITSR. The
relationship was terminated following
the hiring of a new CEO in 2018.

Although the applicable civil monetary
penalty for these apparent violations is
calculated at $725,004, or half of the

total paid to the Iranian subcontractor,
the lower settlement is based on
OFAC’s determination that Alliance
voluntarily self-disclosed the apparent
violations. Furthermore, the company
took multiple remedial actions,
including ceasing all payments to the
Iranian entity pending review,
terminating the senior manager who
initiated the transactions, as well as
putting in place an export compliance
policy that provides staff training and
CEO approval of future international
contracts.

OFAC bulletin

OFAC enforcement release

US FINRA bars former Goldman Sachs research 
analyst for insider trading

The US Financial Industry Regulatory
Authority (FINRA) announced on 20
April that it has barred former Goldman
Sachs Group Inc research analyst Brian
Maguire, for insider trading. Maguire
allegedly purchased shares of two
companies while having knowledge of
a pending research rating upgrade for
those entities, in violation of the US
Securities Exchange Act.

According to FINRA, in April 2020,
Maguire purchased 2,000 shares of a
company for $128,098, after receiving
material non-public information
disclosing upgrades of its rating from
“Neutral” to “Buy” in impending

research reports. Before market close,
Maguire sold the company shares,
which closed at $65.00 compared to
the prior day’s close of $63.85.
Similarly, in June 2020, Maguire
purchased 29,000 shares in a different
company for $721,810. On the day of
the rating upgrade, the company’s
shares closed at $26.04, which was up
from the prior day’s close of $24.04.

Furthermore, Maguire violated FINRA’s
research analyst conflicts of interest
provisions after purchasing securities
of issuers he covered, in contravention
of Goldman Sachs’ policies which
prohibit such purchases. On different

occasions, Maguire sold the shares in
the trust account of companies with
respect to which he had buy
recommendations in his research
reports for Goldman Sachs. He also
drafted research reports without
disclosing existing financial interests
held by members of his household in
the securities of the issuers. In addition,
the former analyst falsely testified to
FINRA staff that he never placed trades
in the securities of issuers covered by
him or Goldman Sachs.

FINRA press release

FINRA letter of acceptanc...

https://content.govdelivery.com/accounts/USTREAS/bulletins/2cddc3e
https://content.govdelivery.com/accounts/USTREAS/bulletins/2cddc3e
https://home.treasury.gov/system/files/126/20210419_alliance.pdf
https://home.treasury.gov/system/files/126/20210419_alliance.pdf
https://home.treasury.gov/system/files/126/20210419_alliance.pdf
https://www.finra.org/media-center/newsreleases/2021/finra-bars-research-analyst-insider-trading
https://www.finra.org/media-center/newsreleases/2021/finra-bars-research-analyst-insider-trading
https://www.finra.org/media-center/newsreleases/2021/finra-bars-research-analyst-insider-trading
https://www.finra.org/sites/default/files/2021-04/brian-maguire-awc-042021.pdf
https://www.finra.org/sites/default/files/2021-04/brian-maguire-awc-042021.pdf
https://www.finra.org/sites/default/files/2021-04/brian-maguire-awc-042021.pdf
https://www.finra.org/sites/default/files/2021-04/brian-maguire-awc-042021.pdf
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US charges and designates Pakistani smuggler, 
criminal organisation, and associates

Abid Ali Khan, a Pakistani national, was
charged by the US Department of
Justice and designated by the
Department of the Treasury’s Office of
Foreign Assets Control (OFAC) on 7
April for allegedly using counterfeit
documents and international travel
routes to facilitate the unauthorised
entry of individuals from Pakistan and
Afghanistan into the United States.
OFAC also designated Khan’s company,
Abid Ali Khan Transnational Criminal
Organization (TCO), three associates
of Khan, and a travel company.

The two US departments allege that,
between January 2015 and December
2020, as the leader of Abid Ali Khan
TCO, Khan exploited systemic
vulnerabilities in the US asylum system
to facilitate the unlawful entry of
individuals into the US. More

specifically, he is believed to have
operated a global network of human
smugglers, coordinating the transit of
people from Pakistan and Afghanistan,
using various travel routes through
South and Central America, into the US,
for an average cost of approximately
$20,000 per individual. The amount
allegedly included fees to procure
fraudulent or counterfeit documents,
including passports, bribe corrupt
officials, secure lodgings along
smuggling routes, and pay facilitators in
various countries.

OFAC is also sanctioning three
individuals and one entity associated
with Khan, for having purportedly
assisted materially, sponsored, or
provided financial, material, or
technological support for, or having
acted on behalf of the Abid Ali Khan

TCO. According to a chart on Khan’s
human smuggling network provided by
OFAC, the three associates are Afghan
national and Khan’s secretary, Redi
Hussein Khal Gul, Pakistani national
and Khan’s employee, Shakeel Karim,
and Pakistani national and Khan’s
Middle East contact, Mohammed
Choudry Ikram Waraich. The three
associates are connected to the
purported procurement or use of
counterfeit documents for travel or
asylum applications. The designated
entity is Friends Travel Inn Private
Limited, which was allegedly used by
Karim to coordinate travel for migrants.

OFAC press release

Identifying information

OFAC Abid Ali Khal TCO sm...

US charges CEO of cosmetics company with 
alleged Iran sanctions violations

The US Department of Justice (DOJ)
revealed on 6 April that the President
of New York-based cosmetics
company Forsythe Cosmetic Group Ltd
has been charged with alleged
violations of US sanctions on Iran and
conspiracy to commit money
laundering and bank fraud. Southern
District of New York prosecutors allege
that Michael Rose purportedly
conspired to export products worth
approximately $350,000 to Iran
between 2015 and 2018.

According to the unsealed indictment,
an Iranian company allegedly held a
contract with Forsythe to be the sole
distributor of its cosmetics products in
the country. The importer purportedly
used front companies from outside Iran
to make payments to Rose’s business,
with Rose allegedly arranging for the
goods to be transported to Iran through
the United Arab Emirates (UAE). Rose
allegedly engaged in false
representations in filings with the US
Department of Commerce about the
ultimate destination of the products.

The documents also purportedly show
that Rose falsely lowered the value of
the goods to avoid customs duties.

The DOJ states that both the CEO and
Forsythe failed to obtain an export
licence from the Treasury Department’s
Office of Foreign Assets Control (OFAC),
in violation of the Iranian Transactions
and Sanctions Regulations (ITSR).

DOJ press release

Indictment

https://home.treasury.gov/news/press-releases/jy0112
https://home.treasury.gov/news/press-releases/jy0112
https://home.treasury.gov/news/press-releases/jy0112
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210407
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210407
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://home.treasury.gov/system/files/126/20210407_ali_khan_tco.pdf
https://www.justice.gov/usao-sdny/pr/president-new-york-based-company-arrested-conspiring-violate-us-sanctions-against-iran
https://www.justice.gov/usao-sdny/pr/president-new-york-based-company-arrested-conspiring-violate-us-sanctions-against-iran
https://www.justice.gov/usao-sdny/pr/president-new-york-based-company-arrested-conspiring-violate-us-sanctions-against-iran
https://www.justice.gov/usao-sdny/press-release/file/1383906/download
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Canadian citizen pleads guilty to FCPA violations

Canadian citizen Raymond Kohut
pleaded guilty on 6 April to one count
of conspiracy to commit money
laundering in violation of the US
Foreign Corrupt Practices Act (FCPA).
The guilty plea concerns Kohut’s
alleged role in a bribery scheme
involving Ecuadorian state-owned oil
company Empresa Pública de
Hidrocarburos del Ecuador
(PetroEcuador), according to filings
with the US District Court for the
Eastern District of New York.

Court documents state that, between
2012 and August 2020, Kohut and other
individuals paid $22 million in bribes to
secure contracts with PetroEcuador
and laundered the proceeds through

wire transfers from Singapore to bank
accounts in Switzerland, the Cayman
Islands and Panama, as well as using
shell companies in Panama and the
British Virgin Islands. In addition,
according to the complaint,
conspirators used code names and
falsified invoices for fraudulent
consulting business in order to conceal
the proceeds of the illegal bribery
scheme.

According to media reports, the
defendant, who resided mostly in
Panama and the Bahamas, is a former
employee of commodities trading
house Gunvor Group Ltd. Bloomberg
reported on 6 April that the company
confirmed that it has terminated its

relationship with employees involved in
the case prior to the commencement of
the investigation, due to compliance
issues, and that it is currently
cooperating with the US Department of
Justice. Concurrently, Reuters reported
that PetroEcuador has suspended
Gunvor Group Ltd from its providers list.

As part of his plea agreement, Kohut
has agreed to forfeit $2.2 million.

DOJ case documents

Plea agreement informatio...

Bloomberg article

Malta FIAU fines Em@ney for AML breaches, 
unchecked customers with possible crime links

Malta’s Financial Intelligence Analysis
Unit (FIAU) imposed a €359,339 fine on
29 April on online financial institution
Em@ney plc for numerous anti-money
laundering (AML) violations, including
transactions involving possible
connections to organised crime and
passport sales.

The FIAU states that a compliance
examination revealed that the online
bank’s business risk assessment was
performed late and determined to be
inadequate and vague. Furthermore, the
company’s AML and counter terrorism
financing manual purportedly lacked
controls and policies for carrying out
required enhanced due diligence,

screening, and identifying beneficial
owners of business customers. The
regulator cites multiple instances of
apparent lack of checks and follow-up
on certain customers and transactions,
including customers with arrest records
for forgery and others allegedly
connected to organised crime groups.

Individual files are cited by the FIAU as
not being subjected to company
scrutiny that include a €200,000
transaction involving a party that had
recently come under media scrutiny, a
customer operating in the
cryptocurrency sector with regular
transactions up to €50,000,
transactions of over €1m that were not

adequately explained, and four files
involving customers with inadequate
business activity explanations. The
FIAU states that in researching one of
the customers from the latter four files,
the individual was found to be involved
in providing legal advice for
pay-for-passport schemes.

The regulator notes Em@ney’s rebuttals
of FIAU findings, and Malta media
outlets reported on 1 May that the
company has stated it intends to sue
the regulator, claiming the fine is not in
proportion with the breaches or the
company’s size.

FIAU notice

https://www.justice.gov/criminal-fraud/fcpa/cases/raymond-kohut
https://www.justice.gov/criminal-fraud/fcpa/cases/raymond-kohut
https://www.justice.gov/criminal-fraud/fcpa/cases/raymond-kohut
https://ecf.nyed.uscourts.gov/cgi-bin/DktRpt.pl?690143611569724-L_1_0-1
https://ecf.nyed.uscourts.gov/cgi-bin/DktRpt.pl?690143611569724-L_1_0-1
https://ecf.nyed.uscourts.gov/cgi-bin/DktRpt.pl?690143611569724-L_1_0-1
https://www.bloomberg.com/news/articles/2021-04-06/bribe-plot-over-petroecuador-payments-ends-in-u-s-guilty-plea
https://www.bloomberg.com/news/articles/2021-04-06/bribe-plot-over-petroecuador-payments-ends-in-u-s-guilty-plea
https://fiaumalta.org/wp-content/uploads/2021/04/Publication-Notice-30042021.pdf
https://fiaumalta.org/wp-content/uploads/2021/04/Publication-Notice-30042021.pdf
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US indicts Singapore national and seize oil 
tanker used to violate North Korea sanctions

The US Department of Justice (DOJ)
announced on 23 April that
Singaporean national Kwek Kee Seng
has been charged with conspiracy to
commit international money laundering
and conspiracy to evade economic
sanctions on the Democratic People’s
Republic of Korea (DPRK), in violation
of the International Emergency
Economic Powers Act (IEEPA).
Concurrently, a civil forfeiture
complaint has been filed against tanker
M/T Courageous, which was allegedly
purchased and operated by Seng to
illicitly deliver petroleum products
through ship-to-ship transfers with
DPRK vessels and directly to the DPRK
port of Nampo.

According to the complaint, Seng
allegedly directed payments through US
correspondent banks, including
$580,000 to purchase M/T Courageous
from Visson Electronics Co Ltd, a
company incorporated in the British
Virgin Islands. Additionally, the
payments included a transaction of
$1.5 million to procure oil which was
transferred to Saebyol (formerly known
as Chong Rim 2), a vessel designated
by the Department of Treasury’s Office
of Foreign Assets Control (OFAC) in

March 2016 and identified as being
owned by DPRK-based entity Ocean
Bunkering JV, also designated by OFAC
in the same year. Payments had been
made for other ship-related services,
including fees at the International Ship
Registry of St. Kitts and Nevis, where
M/T Courageous was registered, or
salaries for crewmembers.

Seng allegedly
directed payments
through US
correspondent
banks, including
$580,000 to
purchase M/T
Courageous

In August 2019, the UN Panel of Experts
on North Korea published a report
which identified Saebyol as a vessel
engaged in ship-to-ship transfers on
behalf of the DPRK. In addition, the
vessel was also mentioned by an OFAC
North Korea sanctions advisory issued
in March 2019, which included updated

guidance on addressing North Korea’s
illicit shipping practices.

In order to conceal the sanctions
evading transactions, Seng allegedly
used shell companies, such as
Panamanian company Courage
Maritime SA, Singaporean company
Swansea Port Services Pte Ltd and
New Eastern Shipping Co Ltd, a
purported Chinese company. The
complaint alleges that in September
2019, a Thailand-based company
issued invoices for expenses related to
the registration of M/T Courageous
under the Cameroon flag, as well as
expenses related to hiring a marine
surveyor to inspect the vessel.
Payments were allegedly processed by
US-based banks.

In March 2020, the Cambodian
authorities detained M/T Courageous
after the vessel illegally sailed under the
Cambodian flag, according to a report
published on 28 August 2020 by the UN
Panel of Experts on North Korea. The
report notes that between 2017 and
2019, the vessel transferred refined
petroleum products to smaller boats in
waters off Taiwan Province of China, in
violation of UN sanctions. According to
the US complaint, the Cambodian
authorities seized records indicating
that M/T Courageous was falsely
identified as “Sea Cheeta”, which was
the registered name of an India-flagged
ship. The Cambodian authorities took
the vessel into custody in 2020,
pursuant to a US seizure warrant issued
under seal by a US court.

DOJ press release

Civil complaint M/T Coura...

Seng complaint

https://www.justice.gov/usao-sdny/pr/us-government-seizes-oil-tanker-used-violate-us-and-un-sanctions-against-north-korea
https://www.justice.gov/usao-sdny/pr/us-government-seizes-oil-tanker-used-violate-us-and-un-sanctions-against-north-korea
https://www.justice.gov/usao-sdny/pr/us-government-seizes-oil-tanker-used-violate-us-and-un-sanctions-against-north-korea
https://www.justice.gov/usao-sdny/press-release/file/1389271/download
https://www.justice.gov/usao-sdny/press-release/file/1389271/download
https://www.justice.gov/usao-sdny/press-release/file/1389271/download
https://www.justice.gov/usao-sdny/press-release/file/1389271/download
https://www.justice.gov/usao-sdny/press-release/file/1389276/download
https://www.justice.gov/usao-sdny/press-release/file/1389276/download
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Malta fines Tumas Gaming for AML failings

Malta’s Financial Intelligence Analysis
Unit (FIAU) announced on 28 April that
it has fined Tumas Gaming Limited
€233,156, after an on-site inspection
revealed serious anti-money
laundering and counter the financing of
terrorism (AML/CFT) failings.

During the on-site inspection carried out
in 2020, several irregularities were
identified including (1) the failure to
analyse exposure to threats and
vulnerabilities as part of its business
risk assessment (BRA); (2) the failure to
adequately conduct and update
customer risk assessments; (3) the
failure to implement internal client
identification and verification policies
and procedures; (4) the failure to adopt
comprehensive enhanced due diligence
(EDD) measures; and (5) the failure to
record due diligence documentation.

According to the regulator, Tumas failed
to gain an understanding of the annual
income of players with medium to
high-risk ratings, to obtain sufficient
information on customer profiles, and
to identify risk factors associated with
geography, interface, and products. The
FIAU found that the company was
exposed to nationals or residents of
non-EU or EEA countries and that
Tumas’ EDD form was too vague, and
the understanding of customer income
earning activity was generic.

In determining the administrative
measures, which were imposed on 27
April, the regulator considered Tumas’
remedial actions including the
implementation of an AML/CFT
platform with multiple functionalities,
the nature and size of the company’s
operations, and the impact and

seriousness of the breaches. The
company is also required to provide an
action plan including updates to its
BRA, EDD forms, and accounting
systems.

Times of Malta reported in March that
former Malta Gaming Authority CEO
Heathcliff Farrugia allegedly colluded
with Tumas CEO Yorgen Fenech to
prevent the publication of findings of a
2018 AML/CFT inspection. The report,
which was never published, allegedly
identified irregularities related to source
of funds, wealth verifications, and
transaction monitoring.

Malta FIAU notice

Times of Malta article (1...

Singapore regulator fines Bank J. Safra Sarasin 
for AML/CFT failings

The Monetary Authority of Singapore
(MAS) announced on 14 April that it
has fined the Singapore branch of
Swiss bank J. Safra Sarasin Ltd (BJS)
S$1 million for its failure to comply
with anti-money laundering and
countering the financing of terrorism
(AML/CFT) requirements.

According to MAS, between March
2014 and September 2018, BSJ failed

to conduct appropriate customer due
diligence checks on new clients and
ensure ongoing monitoring, which
exposed the bank to illicit activities.
BJS also allegedly failed to identify
clients’ source of wealth and funds and
to establish beneficial owners of
customers who posed significant risks
of ML and TF. In addition, BJS failed to
assess the purpose of large or unusual
transactions.

In establishing the penalty amount,
MAS considered remediation actions
which have been taken by BJS. It
further instructed the bank to appoint
an independent party to assess the
efficiency of its corrective measures
and report the findings to the regulator.

MAS press release

https://fiaumalta.org/wp-content/uploads/2021/04/Publication-Notice-28042021.pdf
https://fiaumalta.org/wp-content/uploads/2021/04/Publication-Notice-28042021.pdf
https://fiaumalta.org/wp-content/uploads/2021/04/Publication-Notice-28042021.pdf
https://timesofmalta.com/articles/view/gaming-authority-chief-colluded-with-fenech-to-hide-casino-breaches.857857
https://timesofmalta.com/articles/view/gaming-authority-chief-colluded-with-fenech-to-hide-casino-breaches.857857
https://timesofmalta.com/articles/view/gaming-authority-chief-colluded-with-fenech-to-hide-casino-breaches.857857
https://timesofmalta.com/articles/view/gaming-authority-chief-colluded-with-fenech-to-hide-casino-breaches.857857
https://timesofmalta.com/articles/view/gaming-authority-chief-colluded-with-fenech-to-hide-casino-breaches.857857
https://www.mas.gov.sg/regulation/enforcement/enforcement-actions/2021/composition-penalty-on-bank-j-safra-sarasin-ltd-singapore-branch
https://www.mas.gov.sg/regulation/enforcement/enforcement-actions/2021/composition-penalty-on-bank-j-safra-sarasin-ltd-singapore-branch
https://www.mas.gov.sg/regulation/enforcement/enforcement-actions/2021/composition-penalty-on-bank-j-safra-sarasin-ltd-singapore-branch
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US BIS enters settlement with FLIR Systems 
over alleged export regulation violations 

The US Department of Commerce’s
Bureau of Industry and Security (BIS)
announced on 30 April that it has
reached an administrative settlement
with thermal imaging company FLIR
Systems Inc over alleged violations of
the US Export Administration
Regulations (EAR).

According to the agreement, between
2012 and 2013, FLIR Systems made
inaccurate or incomplete
representations seeking a commodity
jurisdiction determination for its
Uncooled Focal Plane Array (UFPA).
The company stated that the UFPA is
designed for use in smartphones and
recognised the need to prevent its
diversion to other uses. FLIR allegedly
made inaccurate representations in
order to seek a determination that the
UFPA was subject to the EAR, rather
than the International Traffic in Arms
Regulations.

However, FLIR Systems was developing
plans for military applications and
allegedly sold cameras incorporating
this technology for nano drones to a
Norwegian customer in the defence
industry. Additionally, the company
purportedly falsely represented to the
US government that the UFPA
incorporated anti-tamper encryption
protection to prevent diversion to
end-users of concern.

FLIR Systems has agreed to pay a
$307,922 civil penalty to resolve the
misrepresentation and concealment of
facts allegations. Additionally, the
company will conduct two internal
audits of its export controls compliance
programme and in case of irregularities,
provide a detailed plan of corrective
actions to be taken. In the case of
failure, BIS can deny all export
privileges for a period of one year.

In a 2020 filing with the US Securities
and Exchange Commission, FLIR
Systems stated that in 2017, it
purportedly submitted notifications to
the US Department of State's
Directorate of Defence Trade Controls
(DDTC) and BIS regarding potential
violations connected to certain export
classifications obtained through the
commodity jurisdiction process. In April
2018, the company entered into a $30
million consent agreement with the
DDTC to resolve allegations including
that it exported data and defence
articles to employees in Iran, Iraq, and
Lebanon without authorisation.

BIS press release

BIS order, settlement agr...

FLIR Systems SEC filing (...

US BIS reaches settlement with MDA Precision

The US Department of Commerce’s
Bureau of Industry and Security (BIS)
announced on 30 April that it has
reached an administrative settlement
with local metal manufacturer MDA
Precisions LLC for purported violations
of the US Export Administration
Regulations (EAR).

According to BIS, in April 2015, MDA
Precision sold and transferred to the
United Arab Emirates (UAE) a five-axis
benchtop milling machine without a
licence. The item is purportedly subject

to the EAR and controlled on nuclear
non-proliferation and anti-terrorism
grounds. BIS found that the violation
was known given that MDA Precision
had previously applied for and received
BIS licences for the same item to
various other destinations.

The manufacturer allegedly falsely
stated in the shipper’s letter of
instructions that the item did not
require an export licence for the UAE.
Moreover, MDA Precision purportedly
failed to conduct due diligence

verifications regarding the end-user,
even though there were grounds to
suspect that the item was intended for
the University of Tehran.

MDA Precision agreed to pay a $60,000
administrative fine to resolve the
allegations, from which $35,000 will be
suspended for a period of two years.
Under the terms of the agreement, the
company will also attend export
compliance training.

BIS order

https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/2752-final-draft-flir-press-release-4-29-2021-occ-jdm-edit2-ocpa/file 
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/2752-final-draft-flir-press-release-4-29-2021-occ-jdm-edit2-ocpa/file 
https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/2752-final-draft-flir-press-release-4-29-2021-occ-jdm-edit2-ocpa/file 
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1303-e2656/file 
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1303-e2656/file 
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1303-e2656/file 
https://efoia.bis.doc.gov/index.php/documents/export-violations/export-violations-2021/1303-e2656/file 
https://investors.flir.com/static-files/bad2b08b-c506-4846-8908-ba5fbb5332f8 
https://investors.flir.com/static-files/bad2b08b-c506-4846-8908-ba5fbb5332f8 
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Turkey arrests 83 as part of fraud probe 
involving cryptocurrency exchange platform

The Office of the Turkish Public
Prosecutor's Office announced on 22
April that it has initiated an
investigation into cryptocurrency
exchange company Thodex, over
allegations of an estimated $2 billion
fraud involving approximately 390,000
investors. Turkish prosecutors have
also initiated separate legal action and
issued a red notice arrest warrant
against the company’s owner, Fatih
Faruk Ozer, who, according to local
media reporting, is purported to have
left the country for Albania on 20 April.

On 24 and 25 April, the Public
Prosecutor's Office announced that it
has issued 80 arrest warrants and
detained 65 individuals so far in
connection with the case. On 30 April,
citing a spokeswoman for the
Prosecutor’s Office, Reuters reported
that the number of detained suspects
has reached 83, the latest six suspects
including Ozer’s brother and sister, as
well as senior company employees.
Furthermore, according to reporting by
state-controlled media Anadolu Agency,
the Turkish Justice Ministry is seeking

Interpol’s assistance in finding,
detaining and returning Ozer to the
country. Turkish media Habertürk
reported that Ozer denies the
allegations of fraud and claims that he
has left the country to hold meetings
with foreign investors, stating that he
will return to Turkey within "a few days"
to cooperate with the investigation.

The enforcement
action follows the
announcement by
the Central Bank of
Turkey on 16 April
introducing the
Regulation on the
Disuse of Crypto
Assets in Payments

In an official statement and a
concurrent tweet on 21 April, Thodex
announced that it has halted
transactions for a period of four to five

days, reassuring its clients that they
“should not be worried about their
investments”.

On 24 April, a second cryptocurrency
trading company, Vebitcoin, informed
users that, “in order to fulfil all
regulations and claims”, it has ceased
all activities “due to the recent
developments in the cryptocurrency
sector”, which has caused an
intensification of its operations and,
accordingly, financial difficulties faced
by the firm. Citing Mugla prosecutor
Mehmet Nadir Yagci, Reuters reported
on the same day that Turkish
authorities have blocked Vebitcoin’s
domestic bank accounts and arrested
four people as part of a probe launched
into the firm’s activity.

The enforcement action follows the
announcement by the Central Bank of
Turkey on 16 April introducing the
Regulation on the Disuse of Crypto
Assets in Payments, which bans the
use of cryptocurrency for payments
throughout the country. On the same
day the Regulation became effective, a
Presidential Decree was published in
the country’s Official Gazette, adding
cryptocurrency trading platforms to the
list of businesses covered by
anti-money laundering and counter
terrorism financing (AML/CFT)
regulations.

Istanbul Public Prosecuto...

Istanbul Public Prosecuto...

Istanbul Public Prosecuto...

https://istanbulanadolu.adalet.gov.tr/istanbul-anadolu-cumhuriyet-bassavciliginin-thodex-hakkindaki-basin-aciklamasi
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Deutsche Bank’s Johannesburg branch fined 
£1.4 million over AML failings

The South African Reserve Bank
(SARB) imposed a R28 million fine
(£1.4 million) on Deutsche Bank AG’s
Johannesburg branch on 1 April
following a 2019 inspection that
identified weaknesses in the bank’s
anti-money laundering (AML) controls.

According to SARB, the branch failed to
comply with provisions of the Financial
Intelligence Centre Act 38 of 2001
requiring obliged entities to perform
initial and ongoing customer due
diligence and verifying related data on

foreign or domestic politically exposed
persons, family members, and
associates. Additionally, the bank did
not apply additional customer due
diligence on legal persons, trusts, and
partnerships. Irregularities in record
keeping and nominating and
establishing an inspector’s
remuneration were also identified.

The regulator confirms that the penalty
has been imposed pursuant to the AML
controls weaknesses identified and not
because the bank was found to have

facilitated transactions involving money
laundering or the financing of terrorism.

An additional R10 million (£501,220)
suspended fine has also been imposed,
in addition to remedial actions.

SARB press release

SARB notice

Financial Intelligence Ce...

Crown Melbourne Ltd fined AUD 1 million for 
failure to vet junket operators

Australia’s Victorian Commission for
Gambling and Liquor Regulation
(VCGLR) announced on 27 April that it
has fined Crown Melbourne Ltd the
maximum fine of AUD 1 million
(£556,800) for failing to comply with
obligations relating to junket
operations.

The VCGLR determined following its
investigation into Crown’s junket
operations, including Crown’s
engagement with certain individuals
who were junket operators, junket
agents and/or junket players at the
Melbourne casino, that the processes
implemented by Crown were not robust,
as required by internal control
statements.

In addition to this the VCGLR
determined that Crown: (1) failed to

gather necessary information to enable
it to make an informed decision
concerning the probity of relevant
junket entities and did not check and
verify relevant information directly with
the junket entities; (2) failed to ensure
that decisions relating to probity
assessments were made by
decision-makers who understood or
were in a position to prioritise Crown’s
regulatory obligations; and (3) failed to
maintain appropriate and
contemporaneous records relating to
junket probity decisions, which meant
that it was unclear how certain
decisions were reached and whether
such decisions were made with due
regard to Crown’s regulatory
obligations.

In addition to the AUD 1 million fine
imposed pursuant to Section 20 of the

Casino Control Act 1991, the VCGLR
has also issued a letter of censure to
Crown, which (1) prohibits Crown from
recommencing junket operations at the
Melbourne casino until it has satisfied
the VCGLR that its processes and
procedures have been improved to a
satisfactory standard; and (2) requires
Crown to report regularly on the
progress of a reform agenda outlined to
the VCGLR.

The VCGLR’s statement explains that
its findings may be relevant to the Royal
Commission into the Casino Operator
and Licence and that as such the
VCGLR will continue to assist the Royal
Commission with its inquiries.

VCGLR press release

VCGLR media release

https://www.resbank.co.za/en/home/publications/publication-detail-pages/media-releases/2021/SARB-sanctions-Deutsche-Bank-AG-Johannesburg-branch
https://www.resbank.co.za/en/home/publications/publication-detail-pages/media-releases/2021/SARB-sanctions-Deutsche-Bank-AG-Johannesburg-branch
https://www.resbank.co.za/en/home/publications/publication-detail-pages/media-releases/2021/SARB-sanctions-Deutsche-Bank-AG-Johannesburg-branch
https://bit.ly/3t4qUcq
https://bit.ly/3t4qUcq
https://www.fic.gov.za/Documents/FIC%20Act%20Web%20File.pdf
https://www.fic.gov.za/Documents/FIC%20Act%20Web%20File.pdf
https://www.fic.gov.za/Documents/FIC%20Act%20Web%20File.pdf
https://www.vcglr.vic.gov.au/news/crown-melbourne-fined-1-million
https://www.vcglr.vic.gov.au/news/crown-melbourne-fined-1-million
https://www.vcglr.vic.gov.au/news/crown-melbourne-fined-1-million
https://www.vcglr.vic.gov.au/media
https://www.vcglr.vic.gov.au/media
https://www.vcglr.vic.gov.au/media
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REPORTS AND SPEECHES

SolarWinds a “wake-up call” on supply chain 
risks, states New York DFS report

The New York State Department of
Financial Services (DFS) has urged
companies to treat the recent
SolarWinds cyberattack as a “wake-up
call” in a report released on 27 April
following an investigation into the
hack. Through its hijack of US software
infrastructure company SolarWinds’
Orion platform, Russian Foreign
Intelligence Service hackers allegedly
broke into thousands of organisations,
including nine federal agencies and
almost 100 companies in New York’s
financial services industry.

The SolarWinds hack formed part of a
wider alleged attack by Russian
intelligence actors known as “APT 29”
or “Cozy Bear,” which stole sensitive
information, the report states. The hack,
which took place between September
2019 and December 2020, was
discovered by US cybersecurity
company FireEye on 12 December 2020
and announced by SolarWinds the
following day. Another vulnerability was
discovered in late December.

DFS’s investigation found that most
regulated companies took a variety of
remedial measures in response to the
hack, including checking systems
integrity and audit logs for indicators of
compromise, disconnecting affected
systems from their networks and
applying security patches to affected
systems. Several companies
decommissioned Orion and replaced it
with another monitoring product. Most
companies responded swiftly to the
vulnerability once it was announced,
with none having reported that the
hackers actively exploited their
networks. However, DFS also found that
several companies had insufficient
measures in place to patch high-risk
cyber vulnerabilities at speed.

The report recommends companies
implement four “key cybersecurity
measures” to reduce supply chain cyber
risks – an attack that hijacks IT
software, embedding malware inside a
legitimate product. DFS highlights the
dangerous nature of supply chain
attacks as they can allow a hacker to
access the networks of many
organisations in a single stroke.

Recommendations

Address third-party risks: the report
states that some companies were
not classifying SolarWinds as a
critical vendor, even though Orion
had privileged access to the

company’s network. Policies should
include processes for due diligence
and contractual protections that
ensure the company can monitor
the cybersecurity practices and
overall “cyber hygiene” of important
vendors. This includes immediate
notification when a cyber event
occurs that impacts a company’s
information systems

“Zero trust mindset”: DFS-regulated
companies should treat all third
party vendors as potential vectors
for a cyberattack

Strengthen patch management
policies: organisations should
prioritise patch testing, validation
processes, and deployment as part
of an overall programme of
managing cyber vulnerabilities

An organisation’s incident response
plan should include procedures to
isolate affected systems, reset
relevant account credentials, rebuild
from backups created before the
compromise, archive audit and
system logs for forensic purposes,
and update response plans based
on lessons learned

DFS press release

DFS report

https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202104271
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202104271
https://www.dfs.ny.gov/reports_and_publications/press_releases/pr202104271
https://www.dfs.ny.gov/system/files/documents/2021/04/solarwinds_report_2021.pdf
https://www.dfs.ny.gov/system/files/documents/2021/04/solarwinds_report_2021.pdf
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UK FCA report on digital sandbox pilot

The UK’s Financial Conduct Authority
(FCA) released on 27 April a report
evaluating its recent digital sandbox
pilot which provided support to firms
creating digital solutions to challenges
caused by the Covid-19 pandemic. The
report finds that the pilot boosted
development speed for most
participants, and helped enhance
product design and business models.

The FCA in collaboration with the City
of London Corporation launched the
sandbox pilot in October 2020, with 28
organisations participating in
demonstrations in February 2021. It
provided a digital testing environment,
with access to synthetic data, a coding
development environment and a
catalogue of FinTech and RegTech
APIs. An observation deck enabled
regulators to observe “in-flight testing”
at a technical level.

The pilot prioritised products and
services that prevent fraud and scams,
strengthen the financial resilience of

vulnerable consumers, and ease of
access to finance for small and
medium-sized enterprises (SMEs) hit by
the pandemic. The FCA states that 84
percent of participants found the pilot
accelerated product development, in
part due to ready access to data in
building an early-stage proof of concept
for products and services. Some
estimated they had accelerated
development by 4-6 months, with one
estimating an acceleration of 18-24
months. Additional benefits of the pilot
include validating and improving AI and
machine learning models, refining
business plans, and networking within
the pilot ecosystem.

Participants reported wanting
additional data sets, with at least 25
percent of survey responses requesting
biometric data, unstructured data, and
audio or voice data. Feedback included
requests for improved ability to
collaborate in the testing environment
with other participants.

Next steps the FCA is set to take

Incorporate lessons from the initial
pilot when it runs a second cohort
of the digital sandbox in late 2021.
This is likely to focus on the theme
of sustainability and climate change
to support green finance in the UK
ahead of hosting the 26th United
Nations Climate Change conference
in November in Glasgow. The FCA
will work with stakeholders
throughout the summer to identify
specific sustainability use-cases for
the second cohort

In line with recommendations from
the recently published Kalifa Review
of UK FinTech, it will explore the
potential for a permanent version of
the digital sandbox

FCA report

Digital sandbox pilot

UK FCA executive director delivers speech on 
compliance and evolving regulatory expectations

The UK Financial Conduct Authority
(FCA) published on 26 April the
transcript of a speech by Executive
Director of Enforcement and Market
Oversight Mark Steward on
compliance, culture and evolving
regulatory expectations, which was
delivered to the NYU Law School.

Steward stated that the FCA’s Five
Conduct Questions (5CQ) Programme,

which was developed with the aim of
assisting wholesale banks to improve
conduct risk management and culture,
is increasingly focusing on personal
accountability of personnel, which
seeks to reduce the risk of
non-compliance within firms.

In addition, Steward underlined that the
UK’s Senior Managers and Certification
Regime (SM&CR), which commenced in

2016 with the aim of raising
management standards in banks and is
currently applicable to all firms
regulated by the FCA, “has wrought
some profound changes in the way
firms allocate responsibilities, align
those responsibilities to relevant
controls and ensure oversight”.

FCA speech transcript

https://www.fca.org.uk/publication/corporate/digital-sandbox-joint-report.pdf
https://www.fca.org.uk/publication/corporate/digital-sandbox-joint-report.pdf
https://www.fca.org.uk/firms/innovation/digital-sandbox
https://www.fca.org.uk/firms/innovation/digital-sandbox
https://www.fca.org.uk/firms/innovation/digital-sandbox
https://www.fca.org.uk/news/speeches/compliance-culture-and-evolving-regulatory-expectations-mark-steward
https://www.fca.org.uk/news/speeches/compliance-culture-and-evolving-regulatory-expectations-mark-steward
https://www.fca.org.uk/news/speeches/compliance-culture-and-evolving-regulatory-expectations-mark-steward
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UK FCA CEO delivers speech on innovation

UK Financial Conduct Authority (FCA)
Chief Executive Nikhil Rathi delivered a
speech on 20 April during UK FinTech
Week, on the need to support financial
innovation in the service of customers
and the UK market. Rathi underlined
that “regulatory open-mindedness” has
enabled the UK’s success in financial
innovation, such as the regulatory
support provided by the FCA’s Project
Innovative and the regulatory sandbox.

Rathi emphasised that firms that have
passed through the sandbox and
successfully completed their testing
have provided innovative solutions on
ways to manage compliance with
anti-money laundering provisions,
particularly with regards to the issuance
of virtual assets, with certain products
tested raising concerns about

investments in cryptoassets which rely
on distributed ledger technology (DLT).
According to Rathi, the FCA will shortly
allow year-round applications for the
sandbox and will seek to develop
innovative offerings by better
advertising the support provided to
firms. Furthermore, he underlined that
the FCA will take forward the Kalifa
FinTech Review’s recommendation to
implement a “scalebox” to support
firms focusing on scaling technology,
which includes creating “a regulatory
nursery” with the aim of enhancing
oversight of newly authorised firms.

Concurrently, Rathi called for the
government to enhance efforts to better
protect consumers online, highlighting
that online search and social media
platforms should face greater

responsibility for their role in
connecting consumers with investment
offers. According to Rathi, platforms
should be compliant with financial
promotion rules when profiting from
advertising of fraudulent investments.

The FCA is reviewing how the
Regulatory Decisions Committee
operates and seeks to establish
whether decisions on authorisation or
supervisory interventions could be
made in a simplified manner in order to
enable “quick decisive action” to
prevent access or allow removal of
firms that are non-compliant with the
FCA’s standards.

FCA speech transcript

UK committee publishes report on freeports

The UK House of Commons
International Trade Committee
published on 20 April its fourth report
of session 2019-2021 on its inquiry
into freeports, which cites experts who
assert that freeports will be high-risk
for corruption and that anti-money
laundering (AML) regulations will
require freeport operators to report
suspicious transactions and adhere to
customer due diligence obligations.

While the parliamentary report
acknowledges that freeports used for
high-value storage are globally
associated with corruption, illicit funds,
tax evasion, money laundering, and
smuggling, some experts cited point to
opportunities for risk mitigation,

including through AML legislation.

In a parliamentary evidence session on
24 February, Minister of State for
Regional Growth and Local Government
Luke Hall stated that the government
does not intend for freeports to be used
as high-value storage locations. The
report welcomes efforts to address
security risks, but urges clarity on how
ongoing monitoring and enforcement
will be handled at freeports.

Departmental oversight is also raised
as a potential issue, with a lack of
clarity over whether HM Treasury or the
Department for International Trade was
best suited to submit evidence to the
inquiry. The Committee expresses

concern that government accountability
and cross-departmental collaboration
on freeports is lacking.

The Committee calls on HM Treasury to
publish an impact assessment
following the recent announcement of
freeport locations in the UK and
recommends a
government-commissioned
independent evaluation on freeport
policy implementation within five years
of the first freeports opening.

Committee press release

Committee report

UK freeports inquiry
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UK FCA speech on "purposeful" AML controls

The UK Financial Conduct Authority
(FCA) published on 1 April the
transcript of a speech delivered by
Executive Director of Enforcement
Mark Steward to the AML & ABC Forum
on 24 March, in which Steward states
that the regulator expects to see its
Warning List, including the recently
developed cryptocurrencies list,
actively used by both firms and
consumers. The enforcement chief
also notes that two of the regulator’s
biggest sanctions over the past year
were for failures to address anti-money
laundering and financial crime risks,
stressing the importance of effective
systems and controls.

Steward states that the FCA is currently
pursuing 42 anti-money laundering
investigations involving politically
exposed persons, customers with

significant cash intensive operations,
correspondent banking and trade
finance, and transaction monitoring.
After presenting its previous 2020
cases involving Commerzbank AG’s
London branch, fined £37.8 million and
Goldman Sachs International, fined
£96.6 million, the FCA enforcement
chief notes that these instances
demonstrate values and challenges
involving systems and controls
designed to prevent and tackle money
laundering. Steward adds that financial
institutions must bear in the mind that
in applying AML controls, risks can
often be far more serious than white
collar crimes, often involving more
serious crimes such as supporting
terrorist networks or narcotics
trafficking. Steward also added that
AML investigations are often complex
in that they require a systemic

understanding of how a firm operates,
its governance controls, cultural habits,
and “the nuts and bolts of sometimes
opaque systems”.

According to Steward, in the last 12
months the FCA has increased
surveillance of online investment
promotions, focusing on potential
scams. Additionally, he stresses that
the Unregistered Cryptocurrencies List
should be used to safeguard
consumers and ensure that all
transactions involving cryptocurrency
businesses are effectively scrutinised
and the subject of suspicious activity
reports when necessary. Alerts
concerning the FCA’s Warning List have
increased by over 100 percent since
2019, relating to over 1,000 firms.

FCA speech transcript

Digital ID survey respondents positive about its 
potential to help combat illicit finance

The results of a joint survey into digital
ID’s potential to help combat financial
crime were published on 14 April by
the Royal United Services Institute
(RUSI) and ACAMS, which finds that
even though most respondents would
like to use the technology to boost
compliance, the lack of sufficient
guidance and standardisation hinders
broader adoption.

The survey finds that two-fifths of
respondents consider that digital ID
tools would increase the effectiveness
of AML controls and overall compliance

efficiency and make customer
onboarding more cost effective.
Furthermore, 57 percent of respondents
believe that digital ID would help inform
red flags and known typologies, while
the biggest expected impacts are
related to detecting hidden network
relationships and the ability to detect
suspicious behaviour based on
geolocation data.

According to most respondents, the
greatest risks posed by the use of
digital ID tools are fraud and
exploitation of the vulnerable, while

cybersecurity concerns purportedly
continue to hinder compliance
professionals from adopting the
technology. Despite the Covid-19
pandemic, less than half of the
respondents stated that they are more
willing to accept digital ID for financial
crime compliance.

The survey is based on 304 responses
received between January and March.

RUSI press release

Survey results
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UK ethics chief acknowledges conflict of interest 
in Greensill parliamentary testimony

The UK’s Cabinet Secretary Simon
Case and Director General of Propriety
and Ethics in the Cabinet Office Darren
Tierney gave oral evidence on 26 April
to the House of Commons’ Public
Administration and Constitutional
Affairs Committee (PACAC) regarding
government links to supply chain
financing firm Greensill Capital (UK)
Ltd. Tierney acknowledged that
Alexander (Lex) David Greensill’s
appointment as an advisor to
then-prime minister David Cameron
represented a conflict of interest,
noting that Greensill’s exact position
was not clear.

Tierney testified that written documents
suggest that Greensill’s appointment
was approved by ex-Cabinet Office
Minister Lord Francis Maude, based on
a three-month employment letter.
Maude also reportedly hired William
Crothers, who served as chief
procurement officer and then as chief
commercial officer. Committee
members questioned why Crothers
maintained positions as both a
government official and a consultant for
Greensill’s company simultaneously.

Chair of the Advisory Committee on
Business Appointments (ACOBA) Eric
Pickles sent a first letter on 19 March
seeking clarification on how Crothers
was given a directorial appointment at
Greensill in November 2015, as there is
no record of him seeking approval.
Crothers disclosed in a 9 April response
to Lord Pickles that he had received
approval for and accepted a position as
advisor to Greensill’s board in
September 2015, while still employed
as a senior civil servant. According to

Case, Heywood approved Crothers’s
request to join Greensill as an advisor,
in line with internal procedures, but
Tierney notes that the former
procurement officer should have sought
approval when his position was
upgraded to director, thereby gaining
company shares potentially worth
millions of pounds.

MPs stressed that this highlights
conflict of interest concerns regarding
officials seeking employment in the
private sector with non-senior titles to
avoid scrutiny, receiving remuneration
greater than their private sector titles
suggest. Codes of conduct do not take
financial compensation into account.

The committee members also
discussed reports of ex-Commissioner
of the Metropolitan Police Bernard
Hogan-Howe and former Crown
Representative David Brierwood also
being involved in possible conflicts. The
Telegraph reported on 14 April that
Hogan-Howe sat on the board of the
Cabinet Office while employed as a paid
consultant at Earnd (UK) Ltd, a
subsidiary of Greensill Capital
Management Company (UK) Ltd,
according to a UK Companies House
entry. Hogan-Howe’s interest ceased on
7 March, according to his House of
Lords disclosures.

According to the Telegraph,
Hogan-Howe’s role included supervising
an £80 million plan to extend supply
chain finance to the public sector, while
his statement released to the paper
stresses that he did not play any role in
attributing this contract. Notably,
Greensill began offering Earnd services

free of charge to some National Health
Service (NHS) trusts in March 2020,
with a full roll-out in October that year,
according to an NHS press release.
Crothers was also appointed as a
director at Earnd in April 2020, which
was terminated in February, according
to a Companies House entry.

Former Crown Representative David
Brierwood took a directorial position at
Greensill in late 2014, after joining the
Cabinet Office in October, according to
15 April reporting by the Guardian.
During his time in public service,
Brierwood did not participate in tenders,
according to a Cabinet Office
spokesperson quoted in the article.
However, Case and Tierney state that
the involvement of Brierwood,
Hogan-Howe, and Crothers will be
analysed during the inquiry led by Nigel
Boardman into the relationship between
Greensill and UK officials.

During a 15 April evidence session
before PACAC, Lord Pickles admitted
that there are anomalies in how senior
civil servants are informed of their
duties when seeking private sector
employment and regarding the
procedures for reviewing and approving
applications. During the 26 April
hearing, committee members raised
concern over the rules of conduct
governing unpaid advisors who are not
employed as civil servants and that
such appointments are not recorded.

PACAC oral evidence sessi...

PACAC oral evidence sessi...

PACAC press release (23 A...
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Europol publishes serious and organised crime 
threat assessment for 2021

The European Union Agency for Law
Enforcement Cooperation (Europol)
published on 12 April its serious and
organised crime threat assessment
(SOCTA) 2021, which identifies trends
and anticipates future developments in
the serious and organised crime threat
facing the EU over the next four years.

The report stresses that the
coronavirus pandemic has proven to be
an opportunity for criminals rather than
an obstacle, with Europol emphasising
the possibility of further evolutions in
the post-crisis landscape. The report
also underscores that criminal groups
mirror managerial structures, the
orientation for profit, and
interconnectedness of revenue streams
found in legitimate enterprises.

Cooperation between different
networks is a defining characteristic of
the current criminal environment,
according to the report. Key individuals
are thus involved in multiple illicit
operations that thrive with the help of
white-collar professionals such as

brokers or financial experts. Relatedly,
the professionalisation of money
laundering has led to the emergence of
a parallel financial system whose exact
scale is difficult to ascertain due to
critical intelligence gaps.

According to the SOCTA 2021, around
half of all criminal groups create their
own legal business structures, while
over 80 percent of illicit operations
active in the EU directly control or
infiltrate already existing legitimate
arrangements. Europol also stresses
that six out of every ten criminal
organisations engage in corruption and,
while the basic structure remains
unchanged, the digitalisation of the
economy and the public sector brings
new risks. Examples of new threats
include using cryptocurrencies to bribe
officials or accessing privileged
information through cyberattacks.

Concurrently, the report highlights that
nearly every criminal operation has an
online component, with the emergence
of a business model that offers

cybercrime as a service. Both online
and offline fraud are significant threats,
while human trafficking and
exploitation, and migrant smuggling are
also critical risks facing the EU.
Nevertheless, the largest illegal
operation remains the production and
distribution of narcotics, with almost 40
percent of criminal groups involved in
drug trafficking.

Looking forward, Europol sees the
green transition as a new area for the
development of complex fraud
schemes. In the event of a
post-pandemic financial crisis, Europol
sees a significant threat in money
laundering through inactive companies
or cash-intensive businesses, with
trade-based laundering operations also
expected to profit. A similar threat
would likely be posed by the added
pressure on financial institutions, which
could lead to inefficient due diligence.

Europol press release

Swiss Attorney General issues annual report

The Swiss Office of the Attorney
General (OAG) published its annual
report on 6 April, noting that despite
the challenges faced due to the
pandemic it secured over CHF 500
million (more than £390 million) in
unlawfully obtained funds.

According to the OAG, roughly 1,000
cases were completed, 700 final
decisions made, and 29 indictments

were filed in 2020. Significant cases
included those related to the
Petrobras-Odebrecht scandal involving
a former FIFA secretary-general, and the
conviction of a former member of the
Ukrainian parliament on money
laundering charges.

As part of the 1MDB case, the OAG is
currently conducting criminal
proceedings against two former UAE

public officials, two former members of
1MDB management, two former
PetroSaudi Oil Services executives, and
two cases targeting Swiss banking
institutions. Another ongoing case
involves Credit Suisse AG’s alleged
involvement in laundering the proceeds
of a Bulgarian crime group.

OAG press release

https://www.europol.europa.eu/newsroom/news/serious-and-organised-crime-in-eu-corrupting-influence 
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European Commission adopts 2021-2025 
strategy to tackle organised crime

The European Commission adopted on
14 April the EU strategy to tackle
organised crime 2021-2025, which
sets out the EU’s priority work
standards for the next five years with
regards to enhancing law enforcement
and judicial cooperation, disrupting the
business models and structures of
criminal organisations operating
across borders, and addressing
corruption and the financial aspects of
organised crime.

The strategy, which builds on Europol’s
latest assessment of serious and
organised crime threats published on
12 April, highlights that criminal
revenues in the main EU criminal
markets – illicit arms and drugs,
trafficking in human beings, fraud,
environmental crime, cybercrime and
organised property crime – totalled
€139 billion in 2019. The Commission
aims to assist EU countries in fighting
organised crime more effectively,
through assessing existing and
proposing new legislative measures
concerning related offences; and
expanding, modernising and reinforcing
funding for related European projects.

The Commission highlights that
corruption is a primary element of
organised crime groups’ modi operandi,
with 60 percent of networks active in

the EU determined as perpetrators of
corruption. To reinforce its commitment
to addressing corruption as a
“fundamental pillar for upholding the
rule of law”, the Commission
emphasises that it intends to assess
existing EU anti-corruption rules and
welcomes the start of operational
activities by the new European Public
Prosecutor’s Office (EPPO). The
Commission is expected to publish its
response to European Chief Prosecutor
Laura Codruța Kӧvesi’s 7 April letter
proposing the 1 June 2021 as the start
of the EPPO’s investigative and
prosecutorial activities.

In order to increase the detection of
money laundering activities and the
confiscation of criminal assets, the
Commission is currently preparing
legislative proposals: (1) to reinforce
and develop the EU AML framework,
specifically to address divergences in
its application and vulnerabilities in the
enforcement of the rules; and (2) to
revise the Confiscation Directive and
the Council Decision on Asset Recovery
to expand the scope of the criminal
offences covered.

In an accompanying staff working
document, the Commission proposes a
number of measures aimed at allowing
member states to benefit from the full
potential of the “flagship EU instrument
for cooperation to fight organised and
serious international crime”, the
European Multidisciplinary Platform on
Organised Crime (EMPACT).

Concurrently, the Commission adopted
a recommendation for a Council
decision, calling for the opening of
negotiations for an agreement between
the EU and Interpol to enable
coordination in preventing and

countering terrorism and serious crime.
Particularly, the agreement should
ensure interoperability and cooperation
between Europol, the EPPO, Eurojust,
Frontex, and Interpol with respect to
information systems.

Other key action points include

Proposed amendments to the
Environmental Crime Directive in
the fourth quarter of 2021, to clarify
the scope of environmental crime
offences, provide more precision
with respect to sanctions and
facilitate the use of effective
investigative tools

A proposed action plan on
trafficking of cultural goods to
improve the traceability of cultural
goods in the internal market and
cooperate with third countries
where cultural goods are looted

The Commission will propose an EU
Police Cooperation Code which will
address the fragmentation of the
legal framework for cross-border
police cooperation and consolidate
existing EU instruments and
multi-lateral cooperation
agreements

Develop innovative technological
solutions and training activities to
improve law enforcement experts’
and first responders’ IT forensics
and IT crime expertise

EU Commission press relea...

Communication on the EU S...

Staff working document
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Ransomware taskforce final report sets out 
proposed framework and recommendations

The Institute for Security and
Technology’s Ransomware Taskforce
released its final report on 29 April,
providing a four-point framework and
48 recommendations compiled by over
60 representatives from government,
law enforcement, industry, and
international organisations that seek to
advocate a unified and robust
anti-ransomware campaign built on
public-private partnerships.

The final report’s findings note an
average system downtime of 21 days
due to ransomware attacks and
significantly higher 287 days for
companies to recover in full from such
attacks. In 2020, victims paid $350
million in ransomware demands, with
an average payment of $312,493. The
average payment represents a 171
percent increase from 2019, while the
total payments are 311 percent higher
than the previous year. In the US alone,
2,400 government agencies, hospitals,
and schools fell victim to ransomware
attacks in 2020.

The UK’s National Crime Agency (NCA)
issued a 29 April statement welcoming
the report and the opportunity to
increase its coordination with partners
on anti-ransomware efforts, including
the National Cyber Security Centre,
which participates in the taskforce.

The NCA emphasises the
recommendations and the need to
promote a coordinated public and
private sector approach to ransomware
threats. The four-point framework
centres on deterring attacks through a
strategy that builds on national and
international cooperation, disrupting
ransomware business models and
targeting criminal proceeds, preparing
for attacks, and responding more
effectively when attacks occur.

Recommendations include

The US government should lead the
campaign through White House
coordination supported by an
inter-agency working group,
government taskforce, and private

industry-run hub in order to address
ransomware threats

International and law enforcement
operations must be coordinated
and proactively address
ransomware threats with a robust
strategy to include deterring
countries that support ransomware
attackers

Countries should create response
and recovery funds

National governments must require
organisations to report any
ransomware payments made and
oblige them to consider alternatives
prior to paying ransomware
attackers

An international framework should
be developed and adopted

Governments should consider
adopting regulations and penalties
to address critical sectors at risk

Governments must place tighter
regulations on the cryptocurrency
sector, including comprehensive
anti-money laundering, combatting
the financing of terrorism, and
know-your-customer requirements

NCA announcement

RTF report

Ransomware taskforce

https://www.nationalcrimeagency.gov.uk/news/nca-on-ransomware-task-force
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EU Commission publishes final report on audit 
of Czech Republic conflicts of interest

The European Commission (EC)
published on 23 April its final report on
the audit of the management and
control systems in place to avoid
conflicts of interest in publicly funded
projects in the Czech Republic, which
concludes that Prime Minister (PM)
Andrej Babiš was in conflict of interest
when benefitting from EU subsidies as
sole shareholder of Agrofert Group and
that the Czech authorities did not
ensure that the management and
control systems in place avoided such
conflicts of interest.

According to the final report, from
January 2014 to May 2017 Babiš
served as Minister of Finance as well as
Deputy PM for the Economy, whilst the
sole shareholder of Agrofert, which was
in receipt of EU funds, in violation of the
Czech Act No. 159/2006 and EU
Regulation 966/2012. However, the
report notes that at the time Czech

national law on conflicts of interest did
not contain a specific provision
prohibiting the granting of public funds
to companies in which a public official
was involved.

The final report states that after the
entry into force of national provisions
prohibiting the award of EU grants to a
company in which a public official owns
at least 25 percent of its shares, in
violation of EU Regulation 2018/1046,
Babiš purportedly transferred his
shares in Agrofert to two trust funds,
which he controlled. In addition to this,
the report claims that as an ESIF
Council member, Babiš approved an
increase in the maximum amount of
funds that could be allocated to large
companies, including Agrofert.

In a November 2018 response to the
preliminary audit report, the Czech
Ministry of Justice argued that the EC’s

interpretation of Act No. 159/2006 is
incorrect, stressing that trust funds
should not be considered as
commercial enterprises. Babiš rejects
the final report’s findings, stating that
he has transferred his assets in
Agrofert to trust funds and that the
audit is “artificially induced by
professional whistleblowers”.

The final report was issued in
November 2019, with a follow-up
process in which the EC agreed to
monitor the implementation of the
recommendations from February 2020.
The EC lauds the Czech authorities’
progress since the issuance of the
report in implementing its
recommendations.

EC press release

EC report

NGO report use of AI to combat corruption

The US non-governmental organisation
Coalition for Integrity (C4I) published
on 7 April a report called ‘Using
machine learning for anti-corruption
risk and compliance’, which provides
details on how artificial intelligence
(AI) can be used by companies to
develop their anti-bribery and
corruption compliance mechanisms.

The report notes that machine learning
can substantially assist companies with
identifying suspicious or high-risk
transactions and relationships,

including with third parties, and can
help maintain “suitable levels” of
customer due diligence in both
onboarding and ongoing monitoring.

In addition, the document highlights
that bribery and corruption present a
higher potential for AI class imbalance
– which is in essence a lack of data
diversity – than fraud and money
laundering (ML), noting that ML often
implies criminal organisations
frequently processing large volumes of
illegal proceeds, while payments of

bribes occur sporadically and at
irregular intervals.

The NGO provides a series of examples
where AI have been successfully
implemented with the aim of detecting
various types of financial crime,
including for identifying conflicts of
interest, antirust activities, identity theft,
fraud or dealings with sanctioned
individuals or with foreign officials
involved in corrupt activities.

C4I press release
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EU ready to consider restrictive measures on 
Syria after OPCW report on chemical attacks

EU High Representative Josep Borrell
announced on 12 April that the bloc is
ready to consider additional restrictive
measures targeting Syrian individuals
or entities connected with the Bashar
al-Assad regime after the Organisation
for the Prohibition of Chemical
Weapons (OPCW) released a second
report by the Investigation and
Identification Team (IIT) finding that
Assad’s forces likely carried out a
chemical attack in 2018.

The OPCW report states that it has
reasonable grounds to conclude that a
Syrian Arab Air Force helicopter
dropped chlorine gas on a

neighbourhood in the Syrian city of
Saraqib on 4 February 2018 in apparent
violation of international laws, including
the Chemical Weapons Convention.
Borrell’s statement notes that the action
could amount to a war crime and crime
against humanity, calling for those
responsible to be held accountable. The
High Representatives adds that the EU
is determined to see that the member
states party to the convention issue
“the strongest possible response”.

A US State Department spokesperson
added on 14 April that the US supports
the OPCW’s findings and calls on
international solidarity in standing ready

to hold the Assad regime accountable
for the attacks. On 20 April, the UK's
Foreign, Commonwealth, and
Development Office released a
statement labelling the attack an
international crime and calling on the
UN Security Council and parties to the
Chemical Weapons Convention to
“respond decisively”.

EU High Representative st...

UN press release

OPCW press release

GRECO publishes compliance report on the US

The Council of Europe’s Group of
States against Corruption (GRECO)
published on 9 April its second
compliance report of the fourth
evaluation round on the United States
of America, which assesses the
country’s progress on preventing
corruption in respect of members of
parliament, judges and prosecutors.
GRECO concludes that the US has

satisfactorily implemented five of the
12 recommendations, dealt with four
recommendations in a satisfactory
manner, and partly implemented the
remaining three recommendations.

The report states that in regard to
members of Congress, the
establishment of a statutory
requirement on ad-hoc disclosures
remains pending. Similarly, the issue of
revolving doors, including lobbying
activities relating to former Members of
Congress, requires further
consideration.

GRECO notes that additional
clarifications have been made to
substantiate the system of
re-appointments of magistrate and
bankruptcy judges in relation to judicial
independence. In respect of

prosecutors, the Department of
Justice’s Office of Professional
Responsibility (OPR) has significantly
upgraded the transparency of
procedures against prosecutors
accused of misconduct, but notes that
improvement is needed in regard to
autonomy and independence.

GRECO concludes that all of its
recommendations have been duly
considered by the US authorities and
targeted improvements have occurred
on most fronts to enhance corruption
prevention mechanisms in respect of
the legislature, judges and prosecutors.

GRECO press release

GRECO report
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EU Commission adopts 2021-2025 strategy on 
combatting trafficking in human beings

The European Commission adopted on
14 April an EU strategy on combatting
trafficking in human beings
2021-2025, setting out measures
aimed at reducing demand for
exploitation, disrupting the business
model of traffickers, which includes
combatting money laundering,
corruption, fraud and drug trafficking,
and protecting and empowering
victims of trafficking.

Actions include
launching a
legislative proposal
on sustainable
corporate
governance and
issuing guidance on
socially responsible
public procurement
and due diligence
against forced
labour

Building on the Commission’s third
report on the progress made in the fight
against trafficking in human beings

published on 20 October 2020, and on
the 2011 EU Anti-Trafficking Directive,
the strategy highlights that traffickers
make estimated profits of €29.4 billion
per year, and that over 14,000 victims
have been registered between 2017 and
2018, underlining recent adaptations
with regards to traffickers’ modi
operandi, whose activities have been
transferred onto online platforms. The
European Commission commits to
further supporting member states in
transposing and implementing the
Directive, as well as to launching an
evaluation to determine whether the
Directive is still adequate for its
purpose, and whether any revisions are
required.

Additionally, in the context of the new
Pact on Migration and Asylum adopted
on 23 September 2020, which
addresses border management, asylum
and integration, in order to create a
more efficient and fair migration
process and to reduce unsafe and
irregular routes, the Commission
intends to launch an action plan against
migrant smuggling for the period
2021-2025. The action plan will seek to
disrupt migrant exploitation activities
and strengthen operational cooperation
and information exchange among
member states, to facilitate
investigation and prosecution of
migrant smuggling networks.

Other key action points include

Supporting responsible
management of global supply
chains on products and human
rights due diligence, by launching a
legislative proposal on sustainable
corporate governance and issuing
guidance on socially responsible

public procurement and due
diligence against forced labour

Effectively reducing demand that
fosters trafficking in order to
deprive perpetrators of their
financial gain and ensuring that
crime does not pay. The
Commission encourages member
states to consider criminalising the
knowing use of services involving
trafficked persons. As part of the
forthcoming Directive evaluation,
the Commission will also assess
the possibility of establishing
minimum EU rules criminalising the
use of services of victims of
trafficking

Conducting dialogue with digital
industries, namely with internet and
technology companies, in order to
reduce the use of online platforms
for the recruitment and exploitation
of victims, as well as encouraging
systematic training of law
enforcement and judicial
practitioners on detecting and
mitigating human trafficking

Ensuring funding in both the EU and
non-EU partner countries to
specialised shelters for victims of
trafficking and non-governmental
organisations, migrant resource
centres for supporting victims
through the Asylum, Migration and
Integration Fund and Internal
Security Fund

EU Commission press relea...
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Interim report on Cyprus Investment Programme

Cyprus’ Attorney General, George
Savvidis, announced on 16 April that
the government appointed Commission
of Inquiry into the exceptional
naturalisation of foreign investors and
businessmen under the Cyprus
Investment Programme (CIP) has
submitted its interim report, which
finds that 51.81 percent of the
examined naturalisations were made in
excess of the authorising law.

The inquiry concerns a purported
conspiracy revealed in August last year
by Al Jazeera ’s Investigative Unit
dubbed the “Cyprus Papers”. The
investigation found that the CIP,
pursuant to which Cypriot citizenship
and EU passports were granted to
individuals investing a minimum of €2
million in the country, was used by
convicted criminals to access the EU’s
internal market and visa-free travel,

particularly through the aiding and
abetting of some of the country’s
highest political ranks. These included
Speaker of the House of
Representatives Demetris Syllouris, and
Member of Parliament Christakis
Giovanis. The programme has been
suspended by the government since 1
November 2020.

The European Commission launched an
infringement procedure against Cyprus
over the scheme on 20 October 2020,
stressing that the granting of EU
citizenship in exchange for
pre-determined payments or
investments without any genuine link
between the candidate and the relevant
member state undermines the essence
of EU citizenship and is not compatible
with the principle of sincere
cooperation established by EU treaties.

The Commission of Inquiry, chaired by
former president of the Cyprus
Supreme Court, Myron Nikolatos,
analysed the applications of 6,779
foreign investors, businessmen and
members of their families. The interim
report covers 2,478 exceptional
passports issued from 2007 to 2016,
and 417 issued until 2020, which were
deemed high-risk.

The Commission suggests the interim
report should be made public, and
underlines that the final report is
expected to be submitted to the
Attorney General in early June.

Cyprus General Prosecutor...

Agelia Foros article (in ...

Reuters article

French AMF publishes its annual report

The French Financial Markets Authority
(AMF) published its annual report on
15 April, which provides an overview of
its key activities and achievements in
2020, which includes the publication of
a climate reporting study and the
establishment of an national anti-scam
taskforce.

According to the AMF, its activities
concentrated on notifying all concerned
parties of their reporting obligations
under Regulation (EU) 596/2014 on
market abuse. The AMF also states that
it focused on urging the public to
remain alert to the increased risk of
fraud during the Covid-19 pandemic in

2020. Additionally, the regulator advised
the financial services sector to remain
alert to the increased risk of money
laundering and terrorist financing
(ML/TF) during the pandemic and was
actively involved in the European
Banking Authority’s discussions on
AML supervision.

Other AMF activities conducted in 2020
include cybersecurity and AML/CFT
inspections targeting asset
management companies and financial
investment advisors and establishing a
data exchange mechanism to assist
professional associations in identifying
ML/TF risks. The AMF’s Sanctions

Committee issued 13 sanctions and
secured 13 settlement agreements
related to market manipulation, insider
trading, and professional misconduct.

AMF chief Robert Ophèle stated during
his presentation of the annual report
that defending market integrity,
including preventing market
manipulation, remains a priority.

AMF press release (in Fre...

AMF report (in French)

Annexes to AMF report (in...

https://www.youtube.com/watch?v=chA3LQSTUG8&t=2s
https://www.youtube.com/watch?v=chA3LQSTUG8&t=2s
https://www.youtube.com/watch?v=chA3LQSTUG8&t=2s
https://ageliaforos.com/to-51-81-toy-synoloy-ton-kat-exairesi-politografiseon-eginan-kath-ypervasi-toy-exoysiodotikoy-nomoy/
https://ageliaforos.com/to-51-81-toy-synoloy-ton-kat-exairesi-politografiseon-eginan-kath-ypervasi-toy-exoysiodotikoy-nomoy/
https://ageliaforos.com/to-51-81-toy-synoloy-ton-kat-exairesi-politografiseon-eginan-kath-ypervasi-toy-exoysiodotikoy-nomoy/
https://ageliaforos.com/to-51-81-toy-synoloy-ton-kat-exairesi-politografiseon-eginan-kath-ypervasi-toy-exoysiodotikoy-nomoy/
https://ageliaforos.com/to-51-81-toy-synoloy-ton-kat-exairesi-politografiseon-eginan-kath-ypervasi-toy-exoysiodotikoy-nomoy/
https://news.trust.org/item/20210416105435-8lbyj/
https://news.trust.org/item/20210416105435-8lbyj/
https://www.amf-france.org/fr/actualites-publications/publications/rapports-annuels-et-documents-institutionnels/rapport-annuel-de-lamf-2020
https://www.amf-france.org/fr/actualites-publications/publications/rapports-annuels-et-documents-institutionnels/rapport-annuel-de-lamf-2020
https://www.amf-france.org/fr/actualites-publications/publications/rapports-annuels-et-documents-institutionnels/rapport-annuel-de-lamf-2020
https://www.amf-france.org/fr/actualites-publications/publications/rapports-annuels-et-documents-institutionnels/rapport-annuel-de-lamf-2020
https://www.amf-france.org/fr/actualites-publications/publications/rapports-annuels-et-documents-institutionnels/rapport-annuel-de-lamf-2020
https://www.amf-france.org/sites/default/files/private/2021-04/ra2020_web_5.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra2020_web_5.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra2020_web_5.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra2020_web_5.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra-2020-annexes-vf.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra-2020-annexes-vf.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra-2020-annexes-vf.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra-2020-annexes-vf.pdf
https://www.amf-france.org/sites/default/files/private/2021-04/ra-2020-annexes-vf.pdf
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Bank for International Settlements research 
paper on AML/CFT supervision of cryptoassets

The Bank for International Settlements’
(BIS) Financial Stability Institute (FSI)
published on 7 April a report on the
anti-money laundering and counter
financing of terrorism (AML/CFT)
supervision of cryptoassets. The report
states that there is a crucial need for
stringent implementation of
international AML standards, including
Financial Action Task Force (FATF)
standards, and calls on regulators to
adopt supervisory technology
(SupTech) and increase information
sharing in order to reduce the risk of
regulatory arbitrage.

SupTech innovation,
such as machine
learning and AI
could be used to
enhance the
supervision of
cryptoasset
activities

The research paper concludes that
jurisdictions should prioritise three
points of action, which are the
following: (1) defining the regulatory
perimeter and detecting unlicenced
activities, particularly those concerning
novel instruments and operating

models that do not conform to existing
definitions; (2) implementing the FATF
recommendation with respect to the
travel rule; and (3) understanding and
mitigating the risks posed by
peer-to-peer (P2P) transactions based
on thorough risk assessments, as well
as innovative applications and
technologies.

Other key findings include

Most jurisdictions surveyed for the
study are only just commencing
implementing and enforcing
AML/CFT international standards
with respect to cryptoassets, with
some applying their existing
AML/CFT supervision frameworks
to cryptoassets, while others are
applying a framework specifically
designed for cryptoasset service
providers (CSPs), which they
consider an entirely new category of
financial institutions

Enforcement actions in the case of
CSP non-compliance with AML/CFT
requirements remain limited and
have only been undertaken by a
small number of jurisdictions,
particularly because most surveyed
jurisdictions have no obligations
established for CSPs under their
AML/CFT legislation

SupTech innovation, such as

machine learning and artificial
intelligence could be used to
enhance the supervision of
cryptoasset activities, while the
existence of a public blockchain for
many cryptoassets creates an
additional data set that could be
available for authorities’ use. The
paper highlights the example of the
Netherlands, Japan, and Singapore,
where authorities are working on
new, data-driven approaches to
supervision, using multi-stakeholder
approaches, and using both data
analytics techniques and real-time
blockchain information as part of
the supervisory approach to the
crypto sector

Most of the surveyed authorities
have legal powers and institutional
arrangements, based on
pre-existing memoranda of
understanding (MoUs) with foreign
supervisory authorities intended to
facilitate the exchange of
information on trends, typologies,
challenges to the implementation of
international standards, and
emerging supervisory practices

BIS press release

FSI Insights paper: Super...

Executive summary

https://www.bis.org/fsi/publ/insights31.htm
https://www.bis.org/fsi/publ/insights31.htm
https://www.bis.org/fsi/publ/insights31.htm
https://www.bis.org/fsi/publ/insights31.pdf
https://www.bis.org/fsi/publ/insights31.pdf
https://www.bis.org/fsi/publ/insights31.pdf
https://www.bis.org/fsi/publ/insights31.pdf
https://www.bis.org/fsi/publ/insights31_summary.pdf
https://www.bis.org/fsi/publ/insights31_summary.pdf
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FATF mutual evaluation report finds New 
Zealand measures “delivering good results”

New Zealand has established effective measures to combat
money laundering and terrorist financing (AML/CFT) but
there is scope to improve beneficial ownership transparency
and sectoral supervision, the Financial Action Task Force
(FATF) stated in its 2021 mutual evaluation report on the
country published on 29 April. The FATF has also called on
the country to improve its implementation of targeted
financial sanctions.

New Zealand has developed a “robust understanding” of the
domestic and international money laundering threats, with
terror financing risks predominantly originating from
overseas groups, according to FATF’s assessment.
Authorities in the country have established an AML/CFT
system that is “effective in many respects”, the report states.
The review was conducted between February and March
2020. New Zealand scored “compliant” for eight of FATF’s 40
Recommendations, “largely compliant” for 20, and “partially
compliant” for 12. The country was previously evaluated in
2009, with a follow-up in 2013.

Law enforcement agencies in the country regularly use
financial intelligence to detect potential criminal activities
and investigate wrongdoing, particularly in recovering the
proceeds of crime, according to FATF. However, agencies
could benefit from exploiting the potential of financial
intelligence to detect criminal activity by individuals not
already known to law enforcement. The report highlighted
New Zealand’s effective cooperation with international
partners in combatting financial crime.

New Zealand has three AML/CFT supervisors - the Reserve
Bank of New Zealand, the Financial Markets Authority and the
Department of Internal Affairs. The review found that the
supervisors have a good understanding of the risks of the

respective sectors but recommended they could improve the
use of sanctions. The banking sector in particular needs
greater focus and resources, the report states.

While the country has made efforts in recent years to improve
transparency of beneficial ownership, FATF found that “major
gaps” remain in its framework, including insufficient
measures to prevent risks posed by nominee directors and
shareholders; inadequate mechanisms for authorities to
obtain useful beneficial ownership information on limited
liability companies and partnerships and trusts, which are
very common in New Zealand.

Despite the fact that the country has not prosecuted any
terrorist financing cases to date, the report states that
authorities demonstrated effectiveness in undertaking
terrorism financing investigations following the Christchurch
attacks in 2019.

Areas for improvement

Give clear powers and mandates to the appropriate
agencies to supervise and enforce targeted financial
sanctions obligations

Progress is needed towards a mature supervision regime
for Designated Non-Financial Businesses and
Professions (DNFBPs)

Support the New Zealand Financial Intelligence Unit’s
(FIU) ability to directly identify new targets and trends and
help law enforcement agencies make more use of FIU
financial intelligence products to launch investigations
into new targets

Update laws and regulations to address gaps including
licensing and registration of financial institutions and
DNFBPs; gaps in preventive measures; and the
authorisation of essential human needs concerning
designated individuals

FATF press release

FATF mutual evaluation report

https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-new-zealand-2021.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-new-zealand-2021.html
https://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-new-zealand-2021.html
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-New-Zealand-2021.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-New-Zealand-2021.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-New-Zealand-2021.pdf
https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/Mutual-Evaluation-Report-New-Zealand-2021.pdf
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IMF report identifies vulnerabilities in Philippines’ 
AML/CFT systems

The International Monetary Fund (IMF)
announced on 9 April that its Executive
Board has concluded the financial
system stability assessment report for
the Philippines on 5 March. The report
finds that the country’s anti-money
laundering and counter terrorism
financing (AML/CFT) mechanisms lack
effectiveness, and that the Philippines
may be included on the Financial
Action Task Force list of jurisdictions
with serious AML/CFT deficiencies
during the course of this year.

According to the assessment, the
Philippines’ banking sector is subject to
bank secrecy laws which hamper the
sharing of information with authorities.
The IMF emphasises that the country
should amend its legislative framework

to provide full access to bank secrecy
information to competent authorities.

Recommendations include

Establishing a legal framework to
target financial sanctions relating to
proliferation financing

Ensuring risk-based AML/CFT
supervision and developing risk
mitigation measures, including with
respect to sanctioning procedures
for high-risk sectors

Strengthening transparency and
accuracy of companies’ beneficial
ownership information

Including tax-related crimes as
designated offences for ML

Enhancing regulatory mechanisms
and standards concerning the
transfer of significant ownership or
controlling interests and assessing
beneficial owners’ suitability

Resolve the Philippine Amusement
and Gaming Corporation’s conflict
of interest issue deriving from its
role as an AML/CFT supervisor and
a casino operator

IMF press release

IMF report

UK Gambling Commission’s new strategy

The UK Gambling Commission (GC)
published on 1 April its corporate
strategy for the next three years to
ensure a well-regulated gambling
market in the UK and to better regulate
the National Lottery, taking into
account the most recent assessment
of risks posed to consumers and
market integrity.

The priorities include

Tackling illegal providers who are
offering unlicensed gambling to UK
consumers by (1) collecting
evidence to inform and influence
disruption and enforcement of the

illegal gambling market; and (2)
building relationships domestically
and internationally to share
experiences and knowledge of the
illegal gambling market to help
reduce risks

Preventing money laundering and
terrorist financing by (1) continuing
to apply national and international
best practice through the effective
implementation of the Money
Laundering Regulations, Proceeds
of Crime Act and associated
legislation; (2) updating the Money
Laundering and Terrorist Financing
Risk Assessment to reflect the

current risks and publishing
updated guidance materials; (3)
continuing to work with partner
agencies to share information and
intelligence across the global
gambling market; and (4) ensuring
licensing processes remain robust
and that the Commission can
manage the risks associated with
the increasing complexity of
corporate structures

Managing the risks to betting
integrity and event manipulation

Gambling Commission strat...

https://www.imf.org/en/News/Articles/2021/04/09/pr21105-philippines-imf-executive-board-concludes-financial-system-stability-assessment
https://www.imf.org/en/News/Articles/2021/04/09/pr21105-philippines-imf-executive-board-concludes-financial-system-stability-assessment
https://www.imf.org/en/News/Articles/2021/04/09/pr21105-philippines-imf-executive-board-concludes-financial-system-stability-assessment
https://www.imf.org/en/Publications/CR/Issues/2021/04/08/Philippines-Financial-System-Stability-Assessment-Press-Release-and-Statement-by-the-50347
https://www.imf.org/en/Publications/CR/Issues/2021/04/08/Philippines-Financial-System-Stability-Assessment-Press-Release-and-Statement-by-the-50347
https://beta.gamblingcommission.gov.uk/about-us/guide/our-strategy-for-the-next-three-years
https://beta.gamblingcommission.gov.uk/about-us/guide/our-strategy-for-the-next-three-years
https://beta.gamblingcommission.gov.uk/about-us/guide/our-strategy-for-the-next-three-years
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SPECIAL FEATURE

A spotlight on Venezuela: sanctions evasion

The escalation of international sanctions against
Venezuelan individuals and entities over the last few years
has prompted members of the Maduro administration, their
families and associates to search for alternative avenues for
trading, financial gain and securing the regime’s
continuation. Increasing sanctions have limited the options
for the regime to derive income, as such the Maduro
administration, considered to be illegitimate by
governments around the world including the US, EU, the UK
and various Latin American countries, has publicly declared
the need to circumvent sanctions. Efforts have included the
creation of a state-backed digital currency, called Petro,
announced in 2017 as “a means of tackling hegemony in the
world financial system and responding to structures of
domination characterising the global economy”. The Maduro
administration has also claimed that other digital currencies,
such as Bitcoin and Ethereum, could serve this purpose and
several stock exchanges for trading cryptocurrency have
been launched. The “anti-sanctions law”, or “ley
anti-bloqueo”, approved by the National Constituent
Assembly last October, was introduced as a means of
empowering both the Petro and other cryptocurrencies for
national and international trade. Additionally, the regime has
strengthened its ties with Iran, China and Russia to facilitate
trade. These developments have raised concerns with
regards to the use of cryptocurrencies to evade sanctions
and facilitate the movement and laundering of illegal
proceeds. This article examines the validity of such
concerns as well as the evolution of other sanctions evasion

and money laundering techniques by the Maduro
administration and its allies to generate revenue.

Background

Venezuela has been increasingly exposed to sanctions
imposed by several governments including the United States,
the European Union, Mexico, Panama and Canada, mainly as
a result of the government’s involvement in corruption,
suppression of democracy, human rights abuses, narcotics
trafficking and terrorism financing. The Maduro government
is considered to be illegitimate by more than 50 countries,
which have recognised opposition leader Juan Guaidó as
Venezuela’s interim president since January 2019.

The last three years have seen an escalation of sanctions
imposed by the US and the EU in an attempt to encourage a
democratic solution to the political, economic and social
crisis affecting the country. As of January 2021, 113
Venezuelans and eight entities have been sanctioned by the
US Treasury. OFAC’s pattern of activity has been
characterised by the implementation of wide sanctions
followed by more targeted sanctions. To stymie sanctions
evasion efforts, OFAC has targeted specific individuals and
entities in an attempt to close off alternative avenues. The
agency has implemented sweeping sanctions such as
prohibiting the Venezuelan government’s access to US
financial markets in August 2017, and broader sectoral
sanctions in November 2018 such as blocking the assets of

https://www.petro.gob.ve/assets/descargas/petro-whitepaper.pdf
https://tokenpost.com/Venezuela-evades-sanctions-by-using-Bitcoin-BTC-as-payment-for-imports-5884
https://sanctionscanner.com/knowledge-base/venezuela-sanctions-against-venezuela-72
https://share.america.gov/support-for-venezuelas-juan-guaido-grows-infographic/
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and prohibiting transactions with individuals determined by
the Department of the Treasury to operate in certain sectors
of the economy or to have engaged in corrupt transactions
with the Maduro government. More focused sanctions have
targeted individuals in leading positions including President
Nicolás Maduro, his wife and son, as well as Executive Vice
President Delcy Rodrigues and Minister of Petroleum Tareck
El Aissami.

The US Treasury applied even more pressure on the Maduro
government by adding state-owned oil company, PdVSA, to
the Specifically Designated Nationals (SDN) list in January
2019. The designation is mainly the result of the company’s
involvement in numerous alleged corruption, embezzlement
and money laundering schemes perpetrated by Maduro and
his associates for their own profit but also forms part of the
US government’s strategy to close off options for the regime
to derive income. Other targeted sanctions have included the
freezing of property and interests of the Maduro government
in the United States, the sanctioning of Minerven, the
state-owned company operating in the gold sector, the
central bank (Banco Central de Venezuela), two subsidiaries
of Rosneft, Russia’s state-controlled oil and gas company and
various individuals and shipping companies involved in the
transportation of Venezuelan oil. OFAC has undertaken an
increasingly aggressive approach in this regard, with foreign
vessels and aircraft being sanctioned for transporting
Venezuelan crude. For instance, in January this year, OFAC
targeted a Mexico-based sanctions evasion network involving
European/Swiss oil companies which according to the US
government has facilitated the purchase and sale of
Venezuelan crude on behalf of PdVSA, sanctioning three
individuals, 14 entities and six vessels.

The EU has also increased pressure on Maduro in the last
few years and insisted on labelling his re-election in 2018 as
fraudulent. Sanctions were imposed in 2017 to encourage a
democratic process that could lead to a negotiated solution
during the 2017 Venezuelan constitutional crisis, sparked by
Maduro’s dissolution of the opposition-led National
Assembly. These measures include an embargo on
equipment for internal repression and a list of sanctioned
individuals. In 2018, the EU and G7 leaders rejected the
electoral process that led to the re-election of Maduro in May
2018 and added 11 individuals in official positions to the
sanctions list “for human rights violations and for
undermining democracy and the rule of law in Venezuela".
Various Venezuelan officials have subsequently been added
to the sanctions list, which has been renewed every year
since. The relationship with the EU has deteriorated notably
in the last year, with recent developments resulting in
Venezuela expelling the EU ambassador after the EU
sanctioned 19 Venezuelan officials in February 2021.

The UN has also consistently denounced the Maduro
government for its erosion of the rule of law and democratic
institutions and for the violation of human rights. However,
the UN has also repeatedly called for an easing or
suspension of sanctions after concerns over the far-reaching
implications on the Venezuelan population, with the High
Commissioner for Human Rights claiming that “wide-ranging
unilateral sanctions can end up denying people’s
fundamental human rights, including their economic rights as
well as the rights to food and health, and could place
obstacles to the delivery of humanitarian assistance”, a
concern aggravated by the Covid-19 pandemic.

Cryptocurrency and its use by Venezuelans in the face of
sanctions and hyperinflation

Cryptocurrency adoption has seen a rise in Venezuela as
financial sanctions against the country have escalated and
hyperinflation has reached historic highs. Cryptocurrencies
have provided Venezuelans with a means of trading as the
Bolivar has become practically valueless. Around 5 million
Venezuelans have moved abroad during the economic crisis,
which has coincided with the increase in Bitcoin being sent
back to their families in Venezuela, who convert it to bolivars
or use it to pay for goods and services. Cryptocurrencies
have also enabled Venezuelans to transfer funds without the
need for a bank account, which have become considerably
hard to obtain as American banks have begun closing
Venezuelans’ bank accounts because of the costs of
monitoring sanctions violations. Businesses have also
increasingly demanded Bitcoin as a form of payment, given
that it allows them to obtain foreign currency and protect
their savings against hyperinflation.

According to a Geography of Cryptocurrency Report
published by Chainanalysis in 2020, cryptocurrency usage in
Venezuela is one of the highest in the world. The country is
ranked third on Chainanalysis’ Geographic Crypto Usage
Index after the US and Russia, with most activity driven by
P2P exchange activity, mainly on the LocalBitcoins platform.
In fact, data suggests that Venezuelans are using
international cryptocurrency exchanges as platforms for
cryptocurrency exchange rather than government run
exchanges, such as Criptolago. More than 75 percent of
Criptolago’s transfer volume was moved in transactions of
$1,000 or more worth of cryptocurrency in 2019 and 2020.
Considering that the average daily income of a Venezuelan
was $0.72 in 2020, according to a Latin America expert at the
Center for Strategic and International Studies (CSIS), this
data suggests Criptolago may be primarily used by those
connected to the Maduro regime to evade sanctions or
launder funds. Additionally, the recent appearance of cash
machines allowing Venezuelans to trade fiat currency for

https://fas.org/sgp/crs/row/IF10715.pdf
https://fas.org/sgp/crs/row/IF10715.pdf
https://home.treasury.gov/news/press-releases/sm1239
https://www.consilium.europa.eu/en/policies/venezuela/
https://www.euronews.com/2021/02/25/venezuela-expells-eu-ambassador-over-new-sanctions
https://news.un.org/en/story/2019/08/1043981
https://news.un.org/en/story/2020/08/1069732
https://blog.chainalysis.com/reports/venezuela-cryptocurrency-market-2020
https://blog.chainalysis.com/reports/venezuela-cryptocurrency-market-2020
https://go.chainalysis.com/2020-geography-of-crypto-report.html
https://go.chainalysis.com/2020-geography-of-crypto-report.html
https://go.chainalysis.com/2020-geography-of-crypto-report.html
https://go.chainalysis.com/2020-geography-of-crypto-report.html
https://www.reuters.com/article/venezuela-poverty-idUSL1N2EE1MG
https://www.reuters.com/article/venezuela-poverty-idUSL1N2EE1MG
https://www.reuters.com/article/venezuela-poverty-idUSL1N2EE1MG
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Bitcoin has raised questions with regards to their use for
laundering illegal proceeds. A recent Drug Enforcement
Administration report warned that virtual currency ATMs may
be run by individuals who assist the obfuscation of drug
proceeds by allowing money couriers to deposit large
volumes of cash into the machines, convert it to virtual
currency and instantaneously transfer it to another user in
digital form, concealing the origin of funds. Additionally, the
report pointed out that ATMs used in this way may be
“unlisted, and unavailable for use by the general public;
instead kept hidden away for exclusive use by money
launderers and couriers”.

The potential of Bitcoin for the Maduro regime and its
associates - a paradox of publicity and anonymity

Along with its increased usage in Venezuela, a key reason
why Bitcoin is particularly attractive in the context of
sanctions is that it is “censorship resistant” and this has
raised questions with regards to the extent to which its
storage and distribution for illicit purposes can be controlled.
According to a crypto expert contacted about this question,
“from the perspective of a criminal, cryptocurrencies are not
ideal for laundering illegal proceeds and this is because all
transactions are public and traceable”. Increasingly there are
efforts to ensure KYC is implemented and the US government
is now extremely strict on KYC compliance. While this could
be evaded through the use of obfuscation mechanisms such
as using proxies when creating a wallet, it is not an easy task
for individuals to move millions in Bitcoins and turn them into
USD without drawing attention to themselves. In terms of
redeeming Bitcoin, there would also be a problem: “it is
unlikely one would be able to go to one venue and convert
bitcoin to millions of dollars in 10 minutes without setting
alarm bells off globally. Additionally, you would move the
price of Bitcoin because of it".

According to another source, US OFAC analysts have the
potential to access the identity of individuals behind Bitcoin
transactions, even though they do not publicly make such
claims. This is mainly because each cryptocurrency address
or wallet is identified through a unique key that is up to 256
characters in length, even though there is no identifiable
information about the user, the public nature of transactions
allows Bitcoin addresses to be tied to illicit activity.
Additionally, the same source claimed that the three major
forensic companies in the US have clients in the government
and have extensive records of historical Bitcoin transactions
and their association with red-flagged wallets such as mixers,
dark web exchanges and non-KYC exchanges in Russia,
sometimes around 20-30 transactions. Every exchange that
creates wallets for clients has supporting KYC
documentation on the identities of individuals but unhosted

wallets remain anonymous, allowing for concealment of
illegal activity. For this reason, the Financial Crimes
Enforcement Network proposed a rule which, similar to
existing BSA requirements for banks and money service
businesses, would require financial institutions to record
information about cryptocurrency transactions of over
$10,000 that involve unhosted wallets.

Petro, the “failed” digital currency

The Venezuelan government introduced the Petro digital
currency in 2018, claiming it would be tied to the value of one
barrel of Venezuelan crude oil and would allow the country to
overcome the difficulties imposed on the national financial
system. The digital currency’s white paper states that Petro is
meant to facilitate commercial exchange, the acquisition of
Venezuelan commodities, the generation of resources, an
increase in imports and exports and access and exchange of
currency and cryptocurrency.

The digital currency is widely considered a failure. There are a
number of reasons for this, including its lack of availability on
mainstream crypto exchanges, the fact that it is backed by
sanctioned oil, the release of US Executive Order 13827 in
March 2018 to prohibit transactions dealing with the digital
currency, and the lack of clarity on the white paper with
regards to how a Petro can be redeemed for a barrel of oil.
Furthermore, the general lack of credibility of the country and
the continuous fluctuation of oil prices have likely
discouraged potential buyers.

However, failing at its publicly declared purpose does not
necessarily mean Petro has failed. In fact, experts claim its
creation is part of a fraudulent plan to generate money while
circumventing sanctions and manipulating the value of Petro
to maximise profit. According to an expert in digital assets
contacted for this article, Petro has failed at its declared
purpose of providing a medium of exchange. Additionally,
according to various international media sources, there is no
evidence to prove the existence of tokenised oil barrels
claimed by the Venezuelan National Superintendence of
Cryptoassets and Related Activities (Sunacrip) to back the
digital currency.

The expert also added that the Petro was unlikely to have
been created to provide a medium of exchange and does not
have great potential for sanctions evasion. Rather, the
administration may have had a different purpose when
creating it, namely to extract US dollar value out of an asset
and convert it into their bank accounts without having to
redeem, sell or move the oil. This could be achieved, for
instance, by trading Petros for the equivalent value in other
cryptocurrencies and then converting the cryptocurrency into
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USD or by directly exchanging it for its equivalent in USD.
According to the executive director of Transparencia
Venezuela, an NGO fighting against corruption, the
administration has been increasingly placing importance on
every single bolivar as it is more and more necessary for
sustaining the regime.

Trade-based money laundering - the primary mechanism

According to the last US Treasury Department’s Financial
Crimes Enforcement Network (FinCEN) Advisory on
widespread public corruption in Venezuela, published in May
2019, the primary mechanism used by corrupt Venezuelan
political figures and their affiliates to evade sanctions and
enable the movement and laundering of illegal proceeds is
trade-based money laundering (TBML). The Advisory claims
that TBML schemes can involve the use of front or shell
companies, nested accounts, layered international wire
transfers and non-dollar denominated accounts with the aim
of evading sanctions and AML/CFT controls. For instance, as
part of the exploitation of the CLAP food distribution
programme by Venezuelan political figures, the owners of
CLAP-contracted shell or front companies divert payments
into nested corporate accounts which they control through
their ownership of other front and shell companies. Such
nested bank accounts are often held at financial institutions
in the Caribbean, Panama and Hong Kong and funds may be
transferred to other financial institutions that unconsciously
hold accounts for these front or shell companies, as part of
the layering process of earnings. The report also points at the
use of Venezuelan government agencies and state-owned
enterprises to move, launder and hide illegal proceeds.

The regime has also displayed efforts to evade sanctions on
the oil sector through the use of sanctions evasion and
money laundering networks involving front and shell
companies and international fixers facilitating such
operations. According to a June 2020 US Treasury press
release, since at least 2019, the Maduro regime and PdVSA
have allegedly operated a sanctions evasion scheme with
US-designated Alex Nain Saab Moran and Joaquin Leal
Jimenez in order to sell Venezuelan crude oil. The two
individuals, who worked with companies based in Mexico,
allegedly brokered the re-sale of more than 30 million barrels
of crude oil for PdVSA, mainly through ship-to-ship transfers.
Alex Nain Saab was arrested in June 2020 in Cape Verde on
an Interpol red notice related to his US indictment for serving
as Maduro’s front man for a sprawling money laundering and
corruption network involving front and shell companies in
Switzerland, Turkey, Hong Kong, the UAE, Colombia, Panama
and Mexico and has been linked to a variety of transfer
schemes involving Maduro, his family members and
affiliates. In January this year, OFAC designated three

individuals, six vessels and 14 entities for their ties to this
alleged sanctions evasion network.

The support of international allies

Venezuela’s deepening ties with other sanctioned
jurisdictions namely Iran, China and Russia has been an asset
for sanctions evasion. Iran has been involved in joint ventures
in the energy, housing, agriculture and infrastructure sectors
and has challenged sanctions by sending gasoline shipments
and equipment to Venezuela in exchange for gold, in an
attempt to help the country revive the oil industry. Russia has
also supported Venezuela’s oil industry and has, through the
state-controlled oil company Rosneft, allegedly made various
efforts to facilitate oil shipments, mainly through ship-to-ship
transfers which disguise the origin of the oil. A considerable
amount of such oil has been exported to China, which has
increased its imports of oil from Venezuela and Iran. The
state-owned China National Petroleum Corporation (CNPC)
stopped directly and officially purchasing Venezuelan oil by
the end of 2019 to avoid secondary sanctions related to the
designation of PdVSA but allegedly continued importing
Venezuelan crude with the aid of a Geneva-based subsidiary
of Rosneft and through ship-to-ship transfers. Bloomberg
shipping data reveals more than half of Venezuelan oil
exports in 2020 arrived in China and China received the whole
of the country’s exports of oil in December. China has also
been sending Covid-19 aid to Venezuela, mainly in the form
of medical supplies, in exchange for oil. In a recent interview
with Venezuelan news outlet AVN, Maduro declared his
intention to expand ties with Russia, China, Iran, Cuba, India,
Turkey and countries in South Africa. Such developments
may lead to reduced pressure on the Maduro administration
to negotiate as key geopolitical actors facilitate and support
efforts to circumvent sanctions.

Conclusion

Members of the Maduro administration, their families and
associates have actively sought new avenues for sanctions
evasion and money laundering, particularly as sanctions
against the country have increased. While the use of digital
currencies for illegal purposes should not be underestimated,
neither Petro nor Bitcoin seem to pose a considerable threat
in the context of sanctions evasion and money laundering in
Venezuela. More traditional mechanisms are likely to be at
the forefront of any such illicit activities, with trade-based
money laundering and the use of front and shell companies,
government agencies and state-owned enterprises playing a
key role in gaining access to funds, as well as deepening ties
with geopolitical actors.

By Lodovica Bruggi, Intern at Aperio Intelligence
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GUIDANCE AND ANNOUNCEMENTS

UK government sets out proposals to enhance 
UK FinTech’s competitive advantage

UK Chancellor of the Exchequer Rishi Sunak announced on
19 April proposals to enhance the UK’s competitive
advantage in financial technology (FinTech), which includes
establishing a Central Bank Digital Currency (CBDC)
Taskforce and supporting an industry-led Centre for
Finance, Innovation and Technology (CFIT).

The Taskforce, which will be co-chaired by the Bank of
England (BoE) and HM Treasury, aims to promote closer
cooperation. However, both HM Treasury and the BoE stress
in separate 19 April statements that no decision has yet been
reached on whether to introduce a digital currency in the UK.
Furthermore, if introduced, it would exist alongside cash and
bank deposits, according to HM Treasury and the BoE.

Additionally, the central bank announced that it would
establish a CBDC Unit and two forums to engage with
stakeholders and gather input on digital currency proposals.
BoE Deputy Governor Dave Ramsden also announced that the
central bank has enabled “omnibus accounts” in real-time
gross settlement and that it is looking at creating a “strong
and simple” regime for smaller banks.

Sunak commits to having the new CFIT work with regional
hubs to identify and address sector challenges to FinTech
growth in the UK. Additionally, he states that firms interested
in exploring distributed ledger technology in the financial
market will have access to a new sandbox inspired by the

Financial Conduct Authority’s (FCA) digital sandbox.

The Chancellor also confirms that the government will
consider the proposals included in Ron Kalifa’s Review of UK
FinTech and in Lord Hill’s Listing Review, committing to the
issuance of public consultations on the UK’s prospectus
regime and on a wider capital markets regime later this year.
In a 21 April statement on the Listing Review, Sunak agrees to
annually present to the parliament a State of the City report
on steps taken to promote the UK as a global financial centre.

Concurrently, FCA CEO Nikhil Rathi announced that plans for
establishing a “regulatory nursery” will be delivered by
autumn. The new mechanism is purportedly intended to
support newly authorised firms. Applications for a second
phase of its digital sandbox focusing on sustainability will
begin shortly while a review of the FCA’s Regulatory
Decisions Committee functions is ongoing.

In a separate statement on the same day, the UK Department
for International Trade announced a package of support for
leading FinTech companies to boost their export capabilities.
The proposed package of measures includes establishing an
Export Academy to offer free export-related advice to FinTech
firms and a FinTech Champions scheme to elevate the UK’s
status as a “global FinTech hub”.

The initiatives were presented during the latest UK FinTech
Week and purportedly build on announcements made in the
UK Budget 2021 to support FinTech firms’ access to talent as
well as the findings of the Kalifa and Hill reviews.

HM Treasury press release

HM Treasury policy paper

FCA chief speech transcript (20 April)
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UK FCA Cyber Coordination Groups identify risks 
from insider threats and supply chain security

The UK’s Financial Conduct Authority
(FCA) published on 29 April insights
from its quarterly Cyber Coordination
Group (CCG) meetings, with the aim of
sharing information and good practices
with the wider financial sector on cyber
risks, including cyber threats and
emerging trends, Covid-19 and remote
working, and supply chain security.

Key insights include

Major cyber threats and risks that
member firms have faced include
ransomware attacks, denial of

service attacks, cloud security,
insider threats and inadequate
supply chain oversight and security

According to the FCA cyber
coordination group discussions, the
shift to remote working instigated
by the Covid-19 pandemic has put
additional strain on cybersecurity
teams and systems, which has
required firms to re-evaluate their
cyber risks and controls. The shift
to new working processes has also
intensified the challenges posed to
financial services firms by

ransomware threats, supply chain
security risks and insider threats

In regard to supply chain risks,
member firms have identified
fourth-party supply chain and cloud
service provider (CSP) risks as
unique challenges. Shared
assurance models have been
identified as potentially promising
improvements to the way firms
assess supply chain risk

FCA publication

UK SFO announces fraud investigation targeting 
Raedex Consortium car leasing scheme

The UK’s Serious Fraud Office (SFO)
announced on 9 April that it is carrying
out a fraud investigation into the
Raedex Consortium Limited, a group of
car rental and leasing companies that
includes Buy2Let Cars, PayGo Cars,
Wheels4Sure, and Rent2Own Cars.
According to a press release from the
agency, the SFO, City of London Police,
and the National Crime Agency raided
two residential properties and arrested
one individual suspected of
involvement in the scheme who has
since been released. The SFO updated
the case information concerning
Raedex Consortium on 10 May and
advised that a further update on the

investigation's progress will be
published on 14 June.

The Guardian reported on 9 April that
Buy2Let Cars allegedly promised
investors annual returns of up to 11
percent for those who issued loans of
£7,000 or more over three years,
purportedly using the investor funds to
purchase new cars that were leased to
consumers with poor credit histories
through Wheels4Sure, also part of the
consortium.

The Financial Conduct Authority (FCA)
ordered Raedex to stop trading on 19
February 2021, but it purportedly

continued leasing cars purchased
through the investment scheme. The
FCA imposed restrictions on the firm
over concerns about its finances.
Raedex and Buy2Let Cars entered
administration on 16 March, with the
FCA issuing a statement the same day
warning investors away from the
companies, stating that such
investment promises are likely false.

SFO press release

SFO Raedex Consortium cas...

FCA order (19 February)
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UK parliament declares China's treatment of 
Uyghurs in Xinjiang as genocide

The UK parliament voted unanimously on 22 April to
endorse a motion by Conservative MP Nusrat Ghani
declaring that the killing, sterilisation, forced labour, and
detention of Uyghur Muslims by the Chinese Communist
Party (CCP) constitutes genocide, following similar
declarations by the US, Canada, and the Netherlands.

In a parliamentary debate, MPs echoed Ghani’s assertion that
the actions taking place in Xinjiang Province are genocide
according to the five acts of genocide listed in the UN
Genocide Convention. Labour MP Fleur Anderson added that
she is dismayed by the opposition to a genocide amendment

to the UK Trade Bill and warns that a failure to include such
an amendment will allow for future trade deals with states
committing genocide. Labour MP Stephen Kinnock further
called on the UK government to widen Magnitsky sanctions
to include more CCP officials responsible for the genocide.

The Chinese Embassy in London on 23 April issued a
response to the vote in which it denies that its government is
committing genocide.

UK parliament debate text

UK parliament  evidence session on Xinjiang

The UK parliament’s Foreign Affairs Committee held an
evidence gathering session on 13 April on Chinese detention
camps in Xinjiang Province forcibly holding Uyghur
Muslims. Several Uyghur advocates urged parliament to
adopt similar legislation and declarations to the US
declaring the ongoing situation genocide and taking the
appropriate economic measures.

Uyghur Human Rights Project Senior Program Officer for
Advocacy and Communications Peter Irwin suggests building
up alliances within multinational institutions and the
increased utilisation of export controls by the UK, citing
current US efforts, to clamp down on technologies that can
be used to curtail human rights in the region. Irwin
acknowledges that, in isolation, genocide designations,
export controls, and sanctions may not be immediately
effective, but can be consequential when used in concert and
multilaterally. He points particularly to enhanced cooperation
between the UK government and UK-based companies to
recognise the ongoing situation as genocide and tailor
transactions with Chinese companies accordingly. Irwin also
expressed support for Ofcom’s 4 February revocation of

China Global Television Network’s (CGTN) licence to
broadcast in the UK as a recent example of positive action.

Irwin criticises a lack of condemnation on the issue of forced
labour by the International Labor Organisation (ILO),
suggesting the UK could file complaints about
non-compliance on ILO conventions 111 on employment
discrimination and 122 on freely chosen labour. Asked which
countries were addressing the issue effectively, Irwin also
points to US actions in addressing forced labour through
Withhold Release Orders (WROs) as a needed response to
the use of detained Uyghurs in Chinese manufacturing,
adding that the UK should take action to restrict cotton and
tomato exports from Xinjiang given their likely cultivation via
forced labour. In response to a question on Xinjiang-sourced
cotton, he asserts that UK companies should assume that
any cotton originating out of Xinjiang involves forced labour.

Event details

Parliamentary hearing
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UK to appoint independent reviewer to examine 
collapse of Football Index

UK Minister for Gambling and Lotteries
John Whittingdale announced on 20
April that the government will appoint
an independent expert to review the
collapse of football gambling company
Football Index, whose operating
licence was suspended on 11 March by
the Gambling Commission and the
company subsequently entered into
administration.

According to a government press
release, the firm, operated by BetIndex
Limited, ran a model that involved
customers purchasing shares in
footballers, gaining returns on their
shares if the players performed well,
with Football Index taking a two percent
fee per transaction.

The scheme reportedly led to some of

the company’s estimated 500,000
customers registering significant
financial losses. BetIndex continues to
be under a regulatory Section 116
investigation by the Gambling
Commission, with administrators
currently considering potential assets
and liabilities as a means of possibly
compensating customers who lost
funds in the scheme.

The reported aims of the independent
review include determining how the
company collapsed, assessing the
Gambling Commission’s decisions and
actions taken, and identifying any
lessons learned.

According to 18 March reporting by the
Guardian, the Gambling Commission
was warned in January 2020 that

Football Index, which began operating
in 2015, was running a pyramid scheme,
14 months before the Commission
suspended its licence. The Gambling
Commission in turn reportedly stated
that March of this year was the first
time it had sufficient evidence to make
a licence suspension decision.

The selection of an independent
reviewer is expected to be forthcoming.
The findings are set to be published in
the summer and included in a Gambling
Act review, which will be published
before 2022.

UK government press relea...

Gambling Commission notic...

Guardian article

Action Fraud issues warning about increase in 
pension fraud reports

The UK’s national reporting centre for
fraud and cybercrime, Action Fraud
issued a warning to pension savers on
20 April to remain vigilant, as statistics
reveal that over £1.8 million has been
lost to pensions fraud so far this year.

According to Action Fraud, 107 reports
of pensions fraud have been received in
the first quarter of 2021, an increase of
approximately 45 percent compared to
the same period in 2020. A national
awareness campaign has also been
launched to inform the public about the

importance of conducting thorough
research prior to making any changes
to pensions arrangements.

Pension scams include free pension
reviews offered by companies which
falsely claim to be authorised by the UK
Financial Conduct Authority (FCA) and
designed to deceive savers to move
their funds into high-risk schemes, as
well as early pension release scams,
which target people under 55.

Action Fraud recommends that the

public: (1) refuse unexpected pension
opportunities; (2) research a company
before making changes to any pension
arrangement; (3) consider advice from
an impartial financial advisor
authorised by the FCA prior to making
any decisions concerning pensions; and
(4) scrutinise any unexpected
investment opportunities.

Action Fraud press releas...

FCA guidance on pension s...
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https://www.gov.uk/government/news/government-to-launch-independent-review-into-collapse-of-football-gambling-firm
https://www.gov.uk/government/news/government-to-launch-independent-review-into-collapse-of-football-gambling-firm
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2021/Information-notice-Suspension-of-licence-BetIndex-Limited.aspx
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2021/Information-notice-Suspension-of-licence-BetIndex-Limited.aspx
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/2021/Information-notice-Suspension-of-licence-BetIndex-Limited.aspx
https://www.theguardian.com/football/2021/mar/18/football-index-gambling-commission-warned-january-2020
https://www.theguardian.com/football/2021/mar/18/football-index-gambling-commission-warned-january-2020
https://www.actionfraud.police.uk/news/warning-from-action-fraud-to-protectyourpension-as-1-8-million-lost-to-pension-fraud-so-far-this-year
https://www.actionfraud.police.uk/news/warning-from-action-fraud-to-protectyourpension-as-1-8-million-lost-to-pension-fraud-so-far-this-year
https://www.actionfraud.police.uk/news/warning-from-action-fraud-to-protectyourpension-as-1-8-million-lost-to-pension-fraud-so-far-this-year
https://www.actionfraud.police.uk/news/warning-from-action-fraud-to-protectyourpension-as-1-8-million-lost-to-pension-fraud-so-far-this-year
https://www.fca.org.uk/scamsmart/types-of-pension-scam
https://www.fca.org.uk/scamsmart/types-of-pension-scam
https://www.fca.org.uk/scamsmart/types-of-pension-scam
https://www.fca.org.uk/scamsmart/types-of-pension-scam
https://www.fca.org.uk/scamsmart/types-of-pension-scam


aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2021

40

UK FCA transformation programme progress

The UK Financial Conduct Authority
(FCA) published on 16 April a letter
from FCA Chair Charles Randell to the
Economic Secretary to HM Treasury
John Glen, which provides an overview
of the progress made by the regulator
on its transformation programme.

The letter notes that the FCA has made
operational improvements, including
launching a series of campaigns such
as Scamsmart Investment, which aims
to warn consumers about the increased
risk of clone investment fraud, and the
new whistleblower campaign, which
aims to encourage individuals working
in the financial services industry to

report potential wrongdoing to the FCA.
In addition, the regulator is committed
to improving training for supervisory,
authorisation and enforcement staff
with an emphasis on strengthening
their ability to identify unusual business
models and indicators of financial
crime.

As part of its transformation
programme, the FCA has updated the
criteria and threshold for its Warning
List to signal potential fraud to
consumers and developed a “repeat
breacher” policy, as well as more robust
monitoring of financial promotions.
Randell reiterated that online scams

should be included in the Online Safety
Bill to protect customers and ensure
greater responsibility of social media
companies for advertising fraudulent
investments via their platforms.

The FCA’s transformation programme
follows the London Capital & Finance
plc and Connaught independent
reviews, which included commitments
by the regulator to implement
recommendations for improvement
made by Dame Elizabeth Gloster and
lessons learnt identified by Raj Parker.

FCA letter

UK announces review into development and use 
of supply chain finance in government  

The UK Cabinet Office announced on
12 April the launch of a probe into the
development and use of supply chain
finance and associated schemes
related to Greensill Capital by the UK
government.

The Cabinet Office published the
review’s terms of reference on 16 April,
which note that Nigel Boardman will be
permitted to fully investigate the
relationship between the company’s
founder, Alexander David Greensill,
known as Lex Greensill, and the
government, as well as contractual
arrangements regarding the supply
chain finance schemes and the
relationship between current and
former officials and the firm, with an
emphasis on possible conflicts of
interest. Boardman is due to report on

the results and deliver
recommendations by the end of June.

Former prime minister David Cameron
acknowledged in an 11 April statement
that he took a position as senior advisor
at Greensill in 2018 and lobbied on
behalf of the company in April 2020.
According to 12 April reporting by the
Guardian, Cameron informally
contacted current officials, including
Chancellor of the Exchequer Rishi
Sunak, about extending
government-backed loans to Greensill
through the Bank of England’s Covid
Corporate Financing Facility.

Parliamentary Under Secretary of State
for Business Paul Scully appeared in
the House of Commons on 13 April to
take part in a debate on the matter

following an urgent question addressed
to Sunak. Conservative MPs rejected on
14 April a proposal to establish a select
committee on lobbying.

Greensill began working for the Cabinet
Office in 2011, according to Cameron’s
statement. A letter from MP Anneliese
Dodds to the Cabinet Secretary
confirms that Greensill was employed
as a supply chain finance advisor to
Cameron between 2012 and 2015 and
acted as a Crown Representative from
2013 to 2016.

Cabinet Office press rele...

Inquiry terms of referenc...

Parliamentary debate and ...

https://www.fca.org.uk/publication/correspondence/charles-randell-letter-to-est.pdf
https://www.fca.org.uk/publication/correspondence/charles-randell-letter-to-est.pdf
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government-terms-of-reference
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government-terms-of-reference
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government-terms-of-reference
https://www.gov.uk/government/news/review-into-the-development-and-use-of-supply-chain-finance-in-government-terms-of-reference
https://hansard.parliament.uk/Commons/2021-04-14/debates/BF013D38-8D0D-4719-9998-646E6B8B7B7B/details#contribution-7DB1CC59-1C1C-45E1-85DF-70BDE9048E05
https://hansard.parliament.uk/Commons/2021-04-14/debates/BF013D38-8D0D-4719-9998-646E6B8B7B7B/details#contribution-7DB1CC59-1C1C-45E1-85DF-70BDE9048E05
https://hansard.parliament.uk/Commons/2021-04-14/debates/BF013D38-8D0D-4719-9998-646E6B8B7B7B/details#contribution-7DB1CC59-1C1C-45E1-85DF-70BDE9048E05
https://hansard.parliament.uk/Commons/2021-04-14/debates/BF013D38-8D0D-4719-9998-646E6B8B7B7B/details#contribution-7DB1CC59-1C1C-45E1-85DF-70BDE9048E05
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UK spending watchdog and two parliamentary 
committees to look into Greensill affair

The UK House of Commons’ Treasury
Committee officially launched on 20
April an inquiry into the lobbying
scandal involving supply chain
financing firm Greensill Capital (UK)
Ltd and former prime minister David
Cameron, sending letters to top
officials and interviewing experts.
Concurrently, the Public Administration
and Constitutional Affairs Committee
(PACAC) published on 19 April a call
for written evidence on rules of
conduct and lobbying regulations.

In addition to this, the National Audit
Office (NAO) announced its own
investigation into Greensill’s
involvement in the government-backed
Coronavirus Large Business
Interruption Loan Scheme (CLBILS).

The Treasury Committee sent letters to
Bank of England (BoE) Governor
Andrew Bailey, Financial Conduct
Authority (FCA) Chief Executive Nikhil
Rathi, Chancellor of the Exchequer Rishi
Sunak, UK Government Investments

Chief Executive Charles Donald, and
David Cameron. The questions refer to
meetings between officials and
Greensill representatives, the
supervision of the company by
regulators, and the firm’s aim to take
part in the BoE’s Covid Corporate
Finance Facility (CCFF).

The BoE published its correspondence
with Cameron and Greensill on 22 April
after a Freedom of Information request.
The release details meetings and
conversations in March and April 2020
about the company’s inclusion in the
CCFF. The former PM contacted Deputy
Governor Jon Cunliffe on 5 March to
introduce a potential partnership
between the firm and the bank for
supply chain financing for small and
medium-sized enterprises. After
Greensill Capital’s application to the
CCFF was rejected, Cameron
approached Cunliffe seeking
explanations about the decision and
proposing a change to the proposal.

The PACAC invites submissions on the
code of conduct for senior public
officials, the effectiveness of the
mechanisms for handling conflicts of
interest, the regulation of lobbying
activities, the rules governing business
appointments after departure from civil
service, and the sanctions in use. The
deadline for responses is 10 May.

The UK’s Cabinet Office announced its
own official inquiry on 12 April into the
links between the company, Alexander
David Greensill, and current or former
public officials. The investigation was
announced after revelations that
Cameron lobbied cabinet members last
year in his position as advisor to
Greensill Capital. The review is set to
conclude by the end of June.

Treasury Committee press ...

Treasury Committee sessio...

PACAC press release

UK OFSI publishes blog post on licensing 

The UK’s Office of Financial Sanctions
Implementation (OFSI) published a
blog post on 19 April on the licencing
process under the new UK autonomous
sanctions framework. The framework
was adopted in December 2020, with
sanctions implemented in accordance
with the Sanctions and Anti-Money
Laundering Act 2018.

Applicants are advised to clearly
indicate why they consider a payment
to be a basic need of a designated
person or entity and, in the case of
applying for a licence under the newly
introduced criterion related to
extraordinary situations, to justify and
provide evidence on that specific
circumstance. Applications for licences
containing a reasonableness criterion

should include evidence and arguments
providing justification. Applicants are
urged to provide as much information
as possible to avoid delays and are
advised to consult with banks or any
other parties that are to be included on
the requested licence.

OFSI blog post

https://committees.parliament.uk/committee/158/treasury-committee/news/154612/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://committees.parliament.uk/committee/158/treasury-committee/news/154612/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://committees.parliament.uk/committee/158/treasury-committee/news/154612/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://committees.parliament.uk/committee/158/treasury-committee/news/154612/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://parliamentlive.tv/event/index/76a2cf43-b1c3-48d5-b786-e5f87e6c2cfc
https://parliamentlive.tv/event/index/76a2cf43-b1c3-48d5-b786-e5f87e6c2cfc
https://parliamentlive.tv/event/index/76a2cf43-b1c3-48d5-b786-e5f87e6c2cfc
https://committees.parliament.uk/committee/158/treasury-committee/news/153881/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://committees.parliament.uk/committee/158/treasury-committee/news/153881/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://committees.parliament.uk/committee/158/treasury-committee/news/153881/treasury-committee-launches-inquiry-into-lessons-from-greensill-capital/
https://ofsi.blog.gov.uk/2021/04/19/introduction-to-licensing/
https://ofsi.blog.gov.uk/2021/04/19/introduction-to-licensing/
https://ofsi.blog.gov.uk/2021/04/19/introduction-to-licensing/
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UK publishes updated guidance on SIELs and 
proscribed terrorist organisations

The UK government published on 22
and 23 April updated guidance
documents with regards to standard
individual export licences (SIELs),
issued by the UK Department of
International Trade’s Export Control
Joint Unit, and proscribed terrorist
groups or organisations.

The SIELs guidance provides additional
information on when a SIEL is required,
as well as supporting documents
required for SIEL applications, which
include the unique technical
specification of the items and an
accurate undertaking form which must
be completed and signed by the

end-user. In addition, the guidance
provides that all licence applications
are assessed taking into consideration
the Consolidated EU and National Arms
Export Licensing Criteria, while
applications for countries which are
subject to economic sanctions or
embargoes are assessed in accordance
with the UK guidance on trade
sanctions, arms embargoes, and other
trade restrictions.

The guidance on proscribed terrorist
organisations includes relevant
information on proscription offences
under the UK Terrorism Act 2000,
deprescription procedures and asset

freezing targeting terrorist
organisations and individuals linked to
terrorist groups.

Furthermore, it provides a list of all UK
proscribed groups, as well as the
reasons for listing, and notes that 77
international terrorist organisations are
currently proscribed under the
Terrorism Act 2000 and 14
organisations in Northern Ireland were
proscribed under previous legislation.

Updated SIEL guidance

Updated proscribed organi...

US FinCEN renews Geographic Targeting Orders

The US Department of Treasury’s
Financial Crimes Enforcement Network
(FinCEN) announced on 29 April the
six-month renewal of its Geographic
Targeting Orders (GTOs), which require
US title insurance companies to
identify the beneficial owners of legal
entities used in certain all-cash
purchases of residential real estate.

The renewed GTOs are identical to
those issued in November 2020, with
the purchase price threshold remaining
at $300,000 for each covered
metropolitan area in nine states. The
orders include purchases made without
external financing and using currency or
cashier’s cheques, certified cheques,

traveller’s cheques, personal cheques,
business cheques, money orders in any
form, funds transfers, or virtual
currency.

The GTOs require US title insurance
companies to fill in a FinCEN Currency
Transaction Report within 30 days of
the close of the covered transaction.
Obliged entities must include
information about the individual
primarily responsible for representing
the purchaser, the company, and its
beneficial owner. Additionally, the report
must include information on the
property, while insurance companies
must retain all records related to the
transaction for five years.

The order is effective between 5 May
and 31 October 2021 and covers the
following locations in the US: Texas,
Florida, New York, California, Hawaii,
Nevada, Washington, Massachusetts,
and Illinois.

Concurrently, FinCEN has issued a list
of frequently asked questions (FAQs) to
provide further guidance.

FinCEN press release

GTO

FAQs

https://www.gov.uk/guidance/standard-individual-export-licences
https://www.gov.uk/guidance/standard-individual-export-licences
https://www.gov.uk/guidance/standard-individual-export-licences
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2/proscribed-terrorist-groups-or-organisations-accessible-version
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2/proscribed-terrorist-groups-or-organisations-accessible-version
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2/proscribed-terrorist-groups-or-organisations-accessible-version
https://www.fincen.gov/news/news-releases/fincen-reissues-real-estate-geographic-targeting-orders-12-metropolitan-areas-3
https://www.fincen.gov/news/news-releases/fincen-reissues-real-estate-geographic-targeting-orders-12-metropolitan-areas-3
https://www.fincen.gov/news/news-releases/fincen-reissues-real-estate-geographic-targeting-orders-12-metropolitan-areas-3
https://www.fincen.gov/sites/default/files/shared/Real%20Estate%20GTO%20Order%20April%202021_508%20FINAL.pdf
https://www.fincen.gov/sites/default/files/shared/FAQs%20on%20Real%20Estate%20GTO%20April%202021_508%20FINAL.pdf
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OFAC issues general licence authorising the 
wind-down of business with nine designated 
Belarus-related entities

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) issued on 19 April General
License (GL) 2H with respect to
Belarus, rescinding the previous
General License (GL) 2G, which had
been set to expire on 26 April. GL 2H
authorises a 45-day wind-down of
certain existing transactions involving
nine designated Belarusian entities
owned and controlled by the state.

According to a statement by the US
Department of State, the action is “a
further consequence of the Belarusian
authorities’ flagrant disregard for
human rights and Belarus’ failure to
comply with its obligations under
international human rights law”. State
Secretary Antony Blinken stresses that
the nine companies are financing and

supporting the Belarus regime,
“facilitating its violent repression of the
Belarusian people”, which includes the
unjust detention of 340 political
prisoners and independent media
experts, as well as repeated violations
of the rule of law.

Pursuant to the previous authorisation
– GL 2G, which was issued on 22
October 2019 – nine Belarus entities
owned and controlled by the state have
been authorised for transactions with
US persons, provided that said persons
report transactions exceeding $50,000
to OFAC within 30 days following the
date they are conducted. The entities
are: Belarusian Oil Trade House;
Belneftekhim; Belneftekhim USA Inc;
Belshina OAO; Grodno Azot OAO;
Grodno Khimvolokno OAO; Lakokraska

OAO; Naftan OAO; and Polotsk
Steklovolokno OAO.

The new Belarus-related GL 2H
authorises until 3 June 2021 all
transactions and activities prohibited by
the Belarus Sanctions Regulations
(BSR) necessary for the winding down
of transactions involving the nine
entities or any other entities in which
they own, individually or in aggregate,
directly or indirectly, a 50 percent or
greater interest.

OFAC notice

Belarus General License 2...

Department of State press...

OFAC issues two Syria-related FAQs

The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
published on 5 April two new
Syria-related frequently asked
questions (FAQs), which concern risk
exposure to US sanctions under the
Caesar Syria Civilian Protection Act of
2019 (Caesar Act) for non-US persons,
including non-governmental
organisations (NGOs) and foreign
financial institutions.

According to FAQ 884, activities
authorised for a US person pursuant to
a Syria Sanctions Regulations general

licence and transactions facilitating
such activities will be subject to
secondary sanctions under the Caesar
Act when conducted by non-US
persons, NGOs and foreign financial
institutions.

FAQ 885 states that the export to Syria
of US origin food, as well as export of
the majority of medicines as part of
humanitarian assistance actions, is not
prohibited and is not subject to a
Department of Commerce Bureau of
Industry and Security (BIS) or OFAC
licence. In addition, US persons

providing services subject to export or
re-export of non-US origin food and
medicines to Syria do not require an
OFAC licence and are not prohibited.
Non-US persons engaging in such
activities do not risk being exposed to
sanctions under the Caesar Act.

OFAC press release

FAQ 884

FAQ 885

https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210419
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210419
https://home.treasury.gov/system/files/126/belarus_gl2h.pdf
https://home.treasury.gov/system/files/126/belarus_gl2h.pdf
https://home.treasury.gov/system/files/126/belarus_gl2h.pdf
https://home.treasury.gov/system/files/126/belarus_gl2h.pdf
https://www.state.gov/revocation-of-the-authorization-of-belarus-general-license-2g-due-to-human-rights-violations-and-abuses/
https://www.state.gov/revocation-of-the-authorization-of-belarus-general-license-2g-due-to-human-rights-violations-and-abuses/
https://www.state.gov/revocation-of-the-authorization-of-belarus-general-license-2g-due-to-human-rights-violations-and-abuses/
https://www.state.gov/revocation-of-the-authorization-of-belarus-general-license-2g-due-to-human-rights-violations-and-abuses/
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210405
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210405
https://home.treasury.gov/policy-issues/financial-sanctions/recent-actions/20210405
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/884
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/884
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/885
https://home.treasury.gov/policy-issues/financial-sanctions/faqs/885
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US publishes guidance on PEESA sanctions 
related to Nord Stream 2 and TurkStream

The US Department of State published on 9 April updated
guidance and frequently asked questions (FAQs) on the
implementation of Protecting Europe’s Energy Security Act
of 2019 (PEESA), as amended by the National Defense
Authorization Act for FY2021. The FAQs provide clarification
around the scope of sanctionable conduct, excepted
activities, as well as the wind-down provisions detailed in
the regulations.

PEESA, as adopted in December 2019, was initially aimed at
sanctioning vessels engaged in pipe-laying at depths of over
100 feet below sea level for the construction of Nord Stream
2, the TurkStream, and any other related pipeline projects,
with an emphasis on foreign persons that sell, lease, or
provide vessels, and facilitate deceptive or structure
transactions relating to the project.

Amendments introduced in October 2020 and January 2021
expand the scope of sanctions to cover: (1) entities providing
services and/or funding to vessels working on the projects;
(2) foreign persons who facilitate the sale, lease or provision
of vessels; and (3) persons who support the construction,
including through underwriting services, insurance services,
technology upgrades, services for testing, inspections, or
certification. Additionally, the amendments expand the types
of vessel activity targeted by sanctions to include “pipe-laying
activities”, defined as activities facilitating pipe-laying,
“including site preparation, trenching, surveying, placing
rocks, backfilling, stringing, bending, welding, coating, and

lowering of pipe”. Furthermore, the amendments provide that
foreign persons are allowed to conduct wind-down
operations for a period of 30 days after their enactment,
without subjecting the person to the imposition of sanctions
under the said amendments.

According to the FAQs

To benefit from the wind-down provisions, persons who
were knowingly engaged in conduct subject to sanctions
pursuant to the amendments “would have needed to
cease construction-related activity or engage in good
faith efforts to wind down sanctionable activity no later
than 30 days after PEESA, as amended, became
effective”, namely by 31 January 2021. Therefore, the
State Secretary “is required to impose sanctions on those
foreign persons that are determined to meet” PEESA
sanctions criteria – this is not applicable to persons
engaged in activities that were already subject to
sanctions prior to the enactment of the amendments

Persons exempted from sanctions include those making
available to targeted vessels provisions which are
intended for the protection of human life, and the safety
and care of the crew aboard the vessel, as well as the
maintenance of the vessel to avoid any environmental or
other type of significant damage. The amendments also
exempt persons “engaged in activities necessary for or
related to the repair or maintenance of, or environmental
remediation” regarding said projects, and also the
European Union and the governments and governmental
entities of its member states, as well as those of the UK,
Switzerland and Norway

US State Department press release

FAQs

Amended PEESA

https://www.state.gov/protecting-europes-energy-security-act-peesa/
https://www.state.gov/protecting-europes-energy-security-act-peesa/
https://www.state.gov/protecting-europes-energy-security-act-peesa/
https://www.state.gov/protecting-europes-energy-security-act-peesa/
https://www.state.gov/protecting-europes-energy-security-act-peesa/
https://www.state.gov/wp-content/uploads/2021/04/PEESA-As-Amended-Public-Guidance.pdf
https://www.state.gov/wp-content/uploads/2021/04/PEESA-Sec.7503-of-FY2020-NDAA-as-amended-by-FY2021-NDAA-Sec.-1242.pdf
https://www.state.gov/wp-content/uploads/2021/04/PEESA-Sec.7503-of-FY2020-NDAA-as-amended-by-FY2021-NDAA-Sec.-1242.pdf
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US Commerce Department subpoenas Chinese 
entity as part of supply chain review

The US Department of Commerce
announced on 13 April that it has
issued a subpoena to an unnamed
Chinese company as part of its
investigation into whether transactions
conducted by the company are
compliant with provisions established
under Executive Order (EO) 13872 on
securing the information and
communications technology and
services (ICTS) supply chain.

The subpoena will enable the
Department of Commerce to collect
information to determine potential risks

to the security of the country and its
citizens. The EO provides that any
unrestricted acquisition or use in the US
of ICTS “designed, developed,
manufactured or supplied by persons
owned by, controlled by, or subject to
the jurisdiction or direction of foreign
adversaries” presents a risk to the US
economy, security and foreign policy.

On 17 March, the Department of
Commerce served similar subpoenas
on several Chinese companies
providing ICTS in the US. At the time, US
Secretary of Commerce Gina M.

Raimondo stated that the Biden
administration is “firmly committed to
taking a whole-of-government approach
to ensure that untrusted companies
cannot misappropriate and misuse data
and ensuring that US technology does
not support China’s or other actors’
malign activities”.

US Department of Commerce...

Executive Order 13873

ICT Supply Chain overview

Biden administration seeks FinCEN budget 
increase to create beneficial ownership database

The US Office of Management and
Budget submitted President Joseph
Biden’s FY 2022 discretionary funding
request on 9 April, which includes a
$64 million increase to the Financial
Crimes Enforcement Network’s
(FinCEN) budget from 2021 to assist in
the creation of a national database to
track certain corporations’ ownership
and control and target complex
corporate structures used to mask
illicit activity.

A statement by Treasury Secretary
Janet Yellen asserts that the increased
funding will serve to end regulatory

loopholes that allow corporations to
evade taxes in addition to hiding illegal
activity. Creating a beneficial ownership
database was mandated by the
anti-money laundering legislation
included in the National Defense
Authorization Act 2021. According to
reporting by the Wall Street Journal,
President Biden is expected to issue
further details of the discretionary
funding request in the coming weeks.

In addition to the proposed FinCEN
budget of $191 million, the
discretionary funding request also
includes $13.2 billion for the Internal

Revenue Service, a more than 10
percent increase from 2021. Yellen
notes that $417 million of the additional
funds will be used to specifically
support tax enforcement with the aim
of increasing tax compliance and
revenues. Yellen states that tax
enforcement resources will receive an
overall increase of $900 million under
the FY 2020 request.

White House press release

FY 2022 budget request

Treasury Secretary Statem...

https://www.commerce.gov/news/press-releases/2021/04/us-department-commerce-statement-actions-taken-under-icts-supply-chain
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EU Parliament resolution calls for Navalny 
release, demilitarisation at Ukraine border

The European Parliament (EP) adopted
on 29 April a resolution calling on
Russia to end all military build-up at
Ukraine's border, to immediately and
unconditionally release Alexei Navalny,
and cooperate fully with the
investigation into the 2014 Russian
attack at the Vrbětice ammunition
depot in the Czech Republic. The
adoption follows the issuance , during
EP's plenary between 26 and 28 April,
of six motions for a resolution.

The six motions for a resolution were
tabled following several EU-led
statements released this month
regarding Russia-related matters.
These include the G7 foreign ministers
of Canada, France, Germany, Italy,
Japan, the UK and the US and the EU
High Representative joint statement
released on 12 April, urging Russia to
uphold international agreements with
respect to transparency of military
movements. The statement also calls
on Russia to de-escalate tensions and
cease its provocation at Ukraine's
borders and in illegally-annexed Crimea.

Additionally, the EU High Representative
expressed concerns on 18 April
regarding reports of Navalny's
deteriorating health and called on the
Russian authorities to grant him
immediate access to medical
professionals, as well as insisting on
his immediate and unconditional
release and the urgent investigation of
the assassination attempt against
him.Furthermore, the EU Spokesperson
condemned on 19 April Russia's
decision to expel 20 Czech diplomats in
retaliation to the Czech Republic's
announcement that it will expel 18
Russian embassy staff, on the basis of
reasonable suspicion with regards to
the involvement of Russian military

intelligence service agents in the
explosion in Vrbětice.

On 30 April, the Russian Ministry of
Foreign Affairs announced the
imposition of restrictive measures
against eight citizens of the EU and
representatives of European structures
from entering its territory. The
measures include a ban from entering
the country's territory and target: (1)
President of the European Parliament
David Maria Sassoli; (2) Deputy
Chairman of the European Commission
for Values   and Transparency Věra
Jourová; (3) Head of the Berlin
Prosecutor's Office Jörg Raupach; (4)
member of the French delegation to the
Parliamentary Assembly of the Council
of Europe (PACE) Jacques Maire; (5)
Chairman of the National Council of
Latvia for Electronic Media Ivars
Abolins; (6) Director of Latvia's State
Language Centre Maris Baltins; (7)
Head of the Laboratory of Chemical,
Biological, Radiation and Nuclear Safety
and the Research Institute for Total
Defense of Sweden Åsa Scott; and (8)
Head of the Language Department of
Estonia Ilmar Tomusk. The Presidents
of the European Council, Commission
and Parliament deemed the imposition
of sanctions "unacceptable" and
"groundless", lacking "any legal
justification", and underlined that the EU
"reserves the right to take appropriate
measures in response".

The EP resolution calls on

Russia to (1) implement the ruling
of the ECtHR and drop the charges
against Navalny, as well as
investigate his poisoning with full
transparency and without further
delay; (2) ensure that Russian

citizens are able to exercise their
freedom of assembly and freedom
of speech without any interference;
(3) immediately cease any
destabilising measures at the
Ukrainian border, through the
implementation of the Minsk
Agreement provisions, particularly
through the withdrawal of all
military forces from the territory of
Ukraine, including from the entire
regions of Donetsk and Luhansk;
and (4) cooperate fully with the
investigation into the terrorist attack
in Vrbětice and provide all the
requested information

The EU High Representative and the
Council to (1) devise a new
strategic approach to the EU's
relations with Russia, in order to
better support civil society, draw
clear red lines for cooperation with
Russian state actors, and use
technological standards and the
open internet to support free
spaces and restrict oppressive
technologies; and to (2) strengthen
resilience and countermeasure
capabilities against hybrid
interventions, including consistently
combatting money laundering with
regards to Russian funds deposited
or spent in the EU

EU institutions and all members
states to stop the completion of the
Nord Stream 2 pipeline and demand
a stop to the construction of
controversial nuclear power plants
built by Rosatom

EP motion for a resolutio...

EP motion for a resolutio...

EP motion for a resolutio...
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FINMA starts enforcement proceedings against 
Credit Suisse over Greensill and Archegos

The Swiss Financial Market
Supervisory Authority (FINMA)
announced on 22 April that it has
launched enforcement proceedings
against wealth management and
investment company Credit Suisse
Group AG regarding the bank’s
relationship with collapsed US hedge
fund Archegos Capital Management LP.
The regulator states in the same
announcement that it has opened
similar proceedings into Credit Suisse’s
funds based on the supply chain loans
issued by Greensill Capital Pty Ltd's
subsidiaries in the UK and the US.

Both investigations focus on possible
risk management issues, according to
FINMA. The Wall Street Journal
reported on 20 April that US regulators
are also considering action, without
confirming the institutions by name.

On 16 April, a US-based pension fund
filed a class action suit against Credit

Suisse Group AG, CEO Thomas
Gottstein, CFO David R. Mathers, and
former chief risk compliance officer
Lara Warner in the Southern District of
New York on behalf of American
investors in the company. The investors
allege that the defendants issued false
statements and failed to disclose
adverse facts about Credit Suisse’s
dealings with Greensill and Archegos,
allegedly creating false expectations
about the financial institution’s
prospects, artificially inflating the price
of its US-listed shares, and causing
buyers to purchase stock options at
higher prices.

Credit Suisse stated in its 2020 annual
report, published on 18 March, that it is
making management changes after it
hastily closed funds worth $10 billion
based on Greensill loans. The company
announced the appointment of a new
head of asset management starting on
1 April, separating the division from

international wealth management. The
company adds that it expects to lose
CHF 900 million (£700 million) after
incurring a CHF 4.4 billion (£3.4 billion)
charge in relation to Archegos’ failure to
meet its margin calls.

The annual report also stresses that
three senior employees related to the
matter will step down from their roles.
Separately, Warner and CEO of the
group’s investment bank Brian Chin are
leaving the company, according to a 6
April press releases. The company
disclosed FINMA’s Greensill probe in its
annual report, underscoring the
possibility of further regulatory action.

FINMA press release

WSJ article (20 April)

Credit Suisse press relea...

G7 Non-Proliferation Directors Group issues 
statement on counter-proliferation challenges

The G7 Non-Proliferation Directors
Group issued a statement on 19 April
reaffirming its commitment to the Joint
Comprehensive Plan of Action
(JCPOA) while expressing deep
concerns about ongoing Iranian efforts
that run counter to the agreement. The
statement also urges the continuation
of sanctions on North Korea while
weapons of mass destruction
programmes remain in place, calling on
all states to meet sanctions obligations

pursuant to the relevant UN Security
Council resolutions.

The G7 group also states its continued
support for the Organisation for the
Prohibition of Chemical Weapons
(OPCW), adding that it will consider
sanctions for ensuring accountability of
those responsible for chemical
weapons attacks. On the poisoning of
Alexei Navalny with the Novichok
chemical nerve agent, the G7 group

welcomes the actions of G7 members
that have imposed sanctions on those
believed to be responsible.

Noting the threat of proliferation
financing to the global financial system,
the G7 directors group welcomes the
October 2020 counter-proliferation
amendments to the Financial Action
Task Force (FATF) standards.

G7 statement
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BaFin expands AML/CFT mandate on Deutsche 
Bank and orders additional safeguards  

The German Federal Financial
Supervisory Authority (BaFin)
announced on 30 April that it has
ordered Deutsche Bank to adopt
additional internal safeguards and
comply with due diligence
requirements to prevent money
laundering (ML) and terrorist financing.
Additionally, the German authority is
expanding its special representative
mandate to monitor implementation of
the new measures. The order entered
into force on 29 April.

BaFin notes that the order, made
pursuant to the Germany ML Act’s
Section 51 (2), also applies to the

bank’s correspondent relationships and
transaction monitoring. Regular
customer reviews are underscored by
the regulator as part of Deutsche Bank’s
essential due diligence obligations. The
special representative to monitor the
bank’s compliance, KPMG, was
appointed in 2018 pursuant to the
Germany Banking Act’s Section 45c (1)
and Subsection (2) no. 6.

According to 30 April reporting by
Reuters, Deutsche Bank states that
BaFin’s order follows “a constructive
supervisory dialogue” with the regulator,
adding that the bank is committed to
improving any weaknesses in its

controls and acknowledging that work
remains to be done.

BaFin first announced its order on 24
September 2018 directing Deutsche
Bank to take appropriate measures to
prevent money laundering and terrorist
financing, which would be monitored by
an appointed representative.

BaFin notice

Reuters article

BaFin notice (24 Septembe...

UK Finance announces new reimbursement 
process for ‘no blame’ APP scams

UK Finance announced on 30 April
changes to the process of reimbursing
the victims of authorised push
payment (APP) scams in so-called ‘no
blame’ cases under the voluntary
industry Code. The simplified process
will enable signatory banks to
individually pay back the amounts lost
in ‘no blame’ cases rather than seek
reimbursement through a shared
central pot.

Pursuant to the voluntary 2019 industry
Code to help protect customers from
APP scams, Barclays Bank UK plc, The
Co-operative Bank plc, HSBC UK Bank

plc, Lloyds Banking Group plc, Metro
Bank plc, Nationwide Building Society,
National Westminster Bank plc,
Santander UK plc, and Starling Bank Ltd
will now oversee the end-to-end
reimbursement process.

Alongside the new funding
arrangements, the industry is also
renewing its call for a “comprehensive,
multi-stakeholder approach”, which
includes technology and online sectors,
to tackling the causes of APP scams.
UK Finance also stresses that the
government should include economic
crime in the Online Safety Bill.

According to UK Finance’s Managing
Director of Economic Crime Katy
Worobec, “The interim funding pot was
originally set up because we had asked
that government and regulators work
with industry to find a long-term
solution to funding of ‘no blame’ cases,
involving other sectors like online
platforms, which are used by criminals
to perpetrate the fraud, contributing to
reimbursing the customer. Sadly, that is
yet to happen.”

UK Finance press release
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World Bank lifts SNC-Lavalin sanctions early

Canadian engineering company
SNC-Lavalin Group Inc announced on
20 April that the World Bank Group has
granted SNC-Lavalin Inc an early lifting
of all sanctions imposed in 2013 for
alleged misconduct in relation to two
projects in Bangladesh and Cambodia.

SNC-Lavalin Inc was debarred from
World Bank financed projects for 10
years along with over 100 affiliates as
part of a settlement agreement over the
company’s alleged involvement in
paying bribes to Bangladesh officials
and misrepresentations in connection
with the World Bank-financed Padma
Multipurpose Bridge Project. In
addition, the engineering company
allegedly engaged in misconduct in
relation to another World Bank project
in Cambodia.

Under the terms of the 2013 agreement,
the debarment could be reduced to
eight years provided that SNC-Lavalin
Inc complied with all its conditions. The
company states that since 2012 it has
appointed a board-level chief integrity
officer, implemented a mandatory
annual code of conduct certification for
all staff, put in place mandatory
integrity checks on third parties, and
established a compliance investigation
team that operates separately from
internal audit. Additionally, SNC-Lavalin
states that it has implemented strict
policies and processes including on
anti-corruption and bribery, conflicts of
interest, and integrity risk assessments.

Two SNC-Lavalin Group employees,
along with former senior vice president
Kevin Wallace and two other individuals,
were charged with corruption in Canada

in connection with the Bangladesh
project. Charges against two of the
defendants were later withdrawn and
the Ontario Superior Court of Justice
dropped charges against the other
three after excluding all intercepted
private communications as evidence.

In 2019, SNC-Lavalin Construction Inc
pleaded guilty to fraud in connection
with paying more than $41 million to
Saadi Gaddafi, son of the late Libyan
dictator Muammar Gaddafi, to secure
construction contracts in Libya.

SNC-Lavalin press release

World Bank press release ...

Ontario Superior Court of...

Italian police seek arrest of financial broker 
involved in Vatican property deal

Italy’s Guardia di Finanza (GdF)
announced on 12 April that Italian
magistrates have issued an arrest
warrant over tax fraud, false invoicing
and money laundering suspicions
against an unnamed financial broker
who is under investigation by the
Vatican authorities over an alleged
illegal UK property deal.

Reuters reported on the same day that
the defendant is purported to be
Gianluigi Torzi, an Italian businessman
who was charged in June 2020 by the
Vatican judicial authorities for extortion,
embezzlement, fraud and money

laundering in relation to a property
transaction deal in the Chelsea area of
London, which involved funds
connected to the Vatican Secretariat of
State. Torzi allegedly gained €15 million
through the fraudulent deal.

According to the GdF, part of the €15
million was transferred to two of Torzi’s
English companies and used to
purchase shares in companies listed on
the Italian stock exchange for €4.5
million. The scheme enabled Torzi to
make a profit of €750,000 and pay off a
€670,000 debt relating to two other
entities owned by him. The Italian

authorities are also investigating
alleged offences concerning the
issuance of false invoices by Torzi and
three of his associates aimed at
defrauding the tax authorities, in
matters not linked to the UK real estate
transaction.

According to Reuters, Torzi is currently
believed to be in the UK.

Guardia di Finanza press ...

Reuters article

Holy See press release (5...
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UK launches global anti-corruption sanctions 
regime and designates 22 individuals

The UK Foreign, Commonwealth &
Development Office (FCDO) and the
Office of Financial Sanctions
Implementation (OFSI) announced on
26 April the launch of the new Global
Anti-Corruption Sanctions Regulations
2021 to tackle serious corruption
through the imposition of asset freezes
and travel bans. In tandem with the
launch of the new sanctions regime,
the government has designated 22
individuals alleged to be involved in
notorious corruption cases in Russia,
South Africa, South Sudan and
throughout Latin America.

The Regulations, which are
implemented in accordance with the
Sanctions and Anti-Money Laundering
Act 2018 (SAMLA), enable the
government to designate individuals
and entities suspected of being
involved in tax fraud, bribery,
misappropriation of property and
facilitation of serious corruption
involving public officials.

UK Foreign Secretary Dominic Raab
stated the action “sends the clearest
message to all those involved in serious
corruption around the world. You can’t

come here, you can’t hide your money
here”. Raab added that those
designated will be able to request that a
minister reviews the decision, and can
seek to challenge it in court. Breaches
of the main financial prohibitions in the
Regulations carry a maximum sentence
on indictment of seven years’
imprisonment or a fine (or both).

The government’s focus includes
serious corruption that fuels security
threats, is linked to terrorism or
organised crime, impedes trade, or
undermines democratic governance
and the rule of law. It will consider
various factors when imposing a
designation, which includes the scale of
the corruption, the status of the
individual, international cooperation,
interaction with law enforcement
activities and risk of reprisal.

The announcement was welcomed by
US authorities including Secretary of
the Treasury Janet Yellen who said the
new regime would give the UK “an
authority similar to the United States’
Global Magnitsky programme” which
has been in operation since 2016.

The first sanctions target

Fourteen Russian nationals
accused of the theft of $230 million
of Russian state assets via a
complex tax fraud uncovered by tax
advisor Sergei Magnitsky

Members of the Gupta business
family accused of involvement in
serious corruption in South Africa

Sudanese businessman Ashraf
Seed Ahmed Hussein Ali who is
alleged to have stolen South
Sudanese state assets

Several individuals allegedly
involved in corruption in Honduras,
Nicaragua and Guatemala, including
facilitating bribes to support a drug
trafficking cartel

The full list of the individuals
designated is as follows: Felipe
Alejos Lorenzana, Ashraf Seed
Ahmed Hussein Ali, Salim Azziz
Essa, Stanislav Evgenievich
Gordievsky, Ajay Kumar Gupta, Atul
Kumar Gupta, Rajesh Kumar Gupta,
Pavel Aleksandrovich Karpov,
Yelena Ivanovna Khimina,
Vyacheslav Georgievich Khlebnikov,
Dmitry Vladislavovich Klyuev, Artem
Konstantinovich Kuznetsov, Jose
Francisco Lopez Centeno, Viktor
Aleksandrovich Markelov, Yulia
Mikhailovna Mayorova, Oscar
Ramon Najera, Andrey Alekseyevich
Pavlov, Gennady Nikolaevich
Plaksin, Aleksey Nikolaevich
Shshenya, Vladlen Yurievich
Stepanov, Olga Germanovna
Stepanova and Oleg
Vyacheslavovich Urzhumtsev

FCDO press release

Legislation

OFSI notice

https://www.gov.uk/government/news/uk-sanctions-22-individuals-involved-in-serious-international-corruption
https://www.gov.uk/government/news/uk-sanctions-22-individuals-involved-in-serious-international-corruption
https://www.gov.uk/government/news/uk-sanctions-22-individuals-involved-in-serious-international-corruption
https://www.legislation.gov.uk/uksi/2021/488/contents/made
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/980367/Notice_Global_Anti-Corruption_260421.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/980367/Notice_Global_Anti-Corruption_260421.pdf
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UK government publishes Myanmar sanctions 
regulations and issues guidance

The UK government published the
Myanmar (Sanctions) Regulations
2021 on 29 April, which revoke and
replace the Burma (Sanctions) (EU
Exit) Regulations 2019. The UK has
also published new guidance to
accompany the Regulations, offering
guidelines for best practice on
prohibitions and regulatory
compliance, enforcement, and the
relevant exemptions.

The new Regulations update the current
list of 23 individuals designated by the
UK for human rights abuses and
undermining democracy and the rule of
law in Myanmar. Further designations
may also be made based on civilian
repression, obstructing independent
investigations into human rights
abuses, violating international human

rights law, or blocking humanitarian aid.
Additionally, the Regulations impose
trade prohibitions on items deemed to
be dual-use or military goods and
technology, monitoring or interception
services for the Myanmar government,
technical assistance, armed personnel
assistance, and financial services or
brokering services that benefit the
military junta.

The Regulations also carry an
information and record keeping
component. Relevant firms must report
suspicious activity involving possible
regulatory non-compliance to HM
Treasury and must provide requested
information under threat of penalty.
Relevant firms are advised to consult
Part 7 of the Regulations to understand
their obligations and are advised to

seek independent legal advice if they
are not clear.

Contravention of the trade and financial
sanctions constitutes a criminal
offence under the Regulations, with
financial sanctions breaches carrying a
maximum sentence of seven years
imprisonment and two years for trade
sanctions violations. Firms dealing with
a person or entity that they discover to
be subject to financial sanctions are
advised to immediately cease their
dealings with the subject, freeze all of
their assets, and contact the UK’s OFSI.

UK government announcemen...

Myanmar sanctions guidanc...

Myanmar (Sanctions) Regul...

UK government bans white supremacist group

The UK’s Home Office submitted an
order before the parliament on 19 April
to proscribe the US-based white
supremacist group Atomwaffen
Division and its successor, National
Socialist Order, as terrorist groups. The
proposed legislation would criminalise
membership and support for the
extremist group, according to the
government press release.

The UK government announced on 23
April that Atomwaffen Division, with
National Socialist Order listed as its
alias, is now a proscribed terrorist
organisation in the UK.

Under the current legislation, the
maximum penalty for those found guilty
of supporting Atomwaffen Division and
similar organisations is 10 years
imprisonment, which will increase to 14
years after the counter-terrorism and
sentencing bill receives Royal Assent.
According to the Home Office, the order
will also allow law enforcement
agencies in the UK to remove online
content associated with the group.

Atomwaffen Division reportedly
announced that it was disbanding in
March 2020, but the National Socialist
Order emerged as its self-proclaimed

successor in July 2020. According to 19
April reporting by the BBC, the group
was reportedly inspired by the UK
extremist group National Action, which
was banned in 2016. The current group
has reportedly been cited by
prosecutors as influencing multiple
young people recently convicted of
terror-related offences in the UK.

UK government press relea...

UK government press relea...

Proscribed terrorist orga...

https://www.gov.uk/government/collections/uk-sanctions-relating-to-myanmar
https://www.gov.uk/government/collections/uk-sanctions-relating-to-myanmar
https://www.gov.uk/government/collections/uk-sanctions-relating-to-myanmar
https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.gov.uk/government/publications/myanmar-sanctions-guidance
https://www.legislation.gov.uk/uksi/2021/496/contents/made
https://www.legislation.gov.uk/uksi/2021/496/contents/made
https://www.legislation.gov.uk/uksi/2021/496/contents/made
https://www.gov.uk/government/news/government-to-ban-white-supremacist-group-in-the-uk
https://www.gov.uk/government/news/government-to-ban-white-supremacist-group-in-the-uk
https://www.gov.uk/government/news/government-to-ban-white-supremacist-group-in-the-uk
https://www.gov.uk/government/news/government-to-ban-white-supremacist-group-in-the-uk
https://www.gov.uk/government/news/white-supremacist-group-atomwaffen-division-banned-in-the-uk
https://www.gov.uk/government/news/white-supremacist-group-atomwaffen-division-banned-in-the-uk
https://www.gov.uk/government/news/white-supremacist-group-atomwaffen-division-banned-in-the-uk
https://www.gov.uk/government/news/white-supremacist-group-atomwaffen-division-banned-in-the-uk
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2#history
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2#history
https://www.gov.uk/government/publications/proscribed-terror-groups-or-organisations--2#history
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US issues new EO on Russia, imposes sanctions 
over election interference and cyber-attacks

US President Joseph Biden issued a new Executive Order
(EO) of 15 April pursuant to the International Emergency
Economic Powers Act (IEEPA), targeting “harmful foreign
activities of the Russian Government”. The EO authorises
the imposition of blocking sanctions on any person
interfering with “free and fair democratic elections and
democratic institutions” in the US, engaging in malicious
cyber activities against the US and its allies, fostering
transnational corruption to influence foreign governments
and violating well-established principles of international law.

The new EO authorises asset freezing measures and travel
bans against persons operating in the technology and
defence and other related sectors of the Russian economy.
According to a White House factsheet, the decision is a
retaliatory response to US Intelligence Community findings
concerning government-directed attempts to influence the
2020 US presidential election and accuse the Russian
Foreign Intelligence Service (SVR), of orchestrating the
SolarWinds cyber intrusion, which compromised thousands
of US foreign government and private sector networks. The
White House also cites Russian Intelligence Services-led
cyber-attacks targeting the Organization for the Prohibition of
Chemical Weapons, government systems and critical
infrastructure in Ukraine, Russian journalists and others who
openly criticise the regime.

In addition to the White House factsheet, the US Department
of the Treasury’s Office of Foreign Assets Control (OFAC) has
also issued several new FAQs (886, 887, 888, 889, 890, 891)
and amended existing FAQs (673, 674, 675, 676).

Pursuant to the new EO, the US Department of the Treasury
also issued a concurrent directive, which prohibits US
financial institutions, as of 14 June 2021, from participating
in the primary market for rouble or non-rouble denominated
bonds issued after said date by the Russian Central Bank,
National Wealth Fund, and Ministry of Finance. Lending
rouble or non-rouble denominated funds to said institutions is
also prohibited pursuant to the EO. However, participating in
the secondary market for bonds issued by these institutions
remains permitted. Furthermore, according to OFAC FAQ 891,
the provisions of the directive do not apply to entities that are
owned, directly or indirectly, 50 percent or more by one or
more of said entities, whether individually or collectively. The
directive expands upon existing bans on certain dealings in
Russian sovereign debt that were established in August 2019,
and, according to State Secretary Antony Blinken, the EO also
enables the US government to expand sovereign debt
sanctions on Russia, as appropriate.

Concomitant, the UK Foreign, Commonwealth and
Development Office (FCDO) highlighted the National Cyber
Security Centre’s (NCSC) assessment stating that SVR
(otherwise known as APT 29, Cozy Bear, or The Dukes) is
“highly likely” to be responsible for the exploitation of
SolarWinds' software, Orion, which compromised 18,000
governmental, diplomatic, healthcare, energy, and think tank
organisations across the world. Moreover, the FCDO revealed
that SVR has been using its access to government networks
across Europe and NATO members to collect intelligence
information since 2011; and targeting research institutes and
think tanks for intelligence collection since 2015.
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In a concurrent statement, the EU High Representative
commended the action and emphasised the recent increase
in attacks targeting the security and integrity of information
and communications technology (ICT) products and services,
“which might have systemic effects and cause significant
harm to our society, security and economy”. The High
Representative also reiterated the EU’s commitment to
establishing a Programme of Action to Advance Responsible
State Behaviour in Cyberspace within the United Nations.

On the same day, OFAC announced the designation of six
companies operating in the technology sector which are
allegedly supporting the Russian Intelligence Services, by
conducting research and development, providing technical
support and computer network security solutions to the
Federal Security Service (FSB), the Main Intelligence
Directorate (GRU), and the SVR. The designated companies
are: (1) ERA Technopolis; (2) Pasit AO; (3) Federal State
Autonomous Scientific Establishment Scientific Research
Institute Specialized Security Computing Devices and
Automation; (4) Neobit OOO; (5) Advanced System
Technology AO; and (6) Pozitiv Teknolodzhiz AO.

Furthermore, OFAC has also designated 16 individuals and 16
entities purportedly involved in attempts to interfere with the
2020 US presidential election, as described by the US
Intelligence Community’s “Assessment of Foreign Threats to
the 2020 US Federal Elections”, which was unclassified on 16
March. According to the report, the Russian government
authorised and conducted influence operations against the
US 2020 elections, by employing a system of officials,
disinformation outlets, and private sector companies to
spread misinformation about candidates, election processes
and institutions.

Additionally, the Department of State announced the
expulsion of 10 officials – several of whom are identified as
intelligence officers – from the Russia’s bilateral mission at
the embassy in Washington.

In response to the measures, the Russian Foreign Ministry
released a statement on 16 April, imposing travel bans on US
Attorney General, Merrick Brian Garland; Director of the US
Federal Bureau of Prisons, Michael D. Carvajal; US Secretary
of Homeland Security, Alejandro Nicholas Mayorkas;
Domestic Policy Adviser to the US President, Susan Elizabeth
Rice; FBI Director Christopher Asher Wray; Director of US
National Intelligence, Avril Danica Haines; former Assistant to
the President for National Security and Permanent
Representative to the United Nations, John Bolton; and
former CIA Director, Robert James Woolsey Jr. Furthermore,

the Russian Foreign Ministry announced that in the future 10
US diplomats will be expelled from Russia, to mirror the
measures taken by the US.

The 32 entities and individuals designated over
alleged election interference include

First Deputy Chief of Staff of the Presidential
Administration of Russia, Alexei Gromov

Several disinformation outlets controlled by the FSB, the
GRU, and the SVR, namely SouthFront, NewsFront,
Strategic Culture Foundation (SCF), InfoRos, IA InfoRos.
Former InfoRos head, Denis Tyurin, is also designated

The Africa network of previously designated Russian
financier of the Internet Research Agency (IRA), Yevgeniy
Prigozhin, which includes: (1) Alexander Makevich and his
company, (2) the Foundation for National Values
Protection (FZNC); (3) the Association For Free Research
And International Cooperation (AFRIC); (4) the
International Anticrisis Center; (4) Russian nationals Petr
Byschov; (5) Yulia Afanasyeva; and (6) Taras Pribyshin

A network of shell companies used by Prigozhin to evade
US sanctions and to conceal his beneficial ownership,
which includes: (1) Trans Logistik, OOO; (2) OOO
Yunidzhet; and (3) OOO Alkon; as well as (4) Deputy
General Director of Yunidzhet, Artem Stepanov; (5)
General Director of Yunidzhet, Maria Zueva; and (6)
ultimate owner of Yunidzhet and Alkon, Kirill Shcherbakov

Pakistan-based company Second Eye Solution (SES),
which allegedly assisted the IRA in obscuring its identity
to evade sanctions, as well as four front companies used
to launder SES proceeds – Fresh Air Farm House, Like
Wise, Oxytech, and MK Softtech. In addition, six Pakistani
owners and employees of SES are designated – namely
Mohsin Raza, Mujtaba Raza, Syed Hasnain, Muhammad
Hayat, Syed Raza, and Shahzad Ahmed

Russian and Ukrainian political consultant and Russian
Intelligence Services agent, Konstantin Klimnik

White House press release

White House letter

White House factsheet

https://www.whitehouse.gov/briefing-room/presidential-actions/2021/04/15/executive-order-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/04/15/executive-order-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/04/15/executive-order-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/04/15/executive-order-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/a-letter-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/a-letter-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/a-letter-on-blocking-property-with-respect-to-specified-harmful-foreign-activities-of-the-government-of-the-russian-federation/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/04/15/fact-sheet-imposing-costs-for-harmful-foreign-activities-by-the-russian-government/
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European Council formally ratifies EU-UK trade 
and cooperation agreement

The Council of the European Union
formally adopted on 29 April a decision
on the conclusion of the trade and
cooperation agreement (TCA) and the
agreement concerning security
procedures for exchanging and
protecting classified information,
reached between the bloc and the
European Atomic Energy Community,
and the United Kingdom.

The decision signifies the completion of
the ratification process by the EU. The
agreements, which entered into force
on 1 May, were formally signed by the
parties on 30 December 2020 and have
been provisionally applied from 1
January through to 30 April this year.

On 27 April, the European Parliament
voted with a large majority of 660 votes
in favour of granting its consent to the
trade and cooperation agreement, on
condition that the Parliament will play a
full role in monitoring how the
agreement is applied, including by being
involved in unilateral EU actions under
the agreement and having its opinions
considered. Subsequently, the European
Commission issued a statement on the
role of the European Parliament in the
implementation of the agreements,
committing to allowing "adequate
involvement" of MEPs in "important
decisions" made under the agreement,
such as amendments, suspensions or
the imposition of sanctions for
potential violations.

The 29 April Council decision was
accompanied by a set of joint
declarations, which refer to: (1) the

financial services regulatory
cooperation between the EU and the
UK, which includes the parties'
commitment to preserve financial
stability, market integrity, and the
protection of investors and consumers
through bilateral exchanges of view and
analysis regarding regulatory initiatives
and transparency and dialogue in the
process of adoption, suspension and
withdrawal of decisions; (2) the parties'
commitment to countering harmful tax
regimes, in particular those that may
facilitate base erosion and profit
shifting in line with Action 5 of the
OECD Base Erosion and Profit Shifting
(BEPS) Action Plan; and (3) considering
the extension of the agreement reached
in Title III of Part 3 of the TCA with
respect to the use of passenger name
records (PNR) in the prevention,
detection, investigation and prosecution
of terrorism and serious crime.

Furthermore, the joint declarations
express the parties' commitment to
exerting their "best endeavours" to
complete negotiations on the Security
of Information Agreement’s
implementing arrangement, as soon as
it is reasonably practicable, to allow the
Security of Information Agreement to
apply, as required under Article 19(2) of
the agreement in the fight against
money laundering, terrorism financing,
and tax evasion and avoidance.

Key provisions of the Council
decision establish that

Member states shall negotiate, sign
and conclude bilateral agreements

with the UK in accordance with
Article 41 of the Protocol on
administrative cooperation and
combatting fraud in the field of
value added tax (VAT) and on
mutual assistance for the recovery
of claims relating to taxes and
duties or in the area of social
security coordination. Such
agreements shall be compatible
with Union law, the functioning of
the TCA or of the internal market,
and the principle of
non-discrimination on grounds of
nationality enshrined in the TFEU

The European Commission shall (1)
report annually to the European
Parliament and to the Council on
the implementation and application
of the agreements; and (2) adopt
measures with regards to the
suspension of the relevant
preferential treatment of the
product(s) concerned, the
application of remedial measures
and the suspension of obligations,
the application of rebalancing
measures and countermeasures,
and compensatory measures and
the suspension of obligations, as
set out in the TCA, until a specific
legislative act regulating the
adoption of such measures enters
into force in the EU

EU Council press release

Council decision

European Parliament press...

https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/eu-uk-trade-and-cooperation-agreement-council-adopts-decision-on-conclusion/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/eu-uk-trade-and-cooperation-agreement-council-adopts-decision-on-conclusion/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/eu-uk-trade-and-cooperation-agreement-council-adopts-decision-on-conclusion/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/eu-uk-trade-and-cooperation-agreement-council-adopts-decision-on-conclusion/
https://data.consilium.europa.eu/doc/document/ST-5022-2021-REV-3/en/pdf
https://data.consilium.europa.eu/doc/document/ST-5022-2021-REV-3/en/pdf
https://www.europarl.europa.eu/news/en/press-room/20210423IPR02772/parliament-formally-approves-eu-uk-trade-and-cooperation-agreement
https://www.europarl.europa.eu/news/en/press-room/20210423IPR02772/parliament-formally-approves-eu-uk-trade-and-cooperation-agreement
https://www.europarl.europa.eu/news/en/press-room/20210423IPR02772/parliament-formally-approves-eu-uk-trade-and-cooperation-agreement
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UK National Security and Investment Act 2021 
receives royal assent

The UK National Security and
Investment Act 2021 expanding the
government's capability to scrutinise
and intervene in foreign investments
that could threaten UK national
security was granted royal assent on
29 April. Following agreement by both
Houses, the bill has formally become
an Act of parliament, but it is expected
to come fully into force towards the
end of the year due to the amount of
secondary legislation that still requires
preparation.

The bill, which was published on 11
November 2020 by the UK Department
for Business, Energy and Industrial
Strategy, introduces a mandatory
notification requirement with regards to
the acquisition of shares and voting
rights in sensitive sectors of the
economy, which include defence,
military and dual-use technologies,
artificial intelligence, communications,
cryptographic authentication, advanced
materials, robotics, energy and
transport. The regime establishes a
requirement for proposed acquirers of
sensitive entities and assets to seek
prior authorisation and obtain approval
from the UK Secretary of State before
completing the acquisition. A public
consultation seeking views on
secondary legislation to define the
sectors subject to the notification
regime ran until 6 January 2021.

The mandatory notification regime is
complemented by a voluntary regime
which applies broadly to any
transactions where a person obtains

control of a UK incorporated business
or UK-based asset. Additionally, the new
regime provides the UK Secretary of
State with a retrospective ‘call-in’ power,
which enables them to call-in for review
any transaction completed since 12
November 2020, which the government
reasonably considers may raise
national security concerns.

According to a statement of policy
intent published on 3 March, when
exercising the ‘call-in’ power, the State
Secretary will consider (1) the “target
risk”, concerning the entity or asset
which is the subject of the trigger event;
(2) the “trigger event risk”, namely the
potential of the underlying acquisition
of control to undermine national
security; and (3) the “acquirer risk” or
the extent to which the acquirer raises
national security concerns.

A new dedicated government unit, the
Investment Security Unit, will administer
the new regime – investors and
businesses will be required to notify the
unit through a digital portal with respect
to certain types of transactions
concerning the sensitive sectors, as
well as any transaction which raises
reasonable concern of implications for
national security.

The new regime will apply to (1)
acquisitions of interests in UK entities
and foreign entities carrying on
activities or supplying goods or
services to persons in the UK; (2)
acquisitions involving the control of
assets such as land and intellectual

property used in connection with
activities carried on, or the supply of
goods or services to persons, in the UK.

The bill provides that statutory
instruments must be passed to
prescribe the finer detail for specific
aspects of the framework created
pursuant to the bill, such as the range
of acquisitions which will be subject to
mandatory notification, the form of
mandatory notices, validation
applications and voluntary notices, as
well as offences and penalties. The
government will also publish guidance
on a range of topics to assist
businesses, investors and advisors in
understanding and meeting the
requirements of the new regime ahead
of its commencement. The guidance
will build on a series of factsheets
published by the government on 3
March, which provide further
information on the provisions of the bill,
the Investment Security Unit's review
process and the processes for
businesses.

The State Secretary advised businesses
whose transactions may fall within the
scope of the new regime or with
potential to otherwise raise national
security concerns, to voluntarily engage
with the government as a precaution to
mitigate any potential risks.

UK government press relea...
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Draft questions to be inc...

https://www.gov.uk/government/news/national-security-bolstered-as-bill-to-protect-against-malicious-investment-granted-royal-assent
https://www.gov.uk/government/news/national-security-bolstered-as-bill-to-protect-against-malicious-investment-granted-royal-assent
https://www.gov.uk/government/news/national-security-bolstered-as-bill-to-protect-against-malicious-investment-granted-royal-assent
https://www.gov.uk/government/news/national-security-bolstered-as-bill-to-protect-against-malicious-investment-granted-royal-assent
https://publications.parliament.uk/pa/bills/cbill/58-01/0210/20210.pdf
https://publications.parliament.uk/pa/bills/cbill/58-01/0210/20210.pdf
https://publications.parliament.uk/pa/bills/cbill/58-01/0210/20210.pdf
https://publications.parliament.uk/pa/bills/cbill/58-01/0210/20210.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941698/nsi-notificaiton-form-draft.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941698/nsi-notificaiton-form-draft.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941698/nsi-notificaiton-form-draft.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941698/nsi-notificaiton-form-draft.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/941698/nsi-notificaiton-form-draft.pdf
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UK Financial Services Act receives royal assent

The UK's Financial Services Act 2021
was granted royal assent on 29 April
and is now an Act of the parliament,
following agreement by both Houses.
The bill, the final version of which was
published on the same day, has been
designed to enhance the
competitiveness of UK financial
services after the UK's withdrawal from
the European Union.

The bill was introduced on 21 October
2020 in the House of Commons by the
UK's HM Treasury and completed its
House of Commons stages on 13
January this year, where it received
cross-party support. According to the
Economic Secretary to HM Treasury
John Glenn, the Act aims to "protect
people who rely on financial services
day-to-day and boost the
competitiveness of our dynamic global
financial centre" post-Brexit, while
maintaining the UK's "full control of its
own financial services regulation".

The Act comprises measures enabling
the implementation of the full set of
Basel III standards and a new prudential

regime for investment firms, as well as
granting the Financial Conduct
Authority (FCA) additional powers to
oversee an orderly transition away from
the London Inter-Bank Offered Rate
(LIBOR) benchmark. Furthermore, the
new regulation aims to simplify the
process to market overseas investment
funds in the UK and to provide
long-term access between the UK and
Gibraltar for financial services firms, as
well as improving the functioning of the
Packaged Retail and Insurance-based
Investment Products Regulation and to
facilitate retailers of all sizes to offer
cashback without a purchase.

Key provisions include

Amending the criminal market
abuse regime in the UK with respect
to insider dealing and market
manipulation offences, by
increasing the maximum sentence
from seven to 10 years, bringing it
into line with comparable economic
crime, such as fraud and bribery.
The bill introduces amendments to
the Sanctions and Anti-Money

Laundering Act 2018 to ensure
HMRC is able to access information
on who owns and benefits from
UK-linked overseas trusts

Ensuring that exceptions to some
requirements under the Defence
Against Money Laundering (DAML)
Suspicious Activity Reporting (SAR)
regime apply to payment and
e-money institutions, when the
transaction is below £250

Introducing interest-free
buy-now-pay-later products into
regulation and improving access to
cash by making it easier for retailers
of all sizes to offer cashback
without a purchase, in order to
protect consumers who use a range
of financial services

UK government press relea...
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US government renews Somalia sanctions

US President Joseph Biden announced
on 1 April the continuation of the
national emergency with respect to
Somalia for one year. The national
emergency was first declared in 2010
through Executive Order (EO) 13536
pursuant to the International
Emergency Economic Powers Act.

In a 1 April letter to Speaker of the
House Nancy Pelosi and to President of
the Senate Kamala Harris, President

Biden stresses that the national
security and foreign policy of the US
continues to be threatened by violence
in Somalia and the persistence of piracy
off the coast of Somalia.

Additional measures adopted in 2012
pursuant to Executive Order 13620 have
also been renewed, which took into
account UN Security Council resolution
2036 and resolution 2002, and seek to
address: exports of charcoal from

Somalia that generate revenue for
al-Shabaab; the misappropriation of
Somali state assets; as well as certain
acts of violence committed against
civilians in Somalia.

White House notice

Letter to Speaker of the ...

Federal Register entry
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US lists Myanmar pearl and timber enterprises

The US Treasury’s Office of Foreign
Assets Control on 21 April designated
the Myanmar Pearl Enterprise and
Myanma Timber Enterprise, identifying
both as major revenue generators for
the Myanmar military, pursuant to

Executive Order (EO) 14014. The
designations are made in response to
the 1 February coup and continued
killing of peaceful demonstrators in
Myanmar, according to the Treasury.

Myanma Timber Enterprise is identified
as a state-controlled entity subordinate
to the Ministry of Natural Resources
and Environmental Conservation and
generates revenue for the military junta
through timber production and export.
The pearl enterprise is controlled by the
same ministry, overseeing oyster
fishing, collection, artificial breeding,
and pearl harvesting and selling in
addition to licencing and registration for
related vessels and professionals.

US Secretary of State Antony Blinken
notes in a press release that the latest
designation is intended to demonstrate
to Myanmar’s military that the US will
continue targeting areas of state
revenue and push for greater
accountability for recent actions that
run contrary to human rights and
democratic principles.

Treasury Department press...

Identifying information

State Department press re...

OFAC lists Myanmar gemstone company

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) announced on 8 April the
imposition of targeted sanctions
against the Myanmar state-owned
company, responsible for all gemstone
activities in the country, Myanma Gems
Enterprise (MGE), for being a key
economic interest of the military-led
regime established after the 1 February
coup. The designation is made

pursuant to Executive Order (EO)
14014, which allows the blocking of
property with respects to the situation
in Myanmar.

According to a statement by US State
Secretary Antony Blinken, the
designation is made in response to
ongoing repression of pro-democracy
protests and, more specifically,
“random” and “brutal” attacks
perpetrated by security forces on 27
March, which led to the killing of 100
protestors. Blinken also reiterated US
commitment to increasing “pressure on
the regime’s revenue streams”, bringing
accountability to those responsible for
the violent actions, and supporting the
restoration of democracy.

MGE operates under Myanmar’s
Ministry of Natural Resources and
Environmental Conservation and is

involved in managing mining and
marketing activities with respect to jade
and other gemstones, including
permitting, licensing, enforcing the
regulatory framework, collecting
royalties, and participating in joint
ventures on behalf of the state.

The action follows last month’s
designations of key generals involved in
the coup and their family members, as
well as two conglomerates controlled
by the military, Myanmar Economic
Holdings Public Company Limited and
Myanmar Economic Corporation Ltd.

OFAC press release

Identifying information

US Department of State pr...
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OFAC amends Somalia Sanctions Regulations

The Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) in a final rule on 27 April
amended and reissued the Somalia
Sanctions Regulations in their entirety,
replacing the abbreviated version that
was published in May 2010 and
including additional interpretive and
definitional guidance, general licences,
and other regulatory provisions. The
amended Regulations became
effective on 28 April, when they were
published in the Federal Register.

The amended Regulations provide for
general licences authorising certain
transactions related to the investment
of certain funds, payments for legal
services from funds originating outside

the US, official business of the US
government, and official activities of
international organisations. According
to OFAC, the amended sanctions do not
generally prohibit trade with, or the
provision of banking or other financial
services to, Somalia. Instead, they apply
to instances where the transaction or
service in question involves property or
interests in property that are blocked
pursuant to the sanctions regime.

The final rule also incorporates
Executive Order (EO) 13536 on blocking
property of persons involved in the
conflict in Somalia, prohibiting the
importation of charcoal, directly or
indirectly, from Somalia.

Furthermore, the amended Regulations
include Executive Order (EO) 13620 on
taking additional steps to address the
national emergency regarding Somalia,
which targets issues such as (1) the
export of charcoal from Somalia, which
generates significant revenue for US
designated foreign terrorist
organisation, al-Shabaab; (2) the
misappropriation of Somali public
assets; and (3) certain acts of violence
committed against Somali civilians.

OFAC press release

Amended Somalia Sanctions...

Federal Register notice (...

OFAC amends TSRA on Sudan sanctions regime

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) published on 12 April the
amended version of the Trade
Sanctions Reform and Export
Enhancement Act of 2000 (TSRA) and
four related FAQs, which apply to
exports exposed to the Sudan and
Darfur sanctions regime.

The amendment consists of the
addition of two FAQs related to the
TSRA, which are also included amongst
the FAQs regarding the Sudan and
Darfur sanctions regime as FAQ 98 and
FAQ 500. The new FAQs clarify that a
licence is no longer required for the
export of agricultural commodities,
medicine, or medical devices to Sudan,
and provide guidance on the
information required for licence

applications submitted pursuant to the
TRSA. Accordingly, licence applications
must provide all relevant information
regarding the proposed transactions,
such as full names, addresses, and
roles of all parties involved in the
purchase of the proposed export items,
as well as the associated commodity
classification numbers, if applicable.

FAQs with respect to the Sudan
and Darfur sanctions regime

FAC 836, which notes that even
though US persons are no longer
prohibited from engaging in
transactions with respect to Sudan
that were previously prohibited by
the Sudanese Sanctions
Regulations (SSR), which was
removed from the Code of Federal

Regulations (CFR) on 29 June 2018,
the national emergency declared
with respect to the Sudan via
Executive Order (EO) 13067 remains
in effect, which means that
Sudanese persons may still be
designated or blocked

FAQ 97, which states that format
options permitted for submitting
licence applications are online and
hardcopy, recommending online
submission via OFAC’s application
portal as the most appropriate form

OFAC notice

Amended TSRA

FAQ 97
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US designates Paraguayan legislator

The US State Department announced
on 6 April the designation of
Paraguayan Lower House
Representative Ulises Rolando
Quintana Maldonado pursuant to the
Department of State, Foreign
Operations, and Related Programs
Appropriations Act of 2021 for his

alleged involvement in significant
corruption.

The US State Department claims that
Quintana has been involved in
facilitating transnational organised
crime, undermining the rule of law, and
damaging Paraguayan public

confidence in state functions. The
legislator’s wide, Mirtha Beatriz
Esperanza Fariña Velausteguiz, has
also been designated, with both barred
from entering the US.

State Department press re...

OFAC lists Mexican cartel commander

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) designated on 14 April a
regional commander of the Mexican
Jalisco New Generation Cartel (Cartel
de Jalisco Nueva Generacion, CJNG),
Audias Flores Silva, pursuant to the
Foreign Narcotics Kingpin Designation
Act. The US Department of State
concurrently announced a reward of up
to $5 million in exchange for
information leading to the arrest
and/or conviction of Flores Silva.

The State Department also announced
that an unsealed indictment returned in
the US District Court for the District of
Columbia on 13 August 2020, charges
Flores Silva, otherwise known as ‘El
Jardinero’, with participation in a
conspiracy to smuggle over five
kilograms of cocaine, and over one
kilogram of heroin into the US, as well
as with purportedly carrying, using, and
possessing a firearm in furtherance of a
drug offence. According to OFAC, Flores
Silva previously served a five-year
prison sentence in the US after being
convicted in connection with a
narcotics trafficking case.
Subsequently, he was deported to
Mexico and in 2016, the Mexican
authorities arrested him for

orchestrating the April 2015 ambush
against Mexican police officers in the
city of San Luis Soyatlán in Jalisco.
Flores Silva was released from prison
after disputing the charges in court.

Following multiple investigations by
Homeland Security Investigations (HSI),
the State Department determined that
Flores Silva is closely associated with
the leader of CJNG, Nemesio ‘El
Mencho’ Oseguera Cervantes, who was
also designated pursuant to the Kingpin
Act on 8 April 2015, along with CJNG,
an additional drug organisation, Los
Cuinis, and its leader, Abigael Gonzalez
Valencia, for playing a significant role in
international narcotics trafficking.
Oseguera Cervantes is also a target of
the State Department’s Narcotics
Rewards Program (NRP), which offers a
reward of up to $10 million for
information that leads to his arrest or
conviction.

The State Department notice
announcing the placement of Flores
Silva on the wanted under the NRP list
highlights that investigations by the HSI
and the Drug Enforcement
Administration (DEA) reveal that Flores
Silva purportedly controls several
methamphetamine laboratories in

Jalisco and Zacatecas. Furthermore, he
oversees the operation of multiple
clandestine airstrips, aircraft,
tractor-trailer trucks, and passenger
vehicles for transporting various illicit
narcotics from Mexico to the cartel’s
distribution cells in the US.

According to the DEA’s National Drug
Threat Assessment 2020 published in
March, CJNG and its principal rival, the
Sinaloa Cartel, are the primary two
organisations responsible for importing
a significant proportion of the drugs
that entered the US last year, with CJNG
being “one of the fastest growing
cartels”, responsible for “manufacturing
and distributing [into the US] large
amounts of fentanyl, heroin,
methamphetamine, and cocaine”. The
report also finds that CJNG has
significant influence over the Port of
Manzanillo, which is the busiest port in
Mexico, facilitating the cartel’s
distribution of large quantities of drugs.

OFAC press release

OFAC identifying informat...

OFAC Kingpin Act chart on...
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US designates five individuals and three entities 
involved in Crimea occupation and repression

The US Treasury’s Office of Foreign
Assets Control (OFAC) announced on
15 April the imposition of asset
freezing measures against five
individuals and three entities
associated with Russia’s ongoing
occupation and repression in the
Crimea region of Ukraine, pursuant to
Executive Orders 13660 and 13685.

The restrictive measures target three
Russian officials and a local official in
the Crimea region who are alleged to
have significant roles in controlling and
governing the region: the supposed
Republic of Crimea’s supposed Minister
of Internal Affairs, Pavel Leonidovich
Karanda; Chief of the Russian
Intelligence Services’ Federal Security
Service (FSB) Department in Crimea
and Sevastopol, Leonid Mikhailiuk;
Head of the Main Directorate of the
Investigative Committee, Vladimir
Nikolaevich Terentiev; and Minister of
Property and Land Relations in the

supposed Republic of Crimea, Larisa
Vitalievna Kulinich.

The designations also concern one
individual and two entities involved in
the construction and operation of the
Kerch Strait Railway Bridge connecting
Russia with Crimea and the city of
Sevastopol in violation of Ukrainian
sovereignty. Specifically, the sanctions
target Leonid Kronidovich Ryzhenkin,
the CEO of a Russian construction
company, Mostotrest, which has
participated in the construction of the
bridge, pursuant to a $1.9 billion state
contract. Mostotrest and its owner,
Arkady Rotenberg, were designated
previously by OFAC pursuant to EO
13685 and EO 13661. The two entities
designated on 15 April for their
involvement in designing the bridge and
constructing the railroad are
Lenpromtransproyekt and the
Berkakit-Tommot-Yakutsk Railway
Line’s Construction Directorate.

Ryzhenkin and the two entities were
also designated by the EU and the UK
on 1 October 2020 and by Canada on
29 March 2021. In addition to this, the
Australian Foreign Affairs Ministry
sanctioned the two companies on 30
March 2021.

Additionally, the Department denounces
the alleged human rights violations
perpetrated against prisoners, which
includes Crimean Tatars and other
Ukrainians held in indefinite detention
on politically motivated criminal
charges. Accordingly, OFAC has
designated Simferopol SIZO-1 a pre-trial
detention centre in the Crimea region,
where detainees are purportedly
“known to freeze, starve, suffer from
parasites, and be kept in poorly
ventilated, unsanitary cells”.

OFAC press release

Identifying information

US publishes notice on listing of Turkish entity 
and individuals for transacting with Russia

The US State Department published a 7
April notice in the Federal Register
designating the Turkish Presidency of
Defence Industries (SSB) and four
senior SSB members for allegedly
engaging in a significant transaction
with an individual working on behalf of
the Russian government’s defence or
intelligence sectors. The sanctions
were imposed pursuant to Section 231
of the Countering America’s

Adversaries Through Sanctions Act
(CAATSA) by the previous
administration.

The notice states that SSB engaged in
the transaction on or after 2 August
2017, which was identified in a 14
December 2020 State Department
announcement as the purchasing of
S-400 anti-air missiles from Russia.

The designated individuals are SSB
President Ismail Demir, Vice President
Faruk Yigit, Head of the Department of
Air Defence and Space Serhat
Gencoglu, and Regional Air Defence
Systems Directorate Program Manager
Mustafa Alper Deniz.

Federal Register notice

State Department announce...
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US revokes sanctions on ICC officials

US President Joe Biden announced on
1 April the termination of the national
emergency declared pursuant to
Executive Order (EO) 13928, which
authorised the imposition of sanctions
against certain persons associated
with the International Criminal Court
(ICC). The revocation is made pursuant
to EO 14022, and lifts sanctions
against ICC Chief Prosecutor Fatou
Bensouda and Head of the Jurisdiction
Complementarity and Cooperation
Division Phakiso Mochochoko, as well
as visa restrictions imposed on certain
ICC personnel.

The Trump administration revoked
Bensouda’s US visa in 2019 and

imposed economic restrictions on her
and Mochochoko in September 2020,
citing their involvement in ICC efforts to
investigate alleged war crimes
committed by US personnel in
Afghanistan, without prior US consent.

In an official statement, US Secretary of
State Antony Blinken described the
measures adopted by the previous
administration as “inappropriate and
ineffective”. Blinken explained that,
despite the US continuing to disagree
with the ICC asserting jurisdiction over
personnel of states which are not
parties to the Rome Statute of the ICC,
such as the US and Israel, the
administration considers that such

matters are “better addressed through
engagement with all stakeholders in the
ICC process rather than through the
imposition of sanctions”.

In a statement released on 3 April, the
ICC commended the decision and
emphasised its commitment to
strengthening cooperation with the US,
noting the country’s “important
contributions to the cause of
international criminal justice”.

White House press release

White House letter

Federal Register entry

US Secretary of State places visa restrictions on 
Ugandans for undermining election

US Secretary of State Antony Blinken
announced on 16 April that the US
government is placing travel
restrictions on certain Ugandan
officials for their purported role in
undermining the country’s 14 January
election process and the campaign
preceding the election. The individuals
have not been publicly named.

Secretary Blinken cites the routine
arrest, illegal detention, and harassment
of opposition candidates and states
that the Ugandan police and military
forces directly caused the death and
injury of opposition supporters,
innocent bystanders, and journalists in
the days and weeks prior to the election

and afterwards. He also notes
purported efforts by Uganda’s
government to restrict access to
impartial election observers and
references reports of observed
irregularities in the election process,
calling the election “neither free nor
fair”. Blinken adds that the US is
considering additional sanctions,
including against the family members
of those deemed responsible for
undermining the election.

According to 17 April reporting by Voice
of America (VOA), the Ugandan
government declared the following day
that it has not been informed of the
travel restrictions, with government

spokesperson Ofwono Opondo
claiming that Blinken’s accusations lack
credible evidence and should have
explicitly named the officials that the
US holds responsible. Members of the
National Unity Platform (NUP)
opposition party reportedly welcomed
the State Department’s move.
According to VOA, a NUP spokesperson
claims that 700 of its supporters are
missing and are believed to be being
held as political prisoners.

Secretary of State press ...

VOA article
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https://www.federalregister.gov/documents/2021/04/07/2021-07239/termination-of-emergency-with-respect-to-the-international-criminal-court
https://www.federalregister.gov/documents/2021/04/07/2021-07239/termination-of-emergency-with-respect-to-the-international-criminal-court
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https://www.voanews.com/africa/uganda-says-us-travel-limits-imposed-without-basis
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US BIS adds seven Chinese supercomputing 
entities to Entity List for supporting military

The US Commerce Department’s Bureau of Industry and
Security (BIS) added seven Chinese supercomputing entities
on 8 April to its Export Administration Regulations’ (EAR)
Entity List for their alleged involvement in “conducting
activities that are contrary to the national security or foreign
policy interests of the United States” due to their purported
support for China’s military modernisation and “other
destabilising efforts”.

According to BIS, the following seven entities “are involved
with building supercomputers used by China’s military actors,
its destabilizing military modernization efforts, and/or
weapons of mass destruction (WMD) programs”: Tianjin
Phytium Information Technology, Shanghai
High-Performance Integrated Circuit Design Centre, Sunway
Microelectronics, and the National Supercomputing Centres
of Jinan, Shenzhen, Wuxi, and Zhengzhou.

US companies will be subject to a licence review policy of a
presumption of denial concerning exports to these entities
and to additional licence requirements under EAR’s §744.11.
The rule is effective immediately, while a saving clause for en
route item shipments is provided.

In response to media reports announcing the listing, both
Shenzhen-based Sunway Microelectronics Communication
Co Ltd and Shanghai Integrated Circuit Technology and
Industry Promotion Centre (Shanghai IC Technology and
Industry Promotion Centre) claim that they are not included
on the BIS Entity List.

BIS press release

BIS rule

Sunway Microelectronics Communication press r...

US House of Representatives passes SAFE 
Banking Act on Marijuana-related business

The US House of Representatives passed House Resolution
(HR) 1996, known as the SAFE Banking Act, on 19 April, a
bill that would grant financial and depository institutions
clearance from federal regulatory penalties for facilitating
transactions and offering other forms of banking services to
marijuana-related businesses (MRBs).

The SAFE Banking Act, which was approved by a vote of 321
to 101, must still be voted on by the Senate and signed by
President Joseph Biden before entering force. According to
the bill’s text, the legislation aims to reduce MRB reliance on
cash business, and specifically bans federal regulators from
ending or limiting deposit or share insurance on entities
providing banking services to MRBs. It will also cease federal
regulatory practices of prohibiting, penalising, and

discouraging depository institutions in the same category, as
well recommending, incentivising, or encouraging depository
institutions not to offer financial services to MRBs.

Reporting by Bloomberg notes that the act does not offer a
shield from potential federal regulatory penalties to financial
institutions that invest in MRBs, as Marijuana remains a
federally controlled substance. Nevertheless, Marijuana is
fully legal in 17 states and legal for medical use in 36 states.

HR 1996 status

HR 1996 text

Bloomberg article

https://www.commerce.gov/news/press-releases/2021/04/commerce-adds-seven-chinese-supercomputing-entities-entity-list-their
https://www.commerce.gov/news/press-releases/2021/04/commerce-adds-seven-chinese-supercomputing-entities-entity-list-their
https://www.commerce.gov/news/press-releases/2021/04/commerce-adds-seven-chinese-supercomputing-entities-entity-list-their
https://www.govinfo.gov/content/pkg/FR-2021-04-09/pdf/2021-07400.pdf
https://www.govinfo.gov/content/pkg/FR-2021-04-09/pdf/2021-07400.pdf
https://en.sz-sunway.com/news/47.html
https://en.sz-sunway.com/news/47.html
https://en.sz-sunway.com/news/47.html
https://en.sz-sunway.com/news/47.html
https://en.sz-sunway.com/news/47.html
https://www.congress.gov/bill/117th-congress/house-bill/1996/actions?r=1&s=1
https://www.congress.gov/bill/117th-congress/house-bill/1996/actions?r=1&s=1
https://www.congress.gov/bill/117th-congress/house-bill/1996/actions?r=1&s=1
https://www.congress.gov/117/bills/hr1996/BILLS-117hr1996ih.pdf
https://www.congress.gov/117/bills/hr1996/BILLS-117hr1996ih.pdf
https://www.congress.gov/117/bills/hr1996/BILLS-117hr1996ih.pdf
https://www.bloomberg.com/news/articles/2021-04-19/house-passes-marijuana-banking-bill-with-bipartisan-support?sref=ldCf194q
https://www.bloomberg.com/news/articles/2021-04-19/house-passes-marijuana-banking-bill-with-bipartisan-support?sref=ldCf194q
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US Senate committee introduces strategic 
competition bill on China foreign policy

The US Senate Foreign Relations Committee announced on
8 April the bipartisan Strategic Competition Act of 2021
aimed at shaping US strategic approaches to China. The
proposed legislation supports imposing further sanctions
regarding Hong Kong and the genocide in Xinjiang and
would introduce measures to track Chinese intellectual
property violators, monitor Chinese entities’ presence in US
capital markets, and provide technical assistance to nations
countering foreign corrupt practices.

On sanctions, the bill urges the US government to wield
sanctions powers already approved by Congress more widely
against Chinese targets for a range of malign activities
including cyber-related economic espionage, abuses of the
international trading system, and assisting North Korea evade
international sanctions. It also urges the Association of
South East Asian Nations (ASEAN) to adopt a proposed
March 2019 sanctions regime that would target China for
cyber-attacks. In addressing financial crime, the Strategic
Competition Act calls for expanding the mandate of the
Committee on Foreign Investment in the United States

(CFIUS) to screen financial transactions more effectively for
possible China-related security risks.

The 281-page bill also calls for the reinforcement of ongoing
US efforts to counter the influence and malign operations of
Chinese Communist Party influence abroad, including
through global infrastructure development, digital technology
innovation, and cybersecurity activity. It further urges greater
cooperation and coordination with international partners on
arms control measures, introducing reporting requirements
on Chinese weaponry including nuclear, space, cyberspace,
and missile development and deployment.

The bill passed the committee on 21 April and must be voted
on by the full Senate prior to submission to the House of
Representatives.

US Senate Foreign Relations Committee press r...

Strategic Competition Act of 2021

EU Council renews sanctions on Myanmar

The Council of the European Union announced on 29 April
the extension of restrictive measures in view of the situation
in Myanmar for another year, until 30 April 2022.

The sanctions regime targets individuals believed to be
involved in the military coup in February 2021 and the
violence against peaceful protestors, as well as those
responsible for serious human rights violations committed
against the Rohingya population and other ethnic minorities.

The EU has designated officials from the Myanmar Armed
Forces (Tatmadaw) and the border guard police, as well as
civilian members of the State Administrative Council and the
Chairman of the Election Commission, as well as two entities

owned and controlled by the Myanmar Armed Forces.

The sanctions regime also includes an embargo on arms and
equipment that can be used for internal repression, an export
ban on dual-use goods for use by the military and border
guard police, and export restrictions on equipment that could
be used for internal repression.

EU Council press release

Council Decision (CFSP) 2021/711

Council Implementing Regulation (EU) 2021/706

https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/press/chair/release/chairman-menendez-announces-bipartisan-comprehensive-china-legislation
https://www.foreign.senate.gov/imo/media/doc/DAV21598%20-%20Strategic%20Competition%20Act%20of%202021.pdf
https://www.foreign.senate.gov/imo/media/doc/DAV21598%20-%20Strategic%20Competition%20Act%20of%202021.pdf
https://www.foreign.senate.gov/imo/media/doc/DAV21598%20-%20Strategic%20Competition%20Act%20of%202021.pdf
https://www.foreign.senate.gov/imo/media/doc/DAV21598%20-%20Strategic%20Competition%20Act%20of%202021.pdf
https://www.foreign.senate.gov/imo/media/doc/DAV21598%20-%20Strategic%20Competition%20Act%20of%202021.pdf
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/myanmar-burma-council-extends-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/myanmar-burma-council-extends-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/myanmar-burma-council-extends-sanctions-for-another-year/
https://www.consilium.europa.eu/en/press/press-releases/2021/04/29/myanmar-burma-council-extends-sanctions-for-another-year/
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0711&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0711&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0711&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021D0711&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0706&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0706&qid=1620155147431
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32021R0706&qid=1620155147431
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EU designates 10 Myanmar individuals and two 
military-controlled entities

The Council of the EU announced on 19
April the imposition of sanctions on 10
individuals and two entities controlled
by the military in Myanmar in response
to the 1 February coup and ongoing
repression of protestors.

The two designated entities, Myanmar
Economic Holdings Public Company
Limited (MEHL) and Myanmar
Economic Corporation Limited (MEC),
are described by the Council as “large
conglomerates that operate in many
sectors of Myanmar’s economy and are
owned and controlled by the Myanmar
Armed Forces (Tatmadaw), and provide
revenue for it”. The EU states that the

intention behind the current sanctions
regime is to effect change in the
military junta’s leadership.

The individuals are said to be
responsible for undermining democracy
and the rule of law in Myanmar and for
“repressive decisions” and serious
human rights violations. Travel bans
and asset freezes are now in place on
35 individuals connected with the coup
and subsequent violence.

The bloc’s announcement also notes
the continuation of such restrictive
measures as an arms and equipment
embargo on items which can be utilised

to further internal repression, a dual-use
item export ban, military training bans,
and restrictions on the export of
monitoring communications. The EU
also notes the recent allocation of €9
million in emergency humanitarian aid
to Myanmar as part of its stated
commitment to supporting the
Myanmar people.

EU press release

Council Implementing Regu...

Council Decision (CFSP) 2...

Vatican issues new decree strengthening anti-
financial crime disclosure and controls

The Holy See Press Office published a
29 April apostolic letter introducing
tighter conditions for senior Vatican
City and the Roman Curia management
and administrators, including a
requirement to disclose whether they
are subject to pending trials or
investigations involving organised
crime, corruption, fraud, terrorism,
money laundering, or tax crime. The
new rules amend the General
Regulations of the Roman Curia.

The apostolic letter introduces
obligations for several senior positions
in the Vatican City and the Roman Curia
including Cardinal heads of
departments and heads of bodies and

all those who carry out administrative,
judicial, or supervisory functions.
Non-compliance with the filing
obligations can result in criminal
charges and dismissal from office.

All obliged individuals must sign a
declaration stating that they are not
subject to any definitive convictions for
wilful crimes in the Vatican or abroad
when they are hired and every two years
thereafter. Additionally, they must
declare that they have not benefitted
from pardon, amnesty, or prescription
and that they do not hold directly or
indirectly cash or investments in
high-risk or non-cooperative
jurisdictions for tax purposes.

Vatican managers must also certify
that all their assets come from lawful
activities and that all their shares or
interests derive from entities or sectors
that do not conflict with the Vatican
Church’s Social Doctrine.

All employees of the Roman Curia,
Vatican City and related entities are
also prohibited from accepting gifts in
connection with their employment that
are worth more than €40.

Vatican Press Office rele...

General Regulations of th...
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EU renews Iran human rights sanctions regime 
and designates individuals and entities

The Council of the EU renewed on 12
April the restrictive measures against
Iran in response to human rights
violations until 13 April 2022 and
added eight individuals and three
entities to the sanctions list. The
extension of the restrictive measures
and designations are made pursuant to
Council Implementing Regulation (EU)
2021/584 and Implementing Decision
(CFSP) 2021/585.

The sanctions list now comprises 89
designated former and current officials
and members of the judiciary and four
entities responsible for directing the
repression, or involved in serious
violations of the right to due process,
torture or “the indiscriminate, excessive
and increasing application of the death
penalty”. The restrictive measures also
include a ban on exports to Iran of
equipment or software which might be
used for internal repression and
telecommunications monitoring or
interception, as well as a ban on
providing technical or financial
assistance and services to Iran.

Those designated are

Head of the Basij Organisation of
the Islamic Revolutionary Guard
Corps (IRGC), Gholamreza
Soleimani

Commander in Chief of the IRGC,
Hossein Salami, also known as
Hussain Salami

Commander of the Special Units of
the Iranian Police Force, Hassa
Karami

Commander in Chief of the IRGC
Ground Forces, Mohammad
Pakpour, also known as
Mohammad Pakpur

Commander in Chief of the Iranian
Police Force, Hossein Ashtari

Former director of Evin Prison and
other detention centres,
Gholamreza Ziaei

IRGC Commander of Khuzestan

Province Vali Asr Corps, Hassan
Shahvarpour

Governor of Shahr-e Qods and Head
of the City Security Council, Leyla
Vaseghi, also known as Layla
Vaseqi, or Leila/Layla Vaseghi

Evin Prison

Fashafouyeh Prison, also known as
Greater Tehran Central Penitentiary,
Hasanabad-e Qom Prison, Greater
Tehran Prison

Rajaee Shahr Prison, also known as
Rajai Shahr Prison, Rajaishahr, Raja’i
Shahr, Reja’i Shahr, Rajayi Shahr,
Gorhardasht Prison, Gohar Dasht
Prison

EU Council press release

Council Implementing Regu...

Council Implementing Deci...

Russia passes decree to block entities from 
disclosing information to foreign auditors

The Russian government issued
Decree No. 622 on 19 April to restrict
certain Russian entities from
disclosing information to foreign
auditors, which took effect on 29 April.

The new Decree reportedly seeks to
block listed entities from revealing

information that would otherwise be
subject to mandatory disclosures, such
as beneficial ownership and
management structures, to any auditors
controlled by foreign persons or
international or foreign companies.

Covered Russian persons and entities

include issuers of securities that may
be subject to sanctions, banks subject
to sanctions, or other credit institutions,
depositories, and issuers who may have
sanctioned shareholders.

Decree No. 622

https://www.consilium.europa.eu/en/press/press-releases/2021/04/12/iran-council-reviews-eu-human-rights-sanctions-regime/
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EU designates three Somali al-Shabab leaders

The EU Council on 6 April announced
the designation of three Somali militia
leaders, via Council Implementing
Decision 2021/560 and following
similar action by the UN Security
Council (UNSC) on 26 February, for
engaging in or providing support for
acts that threaten the peace, security
or stability of Somalia.

Abukar Ali Adan is designated for
acting as the deputy leader of
al-Shabaab and association with
Al-Qaida, while Maalim Ayman is
identified as the founder and leader of
an al-Shabaab unit, Jaysh Ayman,
responsible for attacks in Kenya and
Somalia, including the 5 January 2020
attack on Camp Simba. Mahad Karate

is listed as a key member of Amniyat,
an al-Shabaab unit responsible for the 2
April 2015 Garissa University College
attack in Kenya.

EU Council Implementing D...

UNSC designations

UN adopts two resolutions on Libya and extends 
mandate of the panel of experts

The UN Security Council (UNSC)
announced on 16 April the unanimous
adoption of resolution 2570 (2021)
approving arrangements for new
ceasefire monitoring mechanisms led
by the Libyan government, and
resolution 2571 (2021) extending the
authorisation of measures related to
the illicit export of crude oil and
petroleum products from Libya, as well
as extending the mandate of the panel
of experts assisting the Libya
sanctions committee.

Resolution 2570 (2021) approves the
Libyan-led and Libyan-owned ceasefire
monitoring mechanism (LCMM) and
underlines the need for the 5x5 Joint
Military Commission to further develop
its plans for the LCMM. In addition, the
UNSC highlights its intention to review
progress on the deployment of UN
Support Mission in Libya (UNSMIL)
ceasefire monitors before the 15
September and requests that the

Secretary-General consult on any
increase to the initial maximum number
of approximately 60 ceasefire monitors.

Pursuant to resolution 2571 (2021), the
UNSC renews the authorisation of
measures related to the illicit export of
petroleum products from Libya until 30
July 2022 and requests all member
states ensure full compliance with the
arms embargo imposed pursuant to
resolution 1970 (2011), as well as to
refrain from intervening in the Libya
conflict. Furthermore, the UNSC calls on
all parties to ensure full implementation
of the ceasefire agreement, including by
immediately withdrawing all foreign
forces and mercenaries from Libya.

Concurrently, member states are
requested to report to the UNSC on the
actions taken for the efficient
implementation of travel ban and asset
freezing measures with respect to
individuals who are designated by the

Council. The resolution also extends
the mandate of the UNSC’s Panel of
Experts on Libya established pursuant
to UN resolution 1970 (2011) until 15
August 2022, with an interim report on
its activities expected by 15 December
and a final report and
recommendations by 15 June 2022.

The UNSC has also requested that the
interim government of national unity
ensure the protection of human rights
and combat corruption, as well as to
take all necessary measures to
guarantee “free, fair and inclusive”
presidential and parliamentary
elections on 24 December.

UN press release

Resolution 2571 (2021)

Resolution 2570 (2021)
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CONSULTATIONS

US Treasury's FinCEN issues consultation on 
implementation of beneficial ownership reporting

The US Department of the Treasury’s Financial Crimes
Enforcement Network (FinCEN) announced on 1 April that it
is seeking views on several topics related to the
implementation of the National Defense Authorization Act’s
(NDAA) provisions on beneficial ownership information
reporting mandated by the new Corporate Transparency Act
(CTA). Comments were being accepted until 5 May.

FinCEN seeks feedback on what
steps companies and the
regulator should take to ensure
the accuracy of the information

The agency is seeking comments on what security and
privacy measures should be put in place to protect beneficial
ownership and applicant information and how the
information should be made available to financial institutions
with customer due diligence obligations.

Additionally, FinCEN questions whether a financial
institution’s terms of access for application information
should differ from the terms applicable to access for
beneficial ownership information.

FinCEN further seeks feedback on what steps both
companies and the regulator should take to ensure the
accuracy of reported information and whether reporting
entities should confirm the continued accuracy of previously
submitted information on a regular basis. The agency also
seeks input on what information reporting companies should
be required to provide, including any anticipated burdens.

The consultation also seeks comments on whether any group
of entities that is not expressly exempted under the text of
the CTA, such as the private funds industry and foreign public
companies, should be explicitly excluded from the beneficial
ownership reporting requirements.

The CTA amends the Bank Secrecy Act requiring
corporations, limited liability companies and other ‘similar
entities’ to report information about their beneficial owners.
FinCEN is also required to develop a secure database to store
the information collected.

FinCEN press release

FinCEN notice

NDAA for Fiscal Year 2021

https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-beneficial-ownership-reporting
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-beneficial-ownership-reporting
https://www.fincen.gov/news/news-releases/fincen-launches-regulatory-process-new-beneficial-ownership-reporting
https://www.govinfo.gov/content/pkg/FR-2021-04-05/pdf/2021-06922.pdf
https://www.govinfo.gov/content/pkg/FR-2021-04-05/pdf/2021-06922.pdf
https://www.congress.gov/bill/116th-congress/house-bill/6395/text
https://www.congress.gov/bill/116th-congress/house-bill/6395/text
https://www.congress.gov/bill/116th-congress/house-bill/6395/text
https://www.congress.gov/bill/116th-congress/house-bill/6395/text
https://www.congress.gov/bill/116th-congress/house-bill/6395/text
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US federal agencies publish statement and call 
for comments on BSA/AML compliance

Four US banking agencies and the
Financial Crimes Enforcement Network
(FinCEN) published a request for
information (RFI) on 9 April along with
an accompanying statement
addressing how risk management
principles laid out in the Supervisory
Guidance on Model Risk Management
(MRMG) pertain to banking models
used in assisting compliance with Bank
Secrecy Act (BSA) regulations.

The statement and RFI have been
issued by the Board of Governors of the
Federal Reserve System, the Federal
Deposit Insurance Corporation (FDIC),
the National Credit Union
Administration, and Office of the
Comptroller of the Currency (OCC) and
note that no exact model framework is
required for risk management

compliance with the BSA. Furthermore,
no alterations regarding supervisory
requirements or anti-money laundering
regulations are being made, with the
statement noting that sound risk
management is critical regardless of
how a BSA/AML system is
characterised. Nevertheless, the
statement asserts that BSA/AML
compliance programs must include
internal controls, independent testing,
appropriate training, and designated
BSA/AML compliance officers
responsible for daily coordination and
compliance monitoring.

The MRMG, issued in 2011 and adopted
in 2017 by the FDIC, establishes risk
management principles that address
model development, implementation,
and use, model validation, and

governance, policies, and controls, all of
which are aimed at offering bank
flexibility on compliance models,
according to the statement. The
agencies seek responses from relevant
stakeholders on how MRMG supports
BSA compliance by banks and whether
further clarifications could serve to
enhance transparency or effectiveness.
RFI responses will be accepted until 11
June and commenters are encouraged
to submit their comments via the
Federal eRulemaking Portal.

FinCEN press release

Federal Reserve Board ann...

Federal Register notice

UK committee launches Myanmar crisis inquiry

The UK Parliament’s Foreign Affairs
Committee launched an inquiry into the
ongoing military and humanitarian
crisis in Myanmar on 29 April.

Due to the inefficiency of the sanctions
imposed and the continuous human
rights abuses in Myanmar, the
Committee is seeking written evidence
to inform recommendations to the UK
government on how its response to the
crisis can be improved. Submissions
can be submitted until by 18 May.

The Committee is asking

How the government can improve

its response to the crisis in
Myanmar? How it can coordinate
more effectively with international
allies to influence a peaceful
resolution to the crisis?

What was the impact of the
February sanctions on regime
officials? What further action is
needed?

What steps should the UK be taking
to support justice and redress for
civilians affected by the violence?

What opportunities does the UK’s
new status as an ASEAN Dialogue

Partner bring for mediation?

Is the government making full use
of the UK’s position as the UN
Security Council Penholder on
Myanmar? What further action
should it be taking through the
Security Council?

Is the FCDO’s in-country resourcing
sufficient? Are diplomats and other
officials working in Myanmar being
given adequate training and
support?

UK Foreign Affairs Commit...

https://www.fincen.gov/news/news-releases/agencies-issue-statement-and-request-information-bank-secrecy-actanti-money
https://www.fincen.gov/news/news-releases/agencies-issue-statement-and-request-information-bank-secrecy-actanti-money
https://www.fincen.gov/news/news-releases/agencies-issue-statement-and-request-information-bank-secrecy-actanti-money
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210409a.htm
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210409a.htm
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210409a.htm
https://www.federalreserve.gov/newsevents/pressreleases/bcreg20210409a.htm
https://www.federalregister.gov/documents/2021/04/12/2021-07428/request-for-information-and-comment-extent-to-which-model-risk-management-principles-support
https://www.federalregister.gov/documents/2021/04/12/2021-07428/request-for-information-and-comment-extent-to-which-model-risk-management-principles-support
https://www.federalregister.gov/documents/2021/04/12/2021-07428/request-for-information-and-comment-extent-to-which-model-risk-management-principles-support
https://committees.parliament.uk/work/1219/the-myanmar-crisis/news/154943/foreign-affairs-committee-launches-new-inquiry-into-crisis-in-myanmar/
https://committees.parliament.uk/work/1219/the-myanmar-crisis/news/154943/foreign-affairs-committee-launches-new-inquiry-into-crisis-in-myanmar/
https://committees.parliament.uk/work/1219/the-myanmar-crisis/news/154943/foreign-affairs-committee-launches-new-inquiry-into-crisis-in-myanmar/
https://committees.parliament.uk/work/1219/the-myanmar-crisis/news/154943/foreign-affairs-committee-launches-new-inquiry-into-crisis-in-myanmar/
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UK JMLSG consults on revising its guidance

The UK’s Joint Money Laundering
Steering Group (JMLSG) launched on
19 April a consultation on proposed
revisions to Part II, Sector 15 on trade
finance of its AML/CFT guidance for
the UK financial services sector.
Proposals include recommendations to
firms to consider risk-based due
diligence on aspects such as the
relationship with the customer, the
nature of transactions and the goods
traded, as well as jurisdictions in which
customers trade and operate.

The guidance provides that where
specific trade finance transactions

present red flag risk factors, firms
should conduct additional EDD and
assess certain aspects such as the
correlation between goods and
transactions with importers’ and
exporters’ activity and the existence of
an export licence for goods confirmed
as dual-use. In addition, entities should
conduct regular assessments of the
effectiveness of their mechanisms in
order to ensure that they efficiently
manage financial crime risks. The
revised guidance includes at Annex
15-IV a non-exhaustive list of broad
financial crime red flag risk factors.

The revisions also include a table which
details types of customers on whom
firms should conduct due diligence
checks and advises them to also carry
out relevant due diligence on
third-parties, particularly recommending
sanctions screening and checking
embargoes lists.

Comments on the proposed revisions
are due by 18 June.

JMLSG press release

Consultation

UK Finance responds to the consultation on 
Companies House reform

UK Finance published on 27 April its
response to the UK government’s plans
to reform Companies House,
particularly the plans to implement the
corporate transparency register. The
industry association emphasises the
role that new technologies and data
sharing can play in making the
company registrar more effective in
enforcing the AML/CFT regime.

The government should not prioritise
rapidity over diligence since the
identification of companies’ ultimate
beneficial owners (UBOs) is crucial for
the UK’s approach to AML/CFT and
represents a critical vulnerability in the
pre-reform system, UK Finance
emphasises. The verification of
directors and UBOs including periodic
checks is listed as a priority.

Furthermore, UK Finance states that
regulated entities could benefit from
relying on verified information in the
register during their own
know-your-customer (KYC) checks.
However, it notes that such a change
can only take place after Companies
House implements an adequate
verification system or ensures that due
diligence checks on the data included in
the register are accurate.

UK Finance states that “We consider
that robust assurance of company data
would support transformation of the CH
[Companies House] role from a passive
recorder to a proactive gatekeeper, such
that other gatekeepers in the regulated
sector could be notified on live queries
and rely on adequately verified CH
information when onboarding

customers. This type of meaningful
reform could streamline customer due
diligence administration and allow the
banking and finance sector to redeploy
resources to higher value activity”.

UK Finance also notes potential for a
more ambitious approach to the
sharing of non-public information
recorded in the register with the
regulated sector, to help identify
criminal abuse of the register.

UK Finance press release

UK Finance comments

HMT policy paper - Spendi...

https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://jmlsg.org.uk/latest-news/jmlsg-publishes-proposed-revisions/
https://secureservercdn.net/160.153.138.163/a3a.8f7.myftpupload.com/wp-content/uploads/2021/04/Consultation-review-version_Sector-15_Board-approved_14042021.docx
https://www.ukfinance.org.uk/policy-and-guidance/consultation-responsesuk-finance-response-companies-house-corporate-transparency-and-register-reform-implementation
https://www.ukfinance.org.uk/policy-and-guidance/consultation-responsesuk-finance-response-companies-house-corporate-transparency-and-register-reform-implementation
https://www.ukfinance.org.uk/policy-and-guidance/consultation-responsesuk-finance-response-companies-house-corporate-transparency-and-register-reform-implementation
https://www.ukfinance.org.uk/policy-and-guidance/consultation-responsesuk-finance-response-companies-house-corporate-transparency-and-register-reform-implementation
https://www.ukfinance.org.uk/system/files/211103_UK%20Finance%20response_CH%20company%20transparency%20and%20register%20reform%20implementation_Nov%202020.pdf
https://www.ukfinance.org.uk/system/files/211103_UK%20Finance%20response_CH%20company%20transparency%20and%20register%20reform%20implementation_Nov%202020.pdf
https://www.ukfinance.org.uk/system/files/211103_UK%20Finance%20response_CH%20company%20transparency%20and%20register%20reform%20implementation_Nov%202020.pdf
https://www.gov.uk/government/publications/spending-review-2020-documents/spending-review-2020
https://www.gov.uk/government/publications/spending-review-2020-documents/spending-review-2020
https://www.gov.uk/government/publications/spending-review-2020-documents/spending-review-2020
https://www.gov.uk/government/publications/spending-review-2020-documents/spending-review-2020
https://www.gov.uk/government/publications/spending-review-2020-documents/spending-review-2020
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ECB consultation responses on a digital euro

The European Central Bank (ECB) published the results of its
public consultation on the use of a bloc-wide digital
currency on 14 April, noting that 43 percent of citizens and
professionals responded that they value privacy most as
part of a possible digital euro. Eighteen percent of
respondents indicate security as the most important factor,
followed by 11 percent seeking the option to use the digital
euro outside the bloc, and eight percent listing offline
usability as their primary want from a digital currency.

The ECB also notes, however, that while merchants and
companies overwhelmingly list privacy as their main concern,
less than 10 percent of the responses support full anonymity
in a digital currency, underscoring the continued public
support for requirements that crackdown on illegal financial
activity. Over two thirds of the respondents prefer
accompanying services along with digital euro payments,
calling for intermediary service providers to be integrated into
banking and payment systems. While 11 percent listed use
outside the EU as their primary want, roughly 25 percent also
support digital euro use outside the bloc and responded that
cross-border payments should be made quicker and less
costly with a digital euro.

In a 14 April speech by ECB Executive Board Member Fabio
Panetta, the former Italian central bank director states that a
digital euro would increase privacy as the ECB does not
intend to collect or monetise user payment data, therefore
ensuring that third parties would not access European’s
digital currency payment history, as is often the case with
private payment services. However, Panetta notes that full
anonymity would provide an opportunity for illicit activity,
calling for large-value electronic transaction information to be

made available to intermediaries. He notes that user identity
and payment data should be separated to guarantee
enhanced privacy, only made available to financial
intelligence units when suspicious activity is detected, and
states that early experiments with the digital euro suggest
financial crime enforcement frameworks do not need to be
relaxed to maintain user privacy.

Less than 10 percent of the
responses support full
anonymity in a digital currency,
underscoring the continued
public support for requirements
that crackdown on illegal
financial activity

The consultation ran from 12 October 2020 to 12 January
2021 and received more responses than any previous ECB
consultation at 8,200 responses, 94 percent of which came
from private citizens. Nearly half of all responses came from
Germany, followed by Italy and France.

ECB press release

Digital euro report

Fabio Panetta speech

https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210414~ca3013c852.en.html
https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210414~ca3013c852.en.html
https://www.ecb.europa.eu/press/pr/date/2021/html/ecb.pr210414~ca3013c852.en.html
https://www.ecb.europa.eu/pub/pdf/other/Report_on_a_digital_euro~4d7268b458.en.pdf#page=4
https://www.ecb.europa.eu/pub/pdf/other/Report_on_a_digital_euro~4d7268b458.en.pdf#page=4
https://www.ecb.europa.eu/pub/pdf/other/Report_on_a_digital_euro~4d7268b458.en.pdf#page=4
https://www.ecb.europa.eu/press/key/date/2021/html/ecb.sp210414_1~e76b855b5c.en.html
https://www.ecb.europa.eu/press/key/date/2021/html/ecb.sp210414_1~e76b855b5c.en.html
https://www.ecb.europa.eu/press/key/date/2021/html/ecb.sp210414_1~e76b855b5c.en.html
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EU Commission receives feedback on proposed 
cultural property import rules

The European Commission published a
call for feedback from entities and
individuals operating in the art and
antiques sector to submit comments
by 21 April on its proposed rules for
implementing the 2019 EU regulation
on the import of cultural goods. The
regulation establishes due diligence
requirements for operators in the art
market and allows authorities to reject
the introduction of high-risk goods that
lack an EU import licence.

Numerous responses published on the
consultation’s webpage in April
underscore possible administrative
burdens and additional costs for
dealers, while also stressing the need

for clearer language in defining what
qualifies as cultural property. Under the
regulation, owners of objects valued at
more than €18,000 and older than 200
years must provide identifying
documents that prove the legality of the
export. Dealers of objects that are more
than 250 years old must have an import
licence regardless of the object’s worth.

Responses address the requirements in
connection with age and value by
stressing that worth can be subjective
and is contingent upon the purpose of
the evaluation, such as for sale or
insurance purposes. Goods older than
250 years old can have very little
cultural or monetary value but the

owner would still be required to go
through a possibly lengthy process,
writes international art market analyst
Ivan Macquisten in response to the
consultation. The US-based Committee
for Cultural Policy Inc adds in a 21 April
response that the new rules place
excessive burdens on antiques and art
dealers, running the risk of limiting the
circulation of antiques to the bloc and
making museum and academic
collection more difficult.

EC call for feedback

Committee for Cultural Po...

Macquisten response (8 Ap...

Danish FSA consults on enhancing AML/CFT

The Danish Financial Supervisory
Authority (FSA) published for
consultation on 29 April a report,
comprising seven proposals on
enhancing customer due diligence
(CDD) to strengthening the fight
against money laundering (ML) and
terrorist financing (TF), which
highlights the need to increase the
existing digital infrastructure for more
efficient KYC procedures.

The document proposes the
establishment of a digital solution for
PEPs screening, which should correlate
information from the Danish Central
Business Register (CVR) and the Civil
Registration System (CPR) in order to
identify individuals linked to them.
Comments are due by 25 June.

Key proposals

The establishment of a mechanism
for validating company information
provided by the CVR, including by
allowing lawyers and certified
public accountants to conduct such
data verifications

Introducing the MitID digital
solution, which will replace the
current NemID, with the aim of
ensuring more efficient verification
of customer identities

Banks should cooperate on sharing
risk flags in transaction monitoring
in order to identify suspicious
transactions made by the same
customer across multiple accounts

at different financial institutions

Danish authorities should ensure a
more harmonised legal framework
with the EU AML rules, mainly
regarding CDD procedures and
identification of beneficial
ownership provisions

Banks should have more access to
government data

Finanstilsynet press rele...

Finanstilsynet report (in...

Consultation paper (in Da...

https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules  
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules  
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules  
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules  
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2233010_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2233010_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2233010_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2233010_en
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2224067 
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2224067 
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2224067 
https://ec.europa.eu/info/law/better-regulation/have-your-say/initiatives/11562-Imports-of-cultural-goods-into-the-EU-rules/F2224067 
https://www.finanstilsynet.dk/Nyheder-og-Presse/Pressemeddelelser/2021/Syv_bud_bekempelse_hvidvask_290421
https://www.finanstilsynet.dk/Nyheder-og-Presse/Pressemeddelelser/2021/Syv_bud_bekempelse_hvidvask_290421
https://www.finanstilsynet.dk/Nyheder-og-Presse/Pressemeddelelser/2021/Syv_bud_bekempelse_hvidvask_290421
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Rapport_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Rapport_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Rapport_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Hringsbrev_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Hringsbrev_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Hringsbrev_Projekt_AML_TEK.pdf
https://www.finanstilsynet.dk/-/media/Nyhedscenter/2021/Hringsbrev_Projekt_AML_TEK.pdf


aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2021

72

LITIGATION AND CASE LAW

UK SFO case against former Serco managers 
collapses, statement of facts published

The UK’s Serious Fraud Office (SFO)
released a detailed statement of facts
on 28 April relating to its 2019 deferred
prosecution agreement (DPA) with
Serco Geografix Ltd (SGL) over an
alleged scheme to defraud the Ministry
of Justice (MOJ). The publication
follows the SFO’s 26 April
announcement that the judge
overseeing the trial of two former
managers at electronic monitoring
service firm Serco Limited, SGL’s
parent company, directed the jury to
return not guilty verdicts following a
prosecutorial review that revealed
errors regarding material
non-disclosure related to the case.

According to reporting by the BBC, the
disclosure failures in the trial reportedly
involved relevant documents not being
disclosed to defence attorneys. The
case against Serco Operations Director
of Field Services Simon Marshall and
the company’s former finance director
of home affairs, Nicholas Woods, was
dropped after a SFO motion to adjourn

and remedy the non-disclosure was
rejected. According to a SFO press
release, the agency is considering how
to conduct an assessment to prevent
such errors happening in future.

The SFO had charged Marshall with
three counts of fraud based on alleged
misrepresentations to the MOJ
between 2011 and 2013. Woods was
charged with a single count of fraud
based on an alleged misrepresentation
made to the ministry in 2011. SGL and
the SFO entered into the DPA in July
2019 in which the company took
responsibility for three fraud and two
false accounting offences related to
misleading the MOJ about parent
company Serco Limited’s actual profits
from the electronic monitoring services,
paying a £19.2 million fine. The
company also paid £3.7 million in SFO
costs and £12.8 million to the MOJ as
part of a £70 million settlement.

The documents related to the DPA
released on 28 April demonstrate that

directors and a manager at SGL
reported false costs to the MOJ by
Serco Limited, with employee emails
suggesting intent to inflate the numbers
by £500,000 a month, which then
occurred during the 2010-2013 period,
totalling £15 million. Furthermore, the
documents show that Serco Limited
intended from 2006 to 2011 to move
costs onto SGL to lower reported profits
from the contract, with a 2008 internal
presentation reportedly acknowledging
a profit margin bid of 14 percent, 18-19
percent reported to the client, and an
actual margin of 24 percent.

The statement of facts also details the
extent of SGL’s cooperation with the
SFO, which included: refraining from, at
the SFO’s request, interviewing
witnesses or taking statements during
the course of the criminal investigation;
instructing an external law firm to
conduct a document-only review of the
matters under investigation; providing
access to mailbox accounts of its
employees and former employees and
other data without first filtering their
contents for privileged items (other
than by reference to narrowly defined
search terms); and agreeing to a limited
waiver of privilege over certain forensic
accounting and first account material.

SFO announcement

SFO case update

SFO DPA statement of fact...

https://www.sfo.gov.uk/2021/04/26/sfo-offers-no-evidence-against-nicholas-woods-and-simon-marshall/
https://www.sfo.gov.uk/2021/04/26/sfo-offers-no-evidence-against-nicholas-woods-and-simon-marshall/
https://www.sfo.gov.uk/2021/04/28/serco-geografix-ltd-statement-of-facts-published/
https://www.sfo.gov.uk/2021/04/28/serco-geografix-ltd-statement-of-facts-published/
https://www.sfo.gov.uk/2021/04/28/serco-geografix-ltd-statement-of-facts-published/
https://www.sfo.gov.uk/download/deferred-prosecution-agreement-serco-geografix-ltd-sfo/
https://www.sfo.gov.uk/download/deferred-prosecution-agreement-serco-geografix-ltd-sfo/
https://www.sfo.gov.uk/download/deferred-prosecution-agreement-serco-geografix-ltd-sfo/
https://www.sfo.gov.uk/download/deferred-prosecution-agreement-serco-geografix-ltd-sfo/
https://www.sfo.gov.uk/download/deferred-prosecution-agreement-serco-geografix-ltd-sfo/


aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2021

73

US court grants DOJ and IRS permission to 
serve John Doe summons on crypto exchange

The US District Court for the District of
Massachusetts announced on 1 April
that it is authorising the Internal
Revenue Service (IRS) to serve a “John
Doe summons” on Boston-based
crypto-finance company, Circle
Internet Financial Inc, seeking
information on US taxpayers involved
in transactions using virtual currency.

On 3 April, the US government
submitted a brief in support of its
petition for serving a John Doe
summons on Circle, along with a copy
of the summons and summons
attachment listing the items requested,
as well as a proposed order, the
declaration of IRS Revenue Agent John
Mark Peil.

The ruling demands information from
Circle, its predecessors, subsidiaries,
divisions, and affiliates, including
administrators of prominent
cryptocurrency exchange Poloniex LLC,
for customers who conducted

cryptocurrency transactions of at least
$20,000 between 2016 and 2020. The
records under summons include
registration and due diligence papers,
account-related correspondence, and
records of account activity.

According to the declaration of Agent
Peil filed with the petition, relevant
grounds to believe that virtual currency
transactions are not being properly
reported include (1) the lack of any
record that Circle provided information
returns to the IRS relating to virtual
currency transactions conducted by, or
on behalf of, their customers; (2)
findings by the agent which discuss
individual taxpayer audits where the IRS
learned of previously unreported, and
likely taxable, virtual currency
transactions involving Circle, with
respect to seven individuals; and (3)
previous judicial decisions involving
cryptocurrency exchange Coinbase
wherein a John Doe summons followed
by letters sent to virtual currency

owners resulted in over 1,000 amended
returns and more than $13.1 million in
assessments.

The Department of Justice noted that,
at the moment, it is not accusing Circle
of any wrongdoing in connection with
its digital currency exchange business.
Instead, the department and the IRS are
seeking information with respect to “an
ascertainable group or class of
persons” that the IRS has reasonable
basis to believe “may have failed to
comply with any provision of any
internal revenue laws”. However,
granting the government’s application,
Judge Richard G. Stearns found that
there was a “reasonable basis for
believing that [Circle’s cryptocurrency
customers] may have failed to comply
with federal tax laws”.

DOJ press release

US brief

Brazil’s Supreme Court annuls former president’s 
corruption convictions

The Brazilian Supreme Court ruled on
14 April to annul the 2018 criminal
convictions for bribery against former
president Luiz Inacio Lula da Silva, and
consequently enabling him to run for
president again next year. Lula was
indicted in part for his role in the
Odebrecht SA bribery scandal as part
of the anti-corruption probe carried out

by Operation Car Wash, which was
disbanded in February.

The decision follows an 8 March ruling
by Supreme Court Minister Edson
Fachin who determined that the
corruption charges made against Lula
in Curitiba were prosecuted in a court
that lacked jurisdictional oversight,

ruling that the former president would
have to be given a re-trial in the Brasilia
federal court for the conviction to be
legitimate.

Supreme Court announcemen...

Supreme Court decision
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https://www.justice.gov/opa/pr/court-authorizes-service-john-doe-summons-seeking-identities-us-taxpayers-who-have-used-0
https://www.justice.gov/opa/pr/court-authorizes-service-john-doe-summons-seeking-identities-us-taxpayers-who-have-used-0
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US court dismisses Helms-Burton Act lawsuit

The US District Court for the Southern
District of Florida issued on 27 April an
order granting a motion to dismiss a
claim brought by the heirs of the
former owner of Cuban mining
company Roberto Gomez Cabrera
against Canadian company Teck
Resources Ltd, for “unlawful and
unauthorised mining activities and
extraction of valuable minerals” from
the Sierra Maestra region of Cuba.

The complaint was filed on 17 April
2020 by Hereros de Roberto Gomez
Cabrera LLC (HRGC), pursuant to the US

Cuban Liberty and Democratic
Solidarity (Libertad) Act of 1996, also
known as the Helms-Burton Act.

The Court ruled that it lacks jurisdiction
to hear the claim on the grounds that
Teck Resources’ primary place of
business is in Canada. The Court added
that the complaint does not contain any
mention of Teck Resources having
secured contracts with the state of
Florida and the fact that the Canadian
company has subsidiaries in
Washington and Alaska is not sufficient
to determine jurisdiction.

Concurrently, the order notes that even
if the court had jurisdiction in the case,
the complaint should be dismissed on
its merits, considering that HRGC failed
to prove that it had an actionable
ownership interest obtained prior to 12
March 1996, as required by the
Helms-Burton Act, and that HRGC “did
not sufficiently allege that Teck
knowingly and intentionally trafficked in
confiscated property”.

Court order

ECJ annuls sanctions against Gaddafi’s daughter

The European Court of Justice (ECJ)
issued a ruling on 21 April, annulling a
number of EU Council decision
provisions maintaining an asset freeze
and a travel ban against Aisha
Muammer Mohamed El-Qaddafi, the
daughter of former Libyan leader
Muammar Gaddafi, on the grounds that
she no longer poses a threat to
international peace and security.

The annulment concerns any provisions
with respect to El-Qaddafi included in
the EU's Council Implementing Decision
(CFSP) 2017/497 and Council
Regulation (EU) 2017/489, as well as
EU Council Implementing Decision
(CFSP) 2020/374 and Council
Regulation (EU) 2020/371.

The Court notes that since the inclusion
of El-Qaddafi on the EU's sanctions list
imposing restrictive measures in view
of the situation in Libya in 2011, she

has ceased to reside in the country, and
that there is no indication of any
participation on her part in the country’s
political context, as she currently lives
in Oman.

In addition, the judgment highlights that
the contested decisions have no factual
basis that would justify the retention of
her name on the list of persons subject
to restrictions. According to the ruling,
the EU Council failed to explain the
connection between the sanctions
imposed against El-Qaddafi in 2017 and
2020 and the statements that she
reportedly made in 2011 and 2013,
wherein she allegedly called for the
overthrow of the Libyan authorities
established following the fall of
Gaddafi’s regime.

El-Qaddafi’s designation remains in
force until the end of the period
allocated for the possibility of lodging

an appeal – namely within two months
of the notification of the ruling, as
provided for in the first paragraph of
Article 56 of the Statute of the ECJ – or,
if an appeal is brought within the period,
until the date of its potential dismissal.

Gaddafi’s daughter was initially
sanctioned by the European Union in
February 2011, following adoption by
the UN Security Council (UNSC) of
resolution 1970 (2011), which
introduced restrictive measures against
individuals and entities involved in
serious human abuses, including those
involved in attacks on the civilian
population and facilities in Libya.

ECJ judgment

Council Implementing Deci...

Council Implementing Deci...

https://www.govinfo.gov/content/pkg/USCOURTS-flsd-1_20-cv-21630/pdf/USCOURTS-flsd-1_20-cv-21630-0.pdf
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https://curia.europa.eu/juris/document/document.jsf?text=&docid=240161&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=10651451
https://curia.europa.eu/juris/document/document.jsf?text=&docid=240161&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=10651451
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PRESS AND MEDIA

Al Jazeera investigation alleges widespread 
Covid-19 corruption in South Sudan

An investigation jointly published by
the New Humanitarian and Al Jazeera
on 7 April alleges significant instances
of systemic government corruption
related to Covid-19 pandemic relief
and supplies in South Sudan.

In one reported instance, an April 2020
email obtained by the media outlets
from the World Health Organisation
(WHO) asserts that health ministry
officials charged for Covid-19 tests that
were apparently meant to be free.
Another communique between UN
employees reportedly states that
government officials charged $50 for
tests and an additional $400 for test
certificates needed for travel. Two
South Sudanese government officials
reportedly deny the allegations.

Over $100 million in aid has been
donated to South Sudanese pandemic
relief efforts so far. The report claims
that roughly 500 health ministry staff
selected by ministry leadership have
received triple the usual salaries using
donor funding. The investigation cites a
government official who acknowledges
that many of the highly paid health staff
hired using the donor funds were
untrained, but denied that they were
selected because of any political
connections.

The investigation notes that $3.8
million out of $5.48 million allocated for
pandemic response between 1 April
and 30 September 2020 was awarded
as a contract to AFK Concept Ltd, a
South Sudan-based company with local

and Lebanese shareholders, which
charged almost double for renovation
costs for a hospital as compared with
similar companies. The hospital
remained largely as a storage facility
after renovation, states to the report.

In another instance, the government of
South Sudan reportedly enabled a
monopoly on hand sanitiser by
authorising a single company, Sinco
Medical, to manufacture and distribute
sanitiser, according to a UN official
cited in the report and an authorisation
letter obtained by The Sentry.

New Humanitarian/Al Jazee...

Eskom reportedly awarded fuel oil contracts at 
inflated prices in exchange for party donations

South African oil blending and storage
entity Econ Oil & Energy Ltd allegedly
secured ZAR 15 billion (£748 million)
worth of contracts with the help of a
senior manager at state-owned utility
company Eskom Holdings SOC Ltd in
exchange for inducements, including
donations, to the African National
Congress (ANC), according to 8 April
reporting by Bloomberg.

According to the findings of an internal

investigation commissioned by Eskom
last year and reviewed by Bloomberg,
Econ Oil’s sole director Nothemba
Mlonzi allegedly made donations to the
ANC’s 2014 election campaign in
addition to other charity and fundraising
payments, purportedly at the request of
Eskom’s then senior manager Thandi
Marah. Eskom’s Acting Group Executive
for Legal and Compliance Nerina Otto
reportedly stated in February that Econ
Oil overcharged the state utility by ZAR

1.2 billion (£59.8 million) between 2012
and 2016. Mlonzi has reportedly denied
the accusations, while Marah has
declined to comment.

In July 2020, Eskom announced the
cancellation of a five-year fuel oil supply
contract awarded to Econ Oil after “a
review of circumstances leading to the
tender” revealed inflated prices.

Bloomberg article (requir...

https://www.thenewhumanitarian.org/2021/4/7/corruption-claims-amid-rising-covid-19-cases-in-south-sudan
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Greensill Capital reportedly issued loans based 
on false invoices, reports the FT

The Financial Times reported on 9
April that collapsed supply chain
financing firm Greensill Capital (UK)
Ltd allegedly issued loans to UK-based
steel company Liberty Commodities
Ltd based on false invoices, raising
fraud concerns. The company’s
director, Sanjeev Gupta, rejects the
allegations in an 18 April letter to the
newspaper, stating that the information
is based on unnamed sources and
documents that the FT purportedly
declined to share before publication.

Documents reportedly seen by the
publication purport that Liberty

Commodities, ultimately a part of GFG
Alliance Ltd group, which is owned by
Gupta’s family, had business dealings
with four companies in the metal
industries, KME Germany GmbH & Co
KG, RPS Rohstoff-Press-und
Schneid-Betrieb Siegen GmbH,
voestalpine BÖHLER Edelstahl GmbH &
Co KG, and Salzgitter Flachstahl GmbH.
All companies state that they had no
business relationship with Liberty
Commodities, according to the
Financial Times.

A spokesperson for GFG emphasises
that Greensill’s loans were sometimes

based on prospective or future
receivables. Greensill’s administrator,
Grant Thornton UK LLP, was reportedly
unable to verify invoices supporting
loans issued by the financing firm to
Gupta, with multiple companies named
as debtors denying having traded with
GFG subsidiaries, according to 1 April
reporting by the Financial Times.

FT article

Gupta letter to the FT

FT article (1 April)

Former Mexican senator charged in Odebrecht-
related corruption scheme

Reuters reported on 14 April that
former Mexican senator Jorge Luis
Lavalle Maury has been charged with
bribery, use of illicit funds, and criminal
association as part of a wider scheme
in which the Brazilian construction
company Odebrecht S.A. allegedly
bought votes relating to the 2012-2013
energy reform in Mexico to obtain
public contracts.

According to an August 2020 complaint
filed by former state oil company
Petróleos Mexicanos S.A. (Pemex) CEO
Emilio Lozoya, Lavalle is among several
lawmakers who, between 2012 and
2018, allegedly demanded kickbacks in

exchange for voting to adopt bills that
would open up the energy market. Other
bribes were purportedly intended to
support Mexican president Enrique
Peña Nieto’s 2012 presidential
campaign and secure a public contract
at the Tula refinery. Lozoya claims that
Nieto and former secretary of finance
Luis Videgaray Caso instructed him to
channel the bribes from Odebrecht
through several bank accounts.

Lozoya was charged by the Mexican
authorities in 2020 for allegedly
receiving $10 million in bribes from
ex-Odebrecht CEO Luis Weyll. The
former Pemex chief has applied for an

“opportunity agreement”, which
reportedly involves the filing of
complaints against former legislators
and government officials.

Both Lavalle and Weyll reportedly deny
the allegations, with Lavalle calling the
accusations politically motivated. The
investigation is reportedly still ongoing.

Reuters article

Complaint (11 August 2020...

Lavalle’s statement on Tw...
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Malta FIAU reportedly sees substantial increase 
in suspicious transaction reports

The Times of Malta reported on 18
April that the number of suspicious
transaction reports (STRs) submitted
to Malta’s Financial Intelligence
Analysis Unit (FIAU) has increased by
over 200 percent since Moneyval’s
2019 mutual evaluation report (MER),
according to an internal document
seen by the media outlet.

According to the Times of Malta, the
STRs relate to local businesses which
are allegedly non-compliant with

anti-money laundering (AML) rules, and
over 300 local entrepreneurs are
currently under investigation by the
FIAU. In addition, the media outlet
alleges that the number of money
laundering investigations has
significantly increased compared to
previous years, totalling approximately
a third of all investigations currently
conducted by the regulator.

The publication states that Malta is
purportedly expecting the Financial

Action Task Force (FATF) to conduct an
on-site visit in May with the aim of
assessing the effectiveness of its AML
and counter terrorism financing (CFT)
mechanisms. In April 2020, the
International Monetary Fund (IMF)
published a report raising concerns
about Malta’s risk of being included on
the FATF ‘grey list’ if it failed to address
the outstanding AML/CFT deficiencies.

Times of Malta article

Maltese media releases ‘passport papers’

The Times of Malta released a series
of articles beginning on 22 April based
on documents from Henley & Partners,
the firm contracted by Malta’s
government to assist its citizenship by
investment scheme, revealing the ease
with which wealthy foreign nationals
can obtain citizenship through joining
local clubs, making charitable
donations, and purchasing Maltese
properties or making rental
agreements. The investigation
demonstrates numerous instances of
foreign nationals gaining citizenship
despite spending less than 24 hours in
the country and alleged connections to
a charity run by the former prime
minister’s wife.

According to the report, the Individual
Investor Programme, managed by
Identity Malta following advice from the
firm, requires applicants to check off
220 points on a scoring system to

qualify for Maltese citizenship. Through
this system, 50 points can be gained for
making a €10,000 charitable donation,
15 points for spending a day in Malta,
60 points for entering a rental
agreement, and 100 points for making a
property purchase. Henley & Partners
reportedly told the paper that while it
acknowledges potential risks, it asserts
that it is the state’s responsibility to vet
applicants and claims that less than
one percent of applications have been
found to misuse the system.

A 25 April article by the Times of Malta
reports that former prime minister
Joseph Muscat’s wife runs a charity
that received €50,500 from 11
citizenship applicants through the
scheme, following a Henley & Partners’
financial controller in Malta reportedly
advising firm staff to encourage clients
to make donations to her foundation.
Charitable donations between €5,000

and €10,000 resulted in 30 bonus
points on the immigration scheme
checklist. Between 2015 and 2020, the
same charity, the Marigold Foundation,
is also reported to have received
€500,000 from government entities.

Rule of law NGO Republikka issued a 29
April position paper urging the
government to immediately terminate
the pay-for-citizenship scheme,
criticising the programme’s lack of
transparency, risk to the financial
system, potential complicity with illicit
actors, and risk of running contrary to
EU obligations.

Times of Malta article

Times of Malta article (2...

Times of Malta investigat...
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Danish prosecutors reportedly drop charges 
against three Danske Bank executives

Danish media outlet Børsen reported
on 29 April that the Prosecutor for
Serious Economic and International
Crime (SØIK) has dropped money
laundering charges against Danske
Bank’s former CEO Thomas Borgen,
former CFO Henrik Ramlau-Hansen
and former head of business banking
Lars Stensgaard Mørch.

Citing sources from the prosecution
service, Reuters reported that money
laundering charges were dropped
against six other un-named managers

in January. The media outlet cited a
SØIK spokesperson who underlined that
“there is no evidence that any
individuals have shown negligence to
such an extent that it can be
characterised as gross and that they
have thus violated the law”. According
to the same source, a criminal
investigation into allegations of
anti-money laundering breaches
involving Danske Bank is still ongoing.

Danske Bank and nine of its senior
executives have been under

investigation since 2018 over
allegations that approximately €200
billion worth of suspicious transactions
were processed by the bank’s Estonian
branch between 2007 and 2015,
without conducting anti-money
laundering checks.

Børsen article

Reuters article

SØIK press release (6 Aug...

New York Times investigation reveals alleged 
reputation services extortion and fraud

A 24 April report by the New York
Times has shed light on a possible
extortion and fraud conspiracy
involving websites that post
slanderous material about individuals
and apparently affiliated online
reputation management services that
claim to arrange for the posts to be
removed in exchange for payments.

The investigation reveals an apparent
relationship between reputation
management website RepZe.com and
numerous so-called gripe sites where
anonymous posters can publish
salacious and unsubstantiated claims
against individuals.

The New York Times has identified
posts attacking roughly 47,000 people
on the dozen most active gripe sites,
with reputation management services,

many of which are advertised on the
same sites, charging up to $20,000 for
post removal. The investigation claims
that various entities representing both
the gripe sites and RepZe.com are
affiliated with Indian web developer
Vikram Parmar, who was charged by
the Indian Central Bureau of
Investigation (CBI) in 2014 for an
alleged scam site that impersonated
the CBI’s own recruitment page and
charged users to apply for fake jobs.
Parmar’s CBI case remains open.

According to the report, in addition to
charging fees of thousands of dollars
for posts to be removed, the reputation
management service connected with
Parmar has also allegedly engaged in
extortionary behaviour by contacting
clients and demanding additional
payments under the threat of posts

being put back online. Additional media
interviews with Parmar have seen the
web developer claim that his business
earns $2 million a year, resulting in a
personal net worth of $5 million.

In addition to Parmar’s operation in
India, the New York Times investigation
reports on two US citizens who operate
a series of gripe websites and
247removal.com and who have
previously been convicted for making a
death threat and burglary, respectively.
The gripe websites’ operator, Cyrus
Sullivan, also reportedly created a
reputation management service that
charges clients $700 to make sure that
certain posts do not appear on search
engine results for their name.

New York Times article
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ESG

Environmental, Social and Governance Update

Welcome to the Environmental, Social and Governance (ESG) Update which gives you an overview of important developments in
the sphere of corporate sustainability over the last month.

European Commission publishes proposal for new laws governing companies’ ESG reporting

The European Commission has published its proposal for new legislation that will expand the requirements on companies to
disclose their environmental, social and governance risks and broader impacts on sustainability issues. The proposed regulation
is expected to apply to around 50,000 companies with exposure in the EU.

Currently, public companies with more than 500 employees or net turnover of more than €40 million have to disclose ESG issues
that are relevant to their business under the he Non-Financial Reporting Directive (NFRD). While sustainability reporting is
compulsory, there are currently no fixed standards applied to any disclosures.

The Commission’s proposed new law, the Corporate Sustainability Reporting Directive (CSRD), seeks to bring consistency to
reporting on sustainability risks and impacts and will apply to all large companies, both publicly listed and private, and all listed
companies. A “large company” is defined by whether it meets one of various criteria including having, on average, more than 250
employees, recording a balance sheet total of €20 million or a net turnover of €40 million. Companies bound by the legislation
will be required to disclose information about the sustainability risks and approach to ESG in line with new EU sustainability
reporting standards. Companies will have to account for both the risks faced by the company and the negative impacts of the
company on specific issues such as climate change or human rights, including within its supply chains.

The new EU reporting standards are yet to be developed but are likely to require the disclosure of information that supports
investors and financial institutions which are already bound by separate sustainability reporting requirements under the
Sustainable Finance Disclosure Regulation (SFDR) and the EU Taxonomy.

Under the CSRD, companies will also face new third-party assurance requirements to prevent greenwashing and ensure the
reliability of their disclosures. The Commission states that, initially, there will be a “limited” assurance requirement however this
is likely to be extended to match that of financial reporting and “reasonable assurance” may be necessary once EU assurance
standards are in place.

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX:52021PC0189
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Loans tied to companies’ ESG performance targets could offer pathway to improvements

Companies that take out loans with repayments linked to their improved performance on sustainability metrics covering issues
such as carbon emissions or diversity in the boardroom have come under scrutiny in a recent article in The Wall Street Journal
(WSJ). BlackRock Inc and Anheuser-Busch InBev NV are among firms that in the last year have issued nearly $240 billion of debt
with the enticement of lower borrowing costs for meeting self-made targets on ESG. Meanwhile, any failure to meet their own
targets incurs financial penalties. The model mirrors in the sustainability sphere the same kind of terms that have previously
been linked to a borrower’s financial performance.

WSJ reports that fund managers favour the sustainability-linked loans because they qualify for ESG-labelled funds that they can
sell on to investors. Meanwhile the investors get paid more if the company fails to meet the targets it has set itself while, if it
meets its targets, the borrower gets cheaper loans.

Critics of the model say the financial penalties of missing their targets are too small to concern the borrower. The penalties and
benefits attached can be as little as 0.025 percentage point of annual interest for each target, according to WSJ.

However, others argue that companies risk a reputational hit if they do not fulfil their public ESG objectives. “It’s the reputational
risk that comes from missing your target that is much worse” than the interest penalty, Fraser Lundie, head of credit at fund
manager Federated Hermes told WSJ.

The ESG-target loans are also proving popular with private equity firms when financing portfolio companies. Supporters like Sam
Lukaitis, a director in Carlyle’s European financing group, pointed out that the loans raise the profile of ESG issues, while the
penalties for missing targets may not always be so small.

“The fact that you have an economic consequence to a target you’ve set raises the profile of that target, everyone knows it’s
there,” Lukaitis told the WSJ. “I think the economic impact of these will grow over time.”

International Energy Agency warns of critical minerals shortfall

A new report published by the International Energy Agency (IEA) has warned that current investment in and supplies of minerals
that are crucial for clean energy technologies are falling short of what is needed to transform the energy industry.

Wind farms, solar plants and electric vehicles (EVs) all rely on batteries or magnets which require a range of minerals such as
lithium, nickel, cobalt, and manganese and, for EVs in particular, vast quantities of copper and aluminium.

The IEA report, The Role of Critical World Energy Outlook Special Report Minerals in Clean Energy Transitions, suggests that
efforts to develop these clean energy technologies and reach the goals of the 2015 Paris Agreement would require four times
more minerals by 2040 compared with today. And to hit net-zero globally by 2050 would require six times more minerals in 2040
than are being consumed currently.

The report casts a spotlight on several environmental, social and governance issues associated with mineral extraction that can
have damaging impacts on communities and add to the same climate emissions that the end technologies are seeking to
reduce. The IEA warns that a shortage of required minerals plays against efforts to combat issues such as child labour and poor
working or environmental practices since it becomes more challenging for consumers to exclude products associated with such
risks. In a similar vein, the IEA recommends improvements to the resilience of mineral supply chains in order to increase
transparency and limit potential disruptions to supply.

The IEA calls on policymakers and governments to adapt their approach to ensure adequate investment in new supplies and
diversified sources of minerals. It states to attract the necessary investment into the mineral sector requires “strong signals”
about the speed of the clean energy transition and the growth trajectory of associated technologies.
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SPECIAL FEATURE

Rising autocracy and corruption poses dilemma 
for clean energy companies and investors

Aperio Intelligence’s latest research paper – The clean energy transition: geopolitical implications for the renewables sector –
identifies growing autocracy across both developed and emerging markets as one of five key global drivers of risk for companies
and investors in the renewable energy sector alongside US-Chinese strategic rivalry; growing Chinese influence in Asia-Pacific;
diversification challenges in fossil-fuel exporting states; and increasing influence of local and non-state actors.

Aperio Intelligence’s report finds that rising autocratic trends and increased exposure to cronyism, corruption and financial crime
risks pose a particular predicament for clean energy companies and investors aligned with strong ethical and governance
frameworks, as they need to forge close ties with local administrations and government bodies. The dilemma is further
compounded in cases where repressive regimes may target renewable investment as a means to project a ‘clean image’ to an
international audience. The report also highlights challenges in conducting effective environmental, social and governance (ESG)
audits in jurisdictions which lack transparency and political openness.

Increased exposure to cronyism and financial crime

Despite the adoption of laws and regulations to instill higher standards of corporate governance at both an international and
domestic level, the trend across many developed and emerging markets is one of rising autocracy, lower press freedoms,
weakening institutions, declining rule of law and the silencing of political dissent. This is increasing the exposure of companies
and investors to rent-seeking behaviour, cronyism and malfeasance. Meanwhile, the penalties for engaging in corrupt practices
under US and European regulations are becoming more severe and frequent. For companies and investors who have a
zero-tolerance approach towards financial crime, mitigating the reputational risks of conducting business internationally and
ensuring effective compliance programs is increasingly challenging.

The risks are particularly acute for actors in the renewables sector, due to several underlying risk drivers: the complex interplay
between government actors and the private sector during the tendering and approval process for renewable projects; the use of
agents or middlemen to provide local knowledge and guidance; the requirement for substantial upfront capital investment; the
need for land permits and other licences; and the extensive lifespan of projects.
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Corruption in the clean energy sector

In recent years, there have been multiple allegations of corruption within the clean energy sector in both developed and emerging
markets. The €90 million Mozura wind farm in Montenegro, owned by a Maltese state-owned company, is mired in controversy
following allegations of high-level bribery of Montenegrin officials and diversion of funds. In June 2020, Reuters and the Times of
Malta revealed that a company called 17 Black, owned by one of Malta’s richest businessmen, Yorgen Fenech, took a secret $5
million profit from the windfarm. Fenech is in prison, awaiting trial on a charge of masterminding the murder of journalist
Caruana Galizia. In another case, Spanish prosecutors are currently investigating allegations that a Spanish utility company paid
$3.5 million to Chilean politicians in exchange for permission to construct and operate a hydroelectric power plant. Finally, in
September 2020, a former UK minister was accused of breaching the ministerial code after her family company signed
multimillion-pound deals to supply solar power equipment to Uganda’s government.

Challenges in conducting ESG audits

As public consciousness around ethical supply chains and working practices increases, it is increasingly important for
stakeholders in the renewables sector to demonstrate adequate human rights and ESG policies and procedures. Rising
authoritarianism in emerging markets is set to make it more challenging to do so, particularly in relation to understanding the
impact on indigenous communities. For example, developers may have restricted access to communities who may be affected
by renewables projects, or those communities may feel uncomfortable or frightened to voice their concerns, thereby undermining
the social license to operate and fuelling mistrust.

Despite the adoption of laws and regulations to instill higher standards
of corporate governance, the trend across many developed and
emerging markets is one of rising autocracy, lower press freedoms,
weakening institutions, and declining rule of law

Developers also need to be alert to the possibility that their government partners are using the clean energy sector as a means to
improve their short-term standing internationally, but have limited commitment to a long-term vision due to domestic pressures
or political posturing. For example, despite Mexico’s abundant potential for wind and solar energy and considerable international
interest, its current President Lopéz Obrador recently decried wind farms as “visual pollution” while indicating continued support
for the state oil company PEMEX.

Mitigation

As emerging and frontier markets open up to foreign investment in the renewable sector, clean energy stakeholders need to be
increasingly alive to the risk of corruption and cronyism due to a lack of transparency. This need is particularly acute for
renewables companies given their close alignment with ethical business practices. Increasingly sophisticated investigative
techniques to expose unethical practices and the speed of information flows can inflict immediate and long-lasting damage to
companies operating in high-risk jurisdictions.

Actions renewable energy companies and investors can take to mitigate risk include: involving in-house legal and compliance
counsel at an early stage in the life of a project; conducting thorough compliance and anti-financial crime checks on
counter-parties; early-stage engagement on ESG frameworks and best practices with counterparties in target jurisdictions; and a
zero-tolerance approach to fraud and corruption.

Full the full report, please click here.

https://www.aperio-intelligence.com/wp-content/uploads/2021/05/Geopolitics-and-the-renewables-sector.pdf
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