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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm, headquartered
in London. Collectively our team has decades of
experience in undertaking complex investigations and
intelligence analysis. We speak over twenty languages inhouse, including all major European languages, as well
as Russian, Arabic, Farsi, Mandarin and Cantonese.
We have completed more than 3,000 assignments over
the last three years, involving some 150 territories. Our
client base includes a broad range of leading
international financial institutions, law firms and
multinationals.

Our role is to help identify and understand financial crime,
integrity and reputational risks, which can arise from a lack
of knowledge of counterparties or local jurisdictions,
enabling our clients to make better informed decisions.
Our due diligence practice helps clients comply with antibribery and corruption, anti-money laundering and other
relevant financial crime legislation, such as sanctions
compliance, or the evaluation of tax evasion or sanctions
risks. Our services support the on-boarding, periodic or
retrospective review of clients or third parties.
Our investigations practice advises clients in a wide range
of complex disputes and other contentious matters,
including complex cross-border asset tracing claims,
litigation support, internal investigations, market
intelligence, supply chain analysis and country risk
assessments.
Our team has specialist knowledge of and access to a very
broad range of public and proprietary data sources, as well
as a longstanding network of reliable, informed local
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contacts, cultivated over decades, who support us regularly
in undertaking local enquiries on a confidential and discreet
basis. As a specialist provider of corporate intelligence, we
source information and undertake research to the highest
legal and ethical standards. Our independence means we
avoid potential conflicts of interest that can affect larger
organisations.
We work on a “Client First” basis, founded on a strong
commitment to quality control, confidentiality and respect
for time constraints. We offer robust, cost-effective
solutions, providing our clients with work of the highest
quality at favourable rates.
Please do not hesitate to get in touch with us if you would
like to know more about Aperio’s services or discuss how
we might be able to help you:

Email info@aperio-intelligence.com or find out
more at: aperio-intelligence.com
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INTRODUCTION
Welcome to the December issue of the Financial Crime Digest, which provides concise analysis of the most significant financial
crime related developments from around the world. To receive the publication direct to your inbox every month, please sign up
here. We are also currently developing an online platform, which provides more comprehensive coverage of financial crime
developments. If you would like more information on the new platform or our services please email info@aperio-intelligence.com
Aperio Intelligence is holding a webinar on 27 January on 'The race to secure rare earths: what will higher sustainability
standards mean for investors in critical minerals?' For details and to register click here.
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REPORTS AND SPEECHES

UK publishes national ML/TF risk assessment

The UK government published on 17
December its third national money
laundering and terrorist financing
(ML/TF) risk assessment, which notes
that even though recent measures
such as the publication of the
Economic Crime Plan, creation of the
National Economic Crime Centre, and
Suspicious Activity Report (SARs)
reforms are beginning to improve
mitigation in multiple areas, there is
not enough evidence to support a
reduction of risk in any sector.
According to the report, traditional
high-risk areas, including financial

services, money service businesses,

and company service providers

and cash continue to pose a risk, while

(TCSPs), and the real estate sector are

the growth and integration of financial

identified as posing high ML risk but

technology firms offers criminals new

low TF risk. Meanwhile, the gambling

intermediaries and methods to abuse

and non-profit sectors pose a low risk

the financial sector.

of being abused for laundering.

Meanwhile, an increase in the abuse of

Collected funds related to TF are

cash-related services, cash couriers,

reportedly low and intended to fund

and cash and valuables in transit

lifestyle spending and unsophisticated

companies has been noted, while the

attacks. They are usually collected

continuous development of the

through legitimate means in cash and

cryptoasset ecosystem has resulted in

or via debit/credit cards, and thus can

re-grading its ML/TF risk score from

be easily exploited. Although a small

low to medium. Additionally, letting

growth in the use of cryptoassets was

agency businesses and art market

reported, the UK government states that

participants are identified in the report

it is highly unlikely that use is

as potential ML channels.

widespread. Additionally, although there
is evidence of funding sent to relatives

The financial service areas reporting

and associates engaged in terrorism

the highest ML risk include retail

abroad, these funds are purportedly

banking, wholesale banking, wealth

mostly used for living expenses.

management, and private banking.
Payment services and electronic money

UK government press relea...

are considered to pose a medium risk,
while the ML risk through accounting

UK national risk assessme...

services and legal services remains
high. Companies, partnerships, trust

UK government publishes National Risk Register
The UK government released the

such as cyber-attacks and chemical

challenges that arise, and provides

National Risk Register 2020 on 18

attacks, as well as societal risks such

advice and guidance to the public in

December, which assesses the

as serious and organised crime,

preparation for dealing with such

possibility and potential effects of

modern slavery and bribery and

situations.

national security risks that might affect

corruption.

the UK in the next two years.

UK press release
The report highlights the UK’s efforts in

The register includes malicious attacks
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managing the associated risks and

National Risk Register
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FATF and Egmont Group release joint report on
trade-based money laundering

The Financial Action Task Force (FATF) and the Egmont

The report summarises key TBML/TF risks identified across

Group of Financial Intelligence Units released on 9

the FATF Global Network, FIUs and the private sector.

December a joint report on trade-based money laundering

Specifically, it highlights new methods that support the

(TBML), which calls for the deployment of advanced IT and

integration of illicit cash into the financial system and which

risk assessment systems, and more systematic cooperation

do not rely on misrepresentation of the trade process, such

between the public and private sectors to effectively disrupt

as the exploitation of surrogate shopper networks; the use of

organised criminal groups and money laundering and

money value transfer services and hawala to facilitate

terrorism financing (ML/TF) networks.

payment of illegally smuggled commodities; and the
infiltration of legitimate supply chains.

The report notes the role of
financial institutions in raising
suspicions related to the use of
third-party intermediaries in the
payment settlement process

The report notes the role of financial institutions in raising
suspicions related to the use of third-party intermediaries in
the payment settlement process, but also the need for
oversight entities, such as auditors, accountants,
bookkeepers and financial advisors, to be more active in
routinely identifying and combatting TBML/TF.
During the launch event, German FIU representative Zhen Cai

According to the study, TBML techniques continue to be used
for ML/TF purposes despite the changes in global trade
patterns. The aim of TBML is to deliberately move illicit
proceeds by exploiting trade transactions, while through
TBTF the existing trade system is used to move value from
legitimate or illegitimate sources to fund terrorists.
These illicit techniques are most effective where there is a
complicit relationship between the importer and exporter in
preparing fake invoices, misrepresenting goods to
circumvent controls, and carrying out other customs and tax
violations.

4

mentioned that a partnership between public and private
entities is vital in countering TBML. The report will be
reviewed in 18-24 months to update the list of risk indicators.
According to UK Customs representative Kevin Newe, the
upcoming review might include the role of virtual assets in
illicit cash integration if supported by evidence.
FATF press release
Egmont Group press release
FATF/Egmont TBML report
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US report on Hong Kong Autonomy Act finds no
foreign FIs at risk of secondary sanctions
The US Department of the Treasury

sanctions but confirms that it will

foreign individuals who had or had

announced on 11 December that it has

continue to monitor for any activity that

attempted to contribute to the Chinese

submitted its report pursuant to

meets the criteria and will update the

government’s failure in meeting its

Section 5(b) of the Hong Kong

report on an ongoing basis.

obligation under the Sino-British Joint

Autonomy Act (HKAA) to Congress,

Declaration (also known as Hong

which states that the Treasury has not

The Treasury Department will also

Kong’s Basic Law). These individuals

identified any foreign financial

continue to engage with foreign

had already been designated by the

institutions (FFIs) that have knowingly

governments and FFIs to ensure they

Treasury Department’s Office of Foreign

engaged in a significant transaction

understand the reporting requirements

Assets Control (OFAC) on 7 August

with any person identified in the State

and sanctions risks under the HKAA.

pursuant to Executive Order 13936.

Department’s Section 5(a) HAA report.
The Department of State’s Section 5(a)
The Treasury states that there are no

report, which was submitted to

FFIs currently at risk of secondary

Congress on 14 October, identified ten

US Treasury Department an...
HKAA report

US State Department issues joint report on
human trafficking in the seafood supply chain
Authorization Act for Fiscal Year 2020.

The report also contains information on

The report lists countries with higher

the quantity and economic value of

risk of human trafficking in their

seafood imported from the listed

seafood catching and processing

countries to the US, as well as records

industries, and provides detailed

on the countries’ traceability

descriptions, risk assessments, and

programmes, if any. Furthermore, the

recommendations to countries

report outlines programmes enforced

including Bangladesh, Cambodia,

by the US to address human trafficking

China, South Africa and Thailand.

and sets out recommendations for
regulatory authorities to prevent

The US Department of State and the US
National Oceanic and Atmospheric
Administration (NOAA) submitted on
23 December a joint report on human
trafficking in the seafood supply chain
to Congress in accordance with
Section 3563 of the National Defense

5

The report is intended to improve US

instances of human trafficking in

government efforts in dealing with the

seafood industries outside of the US.

challenges of human trafficking in the
sector, which includes illegal or unfair

US Department of State pr...

employment and recruitment practices,
dependency on distant water fisheries,
and weak regulatory and governance
programmes.

NOAA report
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European Payments Council publishes latest
payment threats and fraud trends report
In terms of payment instruments and payment schemes, a
change in approach regarding card payment fraud through
adopting high-tech methods like APTs or by reverting to older
types of fraud was reported. Regarding SEPA Credit Transfer
(SCT) and Direct Debit (SDD) transactions, fraudsters are
reportedly using impersonation and deception scams and
online attacks to compromise data, while specific features of
the SEPA Instant Credit Transfer (SCT Inst) are vulnerable to
exploitation. Additionally, specific threats to mobile wallets
include targeted attacks on mobile device key stores,
unlocked credentials, user interfaces, and near field
The European Payments Council (EPC) published on 6
December its annual payment threats and fraud trends
report, which identifies social engineering attacks, phishing
attacks, malware, advanced persistent threats (APTs),
(Distributed) Denial of Service (DDoS) attacks, botnets, and
monetisation channels, as the most significant threats. The
EPC's report also puts forward recommendations for
payment service providers (PSPs) on mitigating the threats
identified and includes analysis of threats to payment
instruments and payment schemes.
According to the EPC, social engineering and phishing
attempts are increasing and remain instrumental often in
combination with malware, while malware attacks, and
ransomware foremost amongst them, have increased during
the past year. APTs pose a high-risk not only for payment
infrastructures but also for all network related payment
ecosystems, while the number of DDoS attacks has not
increased but frequently target the financial sector. The
report also underlines that attacks leading to fraud can occur
in all payment-relevant processes.

Social engineering and phishing
attempts are increasing and
remain instrumental often in
combination with malware

6

communication (NFC) controllers.
To mitigate threats specific to schemes or payments
processes, the EPC firstly recommends information sharing.
More specifically, to mitigate social engineering and phishing
attacks, PSPs should organise awareness campaigns and
implement techniques to help customers verify websites and
emails. Malware attacks can be addressed through proper
maintenance of devices by customers and through the use of
Cloud services states the EPC, whilst measures against APTs
must include advanced security data analytics and early
detection technologies.
DDoS attacks can be mitigated through a dynamic security
control framework, implementing services to filter fraudulent
traffic, and mitigating measures against application-level
attacks, while botnets can be tackled by promoting
cybercrime dedicated laws, user awareness and enhanced
cooperation. Finally, money mule operations can be
addressed through awareness campaigns, combined with
monitoring and prevention measures. To detect complex
mule and money laundering schemes, PSPs are advised to
cooperate and pool payments data, especially in regards to
instant payments.
EPC press release
EPC report
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EBA publishes progress report on the setting up
and functioning of AML/CFT colleges
The European Banking Authority (EBA)

The regulator found that identifying

The AML/CFT colleges were first

published on 15 December its report

members and observers that should be

created in December 2019 following

on the progress made by competent

invited to college meetings proved to be

publication of the joint guidelines on

authorities in setting up colleges to

challenging for some authorities,

cooperation and information exchange,

enhance supervisory cooperation for

identifying delays with putting in place

pursuant to EU Directive (EU) 2015/849,

anti-money laundering and counter the

written cooperation and information

between competent authorities

financing of terrorism (AML/CFT)

sharing agreements and with

supervising credit and financial

purposes, providing examples of good

developing observers’ terms of

institutions by the three supervisory

and poor practices and

participation. Additionally, in some

authorities, the European Securities and

recommendations to address the

instances, the discussions within

Markets Authority (ESMA), the EBA, and

challenges identified.

college meetings were limited to

the European Insurance and

operational aspects or had insufficient

Occupational Pensions Authority

According to the EBA, examples of

time allocated for discussions on key

(EIOPA). Under the guidelines, there is a

good practice include the mapping of

aspects, such as risk profiles.

two-year transition period ending on 10

financial institutions operating on a

January 2022 for EU member states to

cross-border basis using multiple

The EBA recommends using college

set up all necessary colleges. As of

sources of information, with the lead

structures to exchange information on

October 2020, the colleges for 10 EU

supervisor sharing a list of third country

day-to-day supervisory activities, where

banks had been established.

AML/CFT authorities identified as

relevant, while competent authorities

potential observers and organising

should ensure that the operational

ad-hoc college meetings in situations

arrangements of colleges, especially

requiring quick action. Other good

those that determine the participation

practices include discussing and

and sharing of information between

signing written cooperation agreements

members and observers, are finalised in

in the first meeting, careful agenda

due course. Additionally, members and

planning to achieve balance between

observers that are invited to the college

discussions and presentations, and

should attend and actively participate in

sharing minutes after each meeting.

the meetings.

EBA press release
EBA report
Joint guidelines on coope...

ESMA publishes report on accepted market
practices under the Market Abuse Regulation
The European Securities and Markets

The report provides an overview on the

Authority (ESMA) published its annual

establishment and application of AMPs

report on 22 December on the

in the EU in the second semester of

application of accepted market

2019 and the first semester of 2020.

practices (AMPs) under the Market

The report also provides the ESMA’s

Abuse Regulation (MAR).

views on the application of AMPs.
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ESMA press release
ESMA report
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ESMA annual report records sharp increase in
financial penalties for market abuse
The European Securities and Markets Authority (ESMA)

The ESMA explains that although the number of sanctions

published its annual report on 21 December on

under MAR decreased to 339 from 472 recorded in 2018, the

administrative and criminal sanctions and other

fines rose by €78 million. Additionally, criminal sanctions

administrative actions taken under the Market Abuse

increased from 15 in 2018 to 60 in 2019 and fines rose to €6

Regulation (MAR) in 2019.

million from €65,650 in 2018. Germany alone recorded 42
criminal sanctions.

The annual report records a substantial increase in market
abuse sanctions issued by national competent authorities in

ESMA press release

2019, which totalled €88 million related to 339 enforcement
actions (60 of which were criminal and 279 were

ESMA annual report

administrative) under the MAR.

EBA publishes summary of its annual report
The European Banking Authority (EBA) published on 22

The EBA also launched two inquiries addressed to AML/CFT

December a summary of its latest annual report, which

and prudential supervisors on arbitrage schemes following

provides details of the authority’s activities and

the EU Parliament’s 2018 resolution on the cum-ex scandal,

achievements in 2019.

financial crime and loopholes in the legal framework.

The EBA closed five requests
and received three other
requests in 2019 to investigate
alleged EU law breaches or
non-compliance

A formal investigation was launched by the EBA into a
potential breach of EU law by the Estonian Financial
Supervisory Authority (Finantsinspektsioon) and the Danish
Financial Supervisory Authority (Finanstilsynet), relating to
the Danske Bank scandal involving its Estonia branch.
In addition to this, the EBA closed five requests and received
three other requests in 2019 to investigate alleged EU law
breaches or non-compliance related to the assessment of

In particular, the report highlights the EBA’s work on
improving the fight against money laundering and terrorist
financing, which includes publishing guidelines on
supervisory cooperation in respect of firms operating on a
cross-border basis; the publication of a joint opinion on the
money laundering and terrorist financing risks affecting the
EU financial sector; and the publication of an opinion on
financial crime risks in the prudential context and across the
single market.

8

alleged violations of European prudential, AML and DGS
requirements. Three requests remained open at the end of
2019, including an AML related case.
EBA press release
EBA summary

aperio-intelligence.com

FINANCIAL CRIME DIGEST | DECEMBER 2020

FATF updates report on Covid-19 related risks
risks, and the changes in predicate

publication, about the change in

offences and ML/TF activity since the

financial behaviour due to the increase

report was first published in May.

in online shopping and increased
financial volatility and economic

The FATF states that the risks and

contraction. The FATF advises

policy responses published by the

authorities and the private sector to

FATF’s original report in May remain

employ a risk-based approach in

relevant, with the updates providing a

response to the evolving risks.

selection of case studies on how the

The Financial Action Task Force (FATF)
published on 16 December an updated
report on the money laundering and
terrorist financing (ML/TF) risks
related to the Covid-19 pandemic. The
publication contains additional
information on Covid-19 related ML/TF

risks have evolved and how the

Additionally, the FATF advises

authorities have dealt with them. The

supervisors to provide clear

FATF notes increasing cases of

communication on the national risk

counterfeit medical goods, cybercrime,

situations and regulatory expectations.

investment fraud, charity fraud and
abuse of economic stimulus measures.

FATF press release

The paper also confirms the FATF’s

FATF updated paper

concerns expressed in its May

Earthsight publishes report on alleged illegal
sale of Russian timber in Europe
Earthsight, a non-profit organisation

Les, although it denies being involved in

of priority investment projects. It is also

focusing on exposing environmental

any wrongdoing. Alexander Pudovkin,

alleged that Asia Les illegally logged

crime, published on 16 December a

BM Group’s president, was arrested

600,000 cubic metres of wood with

report alleging that 100,000 tonnes of

over allegations of bribery and

licences that were obtained through

lumber connected to Russia’s largest

corruption last year and is being

bribery and fraud.

illegal timber scandal in the far eastern

investigated together with two

taiga region have been channelled to

government officials.

Europe and sold in a number of shops

Prior to the release of this report, a
previous investigation alleged that

in EU member states including

According to the report, prosecutors

illegal wood from Ukraine was found to

Germany and France.

initiated a criminal investigation into

be on sale in EU branches of Ikea.

BM Group after Russia’s Federal
BM Group, a timber conglomerate in the

Security Service seized hard drives and

Khabarovsk Krai region is accused of

a safe during a raid at the group’s

being the mastermind behind the illegal

Khabarovsk offices, which resulted in

timber trade, along with its affiliate Asia

the company being removed from a list

9

Earthsight press release
Earthsight report
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OECD automatic exchange of information review
The Organisation for Economic

the necessary frameworks or are

same occasion, the Global Forum’s

Cooperation and Development (OECD)

finalising their completion this year,

annual report and peer review reports

issued on 9 December a paper

while Albania, Ecuador, Kazakhstan, and

on the exchange of information on

reviewing 100 jurisdictions’ domestic

the Maldives will start exchanges in

request (EOIR) for Cyprus, Dominica

and international framework

2021, Kenya and Morocco in 2022, and

and the Slovak Republic were issued.

compliance with the automatic

Georgia, Jordan, Montenegro, and

According to the Global Forum’s annual

exchange of financial account

Thailand in 2023.

report, in 2019, voluntary disclosure

information (AEOI) standard, noting

programmes, offshore tax

that all jurisdictions must implement

In terms of areas in need of

investigations and related measures

this standard in a complete way in

improvement, the most reported issues

have facilitated the identification of €5

order to ensure that the AEOI is

relate to jurisdiction-specific

billion in additional tax revenues and

effective in tackling tax crime.

non-reporting financial institutions and

the AEOI has resulted a decrease in

excluded accounts posing a low tax

offshore activity since 2017. Also

According to the OECD, 98 out of 100

evasion risk, incomplete enforcement

announced was the creation of a task

jurisdictions have an international

provisions, and incorrect

force to identify the risks to

framework compliant with the AEOI,

implementation of the definitions

implementation of transparency and

while 54 have compliant domestic

provided by the AEOI standard. Another

exchange of information standards.

legislative frameworks, and 34 need

report on the effectiveness of AEOI

improvement. Another 10 jurisdictions

implementation is expected to be

have implemented domestic legislative

published in 2022.

frameworks containing deficiencies,

OECD press release
OECD AEOI peer review rep...

while Sint Maarten and Trinidad and

The report was issued during the Global

Tobago have not implemented a

Forum on Transparency and Exchange

domestic legal framework. In addition

of Information for Tax Purposes plenary

to this, Nigeria, Oman, and Peru have

meeting held on 9-11 December. On the

OECD annual report

The Sentry publishes new report on the UK and
international kleptocracy
The Sentry published on 9 December a

the Democratic Republic of Congo

new commitments from the public and

new report detailing how the UK

(DRC), have selected the UK as their

private sector on action being taken to

became a destination of choice for

destination of choice to spend their

address the problem, including the UK’s

kleptocratic leaders and their business

ill-gotten gains on property, education

Economic Crime Plan.

partners to launder illicit proceeds

for their children and luxury goods.

emanating from conflict zones.

The Sentry press release
The report puts forward

According to the briefing, kleptocratic

recommendations for the UK

leaders around the world, including

government to combat the flow of illicit

those from Sudan, South Sudan, and

finance into the country and pinpoints

10

The Sentry report
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Non-profit report makes claims about UK’s role
as a facilitator of financial crime
The UK Foreign Policy Centre (FPC)

series of UK-based law firms and

recommendations included in the

published on 9 December a report on

reputation management companies

report, speakers insisted on the need

the misuse of the UK’s legal system for

targeting international journalists.

for the UK government to launch an

the facilitation of financial crime and

independent inquiry into the ‘London

corruption and its impact on media

Recent FPC research claims that 61

laundromat’ and its enablers, following

freedom, which argues that the UK

percent of journalists in 43 countries

the publication of the UK parliament

continues to be a destination for illicit

found a UK link to their financial crime

Intelligence and Security Committee’s

money and a hub for enablers

investigations, while 31 percent

Russia report in July 2020.

supporting corrupt individuals.

reported they were subject to legal
threats (known as strategic litigation

The government is also advised to

The report focuses on the ongoing

against public participation, SLAPP)

expedite the implementation of the

restrictions on investigative journalists’

originating in the UK.

Registration of Overseas Entities Bill,

work, due to threats and harassment,

adopt legislative measures to combat

which increases the scope for financial

At a launch event, British investigative

SLAPP and ensure all violations against

crime and corruption to continue

journalist Clare Rewcastle Brown urged

journalists are brought to justice.

unhindered. Many of these challenges,

the government to end offshore secrecy

such as vexatious legal threats, smear

and ensure adequate sharing of

campaigns, and online and offline

information to facilitate investigations

surveillance, are reportedly enabled by a

into illicit money trails. Among other

FPC press release
FPC report

UN experts on Yemen urge sanctions against
those responsible for human rights abuse
The UN Security Council (UNSC) held

Council have continued to commit

perpetuating the conflict and

on 3 December a virtual Arria-formula

serious violations of international

prolonging the suffering of the Yemeni

meeting with the Group of Eminent

human rights, some of which may

people”. In addition, the GEE calls on

International and Regional Experts

amount to war crimes. Violations

the UNSC to refer the situation in

(GEE) on Yemen to discuss GEE's latest

include disproportionate airstrikes

Yemen to the International Criminal

report ‘Yemen: A Pandemic of Impunity

leading to civilian casualties, unlawful

Court (ICC), as well as to impose further

in a Tortured Land’ concerning the

killings, enforced disappearances and

sanctions on those responsible.

human rights situation in the country,

arbitrary detention, denial of fail trial

Furthermore, the GEE states that it

including violations and abuses

rights, and violations of fundamental

supports the establishment of a

perpetrated since September 2014.

freedoms and economic, social, and

criminally focused investigation body to

cultural rights.

conduct investigations and prepare

Summarising the report’s findings, the

case files to be shared with

GEE highlighted that there are

Among its recommendations

“reasonable grounds to believe” that the

concerning the situation in Yemen, the

Yemeni government, the Houthi rebels,

GEE reiterates its call for third countries

Saudi Arabia, the United Arab Emirates,

to halt transfers of arms to parties to

and the separatist Southern Transitional

the conflict in Yemen, which are “only

11

prosecutorial authorities.
UNSC press release
OHCHR press release
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McAfee report on the hidden costs of cybercrime
McAfee Corp and the Center for

measures, increasing transparency by

at 18 hours, with an average cost of

Strategic and International Studies

organisations and governments,

more than $0.5 million per incident

(CSIS) published a new report on 7

standardising and coordinating

December on “The Hidden Costs of

cybersecurity requirements, providing

Downtime, brand reputation and

Cybercrime”, which estimates losses

employees with cybersecurity

reduced efficiency are among the

from cybercrime at more than $1

awareness training, and developing

damages from cyber attacks

trillion globally or just over one percent

prevention and response plans.

of global GDP. This latest estimate is
more than 50 percent higher than the

Inadequate planning in terms of

Report highlights include

previous 2018 study, which estimated
global losses at $600 billion.

prevention and response to cyber
incidents was noted by 56 percent

Intellectual property theft and

of the surveyed organisations

financial crime, the biggest threats
The report is based on quantitative

to companies, account for 75

research commissioned by McAfee

percent of cyber losses

carried out between April and June
2020. To combat cybercrime, the report

McAfee press release
McAfee report

Interruption to operations average

suggests implementing basic security

AUSTRAC risk assessment finds junket tour
operations at high-risk of money laundering
operations (JTO) sector. The

and links to sanctioned companies or

assessment looked at factors such as

individuals. The assessment states that

the criminal threat environment,

that AUSTRAC did not identify any links

vulnerabilities that the casino sector

between junket activity and terrorism

poses and the consequences of the

financing risks.

threats the industry faces.
In the period between 1 April 2018 and

The Australian Transaction Reports
and Analysis Centre (AUSTRAC)
published on 11 December, its money
laundering and terrorism financing risk
assessment of the junket tour

12

AUSTRAC’s assessment finds that the

31 March 2019, AUSTRAC received 635

main financial crime threat to the JTOs

suspicious matter reports (SMR) from

sector is money laundering, which is

15 reporting entities including casinos,

considered to be “high”. Junket tours

banking and remittance operators.

were found to be vulnerable to being
exploited by organised crime groups as

AUSTRAC press release

well as patronage by high-risk
customers from foreign jurisdictions.
Other risks identified include visa
misuse, tax evasion, possible corruption

AUSTRAC report
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Ontario Alcohol and Gaming Commission fails
to implement effective AML programmes
In its annual value for money audit

investigate potential money laundering

procedures to measure the

report published on 7 December, the

and terrorism financing cases made

effectiveness of its AML activities.

Office of the Auditor General of Ontario

only 23 charges, four cash seizures and

Alongside the alcohol and gaming

notes that the regional Alcohol and

barred 38 individuals from attending

sectors, the AGCO regulates

Gaming Commission (AGCO) failed to

Ontario casinos. In addition, officers

horse-racing and cannabis retail stores.

develop an effective plan to address

relied mainly on criminal background

The 2020 report is the first to cover all

anti-money laundering and counter the

checks and rarely performed any

AGCO’s operations.

financing of terrorism gaps.

additional due diligence in relation to
individuals gambling significant

The audit report finds that from 2017 to

Office of the Auditor Gen...

amounts of money.

2019, gambling-related suspicious

Annual audit report

transaction reports increased by 19

According to the report, the AGCO lacks

percent and their value doubled to

public transparency and accountability,

CA$340 million. However, police

is not required to produce audited

officers assigned by AGCO to

financial statements and lacks

Summary of the annual aud...

International Chamber of Commerce publishes
report on illicit trade in free trade zones
The International Chamber of

vulnerabilities as well as suggestions

Commerce’s (ICC) Business Action to

for mitigating the risks.

Stop Counterfeiting and Piracy

national customs for FTZs
Ensuring national governments

(BASCAP) initiative published on 10

This latest report also suggests

adhere to international conventions

December an update to its 2013 report

recommendations for legislative and

and standards

on assessing illicit trade in free trade

regulatory actions to enforce

zones (FTZ). The updated report

intellectual property (IP) rights, as well

Ensuring there are strict penalties in

focuses on the impact that

as leveraging international agreements,

place, such as criminal sanctions

counterfeiting in FTZs has on company

national legislation and the experiences

where applicable

supply chains and business operations,

of IP rightsholders.

as well as vulnerabilities caused by the
Covid-19 pandemic.

Ensuring the ICC World Chambers

The recommendations include

Foundation’s International
Certificates of Origin (COs)

The 2020 update, which is informed by

Improving data sharing between

accreditation chain is recognised by

feedback from a consultation with

customs and the private sector

manufacturers and shippers

BASCAP members and
intergovernmental organisations,

Empowering customs authorities in

highlights recent counterfeiting trends

their operations, strengthening the

and other forms of FTZ facilitated illicit

relationship between customs and

trade, the role of customs in protecting

FTZs, and affirming the authority of

FTZs, and case studies on the

13

ICC press release
ICC report
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French FIU report on ML/TF risk trends
The French Financial Intelligence Unit

significant role in this trend. The art

Tracfin recommends introducing a

(FIU, Tracfin) published a report on 10

sector poses significant ML/TF risks

threshold on cash transactions

December on money laundering and

due to the tax advantages, the frequent

involving works of art, strengthening

terrorist financing (ML/TF) risk trends

use of cash payments, the high volatility

the control and reporting powers of

from 2019 to 2020, noting that

of prices, and the development of

sports agencies’ supervising bodies,

construction, public works, and trading

online sales. Sports are linked to ML/TF

and using a national platform on

and distribution sectors are among the

risks due to the transnational financial

tackling match manipulation to foster

most vulnerable to ML/TF, while the

flows involved, which can also facilitate

information exchange.

main predicate offences were tax

offshore structure use, and fraudulent

avoidance and tax evasion.

betting can be used to disguise the

A prohibition of anonymous electronic

proceeds of crime.

money, anonymous accounts and

According to Tracfin, the main

cryptoassets, and systematising

ML/TF-prone sectors are real estate,

The FIU underlines that a harmonised

electronic money distributors and

the art trade, and sports sectors, with

EU-level ML/TF framework would be the

payment agents is also encouraged.

real estate acquisitions, especially in

best solution to tackle these crimes

the Île-de-France region and tourist

when committed using electronic

areas, remaining an important ML

money or virtual assets. Meanwhile, it

channel. The report notes that the low

anticipates an increase in ML/TF risks

level of reporting among public notaries

associated with the use of initial digital

and real estate agents plays a

coin offerings and global stablecoins.

Tracfin press release (in...
Tracfin report (in French...

UK ECJU strategic export controls report
The UK’s Export Control Joint Unit

undesirable end-users. In addition, the

identified to be in breach of licensing,

(ECJU) published on 1 December its

UK government issued 19 new Open

sanctions or embargo provisions.

latest annual report on strategic export

General Export Licences (OGELs) and

controls, which reveals that no criminal

locked 24 other OGELs for new

Additional border controls found and

prosecutions of serious and/or

registrations in view of a Court of

blocked 66 export cases where

deliberate breaches of export control

Appeal judgment over arms sales to

non-listed items could have been put to

rules were finalised in UK courts

Saudi Arabia and its coalition partners

an illicit military or weapons of mass

between January and December 2019.

in relation to the conflict in Yemen.

destruction (WMD) end-use. HMRC
issued 110 warning letters and imposed

The report shows that in 2019 the ECJU

The ECJU’s compliance and

overall compound penalties of

issued 12,086 Standard Individual

enforcement activities resulted in 97

£408,000 on 12 companies for

Export Licences (SIELs), two Standard

warning letters to company directors

unlicensed exports of military and

Individual Transhipment Licenses

where breaches of licence conditions

dual-use goods.

(SITLs), 280 Open Individual Export

were found. In addition, two exporters

Licence (OIELs), 114 Standard

had a licence suspended due to

Individual Trade Control Licences

recurrent infractions. The enforcement

(SITCLs) and 18 Open Individual Trade

activities carried out by HM Revenue

Control Licences (OITCLs). There were

and Customs (HMRC), UK Border Force

240 refusals or revocations of SIELs

and the Crown Prosecution Service

and SITCLs, most of which were due to

included 194 seizures of strategic

the risk of diversion or re-export to

goods presented for export, which were

14

UK government press relea...
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UK HMRC publishes research report on the
enablers and facilitators of tax evasion
The UK government published on 2 December the findings

encountering such discrepancies, while 28 to 36 percent

of a HM Revenue and Custom (HMRC) commissioned

responded that they informed the source organisation.

research report carried out in 2018/19 on the enablers and

Nevertheless, the interviews demonstrated that 85 percent of

facilitators of tax evasion.

freight forwarders and 71 percent of UK importers said they
would report tax evasion to HMRC, underscoring that they

The research involved 900 quantitative and 30 qualitative

often gave clients the benefit of the doubt when it came to

interviews with UK goods importers, freight forwarders, and

discrepancies such as incorrect valuations.

wealth managers between November 2018 and February
2019. According to HMRC, the research paper was

Qualitative and quantitative interviews with wealth managers

commissioned to better understand what activities may

revealed only 13 percent told interviewers that anti-money

constitute tax evasion or avoidance facilitation, which tools

laundering (AML) and due diligence checks raised concerns,

can be employed by HMRC to tackle tax evasion, how to raise

and that finding such concerns usually resulted in reporting

awareness of sanctions, and what motivations are generally

suspicions to HRMC, the Financial Conduct Authority (FCA),

behind tax evasion and avoidance.

or to a senior manager. Roughly half of the wealth managers
surveyed said they would refuse to do business with clients

Interviews with wealth
managers revealed only 13
percent told interviewers that
AML and due diligence checks
raised concerns

asking for advice on activity that seemingly ran afoul of UK
tax law, although no wealth managers who were asked for
such advice reported it to HMRC or other UK authorities.
However, nearly all wealth managers surveyed declared that
providing such advice does constitute the facilitation of tax
evasion.
Amongst the three groups interviewed, recommendations
from interviewees included increased assistance from

Significantly, 47 percent of interviewed freight forwarders
expressed concern over importing activities compared to
only 14 percent of importers, with primary concerns including
improper classifications and descriptions of imported items.
Interviewed freight forwarders who said they reported any
prompted importing activities to HMRC constituted “a small
minority”, with HMRC reports triggered by incorrect
valuations in 26 percent of instances and suspicious activity
in 52 percent. Far more common, roughly half of these
businesses reportedly informed their clients when

15

HMRC, more education about tax evasion, guidance on what
facilitation entails, and providing businesses with more
knowledge of compliance protocols. Individuals surveyed
also recommended increased vetting, regulation, and
licensing requirements, and asked that tax facilitation
prosecution cases by HMRC be made public.
UK government press release
Research report
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US CFTC reports record enforcement actions
The US Commodity Futures Trading

actions brought by the regulator, 65

confidential information

Commission’s (CFTC) Division of

percent involved commodity fraud,

misappropriation, and illegally offering

Enforcement issued on 1 December its

manipulative conduct, false reporting,

new products. The CFTC also filed a

annual report for fiscal year 2020

or spoofing. Additionally, two registered

joint enforcement action with 30 state

noting several records, including the

intermediaries were charged for failing

regulators against a nationwide elder

highest number of enforcement

to file suspicious activity reports (SARs)

fraud scheme and issued guidance on

actions at 113, and the largest

and failing to supervise employee

civil monetary penalties and evaluating

monetary relief worth $920 million

handling of customer accounts, a

compliance programmes in connection

against JPMorgan Chase & Company

violation of the Bank Secrecy Act’s

with enforcement action.

and two subsidiaries concerning a

(BSA) requirements to combat money

spoofing and manipulation case.

laundering.

Going forward, the CFTC expects its
whistleblower programme, which has

According to the CFTC, the 2020

Additionally, the regulator filed 16

already granted 16 applications

increase in monetary relief was

actions in parallel with criminal

totalling $20 million, to develop further,

continued, arriving at a total of more

authorities, nearly doubling the number

with 30 to 40 percent of its ongoing

than $1.3 billion, while a record number

registered in the previous seven fiscal

investigations involving a

of 56 retail fraud actions was

years, and prosecuted 140 pending

whistleblowing component.

registered, including seven actions

litigations involving allegations of

related to digital assets. Of the 113

manipulation, spoofing, fraud,

US CFTC press release and...

Singapore publishes TF risk assessment, warns
money remittance services high-risk
The Monetary Authority of Singapore

cross-border cash movement, and

Singapore convicted 11 individuals for

(MAS) published on 30 December its

precious stones and metals dealers.

TF between 2016 and September 2020,

2020 terrorist financing (TF) national

Among money remittance service

while 29 Singaporeans were reportedly

risk assessment, which reveals that the

providers, unlicensed operators which

“dealt with under the Internal Security

country remains at risk of TF threats by

fall outside the perimeter of national

Act (ISA), as of September 2020”. In

regional and international terrorist

and international regulators are said to

known TF cases to date, key TF

organisations, while both foreign

be at the highest TF risk.

typologies mainly involved relatively

workers and local residents continue to

small sums transferred through

be “radicalized and influenced to carry

Primary TF threats in Singapore were

licensed money remittances that came

out TF activities”.

found to come from the Islamic State of

from individual salaries or personal

Iraq and Syria, Al-Qaeda, Jemaah

savings. In an accompanying

The report finds that cross-border

Islamiyah (JI) and other terrorist

statement, MAS urged private sector

money transfer payment service

groups, as well as individuals who have

entities to use the findings of the latest

providers are among the most

been radicalised. Although JI was

report in their own risk assessments for

vulnerable actors in the financial sector,

significantly disrupted in 2001 and

countering the financing of terrorism.

followed by banks in the medium-high

2002, MAS found that its members are

category. The medium-low TF risk

currently working to broaden support

classification includes non-profits,

through “above-ground preaching and

digital payment service providers,

recruitment”.
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MAS press release
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EIA report on corruption’s impact on Africa-toAsia ivory and pangolin scale trafficking
report for the involvement of corrupt

report notes that to evade authorities,

government and private sector officials

the parts will often be sent first to

in the trade, where over 30 and 167

Malaysia and Singapore and then

tonnes of ivory and pangolin scales,

repacked, with Bills of Lading usually

respectively, have been seized since

switched with legitimate shipments.

2015, the largest seizures of any

Furthermore, ivory is often concealed

country in Africa. The report notes that

inside wood shipments, even inside

the seizure amounts correspond to over

hollow wood, while both ivory and

4,400 elephants and hundreds of

pangolin scales are reportedly often

thousands of pangolins, both of which

labelled as beef or nut exports.

are endangered species.
The Environmental Investigation
Agency (EIA) published a report on 7
December on the emergence of
Cameroon, the Democratic Republic of
Congo (DRC), and Nigeria as major
hubs for the export of illicitly trafficked
ivory and pangolin scales to Vietnam
and China and the extent of organised
crime and corruption’s involvement in
the flow of endangered animal parts.
The report claims that several major
airline and shipping companies are
significant participants in the flow of
ivory and pangolin scales, specifically
naming Maersk and Pacific
International Lines in the shipping
sector and Ethiopian Airlines, Turkish
Airlines, and Emirates Airlines as major
air throughways for the illegal flow of

EIA recommendations include

The nations
identified as those
where the majority
of elephants and
pangolins are
poached are
Cameroon, the
Central African
Republic, the DRC,
the Republic of
Congo, Gabon, and
Liberia

national anti-wildlife trafficking
strategies and hold government
agencies accountable for
implementation
Conducting financial investigations
into official government corruption
involving wildlife trafficking and
putting in place adequate deterrent
penalties
Conducting intelligence
investigations to target the upper
echelons of wildlife organised crime
operations
Enhancing multinational
cooperation and bilateral dialogues

animal contraband. The EIA stresses
that its findings make “clear that strong

In a statement accompanying the

collaboration between public and

report, EIA Senior Wildlife Campaigner

private sectors is essential to turn the

Shruti Suresh said that “governments in

tide against wildlife crime”.

the region need to address corruption,
the lack of political will to tackle wildlife

The nations identified as being the sites

crime, poor law enforcement –

in which the majority of elephants and

particularly at porous borders and

pangolins are poached as part of

entry/exit ports – as well as the role of

Africa-to-Asia trade are Cameroon, the

foreign nationals involved in wildlife

Central African Republic (CAR), the

crime”. In tracing the flow of wildlife

DRC, the Republic of Congo, Gabon, and

contraband from Nigeria to their end

Liberia. Nigeria receives scrutiny in the

destinations in Vietnam and China, the

17

Urging heads of state to prioritise

to identify and deter wildlife
trafficking
Creating incentives for shipping
companies and other relevant
private sector actors to detect and
seize wildlife contraband
EIA press release
EIA Out of Africa report
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ENFORCEMENT

Vitol Inc to pay US and Brazilian prosecutors
$164 million to resolve bribery offences
Under the terms of the DPA, Vitol
Inc and Vitol SA have agreed to
improve their compliance and
ethics programmes designed to
prevent and detect FCPA
violations throughout their
operations
The US Department of Justice (DOJ) announced on 3
December that energy and commodities trader Vitol Inc has

Concurrently, Vitol has agreed to pay $28.7 million in civil

agreed to pay a combined penalty of $135 million to resolve

monetary penalties and disgorgement to the US Commodity

Brazil and US investigations into foreign bribery and

Futures Trading Commission (CFTC) in relation to

manipulation offences, of which $45 million will be credited

“manipulative and deceptive” trading activity not covered by

to Brazilian authorities as part of a leniency agreement.

the DPA. The CFTC order finds that Vitol committed fraud by
making corrupt payments to Petrobras employees and

According to the deferred prosecution agreement (DPA), Vitol

agents in exchange for specific price information, referred to

paid more than $8 million in bribes to four representatives of

internally as the “gold number”, from 2005 to early 2020. In

Brazil’s state-owned oil company Petróleo Brasileiro S.A.

addition, in 2014 and 2015 Vitol allegedly attempted to

(Petrobras) between 2005 and 2014 to obtain confidential

manipulate two S&P Global Platts physical oil benchmarks, to

pricing and competitor information, in violation of the

increase profits from physical and derivatives trading in the

anti-bribery provisions of the Foreign Corrupt Practices Act

global oil markets.

(FCPA). In addition, between 2015 and July 2020, Vitol agreed
to pay more than $2 million in bribes to officials in Ecuador

Under the terms of the DPA, Vitol Inc and Vitol SA have

and Mexico. According to DOJ documents, Vitol and its

agreed to improve their compliance and ethics programmes

affiliated companies earned at least $33 million in illicit

designed to prevent and detect FCPA violations throughout

profits from its dishonest contracts with Petrobras.

their operations, including in regard to their agents,
subsidiaries, joint ventures and subcontractors. Vitol CEO

In Brazil, the investigation against Vitol was carried out as

Russell Hardy said that the company has cooperated

part of Operation Car Wash (Lava Jato). The company’s

extensively with prosecutors and will continue “to enhance

leniency agreement with the Federal Public Ministry notes

procedures and controls in line with best practice”.

that Vitol has identified more than 70 invoices during an
internal investigation, “whose beneficiaries were money

DOJ press release

changers who provided cash in Brazil in order to make
improper payments”. The DOJ mentions that bribes were

Vitol DPA

paid through a network of shell companies, sham consulting
agreements, fake invoices and sham email accounts, used to
facilitate transfers to overseas co-conspirators.
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US OFAC reaches settlement with National
Commercial Bank over sanctions violations
The US Treasury’s Office of Foreign

originating in or transiting through both

mitigating factors included the fact that

Assets Control (OFAC) announced on

countries. None of the Sudanese or

NCB was not believed to have acted

28 December that Saudi-based

Syrian parties were an NCB customer.

with wilful intent to violate US

National Commercial Bank (NCB) has

sanctions, lacked prior history of such

agreed to pay $653,347 to settle its

In calculating the penalty, OFAC took

violations, cooperated with the

potential liability for 13 alleged

into consideration that the alleged

regulator by conducting an extensive

violations of the Sudanese Sanctions

violations were non-egregious and that

transaction review and entered a

Regulations and EO 13582.

the bank self-disclosed the Syria-related

statute of limitations, and consequently

violations, though it did not disclose

enhanced its compliance controls.

According to OFAC, between November

those related to Sudan. OFAC also

2011 and August 2014, NCB processed

considered the “substantial” economic

US dollar transactions totalling

benefit conferred to US sanctioned

$5,918,560 to or through the US

parties and the fact that NCB is a large

financial system involving Sudanese

and commercially sophisticated

and Syrian counterparties or goods

financial institution. Additionally,

OFAC press release
OFAC enforcement release

OFAC settles with Bitgo over sanctions violations
The US Department of the Treasury’s

The violations that took place between

Inc’s failure to implement adequate

Office of Foreign Assets Control

March 2015 to December 2019 were

controls for preventing such users from

(OFAC) announced on 31 December

alleged to have been processed on

accessing its services.

that Bitgo Inc, a US-based digital asset

behalf of individuals located in the

trust and security company, has agreed

Crimea region of Ukraine, Cuba, Iran,

to pay $98,830 to resolve potential civil

Sudan, or Syria through Bitgo’s

liability for 183 apparent violations of

non-custodial secure digital wallet

multiple US sanctions regimes.

management service, indicating Bitgo

19

OFAC press release
OFAC enforcement notice
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US Federal Reserve Board issues order against
Credit Suisse for AML shortcomings
The US Federal Reserve published on

deficiencies in Credit Suisse USA’s

Additionally, the board of directors must

22 December enforcement action

compliance risk management

also submit plans with specific

against Credit Suisse Group AG, Credit

programme and its compliance with

itemised policy directives that address

Suisse AG, its US holdings company,

Bank Secrecy Act and anti-money

how to improve BSA/AML compliance

and its New York branch, which

laundering (BSA/AML) regulation.

oversight, customer due diligence,

requires the bank to address

suspicious activity monitoring and

deficiencies in its anti-money

The terms of the agreement stipulate

reporting, and independent testing. The

laundering (AML) programme

that the Credit Suisse board of directors

bank is also required to submit written

identified in its US operations.

from the group, holding company, USA

progress reports on all areas of

office, and risk committee must submit

improvement laid out in the agreement

According to the written agreement

a plan within 90 days to improve the

within 45 days of the end of the first

between Credit Suisse and the New

bank’s BSA/AML compliance. That plan

quarter and each quarter thereafter.

York State Department of Financial

must include supervision of compliance

Services and overseen by the Federal

policy implementation as well as

Reserve Board, a 2019 examination of

controls approved by the bank’s senior

the bank’s New York branch by the New

management and subsidiaries, which is

York Federal Reserve revealed

accepted by the Reserve Bank.

Federal Reserve press rel...
Written agreement

UK FCA fines LJ Financial Planning over failures
to manage conflicts of interest
The UK Financial Conduct Authority

suitability of its advice and its

without disclosing that it had

(FCA) announced on 10 December that

discretionary decisions.

shareholdings in both companies. To

it has fined independent financial

date, LJFP has paid redress of more

advice firm LJ Financial Planning Ltd

According to the FCA notice, between

than £2 million to 41 customers who

(LJFP) £107,200 for failing to provide

2010 and 2012, LJFP recommended

have been impacted by its failings.

suitable investment advice to clients

that 114 customers transfer their

seeking to transfer their pensions into

pensions into allegedly high-risk,

In calculating the fine, the FCA took into

self-invested personal pensions

esoteric, and illiquid SIPPs and

consideration the penalty’s deterrent

(SIPPs) and its lack of capacity to

underlying investments without

effect and the seriousness of the

manage conflicts of interest.

analysing their suitability based on the

breaches. The initial fine applied was

customers’ circumstances and risk

£153,200, but the company benefited

Under the FCA Principles, Conduct of

appetite. Additionally, between 2013

from a 30 percent discount under the

Business Sourcebook, and Systems and

and 2017, the firm recommended that

terms of the agreement.

Controls Sourcebook, a firm must

customers use Amber Financial

manage conflicts of interest fairly

Investments Limited as a wrap platform

between itself and its customers while

and to make investments through

taking reasonable care to ensure the

Tatton Investment Management
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FCA press release
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UK drug trafficking and money laundering
kingpin sentenced to 14 years in prison
The UK’s National Crime Agency (NCA)

communications service EncroChat.

previously owned by Maher and was

announced on 22 December the

The NCA discovered evidence that

still registered in his wife’s name

sentencing of drug trafficking and

Maher assisted criminal organisations

despite being sold. Following Maher’s

money laundering kingpin, Thomas

in transporting at least 21 kilos of

release, the NCA noticed the luxurious

Maher, to 14 years and 8 months in

cocaine from the Netherlands in April

lifestyle the couple were living despite

prison term by Liverpool Crown Court

2020 and orchestrated the movement

earning less than minimum wage.

after pleading guilty to drug trafficking

of funds from Ireland to Holland.

and money laundering charges.

Following the conviction, the NCA will
Maher was initially arrested in October

now seek forfeiture of Maher’s assets

Maher was arrested as part of the

2019 as part of the investigation into

under the Proceeds of Crime Act.

NCA’s Operation Venetic, which

the death of 39 Vietnamese migrants in

targeted the encrypted global

a lorry in Purfleet. The lorry had been

NCA press release

Swiss prosecutors charge Credit Suisse over
Bulgarian money laundering probe
by a Bulgarian organised crime ring.

organisation. The three individuals are

The OAG alleges that the Bulgarian

accused of aggravated money

crime ring, which included professional

laundering. The close confidant of the

wrestlers, laundered the proceeds from

head of the organisation and the

narcotics trafficking from 2000 to at

Bulgarian wrestler are also accused of

least 2012. The Swiss Federal Criminal

participating in a criminal organisation.

Court has also indicted an unnamed
former Credit Suisse manager and two

The OAG investigation, which began in

alleged members of the criminal

February 2008, has uncovered that the

organisation.

criminal organisation engaged the
services of a confidant who set up the

The Swiss Office of the Attorney
General (OAG) announced on 17
December that Swiss bank Credit
Suisse AG has been indicted for its
alleged anti-money laundering failings
related to the laundering of illicit funds

21

Credit Suisse AG is accused of failing to

legal and financial structure to launder

take all the reasonable organisational

the funds through Switzerland, Austria

measures to prevent aggravated money

and Cyprus.

laundering from being committed by
the executive who was responsible for
business relations with the criminal

Swiss OAG press release
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Cayman Islands fines Western International
Trust Company for AML failings
The Cayman Islands Monetary

The compliance failings include: the

relevant risk factors. Some of the

Authority issued a public notice on 22

failure to apply customer due diligence

compliance failings had been identified

December against Western

and enhanced due diligence measures;

as part of a previous inspection and the

International Trust Company Limited,

the failure to identify beneficial

company had not adequately

which imposes a discretionary fine of

ownership; the failure to verify the

remediated them.

KYD 482,717.50 (£426,000) for

source of funds; the failure to

breaching the country’s Anti-Money

scrutinising transactions; and the

Laundering Regulations.

failure to accurately consider all

CIMA public notice

Bermuda Monetary Authority fines Crown Global
Life Insurance for AML/CTF failings
The Bermuda Monetary Authority

companies were found to have failed to

demonstrated the companies’ weak

(BMA) announced on 31 December

comply with the following requirements

internal AML/CFT controls.

that it has imposed civil penalties

of the AML/CFT regulations: the

totalling $400,000 on Crown Global

application of customer due diligence

On determining the appropriate

Life Insurance Ltd and Crown Global

measures; ongoing monitoring of

penalties, the BMA took into account

Life Insurance (Bermuda) Ltd for failing

business relationships; the timing of

the companies’ cooperation during the

to comply with the Proceeds of Crime

verification; the application of enhanced

on-site visit and verification process, as

(Anti-Money Laundering & Terrorist

due diligence; outsourcing;

well as the companies’ improved

Financing Supervision & Enforcement)

record-keeping; AML/CFT policies and

processes and procedures since the

Act 2008 (AML/CFT Act). No evidence

procedures; independent audit

date of the on-site review. Both

was found that the companies were

functions; and compliance officer.

companies have agreed to continue

involved or complicit in any money

implementing enhanced controls. The

laundering or terrorist financing

The BMA ordered the two companies to

statement clarifies that the BMA deems

activities.

remediate the failings by 31 July 2019;

both companies to be in compliance

however, the remediation was not

with the AML/CFT regulations.

The breaches were discovered during

completed to the required standard

an on-site review of both companies’

within the time stipulated. The BMA

business activities conducted by the

viewed the breaches as serious due to

BMA in November 2018. Both

their extent and duration, which
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Italian authorities seize former MEP’s assets
The European Anti-Fraud Office (OLAF)

Lara Comi, in relation to an

investigation into alleged fraud against

announced on 18 December that the

investigation into serious fraud

the EU budget.

Italian authorities have carried out a

allegations.

preliminary seizure of the assets of six

OLAF press release

individuals, including a former Member

The seizure of the assets, which are

of the European Parliament (MEP),

worth more than €500,000, is part of an

Luckin Coffee to settle accounting fraud charges
brought by US SEC for $180 million
The US Securities and Exchange

fraud by inflating the company's

involved in the case and strengthened

Commission (SEC) announced on 16

expenses by more than $190 million,

its internal accounting controls.

December that China-based company

creating a fake operations database,

Luckin Coffee Inc has agreed to pay

and altering accounting and bank

The settlement, which is subject to

$180 million to resolve accounting

records to reflect the false sales.

court approval, also includes

fraud charges over allegations that it

permanent injunctions. Luckin has

defrauded investors through material

In addition to this, it is alleged that the

agreed to the settlement without

misstatements.

company intentionally and materially

admitting or denying the allegations.

overstated its reported revenue and
The SEC complaint alleges that Luckin

expenses, and materially understated

intentionally fabricated more than $300

its net loss, in its publicly disclosed

million in retail sales and certain Luckin

financial statements in 2019. Luckin

employees attempted to conceal the

has since terminated certain employees

US SEC press release
SEC complaint

United Auto Workers reaches settlement with US
The US Department of Justice (DOJ)

independent court-appointed monitor to

The US criminal investigation into the

announced on 14 December that it has

oversee the union for a period of six

UAW revealed an extensive fraud

reached a settlement with the United

years, who would have the authority to

scheme by two former UAW presidents

Auto Workers Union (UAW) to resolve

exercise disciplinary powers within the

and executives to embezzle UAW

the ongoing corruption and fraud

UAW, investigate possible fraud or

money for their personal benefit.

investigation. The proposed settlement

corruption, and to seek disciplinary

Fifteen UAW officials and Fiat Chrysler

would fully resolve the criminal and

action against UAW officers and

executives have been convicted so far.

civil investigation into the UAW.

members. The UAW has also agreed to
resolve a related tax investigation

As part of the proposed civil settlement,

through paying $1.5 million to the

UAW has agreed to have an

Internal Revenue Service.
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US DOJ indicts, and BIS lists, three foreign
nationals for violating Russia export controls
The US Department of Justice (DOJ)

According to the indictment, Russian

Marinova Gargova, MTIG EOOD,

announced on 18 December the

national Ilias Sabirov and Bulgarian

Cosmos Complect and OOO Sovtest

indictment of three foreign nationals

nationals Dimitar and Milan Dimitrov

Comp, to the Bureau of Industry and

for alleged violations of the

are charged with two counts of IEEPA

Security (BIS) Entity List, which

International Emergency Economic

related violations and one count of

imposes licence requirements for the

Powers Act (IEEPA), Export Control

money laundering, while Milan Dimitrov

export of any commodities from the US

Reform Act (ECRA) and a money

is also charged with one count of

to these persons or companies.

laundering statute in a scheme

providing false statements.

involving the export of sensitive

US DOJ press release

radiation-hardened circuits from the

Additionally, US Department of

US to Russia through Bulgaria without

Commerce has also added the three

the necessary export licences.

individuals along with Mariana

BIS final rule

US DOJ charges former Venezuelan national
treasurer with money laundering
The US Department of Justice (DOJ)

August 2018. Diaz and Velasquez have

transactions for the government of

announced on 16 December that

both been charged with one count of

Venezuela at favourable rates.

former Venezuelan national treasurer

conspiracy to commit money

Claudia Patricia Diaz Guillen and her

laundering and two counts of money

Andrade was previously sentenced to

spouse Adrian Jose Velasquez

laundering. The superseding indictment

ten years imprisonment in November

Figueroa have been charged in a

maintains the charges against Gorrin.

2018 for conspiracy to commit money

superseding indictment for their

laundering. As part of his guilty plea,

alleged involvement in a currency

According to US prosecutors, Gorrin

Andrade admitted to receiving bribes

exchange and laundering scheme.

paid millions of dollars in bribes to two

amounting to $1 billion from Gorrin and

former national treasurers of

other co-conspirators.

Alleged co-conspirator, Venezuelan

Venezuela, Alejandro Andrade Cedeno

billionaire Raul Gorrin Belisario, who is

and Diaz, as well as Diaz’s spouse

the owner of the Globovision news

Velasquez, to secure the rights to

network, was previously charged in

conduct foreign currency exchange
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New Jersey man admits to violating the FCPA
The US Department of Justice (DOJ)

companies, which procured and

something of value once he left public

announced on 17 December that a New

retained contracts with the Defence

office in exchange for helping Kang and

Jersey man, Deck Won Kang, has

Acquisition Program Administration

his companies obtain DAPA contracts.

admitted to paying bribes of $100,000

(DAPA), a state-owned and

The official provided Kang with

to a foreign official to secure an

state-controlled agency within the

non-public information about the

improper business advantage and gain

Republic of Korea’s Ministry of National

contracts and used his influence within

and retain business contracts. Kang

Defence that was responsible for the

the Korean Navy and the DAPA to

pleaded guilty before US District Court

procurement of munitions and military

influence the decisions regarding the

Judge Clair C Cecchi to violating the

equipment as well as supplies for the

award of contracts. Between April 2012

anti-bribery provisions of the Foreign

Korean Armed Forces.

and February 2013, Kang allegedly sent

Corrupt Practices Act (FCPA).

$100,000 to the foreign official.
Kang allegedly promised a foreign

From January 2009 to February 2013,

official who was both a high-ranking

Kang was an officer, director, employee

official in the Korean Navy and a

and agent of two New Jersey

procurement official for the DAPA with

US DOJ press release

General Electric agrees to pay US prosecutors
$200 million to settle disclosure failures
The US Securities and Exchange

by selling longer term receivables to its

GE has agreed to settle the charges

Commission (SEC) announced on 9

own subsidiary, GE Capital.

without admitting or denying

December that it reached a $200

allegations. The company has agreed to

million agreement with General Electric

GE allegedly lowered projected costs

cease and desist from future violations

Co (GE) to settle disclosure failure

for claims against its long-term

of US securities’ antifraud, reporting,

violations regarding the company’s

healthcare insurance portfolio and

disclosure and accounting control

power and insurance businesses.

failed to inform investors of the

provisions, and to report on its remedial

corresponding uncertainties on future

measures for a one-year period. In

According to the SEC’s administrative

liabilities despite rising costs from

deciding the terms of the agreement,

order, during 2015 and 2017, GE failed

long-term health insurance claims.

the SEC took into consideration the

to disclose to investors information

company’s decisions to replace the

about the nature of its reported profit

Finally, in 2017 and 2018, the company

management of its insurance and

growth in its power business and $2.5

publicly announced disappointing cash

power subsidiaries, revise investor

billion in reported cash collections, due

and earnings results in its power

disclosures and add internal controls.

to reductions in prior cost estimates.

business and a $9.5 billion pre-tax

Specifically, GE used a practice called

insurance charge, requiring $15 billion

“deferred monetisation” to report

in capital contributions. The

increased industrial cash collections

announcements generated a 75 percent

commensurate with increased profits

decrease in GE’s stock price.
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US lawyer indicted for $12.5 million Somali
sovereign assets fraud conspiracy
The US Department of Justice (DOJ)

bank, the Office of the New York State

A then-confidential UN Monitoring

announced on 3 December attorney

Comptroller and other institutions in the

Group report cited by Reuters in 2014

Jeremy Schulman’s indictment for

US and elsewhere.

accused Somali President Hassan

allegedly conspiring to fraudulently

Sheikh Mohamud, former foreign

obtain control of $12.5 million worth of

As a result of this, Schulman, the law

minister Fawzia Yusuf H. Adam and two

frozen Somali sovereign assets held by

firm where he was a shareholder and

other individuals of conspiring with a

US financial institutions. On 7

his co-conspirators allegedly obtained

US law firm identified as Shulman

December, Schulman pleaded not

control of approximately $12.5 million,

Rogers to divert overseas frozen Somali

guilty to most of the charges.

from which they retained $3.3 million in

assets. At the time, Schulman

fees and expenses before remitting the

reportedly denied the allegations, while

rest to the Somali government.

the Somali president’s office stated that

According to the indictment, between
2009 and 2014, Schulman, along with

it had revoked the power of attorney

other co-conspirators, including a US

Schulman purportedly received

citizen identified by a UN Monitoring

additional compensation from his law

Group report as Abdiaziz Hassan

firm based on the revenue obtained

Amalo, forged documents regarding his

from the scheme and engaged in

law firm’s ability to recover frozen

further fraud and money laundering to

assets on behalf of the Central Bank of

transfer $690,000 from his law firm to a

Somalia. The fake documents were

firm controlled by Amalo.

granted to Shulman Rogers.
US DOJ press release
US DOJ indictment
Reuters article (16 July ...

presented to a US federally insured

US SEC enters settlement with BlueCrest Capital
Management Limited
The US Securities and Exchange

traders from its flagship client fund

The SEC concluded that BlueCrest

Commission (SEC) announced on 8

BlueCrest Capital International (BCI) to

willfully violated the antifraud

December that BlueCrest Capital

proprietary fund BSMA Limited (BSMA),

provisions of the Securities Act and

Management Limited, an investment

as well as replacing those traders with

Investment Advisers Act, as well as the

adviser based in the UK, has agreed to

an underperforming algorithm.

Advisers Act compliance rule.

pay $170 million to settle charges

BlueCrest agreed to the SEC’s

relating to inadequate disclosures and

The SEC claimed that for more than

cease-and-desist order without

misrepresentations.

four years, BlueCrest made inadequate

admitting or denying the findings.

and misleading disclosures about
The SEC alleges that BlueCrest made

BSMA’s existence, the movement of

inadequate disclosures, material

traders to BSM, the use of an algorithm

misstatements, and misleading

and other conflicts of interest.

omissions regarding its transfer of top
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US DOJ seeks forfeiture of property allegedly
purchased with PrivatBank funds
The US Department of Justice (DOJ)

The DOJ’s complaints accuse

companies, primarily at PrivatBank’s

filed a civil forfeiture complaint on 30

PrivatBank’s owners, Ihor Kolomoisky

Cyprus branch, before transferring the

December based on violations of

and Gennadiy Boholiubov, of

funds to the US.

federal money laundering statutes

embezzling and defrauding the bank

alleging that commercial real estate in

out of billions of dollars through an

It is also alleged that associates

Cleveland was acquired using funds

illicit loan scheme. Both individuals

Mordechai Korf and Uriel Laber, who

misappropriated from Ukraine’s

allegedly obtained fraudulent loans and

were operating out of offices in Miami,

PrivatBank.

lines of credit from 2008 through to

created a web of entities to further

2016, when the scheme was uncovered

launder the misappropriated funds,

The DOJ filed two other civil forfeiture

and PrivatBank was nationalised by the

which included the purchase of real

complaints in August 2020 directed at

National Bank of Ukraine.

estate and businesses across the US.

properties in Louisville, and Dallas, over
the same allegations. The three

The complaints also accuse both

properties have a combined value of

individuals of laundering a portion of

over $60 million.

the criminal proceeds using shell

US DOJ press release

Malta’s Financial Intelligence Analysis Unit fines
Insignia Cards for serious AML/CFT breaches
Malta’s Financial Intelligence Analysis

due diligence on its potential customers

information indicating that the

Unit (FIAU) published on 3 December

and deficiencies in implementing

customer was engaged in money

an administrative measure notice

detailed controls on high-risk

laundering activities.

against Insignia Cards Limited, an

customers, such as minimising risk

e-money institution providing payment

posed by customers from

The FIAU considers the majority of the

cards to European customers,

non-reputable jurisdictions.

compliance failings identified to be

imposing a fine of €373,670 on the

“very serious”, which is made worse by

company for breaches of the

Most notably, Insignia was found to

the company’s high-risk business

anti-money laundering and

have failed to request sufficient source

model. The FIAU has issued a follow-up

counter-terrorism financing (AML/CFT)

of wealth documentation from a

directive to make sure that the issues

regulations.

politically exposed person (PEP) rated

identified are resolved, which requests

as high-risk due to his links with the

that the company prepares a detailed

According to the notice, which was

Russian mafia. On another occasion,

action plan to address all the breaches,

imposed on 24 November, an on-site

the company was found to have

which should contain details on the

inspection conducted in 2019 revealed

on-boarded a high-risk client, who was

actions to be completed together with

numerous red flags pertaining to the

initially flagged as medium-risk, and

supporting evidence, where applicable.

company’s risk assessment, including

failed to file a suspicious transaction

failures to implement the necessary

report despite having enough
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UK FCA final notice against hedge fund chief
investment officer for market manipulation
The UK’s Financial Conduct Authority (FCA) issued a final

January and May 2017 placed large misleading orders for

notice against former portfolio manager, partner and chief

contracts for difference that he had no intention of executing.

investment officer at Fenician Capital Management LLP,
Corrado Abbattista on 15 December, which includes a

Abbattista’s subsequent referral of the case to the Upper

£100,000 fine for market manipulation and a ban from

Tribunal was withdrawn on 10 November.

performing functions related to any regulated activities.
FCA press release
An FCA investigation discovered that Abbattista, in his
capacity as chief investment officer of Fenician Capital

FCA final notice

Management LLP, had on multiple occasions between

Romanian court convicts Israeli billionaire Beny
Steinmetz and others for corruption
organised crime group to abuse the Romanian law on the
restitution of assets confiscated during the communist
regime and obtain assets purportedly inherited by Prince Paul
from his grandfather. To secure the assets reportedly worth
€145 million, they allegedly bribed several public officials and
directed them to abuse their positions. Additionally, Truică
was charged with committing money laundering.
According to Reuters, Steinmetz is also due to appear in a
Geneva court in January 2021 over accusations of corruption
and forgery in connection with mining contracts in Guinea.
Romania's Supreme Court sentenced Israeli billionaire Beny
Steinmetz, media consultant Tal Silberstein, businessman
Remus Truică and former King Carol II’s grandson Prince
Paul Phillipe of Romania, to prison on 17 December, for their
involvement in a scheme to defraud the state.
According to prosecutors, between 2006 and 2013,
Steinmetz, Silberstein, Truică and their lawyer created an

28
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LEGISLATION

New UK-EU trade and cooperation agreement
includes framework for fighting financial crime
above the Financial Action Task Force (FATF) requirements,
by demanding “adequate, accurate and up-to-date” BO
registers of corporate entities and trusts, and timely
information exchange between law enforcement agencies.
Both parties agree to maintain their AML/CFT regimes and
support international efforts in the fight financial crime.
Although the TCA includes provisions on asset freezing and
confiscation, it also “provides for more limited grounds for
refusal of a request” and supplements Council of Europe
conventions with a provision for streamlined processes.
The European Commission (EC) and the UK government
announced on 24 December that they have reached a draft
Trade and Cooperation Agreement (TCA) on the terms of
their future cooperation, which provides for a new joint
approach to tackling money laundering and terrorist
financing (ML/TF) and other cross-border crimes. The TCA
was adopted by the EU Council on 29 December and
formally signed by the two parties on 30 December.

To combat financial crime more
effectively, the EU and UK
commit to maintaining
beneficial ownership standards
above the FATF requirements
In line with the TCA’s provisions on law enforcement and
criminal justice cooperation, both parties will make “best
endeavours” to implement internationally agreed standards
on the regulation of the financial services sector and the fight
against ML/TF, tax evasion and avoidance. Criminal records
data will be exchanged between UK agencies and the EU in a
manner that is “streamlined and time-limited”, according to
the TCA summary published by the UK government.
To combat financial crime more effectively, the EU and UK
commit to maintaining beneficial ownership (BO) standards

29

Prosecutorial cooperation is outlined as allowing direct
transmission between UK authorities and all EU member
states to ensure mutual legal assistance at all levels of
criminal investigation and prosecution and in relation to
surrender agreements under the TCA.
Part 3 of the TCA includes a provision allowing for either
party to suspend aspects of law enforcement cooperation for
any reason when either party has concerns over “serious and
systemic deficiencies in the way the other party is protecting
fundamental rights, the rule of law or data protection”.
In a 25 December statement, UK Home Secretary Priti Patel
said that the security cooperation provisions of the TCA “will
see the UK continuing to be one of the safest countries in the
world” and that it marks the most comprehensive law
enforcement cooperation agreement between the EU and any
third country. Patel added that beginning in July 2021, “the
UK will start receiving advance data on all goods coming
from the EU into Great Britain, something which has not
previously been possible under EU rules”.
UK-EU Trade and Cooperation Agreement summary
EC press release
EC Questions and Answers on the TCA
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UK issues post-Brexit OGEL updates for military
technology and dual-use items
The UK Department for International

published on the UK government’s

small arms and light weaponry continue

Trade’s Export Control Joint Unit

website. However, according to the

to be permitted, with an OEGL, for

(ECJU) issued on 31 December open

OEGL updates, the open licence returns

transfer to specified countries, with

general export licence (OEGL) updates

procedure, available through the SPIRE

certain conditions still applying to the

marking the end of the Brexit transition

export licensing system, remains

transfer of weapons.

period. The OEGL updates include

unchanged.

information security items, small and

The updated OEGLs all include

light arms, weapons for demonstration,

For UK-based exporters, the dual-use

information on which nations are

dual-use technology and dual-use

OEGL updates cover all transmission,

restricted from receiving, as

items in the gas and oil sectors, printed

including via telephone or electronic

end-destination or end-user countries,

circuit boards (PCBs) for military use,

media, of any items with a civilian and

each category of items that can only be

and other military technology.

military application which includes

exported with an OEGL.

blueprints, plans, diagrams, models,
For all of the listed items, the former

formulas, tables, designs,

licence form is no longer available for

specifications, or instructions and

registration purposes but may still be

manuals. The same list of item

used for all those who registered prior

categories applies to technology

to 5 December 2019, with the new and

specifically for military goods. Low risk

old licence forms for each category

information security items as well as

OEGLs for information sec...
OEGLs for dual-use items
OEGLs for small arms and ...

UK government publishes terrorist and terrorist
group designation list after Brexit
The UK’s HM Treasury published on 31

such as Khalid Sheik Mohammed, the

Two additional pieces of related

December its list of individuals and

planner of the 9/11 attacks currently in

legislation came into force on 31

groups sanctioned due to their

US custody, and Mohammed Bouyeri,

December, the domestic

involvement in terrorist activity,

who was convicted of killing Theo Van

counter-terrorism EU exit agreement

pursuant to the Counter-Terrorism

Gogh and is currently serving a life

and a sanctions regime designed to

(International Sanctions) (EU Exit)

sentence in the Netherlands.

counter the Islamic State of Iraq and

Regulations 2019, which took effect at
the end of the Brexit transition period.

the Levant (ISIL) and Al-Qaeda.
The listed entities include organised
terror groups in Palestine, Syria,

The consolidated list names 22

Lebanon and Iran, as well as the

individuals and 22 entities subject to

Communist Party of the Philippines.

asset freezes due to support for or

The list also includes Hezbollah, the

active involvement in terrorism,

Turkish PKK, and the Iranian Internal

including individuals already in custody,

Security Directorate.
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HM Treasury notice
UK terror list
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European Council adopts global Magnitsky-style
human rights sanctions regime
other cruel, inhuman or degrading

human rights violations on a global

treatment; slavery; extrajudicial or

scale. The US official encouraged the

arbitrary executions and killings;

EU to adopt its first designations as

enforced disappearances; and arbitrary

soon as possible.

arrests or detentions. In addition, in the

The Council of the European Union
adopted on 7 December a decision and
a regulation establishing a global
framework for human rights sanctions,
allowing it to target individuals, entities
and bodies, including state and
non-state actors, deemed responsible
for, or involved in, serious human rights
violations and abuses worldwide.

On 18 December,
the European
Commission
published a
guidance note on
the scope and
implementation of
the new human
rights sanctions
regime
The EU Global Human Rights Sanctions
Regime (EUGHRSR) covers serious
human rights abuses, namely genocide;
crimes against humanity; torture and

31

case of “widespread and systematic”

On 18 December, the European

violations, it may also address

Commission published a guidance note

trafficking in human beings, abuses of

on the scope and implementation of the

migrant smugglers’ rights, sexual and

new human rights sanctions regime,

gender-based violence, or violations of

which provides detail on the additional

freedom of peaceful assembly,

obligations that EU operators have to

expression and religion.

abide by, such as refraining from
operating as a front company for a

Under the EUGHRSR, perpetrators will

listed entity or conducting transactions

be banned from entering the EU and

in the EU at the direction of a listed

have their funds and economic assets

person. In addition, the guidance

frozen. In addition, the new framework

clarifies what the humanitarian

prohibits any EU person from making

derogation entails and explains how the

funds and economic resources

presence of ownership or control of

available to the listed individuals and

assets are determined.

entities, as well as to their associates.
The regime includes a dedicated

In a joint statement with 12 other

humanitarian derogation, which allows

non-profit organisations, Transparency

a restricted action to be carried out

International welcomed the new

after a national competent authority

sanctions measures and urged the EU

has issued a specific authorisation.

to adopt a complementary regime
targeting “non-EU nationals involved in

Commenting on the new sanctions

corruption and align itself with other

regime, EU High Representative for

existing regimes in the US or Canada

Foreign Affairs Josep Borrell said on 8

and in development in the UK”. The EU’s

December that the EUGHRSR is not

decision not to include corruption linked

country-specific, being aimed at

to the financing of human rights

tackling “serious human rights

violations among the listing criteria

violations and abuses worldwide,

could threaten the integrity of the EU’s

including those taking place

financial system, the statement adds.

cross-border. It complements
geographical sanctions regimes

EU Council press release

addressing human rights violations and
abuses”. On 7 December, US Secretary

EU Council Decision on th...

of State Mike Pompeo welcomed the
EU’s adoption of a human rights regime,
which promotes accountability for

EU Council Regulation on ...
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UK sanctions 10 individuals and one entity over
serious human rights abuses
The UK Foreign, Commonwealth and

Secretary Dominic Raab said that

Former Gambian president Yahya

Development Office (FCDO) announced

designation criteria under this regime

Jammeh, his wife Zineb Jammeh

on 10 December that it has imposed

include involvement in violations of the

and the former head of the National

sanctions on 10 individuals and one

right to life, the right to be free from

Intelligence Agency, in relation to

entity from Russia, Venezuela, the

torture and cruel, inhuman or degrading

extrajudicial killings, torture and

Gambia and Pakistan under the Global

treatment, and to be free from slavery.

other cruel inhuman and degrading

Human Rights Sanctions Regulations
(GHRSR) 2020, for their involvement in

treatment; Zineb Jammeh

Those designated include

serious human rights violations.

reportedly used charities to illicitly
transfer funds to her husband

Three officials in Russia’s Chechen
The sanctions measures were

Republic and the Terek Special

Former Pakistani police

announced on International Human

Rapid Response Unit, who were

superintendent Anwar Ahmed Khan,

Rights Day, in coordination with the US

involved in mass arrests, torture

for his role in over 190 police

Treasury’s Office for Foreign Assets

and other human rights violations

encounters that resulted in 400

Control (OFAC). The GHRSR were made

carried out by police and security

deaths in 2018

on 6 July under the Sanctions and

forces against LGBT people in

Anti-Money Laundering Act 2018 and

Chechnya between 2017 and 2019

UK FCDO press release

of funds of certain persons, entities or

Three senior commanders of

OFSI notice

bodies responsible for or involved in

Venezuela’s National Guard and

serious violations of human rights.

Armed Forces, allegedly responsible

provide for travel bans and the freezing

OFSI notice – correction

for serious human rights abuses
In a statement to the House of

and extrajudicial executions on

Commons on 14 December, Foreign

behalf of the Maduro regime

US renews Global Magnitsky sanctions
The US government announced 16

The Global Magnitsky sanctions, which

December the continuation of the

were initially adopted in December

national emergency in respect of

2017, will be extended for one year due

serious human rights abuses and

to the continued threat posed by the

corruption around the world

prevalence and severity of human rights

established pursuant to Executive

abuse and corruption that have their

Order 13818.

source outside the US.
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US sanctions Liberian, Kyrgyz and Chinese
individuals and entities under Magnitsky Act
The US Department of the Treasury’s

deputy of the Kyrgyz Customs Service,

official of an entity, including any

Office of Foreign Assets Control

Raimbek Matraimov; and member of

government entity, that has engaged in

(OFAC) designated on 9 December,

the Communist Party of China’s (CCP)

[…] corruption, including the

pursuant to the Global Magnitsky

Chinese People’s Political Consultative

misappropriation of state assets, the

sanctions regime, three individuals and

Conference, Wan Kuok Koi, otherwise

expropriation of private assets for

three entities based in Liberia,

known as “Broken Tooth”. Additionally,

personal gain, corruption related to

Kyrgyzstan and China for their alleged

OFAC designated three entities owned

government contracts or the extraction

involvement in serious human rights

or controlled by Wan: Cambodia-based

of natural resources, or bribery”.

violations, through “facilitating

World Hongmen History and Culture

corruption at the expense of people”.

Association, Hong Kong-based

OFAC press release

Dongmei Group, and Palau-based Palau
The designations, which have been

China Hung-Mun Cultural Association.

Identifying information

13818, include the Chair of the Liberian

Each of the three targeted individuals

Secretary of State statem...

Senate Judiciary Committee, Harry

have been sanctioned for “being a

Varney Gboto-Nambi Sherman; former

foreign person who is a leader or

made pursuant to Executive Order (EO)

US designates officials for human rights abuses
under Global Magnitsky Act
The US Department of the Treasury’s

Fednel Monchery; former Haitian

and the forces he commands –

Office of Foreign Assets Control

National Police (HNI) officer, Jimmy

commonly known as the Kadyrovtsy,

(OFAC) designated on 10 December 14

Cherizier; former Departmental

and five members of his network.

officials and former officials, and six

Delegate of President Jovenel Moïse,

entities, pursuant the Executive Order

Joseph Pierre Richard Duplan; former

Concurrently, the US State Department

(EU) 13818, which implements the

head and deputy head of the Yemeni

designated under Section 7031(c) of

Global Magnitsky sanctions regime, for

National Security Bureau (NSB), Abdul

the Department of State, Foreign

their involvement in serious human

Rahab Jarfan and Motlaq Amer

Operations, and Related Programs

rights and fundamental freedoms

al-Marrani; and former director of the

Appropriations Act 2020, 17 officials of

abuses in Haiti, Yemen, and Russia.

Yemeni Political Security Organisation

El Salvador, Jamaica and China, and

(PSO), Qader al-Shami.

their immediate family members, for

The designations include the Director of

“gross violations of human rights”.

Yemen’s Criminal Investigation

In addition, OFAC has also added the

Department (CID), Sultan Zabin; the

Head of the Chechen Republic, Ramzan

Yemeni Deputy Minister of the Interior,

Kadyrov, to the Global Magnitsky

Abdul Hakim al-Khaiwani; the former

sanctions list. The US also sanctioned

Haitian director general of the Ministry

six companies owned or controlled by

of the Interior and Local Authorities

him that continue to finance Kadyrov
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US Senators pass national defence bill which
includes AML and sanctions provisions
projects by including pipe-laying and non-US persons and
entities supporting pipeline production, including those
providing insurance coverage.
According to the NDAA text, additional sanctions-related
provisions target entities affiliated with the Chinese
Communist Party (CCP), engaged in the provision of policy
guidance, commercial service, manufacturing, production or
exports. Furthermore, the NDAA stipulates that the Defense
Department must identify CCP-affiliated entities by 15 April
2021, with renewed and expanded identifications each year.
The US Senate decided on 3 December to add anti-money
laundering (AML) regulations and Bank Secrecy Act (BSA)
legislation to the annual National Defense Authorisation Act
(NDAA) that will require shell companies to inform the US
Treasury Department of their beneficial ownership. US
President Donald Trump’s attempted veto of the bill was
rejected by the House of Representatives on 28 December
and the Senate on 1 January.

The NDAA includes language
that will allow for expanded
sanctions against Nord Stream
2 and TurkStream projects

Other AML provisions in the NDAA include
Prioritising federal national exam and supervision in
AML/CFT efforts to identify emerging national security
and criminal threats
Placing beneficial ownership data in a federal registry
Improving recruitment and retention of highly qualified
ML/TF experts within the Treasury and FinCEN
Prioritising innovation and new technology in the field of
AML/CFT by forming a Subcommittee on Innovation and
Technology and Financial Crimes Tech Symposium
Establishing new programmes and mechanisms to

The language of the original bipartisan bill, introduced in

improve reporting and cross-agency communication

September 2019, addressed disclosure by shell companies of
their actual owners. Additionally, communication

Requiring real-time reporting of suspicious activity

improvements and updated technology utilisation between

reports (SARs)

law enforcement agencies, financial institutions and financial
regulators, also present in the 2019 bill, was added to the

Protecting personal data while still ensuring ease of

NDAA text. Senator Mark R. Warner said that the inclusion of

AML/CFT information sharing by financial institutions

AML language in the NDAA will “put an end to the secrecy
that allows drug cartels, human traffickers, arms dealers,

Blocking foreign financial institutions from obstructing

terrorists and kleptocrats to exploit the United States’

ML/TF investigations

banking system in order to carry out anti-American activities”.
Updating currency definitions to include digital currency
The US Senate passed the NDAA on 11 December, which will
require the imposition of multiple mandatory sanctions within

NDAA text as amended

30 days of the bill’s passage, paving the way for heightened
sanctions targeting China, Russia and Turkey. The NDAA
includes language that will allow for expanded sanctions
against the Nord Stream 2 and TurkStream oil pipeline
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US designates six entities for involvement in
export of Iranian petrochemical products
The US Treasury Department’s Office

The companies based in China and the

providing material assistance or

of Foreign Assets Control (OFAC)

UAE are accused of providing shipping

support to US designated entity,

announced on 16 December the

services, or facilitating transactions on

Triliance Petrochemical Co Ltd.

designation of four entities pursuant to

Triliance’s behalf, which enabled it to

Executive Order 13846 for facilitating

continue brokering and transporting

The Department of State has

the export of Iranian petrochemical

Iranian petrochemical exports.

designated Vietnam Gas and Chemicals

products by US-sanctioned Triliance

Transportation Corporation as well as

Petrochemical Co Ltd. The Department

OFAC has designated Chinese

of State has also designated two

companies Donghai International Ship

companies and one individual in

Management Limited and Petrochem

connection with significant

South East Limited, as well as United

transactions for the transport of

Arab Emirates-based Alpha Tech

petroleum products from Iran.

Trading FZE and Petroliance Trading
FZE, which were blacklisted for

Managing Director, Vo Ngoc Phung.
OFAC press release
OFAC updated SDN list
US State Department press...

OFAC sanctions Iran envoy and Iranian university
The US Department of the Treasury’s

The US alleges that Hasan Irlu has

for being involved in the IRGC-QF’s

Office of Foreign Assets Control

supported IRGC-QF efforts to provide

efforts to coordinate, plan and execute

(OFAC) announced on 8 December the

weapons and training to the Houthis,

operations in the Middle East and US.

designation of Hasan Irlu, Iran’s envoy

while Al-Mustafa International

to the Houthi rebels in Yemen,

University has been used by the

Iran-based Al-Mustafa International

IRGC-QF to develop student exchanges

University and Pakistani citizen Yousef

with foreign universities for the

Ali Muraj, pursuant to Executive Order

purposes of indoctrinating and

13224 for acting on behalf of Iran's

recruiting foreign sources. Iran-based

IRGC-QF.

Yousef Ali Muraj has been designated

OFAC press release
OFAC updated SDN list

US rescinds Sudan designation
The US Department of State

Congress in October that the

government that it will not support

announced on 14 December that

designation would be rescinded on the

international terrorism in the future.

Sudan’s designation as a state sponsor

grounds that Sudan had not provided

of terrorism has been rescinded.

any support for acts of international

US Department of State an...

terrorism in last six months, and
US President Donald Trump notified
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US sanctions two Iranian intelligence officers
over involvement in abduction of Bob Levinson
The US Department of State and the US Department of the

The announcement comes nine months after US officials and

Treasury announced on 14 December the designation of two

Levinson’s family reportedly revealed that they had concluded

senior officials of Iran’s Ministry of Intelligence and Security

that Levinson “may have passed some time ago”, though they

(MOIS), Mohammad Baseri and Ahmad Khazai, for their

did not disclose at the time the information that led to that

alleged involvement in the “abduction, detention, and

assessment. Levinson disappeared in March 2007, when,

probable death” of former US Drug Enforcement

according to a 2013 Associated Press investigation, he was

Administration (DEA) and Federal Bureau of Investigation

scheduled to meet a source on the Iranian island of Kish as

(FBI) agent Robert A. “Bob” Levinson.

part of an unapproved CIA mission.

The designations have been made pursuant to Executive

OFAC press release

Order (EO) 13553 and concern the involvement of Baseri and
Khazai in the abduction and detention of Levinson on or

OFAC updated SDN list

around 9 March 2007, as part of a “41-year history of
abducting and detaining foreigners and dual-nationals as

Department of State press release

political leverage”.

US designates Venezuelan judge and prosecutor
involved in Citgo 6 case
The US Treasury Department’s Office of Foreign Assets

OFAC underlined that the six Citgo executives were unjustly

Control (OFAC) announced on 30 December the designation

imprisoned in Venezuela beginning in November 2017 and

of Venezuelan judge Lorena Carolina Cornielles Ruiz and

that their trials, which ended with convictions, were based on

prosecutor Ramon Antonio Torres Espinoza for their

“politically motivated charges and marred by a lack of fair

involvement in the “unjust” sentencing and prosecution in

trial guarantees”.

November of six US individuals occupying executive
positions in Citgo Petroleum Corporation, a Venezuelan

On 27 November, Reuters reported that the six US oil

US-based oil refining company.

executives were sentenced to prison over corruption charges,
a decision later condemned by the US State Department for a

Cornielles and Torres have been designated pursuant to

purported lack of evidence.

Executive Order (EO) 13692 for being current and former
officials of the Venezuelan government and supporting the

OFAC press release

Nicolás Maduro regime. Cornielles is a judge in the Executive
Directorate of the Venezuelan Supreme Court, while Torres is

OFAC updated SDN list

a corruption prosecutor at the Venezuelan Public Ministry.
US State Department press release
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US OFAC sanctions entity and individuals for
providing services to the Venezuelan elections
The US Treasury Department’s Office

elections on 6 December.

of Foreign Assets Control (OFAC)

include individuals Guillermo Carlos
San Agustin and Marcos Javier

imposed on 18 December sanctions on

Ex-Cle CA is accused of providing

Machado Requena, both of whom are

Venezuelan biometric technology

goods and services that were used by

co-directors of the company.

company, Ex-Cle Soluciones

the Venezuelan government to carry out

Biométricas C.A. and several of its

the parliamentary elections. The

co-directors for supporting the Nicolás

designations, which have been made

Maduro regime’s fraudulent legislative

pursuant to Executive Order 13692,

OFAC press release
US State Department press...

OFAC designates Iranian research group and
director for chemical weapons proliferation
The US Treasury Department’s Office

in chemical weapons research and

toxins. The group’s director, Mehran

of Foreign Assets Control (OFAC)

subordinate to the previously

Babri, previously of the Iranian Defense

designated on 3 December an Iranian

designated Organisation of Defensive

Chemical Research Lab, has also been

entity and its director pursuant to

Innovation and Research (SPND). The

designated by OFAC for his leadership

Executive Order (EO) 13382 for

Shahid Meisami Group has allegedly

role within the organisation.

involvement in Iranian proliferation of

completed multiple SPND projects

chemical weapons.

worth millions of dollars which is

OFAC press release

believed to include the production and
According to the US Treasury, the

testing of chemical agents to be used

Shahid Meisami Group is both involved

against individuals as weaponised

OFAC updated SDN list

OFAC sanctions three Cuban companies
The US Department of the Treasury’s

The companies designated are Grupo

Furthermore, GAESA and Fincimex are

Office of Foreign Assets Control

de Administración Empresarial S.A.

also listed on the State Department’s

(OFAC) imposed sanctions on three

(GAESA) and its subsidiaries Financiera

List of Restricted Entities and

Cuban entities on 21 December

Cimex S.A. (Fincimex) and Kave Coffee

Subentities Associated with Cuba.

pursuant to the Cuban Assets Control

S.A. OFAC claims that the three Cuban

Regulations for allegedly being

entities have used their Panamanian

controlled by the Cuban military.

incorporation to subvert international
trade restrictions.
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OFAC issues new and updated Iran-related FAQs
The US Treasury Department’s Office of Foreign Assets

courts or tribunals when sanctioned Iranian financial

Control (OFAC) published two new Iran-related frequently

institutions are involved. OFAC answered that “certain

asked questions (FAQs) on 7 December on the US sanctions

transactions and activities relating to the initiation and

regime in the context of Executive Order (EO) 13902. OFAC

conduct of legal proceedings” involving Iran are authorised,

also updated four related FAQs on Iran.

while non-US persons will not be subjected to secondary
sanctions for transactions with financial institutions in Iran

The first new FAQ (FAQ 855) details how transactions related

that a US person would be permitted to perform under GL L.

to international organisations’ official activities will be treated

However, payments not authorised under those conditions

under secondary sanctions when sanctioned Iranian financial

made to Iran that involve a designated Iranian could result in

institutions are involved. OFAC’s response is that EO 13902

sanctions, with OFAC stating that such transactions will be

provisions do not apply to official UN business, while certain

assessed on a case-by-case basis.

transactions are exempt, provided they do not violate the
Iranian Transactions and Sanctions Regulations (ITSR).

The updated FAQs involve Iranian medical and personal

Furthermore, non-US individuals are not exposed to

protection equipment (PPE) manufacturers, the definition of

secondary sanctions for engaging with Iranian financial

Iranian economic sectors, the definition of goods and

entities that would be authorised to US citizens under General

services in the context of US sanctions on Iran, and US citizen

License L (GL L), while operating expenses or employee

engagement with Iranian financial institutions.

expenses by non-US persons for international organisations
of which Iran is a member are deemed non-sanctionable,

US Treasury announcement

provided no involved persons are on the Specially Designated
Nationals (SDN) list.

FAQ 855

The second new FAQ (FAQ 856) relates to secondary

FAQ 856

sanctions as related to Iranian participation in international

OFAC designates one individual and four entities
for role in Belarus election fraud
The US Department of the Treasury’s Office of Foreign

The individual designated is the Deputy Minister of the

Assets Control (OFAC) announced on 23 December the

Interior and Chief of the Criminal Police, Henadz Arkadzievich

designation of one individual and four entities pursuant to

Kazakevich, who is said to be responsible for the actions of

Executive Order 13405 for their roles in the fraudulent

the Criminal Police in carrying out the policy to violently

presidential elections in Belarus and the subsequent

crackdown on pro-democracy protests in Belarus.

crackdown on protestors.
OFAC press release
The four entities designated are: the Central Commission of
the Republic of Belarus on Elections and Holding Republican

OFAC updated SDN list

Referenda; the Minsk Special Purpose Police Unit; the Main
Internal Affairs Directorate of the Minsk City Executive
Committee; and KGB Alpha.
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US lists Saraya al-Mukhtar group as a Specially
Designated Global Terrorist
The US State Department announced

Control (OFAC) in 2017 pursuant to EO

Al-Hajraf welcomed the US decision to

on 15 December the designation of the

13224 for providing support to the

designate the group. Al-Hajraf said that

Bahrain-based Saraya al-Mukhtar

IRGC-Qods Force (IRGC-QF), known for

several members of Saraya al-Mukhtar

group as a Specially Designated Global

supporting several terrorist groups

have already been convicted for

Terrorist (SDGT) pursuant to Executive

including Hezbollah and Hamas. Saraya

perpetrating terrorist acts and

Order (EO) 13224 for posing a

al-Mukhtar has allegedly plotted attacks

underlined the importance of cutting off

“significant risk” of committing

against US personnel in Bahrain and

the group’s funding.

terrorist acts that threaten US national

offered cash rewards for the

security and foreign policy.

assassination of Bahrain officials, while

US State Department press...

its self-described goal is to depose of
Saraya al-Mukhtar purportedly receives

the Bahraini government.

OFAC updated SDN list

Iran’s Islamic Revolutionary Guard

The Bahrain Ministry of Foreign Affairs

Bahrain Ministry of Forei...

Corps (IRGC), designated by the US

and Gulf Cooperation Council (GCC)

Treasury’s Office of Foreign Assets

Secretary-General Nayef Falah Mubarak

financial and logistic support from

US listings for North Korean coal shipments
The US Department of the Treasury’s

Trade Ltd, Always Smooth Ltd and

Korea and Vietnam, obscured the origin

Office of Foreign Assets Control

Good Siblings Ltd, and vessels Asia

of the coal from North Korea and as

(OFAC) announced on 8 December that

Bridge and Lucky Star, for their

such has been listed for serving as an

it has designated six shipping

involvement in North Korean coal

agent in the trade and purchase of

companies and four vessels from

transportation. Hong Kong-based Silver

North Korean coal. OFAC states

China, Hong Kong, Vietnam and North

Bridge Shipping Co-HKG and its vessel

specifically that since as early as

Korea for transporting and exporting

Calm Bridge have also been listed, as

mid-2016, Daizin Trading has exported

North Korean coal in violation of UN

well as Vietnam-based Thinh Cuong Co

coal from North Korea and in least one

Security Council resolution 2371.

Ltd and its vessel Star 18, for carrying

instance, claimed that the coal was of

out operations in North Korea’s

Russian origin.

The designated entities and vessels

transportation industry.

identified as blocked property pursuant

OFAC press release

to Executive Orders 13687, 13722 and

OFAC also claims that Daizin Trading

13810 are China-based Weihai Huijiang

Corporation, which operates in North
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US introduces Non-SDN Menu-Based Sanctions
List in designating Turkey’s SSB
The US Department of State

CAATSA’s original intention was to

$10 million in any 12-month period; (4)

announced on 14 December the

target Russia for foreign incursions and

a ban on US Export-Import Bank

imposition of sanctions on the Turkish

election interference, with Section 231

assistance for exports; and (5) US

Presidency of Defense Industries (SSB)

designed to provide mandatory, rather

opposition to loans benefitting SSB by

pursuant to Section 231 of the

than discretionary, sanctions for those

international financial institutions.

Countering America’s Adversaries

engaging “in a significant transaction

Through Sanctions Act (CAATSA), for

with certain listed elements of Russia’s

The designated individuals are: Ismail

purchasing an S-400 surface-to-air

defense or intelligence sectors”. Ford

Demir, head of the SSB; SSB Vice

missile system from Russian arms

referenced “many billions of dollars in

President Faruk Yigit; SSB Air Defence

export company Rosoboronexport

announced or expected Russian arms

and Space Department Head Serhat

(ROE). Concurrently, the Department of

transactions that have been quietly

Gencoglu; and Regional Air Defence

the Treasury’s Office of Foreign Assets

abandoned as a result of our diplomatic

Systems Director Mustafa Alper Deniz.

Control (OFAC) published its new

outreach under Section 231”.

Non-SDN Menu Based Sanctions

Secretary of State Mike Pompeo stated

(NS-MBS) List, which identifies

The Secretary of State in consultation

in a 14 December press release that

persons subject to certain

with the Treasury has selected the

Turkey is an important ally that the US

non-blocking menu-based sanctions,

following sanctions to be imposed

hopes to continue cooperating with in

including sanctions set out in Section

against SSB from Section 235 of

defence production, urging the country

235 of CAATSA. The US Bureau of

CAATSA: (1) a prohibition on granting

to resolve the issue “by removing the

Industry Security (BIS) also released

US export licences and authorisations

obstacle of Turkey’s S-400 possession

updated export licence restrictions

for goods or technology; (2) asset

as soon as possible”.

targeting SSB for the purchase of

freezes and travel restrictions against

Russian missile technology.

four individual officers who have been

State Department press re...

added to the Specially Designated
According to Assistant Secretary for

Nationals and Blocked Persons List; (3)

International Security and

a prohibition on loans or credit by US

Nonproliferation Christopher Ford,

financial institutions totalling more than

State Department fact she...
OFAC designation

US designates leader of Tunisian ISIS affiliate
The US Department of State

the Islamic State of Iraq and Syria.

announced on 11 December the

under the leadership of Al-Qizani.

designation of the leader of Jund

According to the US, Al-Qizani (also

al-Khilafah in Tunisia (JAK-T), Ashraf

known as Abu ‘Ubaydah al-Kafi) has

Al-Qizani, as a specially designated

served as the emir of JAK-T since the

global terrorist pursuant to Executive

death of former JAK-T emir Yunus

Order 13224. JAK-T is an affiliate of

Abu-Muslim in 2019. JAK-T has
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US designates 20 Syrian entities and individuals,
including Central Bank of Syria
The US Department of the Treasury’s

Syrian Presidency; and Mohammed

blocked status having previously been

Office of Foreign Assets Control

Hammam Mohammed Adnan Masouti,

blocked pursuant to EO 13582 and the

(OFAC) and the US Department of State

the husband of Al-Kinayeh; and four

Syrian Sanctions Regulations. The US

announced on 22 December the

companies owned or controlled by

claims that the Syrian central bank has

designation of 10 individuals and nine

them: Letia Company, Lia Company,

ties to Iran and that it has been an

entities as well as the Central Bank of

Polymedics LLC and Souran Company.

integral part of the regime’s efforts to

Syria pursuant to several Syria

increase public revenues and prop up

sanctions authorities to mark five

Following up on the designation of

years since the adoption of UNSC

Amer Taysir Khiti on 9 November for

resolution 2254 (2015).

being a senior official of the

The Department of State has also

government of Syria and Khiti Holding

imposed sanctions on Asma al-Assad,

OFAC has added two individuals, nine

Group for being owned or controlled by

the wife of Bashar al-Assad, for

business entities, and the Central Bank

Khiti, OFAC has now designated five

impeding efforts to promote a political

of Syria to the SDN list. The State

entities identified as blocked property:

resolution of the Syrian conflict, and

Department also designated six Syrian

Al-Amer for Manufacture of Concrete

members of Asma al-Assad’s

individuals pursuant to Executive Order

and Flagstone, Al-Amer for

immediate family, including Fawaz

13894, “Blocking Property and

Manufacture of Plastic, Al-Layth

Akhras, Sahar Otri Akhras, Firas al

Suspending Entry of Certain Persons

Alzahabe Transportation and Shipping

Akhras, and Eyad Akhras.

Contributing to the Situation in Syria.”

Services, Al-Amer Development and
Real Estate Investment, and Good Land

OFAC has designated senior

the Syrian currency.

OFAC press release

Company.

government officials: Lina Mohammed

US State Department press...

Nazir Al-Kinayeh, Director of the

OFAC’s addition of the Central Bank of

Follow-Up Office in the Office of the

Syria to the SDN list, highlights its

OFAC updated SDN list

OFAC issues Venezuela- and Ukraine-related GLs
The US Department of Treasury’s

does not authorise any transactions

necessary to divest or transfer holdings

Office of Foreign Assets Control

otherwise prohibited by the Venezuela

in GAZ Group which would otherwise be

(OFAC) issued on 23 December General

Sanctions Regulations. Alongside the

prohibited by the Ukraine Related

License 5F authorising certain

issuance of General License 5F, OFAC

Sanctions Regulations; and General

transactions related to Petróleos de

has amended FAQ 595.

License 15J, which supersedes 15I,

Venezuela S.A. 2020 8.5 Percent Bond

authorises activities for the

on or after 21 July 2021. OFAC has

Through the issuance of the two

maintenance or winding down of

also issued Ukraine-related General

Ukraine-related general licences, OFAC

operations and contracts involving GAZ

License 13P and General License 15J,

has extended the expiration dates of

Group.

authorising certain transactions and

both licences to 26 January 2022: as

activities involving GAZ Group.

such General License 13P, which
supersedes General License 13O,

OFAC states that General License 5F
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OFAC press release
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OFAC designates three Nicaraguan officials
The US Treasury Department’s Office

The designations have been made

of Foreign Assets Control (OFAC)

pursuant to Executive Order 13851.

National Assembly Deputy

announced on 21 December the
designation of three Nicaraguan

Fidel De Jesus Dominguez Alvarez Chief of the Nicaraguan National

The designated officials are

government officials for co-opting

Police in Leon

judicial or financial reporting

Marvin Ramiro Aguilar Garcia - Vice

mechanisms to support the Ortega

President of the Nicaraguan

regime’s systematic identification,

Supreme Court of Justice

OFAC press release

intimidation, and punishment of the
political opposition.

OFAC updated SDN list
Walmaro Gutierrez Mercado -

US designates 14 Chinese officials
The US Department of State

Control's (OFAC) list of specially

The designated individuals and their

announced on 7 December the

designated nationals pursuant to

immediate family are subject to a travel

designation of 14 Vice-Chairpersons of

Executive Order 13936, for their roles in

ban and asset freeze and US persons

China’s National People’s Congress

the development, adaptation or

are prohibited from dealing with them.

Standing Committee (NPCSC) for their

implementation of the Law of the

actions in undermining democratic

People’s Republic of China on

processes in Hong Kong.

Safeguarding National Security in the
Hong Kong Special Administrative

The senior Chinese officials have been

Region, otherwise known as the Hong

added to the Office of Foreign Assets

Kong National Security Law.

State Department press re...
OFAC updated SDN list

US Department of State announces further visa
restrictions on Chinese officials
The US Department of State

practitioners, ethnic minorities,

are part of US efforts to hold the

announced on 21 December the

dissidents or peaceful protestors,

Chinese government accountable for

imposition of additional restrictions on

amongst others.

the increasing repression against

the issuance of visas for Chinese

Chinese citizens. The officials targeted

government officials believed to be

According to the US Secretary of State

and their family members will be

responsible for or involved in human

Mike Pompeo, the additional

ineligible to enter the US.

rights abuses in China such as

restrictions under Section 212(a)(3)(C)

repression of religious and spiritual

of the Immigration and Nationality Act
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OFAC publishes Communist Chinese Military
Companies FAQs and updated list
The US Treasury Department’s Office

US Treasury and will enter into force 60

National Offshore Oil Corp (CNOOC)

of Foreign Assets Control (OFAC)

days after the subsidiary’s designation.

and Semiconductor Manufacturing

announced on 28 December that it has

International Corp (SMIC). According to

published five frequently asked

According to new FAQ 859, the publicly

FAQ 858, the prohibitions apply with

questions (FAQs), which provide

traded securities for the purpose of EO

respect to publicly traded securities of

guidance on the application of

13959 include securities denominated

an entity with a name that exactly or

Executive Order (EO) 13959 of 12

in any currency which are traded on

closely matches the name of an entity

November 2020 on securities

exchanges or through “over the

identified pursuant to EO 13959.

investments that finance Communist

counter” methods, in any jurisdiction. In

Chinese military companies (CCMCs).

addition, OFAC notes that it intends to

According to an 8 December factsheet

list all entities that issue publicly traded

released by the US State Department, at

According to the new FAQs, any

securities and are at least 50 percent

least 24 of the 35 parent-level CCMCs

transaction in publicly traded securities,

owned by one or more CCMC or are

have affiliates’ securities included on a

or any securities that are derivative of,

controlled by such entities.

major securities index.

or are designed to provide investment
exposure to such securities, of any

On the same occasion, OFAC published

CCMC is prohibited as of 11 January

an updated list of CCMCs identified

2021, with full divestment required by

pursuant to EO 13959, adding China

11 November 2021. The requirements

Construction Technology Co Ltd

introduced by EO 13959 apply to any

(CCTC), China International Engineering

subsidiary which is publicly listed by the

Consulting Corp (CIECC), China

OFAC notice
FAQ 857
FAQ 858

US bans cotton products made by Xinjiang
Production and Construction Corps
The US Department of Homeland

The WRO applies to all cotton and

The WRO on XPCC cotton products is

Security (DHS) announced on 2

cotton products produced by the XPCC

the latest enforcement action taken by

December that the US Customs and

and its subsidiaries as well as affiliated

the CBP against goods made by forced

Border Protection’s (CBP) Office of

entities. This also includes products

labour from China’s Xinjiang Uyghur

Trade has issued a Withhold Release

that are made in whole or in part with

Autonomous Region.

Order (WRO) against cotton and cotton

cotton, such as apparel, garments and

products produced by the Xinjiang

textiles. Subsequently, all shipments

Production and Construction Corps

containing cotton and cotton products

(XPCC) after reports that “reasonably

originating from the XPCC will now be

indicate” the use of forced labour.

detained by CBP personnel.
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US Treasury targets Colombian drug trafficker
and companies under Kingpin Act
The US Treasury Department’s Office

2018 he reportedly sent 4,500kg of

Zapata Garzon or his associates,

of Foreign Assets Control (OFAC)

cocaine to the US and, on the group’s

namely Las Ingenierias SAS, Fresno

designated on 1 December Colombian

orders, provided campaign support and

Home SAS, Distriecor SAS and

national Jhon Fredy Zapata Garzon

funding to candidates in Colombia’s

Multioperaciones de Occidente SAS,

pursuant to the Foreign Narcotics

local elections.

were also added to OFAC’s specially

Kingpin Designation Act for facilitating

designated nationals list.

the shipment of cocaine for the drug

Zapata Garzon’s sister Tatiana

trafficking organisation Clan del Golfo

Marguerid Zapata Garzon, his

(also known as Los Urabeños).

brother-in-law Euclides Correa Salas
and his associate Einer Murillo Palacios

According to the US, Zapata Garzon is

have also been designated for acting as

“a major drug trafficker responsible for

trusted advisors to his drug trafficking

facilitating the shipment of cocaine on

and money laundering operations. Four

behalf of the Clan del Golfo”. In late

companies owned or controlled by

OFAC press release
OFAC updated SDN list
US State Department press...

Aperio Analysis by Mario Levin
On the same day as OFAC’s designation, Zapata Garzón was captured by the Colombian Directorate of Criminal Investigation
(Dirección Central de Policía Judicial e Inteligencia), a directorate within the Colombian National Police that works in
collaboration with the Interpol. Zapata Garzón’s arrest was also coordinated with the Colombian Prosecution (Fiscalía General de
la Nación) and its Military Forces (Fuerzas Militares), as part of a wider operation called Operation Agamenón. The latter is an
operation aimed at targeting the Clan del Golfo cartel and most importantly bringing about the capture of its leader Dairo Antonio
Úsuga David. With more than 4,000 members in its inner circle, the Clan de Golfo is considered one of the most powerful criminal
organisations in Colombia and has operated as a paramilitary group for more than two decades, severely impacting the lives of
locals, particularly in its home region, Urabá Antioquia. While Úsuga remains at large, the arrest of Zapata Garzón, alongside
hundreds of other members of the cartel, is considered a serious hit to organised crime in Colombia.

US lists Mexican Lucio Rodriguez Serrano
The US Department of State and the

According to OFAC, Serrano has been

and has engaged in real estate

Department of Treasury’s Office of

designated for engaging in various illicit

transactions on his behalf.

Foreign Assets Control (OFAC)

activities on behalf of Rafael Caro

announced on 2 December the

Quintero, a Mexican narcotics trafficker

designation of Mexican national Lucio

and the mastermind behind the 1985

Rodriguez Serranoas a Specially

murder of Drug Enforcement

Designated Narcotics Trafficker

Administration (DEA) Special Agent

pursuant to the Foreign Narcotics

Enrique “Kiki” Camarena. More

Kingpin Designation Act.

specifically, Serrano is alleged to have
helped Caro Quintero evade capture
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US BIS lists China’s SMIC and 77 entities
The US Commerce Department’s

adversary”. US products that can be

targeting Tibetan Buddhists, Christians,

Bureau of Industry Security (BIS)

used to produce semiconductors at 10

and Falun Gong members.

added 78 individuals and organisations

nanometers or below are now subject

to its Entity List on 18 December,

to a “presumption of denial” and all

Thirty-seven of the newly listed

including 60 Chinese-based companies

items of US export to SMIC require a

organisations have been designated for

and institutes, among them

BIS export licence.

their involvement with the Chinese

Semiconductor Manufacturing

People’s Liberation Army (PLA) Navy’s

International Corporation (SMIC), over

Another entity listed by BIS on 18

incursions into contested territorial

human rights abuses, militarisation

December is Shenzhen-based SZ DJI

regions of the South China Sea. Among

concerns, confrontational maritime

Technology Company Limited (DJI), the

them are 25 shipbuilding research

activities in the South China Sea, and

largest producer of aerial drones in the

institutes, six manufacturing and

to protect US national security from

world, which accounted for roughly 70

development research institutes

trade theft and other threats.

percent of the global consumer drone

affiliated with PLA naval activity, and

market in 2020. According to a 26

five state-owned corporations linked to

According to a Commerce Department

March article in Bloomberg, DJI publicly

construction on reefs and artificial

statement, the SMIC designation

acknowledged in 2017 cooperation with

islands recently claimed by China.

comes as a result of military-civil fusion

Chinese police to provide specialised

(MCF) doctrine in China as evidenced

police drones in Xinjiang province,

Others added to the Entity List include

by the use of SMIC products in

where millions of minority Chinese

three individuals and one entity in

furthering Chinese military and foreign

Uyghur Muslims have been detained,

Bulgaria, three in Russia, two each in

policy interests. Outgoing Commerce

disappeared, or subjected to forced

France, Germany, Malta, Pakistan, and

Secretary Wilbur Ross said that “SMIC

labour. In addition to the targeting of

the United Arab Emirates, and one in

perfectly illustrates the risks of China’s

Uyghur Muslims, US Secretary of State

Italy and Hong Kong.

leverage of US technology to support its

Mike Pompeo, in an 18 December press

military modernization” and that the

release on the BIS designations, also

designation demonstrates an example

expressed concerns with the use of the

of the Department blocking the use of

designated entities’ technology to

“US technology to help build the military

assist the Chinese Communist Party

of an increasingly belligerent

(CCP) in human rights violations

Commerce Department state...
BIS Entity List additions
Bloomberg article

US BIS continues temporary denial of export
privileges on Mahan Airways and affiliates
The US Department of Commerce’s

The order was first imposed in 2008

Bureau of Industry and Security (BIS)

after Mahan Airways was found to have

approved a request by the Office of

openly disregarded export controls and

Export Enforcement on 1 December to

a temporary denial order (TDO)

renew the order temporarily denying

imposed by the US government on Iran.

the export privileges of Mahan Airways

BIS states that the renewal is necessary

and its affiliates.

to prevent an “imminent violation” of
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BIS creates EAR Military End User List, adds first
102 Chinese, Russian, and Venezuelan entities
The US Department of Commerce’s

the purposes of the MEU rule in EAR

directly informs them of the required

Bureau of Industry and Security (BIS)

part 744.21, therefore any deliberate

licence. However, they must still

issued on 23 December a final rule

export, re-export, or transfer of “military

conduct due diligence for parties which

amending the Export Administration

end use” items specified in supplement

are not on the MEU List and may still be

Regulations (EAR), by adding a new

no. 2 to part 744 of the EAR to said

determined to be “military end users”,

Military End User List (MEU List),

entities, requires a licence.

such as for the entities listed on the US

comprising 102 Chinese, Russian, and
Venezuelan entities.

Department of Defense’s List of
By creating the list, BIS absolves

Communist Chinese Military

exporters, re-exporters, and transferors

Companies.

The entities were determined by the US

of the responsibility to identify the listed

government as “military end users” for

entities as “military end users” and

Federal Register notice

US BIS publishes updated FAQs on the foreign
direct product rule for Huawei exports
The US Department of Commerce’s

specifically explain how restrictions

where US software or technology is the

Bureau of Industry and Security (BIS)

apply to companies and goods, and

basis for a foreign-made item produced,

published on 18 December updated

how they may impact supply chains,

purchased, or incorporated into any

FAQs for Huawei exports on the

prior licences, prior exports, and

item made or ordered by a designated

expansion of the foreign direct product

manufacturing plants. The FAQ also

Huawei affiliate, which specifically

rule pursuant to the Export

describes the due diligence efforts that

targets Huawei’s acquisition of

Administration Regulations (EAR) that

exporters should take before and after

semiconductors.

was published on 20 August.

applying for licences.
BIS updated FAQ

The FAQs summarise how the

The rules aim to restrict exports to

restrictions may apply in various

Huawei and other companies on the

scenarios faced by the industry and

Entity List, restricting transactions
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BIS removes Hong Kong as separate destination
from China under the EAR
The US Commerce Department's

now be subject to the same licence

issuance on 14 July of Executive Order

Bureau of Industry and Security (BIS)

requirements and exceptions as China

13936, in response to China’s adoption

issued a final rule on 23 December

under the EAR, except for exceptional

of the Hong Kong national security law.

removing Hong Kong as a separate

cases, in regard to the export, import

BIS has since suspended all licence

destination from China under the

and transfer of sensitive technologies.

exceptions for Hong Kong that provided

Export Administration Regulations.

differential treatment.
On 30 June, BIS suspended all licence

The changes, which came immediately

exceptions for Hong Kong under the

into effect, mean that Hong Kong will

EAR which was followed by the

US BIS final rule

EU renews sectoral sanctions on Russia
The Council of the European Union

adoption of Council Decision

country’s financial, energy and defence

announced on 17 December the

2020/2143, has been made due to

sectors, as well as a ban on dual-use

extension of restrictive measures

Russia’s failure to fully implement the

goods. The sanctions expire in six

targeting specific sectors of the

Minsk agreements.

months.

Russian economy until 31 July 2021.
The sanctions measures, which were
The decision to extend the economic

first introduced in 2014 due to Russia’s

sanctions on Russia, through the

actions against Ukraine, target the

EU press release
Council Decision 2020/214...

EU Council renews DRC sanctions
The Council of the European Union

Congolese general Delphin Kahimbi,

2016/2231, in response to human

renewed the targeted sanctions in

who reportedly died in February, has

rights violations and the obstruction of

relation to the Democratic Republic of

also been removed from the sanctions

the electoral process in 2016.

the Congo (DRC) for one year on 10

list, and the statement of reasons

December, which consist of an asset

concerning 11 designated officials have

freeze and a travel ban. The restrictive

also been updated.

measures are now set to expire on 12
December 2021.

EU Council Decision (CFSP...
The individuals listed were designated
in 2016, pursuant to Council Decision
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EU imposes third wave of sanctions against 27
Belarus officials and seven entities
The Council of the European Union

designated individuals are elected

OJSC; OJSC 140 Repair Plant and OJSC

designated on 17 December, 27

representatives, police officers, judges

MZKT/MWPT. All of the entities have

Belarusian officials and seven entities

and heads of state-owned media

allegedly provided support to the

in response to alleged human rights

outlets, all of whom have been deemed

Lukashenko regime.

violations targeting peaceful

to be involved in the ongoing violent

demonstrators, local opposition

repression of citizens.

members and journalists.

Restrictive measures include a travel
ban and asset freeze. The current EU

In addition, the EU Council has

sanctions list on Belarus includes 88

According to Council Implementing

designated the owner of Amhodor

individuals and seven entities.

Regulation 2020/2129, the list of

holding Aliaksandr Vasilevich Shakutsin

designated officials includes the First

and the co-owner of Bremino Group

Deputy Minister of Information Pavel

Mikalai Mikalaevich Varabei. Seven

Mikalaevich Liohki, Minister of

entities are also included in the list,

Information Ihar Uladzimiravich Lutsky

namely CJSC Beltechexport; Dana

and Belarus Prosecutor General Andrei

Holdings/Dana Astra; GHU; LLC

Ivanavich Shved. Among the other

Synesis; AGAT Electromechanical Plant

EU Council press release
Council Implementing Regu...
Council Decision (CFSP) 2...

Aperio Analysis by Veronika Konecna
As Belarusian officials are, by now, used to operating under sanctions, the measures are unlikely to have a major effect on the
political situation in Belarus. However, domestically and internationally, the pressure on the Russia-backed President Lukashenka
to step down is increasing, and it will be one of the major developments to look out for in Eastern Europe in 2021. Lukashenka
has indicated that he might step down after a new constitution limiting the president’s power is introduced, but it is by no means
clear when or how such changes might be implemented.

EU control list of dual-use items updated
A new European Union list of dual-use

non-proliferation regimes and export

In addition, the list includes new entries

items subject to export controls came

control arrangements, including those

related to certain software specially

into force on 14 December, following

agreed to such as the Wassenaar

designed for monitoring or analysis by

the European Commission’s

Arrangement, Australia Group and the

law enforcement, systems, equipment

amendments to Council Regulation No

Missile Technology Control Regime.

and components for defeating,

428/2009, which sets up a community

weakening or bypassing “information

regime for the control of exports,

The main changes include

security”, “sub-orbital craft”, and 24

transfers, brokering and the transit of

amendments to control entry for planar

chemicals, including Novichok nerve

dual-use items.

absorbers made of sintered ferrite,

agent precursors.

metal alloys, fluids and lubricating
Regulation (EU) 2020/1749, adopted on

materials, anti-friction bearings and

7 October, brings in line EU dual-use

bearing systems, simulation software,

export control regulations with reviews

as well as certain valves and

carried out by international

components.
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EU Commission removes Mongolia from list of
high-risk third countries under 4MLD
Regulation 2016/1675, namely deleting

‘high-risk third countries’, must be

Mongolia from the table in point I of

identified to protect the functioning of

the Annex to the Fourth Anti-Money

the internal market.

Laundering Directive (4MLD), which
lists high-risk third countries with

According to the Commission’s

strategic anti-money laundering and

explanatory memorandum, Mongolia is

counter terrorist financing (AML/CFT)

no longer a high-risk third country and a

deficiencies.

threat to the financial system of the EU,
following remediation of the strategic

Pursuant to Article 9(1) of 4MLD,

deficiencies in its AML/CFT framework.

third-country jurisdictions that have
The European Commission adopted on
7 December Delegated Regulation
C(2020) 8386/F2, amending Delegated

strategic AML/CFT deficiencies in their

Commission Delegated Regu...

regimes that pose significant threats to
the financial system of the EU, so-called

EU Council requests action plan on global supply
chain due diligence rules
The EU Council adopted on 1

corporate due diligence, in particular in

throughout their supply chain, which

December conclusions calling for the

relation to human rights, is key for

might expose them to “severe risks”.

launch of an EU action plan focused on

responsible supply chain management

The Council encourages EU member

shaping global supply chains

in line with global standards issued by

states to step up their efforts to

sustainably and promoting human

the UN, the International Labour

effectively implement the UN Guiding

rights, social and environmental due

Organisation and the Organisation for

Principles on Business and Human

diligence standards by 2021.

Economic Cooperation and

Rights, including through new or

Development.

updated national action plans.

In the Council’s view, this should include
a European Commission-led proposal

Citing an EC study on due diligence

for an EU legal framework on

requirements from February, the

sustainable corporate governance

Council underlines that only a minority

including cross-sector due diligence

of EU businesses conduct

obligations. The conclusions note that

comprehensive due diligence
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EU Council adopts resolution on encryption and
conclusions on internal security
The Council of the European Union

and society. However, the Council notes

enforcement authorities can use

adopted a resolution on encryption on

the importance of making sure that law

artificial intelligence in their daily work;

14 December, emphasising the need

enforcement and judicial authorities

improving law enforcement agencies’

for security using encryption and

have access to electronic evidence to

capacity to work with third countries

security despite encryption.

fight terrorism, organised crime, child

and public and private partners globally;

Concurrently, the Council also adopted

sexual abuse and cyber-enable crimes.

as well as strengthening EU agencies

conclusions on internal security and

such as Europol and Frontex.

the European police partnership, which

On the same day, the Council adopted

aim to boost cooperation in order to be

conclusions on internal security and the

The conclusions also outline several

more responsive to evolving security

European police partnership, reiterating

other areas of focus such as

challenges and technological

several priorities to be achieved

partnership with law enforcement

developments.

between now and 2025. The priorities

agencies, keeping up with technological

include: fully utilising the instruments

progress, global cooperation, fighting

Through the adoption of the resolution

for EU-wide criminal acts’ alerts; better

transnational organised crime, and

on encryption, the Council expresses its

connecting the information which is

preventing and combatting terrorism.

full support for the development,

already available, particularly

implementation and use of strong

implementation of the interoperability

encryption as a necessary measure in

of EU information systems; establishing

protecting fundamental rights and the

an upgraded acquis on cross-border

cybersecurity of governments, industry

police cooperation; ensuring law

EU Council press release ...
EU Council press release ...

EU Council adopts amendments to strengthen
the EU Anti-Fraud Office and the EPPO
The European Parliament (EP)

with the power to carry out criminal

improved rights of access to bank

approved on 17 December new

investigations and bring indictments

account information in cooperation with

anti-fraud regulations regarding

related to criminal offences affecting

competent national authorities, to help

investigations conducted by the

the EU’s financial interests, such as

identify complex money flows.

European Anti-Fraud Office (OLAF),

fraud, corruption, and tax crime.

purportedly intended to establish

The regulation enters into force 20 days

strong foundations for cooperation

An EU Council press release states that

after its publication in the EU Official

between OLAF and the soon to be

the main improvements brought by the

Journal on 28 December.

operational European Public

amendments include the ability to

Prosecutor's Office (EPPO).

conduct on-the-spot checks and

EU press release

inspections and the admissibility of
The EPPO, which is expected to begin

OLAF's case reports as evidence in

functioning in early 2021, is a key

administrative or judicial proceedings.

priority in the Union’s anti-fraud policy,

The amendments also grant OLAF
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EU rule of law mechanism comes into force
The European Council reached on 11

when it has reasonable grounds to

The EC's use of the new powers will be

December an agreement on a

suspect a breach of the rule of law with

subject to “severe scrutiny” from EU

mechanism linking EU funds to rule of

“sufficiently direct impact” on the

member states, the EP, and the public,

law principles as part of the 2021-2027

financial management of the EU

EC Vice-President Věra Jourová told the

Financial Framework, which became

budget.

Financial Times on 15 December.

final on 16 December after the
European Parliament’s endorsement.

Jourová underlined that the
The European Parliament (EP) notes

Commission does not intend to use its

that the new law does not only apply

new powers in an “activist” manner, but

According to the Council's conclusions,

when EU funds are misused in cases of

in a “precise and transparent” way.

the rule of law mechanism will help

corruption or fraud, but also to systemic

prevent “any kind of fraud, corruption

breaches of democratic values or the

The new regulation will apply to all

and conflict of interest” and will be

independence of the judiciary, when

European Union funds under shared

“objective, fair, impartial and

they affect the management of EU

management from 1 January 2021.

fact-based” to ensure the equal

funds. Possible sanctions under the

treatment of member states. In line

new mechanism include the

with Regulation 2020/2092 on a general

suspension of payments, a prohibition

regime of conditionality for the

on entering new legal commitments, a

protection of the Union budget, the

suspension of the disbursement of

European Commission (EC) can

instalments or the early repayment of

propose the triggering of the

EU guaranteed loans.

European Council conclusi...
European Parliament press...
Regulation 2020/2092

mechanism against an EU government

UN Security Council extends mandate of team
monitoring Taliban-related sanctions
The United Nations Security Council

Under UNSC resolution 2557(2020), it is

intra-Afghan negotiations, stressing the

(UNSC) decided on 18 December to

requested that the monitoring team

importance of providing administrative

extend the mandate of the team

gather information on instances of

and substantive support to the

monitoring the sanctions regime

non-compliance and facilitate

monitoring team in order for them to

against individuals and entities

capacity-building assistance when

effectively carry out their mandate.

associated with the Taliban for 12

required by UN member states.

months, through the adoption of UNSC

UN press release

resolution 2557(2020) over concerns

The Security Council commends the

regarding the ongoing violence in

Afghanistan government and the

Afghanistan.

Taliban’s efforts to progress

51

UN resolution 2557(2020)

aperio-intelligence.com

FINANCIAL CRIME DIGEST | DECEMBER 2020

UNSC grants six months travel to Gaddafi family
The UN Security Council (UNSC) committee established

According to the exemption regulation, the three will be

pursuant to resolution 1970(2011) concerning Libya granted

required to inform the UNSC committee in advance of

on 1 December humanitarian travel exemptions to three

international travel and any country that accept them must

designated individuals for a six-month period, effective

inform the committee within 48 hours of their arrival. The

immediately through to 31 May 2021.

UNSC may consider extending the exemption.

Former Libyan leader Muammar Gaddafi’s widow Safia

UN press release

Farkash Al-Barassi, daughter Aisha Muammar Muhammad
Abu Minyar Gaddafi and eldest son Mohammed Muammar

UNSC travel ban exemptions

Gaddafi were previously designated pursuant to resolution
1970(2011) prior to the international intervention in Libya.

Germany approves draft law on strengthening
financial market integrity after Wirecard
Germany’s Federal Cabinet approved on 16 December a draft

Implementing stricter punishments for accounting

law on strengthening financial market integrity, the Financial

offences

Market Integrity Strengthening Act (FISG).
Improving corporate governance by reforming and
The law is intended to reform financial statement control

expanding internal controls within companies, especially

procedures through the strengthening of balance sheet

supervisory boards

controls, reforming the auditing process and reducing the risk
of criminal activities, as part of measures to combat

Expanding the authority of the Federal Financial

fraudulent activities following the Wirecard scandal.

Supervisory Authority (BaFin) to cover companies with
essential banking functions and restricting BaFin

Highlights of the draft law

employees’ private financial transactions

Tightening the balance sheet control procedure by

Expanding the authority of the Central Office for Financial

reforming the two-stage balance sheet control process

Transactions to enable more efficient reporting and
storing of information

Implementing stricter audit rules for financial statements
by ensuring the independence of auditors
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UK publishes the Sanctions Regulations (EU
Exit) (Commencement) Regulations 2020
The UK government published on 10 December the

designation of persons, their provisions will enter into force

Sanctions Regulations (EU Exit) (Commencement)

on 31 December. In addition, a number of instruments which

Regulations 2020, announcing the entry into force of a

amend other regime regulations will come into force

series of country-specific and thematic sanctions

immediately after the end of the Brexit transition period.

regulations made under the Sanctions and Anti-Money
Laundering Act (SAMLA) 2018.

The list of regulations with provisions coming into force on
14 December include new sanctions regimes in relation to

The statutory instrument provides that in the case of regime

Burundi; Guinea; cyber sanctions; Bosnia and Herzegovina;

regulations providing for the designation of persons, the

Nicaragua; Central African Republic; Somalia; Mali; Iraq;

provisions required for a person to be designated come into

Sudan; Afghanistan; Yemen; misappropriation sanctions;

force on 14 December. All other provisions in the regime

unauthorised drilling activities in the Eastern Mediterranean;

regulations come into force on 31 December.

and Lebanon (assassination of Rafiq Hariri and others).

Where the regime regulations do not provide for the

Sanctions Regulations (EU Exit) (Commencement...

UK lays Sanctions (EU Exit) (Miscellaneous
AMD) (No. 5) Regulations before parliament
The UK Foreign, Commonwealth and Development Office

Afghanistan (Sanctions) (EU Exit) Regulations 2020, which

laid the Sanctions (EU Exit) (Miscellaneous Amendments)

were accidentally omitted in the original text.

(No. 5) Regulations 2020 before parliament on 3 December,
making amendments and corrections to two previous

The regulations that this instrument amends are part of a

statutory instruments made under the Sanctions and

programme of statutory instruments under SAMLA, aimed at

Anti-Money Laundering Act (SAMLA) 2018.

bringing the sanctions regimes currently implemented
through EU Council decisions and regulations into UK law.

The regulations amend the designation criteria in the Mali
(Sanctions) (EU Exit) Regulations 2020, by replacing the

Sanctions (EU Exit) (Miscellaneous Amendments...

reference to “military goods or military technology”, defined in
line with the Export Control Order 2008, with “arms or

Explanatory memorandum

material related to arms”. In addition, the statutory
instrument inserts two new sub-paragraphs in the
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Misappropriation (Sanctions) (EU Exit)
Regulations 2020 laid before UK parliament
The UK’s Foreign, Commonwealth and Development Office

Under the new instrument, designated individuals may be

laid the Misappropriation (Sanctions) (EU Exit) Regulations

excluded from the UK and may have their funds or economic

2020 before parliament on 9 December, establishing an

resources frozen. The sanctions regime includes a list of

autonomous sanctions regime which enables designations

exceptions in relation to financial sanctions, for instance to

for the misappropriation of state funds from countries

allow for frozen accounts to be credited with interest or other

outside the UK.

earnings, and allows HM Treasury to issue licences in respect
of activities that would otherwise be prohibited.

The regulations are made under the Sanctions and
Anti-Money Laundering Act (SAMLA) 2018 to revoke the EU

The regulations will come into force at the end of the

misappropriations sanctions regimes relating to Tunisia,

transition period on 31 December.

Egypt and Ukraine, as well as the corresponding
implementing regulations. The three geographically specific

Misappropriation (Sanctions) (EU Exit) Regula...

EU instruments will be replaced with a single set of
regulations which addresses misappropriation of state funds

Statutory instrument timeline

in any foreign state.
Explanatory memorandum

E3 issues statement in response to passing of
new law in Iran that threatens the JCPOA
The governments of France, Germany and the UK (E3)

The majority of the Iranian parliament endorsed the bill, with

released a statement on 7 December in response to the

251 out of 260 lawmakers voting in favour, despite

Iranian government’s announcement that it intends to

opposition by Iranian President, Hassan Rouhani, who

expand its nuclear programme, warning that the new

warned that the bill would be disadvantageous for talks

measures threaten the future of the Joint Comprehensive

regarding the revival of the nuclear agreement.

Plan of Action (JCPOA).
Consequently, the E3 statement expresses concern about the
The E3’s statement follows the passing of legislation on 2

new law, which includes measures that would be

December by the Iranian parliament and Guardian Council

“incompatible with the JCPOA and Iran’s wider nuclear

that will enable the country, if implemented, to expand its

commitments”. The E3 go on to stress that implementation

nuclear activities. Alongside the passing of the legislation,

of the new law would jeopardise efforts to preserve the

Iran informed the International Atomic Energy Agency (IAEA)

JCPOA and risks compromising the opportunity for a return

of its intention to install new advanced centrifuges at the

to diplomacy with the incoming US Administration.

Natanz enrichment facility and possible limits to IAEA
monitoring access, marking a further departure from the
nuclear deal.
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Ukraine amends its anti-corruption law
Following the Constitutional Court
ruling on 27 October, Zelensky called on
the parliament to dissolve the High
Court and put anti-corruption measures
back into effect. The Venice
Commission, the Council of Europe’s
Group of States against Corruption
(GRECO) and EU High Representative
for Foreign Affairs and Security Policy
Josep Borrell expressed their concern
about the ruling’s backlash effects on
anti-corruption efforts. During a 9
December special broadcast, NAZK
head Oleksandr Novikov stated that in
Ukrainian President Volodymyr

the obligation for all declaring subjects

Zelensky announced on 25 December

or their family members to notify the

the enactment of legislation amending

NAZK when opening a foreign currency

a 2014 corruption prevention law,

account in a non-resident bank.

which aligns legal provisions with the
requirements of the Constitutional

According to the new rules, the NAZK is

Court’s decision, including on the

granted additional powers to control the

verification of public servants’ asset

implementation of conflicts of interest

declarations by the National Agency on

legislation, to monitor the lifestyle of

Corruption Prevention (NAZK).

the subjects of declarations and
conduct inspections targeting the

The new legal framework establishes

prevention of corruption in state bodies.

the procedure for handling cases of

In addition, all state entities, authorities

conflict of interest or corruption

of the Autonomous Republic of Crimea,

committed by judges and establishes

local governments and legal entities are

the procedure for verifying wealth

requested to provide information to the

declarations. Additionally, it introduces

NAZK in 10 days of a request.

view of the Constitutional Court
decision, all cases concerning providing
inaccurate information in declarations
for 2015-2019 will be closed.
The law was published in the Official
Gazette on 29 December and entered
into effect on 30 December.
Ukrainian presidency pres...
Law no 1079-IX (in Ukrain...
Ukraine law on corruption...

Aperio Analysis by Veronika Konecna
Addressing Ukraine’s corruption issues is crucial for resolving the country’s political and economic problems, as well as
improving its international reputation and standards of living. Any further financing by the International Monetary Fund, a very
important source of capital for Ukraine at this stage, will depend on the successful implementation of effective anti-corruption
legislation. This will remain one of President Zelensky’s major challenges, particularly in the context of the ongoing large-scale
privatisation of Ukraine’s state-owned enterprises as privatisation in Eastern Europe has historically been associated with major
corruption issues.
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Turkey adopts counter proliferation financing
law amid civil society protests
The Turkish parliament adopted on 26 December a bill on

violating provisions on know-your-customer (KYC)

the prevention of financing weapons of mass destruction,

checks, suspicious transaction reporting, and training and

reportedly made to implement Financial Action Task Force

internal control provisions

recommendations on tackling money laundering (ML) and
terrorist financing (TF) and UN Security Council (UNSC)

The CFT law is amended to extend the definition of

resolutions on countering proliferation financing (CFT).

assets and establish a freezing of assets procedure

Three Council of Europe
Parliamentary Assembly (PACE)
rapporteurs urged the Turkish
parliament to refrain from
adopting the bill

The failure to implement an asset freezing decision
without delay and collect any funds or help individuals
and entities designated by UNSC resolutions or entities
controlled by them may result in imprisonment and
judicial fines
Providing support for the import, export, transit and
transfer of technology or support to nuclear activities
may yield a prison sentence of two to eight years

On 21 December, three Council of Europe Parliamentary
Assembly (PACE) rapporteurs urged the Turkish parliament to
refrain from adopting the bill, underlining that its adoption
would “further undermine the foundations of the democratic
functioning of Turkish society”. Human Rights Watch Director
Hugh Williamson stated that “it is crucial for the Financial
Action Task Force to recognize that Turkey’s proposed new
law is not fit for purpose”, while 694 Turkish NGOs have
signed a declaration requesting the withdrawal of the
provisions concerning associations and foundations.
The law came into force on 31 December, except for the
changes introduced to the Turkish Commercial Code, which
will take effect on 1 April 2021.

Key provisions of the bill include
The AML law is amended to widen the scope of “obliged
parties” to include “independent lawyers” and financial
groups and to significantly increase the penalties for
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The amendments to the Law on Associations stipulate
that in the event of an investigation regarding TF or
laundering the proceeds of drugs, the Ministry of Interior
can temporarily dismiss those under investigation or even
prevent the association from operating
The law also introduces the obligation for all associations
to declare any aid offered abroad before providing it
The Turkish Commercial Code is amended to introduce
the obligation for companies to notify the transfer of
bearer shares to the Central Registry Agency
Turkish Parliament press release (in Turkish)
Text of law no 7262 (Official Gazette of 31 D...
Human Rights Watch article (24 December)
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SPECIAL FEATURE

As the pandemic recedes, will we see more
instances of internal malfeasance?

Covid-19 has wrought havoc in the global economy in ways which we are only now beginning to understand. Shuttered
businesses, furloughed employees, disrupted supply chains and enduring uncertainty about the future all testify to the direct
effect the pandemic has had on organisations around the world, large and small. It remains to be seen whether the recent good
news on global vaccine roll-outs and fiscal stimulus packages will be enough to save huge swathes of business in 2021.
But what seems certain is that 2021 will see an increase in the exposure of both employee and corporate malfeasance in areas
such as fraud, embezzlement, and bribery. While some media sources report an increase in corporate whistleblower activity over
the last quarter of 2020, the trend for the year seems to indicate a reduction in the overall number of concerns reported through
corporate hotlines, suggesting increased home working may have an impact on willingness or ability to use reporting tools. Why
should this be, and how is this related to the Covid-19 pandemic?
Put simply, it may be a case of “out of sight out of mind”. The shared space of the office does act as a barrier to employee
malfeasance. The office gives us a sense of the collective, of being engaged in a team effort on behalf of the wider enterprise.
For sure, malfeasance occurs in offices – historically, and frequently in some cases – but office working also restrains employee
misconduct not only by reducing the physical opportunities for fraud but also because of the constant, if subconscious,
awareness that we are visible. No doubt too it also speaks to our innate desire to have the trust and respect of our colleagues.

As the high watermark of Covid-19 recedes in 2021, companies will not
only get a clearer picture of financial distress, they are also likely to see
unethical or criminal activity come to light
Home working on a large scale over the last year may have had an impact on this restraint. Detachment from the office – and
from physical contact and exposure to colleagues, managers, and compliance officers – may influence an employee’s idea of
identity and shared goals and values. The ties that bind in an office may have weakened, and a willingness to ignore or selectively
interpret compliance policies may have increased. For example, employees concerned about job security may be tempted into
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opportunistic fraud as a hedge against future unemployment. Abuse of furlough schemes, diversion of money from
governmental support packages and even low-level expense fraud appears to be on the increase.
Perhaps more worrying are indicators about the pandemic’s deleterious effects on higher-level corporate governance standards.
Ensuring business continuity during the pandemic – especially for companies with complex international supply chains – may
have encouraged the dangerous notion of so-called compliance holidays, whereby the normal operation of compliance policies
and procedures is informally suspended as a form of crisis management.
Moreover, Covid-19 has restricted the ability of compliance officers, auditors, and internal and external investigators to deal with
allegations of fraud and corruption. Since early 2020 it has been almost impossible for them to jump on a plane and investigate
whistleblower reports in distant offices and business units as they would under normal circumstances. Remote working
technology has certainly helped, but only to a certain extent. Investigative professionals would probably agree unanimously that
interviewing a suspect or witness remotely is a necessary compromise, but no real substitute for the rich experience of the
face-to-face interview which offers important atmospherics and body-language cues.
As the high watermark of Covid-19 recedes in 2021, companies will not only get a clearer picture of financial distress, they are
also likely to see unethical or criminal activity come to light that had previously been masked by the exigencies of getting through
the pandemic. Preparations should begin now to deal with any unpleasant surprises in 2021. These should include:
1. Refreshing employee awareness of compliance policies and procedures, and the methods available to report ethical and
integrity concerns such as hotlines and other reporting tools.
2. Conducting appropriately-focused fraud risk audits on areas of the business likely to have been most impacted by the
pandemic. This may be especially pertinent for recently onboarded suppliers and other third-parties where the pandemic-driven
exigencies may have curtailed normal onboarding procedures.
3. If compliance holidays have been in operation – even informally – ensure that these come to an end immediately; as a
corollary to this, ensure that all due diligence programmes are refreshed and expedited where necessary, and that the corporate
fraud policy is reviewed and updated.
4. Review staffing and resourcing for second- and third-line of defence activities across the enterprise, identity where gaps exist
and develop a plan to ensure that the company can respond effectively if major compliance breaches related to the pandemic
come to light.
5. Ensuring that employee safety related to travel is maintained, while allowing for a return to on-site investigation of reports of
major instances of employee and corporate malfeasance.
Paul Doran Director of Investigations
paul.doran@aperio-intelligence.com
2021 is likely to see an increase in reports of fraud and employee misconduct in companies across diverse industries and sectors.
We can expect an increase in whistleblower activity and consequently an increase in the need for companies to conduct
independent and objective internal investigations; existing investigations on hold due to travel restrictions will also be re-activated.
Companies will also be more willing to undertake litigation to recover stolen or diverted assets, and to claw back bad debts. This is
because the emergency financial measures to deal with the Covid-19 pandemic will be rolled back progressively over the next 12
months. This receding tide is likely to expose some unpleasant realities around abuse of bail-out funds, furloughs and other
financial support mechanisms. Furthermore, so-called compliance holidays – during which the normal operation of compliance
policies and procedures may have been suspended in the interests of business continuity – will give rise to acute short-term risks
of regulatory penalties and reputational damage, especially for companies vulnerable to corruption and bribery in extended
international supply chains. Aperio Intelligence will be hosting a webinar on emerging post-pandemic fraud trends at the beginning
of March. To register your interest or to receive more information, please email events@aperio-intelligence.com
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GUIDANCE AND ANNOUNCEMENTS

UK FCA to implement reforms following London
Capital & Finance and Connaught reviews
The UK’s Financial Conduct Authority

connected to the fund “was not

information and intelligence officer,

(FCA) published on 17 December its

appropriate or effective” and that the

and the setting up of a programme

response to the two independent

FCA missed “red flags”.

to transform the way information

reviews into the handling of the London
Capital & Finance plc (LCF) and
Connaught fund scandals. Both reports
reveal failures in the regulator’s
handling of the scandals, and include
recommendations for reform, all of
which have been accepted by the FCA.
Dame Elizabeth Gloster’s report
assesses the actions, policies and
approach taken by the FCA during its
regulation of LCF between April 2014
and January 2019, prior to the ongoing
criminal and regulatory investigations
into fraud by the FCA and Serious Fraud
Office after the collapse of LCF in
January 2019. The report finds “serious

and intelligence is handled

The failings include
“the FCA's failure to
respond to the
specific and
detailed allegations
made to the FCA by
third parties that
LCF was engaged in
fraud or irregularity,”
states the report

failings” in respect of information
provided by third parties. “Those
failures include the FCA's failure to
respond to the specific and detailed
allegations made to the FCA by third
parties that LCF was engaged in fraud
or irregularity,” states the report.
The Connaught review assesses the
FCA and its predecessor the Financial
Services Authority’s (FSA) handling of
the mediated negotiations in relation to
the Connaught fund, an unregulated
collective investment scheme providing
short-term bridging finance to UK
property market commercial operators,
prior to its collapse in December 2012.
The report found that the FCA's
regulation of the entities and individuals
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A new "use it or lose it" policy will be
adopted, which will see firms that
have not used their regulatory
permissions to earn any regulated
income for the last 12 months at
risk of having their authorisation
revoked
New measures will be implemented
to tackle pension scams once the
Pension Schemes Bill has received
Royal Assent
Supervisory, authorisation and
enforcement staff will undergo
enhanced training

The FCA acknowledges the errors made
in the handling of both investigations
and will implement the
recommendations and lessons learnt
put forward in both reports in the next
six months.

The reforms include
The FCA will restructure its policy,
supervision and competition
functions under two new executive
directors
The FCA will focus on being more
data-enabled through the
recruitment of a chief data,

Prudential specialists will be
recruited to act as quality
assurance and assess firms with
complex business models
The FCA will work with the
government to strengthen its work
to tackle scams advertised and
promoted on Google and other
online platforms
FCA press release
FCA response to LCF revie...
FCA response to Connaught...
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UK issues updated guidance on autonomous
sanctions regimes post-Brexit
The UK government published on 31
December guidance on the UK’s
post-Brexit updates to the autonomous
sanctions regimes currently in force,
which were established pursuant to the
Sanctions and Anti-Money Laundering
Act 2018, the Export Control Order
2008 and the Anti-Terrorism, Crime
and Security Act 2001.
Concurrently, the UK’s Office of
Financial Sanctions Implementation
(OFSI) issued a bridging document and
a notice concerning the HM Treasury
consolidated list for financial sanctions
listings to assist stakeholders in
processing changes following the end
of the Brexit transition period.

New and updated UK regimes
that came into force on 31
December 2020 include
Thematic sanctions relating to:
chemical weapons; domestic
counter-terrorism; cyber activity;
ISIL (Da’esh) and Al-Qaida;
unauthorised drilling activities;
international counter-terrorism;
misappropriation of state funds
Geographically distributed
sanctions relating to: Afghanistan;
arms embargoes on Armenia and
Azerbaijan; Belarus; Bosnia and

African Republic; the arms embargo
on China and Hong Kong; the
Democratic People’s Republic of
Korea; Guinea; Guinea-Bissau;
human rights abuse and nuclear
weapons in Iran; Iraq; Lebanon;
Libya; Mali; Myanmar; Nicaragua;
Russia; Somalia; South Sudan;
Sudan; Syria; Venezuela; Yemen;
and Zimbabwe
UK sanctions regimes
OFSI bridging document
OFSI HM Treasury Consolid...

Herzegovina; Burundi; the Central

UK government publishes bridging document to
facilitate Brexit-related sanctions screening
The UK government’s HM Treasury

for stakeholders to facilitate sanctions

Treasury reminds users that it remains

(HMT) published a bridging document

screening following the end of the

an individual’s responsibility to ensure

on 31 December to assist users in

Brexit transition period, with only

accurate sanctions screening to identify

processing changes to the

administrative fields being identified.

potentially sanctioned persons or

consolidated list following the

entities.

post-Brexit sanctions updates by the

Therefore, users can screen separately

Foreign, Commonwealth and

against administrative fields “to

Development Office (FCDO).

minimise the number of flags on a
re-screen of the full consolidated list”.

According to the notice issued by the

The bridging document’s administrative

Office of Financial Sanctions

fields with the new updates are group

Implementation (OFSI), the bridging

type, regime, listed on, last updated, and

document is designed for voluntary use

other information.
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UK government notice
Financial Bridging Docume...
Complete bridging documen...
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UK FCA publishes final Brexit instruments and
temporary transitional power directions
The UK’s Financial Conduct Authority

Customs (HMRC) or the Gambling

the relevant persons supervised by the

(FCA) published on 22 December an

Commission.

FCA. According to the TTP, the

updated version of its Handbook and

standstill direction is not applicable to

Binding Technical Standards and the

At the same time, the standstill

any amendments made by the Market

Temporary Transitional Power (TTP)

direction is applicable to the

Abuse (Amendment) (EU Exit)

directions, including details on the

amendments where the FCA is the

Regulations 2019 nor to provisions of

applicability of the new provisions to

supervisory authority under the MLR17

binding technical standards amended

the anti-money laundering and

including for credit and financial

by the Technical Standards (Market

countering the financing of terrorism

institutions, trust or company service

Abuse Regulation) (EU Exit)

(AML/CFT), market abuse and

providers, electronic money institutions,

Instruments 2019.

electronic money rules.

cryptoasset exchange providers,

Under the TTP, the standstill directions

custodian wallet providers and payment

On 31 December, the FCA updated its

service providers.

page on requirements for firms for

do not apply to amendments introduced

which a transitional relief under the TTP

by the Money Laundering and Transfer

The standstill direction also applies to

is not available. The TTP directions will

of Funds (Information) (Amendment)

the amendments made by the FCA to

be applicable from the end of the

(EU Exit) Regulations 2019 provided

the Technical Standards (Fourth Money

transition period until 31 March 2022.

that the supervisory authority is

Laundering Directive) (EU Exit)

stipulated in Schedule 1 to the Money

Instruments 2019 and to the changes

Laundering, Terrorist Financing and

introduced by the Money Laundering

Transfer of Funds (Information on the

and Terrorist Financing (Amendment)

Payer) Regulations 2017 (MLR17) or is

(EU Exit) Regulations 2020 to the

the Commissioner of HM Revenue and

MLR17, provided they are in relation to

FCA press release
Handbook notice no 83
TTP page

UK-EU agreement on “goods not at risk” schedule
The EU-UK Withdrawal Agreement

The new provisions endorsed in

EU, which addresses customs and the

Joint Committee covering issues

Decision Number 4 will cease to apply

movement of goods and follows an 8

related to Brexit endorsed on 17

from 1 August 2024 unless the

December political agreement in

December five formal decisions and

Committee decides before that date to

principle between the European

other practical solutions, including on

continue its application. If this does

Commission's Vice-President Maroš

goods not at risk of being moved into

occur, the Joint Committee is tasked

Šefčovič and UK Cabinet Office Minister

the EU through Northern Ireland, noting

with finding an alternative solution as of

Michael Gove.

that if either the European Union or UK

the same 2024 deadline.

identifies a diversion of trade, fraud or

EC Q&A

other illegal activities, that party

The decision concerns Article 5 of the

should inform the other or the

Protocol on Ireland and Northern

Committee by 1 August 2023.

Ireland to the agreement on the UK and
Northern Ireland’s withdrawal from the
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UK publishes results of survey exploring the
impact of regulations on businesses
The UK government’s Department for

According to the BEIS survey, a medium

The research recommends providing

Business, Energy, and Industrial

sized estate agent initially found it

clear, simple and tailored information to

Strategy (BEIS) published on 16

difficult to turn AML regulations into

small and micro businesses to ensure

December the results of a survey

something that worked for their sector.

they are not overwhelmed by complex

conducted with businesses across

AML regulations were often perceived

AML regulations. The paper aims to

each UK sector which sought to gather

as complex, resulting in difficulties in

contribute to the creation of a new

views about regulations and their

applying rules and principles. The

Business Impact Target.

challenges for the respondents, noting

survey also revealed cases where

the compliance burden created

businesses decided to go beyond

especially for small and micro

minimum standards to achieve an

businesses by complex anti-money

enhanced level of operation.

UK government press relea...
UK government report

laundering (AML) regulations.

UK updates list of dual-use controlled items
The UK Department for International

controls for dual-use items leaving the

that can be used for offensive

Trade’s Export Control Joint Unit

UK now cover software that is

capabilities. Middle East Respiratory

(ECJU) notified exporters on 15

specifically designed for use by police

Syndrome – Coronavirus (MERS-CoV)

December that its dual-use export

and other law enforcement agencies to

was also added to the list.

control list has been republished,

monitor individuals as well as software,

following the entry into force of the

equipment, or systems and

EU’s new control list in Annex I of EU

components that can be used to

Regulation 428/2009.

bypass or attack information security.

Updated consolidated stra...
Export Control Joint Unit...

Additional items also include Novichok
According to the updated list, new

nerve agents and 23 other chemicals

Notice of export control ...

UK FCA establishes Temporary Registration
Regime for cryptoasset businesses
The UK Financial Conduct Authority

December, to continue trading until 9

eligible for the temporary registration

(FCA) announced on 16 December that

July 2021, pending the outcome of

regime. Such firms will need to return

it has established a Temporary

their application.

cryptoassets to customers and stop

Registration Regime to allow

trading by 10 January 2021.

cryptoasset firms that have applied to

Firms that did not submit an application

be registered with the FCA before 16

by 15 December 2020 will not be
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National Crime Agency issues illicit finance alert
for private schools in the UK
NECC Director General Graeme Biggar

and potential funding from sanctioned

was quoted by the NCA stating that

individuals or entities. The report offers

“sometimes, people who have

eight case studies on recent examples

accumulated significant wealth through

of money laundering identified through

corruption or other forms of serious

payments to independent schools.

crime will attempt to secure school
places for their children or the children

Primary red flags include

of associates”, potentially exposing the
school to reputational risks.

Third party payments made to cover

Furthermore, schools that accept

school fees

payments from individuals who are
The UK’s National Crime Agency (NCA)
announced on 2 December a joint
amber alert published by the NCA on
behalf of the National Economic Crime
Centre (NECC), in coordination with the
Independent Schools Council (ISC) and
Independent Schools’ Bursars
Association (ISBA), warning of
heightened money laundering risks
faced by private schools.
According to the alert, the warning is
primarily targeted at the independent
school sector as well as all banks
providing financial services to those
schools and any supporting actors,
such as auditors, accountants, and
legal services providers, with the aim of
helping to identify money laundering.
One such method of laundering that
has impacted independent schools is
third party fee payments in which large
cash deposits, often in multiple
payments, are used to shield the
ultimate source of funds by settling
school invoices, a method that can be
blocked by requiring electronic
payments. The alert also warns schools
to be wary of staff interest in specific
student applications for unspecified
reasons, as it may indicate illicit
donations in exchange for placement at
elite academies.
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subject to or linked to subjects of

Students from high-risk jurisdictions

financial sanctions may find
themselves in violation of UK, EU, or US

Any efforts to bypass standard

sanctions regimes. Biggar also

application requirements

expressed his hope that the amber alert
would encourage the private school

School fee payments coming from

sector in the UK to work more closely

countries other than the UK or the

with the NCA to “preserve the

student’s home nation

reputation of our independent schools”.
Payments from any individuals or
Another threat detailed in the alert is

entities that are not the students’

the risk arising from parents that the

parents

school has not met face-to-face, as well
as facilitation payments where

Cash deposits paid directly into

middlemen are utilised to identify

school accounts to settle fees

prospective students, both areas in
which the risk of bribery or ambiguous

Demonstrated account income that

funding sources is high.

exceeds the customer’s known
income

Data from the ISC revealed that most
non-British students in independent UK

Attempts to pay for two or more

schools hail from outside the European

years of education at once

Economic Area and many come from
jurisdictions with high money

Client refusal or inability to provide

laundering risks, with the alert advising

details about the customer

schools and their financial service
providers to consult the EU list of

School fees paid by any Politically

non-cooperative jurisdictions, Financial

Exposed Persons (PEPs)

Secrecy Index, and the relevant
Financial Action Task Force (FATF) lists.

NCA release

Other money laundering and corruption

Money laundering alert

risks were identified in franchise
schools outside the UK, foundation and
donation sources, schooling on offer,
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EBA issues opinion on enhancing application of
AML/CFT frameworks to deposit protection
The European Banking Authority (EBA)

as how the information held by different

and establish a clear legal basis to

issued an opinion on 14 December

stakeholders is exchanged, the EBA

enable DGSs to defer pay-outs in

highlighting its views on how to

addressed 11 proposals to the

case of ML/TF suspicions

mitigate the risks of money laundering

European Commission to clarify how

and terrorism financing (ML/TF) during

such exchange should happen.

“bank failures”, calling for
strengthened links between the

European Commission to consider
amending Deposit Guarantee

Proposals include

Schemes

Anti-Money Laundering Directive
(AMLD) and Deposit Protection

Establishing a legal framework for

Directive (DGSD) to explicitly require

Schemes Directive (DGSD).

cooperation and information

DGSs to inform depositors about

exchange on the going concern

DGS pay-outs

The opinion assesses the effectiveness

between DGSs and AML/CFT

of information sharing between

authorities during DGS pay-outs or

NCAs should ensure that DGSs

authorities regarding potential ML/TF

outside of them

receive key information from CIs;

risks of depositors and deposit

publish on their websites general

guarantee schemes (DGSs), particularly

Require CIs or insolvency

information on exclusions,

where the relevant authorities identified

practitioners to share with the FIU

suspensions and/or deferrals; and

systemic issues with the way credit

information on depositors with a

clearly inform depositors about the

institutions (CIs) have complied with

high-risk profile

potential exclusion, suspension

their AML obligations.

and/or deferral of their pay-outs
Ensure traceability of funds in DGS

Based on member state responses to a

pay-outs

EBA press release

AML/CFT authorities and DGSs in

Clarify steps that DGSs should take

EBA opinion

preparation for a DGS pay-out, as well

when encountering ML risk factors,

survey on information collection by CIs,

EBA explains how it will use its new powers for
AML/CFT risk assessments
The European Banking Authority (EBA)

According to the EBA, the main

assessment. It also explains the review

published on 17 December the

objective of the risk assessment under

and publication process of each risk

methodology that it will use when

Article 9a is to determine how

assessment’s outcome. The EBA will

conducting risk assessments under

well-equipped competent authorities

also use this methodology to assess

Article 9a of the revised EBA

are in tackling emerging ML/TF risks in

whether the use of its power under

Regulation. Risk assessments are part

terms of their capabilities and

Article 9a is warranted.

of the EBA’s new role in leading the

resources to respond to risks.

fight against money laundering and

EBA press release

terrorist financing (ML/TF) across the

The methodology outlines how the EBA

European Union.

will identify emerging ML/TF risks and
how it will carry out the risk
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EU Parliament adopts resolution on reforming
the EU list of tax havens system
The European Parliament announced

proposed changes that would improve

a 0 percent corporate tax rate or

on 10 December that it has adopted a

the process of listing or delisting a

with no taxes on companies’ profits

resolution setting out proposed

country. The resolution proposes

reforms of the EU’s system for drawing

widening the scope of the listing criteria

Introducing stricter screening

up the list of tax havens, to make the

to ensure that more countries are

criteria, especially on the

process more transparent, neutral and

considered a tax haven and making

requirement for a jurisdiction to be

consistent. Amongst the proposed

sure that countries are not being

removed from the list

changes set out in the resolution, is the

removed from the list as a result of

requirement that EU member states

token amendments.

should be screened and included in the
list if they display any characteristics

Increasing transparency and
consistency in evaluating a

The main changes proposed

of a tax haven.

jurisdiction by formalising the listing
process via a legally binding

Broadening the scope to evaluate
Members of the European Parliament

the fairness of a country’s tax

stress that the current system is

system, which should include

“confusing and ineffective” and have

blacklisting any jurisdiction that has

mechanism
European Parliament press...

UNSC resolution on ISIL/Al-Qaida encourages
engagement with sanctions committee
The UN Security Council adopted a

both groups and their members to

According to a Security Council press

resolution on 29 December regarding

make sure that the sanctions list

release, the initial resolution contained

sanctions targeting the Islamic State of

remains up to date.

language by Indonesia that included

Iraq and the Levant (ISIL/Da’esh) and

specific provisions for terrorism

Al-Qaida, which urges member states

UN Security Council resolution (UNSCR)

prosecution and repatriation, but was

to be more active in engaging with the

2560(2020), which was sponsored by

vetoed by the US.

sanctions committee.

the US and Indonesia, also requests a
study and recommendations within

Member states are encouraged to

nine months from the UN Monitoring

submit listing requests and provide

Team on exemptions procedures laid

information relevant to ensuring the

out in UNSC resolution 2368 to

effective use of asset freezes against

determine whether updates are needed.
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European Council confirms that additional
sanctions will be imposed on Turkey
The European Council adopted

unauthorised drilling activities in the

economic and trade relations, as well

conclusions following a meeting of the

Eastern Mediterranean.

as proposals for further designations

Council on 10 and 11 December, in

and other instruments, and options on

which it confirmed that additional

The EU’s High Representative and the

listing will be imposed on Turkey within

European Commission are requested to

the existing sanctions framework in

submit a report by March 2021 on the

response to Turkey’s continued

current state of EU-Turkey political,

how to proceed.
EU Council conclusions

US FinCEN issues new guidance on information
sharing to aid AML/CFT compliance
The US Treasury Department’s

conclusive determination that the

operate a FI association, while an

Financial Crimes Enforcement Network

activity is suspicious. Additionally,

unincorporated FI association,

(FinCEN) published on 10 December

shared information may concern any

governed by a contract between its

new guidance on Section 314(b) of the

activity, including attempts to engage or

members, may also engage in

USA Patriot Act, which provides clarity

induce others to engage in transactions

information sharing.

on how financial institutions (FIs) can

which the FI or FI associations suspect

use information sharing programmes

may involve ML/TF components.

The new guidance supersedes previous

to report possible money laundering

According to FinCEN Director Kenneth

2009 guidance and a 2012

and terrorist financing (ML/TF)

A. Blanco, the clarification addresses

administrative ruling. The issuance of

activities.

“some uncertainty with sharing

the guidance was announced by Blanco

incidents involving possible fraud,

during a 10 December American

According to the guidance, FIs may

cybercrime, and other predicate

Bankers Association and American Bar

share information under Section 314(b)

offenses”. Meanwhile, there is no

Association event.

relating to ML/TF without having

limitation on the sharing of personally

specific information that these

identifiable information under Section

activities directly relate to proceeds of a

314(b) or on the type of information.

specified unlawful activity (SUA) or

FinCEN Section 314(b) fac...

without identifying specific ML

FinCEN’s Section 314(b) guidance also

proceeds, while they do not need

states that a non-FI may form and
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FINTRAC publishes list of money laundering
indicators related to online child exploitation
Canada’s Financial Transactions and

transfers to a jurisdiction of concern or

public-private partnership co-led by

Reports Analysis Centre (FINTRAC)

travel-related expenses that occur

Scotiabank and the Canadian Centre for

issued on 10 December an operational

closely before or after such transfers.

Child Protection, which has already

alert on the money laundering

resulted in more than 40 financial

indicators associated with online child

Other factors of concern include

intelligence disclosures in relation to

sexual exploitation, based on its

purchases of tools or services offering

online child sexual exploitation.

analysis of disclosures and suspicious

online privacy and anonymity,

transaction reports (STRs).

livestreaming or dating platforms, funds

According to FINTRAC, the alert will

received through or from payment

assist businesses subject to the

FINTRAC’s data analysis shows that

processors and the use of virtual

Proceeds of Crime (Money Laundering)

exploitation-related financial

currencies. In addition, multiple hotel

and Terrorist Financing Act in better

transactions are usually made in the

bookings, the use of separate email

identifying and reporting suspicious

evening or early morning by middle

accounts to send or receive money,

financial transactions.

aged males to female recipients often

purchases in relation to youth-oriented

located in the Philippines, Thailand,

shops and online chat rooms could also

Colombia, the US, Ghana, Ukraine, the

indicate the luring of a minor for sexual

Dominican Republic, Romania, Jamaica

exploitation.

FINTRAC brief

funds being sent to or from a known

The alert was issued in the context of

Scotiabank press release

sex offender, frequent low-value

FINTRAC’s Project Shadow, a

FINTRAC press release

or Russia. Other red flags relate to

EU Parliament adopts resolution on the human
rights situation of Uyghurs in Xinjiang
The European Parliament adopted on

of sanctions against Chinese officials

relations where human rights violations

17 December a resolution on the

and state-led entities, such as Xinjiang

are found. It is also requested that the

ongoing human rights situation,

Production and Construction

Commission adopts legislative

internment and forced labour of

Corporation. The resolution also calls

proposals during the second quarter of

Uyghurs in the Xinjiang Uyghur

for greater coordination in

2021 on directors’ duties and

Autonomous Region of China.

implementing sanctions and other

sustainable corporate governance,

measures to address human rights

corporate human rights and

violations in China and Hong Kong.

environmental due diligence, and on the

The resolution condemns China’s
exploitation of Uyghur, ethnic Kazakh

reform of the Non-Financial Reporting

and Kyrgyz, and other Muslim minority

Further, the European Parliament calls

groups in factories located in and

on private sector entities to assess their

around internment camps in Xinjiang,

engagements in Xinjiang, to exercise

with lawmakers calling on member

their corporate responsibility, to

states and the High Representative of

conduct independent audits of human

the Union for Foreign Affairs and

rights compliance across their supply

Security Policy to evaluate the adoption

chains, and to terminate business
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US Financial Markets Working Group statement
on AML/CFT obligations for stablecoins
The US President’s Working Group on

Crimes Enforcement Network (FinCEN),

unfair or deceptive practices and to

Financial Markets (PWG) released on

maintain effective AML/CFT and

ensure operational and cyber resilience.

23 December a statement on key

sanctions compliance programmes,

regulatory and supervisory issues

and comply with the reporting and

The PWG, created pursuant to Executive

related to stablecoins, underlining that

record keeping requirements.

Order 12631 of 18 March 1988, is

stablecoins participants and

Additionally, they must conduct

chaired by the Secretary of the Treasury

arrangements are expected to have

customer identification and have the

and includes the Chairman of the Board

compliance programmes designed to

capability to obtain and verify the

of Governors of the Federal Reserve

meet all applicable anti-money

identity of all transacting parties,

System, the Chairman of the Securities

laundering, countering the financing of

including in case of unhosted wallets.

and Exchange Commission and the

terrorism (AML/CFT) and sanctions
rules before products are launched.

Chairman of the Commodity Futures
Meanwhile, the group states that where

Trading Commission.

a stablecoin used primarily for retail
According to the PWG, stablecoins

payments is adopted at a significant

participants and arrangements must

scale, the associated risks may require

register their activity with the Financial

additional safeguards for users against

US Department of Treasury...
PWG statement

OFAC closes probe into Danske Bank
Danske Bank A/S announced on 19

Danske Bank is currently still subject to

2018, which found that as part of its

December that the US Treasury

criminal and regulatory investigations

Non-Resident Portfolio involving mostly

Department’s Office of Foreign Assets

by authorities in Denmark, France and

Russian and citizens of the former

Control (OFAC) has decided to end its

the US, including by the Danish State

Soviet Union, its Estonian branch

sanctions evasions investigation

Prosecutor for Serious Economic and

processed €200 billion worth of

targeting the bank’s Estonian branch.

International Crime, the US Department

transactions for 15,000 customers

However, Danske Bank states that the

of Justice and the US Securities and

between 2007 and 2015, without

decision does not rule out that OFAC

Exchange Commission.

performing know-your-customer,

may take “future enforcement action

beneficial ownership, or source of funds

should new or additional information

The investigations concern accusations

warrant renewed attention”.

stemming from a Danske Bank internal
investigation concluded in September
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UK government responds to NYT article critical
of procurement during Covid-19 pandemic
The UK government published on 23

methodology and excluding key context

contracts without a competitive tender

December its response to an article

about the challenges faced by the

in extreme situations, such as during

published by the New York Times

government and public authorities

the Covid-19 pandemic.

(NYT) on 17 December refuting

during the pandemic. The UK

allegations of cronyism, waste and

government said that regardless of

The UK government also stated that the

poor due diligence in relation to

whether offers of support came from

choice to select new suppliers for

procurement of contracts for personal

politicians from the Conservative or

supplying PPE regardless of whether

protective equipment (PPE) and other

Opposition parties, all such offers and

they had direct prior experience or not

medical equipment supplies.

suppliers were subject to the same

was a deliberate policy. According to

eight-step official assurance process,

the statement, clothing companies

The NYT article claimed that the UK

which included quality checks, price

were “an obvious route” to new PPE

government granted procurement

controls and other due diligence. The

supplies and fashion brands created

contracts mostly to politically

government also states that the UK’s

new production lines to produce critical

connected companies or companies

National Audit Office has examined the

supplies, which met the required clinical

either run by friends or associates of

contracts and “found that the ministers

safety standards. In response to the

politicians in the Conservative Party. It

had properly declared their interests”

claims of cronyism, waste and poor due

also claimed that some contracts went

and there was “no evidence of their

diligence, the UK government

to companies with no prior experience

involvement in the procurement

acknowledged that prices were inflated

of supplying medical PPE, such as

decisions or contract management”.

above typical levels due to

fashion designers, pest controllers and

unprecedented global demand, but

jewellers, and to companies with a

The article also accused the

stressed that the assurance process

history of tax evasion, fraud, corruption

government of disregarding its usual

was followed.

or human rights abuses.

transparency rules and awarding
contracts without competitive bidding.

The UK government response states

The UK government responded to this

that the media outlet’s report makes

claim by stating that existing

several incorrect claims by using poor

regulations allow authorities to award

UK government response
New York Times article

EU Council conclusions call for enhanced cyber
resilience to counter hybrid threats
The Council of the European Union

help address pan-European

member states more vulnerable to

adopted conclusions on 15 December

vulnerabilities, including safeguarding

hybrid threats and as such invites the

calling for improvements at EU level to

the security and resilience of supply

EU Commission and EU High

combat hybrid cyber security threats

chains and proposing initiatives to

Representative to develop a systematic

and strengthen cyber resilience, amidst

strengthen resilience and improve

approach to address the threat.

the Covid-19 pandemic.

responses to emerging threats.
EU Council press release

The European Commission and the EU

The Council’s conclusions state that the

High Representative are requested to

Covid-19 pandemic make the EU and its
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EU presents cybersecurity strategy and
proposed directive on critical entity resilience
The European Commission (EC) and

operational capacity, and cooperation

On the same day, the EC issued

High Representative of the Union for

to advance a global and open

proposals for a revised directive on the

Foreign Affairs and Security Policy

cyberspace. Proposals include creating

security of network and information

Josep Borrell presented on 16

a network of Security Operations

systems and a new directive on the

December a new cybersecurity

Centres across the EU, dedicated

resilience of critical entities. The

strategy aimed at strengthening the

support to small and medium-sized

proposed critical entities directive

resilience of the EU’s internal market,

businesses (SMEs) via Digital

covers ten new sectors, including

law enforcement, diplomacy, and the

Innovation Hubs, efforts to increase

banking and financial market

security of essential services and

skills in the workforce, and establishing

infrastructures, and would require EU

connected devices.

a Joint Cyber Unit to strengthen

member states to adopt national

cooperation between EU bodies and EU

strategies for ensuring the resilience of

member state authorities.

critical entities and carry out regular

According to a joint communication
issued on the same day, cybercrime

risk assessments. The proposed

cost the global economy an estimated

At a press conference dedicated to the

revised directive on security of network

€5.5 trillion in 2020, double that of

new strategy, Borrell announced putting

and information systems expands the

2015, while digital services, the finance

forward 20 new concrete proposals

previous scope of the directive,

sector, the public sector, and

across five policy areas, including

introduces administrative sanctions for

manufacturing are among the most

strengthening the EU Cyber Diplomacy

breaches of cybersecurity risk

frequent targets. Despite this, cyber

Toolbox and increasing cyber capacity

management and reporting obligations,

readiness and awareness among

building efforts to third countries by

and enhances cooperation by creating a

businesses and individuals reportedly

developing an EU External Cyber

crises liaison organisation network.

remains low.

Capacity Building Agenda. The High
Representative also mentioned

The strategy aims to foster cooperation

establishing a cyber intelligence

between the EU and partners sharing

working group within the EU

the values of democracy, rule of law

Intelligence Centre and stated that he

and human rights and includes

will propose that the Council makes

concrete regulatory, investment and

decisions regarding EU cyber sanctions

policy proposals to increase resilience,

by qualified majority.

EC press release
EC press release and join...
EC policy brief

EU reaches provisional agreement on the
proposal for a Cybersecurity Competence Centre
The Council of the European Union

Romania and a network of national

technology and industrial development.

announced on 11 December that a

coordination centres.

The provisional agreement is subject to

provisional agreement has been

approval by the Council.

reached with the European Parliament

The Competence Centre and the

on the proposal to set up a European

network of national coordination

Cybersecurity Industrial, Technology

centres designated by member states,

and Research Competence Centre in

will focus on cybersecurity research,
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EU Commission to review implementation of the
UN Convention against Corruption
The European Commission (EC)

Convention, each party is to be

intends to consult in due course with

published on 14 December a paper

reviewed by other signatories to the

other EU institutions in order to publish

setting out its approach to reviewing

convention.

both the full review and

the EU’s implementation of the UN

self-assessment report.

Convention against Corruption from

The EC states that the EU

2003, stating that it intends to launch

self-assessment report will not enter

The EU became a party to the

the process ahead of the next UN

into questions of implementation of EU

convention in 2008 and the review

General Assembly Special Session

law by member states, which is covered

mechanism established by the EC is

against Corruption, which is due to

by its own review processes, and that it

binding on all EU member states, all of

take place in June 2021.

will generally cover horizontal rules.

which are parties to the convention.

According to the paper, the EC will act

Following the self-assessment, the

as the European Union’s focal point for

designated experts will conduct a desk

the review and will invite other EU

review, according to which the EC

institutions to designate experts for the

intends to make use of all available

purpose. In light of the UN Mechanism

information and expertise, including

for the Review of Implementation of the

from civil society. Finally, the watchdog

EC press release
EC communication
Technical details on the ...

EU Judicial Network issues freezing guidance as
Regulation 2018/1805 comes into force
The European Judicial Network (EJN)

guidelines and declarations by EU

judicial decisions in criminal matters in

published on 14 December several

member states. Additionally, the EJN

any EU country. The new framework

instruments to assist practitioners in

has created a table of information on

creates standard certificates and

making use of the provisions set out in

the declarations and notifications

procedures to allow for quicker and

Regulation (EU) 2018/1805 of 14

concerning EU member state

more efficient freezing and confiscation

November 2018 on the mutual

competent authorities and on the

actions and introduces a 45-day

recognition of freezing and

transmittal procedure for freezing and

deadline for the recognition of a

confiscation orders, which entered

confiscation orders.

confiscation order, as well as a 48-hour

force on 19 December 2020.

deadline to recognise a freezing order
EU Regulation 2018/1805 aims to

According to the regulatory provisions,

facilitate the cross-border recovery of

the EJN will be responsible for the

criminal assets and increase the

collection and distribution of practical

efficiency of the freezing and

information, and as such the network

confiscation of funds from illicit origin

has published the pertinent information

in the EU by applying the general

regarding the regulation, including

principle of mutual recognition of all
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EJN press release
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UK Finance announces continuation of interim
funding for APP scam victims
UK Finance announced on 9 December

party to the Code have agreed to

Those payment service providers party

that interim funding to compensate the

extend the agreement until legislation

to the Code compensate victims of APP

victims of authorised push payment

can be passed to address the issue.

fraud provided the customer has met

(APP) scams under the voluntary APP

the criteria for reimbursement.

Contingent Reimbursement Code will

Since the Code was introduced in May

continue until 30 June 2021. The seven

2019, over £89.2 million has been

payment service providers that are

reimbursed to thousands of customers.

UK Finance press release

UK FRC publishes updated Covid-19 guidance
for companies and auditors about fraud risks
The UK’s Financial Reporting Council

such risks are: increased pressures to

boards to be alert to the existing risks

(FRC) published on 4 December

meet financial targets resulting in less

and consider implementing mitigating

consolidated Covid-19 pandemic

attention given to fraud risks; new ways

actions to operate an effective controls

guidance for companies and auditors,

of working resulting in less effective

environment. According to the guidance

which includes examples of new

preventative and detective controls;

document, boards could maintain these

fraud-related risk factors which may

potential eagerness to enter

changes in the medium term and

affect both audit engagements, and

transactions with reduced third-party

consider how to embed them into their

corporate governance and reporting.

checks; and reduced security of

current practices.

physical assets or improper claims for
The updated bulletin for auditors

financial support.

FRC press release

may heighten risks of material

The FRC’s Covid-19 related guidance for

FRC guidance for companie...

misstatement due to fraud or

companies warns of the elevated fraud

irregularity, which means that additional

risk in view of the ongoing changes to

audit procedures need to be carried out.

risk management processes and

Examples of factors that may increase

internal controls. The FRC urges UK

incorporates examples of factors that

FRC guidance for auditors

UK FRC priority sectors for 2021/22
The UK’s Financial Reporting Council

audit quality reviews on the impact of

travel, hospitality and leisure, retail,

(FRC) announced on 10 December its

Covid-19 and how well auditors

property, and financial services.

2021/22 corporate reporting and audit

identify and assess fraud risks.

quality review programme as well as

FRC press release

the priority sectors for review, which

The FRC will prioritise the following

includes a focus when carrying out

industry sectors for review in 2021/22:
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Central Bank of Ireland publishes Dear CEO
letter on low level of AML/CFT compliance
The Central Bank of Ireland (CBI)

The CBI’s inspections identified failings

failure to continuously review and

published on 16 December a “Dear

in most Schedule 2 Firms, including (1)

update these policies.

CEO” letter, which provides details on

board oversight and governance

the outcome of the supervisory

failings, more specifically the board’s

The CBI’s Director of Enforcement and

engagements undertaken on Schedule

failure to take responsibility for the

Anti-Money Laundering Seána

2 Firms to assess their compliance

implementation and continued

Cunningham said that it would continue

with the Criminal Justice (Money

oversight of AML/CFT and financial

to directly engage with firms with

Laundering and Terrorist Financing)

sanctions; (2) a lack of ongoing and

compliance failings to ensure that the

Act 2010. The CBI found an overall

comprehensive assessment and

failings identified are addressed. All

lack of compliance across all areas of

documentation of ML/TF risks specific

firms are required to review the content

the anti-money laundering/counter

to each firm’s consumers and business

of the Dear CEO letter to assess their

financing of terrorism (AML/CFT)

activities, which included in some

firm’s compliance.

framework and a poor understanding

instances ‘off the shelf’ frameworks;

of the requirements across board and

and (3) a failure to implement

senior management levels.

firm-specific AML/CFT and financial
sanctions policies and procedures, and

CBI press release
CBI Dear CEO letter

Council of Europe Parliamentary Assembly calls
on states to phase out golden passports
The Council of Europe Parliamentary

become a tool for international money

any unlawful investment and identify

Assembly (PACE) Standing Committee

laundering. In addition, member states

tax evasion schemes which delocalise

adopted on 4 December a resolution on

are advised not to attract investment

assets and revenue. According to PACE

investment migration, underlining that

migration by offering “an undue tax

rapporteur Aleksander Pociej, money

“golden passport” schemes represent

shelter for assets and revenue

laundering, tax evasion and corruption

“dangerous gateways” for corruption,

generated abroad” and to subject

can be linked to all forms of investment

money laundering and terrorism

applicants to due diligence checks.

migration, including passports, visa

financing and asking member states to
phase out these programmes.

schemes and residence permits.
Member states are encouraged to
ensure that immigration is not based on

According to the resolution, member

corruption and to avoid any conflict of

states should ensure that they do not

interest or lack of transparency in the

become complicit in crime by

process of residence or citizenship

harbouring criminals and must ensure

granting. Additionally, they should

that investment migration does not

cooperate with other states to return
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Council of Europe Parliamentary Assembly
critical of Malta's justice reforms
The Parliamentary Assembly of the

PACE resolution 2293, adopted on 26

arbitrary time-limit on the work of the

Council of Europe’s (PACE) Committee

June 2019, set out a series of

independent public inquiry and

on Legal Affairs and Human Rights

recommendations for the Maltese

incorporate the measures identified in

criticised on 8 December Malta’s

authorities, on achieving justice for

the follow-up report published in

implementation of its

Caruana Galizia, improving the rule of

November in order to fully implement

recommendations on ensuring justice

law in the country, and ending impunity

resolution 2293 as a matter of urgency.

for the murder of Daphne Caruana

for high-level corruption. A recent

Galizia and strengthening the rule of

review found that Malta’s efforts in all

law. PACE deems Malta’s reforms

three areas were unsatisfactory.

'unsatisfactory’ and endorsed a recent
follow-up report by its rapporteur.

PACE press release
PACE follow-up report (30...

PACE specifically calls on Malta to
cease from attempting to impose an

AUSTRAC updates guidance on assessing
money laundering and terrorism financing risks
The Australian Transaction Reports

companies must determine how much

providers, which applies to remittance

and Analysis Centre (AUSTRAC) issued

risk could stem from customers’

network providers, their affiliates and

on 1 December new guidance to all

beneficial owners, their links to PEPs,

independent remittance dealers, notes

relevant businesses on managing

the source of customers’ wealth and

that registration with AUSTRAC is

money laundering and terrorist

the control structures.

mandatory. A failure to comply with this

financing (ML/TF) risks and revised

requirement might result in civil penalty

guidelines on anti-money laundering

The new guidance advises businesses

orders, enforceable undertakings,

compliance for registered remittance

to be flexible in their risk assessments

infringement notices and remedial

service providers.

and respond to evolving risks, such as

directions. Additional ML/TF risk

new designated services, new methods

assessment regulations apply in

The guidance explains that, when

of service delivery or technologies, and

varying degrees to each of the three

carrying out their ML/TF risk

engagement with new jurisdictions.

categories of remittance providers.

assessments, businesses should focus

Businesses are also encouraged to

primarily on the type of customers,

carry out additional reviews of risk

which may include politically exposed

levels whenever the business

persons (PEPs); the categories of

relationship with a customer changes,

services that the business offers; the

when there is a new beneficial owner or

method of service provision and the list

when corporate structures are altered.

of foreign jurisdictions the firm
operates in. AUSTRAC notes that
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The updated guidance for remittance

AUSTRAC announcement
AUSTRAC advisory on asses...
AUSTRAC’s Insights: asses...
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Norway’s DNB states that it could face fines for
AML compliance failings
Norway’s largest bank, DNB ASA

a regular AML inspection conducted by

compliance failings. The bank will now

revealed in a statement on 7 December

the regulator in February 2020.

examine Finanstilsynet’s preliminary

that the Financial Supervisory

report concerning the findings of the

Authority of Norway (Finanstilsynet)

Although Finanstilsynet has yet to

inspection and is required to submit its

has warned the bank that it could be

release an official report, the bank

response by a set deadline.

fined NOK 400 million (£35 million) for

states that the potential fine does not

failing to comply with the Norwegian

involve any complicity in money

Anti-Money Laundering Act, following

laundering, but relates solely to AML

DNB official statement

Canada’s FINTRAC issues guidance on ML/TF
indicators in virtual currency transactions
Canada’s Financial Transactions and

Funds are deposited or withdrawn

addresses and wallets that seek to

Reports Analysis Centre (FINTRAC)

from a virtual currency address or

hide the source of funds, the source

published on 2 December guidance on

wallet with direct and indirect links

of funds used for the purchase of

money laundering and terrorist

to known suspicious sources

large amounts of virtual currencies

financing (ML/TF) indicators in virtual

is unknown, or the client frequently

currency transactions based on

Several clients register with an

receives funds from multiple

information obtained through cases

exchange within a short period of

payment processors

and suspicious transactions reports

time using common identity

(STRs), consultation with reporting

indicators, such as address, mobile

Several transactions take place at

entities, and Financial Action Task

device, phone number, or IP address

the same time, there are transfers

Force (FATF) and Egmont Group
recommendations.

The ML/TF indicators include

from virtual currency to fiat and
A platform receives unusual or

vice-versa and high volume and

persistent requests from other

frequent transfers between different

providers regarding a client’s

types of virtual currency

deposited funds, funds flow through
Client portfolios with only privacy

many intermediate addresses in a

A client uses an anonymous email

coins, high value privacy coins, high

very short period or are passed

address or an email linked to ads

volume Bitcoin transfers in

through mixers/tumblers and

for virtual currency sale on

exchange for privacy coins, and

transferred to multiple wallets

peer-to-peer exchange platforms

provide information about privacy

There is publicity created around an

A client makes frequent payments

coin funding sources

initial coin offering, its developers

or transfers to companies and post

are anonymous, or the information

office mailing services or uses

Virtual currency addresses match

about the offering or about the

money orders for software or

addresses found on watch lists or

token cannot be verified

hardware purchases

clients unwilling or unable to

law enforcement information, linked
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with fraudulent activity, or linked to

There are a series of complicated

dubious online platforms

funds transfers to multiple

FINTRAC guidance
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OECD releases guidance on financial institutions'
tax compliance under CRS and FATCA standards
The Organisation for Economic Cooperation and

management, tax administration digital transformation, and

Development (OECD) issued on 8 December new guidance

strategic planning were released. According to the OECD, the

for tax administrations on financial institution (FI) tax

guide will be updated regularly.

compliance under the Automatic Exchange of Information
(AEOI), Common Reporting Standard (CRS) and the United

Key recommendations include

States Foreign Account Tax Compliance Act (FATCA).
Tax administrations should work with financial regulators

According to the OECD, the AEOI
initiatives have offered tax
administrations significant
amounts of relevant information,
bolstering tax transparency and
the fight against offshore tax
evasion
Under the AEOI standard, FIs report information to their tax
authorities on accounts held by foreign tax residents or by
entities controlled by foreign tax residents (controlling
persons) and the authorities then exchange that information
with the tax authority where the account holder/controlling

to determine potential conflict or cross over areas
between AML regulations and CRS and FATCA
requirements
Tax administrations should ensure FI staff receive CRS
and FATCA standalone training or as an enhancement of
AML or know-your-customer training
Tax administrations may apply FI risk assessments to
determine their compliance with the CRS, FATCA and
AML/KYC procedures
Where FIs are unregulated and do not have AML/KYC
legislation, tax administrators should review an accounts
sample to ensure their compliance when gathering
information

person resides.

FIs should have adequate processes in place to verify the

According to the OECD, the new AEOI initiatives have offered

obtained through AML/KYC procedures

tax administrations significant amounts of tax relevant
information, bolstering tax transparency and the fight against
offshore tax evasion. However, the OECD underlines that tax
information provided by tax administrations and FIs needs to
be based on due diligence checks on the account holders’ tax
residency and account information, so that the receiving tax
administration can use the information effectively.
The paper reflects the views expressed by a pilot group made
up of tax administrations in Canada, Singapore, the UK, and
the US and was launched during the latest Forum on Tax
Administration plenary held on 7-8 December. On the same
occasion, papers on enhancing international tax debt
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self-certification information against information

Both FIs and tax administrations should ensure that AML
procedures are carried out correctly when relying on this
information to determine the controlling persons. FIs
should be able to demonstrate effective AML/KYC
procedures when relying on this information
OECD brief
OECD report
Plenary meeting page
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CONSULTATIONS

UK government issues three consultations on
corporate register and transparency reform
Following up on the September

where the integrity of the register might

The third consultation launched on

announcements, the UK’s Department

be compromised.

improving the quality of data on the

for Business, Energy and Industrial

register seeks views on how to make

Strategy (BEIS) published on 9

A further consultation launched on 9

the filing process more consistent,

December three new consultations on

December on corporate directors

including through the electronic

reform of the Companies House

recommends the introduction of

submission of accounts to reduce the

register, in an effort to boost data

compulsory identity verification for all

administrative burden on businesses.

accuracy, restrict the use of opaque

directors and People with Significant

BEIS also explores a series of additional

chains of corporate control and better

Control (PSC) of UK registered

checks that Companies House could

tackle money laundering and fraud.

companies, as well as for all individuals

carry out on accounts filings.

who file information on behalf of a
Under the new proposals, the Registrar

company. In addition, only companies

The three consultations close on 3

of Companies will get new discretionary

whose boards comprise of real people

February 2021. After the deadline, the

powers to query, investigate and

with verified identities should be

government will issue a response and

remove false or inaccurate information

allowed to act as corporate directors of

will implement proposals through

to address “identified errors and

other companies.

primary and secondary legislation.

anomalies” in relation to both new
information and data already held on

According to the consultation

the register. The power to query should

documents, corporate directors, as

also be exercised in relation to a

opposed to natural persons, may

company name, in line with a risk-based

perform legitimate business functions

approach, which will prioritise cases

but a more complex corporate structure

where it appears the company might

could facilitate illicit activity and

have been used to facilitate crime or

compromise effective oversight.

UK government press relea...
Corporate transparency an...
Powers of the registrar c...

UK consults on public procurement post-Brexit
The UK government published a Green

owner(s) or whose beneficial owner

end of the Brexit transition period on 31

Paper on 15 December for public

would themselves be excluded, for

December, the UK is now free to set its

consultation, which seeks views on

example for previous criminal conduct.

own rules on public procurement.

public procurement system should

In addition to this the Green Paper

The consultation is open for comments

operate post-Brexit.

proposes the ability for contracting

until 10 March 2021.

proposed changes to how the UK’s

authorities to include economic, social
The proposed changes include the

and environmental (ESG) criteria that

automatic exclusion of bidders who do

do not relate directly to the subject

not reveal their ultimate beneficial

matter of the contract. Following the
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UK press release
Green Paper
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UK launches review of gambling laws
The UK government announced on 8

The findings of the review and call for

years. The call for evidence closes on

December the launch of a wide-ranging

evidence will inform possible changes

31 March 2021.

review of gambling laws to ensure that

to the Gambling Act 2005. The Great

they are fit for the digital age,

British Gambling Commission’s powers

adequately protect consumers and

will be examined as part of the review,

prevent gambling related crime. The

which will also look at protections for

announcement includes the publication

online gamblers, and track how

of a call for evidence.

gambling has changed in the past 15

UK government press relea...
Review terms of reference...

FATF survey on cross-border payments seeks
feedback on divergent AML/CFT rules
The Financial Action Task Force (FATF)

The online questionnaire is directed at

regulations, high costs, limited access,

published an online questionnaire on 1

banks, payment service providers,

slow operation speeds, and a lack of

December seeking feedback from the

FinTech companies, and money transfer

transparency.

private sector on enhancing

service providers, as well as other

cross-border payments.

relevant parties, and concerns the

The consultation runs until 15 January.

challenges to enhancing cross-border
Enhancing cross-border payments is a

payments and how these can be

G20 priority given that “faster, cheaper

addressed. Cross-border payment

and more inclusive cross-border

issues, according to the FATF, include

payment services could have

different anti-money laundering and

widespread benefits”.

counter-terrorist financing (AML/CTF)

FATF notice
FATF survey

US OCC proposes new rule on allowing SARs
exemptions for certain banks and associations
The US Office of the Comptroller of the

proposed rulemaking, the rule would

The OCC will accept comments to the

Currency (OCC) issued a proposal on

allow the OCC to grant relief from SAR

proposal for 30 days after its

17 December to allow for the

requirements to national banks and

publication in the Federal Register.

possibility of exemptions to be granted

associations that develop innovative

for national banks and federal savings

systems to effectively and efficiently

associations from requirements to file

meet Bank Secrecy Act requirements.

suspicious activity reports (SARs).

The bank or association would also
need an exemption from FinCEN.

According to the OCC’s notice of
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OCC press release
OCC notice
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Proposed FinCEN rule seeks to close AML gaps
in digital currencies and virtual assets
The US Treasury Department’s

wallets that are either hosted by a FI in

names and addresses, type and amount

Financial Crimes Enforcement Network

certain FinCEN-identified jurisdictions

of payment, payment instructions, and

(FinCEN) published on 18 December a

or that are not hosted by any FI.

any customer-signed forms

request for comments regarding

Reporting requirements under the

accompanying the transaction.

proposed requirements that would help

proposed regulation will be required for

According to FinCEN’s proposal. the

prevent money laundering in relation to

any CVC or LTDA transaction over

Treasury Secretary may impose

transactions involving convertible

$10,000, with record keeping and

additional mandatory reporting

virtual currencies (CVCs) and digital

customer identity verification

requirements for certain transactions in

assets with legal tender status (LTDA).

requirements being imposed if a

certain circumstances.

customer engages in transactions with
According to the notice of proposed

un-hosted or covered wallets worth

Comments to the proposal can be

rulemaking, US financial institutions

more than $3,000.

submitted until 6 January 2021.

(FIs) including money service providers
would be required to submit reports,

In both instances, relevant FIs would

maintain records and verify customer

have 15 days from the date of the

identities for transactions above a set

transaction to file a report with FinCEN

threshold which involve CVC/LTDA

containing customer and counterparty

FinCEN press release
Federal Register notice

US SEC to permit custody of digital asset
securities by special purpose brokers
The US Securities and Exchange

control of customer fully paid and

unauthorised or accidental use of

Commission (SEC) published a

excess margin digital asset securities.

private keys necessary for accessing

statement and request for comments

and transferring digital asset securities,

on 23 December on the custody of

In addition to the statement, the SEC is

and industry best practices for

digital asset securities by certain

seeking input on “evolving standards

generating, safekeeping, and using

special purpose broker-dealers.

and best practices with respect to

private keys.

custody of digital asset securities.” The
The statement sets out the SEC’s

SEC indicates that “it intends to

The SEC’s statement will become

position that, for a period of five years

consider the public’s comments in

effective 60 days after publication in

from the publication date in the Federal

connection with any future rulemaking

the Federal Register.

Register, a broker-dealer operating in

or other action in this area.”

the manner detailed in the statement

SEC press release

will not be subject to SEC enforcement

The SEC poses several questions,

on the basis that the broker-dealer

which includes queries about industry

deems itself to have obtained and

best practices with respect to

maintained physical possession or

protecting against theft, loss, and
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SEC statement

aperio-intelligence.com

FINANCIAL CRIME DIGEST | DECEMBER 2020

LITIGATION AND CASE LAW

Zamira Hajiyeva loses her appeal against UK
NCA unexplained wealth orders
The UK’s National Crime Agency (NCA) announced on 21

information on the source of funds used.

December that Zamira Hajiyeva, the wife of jailed
Azerbaijani banker Jahangir Hajiyev, has had her appeal to

Her husband, Jahangir Hajiyev, the former head of the

dismiss the unexplained wealth order (UWO) against her

International Bank of Azerbaijan, is currently serving a

rejected by the UK Supreme Court.

16-year prison sentence in Azerbaijan for fraud,
embezzlement and misappropriation of public funds.

The NCA served two UWOs against Hajiyeva in 2018 in
relation to two properties that require her to provide

National Crime Agency press release

UK Court of Appeal upholds insider dealing
convictions brought by the FCA
The UK’s Financial Conduct Authority (FCA) announced on

following an FCA investigations which found that

16 December that the UK Court of Appeal (Criminal Division)

Abdel-Malek, a senior compliance officer at the London

has upheld the insider dealing convictions against Fabiana

branch of UBS AG, had misused her position and passed

Abdel-Malek and Walid Choucair.

insider information on UBS AG’s compliance systems to
Couchair, which then allowed Couchair to gain a profit of

The Court of Appeal dismissed
the claims as there was no
evidence of irregularity or
unfairness concerning
information disclosure
Abdel-Malek and Choucair were sentenced to three years
imprisonment by the Southwark Crown Court after being
convicted in June 2019 for insider dealing in 2013-2014,
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approximately £1.4 million.
Subsequently, Abdel-Malek and Choucair appealed against
the conviction, arguing that the FCA had failed to disclose
sufficient information before, during and after the trial.
However, the Court of Appeal dismissed the claims as there
was no evidence of irregularity or unfairness concerning
information disclosure.
FCA press release
Court of Appeal ruling
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ECJ allows prosecutors to issue European
Investigation Orders in cross-border cases
In the context of a bank fraud case by

requested that the Vienna Regional

In the ECJ’s view, the public prosecutor

the Hamburg Public Prosecutor’s Office

Court authorise the EIO so that they

may be considered an EIO “issuing

against unidentified individuals, the

could compel the bank to provide

judicial authority”, regardless of any

European Court of Justice (ECJ) ruled

copies of the bank statements.

relationship of legal subordination that

on 8 December that a European

might exist between the prosecution

Investigation Order (EIO) may be

In August 2019, the Austrian court

office and the executive of that member

adopted by a national public

asked the ECJ to decide whether the

state. The ruling states that “while

prosecutor’s office despite its

public prosecutor’s office of a member

some of those investigative measures

relationship of legal subordination to

state may be considered a ‘judicial

may be intrusive, a European

the executive of that member state.

authority’ with competence to issue an

investigation order is not, however,

EIO, given that under German law public

unlike an EAW, such as to interfere with

In May 2019, the Public Prosecutor’s

prosecutors may receive instructions,

the right to liberty of the person

Office in Hamburg issued an EIO

including in individual cases, from

concerned”.

requesting that prosecutors in Vienna

Senators of Justice. In similar cases

obtain evidence from an Austrian bank,

involving the issuance of European

in relation to allegations that €9,775

Arrest Warrants (EAWs), the Court ruled

was transferred in July 2018, based on

that public prosecutors cannot be

13 falsified bank orders using

considered issuing judicial authorities

unlawfully obtained data. In line with

given that they are subject to orders

Austrian criminal law, prosecutors

from the executive.

ECJ press release
ECJ ruling
ECJ request for a prelimi...

EU Court of Justice ruling overturns EU Council
asset freeze order against Mubarak family
The European Court of Justice ruled in

Council, in initiating the asset freezes,

revolution that saw Mubarak

favour of an appeal brought by the

failed to verify that the Egyptian

overthrown and imprisoned.

family members of the late Egyptian

authorities, which provided

president Hosni Mubarak on 3

foundational information prior to the

The appellants in the case were

December, annulling an asset freeze

order, “acted in accordance with the

Mubarak’s widow, Suzanne Thabet, and

order by the EU Council which was

rights of the defense and the right to

their two sons and daughters-in-law.

previously upheld by the General Court

judicial protection of the appellants”

Mubarak, who was released from prison

of the EU in November 2018.

prior to putting the restrictive measures

following a 2017 acquittal, died in

into place. This lack of verification,

February. The ruling concluded that the

In its ruling, which followed a November

according to the court ruling, led to

EU Council will be ordered to pay the

decision by the Court of Appeals in

restrictive measures that did not have

costs incurred in the initial proceedings

Egypt to end the asset freeze against

“a sufficiently solid factual basis” at the

and the appeal.

Mubarak’s surviving relatives, the

time that the EU Council adopted

European Court determined that the EU

Egypt’s decision, which followed the
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EU court ruling
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US court order reveals investigation into White
House bribe-for-pardon scheme
A US federal court opinion partially

White House officials, without

his first National Security Advisor,

unsealed on 1 December reveals that

complying with the registration

retired General Michael Flynn, on 25

an investigation is underway into

requirement of the Lobbying Disclosure

November. Flynn had been charged with

allegations that two White House

Act”. The same individuals allegedly

lying to FBI agents about his contacts

officials engaged in a bribery

sought to secure pardons or sentence

with officials during the 2016 campaign

conspiracy in which unregistered

reprieves for individuals they

as well as for failing to disclose that he

lobbyists representing controversial

represented in exchange for

was an agent of the Turkish state

clients offered political contributions in

“substantial political contribution”.

during the same period. According to a

exchange for presidential pardons.

2 December article by the Organized
In addition, the document claims that

Crime and Corruption Reporting Project,

Chief Judge Beryl Howell of the US

emails under investigative scrutiny

Trump has considered issuing

District Court for the District of

involving requests for “personal favors”

pre-emptive pardons to three of his

Columbia rejected as “insufficient” a

are not protected by attorney-client

children, his son-in-law, and his

request by the US government to keep

privilege as they involve

personal attorney, former New York City

the document completely sealed. The

communications between White House

mayor Rudolph Giuliani, despite none of

court order reveals that emails found by

staff and outside third parties operating

them having been charged with crimes.

federal investigators “have been

distinctly from an attorney-advocate

identified indicating additional criminal

role. The entirety of the case

activity, namely a secret lobbying

background section remains redacted.

scheme” in which two unnamed
individuals “acted as lobbyists to senior

Partially unsealed order
OCCRP report

US President Donald Trump pardoned

Malta's Court of Appeals reduces Satabank
money laundering penalty
The Court of Appeals of Malta ordered

and Funding of Terrorism Regulations

euros of suspicious transactions, with

on 28 December a reduction in the fine

that the penalty must be no greater

Malta’s Financial Services Authority

against Satabank plc that had been

than €5 million or 10 percent of annual

finding the bank had repeatedly violated

imposed by the Maltese Financial

turnover. The court reportedly stated

money laundering laws and ordering it

Intelligence Analysis Unit (FIAU) in

that it took the “exceptional

to enter into administration.

March 2020 for multiple violations of

circumstances” involving the case into

the anti-money laundering law.

account in reducing the €3.7 million fine

Maltese Prevention of Mon...

to €851,793.
According to reporting by The Times of

The Times of Malta articl...

Malta, the court cited the stipulation in

Satabank lost its banking licence after a

the Prevention of Money Laundering

2018 investigation revealed billions of
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PRESS AND MEDIA

UK NCA reportedly states £1 billion is laundered
via cash transfer services annually
The UK’s National Crime Agency (NCA)

served as outlets for the laundering of

The Times report states that its

reportedly told British media on 24

criminal proceeds.

investigation found that most organised

December that at least £1 billion is

crime groups utilising money transfer

being laundered via cash transfer

Both local and multinational crime

businesses to launder cash usually

services every year through the UK by

groups allegedly use UK transfer sites

transfer the money to high-risk

criminal elements, including human

regularly, as such outlets outnumber all

jurisdictions to mask the end

traffickers and drug traffickers and

the combined transfer business

destination. National Economic Crime

organised crime groups, according to

locations in France, Germany, Italy,

Centre Deputy Director Ben Russell was

reporting by The Times.

Spain, and the Netherlands by a margin

quoted in the article as stressing that,

of four to one. According to HM

despite their frequent use for criminal

The newspaper reported that the NCA’s

Treasury’s latest national risk

activity, the majority of money service

public revelations follow a Times

assessment, published on 17

businesses are operating within the law.

investigation into laundering via money

December, the Covid-19 pandemic has

transfer businesses, with estimates that

made no significant dent in the finances

roughly 15 percent of such businesses

of the roughly 4,800 criminal groups

in the UK have unwittingly or knowingly

operating within the UK.

The Times article

Three UAE companies reportedly engaged in
Venezuela sanctions evasion scheme
Three UAE companies reportedly

vessel Euroforce was sanctioned in

Shipping and Asia Charm, but will

facilitated the export of millions of

June by the US Department of the

disclose them to law enforcement only.

barrels of oil produced by Venezuelan

Treasury’s Office of Foreign Assets

The authority responsible for the Jebel

state oil company Petróleos de

Control (OFAC). Issa Shipping allegedly

Ali Free Zone, where Muhit Maritime is

Venezuela S.A. (PDVSA) in the second

took three crude carriers from

registered, did not respond to requests

half of 2020, in violation of US

Greece-based Altomare SA, while Asia

by Reuters for comments.

sanctions, according to a Reuters

Charm received a tanker from the Finish

article published on 29 December.

company Lundqvist Rederierna AB.

Muhit Maritime FZE, Issa Shipping FZE

According to Reuters, the three

and Asia Charm Ltd allegedly facilitated

companies’ beneficial owners could not

shipments of Venezuelan oil worth

be identified. Fujairah Free Zone

$208.5 million. Muhit Maritime

Authority’s director general Sharief Al

reportedly took over the management

Awadhi said that his institution knows

of three vessels from Greece-based

the beneficial owners of all the

ship operator Eurotankers Inc, whose

registered entities, including Issa

The UAE government has stated that an
investigation is underway into the three
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named entities.
Reuters article
UAE Ministry of Foreign A...
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Brazil reportedly files suit against Maersk over
alleged corruption in Petrobras contracts
Brazil’s federal prosecutors reportedly

lawsuit reportedly seeks to freeze an

exclusive information that allowed

filed a civil lawsuit against Danish

estimated R$1 billion (£145 million) of

Maersk to secure shipping contracts

shipping company Maersk and the

assets to pay for the damages

from 2006 until 2014. The lawsuit is

firm’s former executives over alleged

resulting from the scheme.

also directed at former employees of

corruption regarding its shipping

Petrobras.

contracts with state-run oil firm

Brazilian prosecutors claim that there is

Petroleo Brasileiro SA, according to a

evidence of bribe payments to

Reuters report on 11 December. The

Petrobras employees in exchange for

Reuters article

OCCRP report reveals how cybercriminals use
fake adverts for crypto investment scams
The Organized Crime and Corruption

most of the fraudulent websites claim

linked a fraudulent Bitcoin advertising

Reporting project (OCCRP) and

they use crypto robots, or crypto trading

scheme using unauthorised celebrity

Swedish daily Dagens Nyheter released

bots, to build extremely profitable

images to five addresses in Russia. The

on 1 December an investigation into

investment platforms based on

media outlet argues that the scale of

the use of fake cryptocurrency trading

contracts for difference arrangements,

the global scheme makes it difficult for

software for online investment and

in which participants engage in

Google to block the ads and for

celebrity scams which are publicised

financial spread betting.

regulators to stop the perpetrators.

through Google and social media.
London-based online marketing

Google told Swedish reporters that

After analysing around 800,000 leaked

company Finixio, allegedly involved in a

around 50 million “sensationalist ads”

advertisements, journalists found that

Bitcoin scam network, reportedly spent

were taken down in 2019, but

cyber criminals use fake celebrity

$7 million this year on Google adverts,

scammers buy hundreds of new

endorsements targeted at local markets

some of which were for fake Bitcoin

domain names every month. Google's

and then exploit social media loopholes

coverage or the promotion of

Director of Communications for

to entice users to share their details

investment programmes such as the

Northern Europe Mark Jansen said that

and invest in purported Bitcoin trades

Bitcoin Code or Bitcoin Revolution.

“It’s a cat-and-mouse game: scammers

for unusually high returns.

are constantly developing their ways to
Despite being shut down by Google in

be able to beat our system, but we’re

The investigation reveals that

2019, journalists found that the

committed to fighting it”.

Cyprus-based licensed broker ForexTB,

US-based marketing firm Ads Inc

a crypto robot, and two crypto review

continued to use its domain ezlp.io to

websites spent close to $20 million in

host pages promoting scams, including

2020 on Google keyword searches

bogus cryptocurrency investments. A

related to cryptocurrencies. Despite

follow-up report by the Guardian

being backlisted in many countries,

Australia, published on 13 December,
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Australian securities regulator decides not to act
against Westpac in payments probe
Reuters reported on 23 December that the Australian

anti-money laundering and counter-terrorism financing

Securities and Investments Commission (ASIC) has decided

(AML/CFT) laws in November 2019.

not to take any action against Westpac Banking Corp after
concluding its investigations into alleged illegal payments to

Consequently, Westpac admitted to having breached the laws

people exploiting children.

more than 23 million times and agreed to pay A$1.3 billion to
settle AUSTRAC’s proceedings.

The ASIC probe was initiated after the Australian Transaction
Reports and Analysis Centre (AUSTRAC) commenced legal

Reuters article

proceedings against Westpac for allegedly breaching

Lebanon central bank governor reportedly
involved in conflict of interest
The Organized Crime and Corruption Reporting Project

Banque Audi Suisse S.A. and used its inactive Curaçao

(OCCRP) and Daraj News reported on 10 December that

subsidiary Beryte International N.V. to buy another stake in

Lebanon central bank (Banque du Liban, BdL) governor Riad

2016. Under Lebanese law, the central bank governor is

Salamé bought a stake in London wealth management

reportedly prohibited from engaging in outside business

company Crossbridge Capital, his son’s employer, then sold

beyond holding securities or shares in joint stock companies.

it to BdL-regulated Lebanese bank Bank Audi S.A.L., raising

In response to the allegations, Salamé dismissed any

conflict of interest concerns.

suggestion of wrongdoing.

According to the investigation, Crossland Assets Corp was

On 11 August, OCCRP and Daraj published a joint

set up in November 2008 in Panama and placed under the

investigation revealing Salamé’s offshore wealth, which

same management as Merrion Capital S.A., a local firm which

includes real estate in the UK, Germany and Belgium. The

reportedly bought a luxury London flat for Salameh in 2017.

article mentioned an ongoing embezzlement lawsuit against

One year after the governor’s son, Nady Salamé, started

Lebanon central bank's governor, while a 21 July Financial

working for Crossbridge Capital’s UK subsidiary, Crossland

Times article based on leaked audit reports accused Salamé

Assets Corp acquired in January 2009 five percent of

of shifting accounting practices regarding BdL’s activities.

Crossland Capital shares from another Panama shell
company, Westlake Commercial Inc, whose only purpose

OCCRP investigation

seemed to be to facilitate the transfer of assets.
OCCRP investigation (11 August)
Bank Audi allegedly acquired 19 percent of Crossbridge
Capital in December 2014 through its Swiss subsidiary
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ESG

The race to secure rare earths: what will higher
sustainability standards mean for investors in
critical minerals?

As the world’s largest economies transition to a greener future, investors and stakeholders across the rare earth value chain
are facing increased legal, regulatory and reputational pressure to adopt higher standards of sustainability and ensure the
traceability of their minerals.The EU’s new Action Plan on Critical Raw Materials was launched in September 2020 with a focus
on responsible supply chains. Meanwhile, parallel initiatives in the US will likely see Washington exert greater influence in this
area. This article examines how these forces might shape supply chains in the sector and what the practical implications for
companies will be.
Background
Securing the supply of critical materials and rare earths is considered crucial to developing renewable technologies such as wind
turbines and electric cars that will support the transition to clean energy for advanced and emerging economies. In the EU, for
example, currently all of the rare earths needed for magnets found in the EU’s wind turbines and electric motors are sourced from
outside the bloc, while 80 percent of the cobalt used for its electric storage batteries is refined in China. According to the World
Bank, the centrality of electric storage batteries to a low emissions economy means that, by 2050, there could be a 1000 percent
increase in EU demand for metals such as aluminium, cobalt, iron, lead, lithium, manganese and nickel.

The EU has set out a new strategy – the Action Plan on Critical Raw
Materials – to curb its over-reliance on rare earths imported from, and
refined, outside the 27-member bloc
As part of its green transition, the EU wants to avoid high dependency on critical raw materials by diversifying its sources abroad,
and strengthening its sourcing at home. In parallel, the EU wants to ensure that its value chains are sustainable and
socially-responsible. Several questions surround the sustainable production of raw materials in regions like sub-Saharan Africa
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or South America. Mining practices in the global south are frequently blighted by weak governance environments, which expose
companies to environmental risks such as pollution and toxic emissions, or prominent social issues like forced or child labour
within their value chains.
The US is also seeking to reduce its reliance on China for supplies of critical minerals, particularly those considered vital to
Washington’s economic and military strength. Under President Trump, corporate sustainability standards in the US have lagged
behind those of the EU but a shift is likely to take place under the incoming president, Joe Biden. The President-elect has already
pledged to re-join the Paris Agreement as soon as he takes office and invest $2 trillion in clean energy projects over the next four
years. As EU and US investment in securing future supplies of critical materials takes shape, companies are set to come under
more pressure from governments, as well as investors and consumers, to adopt common sustainability standards and adhere to
socially responsible practices.
What shift is taking place?
The evolution of Environmental, Social and Governance (ESG) within the corporate sphere over the last five years has seen the
proliferation of numerous voluntary standards and industry guidelines. But the lack of universal standards that apply to all
companies equally, coupled with requirements for companies and investors to apply them retroactively to existing investments
and projects, has created confusion among investors and limited their impact.

The European Investment Bank is tying its support for a number of new
energy projects to the EU sustainable finance taxonomy
In September 2020, the EU set out a new strategy – the Action Plan on Critical Raw Materials – to curb its over-reliance on rare
earths that are both imported from, and refined, outside the 27-member bloc. Inspired by established initiatives such as the UN
Sustainable Development Goals, the OECD Guidelines for Multinational Businesses, and the Principles for Responsible
Investment, the EU’s Action Plan states that its engagement with both the producers and consumers of critical materials “will
need to go hand in hand with responsible sourcing”.
The EU’s strategy is being rolled out in parallel with several other initiatives that build on the 2015 Paris Agreement and aim to
support a carbon-neutral economy. Towards the end of 2019 the European Commission announced Europe’s Green Deal which
provides opportunities for investment in renewable technologies and more sustainable business. Since then, the release of the
EU’s Taxonomy Regulation has opened the door to an EU-wide framework that will give investors and businesses greater
transparency on corporates’ environmental performance, thereby assisting decision-making and helping to channel investment
towards more environmentally sustainable projects.
Furthermore, to address labour abuses and modern slavery risks, the EU Regulation on Conflict Minerals came into force on 1
January 2021 and a draft regulation on batteries was released at the end of 2020. The conflict minerals law regulates the trade
of tin, tantalum, tungsten and gold and requires importers into the EU to conduct due diligence to ensure the value chain is free
from child or forced labour and that proceeds are not used to fund armed conflicts.
Besides the new regulation, expectations of investors and consumers are also steadily raising the bar and are likely to reward
companies throughout the value chain that can demonstrate responsible sourcing and accurately account for the precise origin
of anything they sell. The European Investment Bank is tying its support for a number of new energy projects to the EU
sustainable finance taxonomy, which requires companies to improve their disclosure of environmental and social risks. Growing
pressures on companies to ensure that the benefits of mineral extraction are shared across what are complex and growing
societies will increasingly require investment that translates into equitable fiscal benefits for all parties.
There are also strategic interests at play that could benefit stakeholders in the mineral earth value chain. On 30 September,
President Trump issued a far-reaching executive order which seeks to address increasing global competition and safeguard US
access to critical minerals. In line with this strategy, Washington recently provided $9.6 million to a company looking to refine
rare earths required for US weaponry, as well as the growing market for wind turbines and electric vehicles.
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Projects that fit with the overarching strategies of the EU and US will likely receive preferential treatment, while companies that
do not adapt risk losing out on investment or customers, or both.
How can investors and companies prepare?
The EU’s Action Plan, together with anticipated actions in the US under a Biden presidency, is an opportunity to apply
sustainability conditions and shape the rules of the game for companies and investors throughout the minerals value chain; from
miners to refiners and end users such as the manufacturers of electric cars, storage batteries and wind turbines. Furthermore, it
presents a chance to design new projects and develop new supply chains with environmental and social risks factored in from
the start, effectively levelling up the playing field across the resource sector.
As an increasing array of hard and soft regulation, and new investment opportunities, are developed over the coming months,
companies wishing to take advantage of the EU or US strategies will need to respond to pressures to be more responsible and
transparent about their activities. Companies and investors would be advised to prioritise the sustainability of their supply chains
and governance practices in anticipation of further conditions and standards being set, and in response to growing consumer
expectations.
In terms of soft law, companies would do well to sign up to programmes such as the Certification of Raw Materials (CERA) and
the Initiative for Responsible Mining Assurance (IRMA), which enable them to trace minerals to source and show best practice on
the ground. Companies will also need to undertake specific initiatives that provide long-term governance and socio-economic
benefits to the communities and regions in which they operate.
For example, at the end of November, the Swiss-based commodity trader Trafigura reached a deal with the Congolese
government to help improve labour conditions at the country’s artisanal mining operations in return for supplies of cobalt. The
company said it would also be using QR codes to certify the origin of what it sourced.
Elsewhere, companies should look to meet the growing demand for jobs beyond the mines themselves, and support value
addition activities that will boost local economies. Companies will need to plan and budget for such initiatives so that
responsible practice is assured in advance of committing to investments or specific projects.
As the global demand for critical materials ramps up, and investors and consumers seek reassurance about responsible
practices, the visions of the EU and US are a calling card for companies throughout the mineral supply chain to manage
sustainability risks effectively and ensure more equitable benefits from their activities.
Simon Jennings Head of Africa and ESG Services
simon.jennings@aperio-intelligence.com
Aperio Intelligence is running a webinar on 27 January - The race to secure rare earths: what will higher sustainability standards
mean for investors in critical minerals? Click here for details and to register.
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