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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm, headquartered
in London. Collectively our team has decades of
experience in undertaking complex investigations and
intelligence analysis. We speak over twenty languages inhouse, including all major European languages, as well
as Russian, Arabic, Farsi, Mandarin and Cantonese.
We have completed more than 3,000 assignments over
the last three years, involving some 150 territories. Our
client base includes a broad range of leading
international financial institutions, law firms and
multinationals.

Our role is to help identify and understand financial crime,
integrity and reputational risks, which can arise from a lack
of knowledge of counterparties or local jurisdictions,
enabling our clients to make better informed decisions.
Our due diligence practice helps clients comply with antibribery and corruption, anti-money laundering and other
relevant financial crime legislation, such as sanctions
compliance, or the evaluation of tax evasion or sanctions
risks. Our services support the on-boarding, periodic or
retrospective review of clients or third parties.
Our investigations practice advises clients in a wide range
of complex disputes and other contentious matters,
including complex cross-border asset tracing claims,
litigation support, internal investigations, market
intelligence, supply chain analysis and country risk
assessments.
Our team has specialist knowledge of and access to a very
broad range of public and proprietary data sources, as well
as a longstanding network of reliable, informed local
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contacts, cultivated over decades, who support us regularly
in undertaking local enquiries on a confidential and discreet
basis. As a specialist provider of corporate intelligence, we
source information and undertake research to the highest
legal and ethical standards. Our independence means we
avoid potential conflicts of interest that can affect larger
organisations.
We work on a “Client First” basis, founded on a strong
commitment to quality control, confidentiality and respect
for time constraints. We offer robust, cost-effective
solutions, providing our clients with work of the highest
quality at favourable rates.
Please do not hesitate to get in touch with us if you would
like to know more about Aperio’s services or discuss how
we might be able to help you:

Email info@aperio-intelligence.com or find out
more at: aperio-intelligence.com
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INTRODUCTION
Welcome to May's issue of the Financial Crime Digest, which provides concise analysis of the most significant financial crime
related developments from around the world. To receive the publication direct to your inbox every month, please sign up here. We
are also currently developing an online platform, which provides more comprehensive coverage of financial crime developments.
If you would like more information on the new platform or our services please email info@aperio-intelligence.com
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ENFORCEMENT

EU formally notifies several member states over
incorrect or partial enactment of AML rules
In its letters of formal notice to Belgium, the Czech Republic,
Estonia, Ireland, Greece, Luxembourg, Austria, Poland and the
UK, the Commission urges all member states to transpose
the remaining 5MLD measures ‘urgently’ to better protect the
EU’s financial system.

Other decisions by the EC include
The closing of infringement procedures against Estonia,
France, Luxembourg and the Netherlands after the
complete transposition of new EU rules on the fight
As part of its latest infringement decisions package issued
on 14 May, the European Commission (EC) formally notified
Estonia over its incorrect transposition of the EU’s Fourth
Money Laundering Directive (4MLD) and warned eight
member states and the UK over the partial implementation

against fraud
A request to Luxembourg and Portugal to amend their
legislation regarding the EU’s anti-tax avoidance directive
to remove tax exemptions for entities that do not qualify

of the Fifth Money Laundering Directive (5MLD).

as ‘financial undertakings’

According to the EC, Estonia’s failings concern the treatment

A new request sent to Romania to upgrade its anti-fraud

of politically exposed persons (PEPs), beneficial owners, risk
assessments and risk management systems and the
financial intelligence unit’s (FIU) access to information.

IT system on excise goods’ movement and control
EU Commission May infringement package

UK NCSC takes down fake Covid-19 websites
The UK’s National Cyber Security Centre (NCSC) announced

flagged via the reporting service.

on 7 May that over 160,000 suspicious emails have been
reported to the Suspicious Email Reporting Service (SERS)

The NCSC analyses the suspicious emails and websites, in

by the public, which has led to more than 300 bogus

order to block the account that the email came from, remove

websites being taken down in the two weeks since the

the links to the malicious websites and raise awareness

launch of the service as part of the Cyber Aware campaign.

about commonly reported emails and methods.

Multiple scam webpages featuring mock-ups of official

NCSC press release

websites, as well as scam webpages selling bogus
coronavirus related products have been removed after being
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UK NCA recovers $8 million following money
laundering probe into Liberian business account
account, which allegedly operated a

The corrupt account was set up in the

fund “for the purpose of tax evasion,

name of a company called ‘The

money laundering, bribery and

Albatross Limited’, incorporated in

corruption”.

Liberia in the 1970s and purportedly
established to operate container ships

The UK’s National Crime Agency (NCA)
announced on 19 May that it has
seized over $8 million in illicit
proceeds following an investigation
into a corrupt Liberian shipping firm

The NCA launched the inquiry in 2019

for an international firm. According to

after Commerzbank AG London

the NCA, the international shipping

referred the account to the National

company was able to demonstrate it

Economic Crime Centre due to unusual

had no knowledge of the Liberian

activity in relation to one individual

business, which has never appeared in

attempting to move the money into a

their financial statements.

new account, allegedly meant for
charitable activities. In October 2019,

NCA press release

the Westminster Magistrates Court
granted an account freezing order and a
notice of forfeiture was issued in April.

Lockdown restrictions lead to larger illicit cash
and drug seizures by the UK’s NCA
The Covid-19 quarantine has led to

The NCA speculates that the shuttering

approximately 250,000 kilograms of

increasingly risky organised crime

of businesses that operate with cash

cocaine which was hidden under dry

practices, according to a 22 May press

has created a money laundering and

ice, labelled as medical equipment, and

release by the UK's National Crime

illicit cash storage obstacle for

addressed to a London hospital.

Agency (NCA), which have seized £15

organised crime groups. Furthermore,

million in cash and 25 tonnes of Class

international travel restrictions are

The NCA statement notes that despite

A drugs, and made over 130 arrests

forcing criminal organisations to

the global pandemic and the increased

since the lockdown began in the UK on

transport drugs in inherently riskier bulk

cash and drug seizures in the UK, the

23 March. According to the NCA, the

quantities, resulting in larger losses

production of cocaine in South America

cash seizures represent an increase of

from police seizures.

and heroin in Asia continues unabated.

£2 million from the previous two
months and consist of larger individual

Recent discoveries include £490,000

seizures than those made in the first

seized in the port of Dover on 11 and 12

two months of 2020.

May and a 5 May discovery of

4
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US charges 33 DPRK and Chinese nationals in
$2.5bn laundering and sanctions evasion case
According to the indictment, the

Suspects defrauded the US

charges are the result of a multi-year

government by violating WMD and

investigation into attempts by North

other sanctions

Korea to access the US financial
system on behalf of the DPRK’s

Suspects interfered and obstructed

state-owned Foreign Trade Bank (FTB).

bank implementations of

Four of those charged are current or

anti-money laundering programs

former presidents and co-vice

An indictment unsealed on 28 May in
the United States District Court for the
District of Columbia reveals charges
leveled against 28 nationals from the
Democratic Republic of Korea (DPRK)
and five Chinese nationals, which
includes money laundering, bank fraud,
continuing a financial crimes
enterprise, conspiracy, and violations
of the International Emergency
Economic Powers Act, weapons of
mass destruction (WMD) proliferators
sanctions, and North Korea sanctions.

presidents of the FTB. A number of

Suspects violated Title 18 of United

those charged allegedly operated

States Code Section 1344 (a) and

covert Chinese branches of FTB in

(b) by defrauding US financial

Shenyang, Zhuhai, and Beijing, as well

institutions

as three covert branches in Russia and
additional covert branches in Austria,

Suspects used fraudulent means to

Libya, and Kuwait. All 33 suspects are

cause correspondent banks to

currently at large.

process over $2.5 billion through
more than 250 front companies

Key allegations in the indictment
US indictment
Suspects bypassed OFAC sanctions
to provide financial services to

Title 18 of US Code

specially designated nationals and
blocked persons (SDNs) in North
Korea

World Bank debars Chinese electrical equipment
company for fraudulent practices
The World Bank announced the

LEEEC purportedly failed to disclose a

LEEEC’s debarment, according to the

debarment of Chinese power company

conflict of interest and misrepresented

2010 Agreement for Mutual

Liaoning-EFACEC Electrical Equipment

its past contract experience to meet the

Enforcement of Debarment Decisions,

Company Limited (LEEEC) on 6 May,

project’s contractual requirements. In

qualifies for debarment by other

prohibiting the company from

order to be released from the sanctions,

multilateral development banks (MDB).

participating in World Bank-financed

the company has committed to

projects for 20 months for its

developing an integrity compliance

involvement in fraudulent practices

programme and to fully cooperating

concerning a power project in Zambia.

with the World Bank.
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World Bank press release
List of debarred entities
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World Bank debars New Zealand-based traffic
expert over Vietnam corruption
practices” in his role as lead consultant

The debarment is part of a settlement

for Vietnam’s Da Nang sustainable city

agreement with Tinnion-Morgan, which

development project and the Hanoi

acknowledges his responsibility for the

urban transport development project.

corrupt practices in Vietnam. As a
condition for release from debarment,

According to the World Bank,

Tinnion-Morgan has agreed to take

Tinnion-Morgan fraudulently influenced

remedial action and meet compliance

the tendering procedures for the two

requirements, including training

urban development projects, solicited

consistent with the World Bank’s

bribes and failed to disclose his

integrity guidelines.

business relationship with one of the
The World Bank announced on 13 May
the six-year debarment of New
Zealand-based transportation expert
James Tinnion-Morgan in relation to
“collusive, corrupt and fraudulent

bidders. The debarment makes

World Bank press release

Tinnion-Morgan ineligible to participate
in projects financed by the World Bank

World Bank integrity guid...

Group or by other multilateral
development banks (MDBs).

US DOJ reaches settlement to recover over
$49m misappropriated from 1MDB
The US Department of Justice (DOJ)

The civil forfeiture complaints allege

With the conclusion of this settlement,

announced on 6 May that it has

that from 2009 through to 2015, an

together with the prior disposition of

reached a settlement regarding the

estimated $4.5 billion in funds

other related forfeiture cases, the

civil forfeiture of over $49 million in

belonging to 1MBD was

United States will have recovered or

assets acquired by the former

misappropriated by senior 1MDB

assisted in the recovery of nearly $1.1

managing director of Abu Dhabi’s

officials and their associates, including

billion in assets associated with the

International Petroleum Investment

al-Qubaisi, through an international

1MDB scandal. Several civil forfeiture

Company (IPIC), Khadem al-Qubaisi.

money laundering and bribery

complaints remain pending against

The assets were allegedly

conspiracy. The assets subject to the

assets associated with other alleged

misappropriated from Malaysian

settlement agreement include the sale

co-conspirators.

sovereign wealth fund, 1Malaysia

proceeds of high-end real estate in the

Development Berhad (1MDB), and

US. Atlantic Property Trust, which

laundered through financial institutions

oversees the assets subject to the

in several jurisdictions, including the

forfeiture action, has agreed to forfeit

US, Switzerland, Singapore and

all assets and the trustee, al-Qubaisi’s

Luxembourg.

wife, is also required to cooperate in the
disposition of the assets.
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DOJ press release
Stipulation and request t...
Consent
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Betting software provider FSB Technology fined
for AML failings relating to third-party licensees

The UK Gambling Commission announced on 6 May that

contractual and audit arrangements in place, which are

gambling software provider, FSB Technology (UK) Limited,

updated at least annually, to ensure their existing and

has agreed to pay £600,000 for repeated “advertising,

prospective third-party partners are competent, reliable and

money laundering and social responsibility failings” in

do not pose risks to the licensing objectives.

relation to three of its third-party licensees between January
2017 and August 2019.

FSB’s key AML/CFT breaches

Following an investigation launched on 16 August 2019, the

Failing to establish and maintain appropriate controls

Gambling Commission found that FSB failed to provide

regarding the management of its third-party partners and

sufficient oversight of the three third-party websites and that

customers

its anti-money laundering/counter terrorist financing
(AML/CFT) policies failed to adequately address risks

The AML compliance team was not adequately resourced

presented by higher-risk customers. In addition, FSB had not

and trained, including a VIP team manager acting without

carried out sufficient due diligence prior to entering into

the necessary oversight and training

contractual arrangements with its third-party partners and
during the business relationship. In one case, it failed to

A lack of suitable account reviews to monitor the

ascertain that a third-party company had links to an individual

re-opening of customer accounts by third-party partners,

regarded as a politically exposed person (PEP).

in cases where customers had previously self-excluded

In addition to accepting the failings, FSB has agreed to new

A lack of adequate documentation and audit trail

operating licence conditions to ensure it conducts risk-based
due diligence on new and current third-party partners, to

Failing to carry out source of funds checks on a customer

recruit new staff including a money laundering reporting

who spent £282,000 in 18 months

officer (MLRO) and to put in place an improved system of due
diligence. The Commission is still reviewing the actions of

Gambling Commission press release

FSB’s personal management licence holders.
Gambling Commission announcement of FSB revie...
To ensure industry learns from this example, the Gambling
Commission advises UK gambling operators to ensure that
they have effective governance, due diligence, and
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UK Gambling Commission details serious AML
and social responsibility failings by operator
The UK Gambling Commission

investigation was launched in March

£119,395 in four days, and had multiple

published on 27 May the results of its

2019 after the Commission was

debit card payments declined. PTES

investigation into PT Entertainment

contacted by the family of a man who

was found to have never determined

Services (PTES), finding that the

had committed suicide after losing

the man’s occupation or source of

former online gambling operator did

thousands of pounds gambling through

income, but instead offered him VIP

not conduct an adequate risk

PTES. Despite the closure of the

status after placing large bets and

assessment to prevent money

company, the Commission decided that

gifting him an Apple Watch.

laundering and terrorist financing, in

it was in the public interested to publish

violation of its operating licence. The

the findings. In addition to this, the

The failures in PTES’ social

company also violated its obligations

Commission’s investigations into the

responsibility policies and procedures

to carry out ongoing monitoring of its

role of key individuals at PTES are still

occurred between May 2015 and

relationship with customers, as well as

ongoing.

September 2017, and the failures

serious social responsibility failings.

relating to its AML policies and
The Gambling Commission’s

procedures occurred between October

The Gambling Commission would have

investigation found that PTES failed to

2016 and September 2017.

imposed a £3.5 million fine against the

carry out “any responsible gambling

company if it was still in operation,

customer interaction” with the

however PTES surrendered its gambling

individual, even after he bet nearly £4.5

licence during the investigation. The

million in a three-month period, lost

Gambling Commission press...

Alexion agrees “in principle” $25m settlement
with the US SEC to resolve FCPA probe
Alexion Pharmaceuticals revealed in a

countries, including Brazil, Japan,

equitable remedies, including

quarterly filing to the US Securities and

Russia and Turkey. Later in 2015, the US

disgorgement, injunctive relief”.

Exchange Commission (SEC) on 6 May

Justice Department (DOJ) also opened

that it has agreed “in principle” to

an investigation into Alexion’s

In April 2019, Alexion agreed to pay $13

settle claims related to the SEC’s

compliance with the FCPA.

million to settle the US government’s

foreign bribery investigation into its

allegations that it illegally paid

grant-making activities outside of the

The company’s most recent SEC filing

kickbacks to Medicare and the Civilian

US for a proposed $25 million.

notes that the agreement has been

Health and Medical Program to induce

reached “in principle” with the SEC

patients to purchase the company’s

In May 2015, Alexion received a

Enforcement Division, therefore it is not

drug, Soliris.

subpoena from the SEC in connection

definitive, highlighting that unless such

with its grant-making activities and its

an agreement is settled, the SEC may

compliance with the Foreign Corrupt

pursue litigation which could result in

Practices Act (FCPA) in various

the imposition of “fines, civil penalties,

8
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Interpol-led operation against illicit trade in
cultural property recovers 19,000 artefacts
international criminal networks

from illicit online markets following a

trafficking archaeological goods from

“cyber patrol week” under the

countries affected by war or stolen

leadership of the Italian Carabinieri.

from museums. Joint searches by the

Europol, Interpol and the World
Customs Organisation announced in a
statement on 6 May that 101 organised
criminals were arrested, and 19,000
ancient coins and other artworks
seized in the autumn of 2019 as part of
an operation targeting the illicit trade
in cultural goods.
The global operation involved 103
countries and resulted in the opening of
300 different investigations against

Spanish Civil Guard (Guardia Civil) and

According to Interpol’s Secretary

the Colombian police led to the seizure

General Jürgen Stock, the number of

of a record number of ancient artefacts

new investigations is proof of the global

looted in Colombia. Similar

reach of illicit trade in cultural objects.

investigations took place in

“If you then take the significant

Afghanistan, Argentina, Chile, the Czech

amounts of money involved and the

Republic, Latvia and Romania.

secrecy of the transactions, this also
presents opportunities for money

Joint operations Athena II and Pandora

laundering and fraud as well as

IV also targeted the cross-border

financing organised crime networks”, he

movement of cash by criminal

added.

organisations seeking to launder the
proceeds of crime.

Europol press release

During the global crackdown, particular

Interpol press release

attention has been paid to the
monitoring of online marketplaces in

Spanish Civil Guard press...

search of illicit art sales. As a result,
8,670 cultural objects were recovered

UN Security Council designates new ISIS leader
The United Nations (UN) Security

financing and facilitating ISIL activities

and trafficking of Yazidi Christians in

Council announced on 21 May that it

as its head of global operations since

northern Iraq, which began in 2014.

has added the newest leader of the

the death of former leader Abu Bakr

Islamic State of Iraq and the Levant

al-Baghdadi in October 2019. Al-Mawla

The European Union (EU) also

(ISIL), Amir Muhammad Sa’id

is an Iraqi national who formerly served

designated al-Mawla on 26 May

Abdal-Rahman al-Mawla, to its ISIL

in the Al-Quaida of Iraq terrorist

following the UN designation.

(Daesh) and Al-Qaeda sanctions list

organisation before joining ISIL and

pursuant to resolutions 1267 (1999),

rising to the position of deputy Amir

1989 (2011), and 2253 (2015).

prior to al-Baghdadi’s death during a US

UN Security Council press...

raid in Syria on 27 October 2019.

UN summary of reasons

explains that al-Mawla, otherwise

Al-Mawla is also believed to have

EU designation

known as Hajji Abdallah, has been

played a significant role in the killing

The UN’s summary of the designation

9
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EU Council designates six Nicaraguan officials
for serious human rights abuses
The EU’s High Representative for

situation in Nicaragua adopted

Full cooperation with local and

Foreign Affairs announced on 4 May

pursuant to Council Decision (CFSP)

international human rights

the designation of six members of the

2019/1720 of 14 October 2019.

organisations

The EU Council’s statement reaffirms

Agreement on electoral and

the bloc’s offer of aid during Covid-19,

institutional reforms, in line with

The six individuals, subject to travel

as well as affirming support for the

2011 EU election observer

bans and asset freezes, include three

people of Nicaragua, noting that

recommendations

police chiefs, two presidential advisors,

sanctions are never intended to harm

and the head of a prison identified by

the population at large.

EU declaration

Areas for improvement

EU Council Decision

Nicaraguan government for serious
human rights violations.

the EU as a torture site.
The sanctions have been implemented
according to the framework of targeted

Ceasing the persecution of political

restrictive measures in view of the

opposition members

US designates Nicaraguan finance minister and
army chief over human rights abuse
The US Department of the Treasury’s

persons or individuals within the US.

A statement by US Secretary of State

Office of Foreign Assets Control

Any entities that are owned, directly or

Mike Pompeo claims that in Acosta’s

(OFAC) announced on 22 May the

indirectly, 50 percent or more by the

role as minister of finance and public

designation of two Nicaraguan

designated individuals are also blocked.

credit, “he coordinated regime finances

officials, Julio Cesar Aviles Castillo and

to prioritize repression and avoid

Ivan Adolfo Acosta Montalvan,

The two senior government officials are

democratic reforms and accountability

pursuant to Executive Order 13851,

the latest high-ranking Ortega-related

for human rights violations”.

which sanctions individuals connected

Nicaraguans to be sanctioned for

to Nicaraguan President Daniel

involvement in government crackdowns

Ortega’s regime.

and human rights abuses that have led
to the deaths of over 300 people since

Any property of Acosta, Nicaragua’s

the political uprising in April 2018. The

minister of finance, or Aviles,

Treasury Department press release

commander-in-chief of the Nicaraguan

states that Aviles permitted the arming

Army, must be blocked and reported to

of a paramilitary force that accounted

OFAC if in the possession of US

for many civilian deaths.

10

Treasury press release
Secretary of State press ...
Executive Order 13851
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US designates Iraqi-Iranian national and front
company over Iran sanctions violations
The US Treasury Department’s Office

Justice (DOJ) filed criminal charges

National Iranian Oil Company (NIOC),

of Foreign Assets Control (OFAC)

against Dianat and his business

the National Iranian Tanker Company

designated on 1 May dual Iranian and

associate Kamran Lajmiri for violations

(NITC) and the IRGC-QF. Shortly after

Iraqi national Amir Dianat and his

of the Iranian Transactions and

taking possession of the tanker in

company Taif Mining Services LLC

Sanctions Regulations (ITSR), the

September, Taif changed the tanker’s

pursuant to Executive Order (EO)

licensing requirements of the

name to Gulf Sky and used it in early

13224, for providing support to Iran’s

International Emergency Economic

December to transport Iranian crude oil

Islamic Revolutionary Guard

Powers Act (IEEPA), and money

from Kharg Island, Iran in collaboration

Corps-Qods Force’s (IRGC-QF) efforts

laundering laws. The case, investigated

with the NIOC. In addition to the

to generate illicit revenue by smuggling

by the US Immigration and Customs

criminal complaint, the DOJ filed a

weapons from Iran to Yemen.

Enforcement, alleges that the

related civil forfeiture action seeking to

defendants conspired between May and

recover approximately $12.3 million in

OFAC alleges that Dianat was an

December 2019 to purchase crude oil

illicit proceeds, allegedly laundered into

associate of IRGC-QF officials Behnam

tanker Nautic from a Liberian company

the US to purchase the tanker.

Shahriyari and Rostam Ghasemi and

by using the US financial system.

was involved in smuggling weapons

OFAC press release

shipments to Yemen by securing entry

According to the complaint, Dianat used

for IRGC-QF vessels and using his

a web of front companies, including

connections to facilitate logistics.

Taif Mining, to purchase the tanker, in
coordination with a series of

Concurrently, the US Department of

OFAC identifying informat...
DOJ press release

US-designated entities which included

BIOMIN America pays $258k for inadvertently
breaching US sanctions on Cuba
The US Treasury Department’s Office

entities sold foreign-produced

under the Export Administration

of Foreign Assets Control (OFAC)

agricultural commodities to Alfarma SA

Regulations.

announced on 6 May that BIOMIN

using a transaction structure incorrectly

America Inc agreed to pay $257,862

determined to be consistent with the

The company, which voluntarily

for apparently violating US sanctions

Cuban Asset Control Regulations.

self-disclosed the non-egregious

against Cuba by conducting $17.4

apparent violations, has implemented

million-worth of transactions with

Officials stated that BIOMIN America

remedial measures that include

Cuba-based Alfarma SA between July

did not have the relevant compliance

providing staff training and improving

2012 and September 2017.

programme in place at the time of the

internal processes to prevent future

44 apparent US sanctions violations

unauthorised sales.

According to the enforcement action,

and that the company could have used

the US-based animal nutrition company

an existing general licence or applied

and its owned or controlled foreign

for a specific licence to export products

11

OFAC enforcement action
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US charges Iranian executives of financial
services firm with conspiracy to violate sanctions
The US Department of Justice (DOJ)

financial transactions with US

alternative payment methods, such as a

announced on 18 May money

businesses for nearly a decade until

PayPal account or Visa gift card, to

laundering, wire fraud, and conspiracy

November 2018, in violation of the

make online purchases that

charges against the Iranian CEO and

International Emergency Economic

circumvented US sanctions on Iran.

COO of online financial services

Powers Act (IEEPA). Such illegal

company Payment24.

transactions allegedly included the

The Payment24 website allegedly

unlawful purchase and exportation of

advertised services to circumvent US

Payment24 founder and CEO Seyed

computer software, software licences,

sanctions, made claims that the

Sajjad Shahidian was extradited from

and computer servers from the US.

company had brought millions of

the UK and faces charges in the US

dollars of foreign currency into Iran, and

District Court in Minneapolis, while COO

Employing 40 Iranians in three offices

offered clients advice on how to create

Vahid Vali remains at large, according

across Iran, Payment24 allegedly used

accounts with a foreign identity.

to the DOJ.

fake records and documents to
establish US bank accounts through

The Minnesota office of the Federal

which it enabled its Iranian customers

Bureau of Investigation purports that

to conduct business. The customers

Payment24 ran a scheme to assist

were reportedly issued remote Emirati

Iranians in conducting prohibited

IP addresses and provided with

Criminal complaint
US statement
DOJ statement

OFAC designates Shanghai Saint Logistics Ltd
for working for Iran’s Mahan Air
The US Treasury Department’s Office

pursuant to EO 13224 for providing

In line with its July 2019 Iran-related

of Foreign Assets Control (OFAC)

support to Iran’s Islamic Revolutionary

sanctions advisory, OFAC reminds the

designated on 19 May China-based

Guard Corps-Qods Force (IRGC-QF) and

international aviation community of the

Shanghai Saint Logistics Limited

in December 2019 pursuant to EO

sanctions risks for individuals and

pursuant to Executive Order (EO)

13382 targeting proliferators of

entities servicing Mahan Air and other

13224, for acting as a general sales

weapons of mass destruction.

designated airlines, by providing freight

agent (GSA) for or on behalf of Iranian
airline Mahan Air.

booking, reservation and ticketing
According to OFAC, Mahan Air has

services or maintenance contracts.

transported weapons and equipment in
Shanghai Saint Logistics, Mahan Air’s

support of IRGC-QF and Hezbollah’s

Shanghai cargo GSA providing freight

operations in the Middle East, provided

booking services for flights between

support to the Assad regime in Syria

China and Iran, is the seventh entity

and has more recently facilitated

designated as a Mahan Air GSA since

shipments to Venezuela, using

2018. The Iranian commercial airline

materials sourced from China.

was designated in October 2011
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OFAC designates Iranian interior minister and
police officials for human rights violations
The US Department of the Treasury’s

Iranian police forces to fire on peaceful

including the reported killing of

Office of Foreign Assets Control

protestors and bystanders, killing

hundreds of Iranian protesters following

(OFAC) designated on 20 May a dozen

hundreds of Iranians including 23

nationwide protests against increasing

Iranian individuals and entities

children.

gas prices in November 2019.

13553 for their alleged involvement in

The Department of State also

OFAC’s regulations provide that all

serious human rights abuses. The

announced the designation of Ali

property and interests in property of

designated nationals include Iran’s

Fallahian for visa restrictions under

designated nationals that are in the US

Interior Minister Abdolreza Rahmani

Section 7031(c), who, while serving as

or in the possession or control of US

Fazli, seven senior officials of Iran’s

the head of Iran’s intelligence service

persons must be blocked and reported

Law Enforcement Forces (LEF), a

(MOIS) between 1989 and 1997, was

to OFAC, as well as the general

provincial commander of Iran’s Islamic

involved in multiple assassinations and

prohibition of all dealings by US

Revolutionary Guard Corps (IRGC), and

attacks across the globe, including the

persons or within the US that involve

the Iranian Law Enforcement Forces

1994 bombing of a Jewish community

any property or property interests of

Cooperative Foundation (LEF, Bonyad

centre in Buenos Aires.

designated individuals.

pursuant to Executive Order (EO)

Taavon NAJA).
OFAC further designated the current
Fazli has been designated pursuant to

Commander and Deputy Commander of

EO 13553 and Section 7031(c) of the

the LEF, Hossein Ashtari Fard and

Department of State, Foreign

Ayoub Soleimani. During their tenure as

Operations, and Related Programs

commanders, the LEF has been

Appropriations Act for authorising

implicated in multiple cases of violence,

US Treasury press release
OFAC designations
Secretary of State statem...

US designates Bosnia and Herzegovina former
house representative for corruption
US Secretary of State Mike Pompeo

Previously, Zukic served as both a

2017 on suspicion of multiple

announced on 28 May the designation

house representative of the Federation

corruption offences and then released

of former representative of Bosnia and

of Bosnia and Herzegovina and as the

the following July despite the state

Herzegovina Amir Zukic for his

general secretary of the Party of

prosecutor’s objections.

involvement in significant corruption

Democratic Action, the largest Bosnian

pursuant to the Department of State,

Muslim party in the country and an

Foreign Operations, and Related

observer member of the European

Programs Appropriation Act (2020).

People’s Party in the EU Parliament.

The designation makes Zukic and his
immediate family members ineligible

According to a 2018 Freedom House

to enter the US.

report, Zukic was arrested in February

13
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US BIS lists 33 Chinese entities over human
rights abuse and military activities
The US Department of Commerce’s

Technology Co Ltd; Beijing

entities have been listed due to being

Bureau of Industry and Security (BIS)

Computational Science Research

“complicit in human rights violations

announced in two separate statements

Center; Beijing Jincheng Huanyu

and abuses committed in China’s

on 22 May the combined addition of 33

Electronics Co Ltd; Center for High

campaign of repression, mass arbitrary

Chinese entities to the list of entities

Pressure Science and Technology

detention, forced labor and

subject to licensing and import

Advanced Research; Chengdu Fine

high-technology surveillance against

restrictions, based on military activity

Optical Engineering Research Center;

Uighurs, ethnic Kazakhs and other

running counter to US interests and the

China Jiuyuan Trading Corporation;

members of Muslim minority groups” in

ongoing human rights abuses being

Cloudminds (Hong Kong) Limited;

China’s western Xinjiang Province,

carried out against Chinese Uighur

Cloudminds Inc; Harbin Chuangyue

according to the BIS statement.

Muslims. The additions include an AI

Technology Co Ltd; Harbin Engineering

company involved in facial recognition,

University; Harbin Institute of

The nine entities are: China’s Ministry of

a cloud-based service used to operate

Technology; Harbin Yun Li Da

Public Security’s Institute of Forensic

robots, and a textile company allegedly

Technology and Development Co Ltd;

Science; Aksu Huafu Textiles Co;

using forced Uighur labor.

JCN (HK) Technology Co Ltd; K

CloudWalk Technology; FiberHome

Logistics (China) Limited; Kunhai

Technologies Group and the subsidiary

The first 24 companies, added to the

(Yanjiao) Innovation Research Institute;

Nanjing FiberHome Starrysky

list pursuant to Section 744.11(b) of the

Peac Institute of Multiscale Science;

Communication Development; NetPosa

Export Administration Regulations

Qihoo 360 Technology Co Ltd; Qihoo

and the subsidiary SenseNets;

(EAR), allegedly support the supply of

360 Technology Company; Shanghai

Intellifusion; and IS’Vision.

items to the Chinese military, including

Nova Instruments Co Ltd; Sichuan

Weapons of Mass Destruction (WMDs)

Dingcheng Material Trade Co Ltd;

development, contrary to US national

Sichuan Haitian New Technology Group

security and foreign policy interests.

Co Ltd; Sichuan Zhonghe Import and

The entities listed are based in China,

Export Trade Co Ltd; Skyeye Laser

Hong Kong and the Cayman Islands.

Technology Limited; and Zhu Jiejin.

The 24 entities are: Beijing Cloudmind

The second group of nine Chinese

BIS statement listing 24 ...
BIS statement listing 9 e...
Federal Register entry

Moldova seeks the extradition of oligarch Vlad
Plahotniuc over bank theft charges
The Republic of Moldova’s Prosecutor

It is alleged that Plahotniuc illegally

The Prosecutor’s Office stated a new

General’s Office stated during a press

obtained $100 million from the banking

indictment would be issued, charging

conference on 18 May, that it is

system with the help of a group of

Plahotniuc with setting up a criminal

charging the former leader of the

companies belonging to another

organisation, fraud, and money

Democratic Party, Vladimir Plahotniuc,

fugitive businessman, Ilan Shor.

laundering on a grand scale.

over his alleged role in the theft of

Plahotniuc allegedly used the money to

$100 million from a former state bank.

purchase shares in a bank, an insurance

Moldova is seeking Plahotniuc’s

company, an office complex, and a hotel

extradition from the US.

in Chisinau.
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US welcomes Malta’s $1.1bn seizure of Russianprinted Libyan currency
The US State Department issued a

sent the Libyan banknotes to the central

The UN Panel of Experts on Libya

press release on 29 May commending

bank’s address in Tobruk under the

issued a report in December 2019 to

Malta’s seizure of $1.1 billion of

terms of a contract signed in 2015.

the UN Security Council which found

counterfeit Libyan currency printed by

that Goznak JSC had delivered between

Russian state-owned company Goznak

The US recognises the central bank

2016 and 2018 the equivalent of

JSC and ordered by “an illegitimate

headquartered in Tripoli as the only

approximately $7.11 billion to the

parallel entity”.

legitimate central bank of Libya. The US

parallel central bank in the east of the

statement notes that the

country.

According to Reuters, Russia’s foreign

Russian-printed Libyan currency

minister has denied the US’s

worsens the country’s economic

description of the currency as

problems and expressed commitment

“counterfeit”, arguing that Libya has two

to cooperate with international partners

central banks, one in the capital Tripoli

in order to “deter illicit activities that

and another in the eastern Libyan city

undermine Libya’s sovereignty and

of Benghazi, and that Goznak JSC had

stability”.

Department of State press...
Reuters article
UN Panel of Experts repor...

Former Papua New Guinea prime minister
arrested on corruption charges
According to the police statement,

Marape issued a statement in response

O’Neill allegedly authorised the

to the developments in which he

purchase of two generators from Israel

explained that he will not impede any

worth K50 million (around £12 million)

police investigations into allegations

without complying with the

that include claims against him, and

procurement processes set out in the

encouraged citizens to make use of the

Public Finance Management Act, which

new whistleblowing law passed last

included the failure to put the contract

year to help combat corruption.

out to tender and a failure to gain

Papua New Guinea Police announced
in a statement posted on Facebook on
23 May the arrest of former prime
minister Peter O’Neill on charges of
misappropriation, abuse of office and
corruption.

15

approval from the Parliament.

Papua New Guinea police p...

According to local media sources,

SBS News

O’Neill claims that current Prime
Minister James Marape in his previous
capacity as finance minister approved
the deal and obtained the necessary
parliamentary approval, urging the
authorities to investigate him.

James Marape statement
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Hong Kong fines Southwest Securities for AML
breaches concerning third-party deposits
Hong Kong’s Securities and Futures

deposits in 2016 amounting to HKD

SSBL reported 31 suspicious

Commission (SFC) announced on 18

110.1 million (£11.6 million) due to a

transactions from 2016 to the JFIU.

May that it has fined Southwest

lack of adequate systems and

Securities (HK) Brokerage Limited

procedures to review the source of

In deciding on the sanctions, the SFC

(SSBL) HKD 1 million (£105,000) for

funds and mitigate the AML/CFT risks.

considered SSBL’s clean disciplinary

failing to comply with anti-money

record and the remedial steps already

laundering and counter terrorist

In addition, the company lacked the

financing (AML/CFT) regulatory

necessary internal controls to monitor

requirements between January and

its clients’ activities and detect and

December 2016.

report suspicious transactions to the
joint financial intelligence unit (JFIU).

The SFC found that SSBL failed to

Following the SFC’s request to review

scrutinise 89 percent of its third-party

all client deposits and trading activities,

taken to enhance its AML/CFT systems.
SFC press release
SFC statement of discipli...

Singapore regulator bans former bank and
insurance professionals for fraud
The Monetary Authority of Singapore

received a 25-year PO for forging

selling insurance policies which did not

(MAS) announced on 8 May that it has

signatures and banking documents to

cover patients’ medical needs to

issued prohibition orders (POs) related

pay approximately $10 million in

fraudulently increase their earnings.

to fraudulent and dishonest conduct

personal debt using funds from three

against four bank and insurance

client accounts, while Liaw was banned

The POs all came into effect on 4 May

professionals, including former local

for 10 years for the fraudulent use of

and prohibit the individuals from

Barclays Bank Plc representative Kale

one client’s internet banking details and

providing financial advice, performing

Jagdish Purushottam and former

misrepresenting information to them to

regulated activity or engaging in

Standard Chartered relationship

gain nearly $200,000.

business related to their former

manager Liaw Tick Kwan.

professions.
Mike Chew Jun Yong and Priscilla Tien

All four individuals were previously

Ling, former Manulife Financial

convicted in state courts for fraud and

Advisers Pte Ltd representatives, were

dishonesty offences. Purushottam

issued six-year POs for deliberately

16
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Luxembourg regulator suspends UK investigator
for purportedly lying during authorisation
Luxembourg’s financial regulator, the

submitted a complaint against the

to delist LFP I for “no longer complying

Commission de Surveillance du

CSSF to the European Securities and

with applicable legal requirements”. To

Secteur Financier (CSSF), issued on 25

Markets Authority (ESMA), accusing the

support its decision, the CSSF stated

May an administrative measure against

regulator of “failing to comply with its

that pursuant to Article 46 of the

British financial investigator David

obligations under European law” and

Luxembourg Special Investment Funds

Mapley, suspending him from the

“obstructing [the board’s] efforts to

Law of 2007, the regulator “must make

industry for four years due to

investigate wrongdoing and recover

sure that [authorised payments] are

“incomplete and incorrect” information

losses”. Mapley has filed several civil

made in the interest of all of the fund’s

provided to the CSSF regarding a

complaints on behalf of LFP I against

investors”.

declaration of honour submitted during

companies including Luxembourg

the authorisation process.

based management company Alter

During the suspension period, Mapley is

Domus, custodian Société Générale and

forbidden from holding any position

Mapley, who was appointed by

auditor PwC. In his complaint, Mapley

that requires approval from the CSSF.

shareholders as director of the

alleged that CSSF went against

specialised investment fund LFP I in

investors’ interests by ignoring requests

2018 to recover lost assets, reportedly

for historical fund information.

lied about his professional experience.

CSSF administrative measu...
Financial Times story (23...

The CSSF responded to the allegations
According to a 23 February article by

on 25 February describing the media

the Financial Times, Mapley and two

articles as “misleading” and

other LFP I directors previously

highlighting its decision of 3 July 2019

CSSF press release (25 Fe...

Cayman Islands Monetary Authority revokes
Hinduja Bank’s licence for AML/CFT breaches
The Cayman Islands Monetary

The Geneva-based bank was informed

The bank also failed to appoint a money

Authority announced on 27 May that it

by means of a notice addressed to its

laundering reporting officer and deputy

has revoked Hinduja Bank’s category

director, Gilbert Pfaeffli, which identifies

money laundering reporting officer. The

“B” licence for anti-money laundering

breaches of the banking regulations,

notice also refers to a previous warning

and counter terrorist financing

and a failure to prepare adequate

notice issued by the regulator on 21

(AML/CFT) failings and for the lack of

AML/CFT policies and procedures to

January.

fit and proper management. The

manage and mitigate the risks

revocation of Hinduja Bank's licence

identified by the country or relevant

became effective as of 22 May.

financial institutions.
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Chinese central bank fines BNP Paribas local
unit ¥2.7m for AML violations
The People’s Bank of China (PBOC)

¥60,000 (£6,700) each, and its head of

a total of ¥183 million (£20.4 million) in

issued on 26 May a decision fining the

compliance Bao Xutao ¥45,000

the first quarter of 2020 for violations

Chinese unit of BNP Paribas ¥2.7

(£5,030) for their failure to perform

of the money laundering regulations,

million (over £301,000) for failing to

customer identification obligations, and

nearly four times that of the same

conduct adequate know-your-customer

submit large transaction and

period in 2019.

(KYC) procedures and suspicious

suspicious transaction reports.

transaction reporting.

PBOC enforcement
According to an article by Chinese

PBOC also fined the bank’s CEO Lai

media outlet Caixin on 28 April, PBOC

Changgeng and its COO David Goyon

has fined 93 institutions and employees

Caixin article

US payment processor and former executive to
settle credit card laundering charges
accounts between 2012 and 2014 for

settlement, will be banned from

the purpose of laundering credit card

engaging in certain categories of

transactions related to consumer

payment processing.

scams, in some instances setting up
Wells Fargo Bank accounts using

The complaint is expected to be filed in

falsified information. First Pay served

the US District Court for the Southern

as an independent sales agent (ISO) for

District of New York. The FTC

First Data.

statement said that the more than
$40.2 million settlement will be used as

Atlanta-based payment processing
company First Data Merchant Services
LLC (First Data) is settling a US Federal
Trade Commission (FTC) complaint for
$40 million over allegations that it
knowingly laundered and processed
credit card payments stemming from
illicit scams, according to a 19 May
FTC press release. Former First Data
executive Chi “Vincent” Ko will
personally be fined over $270,000.
Ko, through his former company, First
Pay Solutions LLC (First Pay), allegedly
created hundreds of merchant bank
18

According to the FTC complaint, First

monetary relief for the victims of scams

Data received several warnings about

related to First Data and First Pay, who

the suspected fraudulent activities

allegedly number in the hundreds of

concerning First Pay as early as 2014.

thousands.

Visa Inc in the same year demanded the
return of $18.7 million in payments

The FTC published a blog post on 20

processed by First Data, with a 2015

May on the lessons learned from the

investigation by the credit card

case, which highlights the importance

company revealing that First Data did

of due diligence and ongoing

not employ any controls in handling

monitoring.

merchants deemed high risk.
FTC press release
As part of the settlement terms, First
Data will be required to hire an

FTC case summary

independent assessor for three years to
ensure the company’s compliance with
financial regulations. Ko, in a separate

FTC blog
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SPECIAL FEATURE

Organised crime in Mexico during the pandemic

Organised crime and high rates of violence have presented

attract foreign investment to the country, his policies

significant challenges to the Mexican economy. After

remained largely unchanged and were aimed at curbing

decades of fierce clashes between law enforcement and

crime groups by targeting their leaders and the highest

criminal groups in the country, President Andrés Manuel

ranking drug lords, most notably Joaquín “El Chapo” Guzmán,

López Obrador (AMLO) won a landslide victory in the 2018

who was extradited to the US in 2017. However, these

elections, largely thanks to his promise to curb violence by

policies resulted not only in worsening levels of lethal

taking the military off the streets. But with climbing crime

conflict, but also in the fragmentation of organised crime,

rates, as cartels splinter into smaller groups competing over

with nearly 200 criminal groups now active in the country.

territory, and amidst security challenges brought about by
the Covid-19 pandemic, on 11 May AMLO decreed to bring

As opposed to his predecessors, incumbent left-wing

the military back to the streets of Mexico. Written by Maor

President Andrés Manuel López Obrador (AMLO), who

(Mario) Levin, Associate, Head of Latin America practice.

stepped into office in December 2018, had promised to tackle
the socio-economic causes that encourage youngsters to join

A history of violent organised crime

crime groups. In a country saturated with violence, his iconic
‘Hugs, Not Bullets’ (Abrazos, No Balazos) presidential

Due to the catastrophic impact organised crime has had on
Mexico’s economy and society, the war on drugs and the
wider crackdown on criminal groups have been the most
important aspects of Mexican security policies. This focus
on combatting illicit activity has also played a primary role in
all of the presidential campaigns over the last couple of
decades, with every candidate promising to curb organised
crime. Former presidents Vicente Fox (2000-2006) and Felipe
Calderón (2006-2012) notably applied force to try and curb
the problem, sending thousands of troops into areas
controlled by crime groups, which resulted in an escalation of
the rates of violence. While former president Enrique Peña
Nieto (2012-2018) changed his rhetoric in an attempt to

19

campaign was considered one of the driving forces behind
his landslide victory in the July 2018 elections. However, a
year into his tenure, AMLO’s approach was subject to
widespread criticism claiming that social measures alone
could not provide protection to citizens. In June 2019 AMLO
created the Mexican National Guard (Guardia Nacional), a
gendarmerie formed by absorbing units from the Federal
Police, Military Police and Naval Police. This new body was
intended to be better placed to fight organised groups than
the Mexican military, which for years has been accused of
severe violations of human rights in the country. In October
2019, the National Guard’s efficiency was called into question
in light of a failed attempt to arrest El Chapo’s son, Ovidio
Guzmán Lopez in Culiacán, a city in the North-western state
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of Sinaloa. As soon as the National Guard captured him,

have not decreased as a result of the pandemic. In fact,

heavily armed gunmen from the Sinaloa Cartel attacked the

March and April 2020 registered a joint total of nearly 6,098

police forces, in violent clashes that terrorised the city.

homicide victims, which is 338 victims more than in the

Amidst the cartel’s threats to attack an apartment complex

equivalent period of 2019. Part of this rise in homicide rates

housing relatives of local military personnel, AMLO decided

could be attributed to the circumstances created by the

to abort the operation, resulting in the liberation of Guzmán.

pandemic. A drop in domestic demand for narcotics, caused
by both the quarantine restrictions and the economic

The fragmentation of organised crime in Mexico, alongside

slowdown, alongside the closure of the US border in March,

the inefficiency of the authorities fighting against it, have led

are believed to have caused significant losses for Mexican

to growing rates of violence in the country. According to a

drug cartels. This is likely to have worsened friction between

report published on 5 May 2020 by think tank the Institute for

the criminal groups, which have aimed to exterminate rival

Economics and Peace (IEP), peacefulness in Mexico declined

drug cartels. Another factor causing escalated violence rates

by 4.3 percent in 2019, mostly due to a 24.3 percent increase

is an increase in domestic violence as a result of families

in the rate of organised crime. According to the IEP, the area

being forced to spend long periods together in quarantine.

of the country with the widest range of organised crime

Although the increase in domestic violence during the

activity in 2019 was based in Cancún, where groups such as

Covid-19 lockdown is a global problem, the murder of

the Gulf Cartel, factions of Los Zetas and the Jalisco New

women, known as Femicide (Feminicidio), has been known to

Generation Cartel (CJNG) have fought for control of the illicit

be a particular problem in Mexico, with nearly 1,000 women

drug trade and other criminal activities, such as extortion.

killed in the first three months of 2020. A third explanation

The economic impact of violence in Mexico was estimated in

could be linked to the reduced operational capacity of the

2019 at MXN 4.57 trillion ($238 billion), which is equivalent to

National Guard, with a growing proportion of personnel

21.3 percent of Mexico’s GDP. Mexico’s expenditure on

assigned to tasks related to the pandemic.

domestic security in 2019 equalled 0.7 percent of its GDP,
less than any other country in the OECD.

These high levels of violence have proven that AMLO’s
security strategy, which relied on the presence of the National

The Covid-19 pandemic and organised crime

Guard and the application of social programmes as
measures for crime prevention, has largely failed to reach its

And where state authorities fail to provide protection to
vulnerable communities, criminal groups have often stepped
in. It is therefore no surprise that since the outbreak of the
Covid-19 pandemic in March 2020, as law enforcement
authorities in Mexico have focused on enforcing restrictions,
criminal groups have seen the crisis as an opportunity to gain
more power and further establish their status as the “real
protectors” of the population. For example, during April 2020
various Mexican media outlets reported that criminal groups
were distributing boxes of food and products to local families
across the country. This includes supplies delivered by the
Gulf Cartel in Ciudad Victoria, Tamaulipas and by an alliance
of several cartels called Cárteles Unidos in Acahuato,
Michoacán. In Guadalajara, El Chapo’s daughter, Alejandrina
Guzmán oversaw the distribution of more than 500 boxes of
food and hygiene products to quarantined elderly people,
which featured the image of her father. Needless to say,
AMLO was not impressed and publicly stated that these
groups could have been more helpful by laying down their
weapons and warned them from thinking they “would be
forgiven for their violence by distributing alms”.
According to official information published by the National
Information Centre of the Executive Secretariat of the
National Public Security System at the beginning of May, as
well as subsequent media reports, homicide rates in Mexico
20

objectives. In light of this, on 11 May 2020, AMLO decreed
that the Mexican armed forces, which consist of the Mexican
Army and the Mexican Navy, will carry out a complementary
public security role alongside the National Guard. According
to the decree, the Mexican military will patrol the streets and
carry out public security operations until March 2024, six
months before the end of AMLO’s tenure. This development,
of course, is in complete contrast to his presidential
campaign, in which he pledged a gradual withdrawal of the
military from Mexico’s streets. While some voices in AMLO’s
left-wing MORENA party have been critical of this decision,
others have absolved him of blame, putting the blame on the
policy failures inherited from his predecessor.
In conclusion, time will tell whether the decision to employ
military forces on the streets will succeed in curbing violence.
Most analysts seem to agree that social measures will be
necessary to complement all types of efforts to tackle
organised crime in the country, but these will depend on the
country’s economy. Credit rating agency Moody’s Investors
Services, which in April downgraded Mexico’s sovereign debt
rating from ‘A3’ to ‘Baa1’, stated in May that it revised its
forecast for Mexico’s economic performance in 2020 to a
GDP contraction of 7 percent. However, this figure could
change, depending partly on the duration and economic
consequences of the pandemic on the country.
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REPORTS AND SPEECHES

FATF identifies AML/CFT risks during Covid-19
vulnerabilities arising from the crisis,

Criminals and terrorists fraudulently

based on papers shared with FATF

claiming to be charities to raise

members and regional bodies in April.

funds online

Key risks include

Changes to standard procurement
procedures creating opportunities

Criminals bypassing client due

for corruption and money

diligence (CDD) measures to

laundering

conceal and launder funds
Misuse and misappropriation of

The Financial Action Task Force (FATF)
warned in a 4 May paper that money
launderers and terrorist financiers may
exploit gaps in anti-financial crime
compliance, supervision and
international cooperation caused by

Increased misuse of online financial

domestic and international financial

services and crypto-assets to move

aid and emergency funding

and conceal illicit funds
Individuals and entities exploiting
Individuals moving money out of

economic stimulus measures and

the banking system into

insolvency schemes to conceal and

unregulated financial channels that

launder illicit proceeds

the Covid-19 pandemic.

criminals may use to launder funds

The 34-page paper identifies

Criminals and terrorists moving into

challenges, good practices and policy
responses to new money laundering
and terrorist financing threats and

FATF paper overview
new cash-intensive and

FATF paper

high-liquidity lines of business in
developing countries to fund their
operations and launder proceeds

Westpac reveals potential AML lapses in interim
financial results amidst upcoming civil case
Australia’s Westpac Banking

The admissions come in the wake of a

million (£480 million) as a provision for

Corporation published its interim

civil action by AUSTRAC before the

a potential penalty in relation to the civil

financial results for 2020 on 4 May,

Federal Court of Australia on 20

proceedings.

which estimates that it may have

November 2019, in which Westpac

allowed up to 90,000 threshold

stands accused of 23 million violations

Westpac filed its defence to the Federal

transaction reports (TTRs) to go

of the Anti-Money Laundering and

Court on 15 May.

unreported to the Australian

Terrorism Financing Act 2006.

Transaction Reports and Analysis

Westpac interim financial...

Centre (AUSTRAC), in breach of

The bank’s interim financial results

Australian anti-money laundering law.

state that the bank has allocated A$900
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UK to align AML rules with EU legislation in the
‘coming months’, states FCA official
The UK’s money laundering legislation

any country in the world, according to

permissions to retain access to the

will be revised in the “coming months”

Delfas. To date, the Treasury has laid 62

UK’s financial markets after the

to align UK rules with amendments to

Statutory Instruments and the FCA has

transition period ends. Delfas stated

EU legislation, the UK Financial

published 1,808 pages of rules to

that the FCA will continue to work with

Conduct Authority’s (FCA) Executive

ensure the UK has a “functioning

international partners and to “play our

Director of International, Nausicaa

regulatory regime” when the Brexit

part in shaping the national and

Delfas, said in a speech on 6 May.

transition period ends on 31 December.

international regulatory agenda for

UK financial regulators’ efforts to

A temporary permissions regime has

“onshore” the EU rulebook will result in

also been established to allow

the UK having from 1 January 2021 the

European Economic Area (EEA) firms

most equivalent framework to the EU of

and funds with passporting

some time to come”.
FCA speech

EU’s Michel Barnier disappointed by UK’s “lack of
ambition” on AML cooperation
The European Commission’s Head of

framework, similar to that seen in

Barnier reiterated the importance of

Task Force for Relations with the UK,

EU Association Agreements with

creating a free trade agreement with no

Michel Barnier, stated in a speech on

non-members, which would enable

tariffs or quotas that protects

15 May, following round three of

joint supervision of the partnership

environmental standards. He said there

negotiations with the UK that he was

and any subsequent issues

would be no trade partnership

disappointed by the UK’s “lack of

agreement “without a level playing

ambition” in a number of areas that

The UK’s refusal to include

field”. To exemplify this, Barnier asked

may not be central to the negotiations

consultation mechanisms between

why the EU should agree to extradition

but which are important, such as

EU and UK parliaments

or the exchange of personal data if the

combatting money laundering and in
other areas of potential cooperation.

UK gives no firm commitment to
On police and judicial cooperation,

protecting European citizens’

the UK is against committing to the

fundamental rights. Barnier noted that

While Barnier noted progress on issues

European Convention on Human

the Protocol on Ireland and Northern

such as trade and UK participation in

Rights and data protection and

Ireland would need to be operational by

future EU programmes, the following

exchange mechanisms such as

January 2021.

areas require further discussion:

Passenger Name Record (PNR)
information

The issue of a single governance

22
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UK publishes draft agreements on future EU
relationship, including judicial cooperation
organisation, terrorism, human
trafficking, illicit drug and weapons
trafficking, corruption, fraud, money
laundering, counterfeiting currency
or products or forgery of means of
payment, and cybercrime
The UK’s National Crime Agency,
would be a national point of contact
and other enforcement authorities
would cooperate with Europol in
combatting crime by exchanging
information
The UK Prime Minister’s Office

financing of terrorism, or to deal with

published on 19 May ten draft

the effects of a default on financial

agreements on the UK’s approach to

services contracts, subject to the

negotiations with the European Union,

requirement that such measures are

which includes a draft negotiating

not applied in a manner which would

document on law enforcement and

constitute a means of arbitrary or

judicial cooperation in criminal

unjustifiable discrimination between

matters.

Parties or between Parties and
non-Parties where like conditions

In addition to this, the UK House of

prevail, or a disguised restriction on

Commons Library published a report on

investment in a financial service

27 May analysing the EU draft treaty

supplier or cross-border trade in

text published on 18 March, as well as

financial services as covered by this

providing an update on the first three

Chapter”.

rounds of negotiations on the future
UK-EU relationship.
The draft negotiating document on a
UK-EU comprehensive free trade
agreement includes an exemption on
page 167 which reads: “For the

The proposed financial crime
related measures contained
within the UK's draft negotiating
document on judicial
cooperation on criminal matters

avoidance of doubt, nothing in this
Chapter shall be construed to prevent a

The UK and the EU to establish a

Party from adopting or enforcing

joint committee to facilitate judicial

measures necessary to secure

cooperation on criminal matters

compliance with laws or regulations
that are not inconsistent with the

The procedure of extradition and

provisions of this Chapter, including

enforcement of a sentence between

those relating to (i) the prevention of

the UK and EU member states

deceptive and fraudulent practices, (ii)

would be simplified by eliminating

money laundering (iii) the imposition of

double incrimination in cases of

financial sanctions, (iv) countering the

participation in a criminal

23

The UK would cooperate with
Eurojust in combatting serious
crime, particularly organised crime
and terrorism
The UK and EU member states to
establish national contact points for
on-request or spontaneous
exchange of information on terrorist
offences, terrorist group offences
and offences linked to terrorist
activities and would be able to
organise joint operations to tackle
these crimes
The UK and EU member states
would cooperate on investigations
and proceedings to effectively
confiscate instrumentalities and
proceeds of crimes, including by
offering on-request or spontaneous
information on bank accounts,
transactions and monitoring
activities
Draft UK negotiation docu...
Draft agreement on law en...
UK House of Commons brief...
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UK FCA warns of increased risk of market abuse
during Covid-19 pandemic
The FCA advises that firms
Ensure inside information continues to be identified and
handled by all persons involved in the information chain
so that it is not misused for insider dealing or for
commercial advantage
Ensure inside information is disclosed by issuers so that
investors are not misled
Maintain market surveillance and suspicious transaction
The UK’s Financial Conduct Authority (FCA) published on 27
May its latest Market Watch newsletter, which warns market
participants about the increased risk of market abuse and
conflicts of interest caused by the uncertainty and
operational conditions arising out of the Covid-19 pandemic.
In response to the crisis, the FCA expects that more issuers
will need to seek additional capital, which means that more

and order reporting (STORs), despite the changes in
market conditions and the alternative working
arrangements
Identify and manage conflicts of interest that may arise
around capital raising events
FCA Market Watch no 63

inside information will be circulating than usual. As such,
companies need to have controls in place to manage market
abuse, conduct and conflicts of interest.

UK NCA latest SARs in Action magazine focuses
on Covid-19 related crimes
The UK’s National Crime Agency (NCA) published on 27 May

(PPE) and social engineering fraud. According to UKFIU head

the latest edition of its Suspicious Activity Reports (SARs) in

Ian Mynot, there were an estimated 3.8 million incidents of

Action magazine, which focuses on Covid-19 related crimes,

fraud in the year ending September 2019 in the UK only.

some of which have been enabled by cryptocurrency, and
includes industry and law enforcement views on the fight

In addition, the magazine includes details on the National

against fraud during the pandemic.

Economic Crime Centre’s (NECC) new Otello Covid-19 Fusion
Cell, which brings together specialists from the financial

The UK financial intelligence unit’s (UKFIU) analysis of SARs

sector, including insurance companies, trade bodies and law

linked to the coronavirus outbreak suggests that some

enforcement to discuss the current economic crime

reporters have flagged up cases of possible money

landscape.

laundering or fraud, including large credits or cash deposits,
the suspicious transfer of funds overseas, customer claim
funds related to the selling of personal protective equipment

24
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EBA report on AML supervisory convergence
The report finds that combatting

convergence plan include ICT risk and

financial crime was the focus of

operational resilience, loan origination

supervisory attention by the EU’s

standards, profitability, and capital and

competent authorities (CAs) in 2019

liability management.

but not all supervisory colleges

The European Banking Authority (EBA)
published on 29 May its report on
convergence of supervisory practices
in 2019, which identifies improvements
in the incorporation of anti-money
laundering and countering the
financing of terrorism (AML/CFT) work
into supervisory assessments, but
requires more efforts on the
interaction between prudential and
AML/CFT supervisors in 2020.

dedicated enough attention to the

In the EBA’s view, an area requiring

banks’ compliance with the relevant

further effort is ICT risk governance and

AML/CFT regulations. The EBA notes

the emergence of new cyber risks such

that all colleges need to ensure that

as cyber terrorism. In addition, CAs in

ML/TF and conduct risks are reviewed

supervisory colleges need to discuss

by their supervisors and feed into

whether tax crimes are linked to

supervisory review and evaluation

vulnerabilities in internal control

process (SREP) assessments where

frameworks and whether they have an

material risks are identified.

impact on ML/TF risk. The EBA plans to
issue new guidance in 2020 on the

In 2020, the EBA will continue to

incorporation of ML/TF risks into the

monitor CAs’ practices on cooperation

SREP process.

and information exchange with
AML/CFT supervisors and assess

EBA press release

whether the outcomes of the ML/TF
risk assessments are included in the

EBA report

overall prudential supervisory approach.
Additional priorities for the EBA’s 2020

ECB annual report supports further AML reforms
The European Central Bank (ECB)

laundering/countering the financing of

According to the 2019 annual report,

published on 7 May its annual report

terrorism (AML/CFT) authorities, as

the ECB’s current efforts to combat

for 2019, together with its written

well as ensuring their input informs the

cybercrime are focussed on enhancing

feedback on the European Parliament’s

ECB’s prudential supervision of credit

capabilities in network security, data

(EP) resolution on the ECB’s 2018

institutions. In addition, the ECB

leakage protection and the

annual report, which addresses money

supports further legislative action to

management of high-risk user

laundering concerns, the supervision

strengthen the EU’s institutional and

accounts. The report also includes a

of crypto-assets and stablecoin

regulatory AML/CFT framework but

reference to the AML-related exchange

schemes, and the risk of cybercrime

notes that monitoring and enforcing

of information between the ECB and the

against the Eurosystem’s market

AML/CFT compliance by credit

Danish authorities in 2019.

infrastructure.

institutions and the investigation of tax
evasion remain a national prerogative.

In its feedback to the EP resolution of

According to the ECB, both the

12 February, the ECB states that it is

monitoring of the safety risks posed by

currently strengthening its supervisory

crypto-assets and building better digital

capabilities to cooperate better with

security defences against cybercrime

national anti-money

remain a priority.
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ECB annual report 2019
ECB transmission letter
ECB feedback to the EU Pa...
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EBA inquiry finds member states do not address
money laundering risks from cum-ex schemes
The European Banking Authority (EBA)

handling of the proceeds from these

Prudential and AML/CFT authorities

published on 12 May the outcomes of

schemes constitutes money laundering

should exchange information when

its inquiry into fraud-related dividend

(ML) or terrorist financing (TF).

performing reviews of institutions’

arbitrage trading schemes, knows as

internal controls and governance

‘cum-ex’ or ‘cum-cum’, and issued a

As part of its 2020/21 action plan, the

and carry out targeted inspections

2020/21 action plan to ensure these

EBA will amend its guidelines on ML/TF

in cases of concern

schemes are being inspected as part of

risk factors and on risk-based AML/CFT

regular prudential and anti-money

supervision, and its biennial opinion on

AML/CFT authorities should reach

laundering/countering the financing of

ML/TF risks. It will also include tax

out to local tax authorities to

terrorism (AML/CFT) supervision.

crime in its AML/CFT implementation

understand whether dividend

reviews of national authorities and will

arbitrage trading schemes

In response to a request by the

monitor AML/CFT colleges for financial

constitute tax crimes and inform

European Parliament on 29 November

institutions that are exposed to

prudential supervisors

2018, the EBA’s inquiry examined the

significant tax crime-related risks. Once

actions of prudential and AML/CFT

these measures have been enforced,

Supervisory colleges should

supervisors in dealing with such

the EBA will conduct a second formal

discuss such schemes in the

schemes. Two EBA surveys assessing

inquiry of financial institutions and

context of the 2020 supervisory

national supervisors’ views of dividend

national authorities to check

cycle and assess whether joint

arbitrage trading schemes were carried

compliance with the requirements.

supervisory activities are necessary

out in May and July 2019. Responses
indicated that, due to substantial
differences in domestic tax regimes,
national authorities do not share the
same understanding of dividend
arbitrage trading schemes and the
extent to which financial institutions’

Recommendations for national
authorities include

EBA press release
EU Parliament resolution ...

Take a comprehensive view of the
risks from dividend arbitrage trading
cases, such as cum-ex scandals

UK Treasury quarterly report on asset freezing
The UK’s HM Treasury filed on 19 May

external terrorist threats to the EU, as

£70,000 in funds and 38

its quarterly report to Parliament on

well as EU Regulation 2016/1686.

accounts/payments were frozen

the operation of the UK’s asset freezing
regime for the period 1 October 2019

under ISIL-AQ, and one delisting

Key findings

to 31 December 2019.

One designation and one delisting
Under TAFA, £9,000 in funds and six

were made pursuant to EU

The report covers the Terrorist

accounts/payments were frozen,

Regulation 2016/1686

Asset-Freezing etc Act 2010 (TAFA), the

and three designations renewed

UK’s implementation of the UN’s ISIL

HM Treasury report

(Da’esh) and Al-Qaida asset freezing

Pursuant to EC 2580/2001, £18,000

regime (ISIL-AQ), and the operation of

in funds and three accounts/

the EU’s asset freezing regime under EU

payments were frozen

Regulation (EC) 2580/2001 concerning
26

UK Parliament statement
Collection of reports
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GAO identifies strategic deficiencies in US
efforts to combat trade-based money laundering
the GAO’s recommendation that ICE
should develop a strategy for increasing
the effectiveness of TTU partnerships
and potentially expanding the
programme to other countries.
The DHS committed to producing by 31
March 2021 a document identifying
emerging threats and challenges and
outlining existing metrics used to track
results of the TTU programme.
However, the DHS rejected the GAO’s
recommendation that ICE should create
The US Government Accountability

TTUs in 17 countries, including

Office (GAO) released on 1 May a

Colombia, Mexico, Australia and the UK.

report calling on US authorities to
address strategic shortcomings in the

GAO officials identified various

government’s key international

weaknesses in the TTU programme,

programme for countering trade-based

including lapses in information sharing

money laundering (TBML).

between ICE and partner TTUs, differing
priorities between ICE and partner TTUs

The Trade Transparency Unit (TTU)

in pursuing TBML investigations, and

programme, which is managed by the

limitations in the data system used by

Immigration and Customs Enforcement

ICE and the TTUs.

(ICE) agency’s Homeland Security
Investigations (HSI) division, exchanges

The Department of Homeland Security

and analyses trade data with partner

(DHS), which oversees ICE, agreed with

a performance monitoring framework
for tracking results against the TTU
programme’s goals, citing data it
already collects and challenges it faces.
The GAO responded that it still believes
a “rigorous” performance monitoring
framework is needed and that this
could be integrated into the TTU
programme’s upcoming strategy.
GAO report overview
GAO report

Danish Business Authority annual report
The Danish Business Authority (BA)

The report indicates that there are

Additional resources have been

published on 20 May its annual report

about 12,000 entries in the AML

allocated to carry out more AML

for business control and supervision

registry, of which 290 are new. The BA’s

inspections and for the identification of

for 2019, which finds that a number of

supervisory efforts in regard to AML

ultimate beneficial owners. A working

accountants and service providers

focused on compliance with the

group has also been established to

failed to register for anti-money

registration requirements. The BA

coordinate AML guidance.

laundering (AML) purposes and

carried out 76 inspections in 2019,

perform know-your-customer (KYC)

which resulted in 83 injunctions and

checks in line with the legal

prosecutions pursuant to the Money

requirements.

Laundering Act.
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BA press release
BA report (in Danish)
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The Sentry report highlights “enormous wealth”
of South Sudan military officials
The Sentry published an investigative

recommendations to hold military

world should investigate the red

report on 27 May which claims that 11

leaders responsible for their actions

flags for money laundering and

current and former high-ranking

and to prevent the newly formed

corruption presented in the report

military leaders in South Sudan are

government from collapsing into

engaged in business activities that

corruption and armed conflict. The

International banks and the US

raise red flags for money laundering

latest report is part of a series of

Treasury should investigate anyone

and corruption. In addition to this, all of

investigations targeting corruption in

found to have a business

those profiled in the report have

several sectors of South Sudan’s

relationship with or to be working

corporate holdings in South Sudan with

economy, such as financial markets,

on behalf of designated individuals

possible conflicts of interest and

mining, and public procurement.

connections to the international
financial system, as well commercial

Promote transparency and

Key recommendations

and personal ties to President Salva

oversight around officials’ asset
declarations and military

Kiir, and some have been found to have

The US Financial Crimes

procurement processes and

committed serious human rights

Enforcement Network (FinCEN)

introduce independent auditors,

violations.

should regularly update advisories

inspectors general, and ethics units

for economic sectors considered

in each military branch

The report examines the business

major money laundering risks in

activities of former army chiefs of staff

South Sudan

Gabriel Jok Riak, James Hoth Mai, Paul

Establish a hybrid anti-corruption
commission to prosecute crimes

Malong Awan, and Oyay Deng Ajak, and

International and domestic banks

committed during the most recent

military chiefs Salva Mathok Gengdit,

should conduct enhanced due

civil war

Bol Akot Bol, Garang Mabil, and Marial

diligence on transactions stemming

Chanuong. Militia leaders Gathoth

from real estate purchases or

Gatkuoth Hothnyang, Johnson Olony,

associated with public procurement

and David Yau Yau are also profiled.

The Sentry press release
The Sentry report

Financial intelligence units and law
The study contains a series of

enforcement agencies around the

Germany’s BaFin publishes annual report
Germany’s Federal Financial

order against challenger bank N26 on

Also, in October 2019, the German

Supervisory Authority (BaFin)

the basis of perceived shortcomings in

Finance Ministry published its National

published its annual report on 12 May,

meeting its AML/CTF obligations under

Risk Assessment for ML/TF, which

which contains a summary of its

Germany’s AML law

ranked Germany’s risk as

actions in 2019 including in relation to

(Geldwäschegesetz), while BaFin also

“medium-high”.

anti-money laundering and countering

appointed an auditing firm as a “special

the financing of terrorism (AML/CTF).

representative” to ensure that Deutsche
Bank complied with its AML obligations

During 2019, BaFin issued a formal

28

after receiving an order in 2018.

BaFin annual report (in G...
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Financial institutions linked to illegal logging in
Papua New Guinea, finds Global Witness
logging, according to a Global Witness investigation
published on 11 May.
The anti-corruption advocacy group claims that foreign
financiers linked to Maxland’s operations include investment
manager BlackRock, Norway’s Government Pension Fund, the
Vanguard Group Inc, JP Morgan Asset Management
(Singapore) Ltd, T Rowe Price Associates Inc, Dimensional
Fund Advisors of Texas and the California Public Employees’
Retirement System (CalPERS).

Financial institutions around the world are backing
Malaysian banks connected to an allegedly fraudulent
rubber plantation in Papua New Guinea purportedly used by

Global Witness press release
Report

Malaysian company Maxland (PNG) as a front for illegal

Investigative report on the illicit live wildlife trade
between South Africa and China
the publication of the report’s findings because the
continuation of abuses in wildlife trade “risks unleashing
myriad Covid-type diseases”.
According to the report, wildlife trade between South Africa
and China involves illegal shipments, pertaining to be legal
exports, of wildlife threatened by extinction or endangered
under CITES (the Convention on International Trade in
Endangered Species). Import destinations are occasionally
untraceable or fictitious. The report details the poor
enforcement involving likely fake permits and false
A report on the illicit live wildlife trade between South Africa
and China published by South Africa-based organisations
Ban Animal Trading (BAT) and the EMS Foundation on 22
May, has found that at least 5,000 live wild animals under
threat of extinction were exported to China between 2016
and 2019 by traders posing as legal exporters.
The report highlights the extent of the trade by listing 32
types of traded species, 15 traders and 41 import
destinations. It states that the Covid-19 pandemic motivated
29

declarations by South African traders, many of whom are
reportedly linked to international organised crime groups.
The report recommends continued stigmatisation of the
illegal wildlife trade and consumption, as well as bans on
‘wet’ markets and captive breeding of wild animals.
EMS Foundation press release
EMS Foundation report
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UNODC publishes report on synthetic drugs in
East and Southeast Asia
The UN Office on Drugs and Crime

adapted major methamphetamine

point of the decade in the region,

(UNODC) published on 15 May a report

trafficking routes in response to law

the substance has maintained its

on the trafficking and use of synthetic

enforcement operations

purity, which makes it more

drugs in East and Southeast Asia,

affordable and more dangerous

based on data from 2019 and in some

Increased quantities of

cases up to the first quarter of 2020

methamphetamine were trafficked

Even though production and use of

when Covid-19 became a pandemic.

through Lao PDR and Viet Nam,

ecstasy (MDMA) are not significant

demonstrating that both countries

regionally, increased production of

During the pandemic, a significant

have become gateways for

MDMA in the lower Mekong region

increase in the production and

trafficking within the region

has been reported

ecstasy and other synthetic drugs has

Maritime drug trafficking remained

There have been notable ecstasy

been observed, in particular in areas

active throughout 2019, in particular

seizures in countries such as

such as the Golden Triangle, the

along the Andaman Sea and

Cambodia, Japan, Malaysia, the

territory between Thailand, Laos, and

Malacca Strait, to reach markets in

Republic of Korea and Thailand

Myanmar.

Indonesia and Malaysia as well as

trafficking of methamphetamine,

onward trafficking to Australia,

The main findings of the report

UNODC press release

Japan and New Zealand
UNODC report

Organised crime groups have

Although methamphetamine prices
have declined, reaching the lowest

EU drug agency and Europol release report on
the impact of Covid-19 on the EU drug market
The European Monitoring Centre for

individual transactions became the new

control of troubled legitimate business

Drugs and Drug Addiction (EMCDDA)

tools for sourcing drugs at user-level.

groups to facilitate the laundering of

and Europol published on 29 May a
report analysing the impact of the
Covid-19 pandemic on the EU drug
market, which identifies changes in the
behaviour of organised crime groups
and highlights possible risk areas for
laundering the proceeds of crime.
According to the report, as lockdown
measures were implemented surface
web and darknet markets, social media
and secure encrypted communication
applications and the use of other
means of payments than cash for

30

drug proceeds.

The crisis may test
the effectiveness of
EU policy to limit
cash transactions
The report suggests that the likely
economic downturn caused by the
pandemic could facilitate the
engagement in corruption activities by
organised crime groups or the taking

The current crisis may provide a real
test of the effectiveness and resilience
of the EU-wide policy to limit cash
transactions and prevent money
laundering through real estate and the
construction sector, artwork
investments, and economically
vulnerable people who may be more
likely to become money mules.
Europol press release and...
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Europol publishes report on migrant smuggling
and human trafficking during the pandemic
Likely future trends

law enforcement agencies over
Nigerian organised crime groups

Europol’s European Migrant Smuggling
Centre published a report on 15 May,
which outlines key findings and
possible future developments in the
trafficking of migrants in the context of
the travel restrictions imposed due to
the Covid-19 pandemic.

A loosening of travel restrictions is

would impact EU investigations and

likely to result in the increased

could increase the number of

movement of irregular migrants

victims exploited in the EU

Economic instability triggered by

An increase in visa fraud cases

Covid-19 could cause a wave of

once air travel towards EU countries

irregular migration towards the EU

returns to normal

Continued demand for organised

An increase in labour exploitation,

smuggling services in the Western

specifically in the agricultural sector

Balkans and neighbouring countries
The internet is likely to play an
Turkey’s military engagement in

increasing role in trafficking and

Syria and Libya could contribute to

demands a stronger focus

an increase in forced displacement
Europol press release
A lack of cooperation from Nigerian

French FIU issues analysis of Covid-19 related
money laundering and fraud risks
The French financial intelligence unit

funds by purchasing medical

re-activated or which change their

(FIU) Tracfin published on 28 May a

equipment.

operating models

financing (ML/TF) risk analysis in the

Other fraud typologies include

Suspicious internet domain names

context of the pandemic, based on 120

misappropriation of government loan

suspicious activity reports (SARs)

schemes, fake charities asking for

Irregularities in financial

received since March.

donations on behalf of public bodies

documentation or regarding

and the targeting of genuine business

communication with a PPE supplier

fraud and money laundering/terrorist

Tracfin notes an increase in the

relationships through the issuing of

suspected fraudulent sale of personal

false transfer orders to fraudulently

The lack of a clear business model,

protective equipment (PPE) and

obtain bank details. Tracfin states that

combining several means of

medical supplies by organised

illicit funds are in many cases being

payment linked to individual or

criminals targeting healthcare bodies or

transferred to accounts located in Asia.

overseas accounts

Indicators of suspicious activity

Tracfin press release

public institutions. Organised crime
groups previously active in other ML/TF
prone sectors are taking advantage of
the pandemic to disguise the origin of

31

Businesses recently established or

Tracfin report
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FinCEN director urges virtual currency industry
to effectively implement AML rules

The US Financial Crimes Enforcement

apply Recommendation 16’s Travel Rule

currencies to launder the proceeds

Network (FinCEN) Director Kenneth

to virtual asset services providers. In

of crime and purchasing tools for

Blanco told the Consensus Blockchain

his view, the virtual currency space

their malicious activities

Conference on 13 May that the virtual

gives rise to additional AML/CFT risks

currency sector should work

associated with anonymity-enhanced

During the pandemic,

collaboratively to address their ‘Travel

cryptocurrencies and non-US entities,

cybercriminals have been using

Rule’ obligations, which require money

including foreign businesses operating

Covid-19 themes to target

services businesses (MSBs) to identify

in the US as unregistered MSBs,

vulnerable individuals and

counterparties involved in any transfer

seeking to do business with US persons

companies and vulnerabilities in

over $3,000 for anti-money

without complying with AML/CFT

remote applications to steal

laundering/countering the financing of

regulations. Blanco encouraged all

sensitive information, conduct fraud

terrorism (AML/CFT) and sanctions

firms to include detailed information

and compromise transactions

compliance purposes.

about such firms in their suspicious
activity report (SAR) filings.

During the
pandemic, it has
become apparent
that criminals are
using virtual
currencies to
launder the
proceeds of crime

Covid-19 related scams involving
virtual currency payments, such as

Other points

extortion, ransomware, initial coin
offering investment scams and the

Since 2013, FinCEN has received

sale of fraudulent medical products,

nearly 70,000 SARs involving virtual

are likely to increase

currencies
Organised criminals are also
The public and private sectors

seeking to undermine

should work together to advance

know-your-customer (KYC)

financial transparency and combat

procedures in the remote

organised criminals exploiting

environment by attacking

virtual currencies

onboarding and authentication
processes

During the Covid-19 pandemic, it
Blanco welcomed steps taken by the

has become apparent that

Financial Action Task Force (FATF) to

cybercriminals are using virtual
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Libya arms embargo currently facing ‘persistent
challenges’, states UN Secretary-General
The UN Secretary-General, António

Th report calls on all UN member states

investigated by the UN Libya sanctions

Guterres, issued a report on 15 May on

to support Operation IRINI to combat

committee’s panel of expert, which is

the implementation of resolution 2473

the illicit transfer of arms to and from

also looking into the involvement of

(2019), which renewed the UN

Libya by air, land or sea, and demands

additional companies from Kazakhstan

authorisation for the inspection of

that the arms embargo and related UN

and the British Virgin Islands in illicit

vessels on the high seas off the coast

resolutions are strictly implemented.

arms transfers.

of Libya to deter the smuggling of illicit
arms and better enforce the arms

In an article published on 15 May,

embargo.

Bloomberg asserted that two United
Arab Emirates (UAE) companies were

The continued violations of the arms

involved in 37 covert arms flights in

embargo have had “devastating

January to provide support to Libyan

consequences for the country” and

military commander Khalifa Haftar in

have affected Libya’s ability to

violation of the arms embargo. The

effectively fight Covid-19.

allegations are reportedly being

UN report
UN resolution 2473 (2019)
Bloomberg report

OECD report on tax administration actions to
mitigate fraud risks during Covid-19
The Organisation for Economic

a significant increase in fraud risks,

assessments or deploying internal

Co-operation and Development (OECD)

including identity fraud, tax fraud

fraud risk self-assessment tools to

published a report on tax

and internal fraud

combat internal fraud threats

highlights the emerging security risks

Possible actions to mitigate the

Privacy and disclosure related risks

and greater opportunities for fraud,

risks include: (1) cooperating with

also arise from office closure and

misconduct, and errors in the context

other government bodies to verify

remote working, as well as working

of Covid-19, including as a result of

taxpayer address and account

on less secure networks than those

remote working.

information to combat identity theft;

used in office locations. These can

administration on 26 May, which

(2) providing clarity on the form of

be addressed by asking staff to do

The report provides examples for tax

official communications to prevent

a risk assessment of their remote

administrators of high-level threats and

people from becoming the victim of

work environment and to report

identifies actions to mitigate the risks.

impersonation scams; (3) ensuring

suspicious emails by forwarding

that all electronic payments are

them to an appropriate

adequately traceable, particularly

administration email account

Key takeaways

new bank accounts, and conducing
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Government payments, reduced

robust checks during the relief and

controls and reduced compliance

refunds payment process; and (4)

and enforcement activity have led to

conducting internal fraud risk

OECD report
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Eurojust report on joint investigative teams
Eurojust and the Joint Investigation

setting up a JIT, member states had

methods and tools between law

Teams (JITs) Network Secretariat

shown reluctance to join a

enforcement agencies of the states

published on 14 May the third

multilateral JIT involving states with

involved; (2) joint surveillance and

evaluation report, which provides

no direct links between their

real-time analysis of interception in

guidance to judicial and law

respective investigations

drug trafficking cases; (3) the

enforcement practitioners on how to

involvement of specific experts

use JITs to investigate complex

Best practice includes: (1) a

(national trafficking in human

cross-border crimes, based on findings

discussion at the time of setting up

beings coordinator, Interpol,

from 100 evaluations.

a JIT on how operational analysis is

non-governmental organisations

going to be done and by whom

(NGOs)) are beneficial to the

JITs comprise of a legal agreement

(Europol or national authorities); (2)

outcome of the case

between the authorities of two or more

early clarification of legal and

states for the purpose of carrying out

practical issues in the pre-JIT

criminal investigations. On 1 May 2020,

phase; (3) involvement of Eurojust

a total of 155 of JITs were ongoing.

to provide assistance and advice

Executive summary

Key findings include

During the operational phase, best

Eurojust press release

Evaluation report

practice involves: (1) the use of
In regard to challenges identified in

common/shared investigative

US agencies identify North Korean governmentsponsored malware variants
In its malware analysis reports (MARs),

currency exchanges, extortion

CISA flags up three pieces of malware

campaigns and cryptojacking.

used by so-called Hidden Cobra
hackers, namely remote access

CISA’s announcement coincides with

malware tool Copperhedge and trojans

the three-year anniversary of the

Taintedscribe and Pebbledash. CISA’s

WannaCry 2.0 global ransomware

reports suggest response actions and

attack allegedly carried out by North

mitigation techniques and advise all

Korean state-sponsored cyber

users or administrators to report any

criminals.

related malicious activity to CISA or the

The US Cybersecurity and
Infrastructure Security Agency (CISA),
the Federal Bureau of Investigation
(FBI) and the Defence Department
identified on 12 May three new
malware variants used by North Korean
state-sponsored hackers.

34

FBI’s Cyber Watch.

CISA press release

According to the US North Korean cyber

CISA North Korean malicio...

threat advisory released on 15 April,
Hidden Cobra cyber actors generally
conduct espionage, cyber-enabled theft
and money laundering targeting
financial institutions and digital

Copperhedge report
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UK condemns cyber actors targeting healthcare
organisations involved in Covid-19 response
The UK’s Foreign Secretary Dominic Raab condemned in a 5

advantage of vulnerabilities in Virtual Private Network (VPN)

May statement cyber criminals seeking to take advantage of

products from vendors Pulse Secure, Fortinet and Palo Alto.

the Covid-19 pandemic, following a joint advisory released
by the UK National Cyber Security Centre (NCSC) and the US

The NCSC has advised staff at healthcare and medical

Cybersecurity and Infrastructure Security Agency (CISA)

research organisations to change and strengthen passwords

exposing malicious cyber campaigns targeting international

that could be easily guessed in order to overcome ‘password

healthcare organisations involved in the Covid-19 response.

spraying’ and implement two-factor authentication to reduce
the threat of compromises.

According to the joint advisory, malicious actors view supply
chains of pharmaceutical and medical research companies

UK Foreign Secretary press release

as a “weak link” which can be exploited to access better
protected targets. Recently the NCSC and CISA have seen

NCSC press release

advanced persistent threat (APT) groups scanning the
external websites of targeted companies and looking for

NCSC CISA joint advisory

vulnerabilities in unpatched software, as well as taking

Malta’s financial regulator to issue AML, antibribery and anti-corruption guidance
Malta’s Financial Services Authority (MFSA) announced in

in detecting and responding to risks and cases

its annual report for 2019, published on 11 May, its plans to
issue guidance on money laundering, bribery and corruption

Conducting 25 AML-focused onsite examinations of

risks, based on sector-specific thematic reviews and

licensed firms, with greater emphasis placed on red flags

assessments of regulated firms’ efforts to manage and

of potential money laundering involving high-risk clients

mitigate these risks.

or jurisdictions

The regulator also provided an overview of measures taken

Developing a risk-based AML/CFT supervisory model and

over the past year to improve the effectiveness of anti-money

integrating AML/CFT oversight into prudential and

laundering (AML) supervision, including through

conduct supervisory processes

implementing recommendations from the International
Monetary Fund (IMF) and Council of Europe’s Moneyval.

Intensifying collaboration and knowledge-sharing with
international experts and agencies, including the United

AML/CFT measures include

States Commodity Futures Trading Commission (CFTC)
and the US Embassy in Malta

Launching an AML/CFT strategy that explains the
principles underpinning the MFSA’s authorisation,

MFSA press release

supervision and enforcement activities
MFSA annual report
Establishing a specialised and dedicated financial crime
compliance team to accelerate the MFSA’s effectiveness
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IMF press release and report on Malta (April ...
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GUIDANCE AND ANNOUNCEMENTS

US to impose sanctions on China in response to
Hong Kong national security law
that these measures “fundamentally
undermine Hong Kong’s autonomy and
freedoms”.
Shortly after President Trump’s
statement, the White House issued a
presidential proclamation suspending
US entry for graduate and postgraduate
students and researchers from China,
who the proclamation claim are “at high
risk of being exploited or co-opted” by
the Chinese authorities to “operate as
non-traditional collectors of intellectual
property”.
US President Donald Trump announced

to our export controls on dual-use

on 29 May that the United States will

technologies and more, with few

take “necessary steps to sanction PRC

exceptions”, reads the US President's

and Hong Kong officials directly or

statement.

indirectly involved in eroding Hong
Kong’s autonomy” following the

The Hong Kong Human Rights and

Chinese government’s move to impose

Democracy Act, which was signed into

national security regulations on Hong

law in November last year in support of

Kong on 28 May, contrary to Hong

the region’s pro-democracy protesters,

Kong’s Basic Law and the Sino-British

requires the State Department to certify

Joint Declaration. In addition to this,

at least annually that Hong Kong retains

the US will no longer grant special

enough autonomy to justify favourable

status to Hong Kong, which is “no

US trading terms.

longer sufficiently autonomous to
warrant the special treatment”.

Beijing’s new law provides that the
Chinese Communist Party can deploy

President Trump outlined in the

“relevant national security organs” to

statement that Hong Kong will no

Hong Kong, allowing mainland security

longer benefit from previously granted

services to operate in the previously

special policy measures on extradition,

autonomous financial centre. On 27

trade, travel and customs. “My

May, Secretary of State Mike Pompeo

announcement today will affect the full

certified to Congress that Hong Kong

range of agreements we have with

does not “maintain a high degree of

Hong Kong, from our extradition treaty

autonomy from China”, emphasising

36

The US State Department published a
joint statement with the UK, Australia,
and Canada on 28 May expressing deep
concern over China’s decision to
impose a new national security on
Hong Kong, arguing that the
international community holds a stake
in Hong Kong’s future and that the new
legislation runs counter to Article 23 of
the Hong Kong Basic Law. The
statement calls on China to come to a
mutual agreement with both Hong
Kong’s SAR government and the
citizens of Hong Kong that stays within
the framework of the 1997 Sino-British
declaration, which granted Hong Kong
semi-autonomous status for 50 years.
Trump statement
White House presidential ...
State Department statemen...
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US government issues global sanctions advisory
for the maritime industry
insurers or other actors, in their due

Establish AIS best practices and

diligence efforts and to prevent

monitor ships to identify previous

smuggling and money laundering, the

patterns of illicit behaviour and

facilitation of terrorism and weapons of

conduct risk-based due diligence

mass destruction proliferation.
Incorporate best practices in
The most common sanctionable or

contracts and share information

illicit maritime trade techniques include

across the sector

disabling or manipulating the

The US Treasury Department’s Office
of Foreign Assets Control (OFAC), the
State Department and the US Coast
Guard published on 14 May a global
advisory to alert the maritime industry
and energy and metals sectors to
deceptive shipping practices and
sanctions evasion techniques used by
Iran, North Korea and Syria.
The advisory includes best practices to
assist private entities, such as financial
institutions, shipping companies,

Automatic Identification System (AIS)

As part of risk assessments,

on vessels; falsifying cargo and vessel

financial institutions should

documentation; ship-to-ship transfers

consider commodities and routes

used to conceal the origin or

susceptible to transhipment,

destination of oil or coal; indirect

inconsistent transactions and client

routing through third countries; and

acquisitions or sale of vessels to

changes in the ownership or

identify blocked property

management structures.
US State Department press...

Industry actors are advised to
OFAC press release
Implement sanctions compliance
programmes including at

US advisory

subsidiary-levels and provide
relevant training to staff

UK lawmakers call for sanctions against Israel if
it annexes West Bank territory
Nearly 130 British politicians from all

after 1 July to annex parts of territories

The US government purportedly plans

parties signed a 1 May letter calling on

the nation previously occupied.

to back Israel’s annexation plans if they

the UK government to impose

are carried out within the framework of

sanctions against Israel if it annexes

The signatories asked UK Prime

the peace plan US President Donald

occupied Palestinian territory, in

Minister Boris Johnson to “take the lead

Trump presented on 28 January, the

breach of UN Security Council (UNSC)

in bringing our international partners

Times of Israel reported on 1 May.

resolutions 242 and 2334.

together to prevent this illegal action”,
which they argued would be

The letter warns that Israel’s unity

comparable to Russia’s annexation of

government will “use the cover” of the

Crimea in 2014, and to alert the Israeli

Covid-19 pandemic to implement its

government to “severe consequences

“egregious plan” to advance legislation

including sanctions”.
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Letter
Times of Israel story
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European Commission issues guidance on
humanitarian exemptions to Syria sanctions
The European Commission published

The guidance stipulates

on 12 May guidance on providing

Funds and economic resources can
be made available to designated

Covid-19 related humanitarian aid to

Medical equipment, medicine and

persons if this is necessary for the

Syria while complying with EU

other medical items for countering

sole purpose of providing

sanctions against the jurisdiction.

Covid-19 are not subject to direct

humanitarian relief or assisting the

restrictions on their export, supply,

civilian population in Syria; in

financing or use in Syria

certain cases, a prior licence from a

The Commission intends to update its
15-page guidance note, which includes

national authority may be required

responses to 25 frequently asked

The EU’s Syria sanctions regime

questions (FAQs) on Syria, with

provides for derogations allowing

information on humanitarian

humanitarian operators to conduct

exemptions for Yemen, Somalia, North

ancillary activities, such as currency

Korea and other nations subject to

exchange and storage, under

asset freezes, trade embargoes or other

certain conditions

EU Commission press relea...
Guidance note

EU restrictive measures.

FCA informs UK firms of anti-financial crime
expectations during the pandemic
customer due diligence or transaction
monitoring alerts, but that firms “must
not weaken” their controls for detecting
terrorist financing. All decisions to
amend controls should be clearly risk
assessed, documented and subjected
to appropriate governance.
Financial services firms are also
expected to maintain effective systems
and controls for preventing money
laundering and terrorist financing and to
remain vigilant and responsive to new
threats such as fraud. Any material
The UK’s Financial Control Authority

screening systems to reduce the

(FCA) warned on 6 May that firms

number of alerts generated.

should not attempt to address
operational issues arising from the

The regulator states that it recognises

pandemic by changing or switching off

firms may need to reprioritise or

current transaction monitoring

“reasonably delay” some activities,

triggers/thresholds or sanctions

such as reviews related to ongoing

38

issues impacting the effectiveness of
financial crime controls or causing
significant delays to remediation plans
should be reported to the FCA.
FCA statement
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Danish prosecutors end money laundering probe
into Ernst & Young audit of Danske Bank
The Danish State Attorney for Special

Commerce and Industry Agency

May, EY Denmark Chief Executive

Economic and International Crime

directed SØIK in April 2019 to open an

Officer Torben Bender reportedly said:

(SØIK) has dropped its investigation

investigation into whether EY violated

“We have been informed that the

into Ernst & Young (EY) LLP for

the Danish Money Laundering Act of

investigation is suspended and with a

anti-money laundering (AML)

June 2017. On 3 April 2020, SØIK

clear conclusion that no criminal

violations in relation to its audit of

informed the Danish Commerce Agency

offence has been found. As previously

Danske Bank A/S’s annual and

that prosecutors could not identify any

pointed out, we believe that we have

consolidated accounts for 2014, due to

evidence that EY “was aware of specific

performed the audit correctly and in

a lack of evidence, according to a

transactions or patterns of transaction”

accordance with the rules and

statement issued by the Danish

and that there was “no reasonable

regulations applicable in 2014”.

Business Authority on 29 May.

suspicion that any criminal offence has
been committed”.

Danish Business Authority...

According to a Reuters article on 29

Reuters article

Based on a request by the Danish
Business Authority, the Danish

Aperio Analysis
The outcome of the probe was expected. Yet, the degree to which EY might be found responsible for not stopping money
laundering at Danske's Estonia subsidiary had thrown the spotlight back on the broader role of auditors in financial crime
prevention. The ongoing debate dates back to the post-Great Financial Crisis and the various accounting and financial
engineering schemes that allowed unscrupulous financial institutions to falsify their true risk exposures. Unfortunately, and in
defence of auditors, fighting financial crime requires more than robust financial reporting and a qualified external expert to go
over the books. Absent other key criteria such as the proverbial "tone from the top", the efficient functioning of the three lines of
defence, and a working culture of whistleblowing, it is naive to think that auditors alone will be able to spot crimes in the making.

UK Financial Reporting Council probes Ernst &
Young’s audit of NMC Health
The UK’s Financial Reporting Council

disclosed that an independent review

company and agreed to its request for a

(FRC) announced on 4 May that its

had uncovered evidence of suspected

temporary trading suspension.

enforcement division is investigating

fraud involving “some elements of

Ernst & Young’s audit of NMC Health

NMC’s previous financial activities”.

FRC press release (4 May)

On 27 February, NMC announced that

NMC statement on entering...

plc’s 2018 financial statements.
The private healthcare operator entered

the Financial Conduct Authority (FCA)

into administration in April after it

had launched an investigation into the

39

NMC statement on independ...
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UK publishes good-practice guidance on SARs
The UK National Crime Agency (NCA)

The NCA separately published on 7 May

published guidance on 7 May on

a guidance note from the FIU

submitting “better quality” suspicious

containing responses to frequently

activity reports (SARs), which includes

asked questions (FAQs) on SARs,

tips for alerting the financial

including definitions of criminal and

intelligence unit (FIU) to suspected

terrorist property and consequences for

money laundering and criminal assets.

failing to submit a SAR.

NCA guidance
FAQs

UK Treasury "reversal" of tax transparency plans
The Tax Justice Network warned on 6

lawmakers that UK multinational

According to the Tax Justice Network,

May that the UK is regressing into “tax

groups have taken different approaches

which produces the annual Financial

havenry” after the Treasury disclosed

to the inclusion of intragroup dividends

Secrecy Index, the UK could have

to lawmakers that it was reversing a

receivable within CbCR profit since

prevented at least £10 billion in

tax transparency commitment

2016, which has compromised how

corporate taxes from being lost to tax

announced in 2016.

“representative and comparable” the

havens since 2016 if the government

aggregate CbCR data is for UK-based

had exercised powers under the

multinational groups.

Finance Act 2016 to publish

The Treasury stated in 4 May responses
to parliamentary questions that it will

corporations’ CbCR data.

not publish multinational corporations’

OECD-level discussions resulted in the

country-by-country reporting (CbCR)

publication of guidance on the

data and will block the OECD from

approach multinationals should take for

publishing the data at an international

intragroup dividends in preparing

level until “data quality and consistency

reports, which Norman said is an

issues” in previously submitted reports

“important step” to increasing the

are addressed. The Treasury’s Financial

reliability of future data, but does not

Secretary, Jesse Norman, told

address issues in past reports.

Tax Justice Network state...
Parliamentary Q&A 1
Parliamentary Q&A 2

UK supervisors publish regulatory initiatives grid
The UK’s Financial Services Regulatory

timetable for plans from the Bank of

to bring UK trusts under the EU’s Fifth

Initiatives Forum launched on 7 May a

England, Prudential Regulation

Money Laundering Directive (5MLD)

new resource for informing financial

Authority, Financial Conduct Authority,

and to consult on the UK’s broader

services firms of initiatives in the

Payment Systems Regulator,

regulatory approach to crypto-assets.

regulatory pipeline.

Competition and Markets Authority,
Treasury and HMRC.

FCA press release

pilot exercise covering a 12-month

The grid outlines multi-sector and

Document

horizon, specifies for each quarter the

single-sector initiatives, including plans

The regulatory initiatives grid, which is a
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UK government informs lawmakers of measures
to tackle serious and organised crime
Implemented measures include
Investment in initiatives to address
serious violence, drug dealing, child
sexual abuse, modern slavery and
cybercrime
Publication on 3 April of a national
strategic assessment of the highest
priority SOC threats
Announcement of strategic
priorities for national law
enforcement to address SOC
The UK House of Commons’ Public

Matthew Rycroft wrote in the letter

Accounts Committee published on 1

dated 9 April that the Covid-19

May a letter from the Home Office

pandemic has delayed until later in

providing an update on progress in

2020 “full analysis of the emerging

implementing the September 2019

recommendations” from an

recommendations on tackling serious

independent review of SOC, which was

and organised crime (SOC).

announced in October 2019, and of the

threats in 2020/21
Home Office letter
Committee’s SOC report
NCA’s national strategic ...

implications for the Committee’s
Newly appointed Permanent Secretary

recommendations.

UK government backs cross-border AML/CFT
information sharing within corporate groups
The UK Treasury and Home Office

Laundering Regulations, Proceeds of

Commissioner’s Office (ICO) on

issued a statement on 12 May

Crime Act (POCA) and Data Protection

international data transfers.

affirming the government’s support for

Act and the EU’s General Data

cross-border information sharing

Protection Regulation (GDPR).

UK government statement o...

money laundering and terrorist

It also provides links to November 2017

Statement

financing.

guidance from the Financial Action

within corporate groups to counter

Task Force (FATF) on private sector
The statement summarises firms’

information sharing and August 2018

obligations under the UK’s Money

guidance from the Information

41

FATF guidance
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OFAC lifts sanctions on Sweden’s Nynas AB
following ownership restructuring
activities involving Nynas AB and

According to a statement published by

issued GL 3H authorising transactions

Nynas, the removal of US sanctions

related to, provision of financing for,

follows a company reorganisation

and other dealings in certain bonds, and

which limited PDVSA’s ownership share

GL 9G authorising transactions related

to 15 percent, with the remaining 35

to dealings in certain securities, in both

percent currently controlled by an

cases to remove references to Nynas.

independent Swedish foundation. One

In addition, OFAC has made conforming

of the nine members of the board of

technical updates to Frequently Asked

directors will be a PDVSA

Questions (FAQs) 661 and 662.

representative. Nynas has also agreed
to continue reporting to OFAC about

The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
announced on 12 May that, following a
reduction in its Venezuelan ownership,
Swedish refiner Nynas AB is no longer
a US blocked entity pursuant to the
Venezuela Sanctions Regulations.
To reflect these changes, OFAC has
revoked Venezuela-related General
License (GL) 13E authorising certain

As a result, US persons no longer need

future changes to its ownership as long

OFAC authorisation to engage in

as PDVSA remains on the SDN List.

transactions with Nynas provided they
do not involve other blocked entities or

OFAC notice

prohibited activities. Notwithstanding
these amendments, all US persons are

OFAC General License 3H

not allowed to engage in dealings
involving Venezuelan state-owned oil

OFAC General License 9G

company Petróleos de Venezuela S.A.
(PDVSA), which remains a Specially
Designated National (SDN).

Iron Mountain reveals possible sanctions breach
US information management company

pursuant to Executive Order 13382,

investigation, Iron Mountain identified

Iron Mountain Inc disclosed in a Form

which targets proliferators of weapons

further potential sanctions violations,

10-Q filing on 7 May to the US

of mass destruction (WMD). Iron

which concern two former Iranian

Securities and Exchange Commission

Mountain stated that it is currently in

clients designated under the same

(SEC) that one of its non-US

the process of terminating any

executive order and Executive Order

subsidiaries has provided record

relationships with the entities, noting

13224 which concerns terrorism-related

storage and handling services to one

that the revenues gained from the

sanctions.

entity owned by the government of Iran

services provided to them over the

and another Iranian entity since 2004

engagement period amounted to

and 2008.

between $100,000 to $200,000.

Both Iranian entities are designated

In the course of the internal

SEC filing
Notice of disclosure
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MEPs call on Czech PM to resolve conflict of
interest allegations to participate in negotiations
EU funds until PM Babiš’ potential
conflict of interest is resolved; and (3) if
the allegations are confirmed, PM Babiš
must resolve them by “either selling his
business interests, stop receiving any
public subsidies or funding, or stepping
down as PM”.
The Committee concludes that PM
Babiš should not participate in the
negotiations of the next Multiannual
Financial Framework (MFF) for financial
years 2021-2027 until the allegations
are resolved, adding that if he continues
Members of the European Parliament’s

statements which demonstrate that

(MEP) Budgetary Control Committee

subsidies from EU funds are paid to

demanded on 7 May that the Czech

Agrofert as a final beneficiary and a

Prime Minister Andrej Babiš cease

statement by the Czech commercial

participation in budget-related

registry establishing that PM Babiš’

negotiations in the European Council

private trust controls Agrofert.

until the ongoing corruption allegations
against him are resolved. The request

The fact-finding mission delegation

from MEPs follows a fact-finding

said they expect a swift reaction from

mission conducted in February which

the Czech government in response to

raised conflict of interest concerns in

the recommendations, which include:

connection with Babiš’ beneficial

(1) the Czech authorities should

ownership of conglomerate Agrofert

establish efficient internal systems for

Group, which is in receipt of EU

the avoidance of conflicts of interest,

subsidies.

providing public access to the list of
beneficial owners of legal entities and

Amongst the discoveries of the

trusts; (2) the Commission should

fact-finding mission were bank account

ensure that Agrofert does not receive

to take part in the negotiations, the
European Commission should ensure
that Agrofert does not receive EU funds
for the forthcoming 7 years.
MEPs also call on the European
Commission to implement a
zero-tolerance policy to conflicts of
interest by recovering any subsidies
that have been paid out irregularly and
by intervening when national authorities
fail to act regarding conflicts of interest.
EU Parliament press relea...
Mission report
Video recording of the de...

Aperio Analysis
The MEP’s request does not come as a surprise. Andrej Babiš is currently facing an investigation over EU subsidy fraud, and his
position as prime minister of an EU country as well as a businessman receiving EU subsidies should certainly raise questions
about the potential conflicts of interest. Although he has denied all allegations of wrongdoing, his business dealings have led to
mass protests in Prague. Babiš is now having to protect his political and business interests simultaneously. He has regularly
used populist messages to win voters’ support, including anti-immigrant and anti-EU rhetoric, and has used this opportunity to
label Czech MEPs who are part of the Committee as “traitors”.
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European Ombudsman finds that the EBA erred
in allowing ex-director to join the AFME
European Ombudsman Emily O'Reilly

It is recommended that the EBA:

announced on 10 May a finding of

On 16 January 2020, the European
Parliament adopted a resolution calling

maladministration at the European

Invokes, where necessary, the

on the EBA to review its decision to

Banking Authority (EBA) for allowing

option of forbidding senior staff

allow Farkas’ appointment at AFME and

its former executive director, Adam

from taking up certain positions for

recommending that members of the

Farkas, to join lobbying group

up to two years after their departure

European Parliament, Commission and

Association for Financial Markets in

Council refrain from contact with

Europe (AFME) as Chief Executive in

Informs existing senior staff and job

Farkas for two years in order to avoid

February 2020.

applicants of restrictions on

potential conflicts of interest.

possible future career moves
The Ombudsman also found that the

EU Ombudsman press releas...

EBA failed to immediately put in place

Implements internal procedures to

sufficient internal safeguards to protect

terminate staff access to

confidential information when the

confidential information once it is

planned career move became clear on 1

known they are moving job

EU Ombudsman recommendati...
EU Parliament resolution ...

August 2019, with Farkas retaining
access to sensitive data until 23

The EBA is required to respond to the

September 2019.

recommendations by 31 August 2020.

China's Luckin Coffee dismisses CEO and COO
amidst ongoing fraud probe
Chinese coffee chain Luckin Coffee

to carry out an internal investigation

million, amount to approximately 40

announced on 12 May the dismissal of

into the fraud allegations that were first

percent of Luckin Coffee’s estimated

its chief executive officer and chief

exposed in an anonymous report

annual sales. The company

operating officer, amid ongoing internal

published by US short seller Muddy

announcement also states that it has

investigations into fabricated

Waters.

been responding to and cooperating

transactions. According to the

with regulator agencies in the US.

company announcement, the dismissal

China’s State Administration for Market

of CEO Jenny Zhiya Qian and COO Jian

Regulation and the Securities

Six other employees alleged to have

Liu comes after the Board of Directors

Regulatory Commission started

been involved in the scheme have been

considered new evidence discovered

separate investigations in April into the

suspended or put on leave.

during the internal investigation “that

allegations that the company falsified

sheds more light on the fabricated

its financial statements in 2019. Luckin

transactions”.

Coffee is suspected of having
fabricated sales from the second

Luckin Coffee announced on 2 April

quarter to the fourth quarter of 2019.

that it was forming a special committee

The falsified sales, estimated at £250
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European Parliament requests that EU agencies
fight fraud and corruption more effectively
The European Parliament (EP) called

agencies to adopt conflict of interest

system to monitor payments of

for stronger safeguards against

screening measures and set up

agriculture and cohesion funds

corruption, fraud, organised crime,

mechanisms to detect and report

funds misuse and conflict of interest in

human rights violations.

the distribution of EU spending on 14
May, as part of the EU’s 2018 discharge
procedure.
In the 52 discharge reports and the
accompanying resolution, MEPs
reiterated their call to restrict EU
funding for countries found in violation
of rule of law principles and stressed
that the newly created EU Public
Prosecutor’s Office (EPPO) and other
law enforcement agencies should be
better resourced to tackle EU fraud and
cybercrime effectively. In addition, the
EP resolution calls on all executive

Monitors large-scale infrastructure
projects for possible risk of

The EP demands that the
European Commission
Takes the necessary measures to
prevent criminal networks from
making illicit profits by using EU
money, for instance Italian mafia
structures
Proposes caps on subsidy levels to
avoid fraud and the uneven
allocation of EU direct payments

corruption and fraud
Fights all forms of conflict of
interest and evaluates measures
taken by member states regularly in
particular regarding agricultural
subsidies
EP press release
EP resolution
EP discharge decision on ...

Implements a standardised IT

Aperio Analysis
In spite of efforts to create a culture of transparency across its institutions and member states, the EU is not immune to fraud
and corruption. In fact, of prime importance in this context is the misuse and misappropriation of its funds, a practice on which
organised crime groups in Italy and across Europe thrive. The European Parliament must thus ensure that its message is heard,
and measures are enacted, or else its efforts will be in vain. As recently as on 28 May, for instance, the Guardia di Finanza in
Calabria (Italy) concluded operation “Waterfront”, uncovering evidence of fraud involving public works tenders valued at over
€100 million, which included EU funds.

US FinCEN renews GTOs for tracking money
laundering through residential property
The US Treasury Department’s

of residential real estate worth

estate purchases by persons involved in

Financial Crimes Enforcement Network

upwards of $300,000.

illicit or criminal activity.

(FinCEN) renewed on 8 May
geographic targeting orders (GTOs)

The reissued GTOs, which are effective

requiring title insurance companies in

from 10 May to 5 November, are

12 metropolitan areas of the country to

identical to the November 2019 GTOs

identify the beneficial owners of shell

and are expected to continue providing

companies used for all-cash purchases

FinCEN with valuable data on real
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FinCEN press release
GTO
FAQs
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Herbalife Nutrition sets aside $123 million in the
US to settle China bribery investigation
in the company’s view, “nearing

interest of around $123 million and

resolution”. The company expects to

would undertake compliance

agree an administrative resolution with

obligations for three years.

the SEC and a separate deferred
prosecution agreement (DPA) with the

On 14 November 2019, the head of

Department of Justice (DOJ), under

Herbalife’s China subsidiary Yanliang Li

which criminal prosecution related to a

and former external relations lead

conspiracy to violate the books and

Hongwei Yang, both Chinese nationals,

records provisions of the FCPA would

were charged by the DOJ with

be deferred for a period of three years.

conspiracy to violate the FCPA.
According to the indictment, the two

Herbalife Nutrition Ltd revealed in its
quarterly filing submitted on 7 May to
the US Securities and Exchange
Commission (SEC) that it has set aside
$123 million to resolve a Foreign
Corrupt Practices Act (FCPA)
investigation related to bribery
allegations concerning its activities in
China between 2006 and 2016.
According to the report, Herbalife has
reached an “understanding in principle”
regarding the material terms of the
settlement with US regulators, which is,

According to the SEC filing, the

former executives were responsible for

violations are related to Herbalife’s

“extensive and systematic” bribes to

external affairs expenditure, business

Chinese government officials between

activities, the adequacy of its internal

2007 and 2017 for the award of new

controls and the accuracy of its books

business licences, the promotion of

and records relating to its operations in

their activities in China and to avoid

China.

regulatory scrutiny.

Herbalife states that it has conducted

Herbalife SEC filing

its own review and implemented
remedial measures and enhancements

DOJ press release (14 Nov...

of company policy in China. In addition,
under the draft agreements with the

DOJ indictment

SEC and DOJ, the company would pay
aggregate penalties, disgorgement and

EU Foreign Ministers urge Turkey to respect
Cyprus’ sovereignty and halt drilling activities
The EU Council Foreign Ministers

The EU reaffirmed its position as stated

escalations of Turkey’s violations of

issued a statement on 15 May on the

by previous EU Council and European

Greek national airspace.

situation in the Eastern Mediterranean

Council conclusions, particularly those

following Turkey’s move to begin a new

of June 2019 and October 2019, urging

drilling operation within Cyprus’

Turkey to respect the sovereign rights

exclusive economic zone. The EU

of Cyprus and immediately cease any

deplores Turkey’s failure to respond to

illegal activities in the Eastern

the EU's calls to cease such activities

Mediterranean. Recalling the European

and requests that Turkey respects the

Council conclusions of March 2018, the

sovereign rights of Cyprus.

Foreign Ministers also condemns the
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EU press release
EU Council conclusions (J...
EU Council conclusions (O...
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US consumer lender sets aside $21.7 million to
resolve SEC’s FCPA probe
US-based World Acceptance

violations of the FCPA and “certain local

discussed relating to the Department of

Corporation has set aside $21.7 million

laws of certain payments related to

Justice’s parallel investigation.

to resolve a US Securities and

loans, the maintenance of the

Exchange Commission (SEC) probe,

company’s books and records

World Acceptance Corporation revealed

according to a 7 May Form 8-K filing.

associated with such payments, and

in a 14 June 2017 filing that it had

The SEC is currently investigating the

the treatment of compensation matters

launched an internal investigation into

consumer lender for potential

for certain employees”.

its Mexico operations following an

violations of the Foreign Corrupt

anonymous letter alleging compliance

Practices Act (FCPA) regarding its

World Acceptance Corporation is party

violations which was sent to the

former operations in Mexico.

to ongoing discussions with the SEC

company’s accounting firm.

regarding the possible resolution of the
The filing explains that the

investigations, however no offer of

investigations relate to possible

settlement or resolution has been

World Acceptance Corporat...

UK Serious Fraud Office drops bribery probe into
Swiss-Swedish engineering firm ABB Ltd
The UK’s Serious Fraud Office (SFO)
announced on 19 May that it has
closed a bribery investigation into
Swiss-Swedish power grid engineering
company ABB Ltd. The SFO statement
explains that a thorough review of the
evidence revealed that the case did not
meet the threshold for prosecution.
The SFO investigation began in

The probe began
after the company
self-reported that it
had found
payments it deemed
improper

February 2017 after ABB self-reported

representatives to secure state
contracts.
According to the Wall Street Journal,
additional Unaoil executives are on trial
in London on SFO charges that they
conspired to bribe Iraqi officials to
secure a client’s contract.
SFO statement

that it had found payments it deemed

Unaoil’s former CEO and COO, brothers

improper and relating to Unaoil, a

Cyrus and Saman Ahsani both pleaded

Monaco-based company under

guilty in 2019 to conspiracy to violate

investigation for bribery.

the US Foreign Corrupt Practices Act
(FCPA), after admitting that they bribed
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African and Middle Eastern government
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EU country specific recommendations include
AML and anti-corruption reforms
measures and laws are still pending, including draft acts for
the enhancement of transparency in public decision making
and the establishment of an independent authority against
corruption.
Czechia
The EC notes that Czechia’s public sector performs “less
well” on the professionalism of the civil service, transparency
of government, and on the “control of corruption,” compared
to other EU member states. It also states that corruption
The European Commission (EC) published country specific
recommendations on the 2020 national reform and stability
programmes of the EU’s member states on 20 May, to guide
member states on delivering economic policy objectives and
on the adequate response to their economic and social
challenges during the Covid-19 pandemic, which includes
recommendations on financial crime.
Member states with financial crime recommendations are:
Bulgaria
The EC recommends that Bulgaria steps up efforts to ensure
adequate risk assessment, mitigation, effective supervision
and enforcement of the AML framework. In addition, it notes
that “ensuring effective criminal investigations” remains a
challenge in the country, which ought to mitigate its
weaknesses to prevent terrorist financing. It also states that
Bulgaria is yet to properly assess the risk posed by its
citizenship by investment schemes.
Croatia
The EC notes that “issues of corruption” remain widespread
for businesses in Croatia, and that efforts and more effective
tools are needed to prevent and sanction corruption across
the country. In addition, it states that “challenges” for the
quality and efficiency of criminal justice “hamper the fight
against economic and financial” offences.
Cyprus
Cyprus should address features of the tax system that
facilitate aggressive tax planning. In addition, while an action
plan against corruption is being implemented, certain

48

remains a concern for businesses in the country, and that the
adoption of several anti-corruption measures, including a bill
on lobbying and whistleblowing, are still pending.
Denmark
The EC recommends that Denmark improves the
effectiveness of AML supervision and enforcement of the
AML framework, but recognises that local authorities and
regulators have started to implement a range of measures to
strengthen the country’s AML capabilities.
Estonia
Estonia is advised to step up its efforts to ensure effective
supervision and enforcement of the AML framework. Money
laundering risks remain in the country, where investigations
progress slowly. The EC also notes that the capacity of the
financial supervisor has not been strengthened enough, and
that the exchange of information between the FIU and law
enforcement is not sufficiently proactive.
Finland
The EC recommends that Finland ensure effective
supervision and enforcement of the AML framework. It also
notes that staffing for AML matters is inadequate, and that
tools within the FIU appear insufficient to analyse increasing
numbers of suspicious transactions. In addition, the
exchange of information between the FIU and law
enforcement is insufficient.
Hungary
Hungary is advised to strengthen the tax system against the
risk of aggressive tax planning. The EC notes that, as a result
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of the pandemic, corruption, access to public information,

effective enforcement of the AML framework. It also

and media freedom have deteriorated further. Investigation

recommends that the country steps up action to address

and prosecution activities appear less effective in Hungary

features of the tax system that facilitate aggressive tax

than in other member states, and action to prosecute

planning by individuals and multinationals. The EC states that

high-level corruption is lacking.

Malta also faces challenges to strengthen its institutional
capacity to fight corruption.

Ireland
Netherlands
The EC recommends that Ireland ensure effective supervision
and enforcement of the AML framework as regards

The EC recommends that the Netherlands takes steps to fully

professionals providing trust and company services. It also

address features of the tax system that facilitate aggressive

notes that the country still faces risks due to its

tax planning. It also recommends that the country ensures

internationally oriented economy, involving significant inflow

effective supervision and enforcement of the AML

of foreign direct investments, and the presence of complex

framework. The EC adds that a number of Dutch financial

legal structures with foreign sponsors. The level of

institutions have been involved in money laundering affairs,

supervision is deemed inadequate to remedy such issues.

and that these cases highlight the need to further strengthen
AML supervision, investigation, and prosecution capabilities.

Italy
Romania
The EC states that disposition time at criminal appeal courts
in Italy still raises concerns. In addition, it notes that the

The EC notes that the current government of Romania has

country’s anti-corruption framework has recently been

shown willingness to reverse some measures to prevent and

reinforced, but needs to be completed. According to the EC,

sanction corruption.

effective prevention and sanctioning of corruption can play
an important role in ensuring Italy’s recovery after the crisis.

Slovakia

Latvia

The EC recommends that Slovakia ensure the effective
supervision and enforcement of the AML framework, and

The EC recommends that Latvia continues its progress,

address integrity concerns in the justice system. In addition,

noting that the country has “significantly” reduced the flow of

the country’s understanding of risk exposure remains low,

risky money through its banks and overhauled its AML

and limited human resources and training hamper the

system, for instance by banning the servicing of non-resident

effective supervision of professionals involved in company

shell companies and amending a number of laws. Latvia’s

formation. The government action plan has not yet provided

capacity to investigate and prosecute money laundering

the tools to effectively identify and prosecute money

cases could be further strengthened.

laundering offences and confiscate assets.

Luxembourg

Slovenia

The EC recommends that Luxembourg ensure effective

The EC notes that the Covid-19 crisis will put additional

supervision and enforcement of the AML framework as

stress on commercial dispute settlement and economic

regards professionals providing trust and company services,

crime prosecution.

and investment services. The country should also step up
action to address features of the tax system that facilitate

Sweden

aggressive tax planning. The EC states that Luxembourg
faces significant money laundering risks in light of the high

The EC recommends that Sweden improves the effectiveness

inflows of foreign direct investments and the presence of

of AML supervision and effectively enforces the AML

complex legal structures with foreign sponsors.

framework. It adds that persistent allegations of suspected
money laundering have affected the reputation of Swedish

Malta
The EC recommends that Malta continues to adequately
assess and mitigate money laundering risks and to ensure

49

banks, and that challenges remain.
Country specific recommendations
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Norfund discloses sophisticated fraud scheme
Norfund, the Norwegian Investment

rather than the intended recipient,

documents and payment details – with

Fund for developing countries, was the

according to a press statement from

the account in Mexico being held under

victim of a “serious case of fraud” after

Norfund on 13 May.

the same name as the recipient

fraudsters took advantage of an

institution based in Cambodia.

“advanced data breach” to impersonate

The fraudsters “manipulated and

the recipient of a Norfund loan and

falsified” the communications between

divert the funds to an account in

Norfund and the recipient institution to

Mexico that belonged to the fraudsters

seem legitimate, and even falsified

Norfund press statement

EU committee opinion on future partnership
urges UK to adhere to AML regulations
The European Parliament’s Committee

The opinion also recommends that

The EU and UK are encouraged to

on Economic and Monetary Affairs

provisions on AML/CFT policy are

reach an agreement to ensure

(ECON) issued 27 recommendations

included in the future partnership

compliance with good tax

for negotiations on the future

agreement and that the UK, with its

governance, including in the UK’s

relationship between the UK and the EU

overseas territories, continuously

Overseas Territories, Sovereign

on 25 May, which includes a call for the

commits to the EU framework on

Base Areas and Crown

UK to continue to adhere to EU

AML/CFT after the transition period.

Dependencies

anti-money laundering/counter
terrorism financing (AML/CFT)
regulations. The Committee suggests
that the UK and EU’s cooperation go
beyond the Financial Action Task Force
(FATF) standards regarding beneficial
ownership transparency and due
diligence controls, including
eliminating the anonymity associated
with digital currencies.

It is requested that
the agreement
includes provisions
on the supervision
of obliged entities in
the context of AML

Regarding beneficial ownership
information, the opinion urges both

The need to coordinate the future
fight against tax evasion and
avoidance is also highlighted
Both parties are encouraged to
ensure the provisions included in
the directives providing for the
automatic exchange of information
in the field of taxation on income,
financial accounts, tax rulings,
country-by-country reports, and

Key points

parties to ensure that information

beneficial ownership remain in
place, and that a dedicated platform

contained in central registries is

It is requested that the new

on maintaining administrative

accessible according to the standards

partnership agreement includes

cooperation is set up

set out in the EU’s Fifth Money

specific provisions regarding the

Laundering Directive (Directive

supervision of financial and

2018/843, 5MLD) to prevent money

non-financial obliged entities in the

laundering and terrorist financing.

context of the AML framework
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Malaysia court drops 1MDB money laundering
charges against film producer Riza Aziz
The Malaysian Anti-Corruption

2012 to finance a series of films,

May that Riza has indicated his

Commission (MACC) announced on 14

including Oscar-nominated film “The

willingness to give evidence in his

May that a Kuala Lumpur court has

Wolf of Wall Street”.

stepfather’s trial and may be called as a

withdrawn the money laundering

witness, according to Reuters.

charges against film producer Riza

On 17 May, Malaysia’s Attorney General

Shahriz Abdul Aziz, known as Riza

Tan Sri Idrus Bin Harun announced that

In a media statement issued on 18 May,

Aziz, as part of a settlement which

Aziz’s release agreement was

Malaysia’s PM Muhyiddin Yassin said

includes the recovery of $107.3 million

negotiated before his appointment to

he has not been involved in Aziz’s

in overseas assets.

office in March, by former Attorney

settlement, which was reached

General Tan Sri Tommy Thomas, and he

independently by the Attorney General’s

According to the court, Aziz’s discharge

accepted the previous offer made to

Office. Former Attorney General Tommy

is conditional on his “satisfactory

Aziz “subject to his strict compliance

Thomas rejected Harun’s claims on 18

completion of the agreement” and

with the terms and conditions”.

May and told media that the deal with

charges will be reinstated if he fails to

Prosecutors estimate that the overall

Aziz is “terrible for Malaysia”, according

pay the agreed settlement amount. Riza

value of recovered funds will be around

to Associated Press.

Aziz, the stepson of former prime

$108 million, subject to the sale of

minister Najib Razak and a co-founder

overseas assets, which includes $14

of Red Granite Pictures Inc, was

million held in a Huntington National

arrested on 4 July 2019 on suspicion of

Bank account in the US, and $57 million

having siphoned $248 million from

already forfeited from Red Granite

state-owned sovereign wealth fund

Pictures. In addition, Malaysia’s lead

1Malaysia Development Berhad (1MDB)

prosecutor on the 1MDB scandal Gopal

between April 2011 and November

Sri Ram reportedly told the court on 19

MACC press release
Associated Press article
Malaysian Prime Minister’...

UKFIU offers clarity on the new glossary codes
for Covid-19 related suspicious activity reporting
The UK’s National Crime Agency (NCA)

The clarifications include

published on 20 May an advisory note

HMRC Self-assessment Tax Refund
system – ‘XXSATXX’, should only be

providing clarifications on the UK

The glossary code used for

used for Covid-19 related

financial intelligence unit’s (UKFIU)

reporting all suspicious activity

suspicious activity

new Suspicious Activity Report (SAR)

related to Covid-19 is ‘XXCVDXX'

glossary codes, introduced due to the

NCA advisory note

increased threat posed by organised

The codes for fraudulent abuse of

crime groups (OCGs) seeking to take

the Government Priority Scheme –

advantage of the Covid-19 pandemic.

‘XXGPSXX’, or fraudulent use of the
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European Commission publishes adjusted
annual work programme in light of Covid-19
The European Commission (EC)

The proposal on crypto-assets and

July based on the European

published on 27 May an adjusted

a financial services act on

Commission's work schedule

annual work programme for 2020 due

operational and cyber resilience will

to the Covid-19 pandemic.

be released as scheduled in the

The adoption of a new EU strategy

third quarter of 2020

on the eradication of human

Key points concerning financial
services
A review of the Directive on the
security of network and information
systems (NIS Directive) will be
released as scheduled, in the fourth
quarter of 2020
Europe's FinTech action plan
including a strategy on an
integrated EU payments market will
be released as scheduled in the
third quarter of 2020

trafficking will be postponed from
The communication on business

the fourth quarter of 2020 to the

taxation for the 21st century will be

first quarter of 2021

delayed from the second quarter to
the fourth quarter of 2020

The publication of the annual rule of
law report will occur as scheduled,

The anti-fraud tax package (which

namely in the third quarter of 2020

includes: an action plan to fight tax
evasion and to make taxation

EC communication on adjus...

simple and easy, the adoption of the
communication on tax good

EC annex to communication...

governance in the EU and beyond
and the revision of the directive on

EC press release

automatic exchange of information)
is expected to be released on 15

Bank for International Settlements brief on AML
and cyber resilience during Covid-19
The Bank for International Settlements

about threats connected to email

protocols and updating them for key

(BIS) published on 14 May a briefing

and message scams that appear to

actions; and (3) configuring

paper on the evolution of financial

come from trusted sources

corporate video and audio

crime and anti-money laundering

conferencing facilities in a way that

(AML) and cyber resilience measures

Authorities worldwide have

implemented by authorities in the

responded by drawing financial

context of the Covid-19 pandemic.

institutions’ attention to the

Authorities have also emphasised

emerging threats and by providing

that financial institutions should

guidance on ways to improve

continue to provide essential

cybersecurity and mitigate ML and

financial services, while at the same

Interpol has highlighted a marked

TF risks, such as: (1) applying

time seeking to mitigate ML risks by

increase in cyber threats connected

robust security protocols to

using the tools at their disposal,

with malicious domains, malware

company-issued devices and strong

such as machine learning and

and ransomware. At national level,

controls to personal or home

simplified due diligence

security officials in the UK and US,

devices used to access corporate

for instance, have issued a warning

technological infrastructures; (2)

The findings include

using multifactor authentication
52

limits unauthorised access

BIS statement
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IMF factsheet on promoting accountable use of
Covid-19 financial assistance
The International Monetary Fund (IMF)

2018 Enhanced Governance

Afghanistan, Bolivia, Dominican

published on 5 May a factsheet on

Framework

Republic, the Kyrgyz Republic,

ongoing action points for promoting

Mauritania, Pakistan, and São Tomé

transparent and accountable use of

Requiring member countries to

Covid-19 emergency financial

commit to: (1) enhanced reporting

assistance.

of crisis-related spending; (2)

Ensuring the application of the IMF

undertaking and publishing

Safeguards Assessment policy

independent ex-post audits of

assuring that central banks’

crisis-related spending; (3) ensuring

frameworks of governance,

Requiring member authorities to

procurement transparency

reporting, and controls are

commit in their Letters of Intent to

procedures, such as publishing

adequate to manage IMF

ensuring that emergency assistance

procurement contracts; (4)

disbursements

is not diverted for other purposes

preventing conflicts of interest and

IMF measures include

corruption by publishing the
Continuing to include governance

beneficial ownership information of

and anti-corruption measures in the

entities awarded procurement

emergency assistance receiving

contracts. The IMF provided the

countries’ multi-year financing

following examples of countries

arrangements, as part of the

that have made such commitments:

ongoing implementation of the

Gabon, Moldova, Nigeria,

and Príncipe

IMF factsheet
IMF good governance facts...
IMF safeguards assessment...

OECD brief on policy measures to avoid
corruption and bribery during Covid-19 response
The brief urges policymakers, donor

auditing functionaries throughout the

agencies, law enforcement and the

recovery process. Finally, the brief

private sector to comply with

suggests taking a risk-based approach

international rule of law, particularly the

to good governance, controls, and

OECD Anti-Bribery Convention, and that

businesses, protecting whistleblowers,

countries address bribery risks in

and utilising existing reporting

procurement. The OECD notes that 57

techniques and enforcement

percent of foreign bribery cases involve

procedures.

public procurement.
The briefing also provides examples of

The OECD published a briefing paper
on 26 May on policy guidelines for
avoiding corruption and bribery during
Covid-19 pandemic response and
recovery efforts.

53

Regarding recovery efforts, the OECD

countries that have taken positive steps

states that the high volume of

to combat the risk of corruption during

economic stimulus presents a situation

the pandemic.

ripe for abuse, urging the
implementation of anti-corruption
measures in the programme design and
delivery phases and the maintenance of

OECD brief

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2020

Malta’s Financial Intelligence Analysis Unit
publishes AML guidance note for Covid-19
Malta’s Financial Intelligence Analysis

Highlights

Unit (FIAU) issued on 7 May an

Businesses are encouraged to
update their risk assessments,

anti-money laundering and

Small to medium sized businesses

being mindful of unexpected

counter-terrorism financing (AML/CFT)

are likely to be particularly

changes in business activities,

guidance note, which includes a series

vulnerable to ML/TF risks due to the

whilst ensuring that proper

of recommendations for businesses

expected decline in economic

AML/CFT compliance procedures

during the Covid-19 crisis.

activity

remain in place

Malta's FIAU states that the Covid-19

Criminal organisations will tend to

Proper remote working procedures

pandemic has increased opportunities

recruit individuals affected by job

and policies should be put in place

for criminal activity, including in relation

losses and will seek to invest in real

for customer identity verification

to money laundering and terrorist

estate for money laundering

and to ensure the good health of

financing (ML/TF).

purposes

customers, employees and the
general public

The guidance provides businesses with

Public aid schemes are at risk of

information on the current challenges

corruption by those seeking to take

and how to improve compliance while

advantage of government funds

FIAU guidance note

working remotely.

FinCEN issues Covid-19 medical scam advisory
Covid-19 pandemic. FinCEN also

into personal accounts.

announced the temporary expansion of
its rapid response programme to assist

Financial institutions are encouraged to

law enforcement in recovering stolen

submit a Suspicious Activity Report

assets during the pandemic.

(SAR) regarding any suspected
Covid-19 scams, in addition to other

FinCEN’s advisory lists 22 red flags that

unusual activity that may suggest

may indicate medical scams,

terrorist financing, money laundering,

non-delivery fraud, and price gouging or

and other financial crimes.

hoarding. The red flags include altered

The US Treasury’s Financial Crimes
Enforcement Network (FinCEN)
published an advisory on 18 May
warning financial institutions about the
increase in medical fraud related to the
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brand images or names, medical

FinCEN is due to release other

transactions that involve personal bank

coronavirus related financial crime

accounts rather than licensed

advisories.

businesses, companies or individuals
purporting to sell coronavirus cures and
vaccines, and large, unusual deposits

FinCEN advisory

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2020

Denmark implements new dividend tax model to
prevent fraud scandal happening again
The tax fraud
scandal clean up “is
far from finished”
The changes are designed to prevent a
repeat of the years-long tax fraud
scandal involving global dividend tax
refund laws, which saw billions of
dollars handed out to firms and
individuals in tax refunds to which they
were not entitled.
Danish Tax Minister Morten Bødskov

financial sector, banks will assume

announced changes to the country’s

greater responsibility for monitoring

dividend tax model on 18 May, to

payments and will be held liable for any

protect the Danish state from tax fraud

outstanding taxes owed by its clients.

as the government tries to recoup over

In addition to this, all foreign investors

$2 billion in tax refunds.

will have to register with the Danish Tax
Agency to ensure that the correct

In a new agreement with the country’s

Denmark’s Tax Minister confirmed that
the “clean up” of the tax fraud scandal
has resulted in approximately 62,000
cases so far and that this clean up “is
far from finished”.
Danish Tax Ministry annou...

amount of dividend tax is paid.

EU Anti-Fraud Office reveals Greek research
fraud involving EU funds
The European Anti-Fraud Office (OLAF)

scientist listed several dozen renowned

grant funding. The Greek authorities

announced on 5 May that it has

scientists as grant recipients, which

assisted OLAF’s investigation by

uncovered a complex fraud involving a

raised suspicion when that same

providing access to the accounts. OLAF

Greek scientist’s theft of €190,000

scientist personally deposited all of the

has recommended ERCEA recover the

from a €1.1 million grant to a Greek

recipients’ cheques into bank accounts

amount misused and advised the Greek

university from the European Research

listing herself as a co-beneficiary.

police to bring charges against the

Council Executive Agency (ERCEA).

perpetrators.
None of the associated scientists

OLAF’s investigation, which concluded

contacted by OLAF claimed any

in November, found that the unnamed

knowledge of the project nor receipt of
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Italian financial police make arrests in operation
on corruption involving EU funds
Italy’s Guardia di Finanza (GdF) announced on 28 May the

According to the GdF statement, charges include eliminating

arrest of 63 individuals, including 11 officials, all of whom

competition to gain $167 million in EU funds through “an

are alleged to be involved in the ‘Ndrangheta organised

illicit cartel made up of multiple companies, capable of

crime syndicate. The GdF operation also yielded the seizure

winning […] at least 22 public tenders, in a systematic fraud

of €100 million in assets.

against the Calabria Region and the European Community”.

The GdF alleges that many of
the suspects arrested took part
in the disruption of EU fund
awarding auctions

The GdF alleges that many of the suspects arrested took part
in the disruption of EU fund awarding auctions as well as
corruption and public supply fraud.
Guardia di Finanza statement

GRECO requests that Ukraine safeguards the
independence of its anti-corruption bureau
The Council of Europe’s Group of States against Corruption

independent auditors, designed to safeguard the

(GRECO) published a letter dated 6 May addressed to

independence of the anti-corruption body.

Mykhaylo Buromenskiy, a member of Ukraine’s National
Council for Anti-Corruption Policy, requesting that the

The letter from GRECO President Marin Mrčela underlined the

operational independence of the country's National

importance of shielding NABU from “Improper influence or

Anti-Corruption Bureau (NABU) is safeguarded following

pressure to guarantee its operational independence”.

proposed amendments to legislation concerning the
independence of the NABU.

The G7 Ambassadors’ Support Group in Ukraine (which
includes members from the US, Canada, France, Germany,

On 28 April, the Parliamentary Committee on Law

Italy, Japan and the UK) published a statement on Twitter on

Enforcement put forward bill number 3133 to the Verkhovna

4 May stating that Ukraine’s proposed legislative changes

Rada (Ukrainian parliament) which proposed amendments to

were threatening to “Ukraine’s reform trajectory”.

the independence of the NABU, particularly in relation to the
proposed dismissal of Artem Sytnyk, the NABU’s director. The

GRECO letter

current NABU legislation decrees that the body’s director may
only be dismissed if a negative opinion is expressed by
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Swedish police and banks increase information
sharing to combat financial crime
The pilot project will
test new forms of
information sharing
within existing
legislation

give authorities and banks the ability to
identify financial crime at an earlier
stage and widen the scope of
investigations into money laundering,
terrorist financing and organised
criminal activity that transaction
information can reveal.
The pilot programme, which begins in

SAMLIT is the creation of the Swedish
Bankers' Association, formed during the
Swedish financial group Skandinaviska

chairmanship of SEB CEO Johan

Enskilda Banken AB (SEB) announced

Torgeby to coordinate information

on 19 May that it will launch an

sharing between the Swedish National

intensified information sharing

Operations Department (NOA) and SEB,

programme with the Swedish police in

Danske Bank, Handelsbanken, Nordea,

June as part of the Swedish

and Swedbank.

Anti-Money Laundering Intelligence
Initiative (SAMLIT).

June, will conclude in November
followed by an evaluation period, with
an official launch expected next year.
The pilot project will test new forms of
information sharing within existing
legislation and assess whether any
changes to the law are needed.
SEB announcement

NOA Intelligence Unit Chief Linda Staaf
said enhanced information sharing will

Mexican President orders probe into alleged
corruption linked to Peña Nieto
President of Mexico, Andrés Manuel

government between 2013 and 2018.

source, reported that Mexican law

López Obrador, announced during a

Plasti-Esteril was founded by Peña

enforcement authorities were

daily press conference on 20 May, that

Nieto’s family members, but according

investigating Peña Nieto as part of an

he has ordered a probe into alleged

to a statement from Baxter

inquiry into corruption. On 20 February,

corruption linked to former president

International, Peña Nieto’s family sold

López Obrador stated during a press

Enrique Peña Nieto. The allegations

their stake in Plasti-Esteril in 1992.

conference that he was unaware of this

relate to state contracts awarded to
firms linked to the former president.

investigation.
Peña Nieto has not commented on the
allegations to date, however, he

Mexican presidency press ...

In particular, the allegations concern the

previously rejected accusations of

award of $640 million worth of

corruption during his tenure.

Mexican presidency press ...

immediate parent entity Baxter

It is of note that in February 2020, the

Wall Street Journal artic...

International Inc by Peña Nieto’s

Wall Street Journal, citing a judicial

contracts to Plasti-Esteril and its

57

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2020

Mexican official’s son investigated over
allegations concerning ventilator contract
Mexican President Andrés Manuel

company owned by the son of Federal

the government paid for other

López Obrador announced on 4 May

Electricity Commission (CFE) chief

ventilators during the same period.

that the authorities will investigate

Manuel Bartlett. The deal was agreed

allegations of influence peddling and

upon according to a 27 March decree,

Leon Manuel Bartlett has denied the

conflict of interest involving a

which allows the federal government to

allegations in a letter posted on Twitter,

government contract for respiratory

purchase medical equipment directly

claiming that the procurement process

ventilators following an investigation

and without a bidding process during

was transparent and involved

published on 1 May by anti-corruption

the Covid-19 pandemic.

reasonable prices.

group Mexicanos Contra la Corrupcion
y la Impunidad (MCCI).

Cyber Robotic Solutions, owned by

Mexican Congressional sta...

Leon Manuel Bartlett, allegedly sold 20
MCCI’s investigation alleges that the

ventilators to IMSS in April for ₱1.55

Mexican Social Security Institute (IMSS)

million each (£56,999), which is

purchased overpriced ventilators from a

believed to be nearly double the sum

MCCI report

Germany to seek EU sanctions on cyberattack
perpetrators, believed to be Russian agents
German State Secretary of the Federal

were working for the Russian military

used to acquire sensitive data in order

Foreign Office, Miguel Berger,

intelligence service (GRU) at the time of

to attempt to destabilise the political

condemned the hacking of the

the cyberattack.

system in the run-up to the 2017 federal

Bundestag by Russia in 2015 during a
28 May discussion with Russian
Ambassador Sergey J. Nechayev,
confirming that the Federal
Government will seek EU sanctions
against the individuals and entities
responsible.
An investigation by Germany’s Chief
Federal Prosecutor’s Office reportedly
concluded that Russian citizen Dmitri
Badin was involved in the April 2015
cyberattack targeting Chancellor Angela
Merkel and several lawmakers’ offices,
along with other unnamed suspects
from the hacking group APT28. The
Foreign Ministry said that “credible
evidence” gathered by investigators
indicate Badin and his co-conspirators
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elections in the country.

An investigation by
Germany’s Chief
Federal Prosecutor’s
Office reportedly
concluded that
Russian citizen
Dmitri Badin was
involved in the
cyberattack
The cyberattack paralysed Germany’s
parliament for several days and was

The Guardian reported on 13 May that
Chancellor Merkel has stated that
Germany will take appropriate
measures, recalling sanctions
introduced against Russian diplomats
for the alleged contract killing in August
2019 of Zelimkhan Khangoshvili, a
former Chechen insurgent in Berlin’s
Tiergarten park, which is believed to
have been carried out on behalf of the
Russian state.
German Foreign Office pre...
The Guardian article
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PACE rapporteur urges Malta to establish joint
investigative teams to probe corruption cases
persistent failure to investigate credible allegations of
high-level corruption or to reform the institutions concerned
has gone on for too long. It has become clear that the
Maltese authorities remain inherently incapable of resolving
these cases, due to institutional shortcomings and an
apparent lack of political will. Since many of these cases
have a cross-border dimension, I therefore call upon the
Maltese authorities to establish Joint Investigative Teams
with the competent authorities of relevant States,” reads the
statement by Omtzigt.

The Council of Europe Parliamentary Assembly (PACE)
rapporteur on the follow-up to resolution 2293 (2019) on the
assassination of investigative journalist Daphne Caruana
Galizia and the rule of law in Malta, Pieter Omtzigt, called on
the Maltese authorities on 29 May to guarantee effective
investigations into numerous long-standing allegations of
high-level corruption and related illicit cross-border
activities by establishing joint investigative teams.
PACE resolution 2293 issued in 2019 described six
significant cases of alleged corruption involving Maltese
officials including former prime minister Joseph Muscat,
which included the Panama Papers, the Egrant affair, and the
‘golden passports’ scandal, and requested that Malta robustly
investigates and prosecutes those involved.

Omtzigt refers to the Venice Commission’s opinion of
December 2018, GRECO’s report from March 2019 and
Moneyval’s mutual evaluation report from July 2019, all of
which identify irregularities in criminal proceedings involving
high-level officials in Malta which have not been addressed by
the government. As such, PACE’s rapporteur suggests that a
joint investigative team involving judges, prosecutors and law
enforcement agents from the jurisdictions concerned would
be more efficient in investigating the corruption cases
involving cross-border criminal activities.
PACE press release
PACE resolution 2293
Venice Commission opinion

“Many people, myself included, were initially prepared to give
Prime Minister Abela the benefit of the doubt. But the

Switzerland’s FINMA publishes guidance on
reporting cyberattacks
On 7 May, the Swiss Financial Market Supervisory Authority

supervised institutions”. Further, if a cyberattack “of

(FINMA) published guidance clarifying the obligations on all

substantial importance” has been discovered, the guidance

supervised institutions to report cyberattacks “of substantial

instructs all FINMA-supervised institutions to file an

importance” to the regulator.

immediate report within 24 hours of discovery, and a full
report – including an assessment of the “criticality” of the

The guidance clarifies the term “substantial importance”,

attack – within 72 hours.

explaining that this applies to any cyberattack that, if partially
or fully successful, would impair the “critical functions of
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EU leaders call for action to fight corruption and
organised crime in the Western Balkans
During the EU-Western Balkans

credibility of these countries’ EU

terrorism financing, extremism and the

summit on 6 May, EU leaders called for

agenda and the potential increase in EU

return of foreign fighters. The final

stronger efforts to counter corruption,

assistance to fight Covid-19 will depend

summit declaration also advised

organised crime, money laundering

on their implementation of key rule of

Western Balkan states to increase

and terrorist financing in the region

law and economic reforms.

cooperation on cybersecurity with a

and expressed their “unequivocal

view to better address disinformation

support” for Albania, Bosnia and

EU leaders welcomed Western Balkans

and hybrid threats by third-state actors

Herzegovina, Serbia, Montenegro,

countries’ strong commitment to fight

in the region.

North Macedonia and Kosovo

corruption, drug cultivation, money

eventually becoming members of the

laundering and organised crime and

European Union.

praised the current level of progress in
fighting the illicit trade in weapons. In

In their joint declaration, EU

addition, EU leaders agreed to increase

representatives indicated that the

cooperation to tackle illegal migration,

EU-Westerns Balkans summi...
EU-Western Balkans summit...
EU Council President stat...

Panama Maritime Authority announces intent to
fine vessels that disable tracking systems
Tracking System (LRIT) may be fined

a joint statement offering guidelines for

up to $10,000. Furthermore, any

how national authorities can best

merchant ship flying a Panama flag

prevent flagged vessels from engaging

found to have repeatedly disabled the

in sanctions evasion or illicit shipping.

tracking system may be removed from
the fleet pursuant to resolution no.

The US recommendations include being

106-048-DGMM.

on the lookout for ships disabling
tracking systems, falsifying cargo

The Panama Maritime Authority issued
a notice on 31 May, warning registered
merchant ships that any
Panamanian-flagged vessel found
disabling or tampering with its
Automatic Identification System (AIS)
or Long Range Identification and
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According to an article by Reuters,

documents or changing vessel

Rafael Cigarruista, Head of the

identification, and demonstrating

Maritime Authority, explained that the

complex ownership or management.

warning is intended to ensure Panama
is not sanctioned by international

Panama Maritime Authority...

regulators for non-compliance with
international commitments.

Resolution no. 106-048-DG...

On 14 May, the US Treasury, State

Reuters article

Department, and Coast Guard released
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LEGISLATION

US ends Iran sanctions waivers for JCPOArelated projects, designates two scientists
US Secretary of State Mike Pompeo

will need to wind-down their activities

installation of centrifuges at Iran’s

announced on 27 May the end of the

by 27 July to avoid being exposed to

Fordow Fuel Enrichment plant, while

Iran sanctions waivers which

sanctions under the Iran Freedom and

Agha’i has been closely involved in

authorised other states to engage in

Counter-Proliferation Act (IFCA).

Iran’s uranium enrichment centrifuge

the three remaining non-proliferation

operations.

and research projects at Iranian

According to US State Department

nuclear sites under the Joint

Special Representative for Iran Brian

On 30 May, the High Representative of

Comprehensive Plan of Action

Hook, a waiver for safety work and fuel

the EU and the foreign ministries of

(JCPOA), due to the country’s

supply at Iran’s Bushehr Nuclear Power

France, Germany and the UK issued a

“unacceptable” expansion of its

Plant, which predated the JCPOA, has

joint statement expressing their regret

proliferation-sensitive nuclear

been renewed for 90 days, but will not

at the US decision to end the three

activities.

extend to any additional units that

waivers, which were endorsed by UN

might be built at Bushehr.

Security Council resolution 2231 and

To allow companies and entities

served “the non-proliferation interests

involved in these projects to cease their

In addition, the US State Department

of all and provide the international

operations, a final 60-day wind-down

announced the designation of Atomic

community with assurances of the

period will be granted. According to the

Energy Organisation of Iran (AEOI)

exclusively peaceful and safe nature of

Frequently Asked Question (FAQ)

Managing Director Amjad Sazgar and

Iranian nuclear activities”.

issued by the US Treasury’s Office of

Majid Agha’i, Manager of the AEOI

Foreign Assets Control (OFAC), entities

research subsidiary, pursuant to

involved in the Arak reactor conversion,

Executive Order (EO) 13382, for

the provision of enriched uranium for

supporting Iran’s proliferation of

the Tehran Research Reactor and the

weapons of mass destruction. Sazgar

export of nuclear fuel scrap out of Iran

allegedly managed and supervised the

US State Department press...
US State Department brief...
OFAC identifying informat...

US extends sanctions waiver on Iraqi imports of
Iranian electricity for 120 days
The US State Department

In a call with the new Iraqi Prime

The US waiver has been repeatedly

spokesperson Morgan Ortagus

Minister Mustafa al-Kadhimi, US State

extended to allow the Iraqi government

announced on 6 May that the US

Secretary Mike Pompeo discussed the

to engage in the required financial

sanctions waiver allowing Iraq to

Iraqi government’s reform agenda, the

transactions with Iran for the import of

import electricity from Iran will be

fight against corruption and the

electricity. The last 30-day waiver was

extended for 120 days to provide

strategy to tackle the Covid-19

reportedly granted on 26 April.

support to the new Iraqi government.

pandemic.
US State Department state...
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US renews Iraq sanctions for one year
US President Donald Trump announced

and EO 13438 of 19 July 2007, which

restoration and maintenance of peace

on 20 May that the national emergency

imposed asset freezes on former Iraqi

and security in the country, and

with respect to the stabilisation of Iraq,

regime officials and other individuals

thedevelopment of political,

declared on 22 May 2003 pursuant to

threatening stabilisation efforts and

administrative, and economic

the International Emergency Economic

undermining the political and economic

institutions in Iraq” continue to pose an

Powers Act (IEEPA), will be renewed

reform of Iraq.

extraordinary threat to the US national

for one year.

security and foreign policy.
In his letter to the House of

The Iraq national emergency was

Representatives speaker and the

declared by Executive Order (EO)

president of the Senate, President

13303, amended by EO 13315 of 28

Trump stated that “obstacles to the

August 2003, EO 13350 of 30 July 2004

orderly reconstruction of Iraq, the

White House press release
US President’s letter

US senators propose China sanctions bill in
response to Hong Kong security law
Two US senators Chris Van Hollen and

transactions” with persons or entities

In November 2019, US President Donald

Pat Toomey introduced a bi-partisan

described above.

Trump signed the Hong Kong Human

bill named the “Hong Kong Autonomy

Rights and Democracy Act, which

Act” to sanction Chinese officials and

The legislation has been proposed in

mandates US certification of relative

organisations involved in the new

reaction to China's national security bill

Hong Kong independence to continue

national security law for Hong Kong,

which increases control over Hong

US trading terms.

according to a 21 May press release

Kong in alleged violation of the 1997

from US Senator Chris Van Hollen of

Hong Kong Basic Law, which laid out

Toomey stated that the pending

Maryland. Significantly, the proposed

the legal framework of a post-colonial

legislation “will impose strict sanctions

bill would impose secondary sanctions

Hong Kong.

on those who undermine Hong Kong’s

on all banks found to be doing
business with any individuals or
organisations involved in the violation
of Hong Kong’s autonomy.
The Hong Kong Autonomy Act would
impose sanctions on: (1) persons or
entities that materially contribute to the
contravention of China’s obligations,
which for example would include a
police unit cracking down on Hong
Kong protestors or Chinese Communist
Party officials responsible for imposing
a “national security” law on Hong Kong;
and (2) banks that conduct “significant
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autonomy or contribute to the erosion

The bill would
impose sanctions
on banks that
conduct “significant
transactions” with
persons or entities
involved in the
violation of Hong
Kong's autonomy

of basic freedoms and rights enjoyed by
the people of Hong Kong”. Van Hollen
urged the Senate to pass the sanctions
legislation as soon possible, stating “it’s
clear we have no time to waste”.
US Senator Chris Van Holl...
Hong Kong Basic Law
Hong Kong Human Rights an...
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US senators introduce China sanctions bill over
Covid-19 outbreak
Nine Republican senators introduced a

(3) and release all pro-democracy

investigate whether the Chinese

bill in the US Senate on 11 May entitled

advocates in Hong Kong that were

pharmaceutical industry is being

"The COVID-19 Accountability Act",

arrested in the post Covid-19 protests.

regulated to a degree equal to the US

which would authorise the US

pharmaceutical industry and calls on

President to impose sanctions on

In the event that China does not comply

the US Secretary of State to develop a

China if the country fails to provide a

with the bill’s requirements, the US

strategy to “regain Taiwan observer

full account of the events leading up to

President would be authorised to

status at the World Health

the Covid-19 outbreak.

impose sanctions on China and on

Organization.”

Chinese officials, including imposing
The bill calls for China to: (1) deliver in

asset freezes and visa revocations on

The nine Republican senators that have

60 days a complete account in

Chinese officials, prohibiting Chinese

introduced the bill are: Lindsey Graham,

response to any coronavirus-related

firms from being listed on US stock

Thom Tillis, Cindy Hyde-Smith, Mike

investigation led by the US, its allies or

exchanges, and restricting US financial

Braun, Rick Scott, Steve Daines, Todd

United Nations affiliates, such as the

institutions from issuing loans to

Young, Jim Inhofe and Roger Wicker.

World Health Organization; (2) close all

Chinese companies.

operating wet markets which can

Senator press release

expose humans to diseases or germs

In addition, the proposed bill requires

which can move from human to animal;

the US Food and Drug Administration to

Proposed bill

US representatives propose bill to sanction
Russian officials for human rights abuses
Members of the US House of

The resolution calls on the US Secretary

political prisoners including former oil

Representatives Committee on Foreign

of State and Secretary of the Treasury

company manager Yukos Alexey

Affairs, Eliot L. Engel and Michael T.

to impose sanctions on Russian

Pichugin, journalist Igor Rudnikov,

McCaul, introduced on 11 May a

officials responsible for human rights

religious activist Dennis Christensen

resolution condemning the practices

abuses pursuant to the Sergei

and civil liberties activists Konstantin

pursued by the Russian state

Magnitsky Rule of Law Accountability

Kotov, Anastasia Shevchenko, and Yuri

authorities, particularly under the

Act, the Global Magnitsky Human

Dmitriev.

leadership of Russian President

Rights Accountability Act, or other

Vladimir Putin, in relation to the

relevant authorities.

Committee on Foreign Affa...

journalists, opposition figures, and civil

The resolution calls on the Russian

Proposed resolution

society activists.

government to immediately release

politically motivated imprisonment of
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US BIS extends Huawei temporary general
licence, announces EAR rule amendments
The US Commerce Department’s

that are the direct product of certain

semiconductors for Huawei. In addition,

Bureau of Industry and Security (BIS)

CCL semiconductor manufacturing

companies intending to sell items

issued on 15 May an interim final rule

equipment located outside the US,

produced with US technology to Huawei

amending the Export Administration

when they are meant for export,

will need a US licence.

Regulations’ (EAR) general prohibition

re-export or in-country transfer to

three to further restrict Huawei’s

Huawei or its affiliates. In practice,

Huawei issued a statement on 18 May

access to foreign-produced items that

when Huawei or its affiliates design

that the US decision is “arbitrary and

are based on US software or

electronic parts in any country based on

pernicious and threatens to undermine

technologies. In addition, the

US-origin software or technology, they

the entire industry worldwide” given the

temporary general licence (TGL)

fall within BIS’s regulatory jurisdiction.

impact of the new restrictions on the

relating to Huawei Technologies Co Ltd

The BIS interim final rule was published

operations of networks in 170

and 114 of its non-US affiliates was

on 19 May and the public can submit

countries.

extended until 13 August.

comments until 14 July.
BIS interim final rule on...

Under the new rules, the additional

According to a State Department press

items subject to EAR include

release issued on 15 May, the EAR will

semiconductor designs which are the

impose export control restrictions on

direct product of US Commerce Control

countries that use US technology or

List (CCL) software as well as chipsets

software to design and produce

Commerce Department’s pre...
US State Department press...

US senators introduce bill to move the secret
service back to US Treasury
US senators Lindsey Graham and

Though the Secret Service performs

Dianne Feinstein introduced a bill that

important duties in protecting the US,

aims to move the US Secret Service

the press statement states that a

from being under the auspices of the

significant part of its brief involves

Department of Homeland Security back

running investigations into financial

to its original location under the

crime that target the nation’s payment

Department of the Treasury in order to

systems. This change would allow the

“improve accountability” and

Secret Service to “reprioritise its

strengthen its investigative priorities,

investigative mission” and help achieve

according to a press statement from

the Treasury’s goal of maintaining “a

Senator Feinstein’s office published on

secure national economy”, according to

6 May.

the senators.
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The Secret Service's
brief involves
investigating
financial crime that
targets US payment
systems
Senator Feinstein’s press...
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US extends ICT national emergency for a year
US President Donald Trump announced

pose an unusual and extraordinary

technology or service – with entities

on 13 May the continuation for one

threat to the national security, foreign

deemed by the Department of

year of the national emergency with

policy, and economy of the United

Commerce to be a foreign adversary.

respect to securing information and

States”.

communications technology and the

US President’s letter

services supply chain, established

Executive Order 13873 prohibits

through Executive Order 13873.

high-risk information technology

White House notice

transactions – acquisition, importation,
The national emergency has been

transfer, installation, or use of any

extended as the “threat continues to

information and communications

Executive Order 13873 (15...

US renews national emergency over instability in
Central African Republic
US President Donald Trump announced

national security and foreign policy by

on 7 May a one-year extension of the

the “breakdown of law and order” and

national emergency declared in May

“widespread violence and atrocities” in

2014 over the threat posed to the US

the Central African Republic.

White House notice

US Senate passes Uyghur human rights act
The US Senate approved on 14 May the

include US-related asset blocking,

Kyrgyz, and members of other Muslim

Uyghur Human Rights Policy Act of

ineligibility for visas, admission, or

minority groups in internment camps

2020, which authorises sanctions such

parole, as well as penalties as provided

wherein detainees experience political

as asset freezes and travel bans

by section 206, subsections (b) – up to

indoctrination, torture, food deprivation,

against Chinese officials found

$250,000 civil penalty, and (c) – up to

and denial of religious, cultural and

responsible for human rights violations

$1 million criminal penalty and/or up to

linguistic freedoms.

relating to the Xinjiang autonomous

20 years in prison – of the International

region in China.

Emergency Economic Powers Act (50

The bill will now be passed to the US

U.S.C. 1705).

House of Representatives for approval.

The abuses constituting sanctionable
conduct under the bill include torture,

According to findings by human rights

cruel, inhumane, or degrading

organisations, journalists and think

treatment, causing disappearance or

tanks cited by Congress, since 2014 the

mass detention, or denial of right to life

Chinese government has detained more

or liberty. The sanctions applicable

than 1 million Uyghurs, ethnic Kazakhs,
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OFAC clarifies North Korea-related prohibitions
on the overseas subsidiaries of US banks
The US Treasury Department’s Office of Foreign Assets

that are owned or controlled by a US financial institution and

Control (OFAC) announced on 13 May that it has updated

established or maintained outside the US” are prohibited

490 entries on its Specially Designated Nationals and

from knowingly engaging in transactions with SDNs under

Blocked Persons (SDN) list to reflect a prohibition on the

North Korea-related authorities. The changes to the NKPEA

non-US subsidiaries of US financial institutions to engage

were made pursuant to National Defence Authorization Act

with North Korea-related SDNs.

for Fiscal Year 2020, passed in December 2019.

The new prohibition was
brought in by the amended
North Korea Sanctions and
Policy Enhancement Act, which
took effect on 10 April

In order to clarify to the private sector which SDNs are

The new prohibition was brought in by the amended North

Amended North Korea Sanctions Regulations (10...

Korea Sanctions and Policy Enhancement Act (NKSPEA),
which took effect on 10 April. Under the new rule, “persons

subject to the new prohibition, OFAC has introduced the
following descriptive text to all relevant entries: “Transactions
prohibited for persons owned or controlled by U.S. financial
institutions: North Korea Sanctions Regulations section
510.214”.
OFAC notice

NDAA 2020 (20 December 2020)

OFAC amends Zimbabwe Sanctions Regulations
The US Treasury Department’s Office of Foreign Assets

remove references to General License (GL) 1, issued on 24

Control (OFAC) announced on 21 May that it has amended

April 2013, which authorised transactions with the two

the Zimbabwe Sanctions Regulations 2004 as a result of the

entities, subject to certain limitations. The banks were

Agricultural Development Bank of Zimbabwe and the

removed from the SDN list on 3 February 2016.

Infrastructure Development Bank of Zimbabwe being
removed from OFAC’s Specially Designated Nationals and

OFAC clarifies that no authorisation is required to engage in

Blocked Persons (SDN) list.

transactions with these entities. In addition, OFAC has
updated the authorities citation of the Regulations to align

The two banks were designated on 25 July 2008, pursuant to

with the Federal Register guidance.

Executive Order 13469, for undermining democratic
processes or institutions in Zimbabwe by providing support

OFAC notice

for Robert Mugabe’s regime. OFAC’s final rule, which
becomes effective on 22 May, amends the Regulations to
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European Council extends cyber sanctions
framework for another year
The European Council adopted a decision on 14 May to

The EU’s cyber sanctions regime, which was introduced on 17

renew for another year the restrictive measures framework

May 2019, allows the EU to impose targeted restrictive

against cyber-attacks that target the EU or its member

measures to prevent, deter and respond to cyber-attacks

states, which means that the sanctions regime will continue

which constitute an external threat to the EU or its member

to apply until 18 May 2021.

states, including against third states or international
organisations. Restrictive measures include a ban on persons

The Council’s decision to extend the sanctions regime will

travelling to the EU, an asset freeze on persons and entities,

allow the EU to further impose restrictive measures in

as well as restrictions on EU persons and entities from

response to cyber-attacks, particularly as part of its response

making funds available to those designated.

to the Covid-19 crisis.
EU Council press release
The decision follows a declaration from the European Union
and its members states on 30 April, which condemned

EU declaration

malicious cyber activities that abuse the Covid-19 crisis,
targeting essential operators in member states and their

EU Council cyber sanctions (17 May 2019)

international partners, including the healthcare sector.

EU renews Syria sanctions and delists three for
halting sanctionable behaviour
The Council of the European Union announced on 28 May

behaviour”, in addition to the removal of two deceased

the extension of the EU’s sanctions against the Syrian

individuals. The Syria sanctions list currently includes 273

regime for another year, until 1 June 2021, as a result of the

individuals and 70 entities, subject to asset freezing and

continued repression of the civilian population.

travel bans.

The Council also announced the
delisting of two individuals and
one company after they “halted
their sanctionable behaviour”
The Council also announced the removal of two individuals
(Hayan Mohammad Nazem QaddourandMaen Rizk Allah
Haykal) and one company (Developers Private Joint Stock
Company) from the list of those designated pursuant to the
Syria sanctions regime, after they “halted their sanctionable
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The EU’s sanctions against Syria, which were introduced in
2011, target both individuals and entities responsible for
human rights violations and those supporting the Assad
regime. Restrictive measures target specific sectors, which
includes a ban on the import of oil and a freeze on the Syrian
central bank’s assets.
EU Council press release
Entry in EU Official Journal
Notice on restrictive measures

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2020

EU Commission proposes revisions to AML list
of high-risk nations and new listing criteria
changes to the Financial Action Task Force’s lists.
The Commission’s delegated regulation to amend the EU list
has been submitted to the European Parliament and Council
for approval, after which EU businesses will need to conduct
enhanced due diligence (EDD) on financial transactions
involving listed third countries from 1 October. The delisting
of jurisdictions will take effect 20 days after publication in the
EU’s Official Journal.
The proposed revisions to the EU’s listing methodology,
The European Commission proposed on 7 May revisions to
its list of high-risk third countries with strategic deficiencies
in their anti-money laundering and counter-terrorist
financing (AML/CFT) systems and a new methodology for
assessing future listings and delistings.
The EU’s executive body recommended adding Bahamas,
Barbados, Botswana, Cambodia, Ghana, Jamaica, Mauritius,
Mongolia, Myanmar, Nicaragua, Panama and Zimbabwe to
the bloc’s list of high-risk jurisdictions and proposed delisting
Bosnia-Herzegovina, Ethiopia, Guyana, Laos, Sri Lanka and

which are contained in a 60-page working document, would
introduce new elements on the interaction between EU and
FATF listing processes, EU autonomous assessments of third
countries, consultation with member states experts and
reporting to the European Parliament and Council.
EU Commission press release
Speech
Q&A

Tunisia, based on international developments since 2018 and

United Nations Security Council renews South
Sudan sanctions and arms embargo
The United Nations (UN) Security Council voted on 29 May

adjusting the regime following a mid-term review in

to renew the arms embargo and targeted sanctions on South

December 2020 of the implementation of the 2018

Sudan for one year, until 31 May 2021. The mandate of the

Revitalised Agreement.

South Sudan panel of experts has also been extended until 1
July 2021.

UN Security Council press release

The UN Security Council urged South Sudan to formalise the

UN sanctions on South Sudan

formation of a national unity government and condemned
continued violence and violations of human rights. The UN
Security Council states that it is prepared to consider
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UN Security Council resolution 2206 (2015)
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EU proposes delaying tax avoidance and VAT
fraud measures due to Covid-19
The European Commission proposed on 8 May a

(VAT) e-commerce rules which are expected to combat VAT

three-month deferral of deadlines under the Directive on

fraud and are currently due to be implemented from 1

Administrative Cooperation (DAC) for filing and exchanging

January 2021.

information on financial accounts whose beneficiaries are
tax resident in another member state.

The deadline extensions are intended to ease difficulties
caused by the Covid-19 pandemic.

Under the Commission’s proposals, member states would
similarly have three additional months to exchange

EU Commission press release

information on certain cross-border tax planning
arrangements.

Proposal for Council directive on DAC

The European Commission also recommended postponing

Proposal for Council decision on VAT e-commer...

by six months the entry into force of new value-added tax

Netherlands to introduce withholding tax on
dividend payments to help fight tax avoidance
The proposed measure will be implemented in addition to the
conditional withholding tax on interest and royalty payments
to low-tax jurisdictions expected to enter into force in 2021
and will apply equally to countries that already have a tax
treaty with the Netherlands. The plan to tax dividend flows
will be finalised by March 2021, when the current
government’s term of office ends.
Dividend payments to low-tax countries amounted to €35
billion in 2016 and to nearly €37 billion in 2018. According to
the press release, to ensure that the poorest developing
The Dutch Ministry of Finance announced on 29 May that it
plans to introduce a withholding tax on dividends paid to
countries with a corporate tax rate of less than 9 percent
and those on the EU’s list of non-cooperative jurisdictions as
of 1 January 2024, in an effort to fight tax avoidance and
prevent multinationals from using the Netherlands as a
conduit offshore financial centre.
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countries levy tax on domestic investments, the Netherlands
may agree to a “source state tax” on payments for technical
services carried out in that country.
Dutch government press release
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CONSULTATIONS

European Commission announces wide-ranging
AML/CFT action plan
enforcement of AML/CFT rules and communication of
significant shortcomings
Adopting more detailed rules through delegated or
implementing acts to enable more harmonised responses
to evolving situations
Ensuring an EU-wide interconnection of central bank
account mechanisms to speed up access by law
enforcement authorities and FIUs to financial information
and facilitate cross-border cooperation
The European Commission adopted on 7 May an action plan
to improve implementation, supervision, enforcement and
coordination of the EU’s anti-money laundering and
counter-terrorist financing (AML/CFT) rules over the next 12
months. A public consultation on the action plan, which has
been backed by the European Banking Authority (EBA) and
European Banking Federation (EBF), closes on 29 July.
The six-pillar plan aims to remove loopholes and weak links
in AML/CFT policy across the bloc, including divergent
implementation, supervision and cooperation between FIUs.

Proposed measures include
Ensuring the EBA uses powers it received in December
2019 to lead, coordinate and monitor AML/CFT
compliance by financial services providers and
competent authorities across the bloc
Moving parts of the EU’s Money Laundering Directive into
a regulation to limit national divergence in interpreting
and applying rules governing obliged entities, customer
due diligence, internal controls, reporting obligations,
beneficial ownership registers, central bank account
mechanisms and possibly also politically exposed
persons (PEPs)
Establishing a new agency or giving the EBA new powers
to act as an EU-level supervisor with the necessary
competences, investigative powers and decision-making
structure to ensure harmonised implementation and
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Establishing an EU-level mechanism to coordinate
national FIUs’ efforts to identify cross-border suspicious
transactions and national and supranational trends and
developments in money laundering and terrorist financing
Possibly giving FIUs the power to freeze suspicious
transactions linked to online money laundering and fraud
Enhancing and promoting information exchange among
all competent authorities (FIUs, supervisors, law
enforcement and customs and tax authorities), both
domestically and across borders
Issuing by the first quarter of 2021 guidance on
enhancing information exchange in public-private
partnerships and managing issues such as antitrust, data
protection and fundamental rights guarantees
Establishing an enhanced coordination mechanism to
voice EU positions to FATF on raising global standards
and addressing emerging risks
Independently assessing third countries whose AML/CFT
deficiencies represent a high risk to the EU and engaging
with them to address identified shortcoming
EU Commission press release
Consultation
Action plan
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UK Joint Money Laundering Steering Group
consults on guidance on pooled client accounts
On 14 May, the UK Joint Money

clients misuse the PCA without the

the firm must either take

Laundering Steering Group (JMLSG)

knowledge of the customer; and (2)

“reasonable measures” to verify and

published a consultation on Pooled

the customer is complicit in using

identify the owners of the funds in

Client Accounts (PCAs) – a bank

PCAs for ML/TF

the PCA or take measures to

account opened to administer client

decrease the ML/TF risk, such as by

funds – in Chapter 5 of its guidance.

If the customer poses a low ML/TF

subjecting the PCA to “enhanced

Comments are due by 10 June.

risk then the firm does not need to

ongoing monitoring”

identify or verify the owners of the
funds in the PCA

JMLSG press statement

The two primary vectors of risk are

If the firm finds that the customer

JMLSG consultation

as follows: (1) the customer’s

poses a ML/TF risk higher than low,

Summary of key points

FinCEN issues suspicious activity report renewal
notice requesting public comment
FinCEN issued a 26 May bulletin

The notice explains that while no

warrants a SAR filing and time spent

requesting comments on suspicious

changes have been made to

documenting decisions not to file. The

activity report (SAR) regulatory

information collection protocol, it does

consultation is open until 27 July.

requirements and estimates of the

include an updated burden estimate.

burden that the requirements place on

FinCEN estimates an administrative

entities pursuant to the US Bank

burden of one hour per SAR regulation

Secrecy Act, in regards to the renewal

OMB control number. The new estimate

of control numbers by the Office of

takes into account the time spent

Management and Budget (OMB).

determining whether an activity

FinCEN announcement
Federal Register notice

Malta consults on centralised mechanism
Malta’s Financial Intelligence Analysis

Directive 2018/843 (5MLD). Comments

need to provide, and under what

Unit (FIAU) launched a consultation on

are due by 12 June.

circumstances, the FIAU’s obligations in

26 May on draft regulations for

administering the collection of data,

establishing a centralised automated

The FIAU states that the draft

and the authorities that will have

mechanism for the collection of data

regulations seek to determine which

access to the data.

on bank and payment accounts and

subjects will be required to report

safe custody services, pursuant to EU

information, what information they will
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LITIGATION AND CASE LAW

UK court rules in favour of Ras Al Khaimah
Investment Authority in international fraud case
The UK High Court ruled on 22 May

introduced to RAK Airways by Khater

of $2.6 million to the joint venture,

that US aviation industry executive

Massaad, RAKIA’s former chief

including a flight simulator worth $1.7

Farhad Azima must pay $4.12 million

executive officer from 2005 until 2012,

million, and presented false and

to Ras Al Khaimah Investment

who was convicted of fraud, bribery and

misleading financial information to

Authority (RAKIA), a sovereign

embezzlement offences in 2015 and

RAKIA.

investment fund of United Arab

2017. After the training academy

Emirates’ (UAE) Ras al-Khaimah (RAK),

ceased operations in 2010, Azima

In addition, the judge rejected Azima’s

due to the fraudulent

claimed that the failure was attributable

claim that the evidence submitted by

misrepresentations he made in relation

to RAK Airways and submitted a claim

RAKIA was not suitable given it resulted

to a UAE aviation training academy.

for compensation to RAKIA. On 2 March

from a 2015 ‘spear phishing’ attack

2016 Azima and HeavyLift entered into

against his email account. Based on the

The pilot training academy was

a settlement agreement with RAKIA, by

witness statements, the judge found no

established in 2007 as a joint venture

which the latter agreed to pay the sum

evidence that RAKIA was responsible

between HeavyLift, an aviation

of $2.6 million.

for the email hacking.

company whose sole shareholder was
Azima, and RAK Airways. According to

The UK High Court found that Azima

court documents, Azima was

misrepresented HeavyLift’s contribution

UK High Court ruling

Former member of Venezuelan National
Assembly charged with narco-terrorism
The US Department of Justice (DOJ)

military officials. Starting from 1999,

and recruited terrorists from Hezbollah

and the US Drug Enforcement

together with other members of the

and Hamas to train in Venezuela.

Administration (DEA) announced

cartel, El Zabayar allegedly organised a

charges on 27 May against a former

series of trades in weapons with

The complaint relates to a superseding

member of Venezuela’s National

designated foreign terrorist

indictment unsealed in March against

Assembly for participating in a

organisations, including the

six high-ranking Venezuelan officials,

narco-terrorism conspiracy, drug

Revolutionary Armed Forces of

including Venezuelan President Nicolás

trafficking and weapons offences.

Columbia (FARC), Hezbollah and

Maduro, on charges of narco-terrorism.

Hamas, in exchange for narcotics,
According to the complaint, Adel El

which were then distributed in the US.

DOJ press release

state-sponsored drug trafficking cartel

El Zabayar allegedly obtained anti-tank

DEA press release

Cártel de Los Soles or “Cartel of the

rocket launchers from the Middle East

Suns”, which is made up of high-ranking

for FARC as partial payment for cocaine

Zabayar is a member of the Venezuelan
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Westpac admits AML breaches in defence filing
to federal court proceedings
million payments, which included
payments from Australians to sources
of child pornography in the Philippines.
According to Westpac's interim
financial results for 2020 published on
4 May, the bank has set aside A$900
million (£480 million) to pay an
expected AUSTRAC fine.

Westpac’s admissions
Record keeping failures
Customer due diligence failures

Westpac Banking Corp filed its defence

report international fund transfers.

with the Federal Court on 15 May to

Westpac has denied further allegations

proceedings brought by the Australian

that it facilitated illegal fund transfers

Failures regarding certain

Transaction Reports and Analysis

between known child sex offenders.

correspondent banking obligations

Centre (AUSTRAC) in which it admitted
to millions of instances of breaching

AUSTRAC filed a civil lawsuit against

its obligations under the Anti-Money

Westpac in November 2019, accusing

Laundering and Counter-Terrorism

the company of violating its anti-money

Financing Act by failing to correctly

laundering obligations in relation to 23

Westpac press release
Westpac interim financial...

US lawsuit accuses crypto-exchange BitMEX of
money laundering, fraud, and illicit activities
One of the world’s largest crypto

According to the lawsuit, filed by the

to obtain a money transmitter licence in

derivatives exchanges, BitMEX, is

Puerto Rican company BMA LLC in the

the US means it processed $3 billion in

facing a lawsuit accusing its parent

US District Court for the North District

illicit finance each day.

company, HDR Global Trading, of

of California, BitMEX executives are

perpetrating “a vast racketeering

accused of carrying out a plot involving

BitMEX executives are also accused of

conspiracy designed to reap billions in

– amongst other illicit activities – wire

manipulating cryptocurrency markets

illegal profit”, according to US court

fraud, money laundering, racketeering,

by “artificially boosting” bitcoin prices.

filings dated on 16 May.

and unlicensed money transmission,
with BMA alleging that BitMEX’s failure
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CJEU has jurisdiction to review sanctionsrelated damages action, states Advocate General
European Court of Justice (ECJ)

inclusion on the EU’s list of restrictive

In his opinion, Hogan notes that

Advocate General Gerard Hogan issued

measures for nuclear proliferation

generally the ECJ does not have

his opinion on 28 May on the appeal

activities in 2010.

jurisdiction over acts adopted by the EU

involving Iran’s Bank Refah Kargaran,

Council in the framework of the EU’s

which concludes that the ECJ has

Sanctions against Bank Refah Kargaran

Common Foreign and Security Policy

jurisdiction to hear damages actions

were removed by the General Court in

(CFSP), but CFSP-related judicial review

directly linked to an annulment request

2011, before being re-imposed two

by the ECJ is possible “only

regarding the legality of EU Council

years later. The bank is currently

exceptionally” to monitor compliance

sanctions measures.

seeking damages caused as a result of

with the EU Treaty and consider actions

its name being kept on the sanctions

for annulment brought by designated

Bank Refah Kargaran is seeking to

list despite the General Court’s 2011

persons or entities pursuant to Article

overturn the General Court’s judgment

annulment of those measures. The

263 of the Treaty.

of 10 December 2018, which dismissed

bank’s action seeking the cancellation

the bank’s compensation request for

of the 2013 restrictive measures was

damages caused as a result of its

dismissed in 2016.

ECJ Advocate General opin...

UK High Court declines jurisdiction in Nigeria
bribery case against Shell and Eni
A UK High Court judge ruled on 22 May

waters was “procured by a fraudulent

requested the dismissal of the case in

that England has no jurisdiction in the

and corrupt scheme” and that the $1.09

November 2019. Both Shell and Eni

bribery case involving Royal Dutch

billion paid by the companies in 2011 to

welcomed the High Court’s decision

Shell Plc and Eni SpA’s oil exploration

obtain exploration rights was used to

and reiterated that the US Securities

licences in Nigeria as the English

bribe Nigerian senior officials, including

and Exchange Commission (SEC) and

redress claims have the same objective

former president Goodluck Jonathan.

the US Department of Justice also

as the Italian proceedings, namely
seeking financial damages.

closed related investigations in 2019.
Charges were first brought by the
Nigerian government in an Italian court

The case concerns claims made by the

in February 2017, where a first instance

Nigerian government that the oil

verdict is expected in autumn of this

prospecting licence for block 245

year. English proceedings started in

(known as ‘OPL 245’) in its territorial

November 2018 and the two companies

UK High Court ruling
Eni press release

Aperio Analysis
While the case is now under sole jurisdiction of the Tribunale di Milano (Court of Milan), separate probes are ongoing in Nigeria
and the Netherlands, which could lead to proceedings in these countries. The case concerns OPL 245, which is believed to hold
the largest untapped oil reserves in offshore Nigeria, and across Africa as a whole. Finally, and perhaps most importantly, the
resolution of this case could shed light on Italy’s approach to public procurement in Africa, which has been widely criticised.
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Romania’s former prosecutor wins ECHR case
The European Court of Human Rights

criticism of legislative reforms

Iohannis to sign off the removal decree

(ECHR) ruled unanimously on 5 May

“defeated the very purpose of

issued by the Justice Minister that the

that Romania violated the right to a fair

maintaining the independence of the

president had initially rejected as

trial and the freedom of expression of

judiciary” and that this removal must

“unconvincing”. Kövesi lodged her

the former head of Romania’s National

have discouraged other prosecutors

complaint with the ECHR in December

Anti-corruption Directorate (DNA)

from engaging in public debates that

2018, asserting that she had been

Laura Codruta Kövesi, who was

were relevant to their jobs.

dismissed as a result of her publicly

removed from office in July 2018 by

expressed views about reforms

President Klaus Iohannis following a

Commenting on the ECHR ruling,

binding decision of the Romanian

President Iohannis stated that the

Constitutional Court (RCC).

credibility of the RCC, which has already

Kövesi currently heads up the new

been impacted by a series of

European Public Prosecutor’s Office

The ruling finds that Kövesi was

controversial decisions, looks

(EPPO), which is expected to become

deprived of a domestic remedy to

increasingly “shaken”. Iohannis added

operational by the end of 2020. The

challenge the decision to remove her

that the RCC is obliged to revise its

EPPO is an independent prosecution

from office and that restrictions placed

ruling on Kövesi and any other

office tasked with investigating crimes

on her right to free speech “were not

decisions founded on publicly

against the EU budget.

accompanied by effective and adequate

expressed views by magistrates.

safeguards against abuse”. In addition,

affecting the judiciary.

ECHR judgement

the Court found that Kövesi’s early

Kövesi was dismissed on 9 July 2018,

removal from office following public

after the RCC ordered President

Romanian President’s stat...

UK Upper Tribunal upholds HMRC’s penalty
decision against former tax advisor
The UK Upper Tribunal’s Tax and

carrying on a business for which HMRC

First Tier Tribunal (FTT) decided that

Chancery Chamber issued on 19 May a

maintains a register to be registered if

Martin was not in breach of Regulation

decision in the case of Desmond

that business is carried on at any point

33 and could not be charged a penalty,

Martin, former tax advisor with

after the initial six-month grace period.

but HMRC filed an appeal.

Coppergate International, who was

In addition, under MLRs 2017, the

fined by HM Revenue and Customs

previous legal framework continues to

In its latest ruling, the Upper Tribunal

(HMRC) in 2017 for failing to register

have effect where the relevant conduct

agreed that the provisions of the MLRs

his business under the Money

began prior to its date of application.

2007 remain relevant and that the

Laundering Regulations (MLRs) 2007.

HMRC’s penalty was proportionate and
On 26 June 2017, HMRC decided to

dissuasive. The judges clarified that the

The MLRs 2007 are no longer in force,

impose a financial penalty of £1,000 on

verdict is case-specific and does not

having been replaced by the Money

Martin for trading as an “accountancy

seek to provide guidance to the FTT on

Laundering Terrorist Financing and

service provider” without being

similar cases.

Transfer of Funds (Information on the

registered with HMRC, but he continued

Payer) Regulations 2017, which came

to carry on business as a tax adviser

into force on 26 June 2017. Regulation

after his de-registration. In its ruling

33 of MLRs 2007 required a person

released on 12 March 2019, the UK’s
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BC rules Huawei CFO’s extradition to the US for
fraud and sanctions breaches can proceed

The Supreme Court of British Columbia rejected on 27 May

Skycom Tech Co Ltd, allegedly used to bypass the US

a request by Huawei Chief Financial Officer Wanzhou Meng

sanctions against Iran.

to dismiss the US extradition case against her, in relation to
charges of fraud and Iran sanctions violations, pursuant to

The Canadian judge ruled that the essence of the alleged

the International Emergency Economic Powers Act.

conduct was fraud, which is also incriminated in Canadian
law, while the US sanctions only represented the context of

The Canadian judge ruled that
the essence of the alleged
conduct was fraud, which is also
incriminated in Canadian law,
while the US sanctions only
represented the context of the
alleged acts
Meng was arrested on 1 December 2018 at Vancouver
International Airport on a US extradition warrant. On 28
January 2019, the US Department of Justice (DOJ) charged
Meng with bank and wire fraud for allegedly misleading
banks into violations of the US sanctions against Iran to
illicitly obtain US technology for Huawei’s Iran-based unit and
move money out of Iran by deceiving international banks. In
addition, Meng is accused of making a presentation to a
HSBC executive in Hong Kong in August 2013 in which she
lied about Huawei’s relationship to its unofficial subsidiary

76

the alleged acts. The ruling adds that despite the differences
in the two countries’ sanctions laws, the US rules “are also
not fundamentally contrary to Canadian values” and that
“many fraudsters benefit in particular from international
dealings through which they can obscure their identity and
the location of their fraudulent gains”. The court will next look
at whether there is enough evidence to warrant Meng’s
extradition.
Huawei released a statement on 27 May expressing its
disappointment in the decision and that it expected the
Canadian judicial system to prove Meng’s innocence. In
addition, a Chinese foreign ministry spokesperson urged
Canada to release Meng and added that the US and Canada
have abused the bilateral extradition treaty.
Supreme Court of British Columbia ruling
DOJ press release (28 January 2019)
DOJ superseding indictment (28 January 2019)
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PRESS AND MEDIA

Latvia reportedly charges former Swedbank
employees over the laundering of “large sums”
Several former employees of

about their names or the origin of the

million involving three offshore-based

Swedbank have been charged by

funds over a period that ended in 2017,

shipping companies whose owner sent

Latvian prosecutors with money

after Swedbank improved controls, the

410 of these payments from an IP

laundering “earlier this year”, after the

Latvian branch confirmed in a 12 May

address in Crimea on their behalf after

bank’s Latvian branch reported

statement on its website.

the US imposed sanctions against

suspicious transactions involving large

Crimea on 19 December 2014.

sums of cash as recently as 2017,

According to a report published by

Bloomberg reported on 14 May, citing a

Swedbank on 23 March, which

spokesperson for the prosecutor’s

disclosed a high-risk of money

office Laura Majevska.

laundering among its Baltic subsidiaries

Bloomberg article
Swedbank Latvia statement

in Estonia, Latvia and Lithuania,
The former employees in Latvia allowed

between December 2014 and

customers to exchange “large amounts

December 2016, Swedbank Latvia

of cash” without recoding information

processed 507 payments totaling $4.26

Swedbank report (23 March...

Spain’s former King Juan Carlos I allegedly given
$1.9 million by the King of Bahrain
Spanish newspaper El País reported on

Lucum, of which Juan Carlos I is listed

declared that Juan Carlos I personally

2 May that the former King of Spain,

as an ultimate beneficiary. The Swiss

delivered the $1.9 million to his home in

Juan Carlos I, allegedly received a gift

authorities have reportedly found that in

Geneva. “He told me he had received

of $1.9 million in 2010 from the King of

April 2010, a Swiss bank account held

$1.9 million from the Sultan of Bahrain,

Bahrain, according to a statement

in the name of Lucum received an $100

who had offered him this money,”

made by the former monarch’s Swiss

million donation from Saudi Arabia’s

Fasano testified. The fund manager

bank account manager, Arturo Fasano,

Royal family, and a further deposit of

subsequently deposited the money in

to Geneva prosecutor Yves Bertossa.

$1.9 million was made into the account.

Juan Carlos I’s Swiss account with

Switzerland is investigating a

In a statement to Swiss prosecutors,

Panama-registered foundation named

seen by El País, Fasano reportedly

Mirabaud Bank.
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Polish prosecutor reportedly investigating stateowned bank for suspected money laundering
The regional prosecutor’s office of

A statement from the prosecutor’s

that it is cooperating with the

Katowice, Poland has reportedly begun

office reportedly explains that it is

authorities and is committed to

a money laundering probe into

investigating “irregularities in

following AML principles.

state-owned Bank Ochrony Środowiska

connection with transactions carried

S.A., according to a Reuters article

out on bank accounts for selected

published on 26 May.

foreign entities”. A statement from bank

Reuters article

released the same day reportedly states

FIFA requests Swiss Attorney General continues
probe into former president Sepp Blatter
Senior officials from football’s

relevant people are held to account” for

(CFU) that was unfavourable to FIFA.

international governing body, FIFA,

previous cases of corruption.

The CFU was under the control of

have formally written to the Swiss

disgraced former FIFA vice president

Office of the Attorney General (OAG)

The OAG announced on 11 April that it

Jack Warner, who was banned from

“strongly insisting” that it continues its

“intends to discontinue the

football for life by the world governing

investigation into former FIFA

proceedings” against Blatter, giving no

body’s ethics committee in 2015 for

president Sepp Blatter, according to

reason for the decision. The criminal

multiple instances of misconduct.

reporting by French newspaper Le

proceedings against Blatter began in

Monde on 2 May, which quotes FIFA

September 2015 over allegations that

officials as stating they “will consider

he signed a 2005 contract between

all legal options to ensure that the

FIFA and the Caribbean Football Union

Le Monde report

Swiss investment firm tied to Russian oligarch
enters French tax evasion settlement
Swiru Holding AG reportedly entered a

Kerimov is currently subject to US

the actual price of a villa to avoid taxes,

settlement agreement on 13 May in

sanctions pursuant to the Countering

according to Le Matin.

France to pay a €1.4 million fine for

America’s Adversaries Through

failing to disclose its purchase of a

Sanctions Act for his alleged role in

In addition to the fine, Swiru Holding AG

French villa on behalf of Russian

laundering funds through the purchase

has agreed to pay €10.3 million in taxes

billionaire Suleiman Kerimov,

of French villas.

that should have been paid to the

according to reporting by French media
outlet Le Matin.

French authorities.
Swiru Holding is alleged to have been
one of several entities used to conceal
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UK art collector James Stunt charged with
money laundering and forgery
Former gold bullion trader and art

Stunt, the ex-husband of heiress Petra

Stunt’s court date is set for 9 July.

collector James Stunt has been

Ecclestone, had his assets frozen by the

Janes Solicitors, representing Stunt,

charged with money laundering and

High Court in 2018 and was later

said that he will contest all charges.

forgery following a West Yorkshire

declared bankrupt in June 2019. Stunt’s

police investigation, according to

£11 million luxury cottage in Belgravia,

media reports from 4 May that quote a

and two other flats, each worth £5

spokesperson from the UK’s Crown

million, were repossessed in March.

Art Newspaper story

Prosecution Service (CPS).

Israel’s top court clears Benjamin Netanyahu to
form government despite corruption charges
Israel’s Supreme Court reportedly ruled

unity government through which

indictments raise “major difficulties”,

that Prime Minister Benjamin

Netanyahu would remain in office as

but that there is no legal basis for

Netanyahu’s indictment for bribery and

interim leader for 18 months, possibly

barring him from forming a government,

fraud does not prevent him from

throughout his upcoming corruption

a view unanimously backed by the

forming a government, Reuters

trial.

11-justice panel.

reported on 6 May.
Israel’s Attorney General Avichai
Netanyahu and his main rival, Benny

Mandelblit reportedly stated in an

Gantz, agreed on 20 April to form a

opinion to the court that Netanyahu’s

Reuters story

Venezuela and Iran in gold-for-gas swap
An indicted financier accused by the

travelled to Tehran with senior

owned by the Tehran-based airline

US of coordinating gold-for-food trade

executives from Venezuela’s

Mahan Air, nine tons of gold to Iran,

between Venezuela and Turkey is also

state-owned oil company PDVSA. The

with an estimated value of $500 million.

reportedly helping to orchestrate a

aim of the meeting was reportedly to

similar deal with Iran, Bloomberg

advance a deal in which Iran would

Prior to that, Saab allegedly helped

reported on 8 May.

supply gasoline additives, parts and

negotiate the shipment of $900 million

technicians to Venezuela in exchange

in gold from Venezuela to Turkey, to pay

for gold, sources told Bloomberg.

for food delivered to the Caribbean

According to people familiar with the
matter, Alex Nain Saab Moran, a

nation. Saab denies the allegations.

Colombian national considered to be

Since April, when the deal is believed to

one of Maduro’s most powerful

have taken place, Venezuelan officials

supporters by the US authorities,

have reportedly dispatched in jets
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Sergey Fedotov accused of embezzling £8m
from Russian Authors’ Society
Russian authorities have reportedly

property transaction during his term as

2014 after it was repossessed from

accused Sergey Fedotov of embezzling

ex-director general, the Times reported

former Rangers owner Craig Whyte.

£8 million from the Russian Authors’

on 9 May.

Society after he served a jail sentence

The Times story

for defrauding the non-governmental

Fedotov reportedly bought Castle Grant

organisation of £3.6 million from a

in Moray, Scotland, for £1 million in

PayPal Australia reportedly targeted over 300m
suspected AML breaches
Australia’s anti-money laundering

auditor’s AML compliance report on the

the company’s deadline for appointing

(AML) regulator has reportedly served

online payments platform, which is

an external auditor until 31 August,

PayPal with legal notices to provide

suspected of breaching Australia’s AML

citing the scope of the audit, the size

information on its compliance with the

rules up to 300 million times.

and complexity of PayPal Australia’s

Anti-Money Laundering and

business operations and the overlap

Counter-Terrorism Financing Act, the

In September 2019, AUSTRAC ordered

Australian reported on 11 May.

PayPal Australia to obtain an external
audit of its compliance with domestic

The legal action would allow the

requirements for reporting international

Australian Transaction Reports and

transactions.

with its international operations.
Australian story
AUSTRAC press release (Ma...

Analysis Centre (AUSTRAC) to examine
PayPal’s records ahead of an external

The regulator subsequently extended

US Federal Reserve reportedly rebukes Deutsche
Bank over AML controls
The US Federal Reserve has reportedly

In an AGM speech published on 12 May,

issued a written rebuke to Deutsche

CEO Christian Sewing stated that

Bank AG after allegedly identifying

Deutsche Bank must continue

weaknesses in AML compliance efforts

improving its banking controls and

at its US operations, the Wall Street

processes, in close contact with

Journal reported on 13 May, citing

regulators.

Süddeutsche Zeitung.
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US threatens to renew UN arms embargo on Iran
by ‘other means’ if necessary
US special envoy for Iran, Brian Hook,

UNSC resolution 2231 on the Joint

be seeking to extend the UN prohibition

warned in a Wall Street Journal column

Comprehensive Plan of Action (JCPOA),

on conventional arms sales to Iran.

on 13 May that if the UN Security

from which the US exited in 2018,

Council (UNSC) does not extend the

allows any “JCPOA participant” to

October deadline for an arms embargo

trigger a snapback of UN sanctions on

on Tehran under the nuclear deal, the

Iran if it violates certain terms of the

Trump administration will renew those

nuclear deal. Hook’s comments

sanctions by “other means”.

followed confirmation by the State

WSJ column
State Department statemen...
State Department remarks ...

Department in April that the US would

Citgo sues US business over Venezuela bribes
Citgo Petroleum Corp reportedly filed a

PDVSA through several Panama and

United States Attorney for the Southern

lawsuit on 26 May against US

US-based corporations, including

District of Texas states that González

businessman José Manuel González

Petroleum Logistics Service Corp.

paid $629,000 to one official-turned

and his corporation, Petroleum

cooperating witness through wire

Logistics Service Corp, for purportedly

González pleaded guilty on 29 May

causing Citgo to lose millions of

2019 to conspiring to violate the

dollars from bribes involving Petróleos

Foreign Corrupt Practices Act (FCPA) by

de Venezuela S.A. (PDVSA), according

bribing five Houston-based PDVSA

to Associated Press.

officials employed by Citgo, among

transfer to two Swiss bank accounts.
Associated Press article
Court filing

them Citgo’s former acting president, in
González is accused of receiving over

order to secure lucrative contracts,

$20 million from officials in exchange

according to a Department of Justice

for providing supplies and services to

(DOJ) press release. A complaint by the

DOJ press release (May 20...

Mexican and European companies suspected of
breaching US sanctions against Venezuela
The US Federal Bureau of Investigation

firm Petróleos de Venezuela SA

Mexican firms Libre Abordo, Schlager

(FBI) is reportedly assisting a Treasury

(PDVSA), Reuters reported on 13 May.

Business Group and Grupo Jomadi

inquiry into possible sanctions

Logistics & Cargo over the purported

breaches by Mexican and European

Federal investigators are reportedly

companies that allegedly had dealings

probing Malta-based Elemento Ltd,

with US-designated Venezuelan oil

Switzerland’s Swissoil Trading SA and

81

sanctions violations.
Reuters story

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2020

Venezuela reaches deal with UN to use gold
reserves to combat the pandemic
Venezuela has reached a deal with the

requesting $1 billion in Venezuelan gold

However, the UN has reportedly stated

UN Development Programme (UNDP)

retained pursuant to British and US

that it has identified Venezuela as a

to use part of its gold reserves held by

sanctions to be transferred directly to

“priority country” in its global Covid-19

the Bank of England (BOE) towards the

the UNDP as Covid-19 related aid,

response due to its fragile healthcare

purchase of food and medicine during

according to a Financial Times report

system, expressing its support for

the Covid-19 pandemic, Reuters

on 21 May. The BCV stated in a 28 May

exploring mechanisms to use existing

reported on 27 May, citing Venezuelan

tweet that a British court had ordered a

resources held by the BCV in financial

Central Bank (BCV) Governor Calixto

hearing to be held after 22 June.

institutions outside the country to fund

Ortega. According to the Reuters

ongoing efforts to address the

report, the UNDP will receive the funds

Venezuelan opposition leader Juan

directly, in order to mitigate corruption

Guaidó, who is recognised as the

concerns.

country’s legitimate leader by more

pandemic.
Central Bank of Venezuela...

than 50 states, including the UK, asked
The settlement follows legal

the BOE not to release the gold to the

proceedings launched by the BCV

Maduro government, arguing that it

against the BOE earlier this month

would be used for corrupt purposes.

Central Bank of Venezuela...
Reuters article

Venezuela’s central bank files legal claim against
Bank of England over $1bn gold reserves
Venezuela has reportedly launched

directly to the UN Development

country’s legitimate leader by more

legal proceedings against the Bank of

Programme (UNDP) to help in

than 50 states, including the UK,

England (BOE), requesting $1 billion in

combatting Covid-19.

requested that the BOE does not

Venezuelan gold retained due to UK

release the gold to the Maduro

and US sanctions, in order to alleviate

Central banks from multiple nations,

government, arguing that it would be

the economic and Covid-19 crises in

including Venezuela, use the BOE to

used for corrupt purposes.

the country, according to a report by

store their national gold reserves,

the Financial Times on 21 May.

making the BOE the second largest gold

Citing a remote hearing at the High

depository in the world. In February

Court, media reports state that the BOE

The Central Bank of Venezuela (BCV)

2019, Venezuelan President Nicholás

has claimed it is “caught in the middle”

has instructed London-based law firm

Maduro accused the BOE of holding

of rival claims to control the BCV.

Zaiwalla & Co to file a claim at London’s

onto “more than 80 tons of gold” that

High Court against the BOE. The law

belonged to Venezuela.

Financial Times story

BOE last month requesting $1 billion

However, Venezuelan opposition leader

Zaiwalla & Co statement

worth of the gold to be transferred

Juan Guaidó, who is recognised as the

firm confirmed that BCV wrote to the
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Russian aircraft reportedly sent to Libya in
support of Haftar’s Libyan National Army
UN experts are investigating the

Russia-operated Hmeimim airbase in

In addition, in response to General

suspected transfer of eight

Syria, implying that the deployment of

Haftar’s warning that LNA forces could

Russian-origin aircraft from Syria to

the attack jets marks a new escalation

attack Turkish assets in Libya,

Libya in support of General Khalifa

of the conflict and a step towards a

Çavuşoğlu stated on 21 May that a

Haftar’s Libyan National Army (LNA),

confrontation between Russia and

potential air campaign against Turkish

following reports that at least six

Turkey in Libya.

interests could have “severe

MIG-29s and two Sukhoi 24s have

consequences” for Haftar’s

been flown into Eastern Libya,

During a phone call on 20 May, Russian

according to a 21 May report by the

Foreign Minister Sergei Lavrov and

Financial Times.

Turkish Foreign Minister Mevlüt

conspirators.
Financial Times report

Çavuşoğlu backed an immediate
The interior minister of the UN-backed

ceasefire in Libya and underlined the

Government of National Accord (GNA)

importance of advancing the UN-led

Fathi Bashaga said the eight planes are

political process, according to the

likely to have come from the

Russian Foreign Ministry’s statement.

Russian Foreign Ministry ...
Turkish Foreign Ministry ...

Aperio Analysis
To date, Russia's ties to Libya's Field Marshal Haftar, who is vying for power with the internationally recognised government in
Tripoli, have been largely eclipsed by existing tensions over Russian support to the Syrian and Venezuelan regimes, as well as
separatists in the east of Ukraine. The Libyan-Syrian nexus that has emerged from reports of Russian aircraft supplies to Haftar's
Libyan National Army could become a new focal point of friction between Russia and the West.

Swiss money laundering case involving Otkritie
bank sees plea deals rejected, reports the FT
A nine year money laundering

article published on 29 May.

investigation into Russia’s Otkritie bank

Otkritie told the Financial Times that the
current plea offer amounted to a “slap

faces a new obstacle after attorneys

Swiss prosecutors allege that the

on the wrist”, questioning why

representing the three defendants in

defendants, all former employees at

prosecutors were not insisting that the

the case rejected a plea deal by Swiss

Otkritie, were part of a group that stole

defendants return the funds.

authorities of four and five month

$173 million from the bank and

sentences and a fine of Fr3000

laundered the money through banks in

The statue of limitations regarding the

(£2,500), according the Financial Times

Switzerland and Latvia and a shell

charges against the three defendants in

which was reportedly shown copies of

company in Panama before being

Switzerland runs out in 2021.

the proposed deal by the Swiss

discovered in London in 2011. The

authorities. Previously, prosecutors

named leader of the criminal group was

had sought sentences of up to five

sentenced to 12 years in prison by a UK

years, according to the Financial Times

high court in 2014. Attorneys for
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OCCRP investigation alleges Azerbaijani family
funneled wealth into the EU
The Organized Crime and Corruption

financial intelligence unit. The reporting

Anar Mahmudov transferred a

Reporting Project (OCCRP) published

followed nearly £14 million being

British holding company worth over

an investigation on 30 May alleging

deposited in the Cayman account with

£6 million in assets to his attorney

that Azerbaijan’s ousted national

near identical dispersal of the same

following the UK National Crime

security minister, Eldar Mahmudov,

amount to related businesses.

Agency (NCA) issuing his

distributed his more than £100 million

mother-in-law with an unexplained

in wealth across five EU countries via

Following Eldar Mahmudov’s dismissal

his two children and their in-laws

from office and the indictment of Anar

through front companies and property

Mahmudov’s father-in-law for

A Spanish investment company that

investments.

embezzlement while head of the

owns dozens of properties worth

International Bank of Azerbaijan,

nearly £29 million also lists Anar

While the Mahmudovs reportedly claim

Cayman National Bank shut down the

Mahmudov as a beneficial owner, in

that their primary inheritance comes

accounts.

addition to four companies in

from a 19th century entrepreneurial
ancestor, this claim runs counter to a
2014 explanation of wealth by
Mahmudov’s son, Anar Mahmudov,
provided to the Cayman National Bank
which named a relative’s company
profits from the 1990s as the source of
wealth.
A Cayman National Bank compliance
officer first reported Britannia Group
Limited, of which Mahmudov’s son was
believed by the bank to be the ultimate
beneficial owner, to the Isle of Man’s

wealth order (UWO)

Luxembourg

Other alleged red flags revealed
by the OCCRP include
Anar Mahmudov’s mother-in-law
purportedly spent £16 million at
Harrod’s department store over a
single decade
Anar Mahmudov purchased a £17
million house in London at the age
of 29, while his mother-in-law owns

Lithuanian companies set up by the
Mahmudovs have reported millions
in assets but with no discernible
means of profit, with members of
the family gaining Lithuanian
Schengen Zone visas, which have
since been cancelled by the
Lithuanian government
OCCRP investigation

a London property valued at £11
million

UK’s HMRC claims General Electric committed
fraud in unpaid tax dispute
The UK’s HM Revenue and Customs

In 2018, HMRC held in its High Court of

In a court hearing on 28 May, the judge

(HMRC) has reportedly accused

England and Wales application that

postponed the verdict on GE’s request

General Electric (GE) in a UK court of

GE’s tax deduction requests made

to obtain documents from the UK

making fraudulent misrepresentations

between 2004 and 2015 on interest for

government until HMRC’s renewed

to improperly claim tax deductions

a loan to buy an Australian financial

application regarding the fraud

both in the UK and Australia, as part of

services firm were incorrect. The case

allegations has been addressed.

a tax relief dispute launched in 2018,

involves six companies in the GE group,

according to a Financial Times article

including its financial services arm GE

published on 28 May.

Capital.
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US CFTC reportedly investigating Trafigura for
alleged corruption relating to oil trading
The US Commodities and Futures

with subpoenas distributed to

to improve sales prices and increase

Trading Commission (CFTC) is

individuals requesting information on

trading frequency.

reportedly investigating global base

the past four years or more regarding

metals and energy trader Trafigura for

“manipulation and corruption involving

The Brazilian bribery case also involved

suspected corruption and market

oil products and trading”.

commodities trader Glencore, which the

manipulation related to its oil trading

CFTC investigated last year.

division in Singapore, according to

In December 2018, Brazilian

reporting by the Guardian on 31 May.

prosecutors charged two former

Guardian article

Trafigura executives with paying over
The CFTC probe reportedly includes

$1.5 million in bribes to the

Trafigura’s South American operations,

state-owned oil corporation Petrobras

Guardian article (Decembe...

Ukrainian lawmakers push forward measures to
combat corruption
Ukraine’s parliament passed on 13 May

Kolomoisky to settle a contentious

organisational structure of state-owned

a bill to prevent insiders from

lawsuit, the New York Times reported

entities.

siphoning international aid money

on 13 May.

through bank bailouts after the Kyiv

NYT story

Court of Appeals ordered Privatbank,

Lawmakers also approved the first

which was nationalised after receiving

reading of a bill that would clarify which

a $5.5 billion bailout in 2016, to pay

individuals are covered by

$259 million to offshore companies

anti-corruption legislation and increase

linked to its former co-owner Ihor

transparency on the remuneration and

Parliament meeting overvi...
Parliament meeting overvi...

Aperio Analysis
The new bill is a clear sign that President Zelenskiy is willing to cut ties with Ihor Kolomoisky, his friend and the financial backer
of his 2019 election campaign. As Zelenskiy portrays himself as an anti-corruption leader, this relationship has been causing him
issues and harming his image. The bill was also a requirement of the International Monetary Fund, which is expected to provide a
much needed $5 billion loan to Ukraine. For Kolomoisky, the law is a serious blow as it might lead to him losing a significant
portion, if not all, of his assets and possible prosecution in relation to the asset-stripping of Privatbank.
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