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About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to make better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support us regularly in undertaking local enquiries 
on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Swiss regulator finds serious AML failings at Julius Baer 
linked to PDVSA and FIFA corruption cases 
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The Swiss Financial Market Supervisory 
Authority (FINMA) announced on 20 
February that Julius Baer has been 
found in breach of its obligations to 
combat money laundering and its 
duty to put in place an appropriate 
risk management policy following an 
investigation by FINMA to ascertain 
whether anti-money laundering (AML) 
rules had been adhered to in connection 
with alleged corruption at Venezuelan 
state-owned oil company, Petroleos 
de Venezuela S.A. (PDVSA), and world 
football governing body, FIFA. Following 
commencement of the proceedings 
against the company, FINMA will 
now examine whether to commence 
proceedings against any individuals.

FINMA identified failings at the company 
between 2009 and 2018, and has instructed 
Julius Baer on the necessary measures to 
ensure it complies with its legal obligations. 
An independent auditor will be appointed by 
the regulator to monitor the implementation 
of the remedial measures. Until Julius Baer is 
fully compliant with its AML obligations, the 
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company is prohibited from conducting large 
and complex acquisitions. 

FINMA recognises that Julius Baer has 
already implemented improvements 
and simply requires that the outstanding 
measures be fully implemented. Amongst 
the additional measures to be taken include: 
the bank must put in place a process for 
identifying those client advisers whose 
portfolio carries a high money laundering 
risk, the bank must make changes to its 
remuneration and disciplinary policy so that 
incentives are no longer offered to generate 
the highest returns at the cost of risk-taking 
or compliance failures and the bank must 
establish a Board committee specialising in 
conduct and compliance issues.

The weaknesses identified:

• Systematic failings to comply with due 
diligence under the Anti-Money Laundering 
Act and violations of AML reporting 
requirements. Almost all of the business 
relationships selected on a risk basis and 
the majority of sample transactions selected 

showed irregularities. Systematic failures 
in risk management were also uncovered, 
which saw management repeatedly fail 
to react or inadequately react to clear 
indications of possible money laundering;

• Julius Baer did not do enough to determine 
the identities of clients, nor did it establish 
the purpose or background of its business 
relationships. KYC documentation 
was either incomplete or ambiguous. 
Transactions were not properly monitored or 
were insufficiently queried; and

• Organisational failings and incentives 
encouraged breaches of the obligations 
to combat money laundering. Julius Baer 
was found to have a poor compliance and 
risk culture in which legal obligations to 
combat money laundering were not given 
the required importance. Remuneration 
focused on financial targets to the detriment 
of compliance and risk management.

Aperio Intelligence is pleased to announce the forthcoming 
launch of a brand new online version of the Financial Crime 
Digest. The online portal will provide extended coverage, 
commentary and analysis, together with full customisation 
and searchability. It will offer users rapid access to emerging 
financial crime developments, in particular focusing initially 
on the UK, EU and US. If you are interested in being involved in 
the beta testing phase please get in touch.

info@aperio-intelligence.com 
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FINMA statement can be found HERE.

https://www.finma.ch/en/news/2020/02/20200220-mm-jb/
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HMRC investigates financial services firms for possible 
failure to prevent facilitation of UK tax evasion  
The UK’s HM Revenue & Customs 
(HMRC) disclosed on 10 February that 
it has 30 potential cases involving 
corporate criminal offences (CCO) of 
failure to prevent the facilitation of tax 
evasion. Firms under investigation, 
including financial services firms, could 
face unlimited fines for breaches of the 
Criminal Finances Act 2017.

The UK tax agency stated in a freedom 
of information release that it has nine live 

CCO investigations underway and a further 
21 possible cases under review across 10 
business sectors, including financial services, 
oil, construction, labour provision and 
software development.

Investigators are reportedly examining 
financial services firms whose products 
encourage clients not to declare all their 
income, large construction companies that 
use off-the-books labour on building sites, and 
software providers with programs that skim 

US prosecutors filed on 10 February 
a court application to appoint a 
commissioner to execute a request 
for assistance from Liechtenstein 
prosecutors, who are investigating 
Matthias Krull’s role in an alleged 
scheme to launder through US, Swiss 
and Liechtenstein banks bribes from 
Venezuelan officials between January 
2015 and January 2020.

According to the Florida court filing in Case 
1:20-mc-20598-JEM, the Liechtenstein probe 
is connected to a Swiss investigation into 
Swiss banks that allegedly accepted bribes in 
exchange for supporting Venezuelan officials 
associated with Petroleos de Venezuela SA 
(PDVSA) during 2015 and 2018. 

Reports from Liechtenstein’s FIU allegedly 
show the defendants transferred 2 million 

DOJ to probe banks that allegedly helped launder bribes 
from LGT Bank to a US account at Bank of 
New York Mellon held by Portmann Capital 
Management Ltd. The DOJ has been asked 
to investigate those identified and to obtain 
account records for Portmann Capital 
Management and Solar Cargo.

The press release can be found HERE.

HMRC’s statement can be found HERE.

off profits, the Times reported on 11 February.

Simon York, the Head of HMRC’s Fraud 
Investigation Service reportedly said there 
could be prosecutions within two years. 
Customs officers conducted searches, issued 
court demands for documents and made 
arrests at the end of 2019.

European Commission opens infringement proceedings 
against eight member states over 5MLD implementation
The European Commission (EC) 
announced on 12 February that it has 
opened infringement proceedings 
against Cyprus, Hungary, the 
Netherlands, Portugal, Romania, 
Slovakia, Slovenia and Spain for their 
failure to implement Europe’s Fifth Anti-
Money Laundering Directive (5MLD) by 
the 10 January deadline.

The EC sent letters of formal notice to the 
eight member states for not having notified 
any 5MLD implementation measures. If 
member states fail to provide a satisfactory 
response in two months, the EC may decide 
to send reasoned opinions.

According to the press release, effective 
supervision of the EU’s financial system can 

be ensured if all member states implement 
AML legislation consistently. In the case of 
the continued failure to transpose 5MLD, the 
EC may refer the issue to the EU Court of 
Justice, which can impose financial penalties.

The court filing can be found HERE.

https://ec.europa.eu/commission/presscorner/detail/en/inf_20_202
https://www.gov.uk/government/publications/number-of-live-corporate-criminal-offences-investigations/number-of-live-corporate-criminal-offences-investigations
https://www.flsd.uscourts.gov/recent-civil-filings


The US Treasury Department’s Office 
of Foreign Assets Control (OFAC) 
designated on 18 February the 
Swiss-incorporated oil brokerage firm 
Rosneft Trading S.A. and its chairman 
Didier Casimiro, for facilitating crude 
oil shipments from Venezuela to West 
Africa and Asia on behalf of Petroleos 
de Venezuela S.A. (PDVSA), pursuant 
to Executive Order (EO) 13850 on 
imposing sanctions on Venezuela.

In addition, OFAC issued General License 
(GL) 36 authorising certain transactions 
prohibited by EO 13850 that are ordinarily 
incident and necessary to the winding down 

OFAC designates Rosneft subsidiary 
for helping export Venezuelan oil
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of transactions involving Rosneft Trading 
S.A. until 20 May. GL 36 does not authorise 
any debit to a US financial institution 
account held by Rosneft Trading S.A. or an 
entity it controls. According to the newly 
released frequently asked question (FAQ) 
818 on engaging with Rosneft Trading 
S.A., entering into new business with the 
designated entity will not be considered 
winding down activity and will expose US 
and non-US persons to sanctions.

European 
Commission 
takes action 
against Malta 
and Germany 
over VAT rules 
The European Commission (EC) 
announced on 12 February that it 
has sent a letter of formal notice to 
Germany over delays in exchanging 
information regarding so-called 
“call-off stock arrangements” for 
cross-border supply of goods, 
which might affect the EU’s 
capacity to fight VAT fraud. In 
addition, the EC has notified Malta 
in connection with its incorrect 
method of calculating VAT on the 
lease of yachts.

According to the EC, the VAT 
amendments that entered into force 
on 1 January provide for simplified 
VAT treatment of goods transported 
between member states under “call-off 
stock arrangements”, which requires 
suppliers and purchases to exchange 
electronic information about their 
identities, stocks and the date of 
dispatch. Germany announced that its IT 
systems will be ready for the VAT quick 
fix simplifications by the end of 2021.

Another letter of formal notice was sent 
to Malta over its use of an incorrect 
method of VAT calculation. Malta has 
taken some steps to address the issue, 
but amendments are only partially in 
line with EU law.

The press release can be found HERE.

The press release can be found HERE.

The statement can be found HERE.

Former Alstom and Marubeni execs 
charged with FCPA violations 
The US Department of Justice (DOJ) 
announced on 18 February that two 
former executives of the Indonesian 
subsidiary of the French power and 
transportation company Alstom 
S.A. and a former executive of 
Japanese trading company Marubeni 
Corporation have been charged in 
a superseding indictment for their 
alleged participation in a scheme to 
pay bribes to government officials in 
Indonesia in violation of the Foreign 
Corrupt Practices Act (FCPA).

The former president of Alstom’s 
subsidiary in Indonesia, Reza Moenaf 
the former director of sales of Alstom’s 
subsidiary in Indonesia, Eko Sulianto 
and the former deputy general manager 
of Marubeni’s Overseas Power Project 
Department, Junji Kusunoki have been 

charged with conspiracy to violate the 
FCPA and conspiracy to commit money 
laundering. 

It is alleged that the defendants paid 
bribes to officials in Indonesia, which 
included a member of the Indonesian 
Parliament and the president of state-
owned electricity company Perusahaan 
Listrik Negara, in exchange for assistance 
in securing a $118 million contract, known 
as the Tarahan project, for Alstom’s 
US subsidiaries and Marubeni. The 
superseding indictment alleges that the 
defendants retained two consultants 
in connection with the project with the 
primary purpose of using the consultants 
to pay bribes to Indonesian officials.

https://www.justice.gov/opa/pr/former-alstom-executives-and-marubeni-executive-charged-bribing-indonesian-officials
https://home.treasury.gov/news/press-releases/sm909
https://ec.europa.eu/commission/presscorner/detail/en/inf_20_202


Switzerland indicts former FIFA and 
BeIN Media execs in bribery case
The Swiss Attorney General’s Office 
announced on 20 February that it 
has indicted former FIFA secretary 
general Jérôme Valcke and Nasser 
Al-Khelaifi, President of Paris St 
Germain football club and Chairman 
of BeIN Media Group, in connection 
with a bribery scheme between 2013 
and 2015 to award broadcasting 
rights to World Cup and FIFA 
Confederations Cup tournaments.

Valcke has been charged with 
accepting bribes, aggravated criminal 
mismanagement and falsifying 
documents during his tenure at FIFA to 
influence the award of media rights for 
Italy and Greece for various tournaments 
between 2018 and 2030. Al-Khelaifi and 
an unnamed businessman in the sports 
rights sector have been charged with 
inciting Valcke to commit aggravated 
criminal mismanagement by not reporting 
these undue advantages to FIFA. In 
exchange for granting TV rights, Valcke 
allegedly received €1.25 million in bribes 
paid to his company Sportunited LLC, 
reimbursement on his €500,000 down 

ENFORCEMENT
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Four Chinese 
military officers 
indicted for 
Equifax hack
The US Justice Department (DOJ) 
announced on 10 February that it 
has charged four members of the 
Chinese People’s Liberation Army 
(PLA) with computer fraud, wire 
fraud and economic espionage, 
for hacking the computer systems 
of Equifax in 2017, stealing trade 
secrets and the personal data of 145 
million Americans.

The indictment alleges that PLA’s 54th 
Research Institute members Wu Zhiyong, 
Wang Qian, Xu Ke and Liu Lei exploited 
a vulnerability in the Apache Struts Web 
Framework software used by Equifax’s 
dispute portal and obtained the personal 
data of 145 million American citizens. 
The defendants allegedly used 34 routers 
in 20 countries to hide their location.

Football agents involved in fictitious player transfers 
Spanish police are investigating two 
senior football agents for allegedly 
orchestrating fictitious football 
player transfers through a Cypriot 
football club as part of a scheme to 
evade taxes and launder more than 
€10 million, Europol and the Guardia 
Civil announced on 25 February.

The unnamed football agents, who are 
linked to a player agency with the highest 

turnover in Europe, were allegedly part 
of a criminal network that controlled 
football clubs in countries including 
Belgium, Cyprus and Serbia and carried 
out fictitious player signings for their own 
enrichment.

Law enforcement identified a Malta-
based transnational tax consultancy that 
allegedly set up an opaque and complex 
network of companies to help the agents 

The press release can be found HERE.

The press release can be found HERE.

The press release can be found HERE.

funnel at least 10 million of illicit funds to 
Spain through purchases of yachts, real 
estate and other luxury assets.

The “ghost” player transfers were first 
revealed in the “football leaks” in 2016. Five 
individuals are currently facing prosecution. 

payment for a villa in Sardinia and the 
right to use the villa for 18 months without 
paying rent (estimated between €900,000 
and €1.8 million).

In January 2020, FIFA announced the 
withdrawal of its criminal complaint 
against Al-Khelaifi and partly against 
Valcke following the conclusion of an 
unspecified “amicable agreement” in 
connection with the granting of media 
rights to the 2026 and 2030 World Cup and 
other FIFA events for the Middle East and 
North Africa region. 

Valcke has been 
charged with 
accepting bribes, 
aggravated criminal 
mismanagement and 
falsifying documents

https://www.justice.gov/opa/pr/chinese-military-personnel-charged-computer-fraud-economic-espionage-and-wire-fraud-hacking
https://www.europol.europa.eu/newsroom/news/corrupted-football-officials-cornered-in-spain
https://www.bundesanwaltschaft.ch/mpc/de/home/medien/archiv-medienmitteilungen/news-seite.msg-id-78172.html
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Switzerland’s SITA to pay $8m to settle 9,256 breaches of  
US global terrorism sanctions regulations
The US Treasury Department’s 
Office of Foreign Assets Control 
(OFAC) announced on 26 February 
that Switzerland-based Société 
Internationale de Télécommunication 
Aéronautique (SITA) has agreed to 
pay nearly $8 million to settle 9,256 
apparent violations of the Global 
Terrorism Sanctions Regulations 
between April 2013 and February 2018.

OFAC determined that SITA, which provides 
commercial telecoms network and IT services 
to the civilian air transportation industry, 

provided services and software that benefited 
five member airlines after they were listed as 
specially designated global terrorists (SDGTs) 
under Executive Order 13224. 

According to the notice, Mahan Air, Syrian 
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Mr Green to pay for social responsibility and AML failings
The UK Gambling Commission 
announced on 27 February that online 
casino operator Mr Green Limited has 
agreed to pay £3 million for inadequate 
anti-money laundering (AML) and social 
responsibility processes.

The Gambling Commission carried out 
an assessment of Mr Green’s compliance 
in July 2018 and identified failings in the 

manner in which the operator interacted with 
customers relating to problem gambling and 
AML. Mr Green subsequently conducted a 
voluntary review of its top 120 customers, 
which led to the closure of 113 customer 
accounts because the players were unable 
to satisfy the improved AML requirements.

Mr Green accepts it failed to conduct an 
assessment of the risks of the business 

being used for money laundering and 
terrorist financing from November 2016 
-November 2017 and for failing to ensure 
adequate customer enhanced due diligence 
(EDD) and source of funds (SOF) checks 
had been conducted on customers who 
presented a higher risk of money laundering.

The notice can be found HERE.

Arab Airlines, Caspian Air, Meraj Air and 
Al-Naser Airlines directly or indirectly 
benefited from the use of Type B messaging 
services, Maestro DCS Local and WorldTracer, 
with a total transaction value of $2.4 million. 

OFAC stated that SITA did not voluntarily self-
disclose the apparent violations but has since 
made “extensive” remedial enhancements 
to its compliance, customer and supplier 
screening programmes.

The press release can be found HERE.

EU sanctions Turkish Petroleum Corp senior managers 
over illegal offshore drilling in the Eastern Mediterranean
The European Council announced on 
27 February asset freezes and travel 
bans against two senior executives at 
Turkish Petroleum Corporation (TPAO) 
over their alleged roles in Turkey’s 
unauthorised drilling activities in the 

Eastern Mediterranean.

Mehmet Ferruh Akalin and Ali Coscun 
Namoglu were allegedly involved in 
the TPAO’s illicit offshore hydrocarbon 
exploration activities in Cyprus’ territorial 

waters, which took place between July 2019 
and January 2020.

The press release can be found HERE.

https://www.treasury.gov/resource-center/sanctions/CivPen/Documents/20200226_sita.pdf
https://www.gamblingcommission.gov.uk/news-action-and-statistics/news/mr-green-to-pay-3m-for-regulatory-failures
https://www.consilium.europa.eu/en/press/press-releases/2020/02/27/turkey-s-illegal-drilling-activities-in-the-eastern-mediterranean-eu-puts-two-persons-on-sanctions-list/


US securities 
regulator fines 
Cardinal Health 
$8m over 
alleged FCPA 
violations
The US Securities and Exchange 
Commission (SEC) announced on 
28 February that Cardinal Health 
will pay more than $8 million to 
resolve charges that its anti-bribery 
controls failed to detect improper 
payments by employees of its 
former subsidiary Cardinal China 
between 2010 and 2016, in breach 
of the Foreign Corrupt Practices 
Act (FCPA).

According to the SEC, the US-based 
healthcare services and products firm 
violated the FCPA’s books and records 
and internal accounting controls 
provisions by failing to screen, detect 
or record payments by its Chinese 
subsidiary on behalf of a European 
dermocosmetics company to Chinese 
state employees who had influence over 
purchasing decisions.

Cardinal Health had an agreement with 
the dermocosmetics company that 
gave it a share of profits from sales 
allegedly deriving from the improper 
payments. The SEC stated that the firm 
was “unjustly enriched” by approximately 
$5.4 million between March 2013 
and December 2016 as a result of its 
“deficient” internal accounting controls.

8

ENFORCEMENT

aperio-intelligence.com FINANCIAL CRIME DIGEST | FEBRUARY 2020

Two defendants plead guilty in the 
US over Panama Papers scheme 
The US Justice Department (DOJ) 
announced on 28 February that 
US accountant Richard Gaffey has 
pleaded guilty to conspiring to 
create shell companies and fake 
bank accounts for clients as part 
of an alleged scheme involving 
Panamanian law firm Mossack 
Fonseca & Co that helped hide tens 
of millions of dollars from US tax 
authorities between 2000 and 2018.

Charges were unsealed in December 2018 
against Gaffey, his former client Harald 
Joachim von der Goltz, former Mossack 
Fonseca lawyer Ramses Owens and 
Mossfon Asset Management’s 
ex-investment manager Dirk Brauer in 
connection with their roles in the scheme.

Gaffey admitted to helping von der Goltz 
conceal his US-taxable assets and income 

from the Internal Revenue Service (IRS) by 
falsely claiming von der Goltz’s Guatemala-
based mother was the sole beneficial 
owner of certain shell companies and bank 
accounts. 

Von der Goltz pleaded guilty on 18 
February to tax fraud, money laundering 
and other charges in connection with the 
criminal scheme exposed in the Panama 
Papers leak. Von der Goltz, since at 
least 2000 through to 2017, is alleged to 
have conspired with others to conceal 
his assets, investments and the income 
generated, from the IRS.

United Nations adds two groups to 
ISIL and Al-Qaeda sanctions list
The UN Security Council Sanctions 
Committee for the Islamic State in Iraq 
and the Levant (ISIL) Da’esh and Al-
Qaeda decided on 23 February to add 
the Islamic State West Africa Province 
(ISWAP) and Islamic State in the 
Greater Sahara (ISGS) to its sanctions 
list, pursuant to UN resolution 2368 
(2017) reinforcing the asset freeze, 
travel ban and arms embargo against 
the two organisations.

According to the UN Sanctions Committee, 
ISWAP and ISGS are responsible for 
participating in the “financing, planning, 

facilitating, preparing or perpetrating” of 
terrorist activities, supplying weapons and 
carrying out recruitment and other services 
on behalf of ISIL, listed as Al-Qaeda in Iraq.

ISWAP was established as a splinter group 
of Jama’atu Ahlis Sunna Lidda’Awati Wal-
Jihad (Boko Haram) and has reportedly 
committed terrorist attacks in Nigeria. 
ISGS was set up as a splinter group of Al-
Mourabitoun and has committed terrorist 
attacks in Mali, Niger and Burkina Faso.

The SEC order can be found HERE.

Gaffey release can be found HERE.

Goltz release can be found HERE.

The press release can be found HERE.

https://www.sec.gov/litigation/admin/2020/34-88303.pdf
https://www.justice.gov/opa/pr/us-accountant-pleads-guilty-panama-papers-investigation
https://www.justice.gov/opa/pr/former-us-taxpayer-pleads-guilty-panama-papers-investigation
https://www.un.org/press/en/2020/sc14118.doc.htm


US designates 
five Iranian 
officials for 
preventing free 
parliamentary 
elections
The US Treasury Department’s Office 
of Foreign Assets Control (OFAC) 
announced on 20 February that it 
has designated five senior members 
of Iran’s Guardian Council and its 
Elections Supervision Committee, 
for having denied the Iranian people 
free and fair parliamentary elections 
and disqualifying candidates from 
competing, pursuant to Executive 
Order 13876 of 24 June 2019.

Ahead of the parliamentary elections on 
21 February, the Guardian Council blocked 
more than 7,000 potential parliamentary 
candidates and disqualified 90 sitting 
members of the Iranian Parliament from 
running for office again. 

The designated officials are: Ahmad 
Jannati, the longest-serving Secretary of 
the Guardian Council and an advisor to 
the Supreme Leader; Mohammad Yazdi, a 
senior member of the Council and former 
judiciary chief; Abbas Ali Kadkhodaei, 
Guardian Council deputy head and speaker; 
Mohammad Hasan Sadeghi Moghadam, 
appointed to the Guardian Council’s Central 
Committee for Election Supervision; and 
Siamak Rahpeyk, a legal expert serving on 
the Guardian Council’s Central Committee 
for Election Supervision.
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Wells Fargo to pay $3bn to resolve 
charges in fake accounts scandal 
The US Justice Department (DOJ) 
announced on 21 February that 
Wells Fargo & Co and its subsidiary, 
Wells Fargo Bank NA, has agreed 
to pay $3 billion to resolve potential 
criminal and civil liabilities arising 
from employees opening millions of 
fake or unauthorised client accounts 
between 2002 and 2016.

As part of the combined settlement, Wells 
Fargo agreed to pay the Securities and 
Exchange Commission (SEC) $500 million 
to resolve charges of misleading investors 
about the success of its cross-selling 
strategy and failing to disclose that its 
sales model resulted in fraud, identity 
theft and the falsification of bank records 
between 2012 and 2016.

Between 2011 and 2016, Wells Fargo 
referred more than 23,000 employees 
for investigation over suspicious sales 
practices and terminated more than 5,300 
employees for ethical violations, including 

falsifying bank records. Thousands of 
additional employees received disciplinary 
action short of termination or resigned 
prior to the conclusion of the company’s 
internal probes.

According to the statement of facts, 
senior managers were aware that the 
community bank’s “systemic” sales 
pressure and “excessive” sales goals led 
to sales practices that included: creating 
false records and forging customer 
signatures to open accounts without 
client authorisation; falsely creating PINs 
to activate unauthorised debit cards; and 
moving money from millions of customer 
accounts to unauthorised accounts in 
order to “simulate” funding.

The press release can be found HERE.

SEC press release can be found HERE.

Catholic Church official investigated  
for suspicious property investments

The press release can be found HERE.

Vatican investigators raided the 
office and house of Catholic Church 
official Monsignor Alberto Perlasca 
on 18 February in connection with an 
ongoing investigation into financial 
and real estate investments by 
the Secretariat of State. Perlasca 
is currently a magistrate, but the 
accusations refer to his previous 
post as head of administration of the 
Secretariat of State.

According to the Organized Crime 
and Corruption Reporting Project, an 
investigation into church finances was 
launched in 2019, over a $200 million 
investment by the Secretariat of State in a 
real estate development in London, through 
a holding company registered in the names 
of Holy See officials.

DOJ press release can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://home.treasury.gov/news/press-releases/sm912
https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.sec.gov/news/press-release/2020-38
http://press.vatican.va/content/salastampa/en/bollettino/pubblico/2020/02/18/200219d.html
https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.justice.gov/opa/pr/wells-fargo-agrees-pay-3-billion-resolve-criminal-and-civil-investigations-sales-practices
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US designates 13 individuals for aiding 
Iran, Syria or DPRK weapons programs
The US State Department’s Bureau 
of International Security and 
Nonproliferation announced on 14 
February penalties against 11 entities 
and two individuals for allegedly helping 
Iran, Syria or North Korea develop their 
weapons of mass destruction or cruise 
or ballistic missile systems.

Restrictive measures have been imposed 
against seven Chinese companies, three 
Russian entities, one Iraqi company, one 
Turkish entity and their successors, 
sub-units and subsidiaries under the Iran, 

North Korea and Syria Nonproliferation 
Act. In addition to this, Chinese individual 
Luo Dingwen helped Pakistan develop its 
weapons programme, the State Department 
announced on 25 February.

The listed persons are blocked from US state 
contracts, export licences, munitions trade 
and assistance programmes for two years 
with effect from 3 February.
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US court finds 
lawyer Michael 
Avenatti guilty 
of trying to 
extort Nike 

The US Department of Justice 
(DOJ) announced on 14 February 
that a New York jury has 
unanimously convicted lawyer 
Michael Avenatti of trying to 
extort tens of millions of dollars 
from Nike during March 2019 
settlement talks.

Prosecutors said Avenatti threatened 
to publish allegations that Nike 
made illegal payments to families 
of college basketball recruits unless 
the sportswear company paid him 
and another lawyer up to $25 million 
to conduct an unsolicited internal 
investigation and paid the players’ 
coach $1.5 million.

Avenatti, who is due to be sentenced 
on 17 June, was found guilty of 
extortion, wire fraud and transmission 
of interstate communications with 
intent to extort.

Press release can be found HERE.

The press release can be found HERE.

The press release can be found HERE.

EU sanctions 8 businessmen and 2 
entities with links to Syrian regime 
The Council of the EU announced on 17 
February that it is imposing sanctions 
against eight prominent businessmen, 
as well as two entities linked to these 
businessmen, due to their ties to the 
Assad regime in Syria.

According to the official decision, the 
justification for extending the sanctions 
regime to include these businessmen 
and businesses was because prominent 
businesspersons were making large profits 
through their ties to the Assad regime and, 
in turn, financing that regime through joint 
ventures with state-backed companies 
that aim to develop “expropriated land”. In 
addition to this, such land that has been 
expropriated from “persons displaced by the 
conflict” prevents these displaced persons 
from returning home.

According to the official decision, the 
businesspeople added to the sanctions 

regime are: Yasser Aziz Abbas, Mahir Burhan 
Eddine Al-Imam, Waseem Al-Kattan, Amer 
Foz, Saqr Rustom, Abdelkader Sabra, Khodr 
Ali Taher, and Adel Anwar Al-Olabi. The 
businesses added to the sanctions regime 
are: Al Qatarji Company, and Damascus 
Cham Holding Company.

The UK Minister for the Middle East and 
North Africa James Cleverly stated on 17 
February that the UK has implemented the 
latest EU sanctions under the terms of the 
transition period and “will look to continue 
implementing them after December 2020”. 
The sanctions target individuals who 
have profited from the Syrian conflict and 
engaged in smuggling, money laundering 
or had business with UN-listed terrorist 
organisations, the minister added.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.justice.gov/usao-sdny/pr/statement-us-attorney-geoffrey-s-berman-verdict-trial-michael-avenatti
https://www.state.gov/new-sanctions-under-the-iran-north-korea-and-syria-nonproliferation-act-inksna/
https://www.consilium.europa.eu/en/press/press-releases/2020/02/17/syria-eu-adds-eight-businessmen-and-two-entities-to-sanctions-list/
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US expands lawsuit against Huawei, adds racketeering 
and new sanctions violations charges
The US Department of Justice (DOJ) 
announced on 13 February that it has 
charged Huawei Technologies Co Ltd 
(Huawei) and four subsidiaries with 
conspiracy to violate the Racketeer 
Influenced and Corrupt Organisations 
Act (RICO), conspiracy to steal trade 
secrets from US companies and 
violations of the US and UN sanctions 
on Iran and North Korea, as part of an 
expanded financial fraud probe which 
was initially launched in January 2019.

According to the third superseding 
indictment filed in the US District Court for 
the Eastern District of New York, the four 
subsidiaries include US-based Huawei 
Device USA Inc and Futurewei Technologies 
Inc, China-based Huawei Device Co Ltd and 
Hong Kong-based Skycom Tech Co Ltd, 
which was Huawei’s unofficial subsidiary to 
Iran. The DOJ alleges that Skycom carried 
out domestic surveillance on behalf of the 

Iranian government, including during the 
Tehran demonstrations in 2009.

In 2019, the DOJ charged Huawei, Huawei 
Device USA and Skycom with money 
laundering, conspiracy to defraud, obstruction 
of justice and violations of the International 
Emergency Economic Powers Act.

Key charges:

• Huawei, its affiliates and CFO Wanzhou 
Meng engaged since 2000 in a fraudulent 
scheme to “deliberately” and “repeatedly” 
misappropriate technology and intellectual 
property from six US tech companies, 
including trade secret information, source 
codes and user manuals;

• Huawei, Huawei Device USA and 
Futurewei allegedly reinvested the alleged 
racketeering proceeds in Huawei’s 
business, including in the US;
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The press release can be found HERE.

• The defendants misappropriated 
information by violating the confidentiality 
agreements with the US companies, 
by instructing their employees to steal 
intellectual property from former employers 
and by using proxies to provide the 
necessary technology;

• Huawei allegedly established a bonus 
programme to reward employees that 
gained confidential information from 
competitors; and

• Since 2008, Huawei shipped its goods and 
services to end users in North Korea and 
Iran through local affiliates, in violation of 
US, EU and UN sanctions and made false 
representations to the US government about 
their business in high-risk jurisdictions.

French AFA Sanctions Committee decision on Imerys 
sheds light on anti-corruption compliance programmes 
The French Anticorruption Agency’s 
(AFA) Sanctions Committee issued on 
7 February a decision regarding the 
French minerals group Imerys SA’s 
compliance programme, which finds 
that the company’s code of ethics and 
anti-corruption plan are not compliant 
with the provisions of the Sapin II Law.

The decision requires Imerys to adopt a code 
of conduct for different corruption-related 
offences and include this anti-corruption 
code in the company’s code of ethics and 
internal rules of procedure by 1 September. 

In addition, the AFA considers that the 
company did not observe the necessary 
accounting controls in its 2019-2021 
roadmap, in line with its identified corruption 
risks. As a result, the Committee requests 
that Imerys communicates all evidence 
that it has fully implemented its accounting 
control procedures by 31 March 2021. 

The AFA’s grievance regarding Imerys’s 
anti-corruption risk mapping analysis 
was dismissed by the Committee, which 
considers the company to be compliant with 
the legal provisions and recommendations. 

The Committee will reconvene next year to 
assess the company’s progress.

The decision includes a number of 
procedural clarifications regarding the 
scope and content of a complaint by the 
AFA concerning a company’s deficiencies 
in implementing anti-corruption compliance 
programmes. According to Sanctions 
Committee, the obligation to have a code of 
conduct must be interpreted strictly. 

The decision can be found HERE.

https://www.justice.gov/opa/pr/chinese-telecommunications-conglomerate-huawei-and-subsidiaries-charged-racketeering
https://www.agence-francaise-anticorruption.gouv.fr/files/files/DECISION%2019-02%20COMMISSION%20DES%20SANCTIONS%20%20ANONYME.PDF


Readers of the Financial Crime Digest 
need little introduction to the world of 
money laundering and the measures 
in place to combat it. They may be less 
familiar, however, with the connections 
between money laundering and the 
art market. There has been growing 
recognition over the past few decades 
that art transactions carry specific risks 
in the context of money laundering and 
some high-profile cases have brought 
this to the attention of the wider public. 

This article seeks to explain how the worlds 
of financial crime and the art trade collide. 
It explores why the art market is particularly 
vulnerable, providing illustrations of the use 
of art sales and purchases to ‘launder’ the 

Money laundering and art: the regulatory developments, 
the red flags and the business opportunities
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proceeds of crime. It also explores the extent 
to which the authorities have addressed this 
issue and what steps they have taken to 
regulate art transactions. We consider recent 
changes which demonstrate how greater 
attention is being paid to the problem and 
ways in which these translate into practical 
measures. Without doubt, there is much 
greater scrutiny of a trade which has not 
been subject to as rigorous a regulatory 
regime as applied in other sectors.

Many would argue that increased attention 
on the art trade is much-needed, and long-
overdue, not only from a crime prevention 
perspective, but also for the longer-term 
health of the art market. A recent report1 
indicates that business opportunities and 
growth potential are being lost precisely 
because of the opacity and current lack of 
regulation of the art trade in comparison to 
other industries. Fifty-eight percent of the 
wealth managers surveyed for the report 
cited the unregulated nature of the market 

as a major obstacle to providing art-related 
services to their clients.2 This is in spite of 
a rise in the provision of ‘holistic wealth 
management’ services incorporating art into 
more diverse and wide-ranging portfolios, 
with 81 percent of collectors stating that 
they would want their wealth managers to 
provide such services.3 At the same time, 
75 percent of collectors perceive the lack of 
transparency of the art market as the biggest 
threat to its reputation.4 Nonetheless, one 
should bear in mind that art and collectibles 
wealth is increasing and will likely reach 
$2.7tn by 2026 (up from $1.62tn in 2016).5 
In this scenario, there has never been a more 
propitious moment to properly understand 
the regulations that increasingly apply to the 
art market, in particular the changes to anti-
money laundering rules that came into effect 
in Europe on 10 January 2020. 

What is money laundering and how does it 
work in the art market? 

Money laundering is a criminal offence. 
Whilst definitions vary from jurisdiction 
to jurisdiction, it is primarily concerned 
with actions carried out with the purpose 
of concealing the criminal origin of the 
proceeds of crime, thus enabling the criminal 
to disguise their true origin and make use of 
them in the legitimate economy. In the UK, 
the principal money laundering offences are 
set out in the Proceeds of Crime Act 2002, 
sections 327, 328 and 329. They cover not 
only money laundering as most commonly 
understood, i.e. linked to concealment of the 
proceeds of crime as discussed, but also 
any arrangements or transactions when one 
knows or suspects that the transaction in 

By Emily Gould and Julia 
Rodrigues Casella Hommes
The Institute of Art & Law

1. Deloitte and ArtTactic, Art & Finance Report, 2019.

2. Deloitte and ArtTactic, Art & Finance Report, 2019, p. 91.

3. Deloitte and ArtTactic, Art & Finance Report, 2019, p. 28.

4. Deloitte and ArtTactic, Art & Finance Report, 2019, p. 16.

5. Deloitte, Five Insights into the Art Market and Money Laundering, 2018, p. 3.
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question is aimed at or involves laundering 
money, as well as acquiring, using and 
possessing criminal property, in other words 
assets obtained from criminal activities. 

As far as the art market is concerned, 
criminals would be most likely to use 
illegally-obtained funds to purchase work(s) 
of art, that could be either resold or used as 
collateral for a loan, to conceal their funds’ 
criminal origins. The simplest example 
would be where the perpetrator purchases a 
painting which enables him/her to dispose of 
the criminally-derived funds.   

By way of example, a criminal makes 
$500,000 on an illegal drugs sale, which is 
used to purchase an Old Master painting, 
which is subsequently offered for sale to an 
unwitting museum (for $500,000 or more, 
he/she hopes), presenting the museum 
with a false yet convincing provenance to 
cover his/her tracks (i.e. a falsified account 
of the ownership history of the painting, 
without which he/she would be unlikely to 
find a buyer). The museum purchases the 
work and the funds the criminal receives 
have effectively been ‘laundered’, with no 
links to the previous criminal conduct. An 
alternative route would be for the criminal to 
purchase the painting, then take it to a bank 
to use as collateral for a loan of $500,000; 
again, the funds received have been ‘cleaned’ 
and are detached from the original criminal 
behaviour. These are examples of the 
‘concealment’ category of offences, but the 
wider reach of the ‘arrangements’ aspect of 
money laundering must be heeded by art 
market professionals. Dealers need to be 
especially wary of entering into transactions 
where the client might be involved in 

laundering money as this would be an 
offence in itself, where the individual knows 
or suspects that the client may be laundering 
money. Even conscientious professionals 
can unwittingly end up being targeted by 
criminals who wish to launder money. 
It is therefore crucial to understand the 
particular risks presented by transactions 
involving artworks. 

Why is the art market particularly vulnerable 
to money laundering risks?

Most galleries, dealerships and auction 
houses operate in a highly professional 
and sophisticated manner, implementing 
best practice procedures. However, there is 
evidence – which is more than anecdotal 
– to suggest that some aspects of the 
art trade remain opaque, even where the 
sums involved are significant. For example, 
in a 2018 case heard at the High Court in 
London, and subsequently by the Court 

of Appeal in 2019, concerning the sale of 
a $210m Gauguin painting and the $10m 
commission claimed thereon, the claimant’s 
barrister was reported to have commented 
on the way in which the art market continues 
to operate “in a gentlemanly manner based 
on mutual trust”.6 In this case, there was no 
clear written agreement in respect of the 
commission. In an earlier case dating from 
2007 and concerning a vast installation 
of works by Christoph Büchel at the 
Massachusetts Museum of Contemporary 
Art, the deal proceeded without written 
agreement, and resulted in a legal dispute.7 

It is for this, and other more mundane 
reasons, that the art market has been, 
and remains particularly vulnerable to the 
practices of criminals trying to hide the 
fruits of their illicit activities, reflecting two 
distinct aspects of the art world: the nature 
of the works themselves and the history and 
practices of the market and its participants.

6. ACLBDD Holdings Ltd & Ors v. Staechelin & Ors [2019] EWCA Civ 817. See also: www.nytimes.com/2017/07/03/arts/design/lawsuit-reveals-gauguin-painting-was-not-worlds-most-expensive.html  

7. Mass. Museum of Contemporary Art Found., Inc. v. Büchel, 593 F.3d 38, 65 (1st Cir. 2010).
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It has been widely acknowledged that art is 
an attractive vehicle to launder money. It is 
often both highly portable and potentially 
extremely valuable. A canvas can be rolled 
up and hidden in a briefcase, for example, a 
small sculpture concealed in a roomy hold-
all. This allows such objects to be moved 
around, across territorial borders and subject 
to multiple transactions, shifting from hand 
to hand and place to place with relative ease. 
While border checks are in place, these are 
not always as effective as they could be. 
With a very small number of exceptions 
(such as the US and France) few border 
forces receive specialised training in art and 
antiquities. 

If moving an artwork becomes too risky a 
business, another option to keep it away 
from prying eyes is to use one of the many 
freeports around the world. In recent 
decades, art collectors and investors 
increasingly use freeports, attracted by the 
relatively low storage costs, sophisticated 
security systems and tax-free environment 
they offer. No doubt the privacy they provide 
is another major attraction, allowing works 
of art to go underground (literally, in some 
cases) for lengthy periods of time. Works 
can be appraised, viewed, conserved, 
bought and sold with complete secrecy and 
anonymity whilst housed in such facilities.

This ‘untraceability’ of artworks is 
compounded by the absence of any 
comprehensive registration system for 
movable works of art in most countries. 
Chattels are not usually registered with any 

governmental agency, facilitating the path 
for those who wish to keep them away from 
the beady eyes of the authorities.

Nonetheless, the astronomical prices which 
works of art can fetch are certainly no 
secret. For example, Jeff Koons’ stainless 
steel Rabbit sculpture fetched over $91m  
(the highest price achieved by a living artist 
at that date) in May 20198, while the now 
infamous Salvator Mundi attributed to 
Leonardo Da Vinci sold in 2017 at a little 
over $450m, breaking all prior auction house 
sales records.9 These very high prices mean 
that, theoretically, a single transaction could 
allow a criminal to disburse significant 
illicitly-gained funds in one fell swoop.

The art market’s opacity also frequently 
attracts comment. The market is divided 
between auction houses and private dealers, 
46 percent to 54 percent respectively, 
according to a recent art market report.10 
While auction house sales are relatively 

transparent, given they are held in an open 
forum, with objects advertised in published 
catalogues and bids accepted from any 
member of the public who chooses to 
register, there are, however, loopholes. For 
example, auction catalogues are often less 
than comprehensive, and might describe an 
Old Master painting consigned for sale as 
coming from a ‘private collection’. Buyers 
are rarely identifiable. Many prospective 
purchasers bid through intermediaries, or 
by phone or online, which means that their 
identity is not disclosed.

This opacity is greater for private sales. 
Unless a scandal breaks and the story hits 
the headlines, many art deals take place 
behind closed doors. There is no public 
information about who sold what, when, 
where, the price fetched or the parties 
involved. The principals are often unaware of 
their counterparties, since most deals of any 
significance are conducted through multiple 
agents on both sides of the bargain. Even 
the price paid may be unclear, with covert 
commission arrangements being agreed 
between the various agents involved.11

Other characteristics of the art market 
increase its vulnerability to money 
laundering. Whilst prices in most markets are 
traceable, logical and predictable in varying 
degrees, these rules do not generally apply 
in the art world. Value can be determined by 
a disparate variety of factors: provenance 
(i.e. the history of the ownership of a work, 
ideally tracing it back to the artist him/
herself), attribution (i.e. does the market 

8. https://www.bbc.co.uk/news/world-us-canada-48292277

9. https://www.theguardian.com/artanddesign/2017/nov/15/leonardo-da-vinci-salvator-mundi-auction 

After the sale, the work disappeared from view, midst speculation from some quarters about its provenance. There were rumours that it would appear in a Leonardo Exhibition at the Louvre which opened in October 2019, but is has not yet materialised: 

https://www.theartnewspaper.com/news/salvator-mundi-nearly-made-it-to-the-louvre-exhibition-and-might-still-be-included

10. Clare McAndrew, The Art Market: An Art Basel and UBS Report, 2019 edition, p. 28.

11. See, for example: Accidia Foundation v Simon C Dickinson Ltd [2010] EWHC 3058 (Ch), a case involving covert commission arrangements in a sale conducted through agents.

It has been widely 
acknowledged that 
art is an attractive 
vehicle to launder 
money. It is often both 
highly portable and 
potentially extremely 
valuable

https://ec.europa.eu/commission/presscorner/detail/en/IP_19_781
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agree it is a genuine Picasso, Rembrandt 
etc?), scholarship, condition, or fluctuations 
of fashion. Ultimately, as every work of art 
is unique, the sale price of any given work is 
necessarily subjective. Van Gogh’s Portrait 
of Dr Gachet, a painting with a fascinating 
history, sold at Christie’s in 1990 for $82.5m, 
which at the time was the highest price paid 
for any painting at auction.12 The buyer was 
a Japanese businessman, who allegedly 
instructed the agent to pay whatever was 
necessary as he had fallen in love with the 
painting and “must have [it…] no matter 
what”.13 The art market’s unpredictability 
also means that an unexpectedly high price 
for a work of art would not necessarily raise 
eyebrows in the way that an exceptional 
price for an asset in more predictable 
markets might. This leaves the door open to 
those who wish to rid themselves of illicitly 
acquired funds to manipulate prices without 
a transaction appearing to be particularly 
unusual or untoward. 

Perhaps it is, in part, the rather ‘closed’ and 
somewhat impenetrable nature of the art 
market which has enabled it to escape the 
net of regulation which has been drawn 
ever more tightly around other markets 
across the globe over the past few decades. 
Financial markets were the first, and most 
obvious target for regulation in the context 
of money laundering, together with service 
industries involved in financial transactions 
and the movement of funds as part of their 
core business (accountants and solicitors, 
for example). Real estate has come under 
increasing scrutiny for similar reasons. 
Until recently, however, the art market 
had largely escaped regulatory attention. 
Dealers’ practices are not subject to industry-
specific regulatory provisions, although 
reputable dealers will abide by codes of 
ethics published by the trade organisations 
to which they belong. No particular 
qualifications are required to deal in art, 
nor are there any legislative requirements 

in most countries for registration as an 
auctioneer. There are, of course, general 
laws which govern these parties’ operations 
and there are laws which dictate the 
conduct of auction sales, but these are fairly 
minimal. There is not a comprehensive 
regime in place that can adequately address 
determined and sophisticated attempts to 
launder money. 

The art market has perhaps, therefore, 
turned a blind eye to money laundering, 
unwittingly or not. One of the key protections 
underpinning anti-money laundering (AML) 
regimes in most countries is a requirement 
for regulated businesses (and sometimes 
the wider public) to report ‘suspicious 
transactions’ to the appointed authorities. 
This is required in the UK under the Proceeds 
of Crime Act 2002, the foundation of the 
UK’s AML regime.14 Historically, however, 
the level of reporting from the art sector has 
been extremely low. A report produced by 
Transparency International UK in November 
2015 stated that in 2013-2014, only 0.004 
percent of art deals were reported (15 in 
total), despite the particular risks for the 
sector, which it considered presented 
“relatively easy opportunities to launder 
large sums of cash, since few art dealers 
and auctioneers seem equipped to deal with 
the risk of their businesses being used to 
launder the proceeds of corruption”.15

The art world’s Nelsonian blindness is 
unlikely to be sustainable for much longer, 
given increasing evidence that the use of 
the art trade to launder ‘dirty’ money has 
finally prompted action by the authorities. As 

12. https://www.theartnewspaper.com/blog/where-is-van-gogh-s-portrait-of-dr-gachet

13. https://www.nytimes.com/1990/05/18/arts/businessman-identified-as-buyer-of-van-gogh.html

14. See Proceeds of Crime Act 2002, s. 330. Note that money laundering in connection with terrorist financing is also covered under the Terrorism Act 2000. See in particular ss 18 and 19 of that Act.

15. Transparency International UK, Don’t Look Won’t Find: Weaknesses in the Supervision of the UK’s Anti-Money Laundering Rules, p.60.   
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criminal activity proliferates, legislators have 
taken steps to address these issues. 

Many would say this is not before time, as 
the art market is of significant size, both 
in the UK and globally. In 2016, the UK art 
market was reported to consist of over 7,580 
businesses, providing an estimated 41,700 
jobs.16 Global art sales are said to amount 
to over $67bn (in 2018, up from $63.7bn 
in 2017).17 Arguably, the total size of the 
market is much larger, since the art world’s 
economic ecosystem encompasses more 
than sales alone. The ‘financialisation’ of art, 
particularly over the past two decades, has 
seen a significant increase in transactions 
such as borrowing and lending against 
art and art-focused investment. A recent 
report estimated that loans against art 
currently total $21bn to $24bn.18 Ancillary 
services, such as art advisory and collection 
management services, fine art transportation 
and logistics and conservation services 
further increase the art market’s global 
economic impact.

Links between the illicit art trade and terrorist 
financing have also increased pressure to 
act. For example, terrorist groups such as 
ISIS are widely considered to have engaged 
in trade in looted antiquities to fund their 
activities. Several international and domestic 
regulations have responded directly to 
this threat. Indeed, the EU’s Fourth AML 
Directive (4MLD) of 2015 was specifically 
directed at “the prevention of the use of 

the financial system for the purposes of 
money laundering or terrorist financing”.19 
It was transposed into UK law through the 
Money Laundering, Terrorist Financing and 
Transfer of Funds (Information on the Payer) 
Regulations of 2017.

Whilst it is a generally accepted premise 
that there needs to be more trust and 
credibility in the art market, it is not as 
easy to agree on the best way of achieving 
those goals. The debate between those 
who favour government regulation versus 
those who favour self-regulation reflects 
each side’s background and profile. In a 
2017 survey, those more directly involved 
with the art world, such as art collectors 
and art professionals, strongly favoured 
self-regulation, with more than 75 percent 
of both groups preferring this option. In 
contrast, wealth managers expressed a 
preference for more government regulation, 
with 40 percent of those surveyed 
feeling strongly about this.20 It seems 
that authorities, in the UK at least, are 
somewhat sceptical of the market’s ability 
to adequately regulate itself and are moving 
towards the tighter regulatory regime 
adopted in the financial services sector.

Recent changes: specific application of the 
rules to the art market

In April 2018, the European Parliament 
adopted the Fifth Anti-Money Laundering 
Directive. It came into force in July 2018 and 

had to be implemented in member states 
by 10 January 2020. For the first time, the 
European AML regime has incorporated 
the art trade into the ‘regulated sector’ 
in respect of transactions or series of 
linked transactions worth €10,000 or more 
(irrespective of the payment method). The 
Directive applies to “persons trading or 
acting as intermediaries in the trade of works 
of art, including when this is carried out by 
art galleries and auction houses”.21

Henceforth, those falling within this category 
will be bound by the client due diligence 
(or CDD) obligations required of regulated 
businesses.22 These involve, amongst other 
matters, checking the identity of those with 
whom traders deal (all part of the know-
your-client or KYC requirements), conducting 
risk assessments and monitoring business 
relationships on an ongoing basis. 

For some dealers, this is nothing new, since 
those dealing in cash for transactions worth 
€10,000 or more (in a single deal, or a series 
of linked transactions – the so-called ‘High 
Value Dealers’) were already included in the 
Fourth Directive (transposed into UK law 
since 2017).23 For many art dealers, however, 
having to ask a prospective purchaser of a 
high value artwork about his/her credentials 
and source of funds before completing a 
deal is a rather unpalatable prospect. Dealers 
fear that sales will be lost, if, for example, 
an impulse buyer at an art fair, keen to 
secure a work, loses interest and moves 

16. ‘The British Art Market 2017’, An Economic Survey prepared for The British Art Market Federation by Arts Economics.

17. Clare McAndrew, Art Basel and UBS Global Art Market Report 2019 as reported in https://www.artnews.com/art-news/market/art-basel-ubs-report-2019-12081/

18. Deloitte and ArtTactic, Art & Finance Report, 2019, p. 28.

19. Directive (EU) 2015/849 of 20 May 2015 on the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, amending Regulation (EU) No 648/2012 of the European Parliament and of the Council, and repealing Directive

 2005/60/EC of the European Parliament and of the Council and Commission Directive 2006/70/EC.

20.  Deloitte and ArtTactic, Art & Finance Report, 2017, p. 243. 

21. Via an amendment to Article 4 of the Fourth AML Directive which lists the ‘obliged entities’ covered by the legislation.

22. For example, see Regulation 5, s1(a)(ii) and s1(b) of the UK’s Money Laundering and Terrorist Financing (Amendment) Regulations 2019.

23. Through the ‘Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations’ 2017.
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onto the next stand if the sale cannot be 
made immediately and a delay is required 
for the necessary documentation to be 
provided and verified. Inevitably, some in 
the trade have raised concerns that the new 
bureaucracy will hamper trade and impact 
negatively on the market, not least owing 
to the cost of implementing the new rules. 
Whilst the impact may not be huge for larger 
auction houses and dealerships, many of 
whom already have the necessary processes 
in place, the burden for smaller dealers is 
likely to be fairly significant. 

Concerns have also been raised about 
several uncertainties inherent in the 
legislation. How will a ‘series of linked 
transactions’ be assessed? Might this 
concept make the €10,000 threshold 

unmanageably low? What about internet 
sales: how will identity checks work in 
the online environment? How will the 
new regime sit alongside the ethos of 
confidentiality, central to the art world? To 
what extent will a dealer be able to rely on 
due diligence carried out by an intermediary? 
These issues were amongst those 
addressed by the consultation conducted 
by the UK government in 2019, to which the 
Institute of Art & Law submitted a response, 
amongst many others in the sector. You 
can read more about our thoughts on the 
implementation proposals on our blog.24

In the meantime, many of these concerns 
have been addressed in a comprehensive 
and detailed guidance document for UK 
art market participants on implementing 
and complying with the new regulations, 
prepared by the British Art Market Federation 
(BAMF) and approved by HMRC, which was 
released on 24 January and can be accessed 
online.25 Naturally, as many art market 
participants are only just now starting to 
navigate these waters, it remains to be seen 
the extent to which the guidance available 
fully addresses all the practical issues 
arising from implementation or whether 
further points of doubt will surface. 

Despite these hurdles, there is a strong 
argument that the new measures are a 
timely and necessary intervention which will 
strengthen the UK art market over the longer 
term. Not only will they ensure that the UK 
keeps pace with its European neighbours (all 
the more important with Brexit imminent), 
but they will also provide the transparency 
and confidence required to ensure that the 
UK market can continue to grow on the 

global stage. The UK art market is currently 
second only to the US in its share of the 
global market.26 Maintaining this position 
requires the UK to demonstrate a strong 
commitment to the protection of the trade 
against illicit activity, in order to create a 
confident environment in which legitimate 
trade can flourish. 

In this regard, it should be noted that other 
industries have long been subject to similar 
regulations and have continued to thrive. For 
example, real estate agents and businesses, 
however small, are also required to carry 
out KYC/CDD checks, and nobody would 
expect to open a bank account or procure 
any financial services without being asked 
to provide information and documents 
confirming one’s identity, proof of address, 
source of income and the like. It could be 
said that the perceived burden of the new 
regulations far exceeds their likely practical 
impact and at the root of this misperception 
is the engrained opacity which has typified 
the art market for so long. 

Ultimately, AML measures need to be 
applied using a risk-based approach, where 
the art market professional or financial 
service provider assesses the level of risk 
presented by a particular transaction or 
client. Transactions involving several agents 
or intermediaries inevitably carry a higher 
risk, as the first step of ascertaining the 
identity of the principals (i.e. the ultimate 
buyers and sellers) can be extremely 
challenging, especially as many agents and 
intermediaries wish to keep their clients’ 
identities confidential. Transactions involving 
PEPs (politically exposed persons) or 
offshore entities, where the identity of the 

24. https://ial.uk.com/new-money-laundering-directive-plans-for-the-uk/

25. https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864253/BAMF.pdf

26. Clare McAndrew, The Art Market: An Art Basel and UBS Report, 2020 edition, p. 36. 
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27. https://cleaver.house.gov/media-center/press-releases/rep-cleavers-bill-to-update-federal-anti-money-laundering-laws-passes
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ultimate beneficial owner is unclear, are also 
higher risk, and require more exacting due 
diligence practices in response. 

A risk-based approach is also required 
in respect of the objects themselves. 
Transactions involving antiquities or items 
prone to being looted and/or illegally 
exported from their country of origin, for 
example, carry higher risks than those 
involving other classes of objects, given the 
perceived links between terrorist financing 
and the illegal looting of antiquities. 
For example, the sale of an ancient 
Mesopotamian sculpture will be likely to 
require a higher degree of scrutiny than the 
purchase of a print by a contemporary artist. 
It is also important to bear in mind that 
the new KYC/CDD requirements will apply 
regardless of the length of a pre-existing 
business relationship, so art professionals 
will need to undertake these checks even 
with long-standing clients. 

Whilst our focus in this article is mainly on 
the European environment, it is interesting 
to note that similar legislative measures 
have been proposed in the US, and seem 

likely to be adopted. In May 2018, the ‘Illicit 
Art & Antiquities Trafficking Prevention Act’ 
(HR 5886) was proposed. The bill aimed to 
update the Bank Secrecy Act so that dealers 
in the art and antiquities market would be 
required to report transactions exceeding 
$10,000 and submit financial records if 
they sold at least $50,000 worth of goods 
per year. While this bill was ultimately 
dropped, a new one, ‘Coordinating Oversight, 
Upgrading and Innovating Technology, 
and Examiner Reform Act’ (Counter Act) 
(HR 2514), which also seeks to extend the 
application of the Bank Secrecy Act to the 
art trade, was introduced in May 2019. It 
received “overwhelming bipartisan support” 
and, having been passed by the House of 
Representatives in October 2019, it now 
awaits consideration by the Senate.27 

This is a most welcome development, 
as in an increasingly global market, it is 
important that one jurisdiction does not 
offer loopholes due to lower regulatory 
standards than those in place elsewhere. 
Without a ‘level playing field’, the criminal 
activity would merely shift from one 
location to another. 

Concluding thoughts

The art market is becoming more stringently 
regulated. The importance of understanding 
the new rules and adapting business 
practices accordingly goes without saying. 
Rather than dwelling on the perceived 
burdens the regulations entail, the art world 
should embrace these changes, given the 
likely growth and new business perspectives 
that they offer. We have noted how wealth 
managers see the unregulated nature of 
the market as an obstacle to providing 
art-related services and how the financial 
markets are wary of its opacity. Surely 
there is significant growth potential if these 
issues are addressed, especially as the art 
market is only expected to increase in the 
coming years. 

It is important to bear in mind that the 
new rules do not create impossibly high 
standards, nor do they target the art market 
exclusively or unreasonably. Rather, they 
primarily seek to eliminate a significant 
loophole in the AML effort by bringing the art 
market into line with standards that prevail in 
other industries. 

https://ial.uk.com/


The US and Afghanistan signed on 
29 February a peace agreement 
in which the US agreed to initiate 
an “administrative review” and 
remove by 27 August its sanctions 
against the Taliban in exchange for 
counter-terrorism commitments. 
The US also committed to help 
obtain delisting by the UN Security 
Council of the Taliban by 29 May.

The Taliban committed to prevent 
terrorist groups or individuals, including 
al-Qa’ida and Islamic State of Iraq and 
the Levant - Khorasan Province (ISIS-K), 
from recruiting, training and fundraising 
in Afghanistan for terrorist attacks that 
threaten the security of the US, its allies 
and other countries. 

In addition, the Taliban agreed to not 
provide visas, passports, travel permits 
or other legal documents to individuals 
seeking to enter Afghanistan who pose 
a threat to the security of the United 
States and its allies. The US promised 
to support Afghan security forces and 
government institutions in deterring and 
responding to threats and to provide 
military resources to help combat 
terrorism. The US also committed to 
the withdrawal of foreign military forces 
within 14 months. 

US to remove 
sanctions 
against Taliban 
under counter-
terrorism 
agreement

Denmark’s State Attorney for Special 
Economic and International Crime 
(SØIK) announced on 3 February 
that it has seized a central London 
property near Hyde Park worth DKK 
130 million (£14.7 million), in relation 
to a long-running dividend tax fraud 
(cum-ex) case.

The property’s owner is suspected of 
unjustified reimbursement of dividend tax 
in a fraud case that SØIK opened in 2015. 
According to prosecutors, the assets 

Danish prosecutors seize London 
property in dividend tax fraud case 
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seized in this case total DKK 3 billion 
(£340 million), while the overall damage to 
the Danish tax authorities amounts to DKK 
12 billion (£1.3 billion).

The UK property’s owner is believed to 
be British financier Sanjay Shah, who is 
currently based in Dubai, according to a 
report by the Guardian.

Danish tax agency extends dividend 
tax case against nine foreign banks
The Danish Customs and Tax 
Administration (SKAT) announced on 
4 February that it has filed damages 
claims against eight foreign banks 
for DKK 880 million (£99.5 million) 
and against a foreign custodian for 
DKK 900 million (£101.8 million) 
in connection with the unjustified 
reimbursement of Danish dividend 
tax to Canada’s Health Care of Ontario 
Pension Plan (HOOPP) between 2011 
and 2014.

SKAT claims that HOOPP submitted 58 
dividend tax reimbursement claims since 
2011, with rebates amounting to DKK 1.3 
billion. A civil action against the pension 
plan and a foreign bank was launched in 
December 2018, at the Attorney General’s 
request, and is still ongoing. According to 
SKAT Director Kenneth Joensen, the new 
claim for damages is made “for the same 
conditions for which the foreign pension 

fund and the bank have already been 
sued - based on the principle of joint and 
several liability”.

A SKAT report on dividend tax exemptions 
to Danish associations, foundations 
and public bodies, commissioned in 
September 2019, found no evidence of 
fraud. The statement submitted by SKAT 
to the Parliament’s Tax Committee reveals 
that around 2,300 exemption cards issued 
to Danish entities were correctly registered 
and that indepth checks of around 170 
Danish exemption cards found no signs of 
fraud but identified several management 
errors. As a result, tighter supervision 
and control requirements will be imposed 
in the long term on the current dividend 
exemption scheme.

The agreement can be found HERE.

The press release can be found HERE.

The press release can be found HERE.

https://www.state.gov/wp-content/uploads/2020/02/Agreement-For-Bringing-Peace-to-Afghanistan-02.29.20.pdf
https://anklagemyndigheden.dk/da/soeik-beslaglaegger-ejendom-i-london-til-130-mio-kroner-i-sagen-om-udbytteskat
https://www.sktst.dk/aktuelt/pressemeddelelser/skattestyrelsen-rejser-erstatningskrav-mod-9-udenlandske-banker-for-ca-900-mio-kr/


TECHNICAL UPDATES

FATF plenary outcomes include suspension of banking 
ties with Iran and DPRK over financial crime risks
The Financial Action Task Force (FATF) 
called on 21 February for member 
nations to apply “effective counter-
measures” against Iran in line with 
Recommendation 19 over Tehran’s 
failure to enact the Palermo and 
Terrorist Financing Conventions in 
accordance with FATF Standards by the 
February deadline.

Under the interpretive note to FATF’s 
Recommendation 19, countermeasures 
may include prohibiting foreign financial 
institutions from operating in Iran and 
requiring foreign banks to terminate 
correspondent relationships with Iranian 
financial institutions.

FATF also called for all jurisdictions to 
apply “effective counter-measures” and 
implement international sanctions against 
North Korea to protect their financial sectors 
from the risks of money laundering, terrorism 
financing and proliferation financing.

The agency told all jurisdictions to close 
existing branches, subsidiaries and 
representative offices of North Korean 
banks within their territories and to terminate 
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correspondent relationships with Pyongyang 
banks where required by relevant United 
Nations Security Council (UNSC) resolutions.

In addition to this, FATF announced the 
addition of seven jurisdictions to its list of 
nations subject to increased monitoring 
due to strategic deficiencies in countering 
money laundering, terrorist financing and 
proliferation financing.

Key points:

• Albania, Barbados, Jamaica, Mauritius, 
Myanmar, Nicaragua and Uganda have 
been added to FATF’s greylist;

• Pakistan remains on the greylist pending 
proof by June of greater enforcement 
efforts against violators of AML/CFT rules 
and terrorist financing sanctions; and

• Trinidad and Tobago has been removed 
from the greylist following efforts to 
address strategic deficiencies.

The FATF plenary also identified the 
use of digital identity systems and the 
financial crime risks of crypto-assets as 
strategic AML priorities. New guidance on 

UK government review of national security and foreign 
policy to include serious and organised crime
UK Prime Minister Boris Johnson 
announced on 26 February that he 
will be seeking the views of public 
and private experts on foreign policy 
and national security as part of an 
“integrated review” of his government’s 
foreign, defence, security and 
international development policies.

The government-wide review aims to create 
“a more coherent and strategic approach” to 
the UK’s overseas activities. The bulk of the 
review is expected to conclude in line with a 
spending review in 2020. 

The measures will include: addressing 
serious and organised crime based on the 

findings of the Mackey Review, which is 
scheduled for completion in spring 2020; 
and using technology and data to counteract 
threats such as hostile state activity.

the alignment of digital identity systems 
with FATF’s requirements for customer 
identification and verification and ongoing 
due diligence was adopted following the 
release of draft guidance for consultation 
on 31 October. FATF is scheduled to report 
to the G20 in July on its analysis of the risks 
posed by stablecoins and the application of 
FATF Standards.

The FATF also disclosed the results of recent 
intergovernmental assessments of AML/
CFT regimes in the United States, South 
Korea and the United Arab Emirates.

Marcus Pleyer was selected as the next 
president of FATF, succeeding Xiangmin Liu 
on 1 July. The German national will be the 
first FATF president to serve a two-year term.

The call for action can be found HERE.

The plenary outcomes can be found HERE.

Increased monitoring can be found HERE.

The press release can be found HERE.

http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/call-for-action-february-2020.html
http://www.fatf-gafi.org/publications/fatfgeneral/documents/outcomes-fatf-plenary-february-2020.html
http://www.fatf-gafi.org/publications/high-risk-and-other-monitored-jurisdictions/documents/increased-monitoring-february-2020.html
https://www.gov.uk/government/news/pm-outlines-new-review-to-define-britains-place-in-the-world


Malaysia-based AirAsia Group 
Bhd announced on 3 February that 
Executive Chairman Kamarudin 
Meranun and CEO Tony Fernandes 
will step aside for at least two 
months amid allegations Airbus 
paid a $50 million bribe through 
sponsorship of Fernandes’ now-
defunct Formula 1 team Caterham 
to win orders from AirAsia.

AirAsia simultaneously announced 
it has created a non-executive 
independent board committee to 
review the UK Serious Fraud Office 
(SFO) allegations and has retained 
Fernandes and Kamarudin as non-
independent non-executive board 
members. The SFO announced on 
31 January a deferred prosecution 
agreement (DPA) with Airbus to settle 
charges of failure to prevent bribery in 
Sri Lanka, Malaysia, Indonesia, Taiwan 
and Ghana between 2011 and 2015. 
US and French authorities separately 
announcement settlements with 
Airbus as part of a €3.6 billion global 
resolution of bribery charges.

The Malaysian Anti-Corruption 
Commission announced on 1 February 
that it is investigating the allegations 
against two AirAsia executives and is 
in touch with the UK authorities.

AirAsia chiefs 
step aside 
amid probe of 
Airbus bribery 
allegations

Latin American Avianca Holdings 
SA announced in a filing submitted 
to the US Securities Exchange 
Commission (SEC) on 3 February 
that it has launched an independent 
internal investigation into allegations 
disclosed in the Airbus SE settlement 
with US, UK and French authorities.

The internal investigation, to be 
conducted by a law firm, will examine 

Avianca opens investigation after 
Airbus foreign bribery settlement
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Ghana to probe Airbus accusations
The Ghanaian authorities have 
launched a probe to investigate 
accusations of bribery by Airbus 
over the purchase of three military 
planes between 2009 and 2015, 
Ghana’s President Nana Akufo-Addo 
announced on 3 February.

It is alleged that Airbus disguised 
payments to a close relative of an 
official in Ghana who had no aerospace 
experience related to the sale of planes. 

the company’s relationship with Airbus. 
It is alleged that Airbus paid undisclosed 
commission to Avianca Colombia 
through third-party agents, to secure 
a contract for selling aircraft and that 
some of the bribes were intended for an 
Avianca Holdings senior executive.

The statement can be found HERE.

The disclosure can be found HERE.

Official statement can be found HERE.

Sri Lanka investigating Airbus bribes
Sri Lankan President Gotabaya 
Rajapaksa ordered the authorities 
to investigate alleged financial 
irregularities in transactions 
between SriLankan Airlines and 
Airbus in a statement on 2 February, 
following the announcement 

that Airbus will pay penalties after 
admitting it had paid bribes to secure 
contracts in 20 countries.

The press release can be found HERE.

Kuwait seeks information on Airbus 
Kuwait’s Anti-Corruption Authority 
announced on 6 February that it 
will be investigating allegations of 
corruption in relation to “Kuwait 
parties” securing Airbus contracts. 

The authorities welcome information 
about the alleged offences.

The press release can be found HERE.

https://ir.airasia.com/news.html/id/758550
https://sec.report/Document/0001193125-20-022249/
http://www.presidency.gov.gh/index.php/briefing-room/press-releases/1486-inquiry-into-bribery-of-ghanaian-officials-in-military-aircraft-deal
https://www.srilankan.com/en_uk/coporate/news-details/329
https://www.nazaha.gov.kw/AR/Lists/News/DispForm.aspx?ID=299&Source=/AR/pages/news.aspx


EU visit by 
Venezuelan 
official raises 
questions over 
member state 
violations of EU 
sanctions
The EU High Representative Josep 
Borrell stated on 11 February that 
the European Commission (EC) 
does not have legal competence 
to initiate infringement procedures 
against member states found in 
violation of EU sanctions regimes, 
following reports that Venezuela’s 
Vice President Delcy Eloina 
Rodriguez Gomez illegally entered 
the EU on 21 January.

Spanish Transport Minister José Luis 
Ábalos reportedly met briefly with the 
Venezuelan VP, who is subject to an EU 
travel ban, at Madrid airport but was 
not admitted onto Spanish territory. 
Delcy Rodriguez was blacklisted in 
2018 for undermining democracy and 
the rule of law in Venezuela.

Borrell stated that EU countries are 
responsible for the implementation of 
EU sanctions in their jurisdiction and 
that the EC monitors the application. 
“We can discuss the political 
appropriateness for member states 
to give this competence to the EU, 
although this would require a treaty 
change”, Borrell added.
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UK law enforcement to visit London 
MSBs and NECC issues amber alert 
The UK’s National Crime Agency 
(NCA) announced on 12 February 
that HM Revenue & Customs (HMRC) 
and City of London Police will visit 
90 London based money service 
businesses (MSBs) to raise awareness 
about money laundering and terrorist 
financing (ML/TF) risks and to identify 
and disrupt potential criminal activity 
within the sector.

In addition, the NCA’s National Economic 
Crime Centre (NECC) issued an amber 
alert to MSB operators, based on 
assessed intelligence and recent cases, 
which provides information on the ML/
TF high-risk indicators and ways to report 
potential suspicious activity to the UK 
Financial Intelligence Unit. According to 
the NCA, MSBs are an attractive target 
for organised criminals looking to trade in 
large quantities of cash, convert currencies 
or transfer money electronically to launder 
illicit revenue.

The Metropolitan Police’s Detective Chief 
Superintendent Michael Gallagher told 
the Guardian on 13 February that MSBs, 
including bureau de change, money-
transfer brokers and payday loan services, 

have become the method of choice for 
UK organised criminals to launder cash 
in the UK, mainly from drug trafficking. 

According to the NECC, the high-risk 
indicators for the MSB sector include:

• A transaction that is just below the 
threshold for due diligence checks;

• False or contradictory identification 
information accompanying a 
transaction;

• Significant changes to the size or 
frequency of the transaction which 
differ from the customer’s normal 
pattern of behaviour; and

• The misuse of currency exchange 
businesses to change small 
denomination notes into large 
denominations in another currency to 
enable illegal cash handling.

Spanish hotel chain confirms CEO 
ban pursuant to Helms Burton Act
Spanish hotel chain Meli Hotels 
International S.A. confirmed on 5 
February that the US State Department 
has imposed a travel ban on Executive 
Vice President and CEO, Gabriel 
Escarrer Jaume, prohibiting him from 
entering the US for refusing to accept 

conditions pursuant to the Helms 
Burton Act related to the activities 
of subsidiary companies in Cuba.

The statement can be found HERE.The statement can be found HERE.

NCA statement can be found HERE.

The amber alert can be found HERE.

https://eeas.europa.eu/headquarters/headquarters-homepage/74515/venezuela-speech-hrvp-josep-borrell-european-parliament-sanctions%E2%80%99-implementation_en
https://www.meliahotelsinternational.com/en/newsroom/our-news/statement-melia-hotels-international-helms-burton
https://nationalcrimeagency.gov.uk/news/multi-agency-action-targets-city-money-laundering
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/427-necc0569/file


TECHNICAL UPDATES

European Council reach political agreement on new 
naval operation to oversee Libya arms embargo
The EU Foreign Affairs Council (FAC) 
reached a political agreement on 17 
February on launching a new aerial, 
satellite and maritime operation in the 
Mediterranean to replace Operation 
Sophia, aimed at implementing the 
UN Security Council arms embargo on 
Libya, training the Libyan Coast Guard 
and Navy and fighting illegal migration.

In addition, during the follow-up meeting 
to the Berlin Conference on Libya, which 
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was held in the margins of the Munich 
Security Conference on 16 February, the 
foreign ministers of 13 participating states 
reaffirmed their commitment to upholding 
the ceasefire and the UN arms embargo.

Participants also agreed to launch an 
International Follow-Up Committee on Libya 
(IFCL), which will meet regularly under the 
leadership of the United Nations to ensure 
that the measures agreed at the Berlin 
Conference are implemented.

UK PSR adds new Confirmation of Payee exemption
The UK’s Payment Systems Regulator 
(PSR) published on 14 February revised 
Specific Direction (SD) 10 for the UK’s 
six largest banking groups to fully 
implement Confirmation of Payee (CoP) 
by 31 March, in order to significantly 
reduce losses from authorised push 
payments (APP) fraud and accidentally 

misdirected payments in electronic 
bank transfers.

In addition, the PSR has published responses 
to the January consultation on varying 
SD10, which details the decision to issue 
the direction in its current form, which 
received support from both payment service 

providers (PSPs) and industry associations. 
The PSR clarifies that, if an exemption under 
the additional basis is to be approved, it will 
also impose a new date for compliance.

IMF recommends Malta continues to reform AML/CFT 
system as a matter of “critical importance” 
The International Monetary Fund (IMF) 
published a statement on 14 February 
following a staff mission to Malta, which 
recommends that the country continues 
to reform its AML/CFT system as 
a matter of “critical importance”, 
otherwise it could see added difficulties 
connected with correspondent banking 
relationships and threats to financial 
stability and foreign investment.

Key recommendations include:

• Malta should focus on improving and 
demonstrating the effectiveness of 
its AML/CFT framework, particularly 
strengthening the understanding of the 
risks and supervision of banks and other 
high-risk sectors and programs such as 
remote gaming, virtual financial assets, and 
the Individual Investor Program (IIP); and

• Malta should guarantee the long-term 
financial independence of the Financial 
Services Authority and continue enhancing 
its capacity, given that the regulator 
remains under strain due to the large 
number of financial institutions under 
supervision and the complex products.

In his statement after the FAC, the EU’s High 
Representative Josep Borrell said that “the 
arms embargo is violated systematically, 
and it is going to feed the fighters with an 
incredible amount of arms that make the 
ceasefire difficult and the truce very weak”. 

The press release can be found HERE.

The IMF statement can be found HERE.

The revised SD10 can be found HERE.

https://eeas.europa.eu/headquarters/headquarters-homepage/74772/foreign-affairs-council-remarks-high-representativevice-president-josep-borrell-press_en
https://www.imf.org/en/News/Articles/2020/02/14/mcs021420-malta-staff-concluding-statement-of-the-2020-article-iv-mission
https://www.psr.org.uk/sites/default/files/media/PDF/PSR%20Specific%20Direction%2010%20Confirmation%20of%20Payee%20-%20February%202020.pdf


EU adds four to 
the list of non-
cooperative 
jurisdictions for 
tax purposes 
and removes 16 
from the greylist
The Council of the European Union 
adopted revisions to the list of 
non-cooperative jurisdictions for tax 
purposes on 18 February, adding 
four jurisdictions to the eight already 
listed, citing the failure to implement 
tax reforms in order to comply 
with the EU’s criteria by an agreed 
deadline. The four jurisdictions 
added to the list are: the Cayman 
Islands, Palau, Panama and the 
Seychelles.

In addition to this, 16 jurisdictions 
(Antigua and Barbuda, Armenia, the 
Bahamas, Barbados, Belize, Bermuda, 
the British Virgin Islands, Cabo Verde, 
the Cook Islands, Curaçao, the Marshall 
Islands, Montenegro, Nauru, Niue, Saint 
Kitts and Nevis, and Vietnam) have 
been removed from the EU’s “greylist” 
of jurisdictions (Annex II) having 
implemented all the necessary reforms 
to comply with EU tax good governance 
principles ahead of the agreed deadline. 

The EU has granted deadline extensions 
to 12 jurisdictions in Annex II that do 
not yet comply with all international tax 
standards but have committed to reform.
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EU report assesses options for new 
rules on supply chain due diligence
The EU Commission published on 20 
February a study it commissioned to 
inform possible development of an EU-
level regulation requiring corporates 
and financial institutions to conduct 
due diligence for potential human 
rights abuses and environmental 
damage through their supply chains.

The 572-page report draws on a survey 
of businesses, associations, legal 
practitioners and government across all 
sectors around the world. It discusses 
possible state-based enforcement 
mechanisms to address corporate 
governance failings and provides an 
assessment of options informed by 
anti-corruption due diligence models.

Key survey findings include:

• The current legal landscape does 
not provide companies with legal 
certainty about their human rights and 
environmental due diligence obligations 

and is not perceived as efficient, 
coherent and effective;

• A third of companies undertake due 
diligence covering human rights and 
environmental impacts; and

• Several multinational companies 
support the introduction of due 
diligence regulation, although there is 
no agreement on the form of liability 
and enforcement mechanisms.

France launches anti-corruption 
review of private sector companies 
The French Anti-Corruption Agency 
(AFA) announced on 14 February that 
it has launched an investigation into 
the level of anti-corruption awareness 
in the private sector and an inventory 
of corporate anti-corruption systems 
in France, in line with the objectives of 
the National Anti-Corruption Plan for 
2020-2022, published on 9 January.

The online survey was sent on 29 January 
to all companies irrespective of their 
revenue or field of activity. To better 

understand the risk of corruption in the 
private sector, responses to the survey 
will be completely anonymously.

Companies have two months to submit 
their responses. Based on the survey 
results, the AFA will publish a report on 
preventing the risk of corruption in the 
private sector and will revise its anti-
corruption guidelines for companies.

The press release can be found HERE. The decision can be found HERE.

The study can be found HERE.

https://www.agence-francaise-anticorruption.gouv.fr/files/2020-02/CP%20enqu%C3%AAte%20sur%20l%27%C3%A9tat%20de%20la%20conformit%C3%A9%20en%20entreprises.pdf
https://www.consilium.europa.eu/media/42596/st06129-en20.pdf
https://op.europa.eu/en/publication-detail/-/publication/8ba0a8fd-4c83-11ea-b8b7-01aa75ed71a1/language-en


EU Commission 
rejects US 
extraterritorial 
sanctions against 
EU companies 
The European Commission’s 
Vice-President Josep Borrell told 
lawmakers on 4 February that the 
European Union “does not recognise 
the extraterritorial application of 
US sanctions” and considers them 
“contrary to international law”.

His statement was given in response 
to a parliamentary question to the 
Commission on 19 September requesting 
the executive body’s view on possible US 
sanctions against European companies 
participating in the construction of 
the Nord Stream 2 pipeline, which is 
designed to transport natural gas from 
Russia to the EU.

Borrell told the EU Parliament that, as a 
principle, the EU opposes the imposition 
of sanctions against EU companies 
conducting legitimate business in 
accordance with EU law. He added that 
EU policies and practices should not be 
determined by the threat or imposition of 
sanctions by third countries.

The US Protecting Europe’s Energy 
Security Act of 2019 was signed into law 
as Section 7503 of the National Defense 
Authorization Act for 2020.
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UK government issues guidance on 
AML for art market participants 
The UK’s HM Revenue & Customs 
published on 7 February guidance on 
anti-money laundering and counter 
terrorist financing supervision for art 
market participants (AMPs), which 
provides details on the obligations 
under the new UK legislation to carry 
out customer due diligence, keep 
records of customers and transactions 
and report suspicious activity.

The new AML rules applying the EU’s Fifth 
Money Laundering Directive (5MLD) took 
effect on 10 January and require auction 
houses, art galleries and dealerships 
to conduct stricter due diligence for 
transactions above a threshold of £10,000. 
The guidelines have been produced by the 
British Art Market Federation (BAMF) and 
are addressed to AMPs falling within the 
scope of the updated Money Laundering, 
Terrorist Financing and Transfer of Funds 
(Information on the Payer) Regulations 
2017, which are also members of BAMF 

or its member trade associations. 
All other AMPs should consider the 
requirements good industry practice.

Key obligations:

• Register with HMRC before 10 
January 2021;

• Irrespective of whether they have 
registered with HMRC yet, from 10 
January 2020 AMPs must carry out 
due diligence on all customers to 
whom they sell works of £10,000 
or more, or a series of linked 
transactions of £10,000 or more;

• Carry out a risk assessment and 
appoint a nominated officer to receive 
disclosures and report suspicious 
activity to the National Crime Agency.

US and Jersey to return to Nigeria 
former dictator’s forfeited assets
The US Justice Department (DOJ)
announced on 3 February that it has 
reached an asset recovery agreement 
with authorities in Nigeria and Jersey 
to repatriate to Nigeria $308 million 
in corruption and money laundering 
proceeds, confiscated by the US from 
former Nigerian dictator Sani Abacha 
and his co-conspirators and forfeited 
from Jersey bank accounts.

According to the DOJ, more than $625 
million was stolen by General Abacha, 

his son Mohammed Sani Abacha, 
and their associate Abubakar Atiku 
Bagudu between 1993 and 1998 and 
laundered through the US banking 
system and the purchase of US bonds. 
Part of the funds were held in Jersey 
bank accounts owned by Virgin 
Islands-company Doraville Properties 
Corporation and Sani Abacha.

The statement can be found HERE. The question can be found HERE.

The guidance can be found HERE.

The response can be found HERE.

https://www.justice.gov/opa/pr/us-enters-trilateral-agreement-nigeria-and-jersey-repatriate-over-300-million-nigeria-assets
https://www.europarl.europa.eu/doceo/document/E-9-2019-002880_EN.html
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/869098/BAMF__1_.pdf
https://www.europarl.europa.eu/doceo/document/E-9-2019-002880-ASW_EN.pdf


The European Banking Authority 
(EBA) published on 5 February its 
first report on competent authorities’ 
(CAs) approaches to the AML/CFT 
supervision of banks and a factsheet 
on the EBA’s new and broader legal 
mandate to lead, coordinate and 
monitor AML/CFT supervision across 
the EU as of 1 January.

The report summarises the findings of 
the first AML/CFT implementation review, 
which was held in 2019 and includes a 
sample of seven CAs from five member 
states. The review focussed on CAs’ 
approaches to assessing ML/TF risks 
associated with their supervised banks and 
on how risk assessments were used to 
inform the supervisory practice.

Key findings:

• CAs’ approaches to the AML/CFT 
supervision of banks were not as 
effective as they could have been;

• Most CAs found it difficult to translate 
overall MT/TF risks into supervisory 

EBA review finds supervision of EU 
banks needs to be strengthened

practice and risk-based supervisory 
strategies, to assess the effectiveness 
of banks’ AML/CFT controls and to 
impose proportionate and effective 
corrective measures;

• Not all CAs were able to cooperate 
effectively with domestic and 
international stakeholders despite the 
lack of any legal obstacles preventing 
them from sharing expertise;

• CAs’ AML/CFT work receives different 
levels of government support and 
faces specific challenges related to the 
nature and size of their banking sector 
or access to skilled staff; and

• As part of its new role, the EBA will 
continue its series of implementation 
reviews, will provide training to 
CAs and will review its risk-based 
supervision guidelines. 

The US Treasury Department 
published on 6 February an annual 
report identifying key threats, 
vulnerabilities and priorities for 
combatting financial crime through 
the US financial system.

The 2020 National Strategy for 
Combating Terrorist and Other Illicit 
Financing outlines planned regulatory 
reforms to the AML/CFT regime.

AML/CFT priorities include: 

• Strengthening the regulatory 
framework for financial institutions 
by improving reporting obligations, 
emphasising risk-based supervision 
and fostering responsible innovation;

• Improving communication on threats, 
vulnerabilities and risks;

• Enhancing the use of public-private 
partnerships and other information-
sharing mechanisms;

• Closing legislative gaps on beneficial 
ownership, real estate, crypto-assets 
and unregulated firms;

• Expanding the use of data analytics 
and artificial intelligence; and

• Creatively deploying measures to 
disrupt illicit finance activity.

US Treasury 
publishes 
national 2020 
illicit finance 
strategy
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Moneyval issues report on Gibraltar
The Council of Europe’s Committee 
of Experts on the Evaluation of Anti-
Money Laundering Measures and the 
Financing of Terrorism (Moneyval) 
published its fifth-round mutual 
evaluation report on the British 
Overseas of Gibraltar on 12 February, 
which evaluates the effectiveness of 
its AML/CFT framework.

The report calls on the relevant authorities 
in Gibraltar to better utilise the tools at their 

disposal to more effectively mitigate 
ML/TF threats. 

Based on the results of the report, 
Moneyval has placed Gibraltar on the 
enhanced follow-up procedure and has 
invited Gibraltar to report back on its 
progress in 2021.

The report can be found HERE. The strategy can be found HERE.

The report can be found HERE.

https://rm.coe.int/anti-money-laundering-and-counter-terrorist-financing-measures-british/16809c3c45
https://home.treasury.gov/system/files/136/National-Strategy-to-Counter-Illicit-Financev2.pdf
https://eba.europa.eu/eba-acts-improve-amlcft-supervision-europe


TECHNICAL UPDATES

Moneyval finds Cyprus’ golden visa scheme ‘inherently 
vulnerable’ to criminal exploitation 
The Council of Europe’s Committee 
of Experts on the Evaluation of Anti-
Money Laundering Measures and the 
Financing of Terrorism (Moneyval) 
published on 12 February a mutual 
evaluation report identifying “major” 
anti-money laundering shortcomings 
in Cyprus and calling for the nation to 
“more aggressively” address the risk of 
laundering foreign proceeds of crime.

Intergovernmental assessors also identified 
the need for a “comprehensive” assessment 
of the financial crime risks posed by the 
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Cyprus Investment Programme, through 
which foreign nationals can acquire 
citizenship of the EU member state by 
investing in Cypriot real estate, and called for 
“significantly enhanced” AML supervision of 
property agents.

A lack of beneficial ownership transparency 
of Cypriot entities was also cited as a 
concern after assessors identified gaps in 
trust, corporate and administration service 
providers’ understanding of the risks of 
clients using opaque or complex structures 
to evade targeted financial sanctions, 

UK cross-government fraud landscape annual report
The UK’s Cabinet Office published on 
12 February the cross-government 
fraud landscape annual report, which 
details public sector fraud in the UK and 
highlights progress the government is 
making in tackling the problem.

According to the report, the UK government 

is making significant progress in tackling 
public sector fraud: out of a total of £474 
million worth of fraud detected in the last 
five years, £250 million has been uncovered 
in the last two years. 

Further, instances of reported fraud 
have increased, which suggests that 

the government has been successful in 
reinforcing an appropriate reporting culture 
that can best help in tackling fraud.

Apple Inc investigates alleged Congo corruption and 
fraud in relation to its supply chain 
Apple Inc revealed in its Conflict 
Minerals Report for 2019, submitted 
to the US Securities and Exchange 
Commission (SEC) on 6 February, that 
it has opened six investigations into 
alleged illegal activity in the Democratic 
Republic of Congo (DRC), including 
fraud, corruption, bribery, illegal 
payments and taxation, as part of its 
wider objective to cut conflict minerals 

from its supply chain.

According to the SEC filing, the alleged 
offences involved members of the DRC 
police, national army, and or non-state armed 
groups, at mining sites and checkpoints 
or road barriers. Apple’s report on mineral 
sourcing details the company’s efforts to 
source so-called 3TG minerals tin, tantalum, 
tungsten and gold responsibly. According 

to the report, Apple has not been able “to 
determine whether the reported incidents 
were connected to specific 3TG included in 
Apple’s products” but it continues to monitor 
the incidents. Three other cases identified in 
2019 have already been closed.

along with weaknesses in the gatekeepers’ 
implementation of measures to prevent 
financial crime.

Based on its evaluation, Moneyval has 
placed Cyprus in its enhanced follow-up 
procedure and told the jurisdiction to report 
back on its progress in improving its AML/
CFT regime at the intergovernmental body’s 
first plenary in 2021.

The report can be found HERE.

The report can be found HERE.

The press release can be found HERE.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864268/Cross-Government_Fraud_Landscape_Annual_Report_2019_WA__1_.pdf
https://rm.coe.int/anti-money-laundering-and-counter-terrorist-financing-measures-cyprus-/16809c3c47
http://d18rn0p25nwr6d.cloudfront.net/CIK-0000320193/397ee952-923c-43e7-8e9b-d73db5291056.pdf


Speech: UK’s FCA getting better at 
prosecuting fraud and market abuse
The UK’s Financial Conduct 
Authority (FCA) Executive Director of 
Enforcement and Market Oversight 
Mark Steward delivered a speech 
on 6 February on ensuring high 
standards of integrity in the securities 
market, which outlines the FCA’s 
broad strategy on preventing fraud 
and market abuse, by focussing its 
efforts on tackling insider dealing, 
manipulation and the use of false 
statements for illicit purposes.

Key points:

• Insider trading accounts for 60 percent 
of the FCA’s market abuse investigations, 
with the remainder being directed at 
market manipulation, which is more 
difficult to detect and prosecute;

• The FCA’s ongoing cases into two failed 
listed companies show that the use of 
false and misleading statements enabled 
complex fraud and led to the demise of 
the companies;

• The FCA’s 2019 market cleanliness 
metric shows a significant reduction 
of abnormal price movements before 

a merger, which could indicate a 
reduction in insider dealing;

• Improvements are due to enhanced 
supervision and enforcement efforts 
by the FCA and prosecutions being 
followed up in court;

• Cooperation with US and EU regulators 
resulted in the seizure of a London 
property in relation to a dividend 
stripping tax avoidance scheme in 
Denmark, Germany, France and Italy;

• The FCA is currently contributing 
to several other market abuse 
investigations involving abusive trading 
in EU, UK and US markets.
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Firms need 
more guidance 
on proliferation 
financing 
threats, global 
survey finds
An international survey of sanctions 
professionals published by RUSI on 
6 February identifies the need for 
greater guidance on counteracting 
the proliferation of weapons of 
mass destruction and the illicit 
transfer of conventional weapons.

Respondents are particularly concerned 
about detecting payments for goods 
that could be used for WMD and about 
identifying and counteracting activities 
related to fuel and conventional 
weapons, according to the survey 
of 366 individuals from financial 
institutions and non-banking firms 
between November and January.

Findings include: only 20 percent 
believe governments provide sufficient 
guidance to support the understanding 
and identification of proliferation 
finance risks; 78 percent believe efforts 
to combat proliferation finance are 
hindered by a lack of understanding 
and inability to share data; 66 percent 
want governments to share trends and 
typologies to better identify proliferation 
finance patterns; and 58 percent 
support the sharing of intelligence, 
including the names of undesignated 
entities suspected of being involved in 
proliferation finance activities. 

The survey can be found HERE.

The speech can be found HERE.

ECON opinion on EIB 2019 activities 
The European Parliament’s Committee 
on Economic and Monetary Affairs 
(ECON) published its opinion on 7 
February regarding the activities 
undertaken by the European 
Investment Bank (EIB) in 2019. 
ECON welcomed the steps taken 
by the EIB in 2019 to strengthen its 

anti-fraud provisions, and outlined 
some recommendations that, if 
implemented, would strengthen 
these provisions further.

The opinion can be found HERE.

Ongoing cases into 
two failed listed 
companies show that 
the use of false and 
misleading statements 
enabled complex fraud

http://files.acams.org/pdfs/2020/ADT175_ACAMS_RUSI-Survey-Report-Documentation.pdf
https://www.fca.org.uk/news/speeches/market-integrity-and-strategic-approach
https://www.europarl.europa.eu/doceo/document/ECON-AD-643215_EN.pdf


TECHNICAL UPDATES

Media Freedom Panel issues report calling for targeted 
sanctions to protect journalists and press freedom
The High Level Panel of Legal 
Experts on Media Freedom published 
a report on 13 February calling on 
governments including signatories to 
the Global Pledge on Media Freedom 
to adopt targeted sanctions regimes 
against countries that systematically 
violate key press freedoms, such as 
by harassing, intimidating, and even 
attacking journalists, according to a 
press statement by the International 
Bar Association.

The report focuses on determining the 
appropriate scope, target, and “triggering 
mechanism” of a human rights sanctions 
regime and makes recommendations across 
all three domains. The Panel was convened 
in July 2019 at the request of the British and 
Canadian governments, and its remit is to 
provide recommendations to governments 
on how to better protect journalists.
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Summary of key findings: 

• States and multilateral institutions should 
amend sanctions regimes to be global 
in scope, responsive to serious human 
rights abuses, and not limited to abuses 
involving a particular class of victims;

• States should explicitly include provisions 
in sanctions legislation or policy 
stating that the unjust imprisonment of 
journalists, as well as serious and systemic 
restrictions on media freedom (e.g. internet 
shutdowns), meet the threshold for the 
imposition of sanctions;

FATF issues enhanced follow-up report on Switzerland
The Financial Action Task Force (FATF) 
published its follow up report on 
Switzerland’s AML/CFT measures on 
13 February, which details the actions 
the country has taken to strengthen its 
AML/CFT framework after the country 

was made subject to the enhanced 
follow-up process following the 
adoption of its mutual evaluation report 
(MER) in 2016.

Switzerland is rated as “compliant” on eight 

Recommendations, “largely compliant” on 27 
Recommendations and “partially compliant” 
on five Recommendations.

British American Tobacco discloses US and UK probes
In its preliminary annual report for 
2019 released on 27 February, British 
American Tobacco (BAT) has revealed 
that it is subject to a corruption 
investigation by the UK’s Serious Fraud 
Office (SFO) and to a US probe “into 

suspicions of breach of sanctions”, 
carried out by the Department of Justice 
(DOJ) and the Treasury Department’s 
Office of Foreign Assets Control (OFAC).

The alleged corruption offences are related 

• The targets of sanctions should be 
broadened to include non-state actors 
(including companies), individuals 
complicit in human rights abuses, as well 
as prosecutors, judges, and other officials;

• States should create an expert committee 
that is independent of the government’s 
executive branch to offer advice and 
recommendations when determining 
targets for sanctions.

The report can be found HERE.

The report can be found HERE.

The report can be found HERE.

to the “conduct of business by Group 
companies and associated persons”.

http://www.fatf-gafi.org/media/fatf/documents/reports/fur/Follow-Up-Report-Switzerland-2020.pdf
https://www.ibanet.org/Article/NewDetail.aspx?ArticleUid=77561bf1-ef89-4df1-97e5-549f5929ddb3
https://www.bat.com/group/sites/uk__9d9kcy.nsf/vwPagesWebLive/DOBM6LLS/$FILE/medMDBM7CH7.pdf?openelement


UK FCA sector views warn that the 
scale of financial crime is growing
The UK’s Financial Conduct Authority 
(FCA) published on 18 February its 
Sector Views 2020, which assesses 
the risks and potential harm to 
consumers and financial integrity 
across financial services markets, 
based on data available in mid-2019. 
The FCA finds that financial crime, 
including money laundering and 
cyber-enabled crime, is growing and 
leading to significant losses.

Key points:

• The report focuses on consumer harm 
in several sectors the FCA regulates, 
including high-risk investments, pension 
savings, insurance policies, wholesale 
financial markets and retail banking and 
lending;

• Financial crime, including ML, terrorist 
financing, breaches of financial 
sanctions, bribery, corruption, fraud and 
cybercrime are more sophisticated, 
have a greater impact on consumers 
and require international regulatory 
cooperation for effective deterrence;

• According to the FCA’s assessment, 
ML facilitates serious organised crime, 

estimated at £37 billion every year 
authorised push payment (APP) fraud 
led to losses of £168.2 million in the 
first half of 2019;

• The retail banking and payments 
sectors present a high ML risk due to 
poor AML controls and inadequate 
cyber resilience systems;

• 1.9 million vulnerable consumers 
continue to rely on cash payments, 
creating a need for a sustainable cash 
infrastructure to better prevent fraud;

• Cybercrime, including mobile banking 
malware, phone number spoofing, 
phishing attacks and identity theft led 
to data misuse and a high number 
of both unauthorised and authorised 
push payment fraud cases; and

• According to UK Finance, there were 
over 8,000 cases of impersonation 
fraud in the first half of 2019, which 
resulted in losses of £40 million.
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IMF staff 
report urges 
the Philippines 
to strengthen 
AML/CFT 
framework to 
avoid FATF 
blacklist
The IMF published a staff report 
on the Philippines on 6 February 
which recommends that the 
country further strengthens its 
anti-money laundering (AML) and 
anti-corruption frameworks to 
avoid the risk of being included in 
the Financial Action Task Force 
(FATF) list of jurisdictions with 
serious AML/CFT deficiencies.

The IMF report states that despite 
improvements to the country’s AML 
law to cover casinos and an expanded 
list of predicate crimes, as well 
as the strengthening of the Anti-
Money Laundering Council (AMLC), 
deficiencies remain, as recognised in 
the recent mutual evaluation report 
(MER) by the Asia Pacific Group (APG) 
published in October 2019.

The IMF report states that tax evasion 
should also be added to the list of 
predicate crimes, and that customer 
due diligence for politically exposed 
persons (PEPs) and risk-based 
supervision of the gambling sector 
could be strengthened. 

The report can be found HERE.

The report can be found HERE.

Draft report warns about misuse of 
EU funds by organised criminals 
The European Parliament’s Budgetary 
Control (CONT) Committee adopted 
on 19 February a report on the EU 
Commission’s (EC) discharge, as part 
of the general EU budget scrutiny 
procedures for 2018, which states 
that EU spending should be better 

protected against fraud, corruption, 
conflict of interest and EU funds misuse 
by organised criminals. 

The press release can be found HERE.

https://www.imf.org/en/Publications/CR/Issues/2020/02/05/Philippines-2019-Article-IV-Consultation-Press-Release-and-Staff-Report-49021
https://www.fca.org.uk/publication/corporate/sector-views-2020.pdf
https://www.europarl.europa.eu/news/en/press-room/20200218IPR72806/budgetary-control-committee-asks-for-stronger-measures-to-protect-eu-spending


TECHNICAL UPDATES

UK FCA comments on penalties for serious misconduct 
Speaking at the City and Financial 
Global Ltd event in London on 12 
February, the UK Financial Conduct 
Authority (FCA) Executive Director of 
Enforcement and Market Oversight 
Mark Steward commented that in 
determining the size of a financial 
penalty for serious misconduct, the 
FCA will look at the extent of the 
remediation policies, as well as the 
nature of the breach and the extent to 
which it facilitated financial crime.

Steward provided an overview of the FCA’s 
cases involving serious misconduct or 
breaches of its principles of good regulation 
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in 2019. Most cases entailed a lack of care 
and diligence or poor controls which resulted 
in customers being exposed to harm, poor 
judgement in deciding not to report the 
misconduct to the regulator and unfair 
treatment of customers.

Other points:

• In 2019, the FCA imposed financial 
penalties of £310 million and associated 
restitution and compensation of £231 
million;

• Sanctions can be reduced beyond the 
automatic 30 percent discount for early 

UK drop in suspicions transaction and order reports
The UK’s Financial Conduct Authority 
published on 28 February its suspicious 
transaction and order reports (STORs) 
figures for 2019, based on suspicions 
of potential market abuse that market 
participants are required to submit. 

For the first time since 2016, the FCA reports 
a decrease in the total number of STORs. 

In 2019, the total number of STORs across 
all asset classes was 5,455, an 8 percent 
decrease compared to 2018. According to 
FCA data, 4623 reports concerned potential 
insider dealing, and 822 reports were related 
to attempted market manipulation. 

The figures also show a rise in the number 
of market observations received and an 

increase in the number of commodity 
and fixed income STORs, which reflects 
the positive steps taken by some firms 
to improve their financial crime detection 
capabilities.

UN issues report that finds massive corruption fuels 
human rights abuses in South Sudan 
The UN Office of the High 
Commissioner for Human Rights 
(OHCHR) published on 20 February 
its fourth report on South Sudan, 
highlighting the “systematic denial of 
fundamental rights and freedoms”, 
the failure to set up transitional justice 
mechanisms, widespread corruption 

and embezzlement of public resources 
by government officials.

The report notes that “entrenched and 
systemic corruption is the greatest 
hindrance to peace and stability” in South 
Sudan, which is affecting all institutions 
and economic sectors. In addition, “deeply 

entrenched impunity” enables criminals both 
in government and the armed opposition to 
continue carrying on their economic crimes 
and restricting the population’s access to 
essential services.

stage settlements, in cases where firms 
take immediate and thorough remediation 
measures, in consultation with the FCA;

• The FCA may impose tougher sanctions 
when firms fail to correct relevant 
deficiencies; and

• Penalty setting depends on a series of 
factors including whether a breach was 
deliberate, lasted for a long period of time 
or had an impact on confidence and trust 
in the market.

The press release can be found HERE.

The speech can be found HERE.

The report can be found HERE.

https://www.fca.org.uk/news/news-stories/fca-publishes-number-stors-received-2019
https://www.fca.org.uk/news/speeches/penalties-remediation-and-our-general-principles
https://www.ohchr.org/EN/NewsEvents/Pages/DisplayNews.aspx?NewsID=25583&LangID=E


Cayman Islands, US and UK ranking 
worsens in Financial Secrecy Index
The Tax Justice Network (TJN) 
published its Financial Secrecy Index 
2020 on 18 February, a biennial global 
ranking of jurisdictions that measures 
the degree to which a country’s 
financial and legal systems enables 
individuals and criminals to hide and 
launder money.

Though the rankings display an overall 
average decrease in financial secrecy 
following the implementation of recent 
transparency reforms, some countries 
have gone against this trend especially 
the Cayman Islands, the US, and the UK. 
All three countries were ranked worse 
for financial secrecy when compared to 
their 2018 ranking, with both the Cayman 
Islands and the US finishing as the worst 
and second-worst jurisdictions for financial 
transparency in 2020, while Switzerland 
improved its degree of financial 
transparency to move off the top of the list 
for the first time.

The top 10 largest enablers of financial 
secrecy are as follows: 

1. Cayman Islands 

2. United States

3. Switzerland

4. Hong Kong 

5. Singapore 

6. Luxembourg

7. Japan

8. Netherlands

9. British Virgin Islands 

10. United Arab Emirates

32

aperio-intelligence.com FINANCIAL CRIME DIGEST | FEBRUARY 2020

REPORTS AND SPEECHES

World Bank 
suggests 
Switzerland 
and 
Luxembourg 
laundered 
embezzled 
foreign aid
The World Bank published on 
18 February a working paper 
suggesting that ruling politicians 
in countries highly dependent on 
foreign aid may have corruptly 
funnelled embezzled funds and 
private sector kickbacks into 
offshore bank accounts in financial-
secrecy jurisdictions such as 
Switzerland and Luxembourg.

“Sharp and immediate” increases in 
foreign deposits in tax haven accounts 
were identified during disbursement 
quarters, while no increases were 
observed in subsequent quarters. 
Foreign aid corresponding to 1 percent 
of GDP correlated to a 3.4 percent 
increase in tax haven deposits.

Bank accounts in Switzerland and 
Luxembourg contributed “significantly” 
to the correlation between aid 
disbursements and tax haven deposits, 
while accounts in Belgium and 
Jersey (combined with Guernsey and 
Isle of Man) exhibited “statistically 
insignificant” changes, according to the 
46-page report.

The report can be found HERE.

Ireland discloses AML compliance 
decline by non-financial sectors
Ireland’s Justice Department 
published on 28 February an annual 
report providing an overview of 
the nation’s efforts to align with 
international AML standards through 
legal, regulatory and supervisory 
measures in 2018. 

Inspections by the Justice Department’s 
Anti-Money Laundering Compliance Unit 
(AMLCU) identified year-on-year drops 
in compliance rates across non-financial 
regulated sectors, believed to be partly 

due to “more onerous” compliance 
obligations. The report identified a 
discrepancy in the number of suspicious 
transaction reports (STRs) sent to An 
Garda and revenue agencies, despite the 
requirement to report all suspicions to 
both, and a low level of overall reporting 
by designated non-financial businesses 
and professions (DFBPs).

The report can be found HERE.

The report can be found HERE.

http://documents.worldbank.org/curated/en/493201582052636710/pdf/Elite-Capture-of-Foreign-Aid-Evidence-from-Offshore-Bank-Accounts.pdf
http://www.justice.ie/en/JELR/Annual-Report-on-Money-Laundering-and-Terrorist-Financing-2018[1].pdf/Files/Annual-Report-on-Money-Laundering-and-Terrorist-Financing-2018[1].pdf
https://www.taxjustice.net/2020/02/18/financial-secrecy-index-2020-reports-progress-on-global-transparency-but-backsliding-from-us-cayman-and-uk-prompts-call-for-sanctions/


UK government publishes paper outlining latest policies 
on the future relationship with the European Union 
UK Prime Minister Boris Johnson 
published on 27 February a paper 
outlining his government’s latest 
approach to negotiating judicial, legal, 
regulatory and trade cooperation with 
the EU after the Brexit transition period 
ends on 31 December.

Johnson’s government will decide after its 
June meeting with EU officials whether to 
“move away from negotiations” and instead 
focus “solely” on domestic preparations 
for exiting the transition period if the broad 
outline of an agreement does not seem 
clear and capable of being finalised by 
September. 

The UK and EU signed a revised Withdrawal 
Agreement and Political Declaration on 
17 October that provided agreed terms for 
the UK’s departure from the EU and the 
framework for their future relationship. 

Johnson’s government will launch a 
public consultation later this spring on the 
potential economic impact of its latest 
plans for the UK’s future relationship with 
the EU, as set out in the policy paper. 

The UK’s current negotiating position 
includes: 

• Seeking a free trade agreement similar to 
that agreed with Canada, supplemented 
by international agreements for law 
enforcement and judicial cooperation on 
criminal matters;

• Refusing any obligation to align UK law 
with EU legislation;

• Preventing EU institutions, including 
the Court of Justice, from having any 
jurisdiction in the UK;

• Declining membership of Europol and 
instead seeking operational cooperation 
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on a third-country basis to facilitate 
multilateral cooperation in tackling serious 
and organised crime and terrorism;

• Withdrawing from the European Arrest 
Warrant and instead seeking fast-track 
extradition arrangements based on those 
the EU agreed with Norway and Iceland;

• Discussing arrangements for law 
enforcement and judicial cooperation 
in criminal matters that include data 
exchange to support police investigations, 
with the option for either party to 
unilaterally suspend or terminate the 
measures without explanation;

• Seeking arrangements for mutual legal 
assistance in criminal matters, including 
asset freezing and confiscation measures;

• Ensuring that any future arrangements 
for cooperation on law enforcement and 
judicial cooperation in criminal matters 
respect the separate and distinct legal 
systems of Scotland and Northern Ireland;

• Possibly negotiating a framework to 
facilitate the exchange of classified 
information between the EU and UK on a 
third-country basis;

• Concluding a Nuclear Cooperation 
Agreement (NCA) with the European 

Atomic Energy Community (Euratom) for 
cooperation on civil nuclear matters, while 
maintaining both parties’ commitments to 
non-proliferation;

• Seeking the reciprocal exchange of 
information and mutual assistance across 
customs matters through measures similar 
to those the EU negotiated with New 
Zealand and Japan to protect tax revenues 
and combat crime;

• Possibly including commitments to comply 
with international tax standards on tax 
transparency, information exchange, fair 
taxation and the Base Erosion and Profit 
Shifting (BEPS) minimum standards;

• Concluding unilateral and comprehensive 
equivalence assessments for financial 
services by the end of June; and

• Establishing financial regulatory 
cooperation arrangements that could 
include “appropriate consultation and 
structured processes” for the withdrawal of 
equivalence findings.

The press release can be found HERE.

The policy paper can be found HERE.

Withdrawal agreement can be found HERE.

Johnson’s government 
will launch a public 
consultation later this 
spring on the potential 
economic impact of its 
latest plans

https://www.gov.uk/government/publications/our-approach-to-the-future-relationship-with-the-eu
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/868874/The_Future_Relationship_with_the_EU.pdf
https://www.gov.uk/government/publications/new-withdrawal-agreement-and-political-declaration


EU sets out proposed approach to future relationship 
with the UK, which includes financial crime priorities
The European Commission (EC) 
adopted on 3 February its draft 
negotiating directives for a new 
partnership with the UK. The EC’s 
mandate includes law enforcement and 
judicial cooperation measures, foreign 
and sanctions policy, plans to tackle tax 
avoidance and strengthen cooperation 
on anti-money laundering and counter 
terrorism financing (AML/CFT). 

The European Parliament (EP) adopted on 
12 February a resolution on the proposed 
mandate for negotiations for a new 
partnership between the EU and the UK, 
which sets out the key objectives for the 
negotiating directives, which includes 
a focus on fighting tax evasion in the 
British overseas territories and Crown 
dependencies and alignment with the 
EU’s AML and sanctions policies. The 
EP resolution is based on the EC’s draft 
negotiating instructions of 3 February.

Key points: 

• In order to ensure a level playing field 
on tax matters, the UK should align with 
the EU’s taxation and AML standards, 
including tax transparency, the exchange 
of information on tax matters and anti-tax 
avoidance measures;

• The UK should address the 
non-compliance of its overseas 
territories, sovereign base areas and 
Crown dependencies with the “EU good 
governance criteria and transparency 
requirements”;

• The UK and EU should coordinate their 
sanctions policy positions with the 
possibility of adopting sanctions that are 
“mutually reinforcing when foreign policy 
objectives of the Parties are aligned”;
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• The UK must implement the EU’s restrictive 
measures and provide support to EU 
statements and positions in third countries 
and international organisations;

• The EU and UK should maintain effective 
arrangements for law enforcement 
cooperation, which should include “strict 
safeguards” for the transfer of personal 
data to the UK; and

• The EC should ensure that there are 
enough guarantees regarding the UK’s 
participation in EU programmes, including 
the investigation of potential fraud cases.

The EU General and Affairs Council adopted 
on 25 February a decision authorising 
the opening of the future partnership 
negotiations with the UK, which nominates 
the EC as the Union negotiator, in line with 
the final negotiating directives that the 
Council also adopted, based on the EC’s 
recommendation of 3 February.

The EC published on 25 February revised 
Q&As on the final negotiating directives 
adopted by the EU Council, which define the 
scope and terms of the future partnership 
with the UK from the EU’s perspective. 

According to the EC, the partnership is 
expected to be adopted as a package which 
will include:

• General arrangements and provisions on 
governance;

• Economic and trade arrangements;

• Security arrangements, including 
provisions on law enforcement; and

• Judicial cooperation in criminal matters, 
foreign policy, security and defence.

The negotiating directives include new 
arrangements between the UK and EU 
member states to send criminals to 
justice in the absence of the European 
Arrest Warrant, detailed law enforcement 
and criminal judicial cooperation 
measures, and commitments to “support 
international efforts to prevent and fight 
against money laundering and terrorist 
financing, particularly through compliance 
with Financial Action Task Force (FATF) 
standards”. The EU expects close 
cooperation on sanctions policies, similar 
to existing collaboration “with other like-
minded third countries”.

The opening paragraphs of the EU’s 
negotiating directives contain five binding 
political clauses, namely respect for human 
rights, democracy and the rule of law, 
support for non-proliferation of weapons 
of mass destruction, the fight against 
terrorism, prosecution of those accused of 
the most serious international crimes, and 
cooperation on small arms and weapons.

Formal negotiations with the UK began in 
the week beginning the 2 March.

The EU press release can be found HERE.

Negotiating directives can be found HERE.

EU Council decision can be found HERE.

https://www.consilium.europa.eu/en/press/press-releases/2020/02/25/eu-uk-relations-council-gives-go-ahead-for-talks-to-start-and-adopts-negotiating-directives/
https://www.consilium.europa.eu/media/42736/st05870-ad01re03-en20.pdf
https://www.consilium.europa.eu/media/42737/st05870-en20.pdf


The UN Security Council (UNSC) 
passed a resolution on Libya on 12 
February, which demands all parties 
commit to “a lasting ceasefire” and 
calls on all member states to fully 
comply with the arms embargo, in 
line with the conclusions of the Berlin 
Conference on Libya, held in January.

UNSC resolution 2510 (2020) reaffirms 
strong support for the UN Support Mission 
in Libya (UNSMIL) and welcomes the Berlin 
Conference conclusions, by recalling that 
participants committed to refrain from 
“interference in the armed conflict or 
in the internal affairs of Libya”. In case 
of violations of the arms embargo and 
the potential ceasefire, the 1970 Libya 
Sanctions Committee “shall consider the 
designation of individuals or entities”.

According to the Council, a ceasefire must 
be agreed “at the earliest opportunity, 
without preconditions”. The resolution asks 
the UN Secretary-General to take forward 

Violations of UN arms embargo on 
Libya may result in designation
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United Nations extends the mandate 
of the Sudan Panel of Experts
The UN Security Council adopted on 
11 February a resolution to extend the 
mandate of the Panel of Experts in 
charge of monitoring the arms embargo 
and other restrictive measures on 
Sudan until 12 March 2021. In addition 
to this, the Council states its intention 
to assess the measures on Darfur 
according to the situation on the ground 
and establish clear benchmarks “that 
could serve in guiding the Security 
Council to review measures on the 
Government of Sudan”.

the tasks described in the UNSMIL 
operationalisation paper and submit 
an interim report to the Council “on the 
necessary conditions for, and proposals 
on effective ceasefire”. The resolution 
was adopted with 14 votes in favour 
and one abstention from Russia, which 
maintained that the text had little merit if 
Libyan parties did not commit explicitly to 
the Berlin Conference conclusions.

 The resolution requires the Panel of 
Experts to submit an interim report 
on its activities to the 1591 Sanctions 
Committee on Sudan no later than 12 
August and a final report by 13 January 
2021. The resolution was adopted 
unanimously, but China and Russia 
asked for a roadmap towards lifting the 
sanctions regime.

US OFAC 
publishes 
US Mali 
Sanctions 
Regulations

The US Treasury Department’s 
Office of Foreign Assets Control 
(OFAC) issued on 6 February 
Mali Sanctions Regulations, 
to implement Executive Order 
(EO) 13882, “Blocking property 
and suspending entry of certain 
persons contributing to the 
situation in Mali”, adopted on 26 
July 2019.

Pursuant to EO 13882, the US can 
impose sanctions on individuals 
and entities found to be responsible 
for actions against the peace, 
security, stability or democratic 
processes in Mali, persons 
threatening the implementation 
of the 2015 Agreement on Peace 
and Reconciliation or involved in 
drug production and trafficking, 
recruitment of children by armed 
groups or trafficking in persons, 
arms and cultural property.

The Mali Regulations are published 
in abbreviated form and will be 
accompanied by a more detailed set 
of regulations, which may include 
additional guidance and general 
licences. The Regulations took effect 
on 7 February on publication in the 
US Federal Register.

In case of violations, 
the Libya Sanctions 
Committee “shall 
consider the 
designation of 
individuals or entities”

The notice can be found HERE.

The resolution can be found HERE.

The press release can be found HERE.

The press release can be found HERE.

https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Pages/20200206.aspx
https://undocs.org/S/RES/2510%20(2020)
https://news.un.org/en/story/2020/02/1057311
https://www.un.org/press/en/2020/sc14104.doc.htm


Zimbabwe: EU renews sanctions but 
suspends designations on individuals 
The Council of the European Union 
announced on 17 February that the 
EU has agreed to renew an arms 
embargo and targeted assets freeze 
against one company, Zimbabwe 
Defence Industries, for one year until 
20 February 2021, citing the “yet to be 
investigated alleged role of the armed 
and security forces in human rights 
abuses” in the country.

In addition, the entry for the former 
president Robert Gabriel Mugabe 
(deceased on 6 September 2019) was 
deleted and the EU restrictive measures 
against four individuals were suspended 
until 20 February 2021. The four individuals 
include former first lady Grace Mugabe 
and former military officials Constantine 
Chiwenga, Perence Samson Chikerema 
Shiri and Phillip Valerio Sibanda.

The renewal of the embargo and asset 
freeze was announced as part of the 
EU Council conclusions from a meeting, 
held on 17 February, in which the 
Council restated its continued support 
for economic and political reforms 
in the country but noted the ongoing 
humanitarian crisis. 

The UK will reportedly be re-imposing 
sanctions against Grace Mugabe at the 
end of the Brexit transition period, after 
the government disagreed with the EU’s 
decision to suspend restrictive measures, 
according to an article published on 22 
February by the Telegraph.
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EU adopts 
new rules to 
aid detection 
of tax fraud in 
e-commerce 
transactions
The Council of the European Union 
adopted a set of new rules on 
18 February for the exchange of 
VAT payment data to facilitate the 
detection of tax fraud in cross-
border e-commerce transactions.

The EU’s new rules will enable member 
states to collect records made 
electronically available by payment 
service providers to help combat 
tax fraud. This information will also 
be made available in a new central 
electronic system, which will be utilised 
by national anti-fraud officials.

The new rules consist of two legislative 
texts:

• Amendments to the VAT directive 
putting in place requirements on 
payment service providers to keep 
records of cross-border payments 
related to e-commerce; and

• Amendments to the regulation on 
administrative cooperation in the area 
of VAT.

US renews sanctions targeting Libya’s 
Gaddafi family for one year
US President Donald Trump decided 
on 20 February to extend by one 
year the national emergency with 
respect to Libya, which will maintain 
the restrictive measures against the 
Gaddafi family and their associates’ 
abuses and the misappropriation of 
assets.

The Libya-related national emergency was 
declared on 25 February 2011 through 
Executive Order 13566, pursuant to the 
US International Emergency Economic 
Powers Act, to deal with Colonel Muammar 
Gaddafi’s actions against the people of 
Libya, including by using weapons of war, 
mercenaries and violence against civilians.

The US President’s letter to the Speaker 
of the House of Representatives and the 
President of the Senate states that in the 
absence of sanctions there would be 
“serious risk” that Libyan state assets 
would be misappropriated by parties 
undermining the ongoing UN peace process, 
including the Gaddafi government’s former 
members, the Gaddafi family and their close 
associates. This diversion of assets would 
further deepen the ongoing conflict in Libya, 
according to the letter.

The press release can be found HERE. The Regulation can be found HERE.

The conclusions can be found HERE.

Press release can be found HERE.

The Directive can be found HERE.

https://www.whitehouse.gov/briefings-statements/text-notice-continuation-national-emergency-respect-libya-2/
https://data.consilium.europa.eu/doc/document/ST-14128-2019-INIT/en/pdf
https://www.consilium.europa.eu/media/42571/st05992-en20.pdf
https://www.consilium.europa.eu/en/press/press-releases/2020/02/18/e-commerce-council-adopts-new-rules-for-exchange-of-vat-payment-data/
https://data.consilium.europa.eu/doc/document/ST-14127-2019-INIT/en/pdf


NI police to get UWOs and account freezing powers 
Northern Ireland’s Justice Minister 
Naomi Long told lawmakers on 
18 February that one of her “key 
priorities” for 2020 includes introducing 
unexplained wealth orders (UWOs), 
account freezing orders and other 
outstanding provisions of the Criminal 
Finances Act 2017 to enable law 

enforcement to recover the proceeds of 
crime and tackle money laundering.

Long stated in response to two parliamentary 
questions that the provisions are pending 
legislative consent and that her department 
is working with the Home Office to prepare 
the commencement legislation, secondary 
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legislation, court rules and Codes of Practice 
required to give full effect to the powers, 
which she hopes to have in effect by October.

UN Security Council extends Yemen sanctions regime
The UN Security Council adopted on 
25 February a resolution to extend until 
26 February 2021 the asset freeze 
and travel ban imposed in 2014 on 
individuals or entities threatening 
peace, security and stability in Yemen 
and the mandate of the Yemen Panel of 
Experts until 28 March 2021. In addition 
to this, the UN has extended the arms 
embargo against the Houthi militias and 

other forces loyal to former president Ali 
Abdullah Saleh, which are considered 
responsible for the conflict in Yemen.

UN Security Council resolution 2511 (2020) 
was adopted by 13 votes in favour and two 
abstentions from China and Russia, who 
reportedly opposed any mention of Iranian 
support for the Houthi rebels in Yemen. The 
final report by the Yemen Panel of Experts, 

published on 27 January, identified a potential 
line of financial support to the Houthis from 
Iran and indications that the Houthis continue 
to receive weapons that have “characteristics 
similar to arms manufactured in the Islamic 
Republic of Iran”.

The statement can be found HERE.

The press release can be found HERE.

UK draft legislation to ban two right-wing terrorist groups 
The UK’s Home Office announced on 24 
February that it has laid orders before 
Parliament under the Terrorism Act 
2000 to proscribe Sonnenkrieg Division 
(SKD) and add System Resistance 
Network as an alias of the already 
proscribed National Action group.

The orders will make membership of the 
two terrorist groups illegal in the UK and 
offenders will face up to ten years in prison. 
In addition, the draft orders amend the 
entry for Partiya Karkeren Kurdistani (the 
Kurdistan Worker’s Party) to include Teyre 
Azadiye Kurdistan and Hêzên Parastina 

Gel as aliases. SKD is the UK arm of the 
US-based neo-Nazi Atomwaffen Division. 
National Action is a right-wing neo-Nazi 
terrorist organisation based in the UK.

The press release can be found HERE.

UK Criminal Fraud (Private Prosecutions) Bill reintroduced
Sir Christopher Chope introduced 
in the UK House of Commons on 10 
February the Criminal Fraud (Private 
Prosecutions) Bill 2019-21. The second 
reading is scheduled for 16 October.

An earlier version of the private members’ 
bill was last discussed in the Commons 
in November 2018. The bill seeks to 
make provision for private prosecutions 
in cases of suspected criminal fraud in 

certain undisclosed circumstances and for 
connected purposes.

The bill can be found HERE.

http://aims.niassembly.gov.uk/questions/printquestionsummary.aspx?docid=293184
https://www.un.org/press/en/2020/sc14121.doc.htm
https://www.gov.uk/government/news/government-takes-action-to-proscribe-right-wing-terrorist-groups
https://services.parliament.uk/bills/2019-21/criminalfraudprivateprosecutions.html


UK consults on creating freeports 
with ‘simplified’ declaration rules
The UK government announced on 
10 February plans to create up to 
10 freeports to promote trade and 
investment and added that it will 
“consider carefully” how measures to 
combat tax avoidance, evasion and 
fraud “can be best applied”.

The consultation document states that 
a freeport model with multiple customs 
zones within or away from a port is being 
considered, as well as a dedicated area 
similar to a special economic zone (SEZ) 
over or around the customs zones. To 
protect domestic industries, trade remedies 
or countermeasures may be applied to 
goods exiting freeports. The policy will be 
developed alongside discussions about the 
UK’s future relationship with the EU. 

The deadline for responses is 20 April.

Under the proposals:

• Freeport operators that store works of art 
worth more than 10,000 would be required 
to comply with AML rules and submit to 
HMRC supervision;

• The government would not designate 
freeports used to store high-value luxury 
goods;

• A “light-touch process” would be used 
to authorise businesses to operate 
within freeports, with measures 
including “a basic check” of their history 
of compliance and solvency;

• Declaration requirements would be 
“simplified” to place goods in a freeport 
and a “reduced amount of data” would 
be required to clear goods to leave a 
port; and

• Freeport operators would maintain a 
register of goods moving through their 
sites, based on information submitted 
by businesses, and the records would 
be available to government agencies.
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EBA risk factor 
consultation 
includes new 
guidance on 
enhanced due 
diligence
The European Banking Authority 
(EBA) launched on 5 February 
a public consultation on its 
revised Money Laundering and 
Terrorist Financing (ML/TF) Risk 
Factors Guidelines, addressed 
to both financial institutions and 
supervisors, as part of a broader 
communication on the EBA’s new 
legal mandate to coordinate AML/
CFT policies for all EU financial 
services providers and competent 
authorities as of 1 January.

The objective of the revised guidelines 
is to ensure better prevention of the 
use of the financial system for ML/
TF and support financial institutions’ 
compliance efforts, by bringing the 
previous guidelines, issued by the 
European Supervisory Authorities 
(ESAs) in June 2017, in line with the 
new EU legal framework and the new 
ML/TF risks. The EBA will hold a public 
hearing on the draft guidelines on 3 
April. The consultation ends on 5 May. 

The revised guidelines include new 
guidance on conducting enhanced 
customer due diligence in relation 
to high-risk third countries and new 
definitions of “jurisdictions associated 
with higher ML TF risk”.

ISO 20022 for UK retail payments  
UK retail payments authority Pay.UK 
announced on 5 February proposals to 
use global standard ISO 20022 within 
the clearing and settlement capability 
of the New Payments Architecture 
(NPA) to enable a common format 
for financial institutions to exchange 
electronic payments data.

The proposed measures are expected to 
enable innovation in payment services, help 

counteract fraud, and improve efficiency, 
transparency and regulatory alignment. 

Responses to the consultation are due by 
31 March. The findings are scheduled to 
be published in the second half of 2020.

The consultation can be found HERE.

The press release can be found HERE.

The consultation can be found HERE.The consultation can be found HERE.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/864497/Freeports_Consultation.pdf
https://www.gov.uk/government/news/innovative-new-freeports-across-the-uk-as-government-lays-out-plans-to-boost-economy
https://eba.europa.eu/eba-consults-revised-guidelines-money-laundering-and-terrorist-financing-risk-factors
https://www.wearepay.uk/pay-uk-consults-on-next-generation-standard-for-uk-retail-payments/


Ex-CEO of SriLankan Airlines and 
wife arrested over Airbus bribes 
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Sri Lankan authorities reportedly 
detained on 6 February Kapila 
Chandrasena, the former CEO of 
SriLankan Airlines, and his wife 
Priyanka Niyomali Wijenayaka, for 
allegedly laundering $2 million in 
bribes from Airbus for the purchase of 
10 aircraft, News 1st reported.

Prosecutors reportedly claimed that, 
in December 2013, Airbus SAS’ parent 
company deposited the bribes in the 
Singaporean bank account at Standard 
Chartered held by Wijenayaka’s company 
Biz Solutions. 

Some of the funds were then allegedly 
funnelled between May and September 
2014 to a Commonwealth Bank of Australia 
account operated by Chandrasena.  Sri 
Lankan lawmakers have reportedly 

demanded an investigation into four bank 
accounts allegedly linked to the Airbus-
SriLankan Airlines deal, which was signed 
in May 2013, and an independent probe 
into suspected corruption involving the 
state-owned airline, News 1st reported on 
9 February.

On 31 January, UK, US and French 
authorities announcement settlements 
with Airbus as part of a €3.6 billion global 
resolution of bribery charges.

Malaysian anti-corruption authorities 
subsequently announced on 1 February 
an investigation into two AirAsia 
executives after AirAsia’s Executive 
Chairman Kamarudin Meranun and 
CEO Tony Fernandes were implicated in 
Airbus’ resolution with the UK’s Serious 
Fraud Office (SFO). 

Leaked UN 
report on North 
Korea allegedly 
identifies 
sanctions 
breaches 
A leaked report by the UN Security 
Council’s North Korea Sanctions 
Committee reportedly claims 
Pyongyang breached international 
sanctions in 2019 by enhancing 
its nuclear and ballistic missile 
programmes, importing and 
exporting commodities, and illicitly 
obtaining funds through cyberattacks 
on financial institutions, Reuters 
reported on 10 February.

The report claims that North Korea:

• Continued to target financial institutions 
and cryptocurrency exchanges around 
the world with increasingly sophisticated 
cyberattacks that were low risk, high 
reward and difficult to detect;

• Used illicit external procurement to 
obtain components and technology 
for its nuclear and ballistic missile 
programmes;

• Illicitly imported refined petroleum 
through ship-to-ship transfers at sea and 
direct deliveries, exceeding “many times 
over” the UNSC cap of 500,000 barrels;

• Exported approximately $370 million-
worth of coal, aided by Chinese barges, 
between January and August 2019;  and

• Exported at least one million tonnes 
of sand worth at least $22 million to 
Chinese ports.

Audit of African football governing 
body reportedly reveals irregularities 
A confidential audit of the 
Confederation of African Football 
(CAF), has unearthed a series of 
irregularities relating to millions of 
dollars of cash payments made to 
executives and national associations, 
according to an Associated Press 
report on 9 February.

Associated Press claims to have obtained 
a copy of a private forensic review by PwC 
for the period 2015-19, which focused on 
40 payments made by the CAF to distribute 
$10 million of FIFA development funds. 
The audit reportedly found “possible 
abuse of power” and potentially fraudulent 
adjustments in accounting records.

Key allegations: 

• Auditors found 14 payments worth 
a total of $4.6 million that had “no or 
insufficient supporting documentation 
to determine the beneficiary, purpose 
and benefit for CAF”;

• Another 21 payments worth a total of 
$3.6 million were considered “unusual 
or deemed higher risk”; and

• Auditors identified a lack of financial 
control procedures which allowed a 
single employee to execute conflicting 
duties such as approving expenditure 
while receiving goods and services.



Australia’s Horizon Oil embroiled in 
$10 million bribery scandal
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Australian oil firm Horizon Oil has 
become embroiled in a corruption 
scandal over AU$10.3 million payment 
it allegedly made to an unknown shell 
company in 2011, just ten weeks 
after Horizon was issued a lucrative 
development licence in Papua New 
Guinea (PNG). According to an 
Australian Financial Review published 
exclusive on 10 February, leaked 
documents obtained by the newspaper 
claim to show that lawyers working 
on the deal flagged concerns about 
potential bribery due to links between 

the shell company and PNG’s then 
Petroleum Minister William Duma.

The payment came under renewed 
scrutiny in late 2019 when Spanish 
oil giant Repsol tried to sell its stake 
in a joint venture with Horizon in PNG, 
prompting questions about the 2011 
transaction. The Financial Review reports 
that pressure is mounting on Horizon 
Chairman Mike Harding to launch an 
internal investigation into the transaction, 
particularly as the current CEO is named 
in the leaked documents.

Banks will 
likely have to 
reimburse 
taxpayer in 
German cum-
ex trial, reports 
Bloomberg
A German court stated that the 
Bank of New York Mellon Corp 
(BNY Mellon), Societe Generale SA 
(SocGen), M.M. Warburg & Co, and 
the German investment company 
Hansainvest will likely all have 
reimburse the €400 million in lost 
tax revenue stemming from the role 
each firm played in brokering cum-
ex deals, according to an article in 
Bloomberg published on 5 February.

The so-called cum-ex deals are illicit 
transactions that exploited the then-
German practice of taxing dividends, 
which allowed companies to obtain two 
refunds on a tax paid just once resulting 
in the loss to German taxpayers of almost 
€500 billion. All four firms provided 
services for cum-ex investors, which in 
turn made them liable under German law 
since they can be held accountable for the 
illicit profits that went through accounts 
at the firms even if the money ultimately 
went to other people.

Though no numbers were suggested by 
the court as the ruling is still preliminary, 
it is estimated that BNY Mellon and 
SocGen would have to pay €46.8 million 
and €60 million respectively, while the 
largest instance of tax evasion can be 
traced to Warburg which could face a tax 
bill of roughly €280 million, according to 
Bloomberg.

Romania opens probe into banks 
over alleged money laundering
The Head of the Romanian 
National Bank’s (BNR) supervisory 
department, Nicolae Cintez, 
announced during a conference 
on 26 February that the central 
bank has launched a probe into 
16-17 banks over alleged money 
laundering, following questionable 
transactions that have been 
reported “from abroad”, according 
to national news agency Agerpres.

Cintez noted that “money involved in 
the Danske Bank money laundering 
scandal also passed through banks 
in Romania”, and one of them was 
sanctioned by BNR and is currently 
the subject of a Prosecutor’s Office 
investigation. He explained that “rather 
awkward transactions” involved money 
and beneficiaries of foreign origin and 
that the requirements regarding the 
identification of final beneficiaries of 

transactions had not been observed by 
the Romanian bank. Cintez highlighted 
that Romanian banks are still failing to 
implement know-your-customer (KYC) 
policies and procedures adequately.

Romania’s Directorate for Investigating 
Organised Crime and Terrorism (DIICOT) 
is reported to have initiated the criminal 
investigations.

Cintez noted that 
“money involved in 
the Danske Bank 
money laundering 
scandal also passed 
through banks in 
Romania”



Former prime minister Fillon’s 
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The trial of former French prime 
minister François Fillon and his wife 
Penelope Fillon over allegations that 
they embezzled public funds, the so-
called Penelope Gate’ scandal, began 
on 24 February at the Paris Criminal 
Court, according to local media outlet 
Le Monde.

Following a January 2017 media 
investigation which claimed that Fillon 
had misused €1 million in public money, 
prosecutors opened an investigation 
into allegations that Penelope Fillon was 
fictitiously employed as a parliamentary 
assistant to her husband and his National 
Assembly successor Marc Joulaud. 
Penelope Fillon is accused of having 
received €1.054 million in exchange for 
“fictitious or over evaluated” services 
between 1998 and 2013.

Fillon, his wife and Joulaud are accused 
of embezzling public funds, abuse of 
social goods, concealment and false 
wealth statements to the High Authority 
for the Transparency of Public Life. 

An additional €117,400 is thought to 
have been transferred to the couples’ two 
children Marie and Charles, also hired 
as parliamentary assistants between 
2005 Fillon was France’s prime minister 
between 2007 and 2012 and a candidate 
in the 2017 presidential race, which was 
won by Emmanuel Macron after the 
corruption allegations against Fillon were 
made public. 

Judicial proceedings have been 
postponed until 26 February and are 
expected to end on 11 March. 

France opens 
bribery probe 
involving foreign 
officials in 
connection 
with Galizia 
assassination

The French National Financial 
Prosecutor’s Office (PNF) has 
reportedly opened a preliminary 
investigation on 12 February into one 
unnamed suspect, whose economic 
activities in France could have been 
used to bribe Maltese officials in 
relation to the assassination of 
Maltese investigative journalist 
Daphne Caruana Galizia, according to 
a report by Associated Press.

The investigation follows the filing of a 
complaint in December 2019 by the family 
of Caruana Galizia and the organisation 
Reporters Without Borders (RSF) for 
“complicity in assassination” and 
“corruption” against the businessman 
Yorgen Fenech, who owns hotels and 
a stable of racehorses in France. The 
former chief of staff of the Maltese prime 
minister, Keith Schembri, and the former 
minister of tourism Konrad Mizzi are also 
named in the complaint.

According to Le Monde, the chief 
prosecutor of PNF has specified that the 
investigation aims to determine “whether 
the economic activities located in France 
of people suspected by the Maltese 
justice system of having played a role 
in the assassination of Caruana Galizia 
have been the source of bribery of foreign 
public officials”.

Ex-president of South Korea given 
increased sentence for corruption
An appeal court increased the 
sentence against former South 
Korean president Lee Myung-bak 
on 19 February to 17 years in 
prison and a fine of $10.9 million 
over bribery and embezzlement 
charges in connection with car parts 
company DAS, according to local 
media reports.

Lee, being the de facto owner of 
DAS, who allegedly used his brother 
as nominee, reportedly misused the 
state intelligence agency’s funds and 
embezzled KRW 25.2 billion (£16 million) 
in corporate funds from DAS, as well 

as accepted bribes from Samsung 
Electronics Co totalling KRW 9.4 billion.

Several South Korean presidents have 
ended up in prison after leaving office 
Lee’s successor, Park Geun-hye, is 
currently serving 32 years in jail for 
bribery and abuse of power after being 
ousted in 2017 over a nationwide 
corruption scandal.

The appeal court ruling has resulted in 
the re-arrest of Lee after he was due to 
health concerns in March 2019. Lee’s 
lawyer has reportedly stated that the 
court’s ruling will be appealed.



The results of a year-long study 
released by the European Commission 
(EC) in February concluded that 70 
percent of the 334 businesses it 
surveyed would like to see regulation 
introduced at EU level that would force 
companies to undertake due diligence 
on human rights and environmental 
impacts within their operations and 
supply chains. The study found 
that just a third of EU businesses 
currently investigate such risks 
comprehensively.

The results of the EC’s ‘Study on Due 
Diligence Requirements through the Supply 
Chain’ were published on 25 February and 
support recent calls from the business 
community for greater clarity around the 
expectations on companies when it comes 
to advancing their sustainability initiatives or 
ESG (Environment, Social and Governance). 
The study’s findings also underline a need 
for more detailed assessment – either based 
on new legislation or voluntary instruments 
– of the actual outcomes of businesses’ due 
diligence practices. 

The study forms part of the EC’s Action 
Plan on Financing Sustainable Growth and 
its broader assessment of to what extent 
sustainability issues in the supply chain 
should be covered by EU-wide laws on 
corporate governance. Despite the calls from 
businesses for more regulation, the majority 
of industry organisations surveyed were 
against mandatory due diligence, instead 

Businesses seek compulsory EU regulation for human 
rights and environmental due diligence 
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expressing a preference for voluntary 
policies which serve as guidance.

ESG is broadly linked to the UN’s sustainable 
development goals (SDGs) and is being 
adopted increasingly widely by companies 
as central to efforts to be a driving force 
for good in society. ESG and associated 
sustainability practices are steadily climbing 
up the agenda in corporate boardrooms 
as investors and shareholders are actively 
monitoring companies’ non-financial 
performance, particularly on issues such as 
human rights and climate change.   

The EC’s study found that due diligence 
processes often fall well short of the 
standard set out in the United Nations 
Guiding Principles (UNGPs), which, although 
voluntary, are seen as the leading authority 
for businesses on due diligence. The 
UNGPs set out four key steps for effective 
due diligence on human rights which cover 
“assessing actual and potential human 
rights impacts; integrating and acting 
on the findings; tracking responses; and 

communicating about how impacts are 
addressed.” But participants in the EC study 
pointed to several flaws in businesses’ 
approach, including that many merely report 
on their due diligence processes, if they 
have them, rather than how they actually 
undertook due diligence in practice. The UK’s 
Modern Slavery Act 2015, which required 
companies to report for the first time last 
year, is often cited as an example of this.  

The most frequent due diligence practice 
cited was the provision of contractual 
clauses and codes of conduct to partners 
or members of the supply chain. It was also 
reported that some companies send their 
own staff, rather than independent auditors, 
to inspect factories and provide feedback. 
As such, the study raised concerns that 
companies were often not monitoring or 
implementing their due diligence processes 
effectively. 

“We need a way to check, because the only 
thing now is that companies say: ‘Yes, we 
have clauses’. But so far they haven’t been 

By Simon Jennings
Head of Africa Practice and 
ESG Services
Aperio Intelligence
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checking their implementation,” one study 
participant who advises companies on due 
diligence said. 

Besides the legislative landscape and 
UNGPs, a range of different ESG reporting 
frameworks and indices have sprung up 
over the last decade which rank companies 
according to their performance on a range of 
societal issues, including and beyond human 
rights and the environment. The Financial 
Times reports that a strong ESG score could 
now lead to better borrowing terms with 
certain banks. However, there is currently a 
lack of assurance around the information 
that companies report, leading to criticisms 
of box-ticking and “SDG-washing” by 
corporates.

“One challenge for corporations and 
investors is that there are many competing 
standards, metrics and measurements and 
no well-established or generally accepted 
framework for assessing long-term viability 
as defined through the prism of societal 

value,” Brian Moynihan, Chairman and CEO 
Bank of America, wrote ahead of the World 
Economic Forum in Davos in January 2020. 
“This contrasts with the well-established 
methods for reporting and verifying 
financial performance.”

Efforts to improve voluntary reporting are 
ongoing – the WEF’s International Business 
Council launched a new ESG framework 
at the Davos summit that will seek to 
standardise measurement across industries. 
However, introducing legally binding steps 
for companies in crucial areas like human 
rights seems a useful way to fill some of the 
gaps witnessed in companies’ undertaking 
of due diligence. Reporting on due diligence 
for human rights and environmental 
impacts is already legislated for, for 
example through the EU non-financial 
directive but, as evidenced by the EC study, 
the directive does not require businesses to 
adopt an all-encompassing approach in line 
with the UNGPs.  

Some EU countries have passed new 
legislation over the last year or so in an 
effort to remedy this situation. The 2017 
French Duty of Vigilance Law, which applies 
to French companies with more than 5,000 
employees in France or 10,000 globally, 
obliges organisations to conduct human 
rights and environmental due diligence. In 
the Netherlands, under a law introduced 
in May last year, all companies have to 
formally declare that they have exercised 
due diligence in order to prevent child labour 
throughout their supply chains.  

When it comes to voluntary practices and 
reporting, some argue that the growing trend 
whereby investors account for companies’ 
ESG performance in their investment 
decisions will help drive better due diligence 
practices among companies. The EC study 
itself concluded that reputational risks 
and a need to allay concerns of investors 
and consumers were the main drivers 
behind companies’ efforts to undertake 
due diligence in the first place. However, as 
companies step up their voluntary efforts, 
several deem that simultaneously legislating 
for better practice is also a helpful step. 

Recent examples have demonstrated how 
legal interventions in ESG issues can give 
standards teeth where important voluntary 
commitments still fall short. A ruling handed 
down by the UK Court of Appeals last 

Recent examples have 
demonstrated how 
legal interventions in 
ESG issues can give 
standards teeth where 
voluntary commitments 
still fall short
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month blocked plans for the expansion of 
London’s Heathrow airport. On 27 February, 
judges called a halt to the expansion project, 
ruling that the UK government’s plans at 
Heathrow would undermine its commitment 
to tackle climate change, and in particular its 
commitment to the 2015 Paris Agreement. 
In a second example, Canada’s Extractive 
Sector Transparency Measures Act obliges 
Canadian mining companies to disclose the 
payments they make to national and local 
governments around the world, something 
that is a key element of the voluntary ESG 
reporting frameworks that are gaining 
significant traction among mining investors. 
It appears that the law is having a positive 
effect: in a study of 38 leading global mining 
companies published by the Responsible 
Mining Foundation on 24 February 
Canadian firms performed much better than 
their competitors when it came to making 
such disclosures.  

One of the perceived advantages of 
regulation on due diligence at the EU level 
is that it would provide a level playing field 
for companies and create legal certainty 
around their human rights and environmental 
obligations. Currently businesses often do 
not apply voluntary standards – such as 
those articulated by the UNGPs – if they 
fear it may disadvantage them against 
competitors who do not do the same. 
It is also argued that a universal legal 
requirement would provide a more stable 
footing for businesses seeking information 
on human rights or environmental impacts 

from their operational partners or suppliers. 
Furthermore, legal obligations can also 
help companies to act. As was stated in 
the EC study, once an issue becomes law it 
tends to gain greater traction at board and 
management level with the result that more 
company resources are directed to it. 

While a range of study participants 
supported the enactment of EU-wide 
legislation requiring companies to 
conduct due diligence on human rights 
and environmental impacts, it is less clear 
what such a law would look like in practice. 
The requirement only to report rather than 
conduct due diligence has led to a complaint 
that actual due diligence effectively remains 
voluntary. One solution proposed by study 
participants took the form of a “standard 
of care” requirement which would shift the 
emphasis from procedures to be followed 
to being more focused on actual results 
and effectiveness. Under such a proposal, 
companies would be bound to seek to 

prevent and mitigate environmental or 
human rights risks as opposed to simply 
following what the EC study referred to as 
“tick-box” processes. 

While responses to the study suggested that 
EU-wide legislation could help businesses 
to enhance their due diligence practices and 
have a positive social impact, it is important 
to note that legislation on its own should 
not be relied upon to leverage the necessary 
improvements in companies’ activities 
concerning human rights and environment 
issues. Human rights and environmental 
risks are specific to a particular industry, 
market cycle, location or operating context 
and companies’ ESG strategies frequently 
cut across departments involving functions 
from risk management to sustainability, 
legal and human resources. The issues are 
complex. Addressing human rights and other 
ESG issues, if done well, is characterised by 
positive action, as opposed to a compliance 
approach or ensuring the absence of a 
negative. Some study participants advocated 
that a legislative approach should not risk 
isolating human rights or environmental 
issues under a legal or compliance function 
which could dilute some of the benefits 
offered by a voluntary and tailored approach. 
While more comprehensive European 
legislation on due diligence could provide 
a level of legal certainty many businesses 
crave, as one study participant stated, it 
should not be viewed as a substitute for the 
spirit of continuous improvement in these 
crucial areas.

One proposed 
solution took the 
form of a “standard 
of care” requirement 
which would shift 
the emphasis from 
procedures to 
effectiveness
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