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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence team at:
www.aperio-intelligence.com
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Aperio Intelligence is pleased to announce the forthcoming
launch of a brand new online version of the Financial Crime
Digest. The online portal will provide extended coverage,
commentary and analysis, together with full customisation
and searchability. It will offer users rapid access to emerging
financial crime developments, in particular focusing initially
on the UK, EU and US. If you are interested in being involved in
the beta testing phase please get in touch.
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Airbus pays record €3.59 billion to settle bribery charges
Airbus SE announced on 31 January
that it has agreed to pay combined
penalties of €3.59 billion in three final
deferred prosecution agreements
(DPAs) with the French Financial
Prosecutor’s Office (PNF), the UK’s
Serious Fraud Office (SFO) and the US
Department of Justice (DOJ), to settle
allegations of bribery and corruption
through third-party business partners
in 13 overseas markets to obtain and
retain business for the company.
The enforcement action follows a joint
investigation by the SFO and the PNF,
prompted by the SFO’s launch of an
investigation into Airbus in August 2016, in
parallel with a US investigation into bribery
and export control violations.
Judicial proceedings against Airbus will
be suspended in the three countries for a
duration of three years and will be terminated
if the company complies with all of its
obligations under the agreement. The SFO
stated that the separate bribery investigation
into Airbus’s GPT (Special Project
Management) Ltd will continue.
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In announcing the DPA, Airbus Board of
Directors Chairman Denis Ranque stated:
“The settlements we have reached today
turn the page on unacceptable business
practices from the past. The strengthening
of our compliance programmes at Airbus is
designed to ensure that such misconduct
cannot happen again.”
Key points:
• Under the French DPA (convention judiciaire
d’intérêt public, CJIP), Airbus agreed to
pay €2.08 billion relating to public and
private corruption offences committed
in China, Colombia, Nepal, South Korea,
the United Arab Emirates, Saudi Arabia,
Taiwan and Russia between 2004 and
2016. The DPA obliges Airbus to allow the
French Anticorruption Agency (AFA) to
carry out targeted audits of its compliance
programme for three years;
• In the UK, Airbus agreed to pay €991 million
in relation to five counts of bribery involving
Airbus divisions in Sri Lanka, Malaysia,
Indonesia, Taiwan and Ghana between
2011 and 2015, where the company used

external consultants to bribe customers to
buy its civilian and military aircraft and used
fake names and emails to hide the illicit
payments; and
• In the US, Airbus agreed to pay a fine
of €526 million for US Foreign Corrupt
Practices Act (FCPA) violations in relation
to a corrupt scheme in China to obtain
contracts to sell aircraft between 2008 and
2015. €45 million of the total amount is
due to the systematic failures to disclose
political contributions in a number
of jurisdictions, in violation of the US
International Traffic in Arms Regulations.

SFO press release can be found HERE.

Airbus press release can be found HERE.

PNF press release can be found HERE.

DOJ press release can be found HERE.
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US State Department designates Iran’s Atomic Energy
Organisation and extends sanctions waivers
The US State Department’s Special
Representative for Iran, Brian Hook,
announced on 30 January the
designation of the Atomic Energy
Organisation of Iran (AEOI) and its chief
officer Ali-Akbar Salehi, for their role
in Iran’s breaches of the 2015 Joint
Comprehensive Plan of Action (JCPOA),
pursuant to Executive Order 13382 on
weapons of mass destruction (WMD)
proliferators and their supporters.
AEOI allegedly contributed to the JCPOA
violations by exceeding the limits on its
uranium stockpile and enrichment levels
and Ali-Akbar Salehi is alleged to have
personally inaugurated the installation of new
centrifuges and chaired an Iranian ceremony
to officially start injecting gas into advanced
IR-6 centrifuges. In addition, the US renewed
for 60 days the waivers on the Iran nuclear
programme, allowing the continuation
of non-proliferation projects by Russian,

Chinese and EU companies at four Iranian
nuclear facilities. In partnership with the US
Treasury Department, the State Department
also launched on 30 January a new Swiss
payment mechanism allowing humanitarian
aid to be delivered to Iran (see page 21).
In addition to this, the US State Department
announced on 18 January that it has
designated Islamic Revolutionary Guard
Corps (IRGC) Brigadier General Hassan
Shahvarpour, who is also Khuzestan
Province’s Vali Asr commander, pursuant to
the Department of State, Foreign Operations,
and Related Programs Appropriations Act,
for his involvement in human rights violations
and overseeing the violent crackdown against
demonstrators in November 2019.
The US Treasury Department’s Office of
Foreign Assets Control (OFAC) designated
on 23 January four international oil firms
that allegedly helped National Iranian Oil

Company (NIOC) export millions of dollarsworth of petroleum and petrochemicals in
2019, in breach of US economic sanctions.
NIOC has allegedly been “instrumental” in
financing Iran’s Islamic Revolutionary Guard
Corps-Qods Force (IRGC-QF) and Middle East
terrorist groups. The US State Department
concurrently designated a Chinese company,
two Hong Kong-based entities and two
individuals under Executive Order 13846 for
allegedly engaging in a significant transaction
involving Iranian petrochemical products
around November 2018.
The State Department also designated on
3 January Iran-backed militant organisation
Aas’ib Ahl al-Haq as an FTO.

The press release can be found HERE.

The OFAC notice can be found HERE.

Bank of China Ltd enters DPA and agrees to pay €3.9M
to settle money laundering and tax fraud case in France
A French Tribunal validated on 15
January a deferred prosecution
agreement (convention judiciaire
d’intérêt public – CJIP) between Bank
of China Ltd and the Paris Prosecutor’s
Office, according to which the bank has
agreed to pay €3.9 million to settle a tax
fraud and money laundering probe over
allegations that the company breached
the French anti-money laundering
(AML) rules between April 2012 and
May 2014, by failing to conduct due
diligence checks and report suspicious
transactions.

According to the CJIP signed on 10 January,
the investigation started in 2015 as a result
of a series of routine checks by the French
financial intelligence unit Tracfin in 20122013, which identified 168 suspicious money
transfers to Chinese accounts held by Bank
of China’s Zhejiang branch. Prosecutors
allege that the bank accepted to transfer
€39.5 million from various Latvian, Lithuanian,
Polish and Spanish companies to the Chinese
accounts without asking for details on the
background of the transactions, which were
made to avoid paying French corporate tax on
sales of undeclared goods. Under the terms

of the deal, French prosecutors have agreed to
drop criminal charges against Bank of China,
which acknowledges the facts. The criminal
case will continue against 28 business
owners and intermediaries involved in the tax
evasion scheme.
According to the prosecutor, the low amount
of the fine is justified by the Bank of China’s
Zhejiang branch not being aware of the
fraudulent nature of the bank transfers.
The CJIP can be found HERE.
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Global tax
enforcement
and AML day
of action sees
first arrest in
the UK
The UK’s HM Revenue and
Customs (HMRC) announced on 23
January that it executed a search
warrant in Stoke-on-Trent, England,
and arrested a man on 22 January
as part of a worldwide day of action
carried out by Australia, Canada,
the Netherlands, the US and UK
network into a Central American
financial institution allegedly
involved in the facilitation of tax
evasion and money laundering for
its clients.
According to HMRC, the financial
institution has allegedly allowed several
of its clients to use a sophisticated
system to conceal and transfer wealth
anonymously, evade tax obligations and
launder the proceeds of crime, estimated
at more than £200 million in the UK. In
addition, several UK businesses have
also been asked to assist with the
ongoing investigation.
The UK operation will be followed by
wider investigations in the five countries,
coordinated by the Joint Chiefs of Global
Tax Enforcement (J5) network, which
includes tax, offshore, crypto and cyber
experts, in an effort to fight international
tax crime and money laundering.

The statement can be found HERE.

US court sentences individual over
role in PDVSA bribery scheme
On 8 January, a Texas court
sentenced Juan Jose Hernandez
Comerma to 48 months in prison
after he pleaded guilty to US charges
of violating the Foreign Corrupt
Practices Act (FCPA) by scheming to
bribe officials at Venezuelan stateowned energy company Petroleos
de Venezuela SA (PDVSA) for state
contracts from 2008 to 2012.

According to a US Justice Department
statement, the court also ordered
Hernandez to pay a fine of $127,000 and
forfeit $3 million. US prosecutors have
announced charges against 25 individuals
as part of a larger investigation into bribery
at PDVSA; 19 have pleaded guilty to date.
The press release can be found HERE.

Northern Irish police make arrests in
£215 million money laundering case
The Police Service of Northern
Ireland’s (PSNI) Economic Crime
Unit conducted a search and arrest
operation on 20 and 21 January,
which resulted in the arrest of seven
people on suspicion of international
money laundering of criminal assets
worth approximately £215 million.
According to Detective Chief Inspector
Ian Wilson, it has been “identified that a

significant volume of suspected criminal
cash was being laundered out of the
country through over 50 shell companies
and over 140 bank accounts held in
Northern Ireland”. Most of the funds are
believed to have come from criminal
activity, such as drug sales and trafficking.

The press release can be found HERE.

FINMA imposes sanctions on exCEO of Swiss bank for insider trading
The Swiss Financial Market
Supervisory Authority (FINMA)
announced on 24 January the
conclusion of enforcement
proceedings against the former CEO
of a Swiss Bank who was found guilty
of insider trading and other violations
of Swiss supervisory law.

The former CEO used his position at the
bank to obtain insider information, which
he then used to make investments and
generate profits using accounts held in his
wife’s name.
The press release can be found HERE.

5

aperio-intelligence.com

FINANCIAL CRIME DIGEST | JANUARY 2020

ENFORCEMENT

EU and US designate officials over
Crimea and Sevastopol annexation
The EU Council decided on 28
January to expand the EU sanctions
over actions against Ukraine’s
territorial integrity by designating
seven persons involved in the
illegal organisation of Russian local
elections in the Russian-annexed
regions of Crimea and Sevastopol in
Ukraine on 8 September 2019.
The seven people include the prime
minister of the so-called “Republic
of Crimea”, the “acting governor” of
Sevastopol, members of the federation
and legislative councils, local elections
committee representatives, designated
for actively supporting actions and
implementing policies which undermine
Ukraine’s territorial integrity, sovereignty
and independence. The Council’s decision
brings the total number of individuals
subject to an asset freeze to 177 persons,
alongside 44 entities, listed in the
Annex to Decision 2014/145/CFSP, as
amended by Decision (CFSP) 2020/120,
and Regulation (EU) No 269/2014, as
modified by Implementing Regulation
(EU) 2020/119.

UK Foreign Secretary Dominic Raab
welcomed the EU’s decision against
facilitators of the illegal annexation of
Crimea and Sevastopol and added that
the UK “will continue to play a leading role
in international sanctions policy after we
leave the EU”.
The US Treasury Department’s Office of
Foreign Assets Control (OFAC) designated
on 29 January seven officials in Crimea
and Sevastopol, a railroad company
connecting Crimea to Russia and the
entity’s CEO in response to Russia’s
alleged aggression toward Ukraine and
attempted occupation of Crimea.
Canada separately sanctioned on 29
January six of the officials involved in the
“illegitimate” Crimea elections.

US DOJ fines
Swiss lender
UBP $14M over
undisclosed
accounts in
non-prosecution
agreement
The US Justice Department (DOJ)
announced on 2 January an
addendum to its non-prosecution
agreement (NPA) with Swiss private
bank Union Bancaire Privée UBP
SA (UBP) imposing an additional
$14 million penalty on the bank
for failing to disclose 97 additional
accounts when signing the NPA in
January 2016 over its compliance
with the Swiss Bank Program, which
seeks to counteract tax fraud.

The EU decision can be found HERE.

OFAC press release can be found HERE.

The press release can be found HERE.

US SEC imposes sanctions on former Nissan director
The US Securities and Exchange
Commission (SEC) issued on
15 January an order imposing
sanctions on Gregory L. Kelly, a
former Nissan Motor Co director
between 2012 and 2018, who
allegedly assisted Carlos Ghosn,
the ex-chairman of Nissan, to
fraudulently conceal from Japanese
regulators and investors more than
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$140 million in compensation and
pension benefits.
The SEC complaint against Kelly and
Ghosn was filed on 23 September 2019,
when Kelly agreed to a $100,000 civil
penalty, a five-year officer and director
ban and a five-year suspension from
practicing or appearing before the SEC as
an attorney. On 26 December 2019, the

court entered an order by which Kelly agreed
to pay the civil penalty and which permanently
enjoined him from future violations of the
Securities Exchange Act of 1934. Kelly was
removed as a representative director from
Nissan’s Board in November 2018, following
his arrest by Japanese authorities.
The SEC’s order can be found HERE.
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Members of procurement network indicted in US over
illegal nuclear exports to Pakistan
The US Department of Justice
(DOJ) announced on 15 January
that five people were indicted on 16
October 2019 for illegally exporting US
equipment to the Pakistan’s nuclear
programme without a US Commerce
Department export licence, in violation
of the International Emergency
Economic Powers Act and the Export
Control Reform Act of 2018.

According to the indictment, the defendants
operated an international procurement
network of front companies between
September 2014 and October 2019 to illegally
export US origin technology to Pakistan’s
Advanced Engineering Research Organisation
(AERO) and the Pakistan Atomic Energy
Commission (PAEC), both of which are
subject to US export licence requirements, by
falsely identifying the recipients.

US prosecutors have identified 38 separate
exports from the US involving 29 companies,
including three US companies. Among the
defendants are a Pakistani national, two
Canadian nationals, a Hong Kong national
and a British national, all still at large.

The press release can be found HERE.

US adds Venezuela’s Gorrin Belisario to most wanted list
over alleged Foreign Corrupt Practices Act violations
In a 15 January statement, the
US Immigration and Customs
Enforcement’s (ICE) Department of
Homeland Security Investigations (HSI)
announced the addition of fugitive
Venezuelan lawyer Raul Antonio
De La Santisima Trinidad Gorrin
Belisario to its most wanted list for
allegedly conspiring to violate the US
Foreign Corrupt Practices Act (FCPA)
and laundering bribe payments to
Venezuelan officials.

The US Treasury Department’s Office of
Foreign Assets Control (OFAC) designated
Gorrin and six other individuals in January
2019 for allegedly scheming to bribe
Venezuela’s Treasury in order to conduct
illicit foreign-exchange operations in
Venezuela.
Gorrin Belisario allegedly funnelled the bribe
payments through multiple shell companies
and laundered the funds through Dominican
Republic-based Banco Peravia.

US prosecutors indicted Gorrin Belisario
in August 2018 over his role in the alleged
scheme and for allegedly remitting more
than $1 billion in embezzled government
funds to Florida and New York. He was
also being investigated for allegedly
misappropriating billions of dollars from
Petroleos de Venezuela SA (PDVSA).

The press release can be found HERE.

UK obtains confiscation orders over solar-panel scam
The UK’s Serious Fraud Office (SFO)
announced on 21 January confiscation
and compensation orders against
Kenneth Reid and Niall Hastie, who were
found guilty in August 2018 for their
roles in a £17 million fraudulent scheme
involving the sale and installation of
residential solar panels.

The former directors of Capital Blueprint Ltd,
which introduced finance providers to Solar
Energy Savings Ltd, were ordered under the
Proceeds of Crime Act 2002 to pay back
within three months a combined £21,630 as
compensation to their victims or face longer
sentences. Their co-conspirators, Robert
Ross and Stephen Wilson, were ordered to

pay £193,206 and £220,000, respectively, in
November 2019.
The press release can be found HERE.

The statement can be found HERE.
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Ecuadorian
businessman
pleads guilty
to bribery
and money
laundering
Armengol Alfonso Cevallos Diaz,
an Ecuadorian businessman living
in Miami, pleaded guilty on 23
January to one count of conspiracy
to violate the US Foreign Corrupt
Practices Act (FCPA) and one count
of conspiracy to commit money
laundering for his role in a bribery
and money laundering scheme
involving officials of PetroEcuador
– the state-owned oil company
of Ecuador – according to a press
statement from the US Department
of Justice (DOJ).
Cevallos admitted that he, along with
other co-conspirators, paid bribes worth
$4.4 million to PetroEcuador officials
through US-based companies and bank
accounts in order to obtain and retain
business, on behalf of an unspecified
oil services company. Cevallos further
admitted to using Miami-based
shell companies to launder the bribe
payments to the PetroEcuador officials,
which in some cases involved buying
property in Miami for the benefit of
these officials. Cevallos’ sentencing
is scheduled for 2 April. The charges
against Cevallos are part of a wider DOJ
investigation into bribery and money
laundering involving PetroEcuador.

The press release can be found HERE.

US reaches settlement with lobbying
firm over sanctions violations
The US Treasury Department’s Office
of Foreign Assets Control
(OFAC) announced on 21 January
that it has reached a settlement
with US consultancy Park Strategies
LLC over allegations that it violated
the US Global Terrorism Sanctions
Regulations (GTSR) by entering
into a $30,000 contract between 25
August and 25 November 2017 with
Al-Barakaat Group of Companies
Somalia Limited, a Specially
Designated Global Terrorist entity
since 2001.
According to OFAC, although Park
Strategies executives were aware of AlBarakaat’s terrorism-related designation,
they actively took part in the signing of a
lobbying services contract with Al-Barakaat,
which fell outside of the scope of GTSR
General License (GL) for legal services.
Following the first payment of $10,000 on
6 September, the US company placed the

amount in a blocked account, terminated
the contract and voluntarily notified OFAC
of the potential US sanctions violations.
As a result, OFAC ordered Park Strategies
to pay a civil penalty of $12,150, which
reflected its willingness to impose remedial
sanctions and adopt new OFAC screening
procedures. OFAC reminds companies
that providing legal services to blocked
persons and entities not included in
GLs requires a specific OFAC licence. In
general, services such as lobbying, public
relations, government affairs, consulting
and business development are not legal
services and are not covered by legal
services GLs.

OFAC notice can be found HERE.

The details can be found HERE.

Eagle Shipping agrees to pay $1
million to settle apparent violations
of US sanctions on Myanmar
The US Treasury Department Office
of Foreign Assets Control (OFAC)
announced on 27 January that Eagle
Shipping International (USA) LLC has
agreed to pay $1.1 million to resolve
apparent violations of the Burmese
Sanctions Regulations through its
alleged dealings with US-designated
Myawaddy Trading Ltd between 2011
and 2014.

Eagle voluntarily self-disclosed the
apparent violations to OFAC after its new
management initiated, soon after its
appointment in 2014, a review of the firm’s
past compliance with US sanctions. In
October 2016, the US sanctions against
Myanmar were terminated.
The settlement can be found HERE.
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US designates
entities over
UN sanctions
breaches
involving North
Korean labour
The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) announced on 14 January
the designation of North Korea’s
Namgang Trading Corporation
(NTC) and China-based Beijing
Sukbakso pursuant to Executive
Order (EO) 13722 and the North Korea
Sanctions and Policy Enhancement
Act of 2016, as amended by the
Countering America’s Adversaries
Through Sanctions Act, for facilitating
the supply of illicit labour to
overseas markets, in an attempt to
raise revenue for the North Korean
government and ruling party in
contravention of UN sanctions.
According to OFAC, NTC facilitated the
export of labourers to countries in the
Middle East, Russia and Nigeria and
ensured the workers’ remittances went
back to North Korea, including to the
government. Travel and logistics for the
NTC personnel working overseas were
partially handled by Beijing Sukbakso, a
lodging facility. The actions contravene
UN Security Council Resolutions 2375 and
2397, which require that all North Korean
labourers be expelled by UN member
states by 22 December 2019.

The press release can be found HERE.

Former Barbados minister found
guilty of laundering bribes in the US
The US Justice Department (DOJ)
announced on 16 January that former
Barbados minister and member of
parliament Donville Inniss was found
guilty of money laundering by the
US District Court for the Eastern
District of New York, in connection
with a scheme to launder into the
US $36,000 in bribes received from
Insurance Corporation of Barbados
Limited (ICBL) executives between
August 2015 and April 2016.
According to the DOJ, in exchange for
bribes Inniss agreed to use his position
as Barbados Minister of Industry,
International Business, Commerce, and
Small Business Development to make
sure that the Barbados Investment and
Development Corporation, a state agency
within his portfolio, would fraudulently
extend insurance contracts worth $100
million with ICBL.

To conceal the bribes, payments were
made through a New York dental
company’s bank account, which had no
official business with ICBL nor its majority
shareholder, the Bermuda Company, who
was the actual provider of the bribes.
On 23 August 2018, ICBL reached a
settlement with the DOJ over US Foreign
Corrupt Practices Act (FCPA) violations in
this case, by which it agreed to disgorge
$93,940.19 representing the profit to ICBL
from the illegally obtained contracts in
Barbados.
According to the DOJ, ICBL self-disclosed
the violations, conducted a thorough
internal investigation and enhanced its
compliance programme, which resulted in
the investigation being closed.
The press release can be found HERE.

UK NCA secures property linked to
Northern Ireland paramilitary group
The UK’s National Crime Agency
(NCA) announced on 23 January
that it has obtained a civil recovery
order from the Belfast High Court
on 15 January for around £120,000
allegedly linked to paramilitary group
the Ulster Defence Association (UDA)
in South East Antrim.

partner and associates, which the NCA
claim were purchased using the proceeds
of illegal money lending, mortgage fraud,
money laundering and tax evasion.
The NCA said that as a result of the
investigation, the defendants decided not
to contest the case and will now have six
months to sell the properties.

The civil recovery order relates to
residential properties owned by an alleged
member of the paramilitary group, his

The press release can be found HERE.
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OFAC designates South Sudanese
first VP for human rights violations
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
designated on 8 January the First Vice
President of South Sudan Taban Deng
Gai, pursuant to Executive Order 13818
implementing the Global Magnitsky
Human Rights Accountability Act.
Deng has been sanctioned for his
involvement in the disappearance and
deaths of human rights lawyer Samuel Dong
Luak and the Sudan People’s Liberation
Movement – In Opposition (SPLM-IO)
member Aggrey Idry in January 2017, on

South Sudanese President Salva Kiir’s behalf.
According to OFAC, Deng reportedly used
his role to carry out serious human rights
abuses and acts of violence against the Nuer
community and members of SPLM-IO, to
consolidate his position in the government
and intimidate the opposition. Through
his actions, Deng aggravated the conflict
in South Sudan and hindered the peace
process launched in September 2018.

The press release can be found HERE.

US designates former Moldovan
official over involvement in corruption
The US Department of State designated
on 13 January former Moldovan official
and oligarch Vladimir Plahotniuc
due to his involvement in significant
corruption undermining the rule of law
and compromising the independence of
Moldova’s democratic institutions.

The designation imposes a US visa ban on
the designated individual and his immediate
family members.

The press release can be found HERE.

US imposes visa ban on Cuban
military chief over Maduro support
On 2 January, the US State Department
designated Leopoldo Cintra Frias,
Minister of the Revolutionary Armed
Forces of Cuba (MINFAR), for allegedly
helping to prop up the former Nicolás
Maduro regime in Venezuela and
committing gross human rights
violations against Venezuelans.

Visa bans are imposed under the FY 2019
Department of State, Foreign Operations,
and Related Programs Appropriations Act
against Frias and his children, Deborah Cintra
Gonzalez and Leopoldo Cintra Gonzalez.
The press release can be found HERE.

OFAC
sanctions
Venezuelan
National
Assembly
delegates
The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) designated on 13 January
seven Venezuelan officials
who led a failed attempt to take
control of the National Assembly
on behalf of President Nicolás
Maduro on 5 January, pursuant
to Executive Order (EO) 13692
authorising sanctions against
current or former Venezuelan
government officials.
According to OFAC, the designated
officials, led by Luis Eduardo Parra
Rivero, were backed by Madurocontrolled security forces in
preventing opposition leader Juan
Guaidó and 100 other delegates
from participating in the National
Assembly leadership contest and
held a fraudulent election without
a quorum. US State Secretary Mike
Pomepo called on Venezuelan
security forces to “protect the
Venezuelan constitution, allow
entry of all deputies into the Federal
Legislative Palace, and refrain
from the use of violence, including
against their democratically elected
representatives”.
The statement can be found HERE.

The notice can be found HERE.
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CJEU Attorney General Opinion states Hungary’s AML
disclosure requirements for NGOs may breach EU law
In an Opinion to the Court of Justice
of the European Union (CJEU) on 14
January, Advocate General Campos
Sánchez-Bordona argues that
Hungary’s anti-money laundering (AML)
requirement for non-governmental
organisations (NGOs) to disclose
identifying information on overseas
donations breaches fundamental EU
rights and creates a “stigmatising
effect” on foreign donors.
Hungary adopted in June 2017 Law LXXVI
requiring civil organisations to disclose the

names of overseas donors that give more
than €1,500 and the amount of their support,
which is later published on a free online
platform. NGOs are also required to state on
their homepages and publications that they
are an “organisation in receipt of support
from abroad”.
According to the Opinion, the Hungarian
government failed to establish the necessity
or benefit of the disclosures for combatting
money laundering and terrorist financing.
The Opinion also notes the EU Commission’s
“serious doubts” about the usefulness of the

information gathered and whether it is made
available to AML authorities.
The Advocate General’s Opinion is not
binding on the CJEU, which is now beginning
deliberations on the case. If the court rules
against Hungary, it must immediately comply
with the judgment or face further action by
the European Commission seeking financial
penalties.

The AG’s Opinion can be found HERE.

UK brokerage faces third-party suit over Danish tax fraud
The US District Court for the Southern
District of New York ruled on 7 January
that UK-based brokerage firm ED&F
Man Capital Markets will be subject
to a lawsuit in New York over its role

in an alleged international scheme to
defraud the Danish Customs and Tax
Administration (SKAT) of $1.9 billion.
ED&F Man’s requests to dismiss the third-

party complaint and relocate the case to the
UK were both rejected.

The court case can be found HERE.

Russian billionaire loses lawsuit against Nordic banks
Russian billionaire Boris Rotenberg lost
his lawsuit before the Helsinki District
Court against four Nordic banks on 13
January, which revolved around whether
the banks were legally obliged to extend
banking services to him as a Finnish
citizen despite being sanctioned in the
US for his links to Russian President
Vladimir Putin.
Rotenberg, who also holds Finnish
citizenship, filed the complaint against
Nordea, Danske Bank, Handelsbanken and

OP Bank, which had refused to provide him
with banking services due to his designation
in the US.
European banks must comply with US
sanctions in order to do business with US
banks and Rotenberg was placed on a US
sanctions list in 2014 after Russia’s illegal
annexation of Crimea. The ruling is not final.

Area and therefore he was not entitled to
basic banking services in Finland;
• Forcing the banks to accept business from
Rotenberg would have subjected them to
significant financial risk which they, by law,
are prohibited from taking; and
• Rotenberg was ordered to pay more than
€500,000 to cover the banks’ legal fees.

The ruling found that:
• Rotenberg had failed to prove he was a
person living in the European Economic

Court statement can be found HERE.
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Real estate agents: the United Kingdom’s weak link in
money laundering?

In the fight against money laundering,
much attention has been focused in
recent years in the United Kingdom not
so much on the criminals themselves,
but on the ‘enablers’, the unscrupulous
gatekeepers who, wittingly or
otherwise, facilitate the onward flow of
suspicious funds.

undercover) told various estate agents that
he intended to use money stolen from the
Russian budget to pay for the property. Yet
none of the agents appeared to bat an eyelid,
with two even recommending lawyers who
could help Boris complete the transaction.
These agents ignored legal requirements
under Section 330 of the Proceeds of Crime
Act (POCA) 2002 which stipulates that those
involved in regulated sectors, including
estate agency, must report a suspicion or
knowledge of money laundering. A failure
to report such suspicion or knowledge via a
Suspicious Activity Report (SAR) can result
in a prison sentence of up to five years.

One such group under scrutiny are estate
agents, whose role in enabling corrupt
financial flows was demonstrated in a 2017
TV documentary, From Russia with Cash1,
which utilised hidden cameras to highlight
the wilful blindness of certain agents. ‘Boris’,
a Russian government minister (actually
an anti-corruption campaigner working

Yet despite the exposé, the number of
SARs issued by real estate agents remains
low, and actually decreased over the last
recorded year: figures from the National
Crime Agency (NCA) show that 710 were
issued between April 2017 and March
2018, and 635 between April 2018 and
March 2019, representing just 0.13 percent

By Tom Mayne
Research Fellow
University of Exeter

of the over 478,000 SARs issued in that
timeframe2. This decrease may be due to
a sluggish housing market in 2018, and
a fall in the number of transactions with
overseas clients from certain jurisdictions
– because of additional tax burdens on
non-resident investors, proposed legislation
regarding transparency of ownership, and a
hardening of the UK government’s attitude
towards Russia. More data is needed to
make a full assessment of the low level of
reporting from estate agents, but we cannot
eliminate the possibility that it is due to a
lack of awareness or responsibility within
the industry, despite changes made to the
UK’s Money Laundering Regulations (MLRs)
which were first extended in 2003 to cover
estate agencies.
How have the MLRs changed? Dealing with
clients from corrupt countries
It is perhaps surprising to note that the 2003
MLRs made no mention of due diligence (in
the sense of client research) or the concept
of politically exposed people, elements
that were only introduced in 2007. The
next iteration, the 2017 MLRs, included a
further important change for estate agents,
requiring them to do due diligence on both
the buyers and sellers; prior to this, due
diligence only had to be performed on clients
who were selling a property.
A further addition in 2017 is a requirement to
perform enhanced due diligence on clients
established in high-risk third countries, as
designated by the European Commission.
This list – featuring 16 jurisdictions as of
March 20193 – covers the threat of terrorist

1. The documentary is available to view at https://www.dailymotion.com/video/x3ho0n1
2. National Crime Agency, Suspicious Activity Reports Annual Report 2019, https://www.nationalcrimeagency.gov.uk/who-we-are/publications/390-sars-annual-report-2019/file
3. Law Society, European Commission list of high risk third countries, https://www.lawsociety.org.uk/support-services/advice/articles/european-commission-list-of-high-risk-third-countries/
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financing by including countries of origin
of terrorist organisations (for example,
Yemen, Iraq, Syria, Pakistan), and the risk
posed by those countries who are currently
deficient in their AML controls (Guyana,
Vanuatu, Trinidad & Tobago all make the
list). However, the list fails to deal with
the problem posed by clients from highrisk oligarchies, kleptocracies and other
corruption hotspots: Angola, Azerbaijan, DR
Congo, Kazakhstan, Russia, Uzbekistan – to
name a few – are all not on the EU’s list.
Nigeria was on the Commission’s original
list of 23 jurisdictions,4 which was rejected
by the European Council in March 2019,
likely due to strong diplomatic pressure, as
it also included Saudi Arabia and various US
dependencies.
Guidance from the Financial Conduct
Authority (FCA)5 includes a commendable
list of specific higher risk geographical
factors that indicate where enhanced
due diligence should be performed when
the client is not from a county on the
list – for example, if the client is from a
non-democratic country associated with
high levels of corruption, or has a political
economy dominated by oligopolistic
actors with close links to the state. Client
specific risk factors include if the person is
responsible for, or able to influence, large
public procurement exercises, or has wealth
derived from preferential access to the
privatisation of former state assets. The
NCA’s 2018 National Strategic Assessment
also indicated that the UK is a prime
destination for corrupt foreign politically
exposed persons (PEPs) to launder the

proceeds of corruption, particularly those
from Russia, Nigeria and Pakistan6. While
such detailed guidance is welcome, it is
unclear whether estate agents are aware
of it and are using it. Furthermore, a riskbased approach still contains a matter of
judgement, for example, on what constitutes
a country with a ‘high’ level of corruption.
Dealing with PEPs
The financially dubious will often employ
a sequence of different enablers in order
to ring-fence the amount of information
disclosed. In a property transaction this
means hiring a solicitor, as well as a real
estate agent. In 2018, a solicitor looking to
secure a deal for two flats in Knightsbridge
worth £60 million overlooked the fact that
his clients – the daughters of the Azerbaijani
president – were politically exposed people.
This meant that he failed to undertake
enhanced due diligence (mandatory for all
PEPs) which may have revealed suspicions
about the source of funds. Following a
tribunal hearing, the solicitor was fined

£85,000 (including £40,000 costs), but
was not struck off. Had the solicitor been
working on commission he would likely
have received over £1 million if the deal
been concluded, emphasising that the
reward often outweighs the risk. Detection is
unlikely – this case was only discovered due
to the Panama Papers document leak and
subsequent media interest.
The 2017 MLRs mandated that enhanced
due diligence be performed not just on
foreign PEPs, but also those involved in
British circles of power. However, the need
to balance money laundering concerns
with the burden of enforced due diligence
on a greater number of people created
some weaknesses. For example, the 2017
MLRs clarified that enhanced due diligence
does not have to be performed on a PEP
twelve months after he/she leaves office,
and, for close relatives of PEPs, as soon
as the individual leaves office. This seems
reasonable in the context of not requiring
enhanced due diligence on the adult child
of a British MP who lost his/her seat in the

4. European Commission adopts new list of third countries with weak anti-money laundering and terrorist financing regimes, 13 February 2019, https://ec.europa.eu/commission/presscorner/detail/en/IP_19_781
5. Financial Conduct Authority, Finalised Guidance FG 17/6: The treatment of politically exposed persons for anti-money laundering purposes, https://www.fca.org.uk/publication/finalised-guidance/fg17-06.pdf, (para 2.30, page 10)
6. National Crime Agency, National Strategic Assessment of Serious and Organised Crime 2018, https://www.nationalcrimeagency.gov.uk/who-we-are/publications/173-national-strategic-assessment-of-serious-and-organised-crime-2018/file
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last election, but by the same token, should
President Putin unexpectedly resign in
2020, his children would not automatically
be subject to enhanced due diligence
should they come to London looking for a
house. Subsequent FCA guidance stressed
a graduated, case-by-case approach and
emphasised that domestic PEPs carry a
lower inherent risk of money laundering and
corruption than foreign PEPs, adding that
enhanced due diligence could be performed
after a person ceases to be a PEP if “other
risks are apparent”7 but again this is a matter
of judgment for the individual conducting the
due diligence, rather than enforcement due
to an actual provision in the MLRs.
One would hope that reputable agents would
perform enhanced due diligence in our
example, but the disreputable ‘enabler’ could
argue that no risk was apparent – citing the
fact that Putin’s children have never worked in
financial services or in government, or been
accused of financial iniquity. And should
a SAR not be filed, it is unlikely that the UK
authorities would ever find out about the
purchase, as beneficial ownership information
of UK property is currently not recorded by the
authorities when an offshore vehicle is used.
There are other weaknesses in the current
definition of a PEP as defined in the 2017
MLRs: although parents, spouses and
children are included, more distant relations,
such as cousins, are not. Using such
relatives as a front person is a common
tactic to avoid enhanced scrutiny: Nigeria’s
former oil minister, Diezani Alison-Madueke,

is alleged to have used her cousin to buy
properties in the UK and Nigeria with illicit
funds. Enhanced due diligence is also
required for “known associates” of PEPs,
but this only applies to people who are
known from publicly available sources to
be business partners of a current PEP. This
is wholly inadequate when dealing with
the type of patronage network prevalent
in Russia and other oligarchies, where the
nature of the association exists outside of
formal business structures.

There are other
weaknesses in the
current definition of a
PEP as defined in the
2017 MLRs: although
parents, spouses and
children are included,
more distant relations,
such as cousins, are
not. Using such relatives
as a front person is a
common tactic to avoid
enhanced scrutiny

A 2019 Report on Economic Crime from the
Treasury Select Committee8 recommended
that the government creates a centralised

database of PEPs for the use of those
registered by AML supervisors. This is a
positive recommendation; however, aside
from the difficulties of maintaining such a
list (and the problem of the lack of inclusion
of more distant relatives), there is a danger
that over-reliance on such lists may prevent
further research into those individuals who
are not on it, or no longer on it. Businesses
should focus special attention on clients
involved in any kind of state run business
in oligarchies, and if in any doubt, conduct
enhanced due diligence, even if links to
known politically exposed people are not
immediately obvious.
The oversight regime
Due to concern that oversight on
regulated sectors is lacking, 2018 saw
the UK government create the Office for
Professional Body Anti-Money Laundering
Supervision (OPBAS), a new regulator
housed within the FCA, set up to strengthen
the UK’s AML supervisory regime. OPBAS’
findings to date indicate a lack of awareness
of money laundering risks: 23 percent of
the 22 professional bodies overseen by
OPBAS had no form of AML supervision in
place whatsoever, and 91 percent of relevant
supervisors were not fully applying a riskbased approach to supervising members
with the highest inherent profile of being
exposed to money laundering risks9.
The direct responsibility of estate agents
lies with HM Revenue and Customs. In 2017,
HMRC noted concerns in 2017 about the

7. Financial Conduct Authority, Guidance on the treatment of politically exposed persons (PEPs) under the Money Laundering, Terrorist Financing and Transfer of Funds (Information on the Payer) Regulations 2017,
https://www.fca.org.uk/publication/guidance-consultation/gc17-02.pdf, (para 2.15, page 5)
8. UK Parliament, UK’s fragmented anti-money laundering system needs re-ordering, warns Treasury Committee,
https://www.parliament.uk/business/committees/committees-a-z/commons-select/treasury-committee/news-parliament-2017/report-published-economic-crime-17-19/
9. OPBAS/FCA, Anti-Money Laundering Supervision by the Legal and Accountancy Professional Body Supervisors, https://www.fca.org.uk/publication/opbas/themes-2018-opbas-anti-money-laundering-supervisory-assessments.pdf
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quality of risk assessments, with many real
estate agencies simply using a downloaded
template instead of tailoring it to their own
particular circumstances. In 2019, HMRC
made surprise visits to 50 estate agents in
order to crack down on money laundering,
and issued several fines, including one of
£215,000 to an estate agent for failing to
ensure that its money laundering procedures
and record-keeping were in line with
regulations. Although this is to be applauded,
this effort is centred on cracking down on
general compliance with the MLRs, and not
a crackdown on specific instances of agents
helping to launder money through real estate
or failing to report suspicions. This is borne
out by the statistics: there appear to have
only ever been three convictions under
POCA Section 330 (a failure to disclose
when a person knows or suspects money
laundering) in all regulated professions,
which includes auditors, legal professionals,
accountants, high value dealers, and those
working in financial and credit institutions, as
well as estate agents.
This is likely because it is difficult to
prove a failure to report suspicion, as law
enforcement has to prove that the person
had knowledge or wilfully ignored warning
signs. Even negligence need not cause
liability – with one legal expert arguing that
a conveyancing solicitor who failed to read
his/her firm’s client account ledger that
contained evidence of possible mortgage
fraud would not be criminally liable under
Section 33010.

The future
It is perhaps ironic that estate agents are
seemingly failing to issue SARs: not only is
it the easiest way to avoid criminal liability,
but, given the lack of resources within the
NCA and the high number of SARs issued, it
is unlikely that, short of compelling evidence,
a particular transaction would be halted
by law enforcement authorities. Indeed,
FATF’s 2018 mutual evaluation on the UK’s
AML measures identified deficiencies in
the SAR regime, noting that despite an
increase in investigations related to “highend money laundering”, they still make
up just 0.8 percent of the police’s total
caseload11. The report questioned whether
information garnered by SARs is being fully
exploited by law enforcement in the UK and
recommended an overhaul of the system,
which is currently ongoing.
January 10 saw the EU’s Fifth Money
Laundering Directive (5MLD) come into
force in the UK, with the most relevant
change to real estate agency being that
rental properties with monthly rents of
€10,000 or more will now be covered by
the money laundering regulations. 5MLD
also places more emphasis on the need for
estate agents to take reasonable measures
to understand the ownership and control
structure when the client is a trust, company,
foundation or similar legal arrangement.
But with little incentive on behalf of estate
agents to perform enhanced due diligence

– there is a huge carrot in the form of a
commission, and little risk of the stick in the
form of a prosecution – it is unlikely that
further changes in the MLRs will result in a
wholesale change of behaviour amongst the
small percentage of disreputable agents who
are acting as enablers.
It may well be that other legislation
introduced by the UK government will
do more to discourage the corrupt from
investing in the UK property market than
future changes to the MLRs. Two of the four
unexplained wealth orders (UWOs) issued so
far relate to alleged criminal money brought
in from abroad. The first case, featuring the
wife of an Azerbaijani banker who spent £16
million in Harrods, was extensively covered

10. Corker, David, Failure to disclose does not equate to negligence, https://www.corkerbinning.com/failure-to-disclose-does-not-equate-to-negligence/
11. Financial Action Task Force, Anti-money laundering and counter-terrorist financing measures, United Kingdom Mutual Evaluation Report, https://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-United-Kingdom-2018.pdf
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by the British press, and likely raised some
eyebrows among similar kleptocrats who
have long viewed London as a safe haven
for their ill-gotten gains. The NCA has also
recently pursued a case, under the auspices
of an account freezing order – a lessercovered measure that was introduced in
parallel to the UWO – involving a high-profile
Pakistani businessman, the settlement of
which included confiscation of a £50 million
property in Hyde Park.
It is believed the new government will
continue to progress with the introduction
of new legislation – the Registration of
Overseas Entities Bill – that will force those
who own property through an anonymous
offshore company to reveal “registrable
beneficial owners”, on a similar basis as
under the Persons of Significant Control
(PSC) regime introduced in 2016 for UK
registered companies.
One suggestion that could have a dramatic
effect is mandatory reporting to a non-public
government database on all purchases of
real estate over a certain value (perhaps

£2 million within London, and £1 million
outside the capital) regardless of whether
the individual dealing with the sale considers
it to be suspicious or not. This would remove
the need for estate agents to assess levels
of suspicion and knowledge, and act as a
deterrent for corrupt individuals who would
rather not have details of their property
ownership automatically transferred to a
government database. A Law Commission
report on the SARs regime from 201912
makes no recommendation on this kind
of thematic reporting (including related
geographic targeting orders which focus
on particular corruption hotspots) but
suggested further research should be carried
out, which is currently being done by HMRC.
More research also needs to be done on
those property transactions that do not
feature estate agents at all – through
auctions, or through the home-builders
themselves, with ownership flipped before
the building is completed, preventing scrutiny
from outside parties such as estate agents.
The commercial real estate market is a
further potential hotspot, due to the risk of

corrupt capital co-mingling with other money
in investment funds, the original source of
which may not be apparent to agents. These
arrangements are further complicated by the
fact that they are often structured through
multiple advisers and entities in different
locations.
In recent years, the UK has done well to
introduce new legislation which aims to
tackle money laundering and financial
crime, such as the above-mentioned PSC
(beneficial ownership) register. However,
this has not been matched by verification
and enforcement measures – which require
resources – leading some commentators
to question the worth of the change in the
first place13. Much depends on how the
post-Brexit transition goes. Should it result
in a hit on the UK’s economy, resources will
be further squeezed. In this scenario, even
if current loopholes are closed through new
legislation, law enforcement agencies may
be too stretched to focus on these corrupt
gatekeepers, but more troubling still is the
risk that a shrinking economy may remove
the political will to go after such grey capital.

About the author:
Tom Mayne is a research fellow at the University of Exeter. For twelve years he was responsible for Eurasian investigations
at Global Witness, an anti-corruption NGO that campaigns to end the exploitation of natural resources. His current
research, convened under the Global Integrity Anti-Corruption Evidence Project14, aims to investigate the laundering of
monies and reputations by elites from African and Central Asian kleptocracies by looking at the due diligence requirements
in the banking, real estate, charitable and public relations sectors.

12. Law Commission, Anti-money laundering: the SARs regime, https://s3-eu-west-2.amazonaws.com/lawcom-prod-storage-11jsxou24uy7q/uploads/2019/06/6.5569_LC_Anti-Money-Laundering_Report_FINAL_WEB_120619.pdf (para 10.28, p174; para 10.24, p172)
13. Bullough, Oliver. How Britain can help you get away with stealing millions: a five-step guide, https://www.theguardian.com/world/2019/jul/05/how-britain-can-help-you-get-away-with-stealing-millions-a-five-step-guide
14. For more information visit https://ace.globalintegrity.org/projects/benownerchecks/
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Swiss banks
obtain US
sanctions
exemptions for
humanitarian
aid to Iran

SFO updates internal guidance on
assessing compliance programmes

The US Treasury Department
announced on 30 January
that Switzerland successfully
conducted initial financial
transactions benefitting
Iran through a humanitarian
mechanism that provides
exemptions from US sanctions.

The SFO’s guidance covers at length
the six UK Bribery Act principles which
should inform the controls put in place
by companies willing to adopt a riskbased approach to bribery. To assess
how effective a company’s compliance
procedures are, the SFO will be looking
at the state of the organisation’s internal
systems at the time of the alleged offence

Strict due diligence measures were
applied to Swiss remittances through
the channel for medical aid to Iranian
cancer and transplant patients to avoid
misuse by Tehran.
Switzerland’s State Secretariat for
Economic Affairs (SECO) separately
announced on 30 January that banks
and exporters participating in the Swiss
Humanitarian Trade Arrangement
(SHTA) will provide SECO with “detailed
information” about their Iranian
partners and transactions, which SECO
will then verify and share with the US.
The US Treasury agreed to assure
banks involved in the SHTA that the
payments for Iranian medical supplies
will not be exposed to US sanctions,
as provided under guidance issued on
25 October by the Treasury’s Office of
Foreign Assets Control (OFAC).

Swiss statement can be found HERE.

The UK’s Serious Fraud Office (SFO)
published on 17 January updated
guidance on Evaluating a Compliance
Programme as part of the
prosecutor’s overall investigation into
cases of fraud, bribery or corruption,
in line with the Ministry of Justice’s
UK Bribery Act guidance.

and also at when the changes are being
made, in particular when considering a
deferred prosecution agreement (DPA).
According to the SFO, it is essential for the
prosecutor to also be able to assess how
the compliance procedures might change
in the future as a result of a DPA and to
gather enough evidence to justify their
decision in front of the Court. The SFO
notes that any compliance system needs
to be effective, tailored to the specific
organisation’s needs, risk-based and
updated regularly.

The guidance can be found HERE.

French AFA issues guidance on
M&A anti-corruption due diligence
The French Anticorruption Agency
(AFA) issued on 17 January a revised
“Practical guide: anti-corruption
checks in the context of mergers
and acquisitions (M&A)”, providing
details on the legal obligations on
companies to perform anti-corruption
due diligence for M&A deals and the
necessary procedures at various
stages of the transaction.
The guidance sets out the importance
of conducting accurate anti-corruption
checks early in the M&A process to
assist managers in identifying potential
anti-corruption risks and avoid inheriting
liabilities. In addition, when the audit
of the target company’s compliance

framework reveals suspicions of
corruption, an internal investigation should
be carried out and any potentially criminal
behaviour reported to the authorities.
Other legal considerations include: when
a company acquires a target without
absorbing it, the latter remains a separate
entity and solely responsible for any
corruption-related behaviour before
the transaction; and when a company
acquires a target by absorbing it, the buyer
will be solely responsible for corruption
committed before the deal.

The AFA’s guide can be found HERE.
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UK’s HMRC
launches call
for bids on antifraud cryptoassets analysis
software
The UK’s HM Revenue and
Customs (HMRC) issued a call
for tenders on 17 January with a
view to purchasing crypto-assets
analysis software, which would
assist its intelligence gathering
efforts to help prevent criminal
activity against HMRC, including
fraudulent access to its online
services, tax evasion and money
laundering.
In its effort to gather data on the link
between publicly recorded cryptoasset transactions and private
blockchain operators, HMRC plans to
develop a transaction analytics tool to
include at least the following cryptoassets: Etherium, Bitcoin, Ripple,
Tether, Litecoin, and which would have
the capability in future to deal with
Monero, Zcash and Dash.
According to HMRC, the cryptoanalysis tool should also offer an
off-the-shelf platform to enable
interpretation of crypto-asset
transactions on the public ledger to
progress identification of suspects
and criminal activity. The contract
will be awarded for 12 months, with a
proposed start date of 17 February.

The call for bids can be found HERE.

UK to publish consultation on trust
registration under 5MLD
John Glen, Economic Secretary to
the UK Treasury, told lawmakers
on 21 January that the government
will launch in early 2020 a detailed
technical consultation on the
implementation of anti-money
laundering measures related to trust
registration (see page 33).
The proposed measures, which will be
transposed into domestic law in 2020,
will ensure the trust registration service
contains a “robust and proportionate
framework”, Glen wrote in response to

a parliamentary question on the UK’s
implementation of the EU’s Fifth Money
Laundering Directive (5MLD).
The UK government transposed most
of 5MLD’s provisions into domestic
law through the Money Laundering
and Terrorist Financing (Amendment)
Regulations 2019, which came into force
on 10 January 2020.

The statement can be found HERE.

Libya conference participants agree
to respect the UN arms embargo
The conclusions of the Berlin
International Conference on
Libya, released by the German
government on 19 January, affirm
the signatories’ commitment “to
unequivocally and fully respect”
the arms embargo established by
UN Security Council Resolution
1970 (2011) and expresses their
willingness to provide technical
assistance to improve transparency
and accountability in the financial
sector and counter illicit exploitation
of Libya’s resources.
The statement calls on other states
to uphold the arms embargo and stop
financing Libyan military capabilities.
All countries are expected to end any
support provided to UN-designated
terrorist entities and groups and support
prosecution of those engaged in terrorist

acts. In addition, participants commit
to provide support to the current UN
monitoring mechanism and improve
information sharing of potential breaches
of the arms embargo.
To ensure that the conference
objectives are effectively enforced, EU
foreign ministers taking part in the EU
Foreign Affairs Council (FAC) on 20
January agreed to refocus EUNAVFOR
MED Operation Sophia to cover the
enforcement of the UN arms embargo
in Libya and prevent illegal migration.
The UN Security Council published on
22 January an operationalisation paper
by the UN Support Mission in Libya to
implement the conference conclusions.

The conclusions can be found HERE.
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EuroBic ends ties with Dos Santoslinked entities amid AML probe
Portuguese lender EuroBic announced
on 20 January that, following concerns
raised by media reports, it has
decided to terminate its commercial
relationship with entities controlled
by Angolan billionaire Isabel dos
Santos, who reportedly holds a 42.5
percent indirect stake in Eurobic via
two entities and is the bank’s main
shareholder. On 22 January, EuroBic
announced that Dos Santos is selling
her stake in the Portuguese bank.

Luanda Leaks, allegedly shows Dos
Santos exploited family ties, shell
companies and inside deals to build
a $2.2 billion empire (see page 35).
The leaks reportedly led to claims that
Dos Santos, who was chairperson of
Sonangol between June 2016 and
November 2017, transferred £72.5
million from the Angolan state oil firm’s
EuroBic account to a Dubai-based
company owned by one of her friends,
the Telegraph reported on 23 January.

Portugal’s central bank is reportedly
inspecting AML procedures at EuroBic and
the lender’s transfers between Angola and
Dubai, Reuters reported. In addition, the
Portuguese prosecutor’s office reportedly
plans to investigate media allegations
concerning Dos Santos, daughter of
Angola’s ex-president. The International
Consortium of Investigative Journalists
(ICIJ) reported on 19 January that a leaked
database of 715,000 files, dubbed the

EuroBic Director Nuno Ribiero da
Cunha, who allegedly oversaw
accounts held by Sonangol and was
suspected of being coerced, was
reportedly found dead on 21 January
after Portuguese police called him in
for questioning under caution.

The statement can be found HERE.

EBA issues amended guidance for
reporting fraud payment statistics
The European Banking Authority (EBA)
published on 22 January an amended
version of its July 2018 guidance
on fraud reporting under the revised
Payment Services Directive (PSD2) to
increase clarity and ensure consistent
reporting of payment transactions
across Europe from 1 July.
The guidance sets out requirements for
payment service providers (PSPs) to
report statistical data on fraud to national
authorities, which in turn should provide

19

aggregated data in the required
format to the EBA and the European
Central Bank (ECB). Revised reporting
templates include two new data fields
for reporting transactions where strong
customer authentication (SCA) is
not applied for reasons other than an
exemption available under Commission
Delegated Regulation (EU) 2018/389.

The statement can be found HERE.

Nynas AB
seeks OFAC
confirmation
that proposed
ownership
changes avoid
US sanctions
Nynas AB published on 21 January
a preliminary plan to change its
ownership after US sanctions
against Venezuelan oil firm
PDVSA, whose subsidiary PDV
Europa owns a 50.001 percent
stake in the European oil refiner,
resulted in the firm filing for
reorganisation on 13 December.
The proposed measures will only take
place if the US Treasury Department’s
Office of Foreign Assets Control
(OFAC) confirms in response to a 17
January petition that the ownership
changes will lead to Nynas no longer
being covered by the sanctions,
according to the proposal.
OFAC designated PDVSA on 28
January 2019 and issued exemptions
covering Nynas through General
License 13, which was extended on
17 October with the added prohibition
on the company purchasing
Venezuelan crude oil.

The statement can be found HERE.

Nynas AB’s plan can be found HERE.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | JANUARY 2020

GUIDANCE AND ANNOUNCEMENTS

Interpol and Italy joint initiative to
combat ‘Ndrangheta globally
Interpol announced on 30 January
the launch of the Interpol Cooperation
Against ‘Ndrangheta (I-CAN)
project, a joint initiative with Italy
aimed at enhancing the ability
of law enforcement to tackle the
‘Ndrangheta’s criminal activities, which
includes plans to improve operational
capacity globally to address other
mafia-type organisations.
According to Interpol’s investigations,
the ‘Ndrangheta engages extensively in
drug trafficking, corruption and money

laundering and is currently present in
32 countries, of which 17 are European
member states.
Key outcomes include: building
knowledge of the ‘Ndrangheta
organisation and operating methods
starting from Italy’s experience; and
developing joint operations to identify
and arrest suspects.

The statement can be found HERE.

Netanyahu indictment filed in court
after immunity bid withdrawal
The indictment against Israeli Prime
Minister Benjamin Netanyahu in three
separate corruption cases was formally
filed in the Jerusalem District Court by
the Attorney General, after Netanyahu
withdrew his parliamentary immunity
request on 28 January.

Netanyahu has been charged with
bribery, fraud and breach of trust
in three cases related to offences
committed between 2006 and 2017.
The statement can be found HERE.
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The EU High Representative issued
on 22 January a declaration on
behalf of the EU on the non-renewal
of the Mission to Support the Fight
Against Corruption and Impunity in
Honduras (MACCIH), stating that
the government’s failure to reach an
agreement with the Organisation of
American States (OAS) on extending
the mandate is likely to hinder anticorruption efforts in the country.

The CSBS expresses support for the
US House of Representatives’ Counter
Act (H.R. 2514) to introduce significant
improvements to the BSA/AML regime.

The EU expects the government of
Honduras to continue the legislative
and judicial reforms and to strengthen
anti-corruption efforts. On 17 January, the
OAS General Secretariat announced that
MACCIH would end its operations on 19
January following the lack of agreement
on the Mission’s ability to actively support
investigations into networks of public
and private corruption. MACCIH was
created in 2016 to provide anti-corruption
assistance to Honduran institutions.

The statement can be found HERE.

The statement can be found HERE.

US state bank supervisors prioritise
AML/BSA improvements
The US Conference of State Bank
Supervisors (CSBS) announced on
22 January the legislative priorities
for state regulators in 2020, which
include strengthening the anti-money
laundering (AML) framework and US
Bank Secrecy Act (BSA) provisions.

EU regrets
the end of
the Honduras
international
anti-corruption
mission
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E3 trigger the JCPOA dispute resolution mechanism
The French, German and UK foreign
ministers issued a joint statement
on 14 January announcing that they
have triggered the Dispute Resolution
Mechanism (DRM) included in the 2015
Joint Comprehensive Plan of Action
(JCPOA) over Iran’s ongoing violations
of its commitments under the deal.
This followed an announcement on 5
January that Tehran would no longer
honour its JCPOA commitment to limit
its enrichment of uranium.
The E3 states have declared that they are
not joining a maximum pressure campaign
against Iran, but that by triggering the DRM
they are hoping “to bring Iran back into
full compliance” by diplomatic means. In
a statement to the House of Commons

signatories. If the dispute is not resolved
within the agreed deadlines, the DRM
could lead to the sanctions of all preJCPOA nuclear-related UN Security Council
resolutions being automatically re-imposed.

on 14 January, British Foreign Secretary
Dominic Raab provided an overview of
Iran’s systematic non-compliance with
the JCPOA which prompted the triggering
of the DRM and urged Iran “to choose an
alternative path and engage in diplomacy
and negotiation”.
The DRM can be activated in noncompliance situations by one of the JCPOA

The EU High Representative, Josep Borrell,
issued a statement on 24 January following
consultations with participants after the
triggering of the DRM. Borrell’s statement
reaffirms the participants’ determination to
preserve the agreement but notes that more
time is needed “due to the complexity of
issues involved”, and therefore the deadline
has been extended.

E3 press statement can be found HERE.

European Commission 2020 work programme includes
measures to fight money laundering and tax evasion
The European Commission published on
29 January its 2020 work programme,
which sets out the concrete actions
the European Commission will take to
implement the EU’s policies, including
new initiatives to fight tax evasion,
money laundering and cybercrime, with
a view to “continue ensuring a strong
rule of law culture” in the EU.
The new initiatives include:
• An action plan on anti-money laundering,
which will improve the supervisory
system and the enforcement of rules and
will reduce the risks of instability in the
financial sector (to be issued in Q1 2020);
• An action plan to fight tax evasion and to
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The EC will put forward
a FinTech action plan
including a strategy
on an integrated EU
payments market
make taxation simple and easy, which will
complement a communication on business
taxation for the 21st century (in Q2 2020);
• An EU security union strategy, focussed on
combatting terrorism and organised crime,
preventing and detecting hybrid threats and
enhancing cybersecurity (Q2 2020);
• On digital finance, the EC will put forward
an action plan on FinTech including a

strategy on an integrated EU payments
market, a proposal on crypto-assets and
new legislation on cross-sectoral financial
services and cyber resilience;
• Strengthening of Europol’s mandate
in order to reinforce operational police
cooperation (Q4 2020); and
• A white paper on artificial intelligence
including on safety, liability, fundamental
rights and data (Q4 2020).

The press release can be found HERE.

The work programme can be found HERE.
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UK publishes policy papers on the
implementation of the EU’s DAC6
The UK’s tax authority published a
policy paper on the International
Tax Enforcement (Disclosable
Arrangements) Regulations 2020,
which were laid before parliament on
13 January.
The regulations implement EU Directive
2018/822 on administrative cooperation
in taxation (DAC6), which was signed
on 25 May 2018 and becomes fully
applicable in all member states from 1
July. HM Revenue & Customs (HMRC) also
published on 13 January the outcomes of
its consultation held between 22 July and
11 October on the proposed regulations
and a summary of the responses received.
The regulations require taxpayers and
their advisors to disclose to HMRC details
of cross-border arrangements that have
hallmarks of tax evasion or avoidance.
The measures are expected to assist
HMRC in identifying and challenging
offshore non-compliance.

Meanwhile, the UK’s HM Treasury
published on 8 January a policy paper
outlining options for implementing
DAC6 on the mandatory automatic
exchange of cross-border tax
arrangements in the event that the
UK left the EU without a negotiated
withdrawal agreement and/or a
framework for a future relationship.
The paper states that, in either
scenario, the government may make
consequential, incidental, transitional
or saving provision by amending,
repealing or revoking the regulations.
If both the withdrawal agreement and
framework have been ratified, the
government may revise or remove the
regulations to ensure the rules “work as
intended” after Brexit.
HMRC’s paper can be found HERE.

Treasury’s paper can be found HERE.

OFSI investigating FI’s ‘inconsistent’
reports on Libyan asset freezes
In responses to parliamentary
questions on 7 January, the Earl of
Courtown stated that the UK Office of
Financial Sanctions Implementation
(OFSI) is currently investigating an
“inconsistent figure” reported by a
financial institution on the amount of
Libyan funds it froze in 2018.
The Lords Deputy Chief Whip stated that
the financial institution, which cannot be
named for legal reasons, attributed the
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Standard
Chartered
independent
consultant
appointed over
sanctions failings
ends term
Standard Chartered PLC announced
on 11 January that the term of the
independent consultant appointed
by the New York State Department
of Financial Services (DFS) to help
establish a more robust anti-money
laundering and terrorist financing
(AML/CFT) compliance programme
ended as of 31 December 2019.
Additionally, the business restrictions on
the bank’s US dollar deposits and clearing
transactions, imposed by the DFS in
2014 over US sanctions violations, are
no longer in effect. Standard Chartered
entered into the first consent order
related to illegal dealings with Iranian
entities in September 2012 and a second
consent order in August 2014, related to
deficiencies in its AML/CFT controls.

OFSI requires all financial institutions
that hold or control frozen assets in the
UK to submit this information for its
annual frozen-asset review.

The first supplemental consent order,
agreed in April 2017, extended the
consent orders (and the term of the DFSappointed monitor) until 31 December
2018. The second supplemental consent
order of 21 November 2018 instructed
the bank to hire an independent
consultant, selected by the DFS, to
provide guidance to the bank on
implementing the remedial tasks.

The statement can be found HERE.

The statement can be found HERE.

discrepancy to an incorrect figure
it provided in the previous year in
its annual submission to the UK’s
sanctions watchdog.
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US GAO publishes report on tradebased money laundering
The US Government Accountability
Office released on 29 January a report
on US efforts to combat trade-based
money laundering (TBML) and related
schemes.

The US Drug Enforcement
Administration (DEA) published on
30 January an annual assessment
of the threats posed by drugs and
drug traffickers to the nation.

Key findings:
• US law enforcement agencies believe
that there has been an increase in TBML
activity, which they deem to be partly
due to US financial institutions’ improved
compliance with cash reporting and antimoney laundering (AML) rules under the
Bank Secrecy Act (BSA);
• One of the primary vulnerabilities of US
financial and trade systems is openaccount trade, in which banks struggle
to identify suspicious activity due to
limited visibility of the underlying activity
generating the financial transaction
between the buyer and seller;
• TBML schemes are primarily used by
transnational criminal organisations
involved in narcotics trafficking, customs
fraud and financial fraud schemes, as

well as professional money launderers
and terrorist groups;
• US law enforcement agencies use
import and export data, suspicious
activity reports by financial institutions
and data from investigations to identify
patterns and anomalies in financial
and trade transactions; and
• US agencies and financial
institutions are exploring new
tools and technologies, including
distributed ledger technology such as
blockchain, to address TBML-related
vulnerabilities.

The report can be found HERE.

RUSI report highlights financial
crime risks specific to e-commerce
The Royal United Services Institute
(RUSI) published a research paper on
29 January outlining the ways in which
e-commerce can be exploited for
criminal purposes, which puts forward
steps regulators and governments
could take to help combat the activity.
The report states that the UK’s Financial
Conduct Authority should consider a

US DEA issues
drug trafficking
threat report

thematic review of the risks related to
transaction laundering and financial
institutions’ ability to detect it; and that
the National Crime Agency should
consider arrangements to share
information on typologies and trends.

The report can be found HERE.

Key findings:
• Domestic drug trafficking
organisations (DTOs) typically launder
funds through the import-export,
money service business (MSB),
casino and real estate sectors;
• Drug revenues are typically funnelled
to foreign suppliers through a network
of money brokers engaged in a hybrid
of trade-based money laundering
(TBML) activities;
• Bulk cash smuggling seizure amounts
remain at lower levels than in previous
years, indicating that transnational
criminal organisations (TCOs) may
be employing different methods
of moving illicit funds through the
financial system;
• Illicit drugs and other contraband
commodities continue to be sold
using digital currencies through
anonymous dark web marketplaces
inspired by the now-defunct Silk Road;
• Mexican TCOs remain the greatest
criminal drug threat to the United
States, with the Sinaloa Cartel
maintaining the most expansive
footprint, followed by the Jalisco New
Generation Cartel.

The report can be found HERE.
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US Bharara taskforce recommends new insider tradingspecific legislation to better prevent fraud
The US Bharara Task Force on Insider
Trading, led by former US attorney
general Preet Bharara, published on 27
January a report calling on Congress
to advance draft legislation on insider
trading and address deficiencies in
the current legal practice, in order to
provide more clarity for practitioners
and businesses and better prevent
fraud in the securities market.
The report states that the current US

insider trading regime based on the
Securities Exchange Act of 1934 and
court jurisprudence should be replaced by
new insider trading-specific legislation, to
expressly prohibit trading in securities based
on “wrongfully obtained” or communicated
non-public information as opposed to legal
interpretations based on concepts of “fraud”
or “deception”.

benefit” requirement in assessing whether an
insider trading offence has been committed.

In addition, the Task Force recommends that
the new statute should remove the “personal

The report can be found HERE.

The report welcomes the recently passed US
House of Representatives’ Insider Trading
Prohibition Act, but believes the bill should
be improved by removing the personal
benefit test before reaching the Senate.

French financial markets authority publishes money
laundering and terrorist financing risk assessment
The French Authority for Financial
Markets (AMF) published on 28
January a sector risk assessment (SRA)
on money laundering and terrorist
financing (ML/TF), which provides
details on the specific risks raised
by asset management businesses,
financial investment advisors (FIAs),
crowdfunding investment advisors
(CIAs), the Euroclear Central Securities
Depository and the digital assets sector.

The assessment finds that the overall ML/
TF risk for the asset management sector
remains low, but AMF warns that private
equity funds are subject to a moderate ML/
TF risk due to their exposure to foreign
capital, which requires greater due diligence
in relation to customers and the source of
funds. In addition, the ML/TF risk remains
moderate for the real estate management
business and discretionary management
activity, due to the potential exposure to

corruption and tax evasion by politically
exposed persons. The AMF considers that
FIAs are exposed to a low TF risk and a
moderate ML risk, depending on the nature
of their clients and partners. Digital asset
service providers also present a moderate
ML/TF risk and are exposed to other risks.

The press release can be found HERE.

UK fraud report finds fraudsters ‘operate with impunity’
A review of fraud investigations in the
UK published on 24 January concludes
that fraudsters currently “operate with
impunity” in the UK because police lack
the skills to investigate complex cases
and fraud is rarely prioritised in forces.
Fraud accounts for a third of crimes in the
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UK and reports of scams rose by 15 percent
in the past year to £130 billion, according
to the 59-page report commissioned by the
City of London Police Authority Board. An
estimated 86 percent of fraud is committed
online and many offences involve multiple
victims across the UK. The review led
by the Metropolitan Police’s ex-deputy

commissioner Sir Craig Mackey states that
less than 1 percent of police officers directly
investigate fraud and just 2 percent of fraud
cases are detected.

The report can be found HERE.
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Audit finds Danish authorities failed
to effectively fight money laundering
The Danish Parliament’s State
Auditors published on 24 January a
National Audit Office (NAO) report
on the effectiveness of Denmark’s
anti-money laundering and counter
terrorist financing (AML/CFT) regime
between 2016 and 2018, highlighting
the lack of cooperation between the
government, prosecutors and the
police in preventing and investigating
crime. The Danish ministers have two
months to respond to the NAO report.
Key findings:
• The control and guidance efforts by
Business, Justice and Taxation Ministries
to prevent ML/TF have not been effective
to date and the exchange of information
among authorities was inadequate;
• Danish regulators have not provided
satisfactory support to the 20,000
obliged entities in detecting and reporting
suspicious transactions;
• Although the number of suspicious
activity reports (SARs) has increased
significantly, the AML Secretariat
forwarded only three notifications
to the relevant authorities for further
investigation between 2016 and 2018;

Danish regulators
have not provided
satisfactory support
to the 20,000
obliged entities
in detecting and
reporting suspicious
transactions
• The Special Prosecutor for Serious
Economic and International Crime
(SØIK), and the Police and Intelligence
Service (PET) failed to follow up on
notified cases and provide feedback to
the AML Secretariat;
• The Danish ML/TF risk assessment
remained unfinished, with the PET’s
risk assessment of TF expected in
2020; and
• Danish regulators conducted only a
limited number of risk-based on-site
controls of obliged entities.

The press release can be found HERE.

SEC cybersecurity best practices
The US Securities and Exchange
Commission’s (SEC) Office of
Compliance Inspections and
Examinations (OCIE) published
on 27 January a report identifying
best practices in cybersecurity and
operational resilience that firms have
implemented to protect against and
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respond to cyberattacks.
The report provides insight into what the
SEC considers to be the elements of an
effective cybersecurity programme.
The report can be found HERE.

France issues
study on the
impact of
cybercrime
on the stock
market
The French Authority for Financial
Markets (AMF) published on 28
January a study on stock market
cybercrime, which examines the
most widespread cyber offences
and their impact on financial
institutions, as well as their
relevance for regulatory activity.
The main conclusion of the initial survey
of the national public authorities’ is a
lack of focus on preventing corruption
in the private sector.
The most common cyberattacks on
securities market companies
include: insider cybercrime, by hacking
computers to obtain privileged
information; cyber-distribution of
false financial information via fake
websites and social media platforms to
influence the price of a listed company;
and cyber manipulation of prices, by
compromising trading accounts to
set up “pump & dump” manipulative
schemes or spoofing.
The AMF assesses that the average
impact of a cyberattack on the share
price of a company can be as high as
5 percent, and the overall impact of
cybercrime is 0.5 percent of world GDP.

The study can be found HERE.
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Transparency International Corruption Perceptions Index
Transparency International published
on 23 January the results of an annual
global survey finding that public
sector corruption is perceived to have
increased in Canada, France, the UK
and the US. The United States received
its lowest score in eight years on the
non-governmental organisation’s
Corruption Perceptions Index (CPI). The
survey of 180 jurisdictions found that,
more than in any other major developed
country, people in the US believe that
wealthy people buy elections.

Key findings:

the least corrupt countries in the world;

• More than two-thirds of countries
are stagnating or showing signs of
backsliding on anti-corruption efforts;

• Somalia, South Sudan, Syria, Yemen and
Venezuela were rated the most corrupt
countries worldwide; and

• Countries with stronger enforcement of
campaign finance rules and with broader
and more open consultation processes
for political decision-making are rated as
having lower levels of corruption;

• Hungary, Romania and Bulgaria had
the poorest scores in Europe for anticorruption efforts.

• New Zealand, Denmark, Finland,
Switzerland and Singapore were ranked

The report can be found HERE.

EU to initiate infringement proceedings as early as
February against states that fail to implement 5MLD
Speaking at the Economic and Financial
Affairs Council (ECOFIN) press
conference on 21 January, European
Commission (EC) Executive VicePresident Valdis Dombrovskis urged
member states to ensure full and
timely implementation of the EU’s Fifth
Money Laundering Directive (5MLD) to
avoid infringement procedures being
launched against them.
According to Dombrovskis, a few EU
countries have failed to implement 5MLD

by the agreed deadline of 10 January. As
a result, infringement procedures will be
initiated as early as February against those
failing to comply with the EU’s new rules.
“We committed to work on an efficient and
ambitious supervisory architecture to tackle
money laundering. We also need to have an
effective implementation of our own rules”,
explained Dombrovskis.

The statement can be found HERE.

PSR calls for banks to join fraud reimbursement code
Chris Hemsley, Head of the UK’s
Payment Systems Regulator (PSR),
called in a speech on 23 January for
more banks and building societies to
sign up to the voluntary Contingent
Reimbursement Model Code, which
is designed to ensure victims of
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authorised push payment (APP) scams
are reimbursed for their losses.
Hemsley said the PSR supports a rule
change in payment systems to ensure
victims of fraud are refunded in ‘no blame’
situations where they have done nothing

wrong and financial institutions have met
their obligation under the code, which is
governed by the Lending Standards Board.

The speech can be found HERE.
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UN Security Council report identifies
terrorism financing trends
The United Nations Security Council
(UNSC) released on 20 January a
biannual report on the leadership,
activities and funding sources of
Islamic State in Iraq and the Levant
(ISIL) (Da’esh), Al-Qaida and their
affiliates around the world. The
report from the Analytical Support
and Sanctions Monitoring Team
also discusses member states’
implementation of travel bans, asset
freezes and arms embargoes against
the terrorist groups.
Key points:
• It has been more than 10 years since
member states submitted reports to the
monitoring team on their implementation
of the UN sanctions regime, including
the freezing of assets belonging to listed
individuals and entities associated with
ISIL and Al-Qaida;
• ISIL is financing its operations through
investing in legitimate businesses and
commercial fronts, including money
exchange companies in Iraq;
• ISIL is using a mix of mechanisms
for a single money transfer, including
legitimate transfers via a registered
money transfer company followed by a
hawaladar or courier;
• ISIL has used front companies it
established in some neighbouring
countries to both move funds and
procure goods and technology;
• Funds entering the ISIL core area often
arrive in Turkey through money service
businesses (MSBs) and then reach
beneficiaries via hawala or cash courier
channels;
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• ISIL is openly extorting money
from local businesses and wealthy
individuals in the Syrian Arab
Republic’s Dayr al-Zawr and Hasakah;
• During ISIL’s occupation of Mosul,
Kirkuk and Ninawa, the group stole
many artefacts from archaeological
sites in order to finance its activities
and trafficked these objects to
northern Iraq and the Syrian Arab
Republic;
• Hurras al-Din (HAD), a group affiliated
with Al-Qaida, raised funds in Syria and
online using Telegram and WhatsApp
as part of a wider fundraising
campaign launched in mid-May 2019
that may have given HAD access to
international financial support;
• Individuals affiliated with the
Organization of Al-Qaida in the Islamic
Maghreb (AQIM) maintain control
of trafficking routes that they are
continually able to tax, particularly
through the Salvador Pass on the triborder area between Algeria, Libya and
the Niger;
• Somalia-based Harakat Al-Shabaab
Al-Mujahidin (Al-Shabaab), an Al-Qaida
affiliate, released in mid-November a
property tax notice for all households
and businesses; and
• Al-Shabaab also introduced monthly
compliance reports for all companies,
with the largest company, Hormuud
Telecommunication, expected to remit
about $200,000 a month.

The report can be found HERE.

FATF follow-up
report on Saudi
Arabia
The Financial Action Task Force
(FATF) issued on 17 January its
first enhanced follow-up report
on Saudi Arabia, which notes that
the country has taken a number
of actions to strengthen its antimoney laundering/counter terrorist
financing (AML/CFT) framework
and has been upgraded on two
recommendations.
The FATF report examines Saudi
Arabia’s progress in addressing the
technical compliance deficiencies
identified in the 2018 mutual evaluation
report (MER) and its compliance with
the new FATF Recommendations.
The report finds that Saudi Arabia has
made progress on the implementation
of counter terrorist financing and
proliferation targeted financial
sanctions through the issuance of new
legislation in January 2019 and the
adoption of specific guidelines on the
implementation of UN resolutions.
While some progress has been reported
on a domestic AML/CFT mechanism
for the exchange of information and
information sharing for suspicious
transactions, FATF assesses that
Saudi Arabia does not meet the
new requirements. As a result, the
country has been downgraded on
Recommendation 18 and 21. Saudi
Arabia will continue in enhanced followup, with two recommendations rated
“partially compliant”.

The report can be found HERE.
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France launches anti-corruption plan for 2020-2022
The French government launched on
9 January a National Anti-Corruption
Plan for 2020-2022, aimed at
improving the prevention of corruption
across the public and private sector
and strengthening the fight against
corruption at central and local
government levels.

Paris. At the end of 2021, the government
will lead on a public consultation on anticorruption.

In implementing the plan’s objectives on
fighting corruption in sport, the French
authorities will focus on the organisation of
the 2023 Rugby World Cup to be hosted by
France and the 2024 Summer Olympics in

• Provide training to all officials in high-risk
parts of the government;

Key priorities include:
• Improve the understanding and prevalence
of corruption across the public sector;

• Strengthen the prevention of corruption
in the public sector by carrying out risk

mapping, drafting codes of conduct and
launching internal assessment procedures
and alert systems;
• Assist the private sector in setting
up internal anti-corruption plans and
procedures; and
• Assess the effectiveness of the disciplinary
and criminal sanctions system.

The plan can be found HERE.

GRECO identifies France’s key areas for improvement
The Council of Europe’s Group of States
against Corruption (GRECO) published
on 9 January its fifth evaluation round
report on France, which assesses
the effectiveness of the measures
to prevent corruption and promote
integrity in central governments and law
enforcement agencies.
GRECO’s report lists key areas for
improvement in France, which includes

better procedures to prevent corruption
and conflict of interest by persons with
top executive functions (PTEFs), the
implementation of a coherent strategy to
prevent corruption in the National Police and
Gendarmerie and the adoption of legislation
on whistleblowers.

public life and integrity within the executive,
including the establishment of the High
Authority for Transparency in Public Life,
the French Anticorruption Agency and
the National Financial Prosecution Office
and the adoption of a multi-annual anticorruption plan on PTEFs.

The report mentions several positive
legislative developments that have occurred
in the country to strengthen transparency in

The GRECO report can be found HERE.

UK’s FCA to use analytics to improve AML supervision
The UK’s Financial Conduct Authority
(FCA) published on 7 January a new
data strategy, through which it plans to
use “advanced analytics and automation
techniques” to effectively predict,
monitor and respond to company and
market issues.
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The FCA’s plans for the next 12 months
include assessing how to use the new tools
and techniques to “transform” the way it
detects financial crime.
The Bank of England (BoE) also launched
on 7 January a review of the data it collects

from the UK financial sector. The BoE is
seeking responses to its discussion paper,
which must be submitted by 7 April.

The FCA strategy can be found HERE.
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UK Foreign Minister outlines foreign
policy priorities post-Brexit
In a parliamentary speech on 13
January, UK Foreign Secretary
Dominic Raab outlined his
government’s foreign policy priorities
after Britain leaves the European
Union on 31 January.
The priorities include:
• Implementing ‘Magnitsky’ provisions
in the UK Sanctions and Anti-Money
Laundering Act 2018 to designate

individuals responsible for humanrights abuses worldwide; and
• Calling out nations that flout
international law, including the Russian
government over its annexation in
Crimea, alleged chemical weapons
attack in Salisbury and cyberattacks.

The speech can be found HERE.

UK report on county lines outlines
areas for improvement
The UK’s Inspectorate of Constabulary
and Fire and Rescue Services issued
on 10 January a report entitled “Both
sides of the coin: The police and
National Crime Agency’s response to
vulnerable people in ‘county lines’ drug
offending”, which examines how UK
law enforcement identifies and treats
children and other vulnerable persons
at risk of criminal exploitation.

The report finds that the intelligence on
county lines offending has improved, but
regional coordination lacks effectiveness,
police forces are not using the legal tools
at their disposal to identify vulnerable
people and the integrated system of
national tasking needs to be improved.
The report can be found HERE.

The findings of the NRA will inform the
Isle of Man’s new National Financial Crime
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Law firms allegedly helped
Russian entities to launder money
through European court cases
that are “elaborate ruses” by both
parties to “game the courts”, Dr
Andrew Foxall said in a 13 January
statement accompanying his new
report on Russian interference in
the European judiciary.
The 32-page report from the UK-based
Henry Jackson Society draws on an
analysis of six case studies from across
Europe and concludes that the Kremlin
has used Western judiciaries as tools of
Russian foreign policy.
The report recommends that the UK:

Isle of Man national risk assessment
The Isle of Man government published
on 13 January an updated national
risk assessment (NRA) for money
laundering and the financing of
terrorism (ML/TF), which states that
the overall ML risk remains mediumhigh and the TF risk is medium-low.

Report claims
Russian
entities
laundered
money
through sham
EU court
cases

Strategy for 2020-2023. The report
finds that the main threat arises from
international ML, which uses the Isle of
Man to launder the proceeds derived
from foreign predicate offending (two
thirds of investigated ML cases).

The assessment can be found HERE.

• Holds a parliamentary inquiry into how
Russia abuses the international legal
system;
• Enacts a statutory duty to issue
judges with political guidance on the
validity of Russia’s justice system; and
• Introduces a “strong presumption”
against Russian state entities in court
cases.

The report can be found HERE.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | JANUARY 2020

LEGISLATION

5MLD comes into force, Companies
House issues guidance on reporting
The UK Money Laundering and
Terrorist Financing (Amendment)
Regulations 2019 came into force on
10 January, transposing the European
Union’s Fifth Money Laundering
Directive (5MLD).
Companies House published on 10
January guidance on how banks and
other obliged entities should comply with
new requirements to report discrepancies
between beneficial ownership data they
hold on corporate clients and data stored in
Companies House’s people with significant
control (PSC) register.
HMRC simultaneously published a policy
paper summarising key regulatory changes
for reporting entities such as money
service businesses (MSBs). HMRC will
update guidance shortly to reflect the new
regulations, under which HMRC will also
supervise art trading businesses and highvalue letting agents for AML compliance.
The UK’s Financial Conduct Authority (FCA)
announced on 10 January that it is now
the anti-money laundering and counter-

Companies House
published guidance on
how banks and other
obliged entities should
comply with new
requirements to report
discrepancies
terrorist financing (AML/CTF) supervisor
of cryptocurrency exchange providers,
firms involved in initial coin offerings
(ICOs) and other businesses that conduct
crypto-asset activities.

The MLRs 2019 can be found HERE.

The guidance can be found HERE.

The policy paper can be found HERE.

FCA’s overview can be found HERE.

Italy proposes regulatory regime for
ICOs and crypto-asset exchanges
The Italian Companies and Exchange
Commission (CONSOB) published on 2
January a report on initial coin offerings
(ICOs) and crypto-asset exchanges,
which includes a list of proposals for
developing a national regulatory regime.
In view of the risks associated with posttrading services, such as custody services
and settlement activities, CONSOB will
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develop specific requirements for: IT
security, asset segregation, operational
procedures, management of conflicts
of interest, anti-money laundering
safeguards and investor protection
insurance mechanisms.

The press release can be found HERE.

US EO issued
imposing
additional
sanctions
on Iranian
industry
US President Donald Trump
issued a new Executive Order
(EO) “Imposing sanctions with
respect to additional sectors of
Iran” on 10 January, targeting
the construction, manufacturing,
textiles and mining sectors,
which might be used to fund
and support the Iranian
nuclear programme, missile
development, terrorism and
terrorist proxy networks, and
malign regional influence.
According to the EO, sanctions
could also be imposed on any other
sector of the Iranian economy that
may be determined by the Treasury
and State Secretaries to support
Iran’s unlawful objectives, as well
as on foreign financial institutions
for facilitating or conducting, on or
after 10 January, significant financial
transactions in connection with
the targeted Iranian sectors or on
behalf of designated individuals
and entities. According to President,
the EO was issued in response to
Iran’s attacks against the US military,
diplomats and civilians “through
military force and proxy groups”
and will remain in force until Iran
changes its behaviour.

The EO can be found HERE.
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France publishes updated list of noncooperative tax jurisdictions
The French government published
on 7 January its updated list of noncooperative tax jurisdictions, which
now includes thirteen territories,
namely Anguilla, the British Virgin
Islands, the US Virgin Islands, the
Bahamas, the Seychelles, Fiji, Guam,
Oman, Panama, Samoa, American
Samoa, Trinidad and Tobago and
Vanuatu. Anguilla, the Bahamas, the
British Virgin Islands and the US Virgin
Islands have been added to the list due
to financial transparency deficiencies
and lack of progress in exchanging tax
information with France.
Despite some progress, Panama was kept
on the list as it failed to adopt relevant
legislation on beneficial owners and
accounting information. The other eight
jurisdictions were added following their
inclusion in the EU list of non-cooperative

jurisdictions for tax purposes. Due
to significant improvements in tax
matters cooperation, Botswana, Brunei,
Guatemala, the Marshall Islands, Nauru
and Niue have all been removed from
France’s list.
The French government’s statement
mentions that French companies doing
business in these jurisdictions or in
connection with entities based in these
jurisdictions might become subject to
restrictive measures, such as higher
dividend tax rates or fines on profits
generated.

The press release can be found HERE.

The Decree can be found HERE.

US Senate adopts resolution calling
for Magnitsky sanctions over human
rights abuses in the Philippines
The US Senate adopted on 8
January a resolution calling on the
US President to impose sanctions
pursuant to the Global Magnitsky
Human Rights Accountability Act on
the Philippine officials and members
of the security forces responsible
for the extrajudicial killings as part
of the national anti-drug campaign
and for the continued detention of
opposition senator Leila De Lima.
In addition, the resolution condemns the
Philippine government for human rights

abuses against detainees, unfounded
legal proceedings against human rights
defenders, harassment of journalists, forced
labour, corruption and abuse of power. The
resolution also demands the US President
ensure that US security assistance provided
to the Philippine National Police is fully
consistent with the human rights conditions
of the Arms Export Control Act and the
Foreign Assistance Act of 1961.

The resolution can be found HERE.

EU Parliament
committee
issues opinion
on AML and
financial crime
loopholes
The European Parliament’s
(EP) Committee on Economic
and Monetary Affairs (ECON)
issued on 27 January an opinion
regarding the implementation of
the European Banking Authority’s
(EBA) budget, which states that the
EBA should receive the necessary
support to take a leading role in the
AML/CFT institutional framework,
based on the new role and
competencies it received in 2019.
The EP believes that an effective
supervisory regime is essential to the
fight against tax fraud and money
laundering and stresses that the EBA
should receive the necessary resources
to carry out its reinforced AML role.
MEPs expressed regret over the
rejection of their proposal to investigate
the Danske Bank money laundering
case. In addition, MEPs request a
legal framework to address the issue
of conflict of interest arising from
‘revolving door’ situations and the
opening of an inquiry into dividend
arbitrage trading schemes.
The Committee on Budgetary Control
will decide whether to incorporate the
opinion in its motion for a resolution.

The opinion can be found HERE.
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Singapore brings crypto firms under AML supervision
The Monetary Authority of Singapore
(MAS) announced on 28 January the
coming into force of new requirements
under the Payment Services Act 2019
for all crypto businesses and exchanges
in Singapore to comply with anti-money
laundering rules.

Firms providing digital payment token (DPT)
services are obliged to register and apply
for a licence to operate in Singapore from
MAS, which will supervise their management
of financial crime and cybercrime risks. On
23 December, MAS published proposals to
align the legislation with enhanced AML/CFT

standards issued by the Financial Action Task
Force (FATF) and to expand the scope of DPT
services providers’ activities. The consultation
closed on 28 January.
The press release can be found HERE.

EU Parliament committee issues draft resolution
The European Parliament’s (EP)
Committee on Economic and
Monetary Affairs (ECON) published
on 28 January a motion for an EP
resolution, which calls on the European
Central Banks (ECB) and other EU
supervisory authorities to strengthen
their monitoring of crypto-assets and
develop a better monitoring system
for large cash transactions, in order

to tackle the money laundering and
terrorism financing risks in the EU.
In the MEPs’ view, the ECB is best placed to
ensure the right balance between financial
innovation, including FinTech, and financial
stability and the rule of law. As a result, the
ECB should work with the Commission to
assess the EU regulatory framework on
e-money, financial instruments and virtual

currencies and develop a suitable regulatory
framework to address the ML/TF concerns. In
addition, the motion invites the ECB to create
a system for better monitoring large cash
transactions with a view to combatting ML/
TF, tax evasion and organised crime.

The motion can be found HERE.

European Council renews terrorist sanctions list
The EU Council adopted on 13 January
Decision 2020/20 updating the EU
terrorist list which includes persons,
groups and entities involved in terrorist

acts and subject to asset freezing
and enhanced measures in police and
judicial cooperation, in line with Council
Common Position 2001/931/CFSP.

15 individuals and 21 entities are listed.
The press release can be found HERE.

EU Council extends Tunisia sanctions until January 2021
The EU Council decided on 27 January
to extend until 31 January 2021 the
restrictive measures on Tunisia,
directed against 48 persons and
entities determined to be responsible
for the misappropriation of Tunisian
state funds and assets.

information on the right of defence and
the right to effective judicial protection has
been included. Investigations into most of
the designated individuals for offences of
misappropriation, misuse of public office,
conflicts of interest or asset recovery are still
ongoing.

The list of persons and entities subject to
asset freezes was updated and additional

The EU sanctions on Tunisia were introduced
on 4 February 2011 through the adoption of

Regulation (EU) 101/2011, which targeted
former president Zine El Abidine Ben Ali, his
wife and 46 other individuals.

The meeting outcome can be found HERE.

The official decision can be found HERE.
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UK’s PSR consults on Confirmation
of Payee exemptions
The UK’s Payment Systems Regulator
(PSR) published on 20 January
consultation paper (CP) 20/1
“Confirmation of Payee: Proposal
to vary Specific Direction (SD) 10”
seeking views on a new provision
allowing a directed payment service
provider (PSP) to apply for an
exemption in certain situations. CP
20/1 includes two proposed changes.

In an effort to reduce fraud and
misdirected payments in electronic bank
transfers, SD 10 gave direction to the UK’s
six largest banking groups to implement
Confirmation of Payee by 31 March. The
consultation closed on 29 January.

The consultation can be found HERE.

BC consults on beneficial ownership
and laundering through real estate
The government of British Columbia
(BC) launched two public consultations
on 17 January on the creation of a
central registry of company beneficial
ownership, and a review of the
mortgage broker regulation to better
combat money laundering.

until 13 March. The consultations
respond to recommendations put
forward by the Expert Panel on Money
Laundering in B.C. Real Estate.

The press release can be found HERE.

Both consultations are open for feedback

UK FRC revisions to standard for
managing risk of misstatements
The UK’s Financial Reporting Council
(FRC) published on 28 January
proposals to revise its international
auditing standard for identifying
and assessing the risks of material
misstatement, whether due to fraud
or error, in line with updated standards
issued by the International Auditing
and Assurance Standards Board
(IAASB) in December 2019.

UK launches
consultation
on revised trust
registration
obligations
under 5MLD
The UK government published on
24 January a technical consultation
on extending the scope of HM
Revenue and Customs’ (HMRC)
online trust registration service
(TRS) to all express trusts to reflect
the existing money laundering and
terrorist financing risk, in line with
the EU’s Fifth Money Laundering
Directive (5MLD).
In implementing 5MLD, the existing
TRS will be expanded to include UK
express trusts and some non-EU
resident express trusts irrespective of
whether the trust has UK tax liabilities,
with the exception of those that: make
pre-determined and highly controlled
payments to their beneficiaries, in
agreement with their purpose and
structure; and those already supervised
by HMRC or other regulatory bodies.

The consultation runs until 4 April on
the revised version of International
Standard on Auditing (UK) (ISA (UK)
315 (Revised June 2016), which would
become applicable for audits of financial
statements from 15 December 2021.

The government is seeking views from
industry on the types of express trusts
that will be required to register with
the TRS, the handling of exemptions
and third country entity requests, the
proposed registration deadlines and
penalty regime. The closing date for
comments is 21 February.

The consultation can be found HERE.

The consultation can be found HERE.
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ABLV Bank raided over possible
links to money laundering case
On 28 January, Latvian law
enforcement searched the offices
of ABLV Bank, which is currently in
liquidation, officers of the Corruption
Prevention Bureau (KNAB) told
Latvian news agency Leta.
On the same day, the Latvian Prosecutor’s
Office announced that 20 searches in
Latvia and abroad were conducted into an
unnamed financial institution currently in
liquidation on suspicion that it laundered
at least €50 million for an organised
crime group between 2015 and 2018. The
Belarusian Prosecutor’s Office was reportedly
among the authorities asked to assist in
investigating the case.
A spokesperson for the Latvian Prosecutor’s
Office told Leta on 29 January that four
individuals were detained in criminal

proceedings connected to the case
and that investigators are working with
material seized during the searches.
On 30 January, Leta reported that a Riga
court ordered the arrest of Manat board
member and former ABLV employee
Andris Ovsjannikovs on suspicion of
large-scale money laundering and forgery.
Ovsjannikovs is allegedly connected
to Andris Putnins, a legal advisor to
entrepreneurs who was reportedly
arrested the day before.
In February 2018, the US Financial Crimes
Enforcement Network (FinCEN) named
ABLV Banks an institution of primary
money laundering concern over its
alleged orchestration of money laundering
schemes and proposed a ban on US
correspondent accounts for the firm.

Imerys Group hearing with French
anticorruption body
French minerals group Imerys S.A.
took part in a hearing on 22 January
before the French Anticorruption
Agency’s (AFA) Sanctions
Committee, to provide details on
its compliance programme under
the French Sapin II Law, according
to a Les Echos report. Imerys was
reportedly summoned in front of
the Sanctions Committee following
an inspection carried out between
5 February and 12 July 2018, which
revealed a series of weaknesses in
its internal anti-corruption controls.
The AFA Sanctions Committee is
expected to issue a decision on Imerys

in a month. The accusations reportedly
include the following: Imerys’ process
to develop anti-corruption risk mapping
lacked effectiveness and the resulting
action plan did not fully consider the
subsidiaries’ compliance efforts; the
company’s code of conduct did not
comply with the legal requirements, with
most policies and procedures scattered
across many internal documents which
were not accessible by all employees;
Imerys’ accounting arrangements failed
to incorporate adequate anti-corruption
controls; and Imerys showed a “lack of
will and effort” to take action on all of
the outstanding points identified during
the inspection in 2018.

German
prosecutors
launch operation
into Azerbaijani
Laundromat
suspects
According to a statement from
the Frankfurt Prosecutor’s Office,
police raided the homes of money
laundering suspects across Germany
and Belgium on 30 January as part of
an investigation into the Azerbaijani
Laundromat, a giant money
laundering scheme that involved
bribing “at least three European
politicians” according to a report
published by the Organized Crime and
Corruption Reporting Project (OCCRP)
in September 2017.
According to coverage by Süddeutsche
Zeitung, police have been investigating
current MP Karin Strenz, a member of the
Christian Democratic Union (CDU), former
Christian Social Union (CSU) MP, Eduard
Lintner, and an unnamed third party
alleged to be a Belgian citizen.
It is alleged that, between 2008 and
2016 while both were members of the
Parliamentary Assembly of the Council
of Europe (PACE), Strenz received at
least €22,000 to lobby for the Azerbaijani
regime, while Lintner is alleged to have
received €4 million to facilitate bribe
payments to Strenz and other members
of PACE in exchange for political support
for the Azerbaijani regime, according to
an article published in the Frankfurter
Allgemeine Zeitung. The investigation into
Strenz, Lintner, and the unnamed third
associate is ongoing.

34

aperio-intelligence.com

FINANCIAL CRIME DIGEST | JANUARY 2020

PRESS & MEDIA

Luanda Leaks raise suspicions over Dos Santos empire
The International Consortium of
Investigative Journalists (ICIJ) reported
on 19 January that a leaked database
of 715,000 files allegedly shows Isabel
dos Santos, daughter of Angola’s expresident, exploited family ties, shell
companies and inside deals to build a
$2.2 billion empire.
The Angolan government reportedly vowed
on 20 January to use “all possible means”
to force the return to Angola of Dos Santos,
who has denied wrongdoing in how she
accrued her fortune, the Guardian reported.
An Angolan court reportedly froze Dos
Santos’s assets in December for allegedly
having benefitted from preferential state
deals under her father’s government.

PwC, which reportedly made millions from
advising companies belonging to Dos
Santos and her husband across multiple
jurisdictions, is conducting an internal
investigation into individual behaviours that
may result in losses of seniority, bonuses
or positions, the Guardian reported. PwC
previously said it was terminating work
for entities controlled by members of Dos
Santos’ family in response to the allegations.
The Luanda Leaks allegedly identify:
• A web of more than 400 companies and
subsidiaries in 41 countries linked to Isabel
dos Santos or her husband, Sindika Dokolo,
including 94 in secrecy jurisdictions like
Malta, Mauritius and Hong Kong;

• European and American management
consultants, accountants and lawyers who
moved money, set up companies, audited
accounts, suggested ways to avoid taxes
and turned a blind eye to possible red flags
of financial crime; and
• The directing of hundreds of millions of
loans and contracts to her companies.
On 22 January, Angolan prosecutors
reportedly accused Dos Santos of conspiring
to embezzle $1 billion from state oil firm
Sonangol during her time as chairperson
between June 2016 to November 2017, the
BBC reported. Dos Santos is also accused
of money laundering, influence peddling and
forgery of documents.

White House reportedly considering reforms to the FCPA
White House Economic Advisor Larry
Kudlow told reporters on 17 January
that the US President Donald Trump
administration is “looking at” making
changes to the Foreign Corrupt

Practices Act (FCPA) after receiving
some complaints from US companies,
CNBC reported.
Kudlow reportedly declined to provide

any further details but signalled that
the administration was working on a
“package” of reforms to the law that bars
US companies from paying bribes to secure
contracts overseas.

UN experts reportedly warn of likely sanctions breaches
at North Korean cryptoassets event
United Nations sanctions experts
reportedly warned in a leaked UN
Security Council (UNSC) report
that attendance of North Korea’s
cryptocurrency conference in February
would be a likely sanctions violation,
Reuters reported on 15 January.
The confidential annual report, which was

due to be submitted to the UNSC later in
January, reportedly states that presentations
at the Pyongyang conference would
include “explicit discussions” on the use of
cryptocurrency for sanctions evasion and
money laundering.
The report cites a US federal court’s
indictment of Virgil Griffith on 7 January

for conspiring to violate the International
Emergency Economic Powers Act at North
Korea’s first cryptoassets conference in April.
US prosecutors allege that Griffith gave
a presentation and advised Pyongyang
officials on how to use cryptocurrency and
blockchain technology to launder money and
evade sanctions.
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Italian court confirms ING Bank
client freeze over AML deficiencies
A regional administrative court in
Lazio, Italy, decided on 16 January to
maintain the Bank of Italy’s ban on ING
Bank engaging with new customers
over anti-money laundering (AML)
deficiencies, according to a report by
Reuters. ING’s appeal to the Bank of
Italy’s decision was “groundless”, the
judges ruled.
The Bank of Italy asked ING to suspend
activity to attract new customers on 16

March 2019, following inspections
carried out between 1 October 2018 and
18 January 2019 which revealed that the
bank had failed to comply with existing
AML legislation. In addition, former CEO
Marco Bragadin was forced to resign.
ING agreed to suspend its services
to new customers until all existing
shortcomings have been addressed and
an effective AML compliance programme
has been implemented.

China sentences ex-president of
Interpol to 13 years for bribery
China has sentenced the former
president of Interpol, Meng Hongwei,
to 13 years and six months in prison,
after he admitted accepting more than
$2.1 million in bribes, between 2005

and 2017, while serving in various
offices, including as a vice minister
of public security and maritime
police chief, the Guardian reported
on 21 January.

OCCRP ‘Unreal Estate’ report on
Russian money laundering
Reporters affiliated with the
Organized Crime and Corruption
Reporting Project (OCCRP)
published a report on 13 January
on Mihajlo Perenčević, a Croatian
businessman with ties to Russian
President Vladimir Putin, who
allegedly received millions of dollars
from Russia under the guise of
fictitious real estate purchases.
The OCCRP claim that, while the exact

source of the money is unknown,
the offshore company that made the
transfer is affiliated to the Russian
Laundromat network that laundered
funds stolen from the Russian state
budget in the “Magnitsky Case”.
According to the report, Perenčević and
his family deposited the funds in their
personal bank accounts in Austria, thus
potentially avoiding Croatian money
laundering controls.

Philippine
remittance
firm’s owners
reportedly
face charges
connected to
the Bangladesh
Bank cyber
heist
The Philippine Justice Department
reportedly ordered the filing of
money laundering charges against
the compliance officer and owners
of local remittance firm Philrem
Service Corp, which allegedly failed
to report suspicious transactions
linked to the $81 million cyber heist
of Bangladesh’s central bank in 2016,
the Inquirer reported on 9 January.
According to a 23-page resolution on 12
December cited by the Inquirer, Justice
Undersecretary Adrian Ferdinand Sugay
claimed that Philrem owners Salud
and Michael Bautista and the firm’s
compliance officer Anthony Pelejo
should be held accountable for Philrem
“knowingly” transacting with money of
suspicious origin.
“Since Philrem Service Corp is a covered
institution under Republic Act No. 9160,
as amended, its officers are and should
be charged with full knowledge of the
corporation’s legal obligations,” the
resolution reportedly stated, reversing an
earlier Justice Department ruling which
had dismissed the charges against the
firm’s owners.
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Malaysia reportedly links ex-PM
and UAE’s crown prince to 1MDB
Malaysia’s Anti-Corruption
Commission (MACC) reportedly
has evidence showing ex-prime
minister, Najib Razak, asked the UAE’s
Crown Prince Sheikh Mohammed
bin Zayed in 2016 to help fabricate
a loan agreement for his stepson
Riza Aziz in order to disguise funds
allegedly embezzled from 1Malaysia

Development Berhad (1MDB),
Reuters reported on 8 January.
Riza’s US production house, Red Granite
Pictures, which produced the 2013 film
The Wolf of Wall Street, agreed in March
2018 to pay $60 million to settle US
charges of allegedly partly financing its
films with siphoned 1MDB funds.

UNHCR probing allegations of
corruption in Uganda and Kenya
resettlement programmes
The UN Refugee Agency (UNHCR)
stated on 9 January that it is probing
allegations of fraud in its resettlement
programme in Kenya and Uganda,
following a report by German
magazine Stern which alleges that
refugees are paying $2,500 each for a
place on the resettlement programme.

The report claims to have found an
illegal market that has been set up in
the Ugandan capital Kampala, where
intermediaries liaise between UNHCR
employees and refugees, procuring
forged application documents in
exchange for money to secure a spot on
the permanent resettlement programme.

Japanese lawmaker reportedly
accepted funds from Chinese firm
Japanese lawmaker Mikio Shimoji
reportedly admitted on 6 January
to receiving and not declaring
election campaign contributions
in October 2017 from 500.com, a
Chinese online gambling firm linked
to bribery investigations in Japan,
Kyodo News reported.
The Chinese firm allegedly paid bribes to
six Japanese lawmakers in September
2017 in the hope of participating in

a casino resort project. Japanese
authorities arrested legislator Tsukasa
Akimoto on 25 December on suspicion
of taking bribes from 500.com when
he oversaw the government’s policy on
casino development, Reuters reported
on 26 December. Investigators also
reportedly arrested three other people
suspected of bribery and raided the
offices of ex-lawmaker Shigeaki
Katsunuma and current legislator Takaki
Shirasuka in connection with the case.

Danish DanBunkering
rejects Syria
sanctions case
allegations after
internal inquiry
Danish bunker trader Dan-Bunkering
issued a statement on 7 January on
its ongoing sanctions violations case,
which claims that the company’s own
inquiry found no deliberate breach of
the Syria sanctions regime between
2015 and 2017.
In September 2019, Dan-Bunkering was
preliminary charged by the Danish State
Prosecutor for Serious Economic and
International Crime (SØIK) with violating
the EU’s Syria sanctions regime, after
it emerged that the firm sold at least
30,000 tons of jet fuel to Russian shipping
company Sovfracht, which might have
been used to supply Russian fighter
planes in Syria.
According to Dan-Bunkering, the 29
trades in question represented only 0.2
percent of the company’s total turnover. In
addition, the company argues that despite
its comprehensive compliance system,
the firm cannot be held responsible for
potential sanctions violations by their
customer’s clients.
The statement adds that none of the eight
Danish authorities dealing with the case
have found any evidence in support of
the allegations. As a result and given the
fact that the US authorities have already
dropped their charges, Dan-Bunkering’s
management hopes for a quick
conclusion to the case.
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