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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence team at:
www.aperio-intelligence.com
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Aperio Intelligence is pleased to announce the forthcoming
launch of a brand new online version of the Financial Crime
Digest. The online portal will provide extended coverage,
commentary and analysis, together with full customisation
and searchability. It will offer users rapid access to emerging
financial crime developments, in particular focusing initially
on the UK, EU and US. If you are interested in being involved in
the beta testing phase please get in touch.
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UK Treasury Committee report on economic crime puts
forward urgent actions to combat fraud
The UK Parliament’s Treasury
Committee published on 1 November
a report entitled “Economic Crime:
Consumer View,” which examines the
scale of economic crime faced by
British consumers and demands that
banks, regulators, law enforcement
and the government investigate
economic crime and enhance consumer
protection. The report estimates that
economic crime reached GBP 600
million in the UK in the first half of 2019.
The report outlines action points including:
• The implementation of Confirmation of
Payee by the deadline of March 2020;
• The introduction of a mandatory 24-hour
delay on all first-time payments between
accounts to limit fraud;
• The government should review the
recovery of stolen funds legislation and
the Financial Conduct Authority (FCA)
should set tight deadlines for financial
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firms to block accounts once suspicious
activity has been identified;
• Banks to become more transparent on
de-risking and why they withdraw certain
services and the FCA should investigate all
de-risking cases where a customer cannot
come to resolution with their bank;
• Making the Contingent Reimbursement
Model (CRM) compulsory to reimburse
victims of authorised push payments (APP)
retrospectively to 2016; and
• Undertaking targeted education campaigns
on proper account usage by customers
and for the prevention of certain individuals
becoming money mules.
Meanwhile, the UK Treasury and Home Office
published on 4 November minutes from the
Economic Crime Strategic Board’s meeting
on 10 July. The meeting, which included
representatives from the FCA, National
Economic Crime Centre (NECC) and financial
institutions, covered public-private threats

and the economic crime plan. The economic
crime plan currently has 52 commitments,
including delivering ongoing reforms of the
suspicious activity reporting (SARs) regime,
improving the AML supervisory regime and
reforming Companies House.
Agreed actions
• HM Revenue & Customs (HMRC) and the
NECC to work with public and private-sector
stakeholders to consider how to further
reduce the extent to which money service
businesses (MSBs) are used to facilitate
serious and organised crime; and
• The City of London Police, NECC and Home
Office to develop a strategy to improve law
enforcement’s response to fraud.

The report can be found HERE.

The minutes can be found HERE.
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UK’s FIU annual report shows 154 percent increase in
criminal funds restrained due to DAMLs
The UK Financial Intelligence Unit
(UKFIU) announced in an annual report
published on 5 November that it saw a
53 percent increase in defence against
money laundering (DAML) requests in
the year to March 2019. This resulted
in GBP 131.7 million being denied to
criminals, compared to GBP 52 million
the previous year.
The introduction of account freezing orders
(AFOs) and the extension to the moratorium

period enacted by the Criminal Finances
Act 2017 is believed to be the reason for the
significant increase in funds restrained during
the reporting period.
The annual report also noted that while
banks continued to submit the vast majority
of suspicious activity reports (SARs) and
the number of reports from legal and
accountancy firms remained low, the UKFIU
received an increase in SARs from challenger
banks and fintech companies.

The annual report can be found HERE.

UK Foreign Affairs Committee report calls for more
effective sanctions regime to curb foreign interference
The UK’s House of Commons Foreign
Affairs Committee published on 5
November a report on defending
democracy in the age of autocracies,
urging the government to step up
efforts to limit autocratic interference in
the UK by establishing a more effective
sanctions regime and tougher measures
to disrupt illicit finance and combat
money laundering.
Highlights
• The report identifies academia as being
a distinct area at risk of influence by
autocracies, particularly from Russia and
China;
• The Committee calls on the government
to curb foreign interference with a more
effective sanctions regime, coordinated
by a Senior Responsible Owner (SRO) with

personal accountability to the National
Security Council;
• Given the urgency of disrupting the flow of
“dirty money” to counter foreign interference
in the UK, the report demands that the
government adopts measures to block
listings on the London Stock Exchange on
national security grounds; and
• The report confirms that the government
has agreed to implement unilaterally
sanctions against individuals accused
of human rights violations (the so-called
‘Magnitsky’ powers) while still in the
European Union and post-Brexit, under the
Sanctions and Anti-Money Laundering Act
(SAMLA) 2018, but has failed to provide
more clarity on the next steps.
The report follows three oral evidence
sessions with UK ministers, academia and

Russian and Chinese activists, held between
June and October.
Separately, the chair of the UK House
of Commons’ Intelligence and Security
Committee, Dominic Grieve, raised an urgent
question in Parliament on 5 November
over prime minister Boris Johnson’s refusal
to allow before the general election the
publication of a report on Russian influence
on the Conservative party and the 2016
Brexit referendum. Grieve told the House a
spokesperson gave “bogus” security reasons
for Johnson’s “unprecedented” delay in
authorising the publication of the report.

The FAC report can be found HERE.

The press release can be found HERE.
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FATF raises concern over AML enforcement in Russia
and Turkey ahead of mutual evaluation reports
In a bulletin published on 4 November,
the Financial Action Task Force
(FATF) provided a summary of
intergovernmental assessments
of Russia and Turkey’s anti-money
laundering (AML) regimes ahead of the
publication of mutual evaluation reports
(MERs) in December.
The assessments were raised at FATF’s
plenary meeting on 16-18 October, which also
discussed AML reforms in Norway, Spain,
Denmark, Ireland, Singapore and Brazil since
the adoption of their MERs.

Summary

financing of weapons of mass destruction;

• Russia needs to improve its AML
supervision and prioritise the investigation
and prosecution of complex money
laundering, especially cross-border crimes;

• Brazil has introduced new measures to
identify and freeze terrorist assets and
addressed most of its targeted financial
sanctions deficiencies; and

• Turkey has “serious shortcomings” in
tackling ML/TF, and needs to more rapidly
freeze assets linked to terrorists, UNdesignated entities and the proliferation of
weapons of mass destruction;

• Denmark, Ireland and Singapore have been
rerated on several FATF Recommendations
and Ireland has moved from the “enhanced”
to the “regular” follow-up process.

• Norway and Spain have improved their
ability to freeze assets connected to the

The FATF bulletin can be found HERE.

EU finance ministers issue paper calling for centralised
AML supervision of high-risk financial institutions
On 8 November, finance ministers from
France, Germany, Italy, Latvia, Spain and
the Netherlands issued a joint position
paper proposing an autonomous
Europe-wide anti-money laundering
(AML) supervisor and a harmonised
European AML regulatory framework for
the financial sector.
The four-page paper calls for consideration
of whether the European Banking Authority
(EBA) should be granted additional
supervisory powers or whether a new
AML agency should be created to fulfil the
proposed mandate.
Key proposals
• Establishing a central AML supervisor with
the power to directly supervise financial
institutions that are considered high
risk or that have received “insufficient or
inappropriate” national supervision;

Proposals include
establishing a central
AML supervisor with
the power to directly
supervise financial
institutions that are
considered high risk
or that have received
“insufficient or
inappropriate” national
supervision
• Empowering the AML supervisor to take
legally binding decisions against financial
institutions operating in the European Union;
• Ensuring the agency is autonomous,
transparent and cooperates with national

supervisors, European Supervisory
Authorities (ESAs) and the European Central
Bank (ECB); and
• Converting core aspects of AML
directives into regulations to harmonise
national obligations related to customer
due diligence, recordkeeping and other
expectations of the financial sector.
The statement follows the 30 September
announcement by the EU Council’s presidency
on possible AML reforms for consideration
by member states, including the creation of a
new AML agency and the conversion of the
AML directive into a regulation. The Economic
and Financial Affairs Council (ECOFIN) will
adopt conclusions on agreed measures at its
5 December meeting.

The joint statement can be found HERE.
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FCA calls for
innovations
in financial
crime detection
technology

The UK Financial Conduct
Authority’s (FCA) head of
innovation, Nick Cook, said in a
speech on 6 November that the
regulator is keen to work with
innovators to further explore and
test technology to detect financial
crime following its global AML and
financial crime TechSprint in July.
Technology for development
• Federated learning or travelling
algorithms, which could allow entities
to develop and refine more performant
algorithms that are trained on multiple
data assets without bringing those
assets together; and
• Complex scenario modelling and
scenario simulations, which use
graph analytics, behavioural science
and deep learning to better model
relationships, connections and
behaviours in financial markets.

The transcript can be found HERE.

The podcast can be found HERE.

EU Council and Commission joint
draft statement on cryptoassets
The EU will consider developing new
legislation on a common EU approach
to cryptoassets that would address
the risks posed by global stablecoins,
according to a draft joint statement
by the Council and Commission sent
to member states on 6 November.
Highlighted risks include money
laundering, terrorism financing and
financial stability.

The draft statement, which is due to be
approved by to the Economic and Financial
Committee (ECOFIN) on 5 December,
asserts that no global stablecoin
arrangement should begin operation in the
EU until the challenges and risks have been
“adequately identified and addressed.”
The statement can be found HERE.

US report notes money laundering
risks of global stablecoins
The US Federal Reserve Board stated
in its annual report on the resilience
of the US financial system, published
on 15 November, that global
stablecoin payment networks pose
significant risks of money laundering
and terrorist financing.
In the 60-page report, the Fed stated

that it is closely cooperating with other
regulators to ensure global stablecoin
systems such as Facebook’s Libra
address legal and regulatory challenges
before becoming operational.

The annual report can be found HERE.

IOSCO determines stablecoins may
be treated as regulated securities
In a statement dated 4 November,
the International Organization of
Securities Commissions (IOSCO)
stated that global stablecoin
initiatives may be subject to
IOSCO principles and standards,
including those related to disclosure,
registration, reporting and liability for
sponsors and distributors.

IOSCO also noted that a case-by-case
approach is needed to establish the
applicable national regulatory regimes
and IOSCO principles and standards for
the cryptoassets that may pose financial
crime, market integrity and systemic risks.
The statement can be found HERE.
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European Commission considers
‘single hub’ for financial institutions
to report to supervisors

NCA guidance
on SARs
glossary codes

The European Commission may
consider developing a “single hub”
for financial institutions to report
data, with the system accessible
to all blocwide and national
supervisors, according to a working
document by Commission staff
published on 7 November.

The UK’s National Crime Agency
(NCA) published on 1 November
guidance on the use of glossary
codes and reporting routes in
suspicious activity reports (SARs).

The 276-page assessment of EU
supervisory reporting requirements notes
that many industry stakeholders have
called for a “report-once” system where
reported data can be accessed and used
by any EU-based supervisor.
The document states that, while EU
reporting requirements are “broadly
effective” in providing financial regulators
with data that can be used across their
supervisory functions, greater alignment
of reporting frameworks could reduce the
cost and burden on financial institutions
and improve the quality of data available
to supervisors.

The average annual cost of supervisory
reporting for banks is about 25 percent
of total compliance costs, according to
a study completed in April 2019 by ICF/
CEPS for the European Commission.

The report includes guidance on
glossary codes for defence against
money laundering (DAML) requests
and SARs involving predicate offences
to money laundering. The NCA stated
that glossary codes are “crucial” for
identifying money laundering trends and
high-risk cases and for giving reporters
feedback on emerging typologies.
The NCA published on 11 November
the latest issue of its SARs in Action
magazine, which includes case studies
arising from SARs.

The summary can be found HERE.

The guidance can be found HERE.

The document can be found HERE.

The magazine can be found HERE.

Finnish presidency of the European Union issues report
on Europe’s anti-corruption measures
The Finnish presidency of the
Council of the European Union
published on 6 November a report
on the recent action taken by Europe
to combat corruption, which aims
to inform the process to further
strengthen the European Union’s
anti-corruption tools.
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Based on the exchange of views at the
Justice and Home Affairs Council on 7
October, the presidency concluded that
the fight against corruption should be a
key priority, in which the EU should play
a leading role at international level. The
member states considered additional
mechanisms, such as the EU becoming

a full member of the Group of States against
Corruption (GRECO) and making both EU
institutions and member states subject to an
anti-corruption monitoring mechanism.

The report can be found HERE.
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European Council removes Belize from tax havens list
and North Macedonia from watchlist
The European Council agreed on 8
November to remove Belize from its
list of non-cooperative tax jurisdictions
following the nation’s adoption on 11
October of legislative reforms to its
tax regime for “international business
companies.” Belize remains subject to
monitoring of the implementation of
its commitment to amend or abolish
“harmful features” of its foreign source
income exemption regime.

Eight jurisdictions remain on the list of nations
with inadequate defences against tax fraud,
evasion and avoidance: American Samoa, Fiji,
Guam, Oman, Samoa, Trinidad and Tobago,
the US Virgin Islands and Vanuatu.
EU member states also agreed to
stop monitoring North Macedonia’s
implementation of its tax commitments
following its ratification of the
Organisation for Economic Co-operation

and Development’s (OECD) Multilateral
Convention on Mutual Administrative
Assistance, which comes into force in the
jurisdiction on 1 January 2020.

The press release can be found HERE.

The Council note can be found HERE.

EU Commission sets out AML/CFT rules for Emission
Trading Scheme auctioning
The European Commission’s Delegated
Regulation 2019/1868 amending the
EU Emission Trading Scheme (ETS)
Auctioning Regulation was published in
the EU Official Journal on 8 November,
setting out the rules on the use of
the common auction platform and
the necessary measures to ensure
its compliance with anti-money
laundering and combatting terrorist
financing (AML/CFT) requirements. The
Regulation was due to enter into force
on 28 November.

Key AML/CFT requirements include:
• Monthly mandatory reporting on auction
transactions with respect to market abuse,
ML/TF or other criminal activity;
• National administrators may refuse to
open an account or register a verifier if the
account holder has been under investigation
or convicted in the preceding five years for
ETS related fraud, ML/TF or has reasons
to believe the account might be used for
serious crimes;

• Accounts may be suspended for up to four
weeks where there are indications they have
been used for illicit purposes; and
• Cooperation with FIUs where there are
indications that funds for auctions are the
proceeds of crime or ML/TF related.

The Regulation can be found HERE.

EU Council adopts EBA-related amendments to 4AMLD
The European Council adopted on
20 November several amendments
to Directive (EU) 2015/849 on the
prevention of the use of the financial
system for money laundering or terrorist
financing (4AMLD), Directive 2009/138/
EC on insurance and reinsurance

services (Solvency II) and Directive
2014/65/EU on markets in financial
instruments (MiFID II).
The amendments to the Fourth Money
Laundering Directive reflect the European
Banking Authority’s new AML role. The

revisions update information sharing
processes and stipulate that the EBA will be
responsible from 1 January 2020 for issuing
risk-based guidance.
The amendments can be found HERE.
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UK FCA consults
on regulatory
fees and levies
for 2020/21
The UK’s Financial Conduct
Authority (FCA) published on 13
November Consultation Paper (CP)
19/30 setting out the proposed
changes related to FCA fees and
levies from 2020/21.
Proposals include
• Clarification that the 2019/20 fee-rate
for persons registered under the Money
Laundering Regulations is GBP 460;
• Proposals to use income to calculate
fees for Multi-lateral Trading Facilities
(MTFs), Organised Trading Facilities
(OTFs) and Recognised Overseas
Investment Exchanges (ROIEs);
• Proposals on Special Project Fees to
compensate for the high supervisory
costs in the case of mergers,
acquisitions or other changes; and
• An update to the list of persons subject
to the illegal money lending levy rule
applicable to consumer credit firms.
The document applies to all FCA-fee
payers, including cryptoasset businesses
and proxy agents, which will come
under the FCA’s supervision from 10
January and 1 April 2020, respectively.
Responses should be submitted before
12 January 2020.

The press release can be found HERE.

The consultation can be found HERE.

Organised crime groups earn €30bn
a year from drug trafficking in EU
Europol and the European Monitoring
Centre for Drugs and Drug Addiction
published on 26 November the
2019 EU drug markets report,
which includes recommendations
to counteract drug production and
trafficking by organised crime
groups, which are becoming more
internationally connected and are
exploiting gaps and differences
in EU regulatory and drug control
environments.
The drug market is one of the major
sources of income for organised crime
groups (OCGs) in the EU, with a minimum
estimated retail value of EUR 30 billion a
year, according to the 260-page report.

Key actions
• Tackling the business models of toplevel organised crime groups active in
the global drug market;
• Reducing opportunities for wholesale
drug trafficking through key entry points
into the EU; and
• Addressing links between drug
trafficking and other criminal activities,
including human trafficking, money
laundering, corruption and terrorism.

The report can be found HERE.

Irish Central Bank issues guidance
on administrative sanctions
The Central Bank of Ireland issued
on 14 November an updated guide
to sanctions for regulatory breaches,
imposed on firms and individuals
under the Administrative Sanctions
Procedure (ASP). The guidance
includes a list of criminal offences to
be considered in determining penalties
against regulated entities, such as
money laundering and fraud.
In deciding on the appropriate sanction,
the Central Bank will consider a series of
mitigating factors, such as cooperation,
self-reporting and remediation measures.
For the purposes of sanctions, the Central
Bank will assess a list of aggravating

factors, which includes the existence of
prior criminal convictions and the nature
and extent of any financial crime facilitated
by the contravention.
Criminal convictions which may be
considered relevant include offences
involving money laundering and terrorist
financing, fraud, misrepresentation,
dishonesty, and market manipulation.

The press release can be found HERE.

The guidance can be found HERE.
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UK committee calls for sanctions over human rights
abuses in Hong Kong; US passes sanctions legislation
The UK House of Commons Foreign
Affairs Committee has called on the
Foreign and Commonwealth Office
(FCO) to explain why it has not yet
used powers under the Sanctions and
Anti-Money Laundering Act 2018 to
designate Chinese officials responsible
for human rights abuses in Hong Kong.
The Committee stated in a report published
on 5 November that the FCO has been “far
too slow” in making use of the foreign policy
tool to counter human rights abuses abroad.
Lawmakers called for the FCO to state how it
plans to coordinate with the EU in designing
and imposing sanctions on individuals and
entities connected to autocratic regimes.
The UK’s Minister for Asia Pacific, Heather
Wheeler, told the parliamentary committee
on 22 October that a new statutory
instrument (SI) for Magnitsky-style sanctions
would be announced imminently and that
the SI would set out criteria for designations
over human rights violations.
The Committee recommended
• Appointing a senior responsible official
with personal accountability to the
National Security Council for devising and
implementing UK sanctions policy;

Democracy Act of 2019 (S1838) and a Bill to
prohibit the commercial export of covered
munitions items to the Hong Kong Police
Force (S2710) on 20 November, a day after
the Senate unanimously approved both Bills.
S1838 provides for designations of
individuals responsible for human rights
violations in Hong Kong. The Bill also
stipulates that the Commerce Department
should annually report to Congress on
China’s efforts to use Hong Kong to evade
US export controls and sanctions.
• Urgently establishing the power to block
listings in the UK on national security
grounds in order to limit the influence and
reach of autocracies in the UK; and

S2710 directs the US president to prohibit
export licences for tear gas, rubber
bullets and handcuffs to Hong Kong law
enforcement.

• Encouraging reform of Interpol’s “red
notice” system to protect it from abuse by
autocracies.
Separately, on 27 November, US president
Donald Trump signed into law two Bills
to designate individuals responsible for
human rights violations in Hong Kong and
restrict exports of US munitions to HK police
following reports of violence against civil
rights protestors in the city state.
The US House almost unanimously
passed the Hong Kong Human Rights and

UK press release can be found HERE.

US statement can be found HERE.

US govt S1838 can be found HERE.

US govt S2710 can be found HERE.

FATF’s approach to combatting wildlife trafficking
The Financial Action Task Force
(FATF) announced on 22 November
that it will work with public and private
sector institutions over the next year
to develop a report on good practices
for financial investigations into wildlife
trafficking. The announcement followed

a meeting on detecting the financial
flows linked to the illegal wildlife trade.
The report, which will be developed with
organisations including the People’s Bank
of China, the United for Wildlife Financial
Taskforce and the Royal Foundation, will

highlight how public-private partnerships
and international cooperation can help to
identify and disrupt the illicit proceeds of
wildlife trafficking.

The press release can be found HERE.
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OECD Global
Forum issues
compliance
reports for eight
jurisdictions
The Organisation for Economic Cooperation and Development’s (OECD)
Global Forum on Transparency and
Exchange of Information for Tax
Purposes published on 12 November
eight second round peer review
reports assessing compliance
with the international standard
on transparency and exchange of
information on request (EOIR).
The strengthened EOIR standard requires
evidence of beneficial ownership
information of all relevant legal entities, in
line with the FATF Recommendations.
Key findings
• Andorra, Curaçao, Dominican Republic,
Marshall Islands, Samoa and the United
Arab Emirates have been rated “Largely
Compliant,” as they have demonstrated
progress in implementing the EOIR
standard and have addressed the
previously identified deficiencies;
• Saudi Arabia has maintained its “Largely
Compliant” rating, as more remains to
be done on the availability of beneficial
ownership and accounting information
and timely EOI reports; and
• Panama has been rated “Partially
Compliant” due to gaps in the availability
of beneficial ownership information and
the inability to apply sanctions.
The reports can be found HERE.

EU committee calls for end to all
existing golden passport schemes
The European Economic and Social
Committee (EESC) published on 18
November its opinion on EU investor
citizenship and residence schemes,
adopted during the EESC plenary on
30 October, which calls for a phaseout of all existing schemes due
to their risk of money laundering,
corruption, tax evasion and conflict of
interest.
To address the risks, the EESC sets out a
list of priority actions:
• The European Commission’s (EC) group
of experts to set up minimum standards
for due diligence and security checks of
third country applicants and minimum
standards for the transparency and
operational integrity of the scheme;
• EC to establish a coordination information
sharing mechanism on successful and
rejected applications to avoid “passportshopping” by risky individuals;

• All agents and intermediaries to be
accredited and subject to a code of
conduct and to enhanced due diligence
checks in line with EU anti-money
laundering rules; and
• Member states to ensure strong
governance and oversight mechanisms
are in place that are subject to public
scrutiny, and robust whistleblowing
mechanisms to report wrongdoing.
The opinion can be found HERE.

EU committee asks ECB to better
monitor crypto and cash payments
The EU Parliament’s Committee
on Economic and Monetary Affairs
proposed on 15 November draft
amendments to the European Central
Bank’s (ECB) annual report, calling
on the ECB to increase its monitoring
of the development of cryptoassets,
including stablecoins, and asks the
ECB to establish a framework for the
supervision of financial instruments,
entities or infrastructures, for AML
and stability purposes.

EP members acknowledged that cash
remains an important payment method,
which should not be banned. Additional
amendments were tabled, inviting the ECB
to introduce a single maximum ceiling for
cash payments across the Eurozone and
set up a single platform to report on large
cash transactions in the EU.

The amendments can be found HERE.
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SRA issues warning to UK law firms about AML risk
assessments after finding that 85 percent ignored rules
The UK Solicitors Regulation Authority
(SRA) announced on 14 November
that it has issued a warning notice and
guidance on compliance with the UK’s
Money Laundering Regulations 2017
after a review of 400 law firms found
that 21 percent were non-compliant. In
addition, 64 percent had used templates
for firmwide risk assessments and,
in some cases, near-identical risk
assessments were submitted by
different firms.
The Money Laundering Regulations, which
were updated in June 2017 to align with
the EU’s Fourth Money Laundering Directive
(4AMLD), will be revised in line with the
fifth iteration of the Directive and come
into effect on 10 January 2020. The SRA
stated that it will change its processes for

• Many firms did not understand their
responsibilities when dealing with politically
exposed persons (PEPs), their close
associates or family members;
• Law firms often confused a matter or
client risk assessment with a firmwide risk
assessment; and

authorising solicitors to comply with the new
requirements.

• Two fifths of law firms’ risk assessments
were dated recently, suggesting that some
firms created them in response to the
regulatory request and others may not have
an existing risk assessment.

Key findings of the sectoral review
• A high number of law firms’ risk
assessments did not consider transactions,
high-risk jurisdictions or the delivery method
of their services;

The announcement can be found HERE.

The press release can be found HERE.

EU Council’s draft regulation will strengthen supervisory
convergence to fight money laundering
The Council of the EU published
on 20 November a draft Regulation
amending the founding regulations of
the European Supervisory Authorities
(ESAs), namely the European Banking
Authority (EBA), the European Insurance
and Occupational Pensions Authority
(EIOPA) and the European Securities
and Markets Authority (ESMA). The
Regulation requires more supervisory
convergence and grants extended
powers to the EBA to prevent money
laundering and terrorist financing.

money laundering/terrorist financing;
• The EBA should develop regulatory and
supervisory standards and provide opinions
for preventing and countering ML/TF in the
financial sector;
• The EBA to collect relevant information
on AML/CFT weaknesses in a centralised
database and ensure the dissemination of
information at national level;

Key points

• The EBA should be able to take individual
decisions addressed to financial sector
operators;

• The EBA should have a coordinating and
monitoring role at EU level for preventing

• An internal EBA committee should be set
up, composed of high-level representatives

of authorities and bodies in charge of
compliance with AML/CFT legislation
and coordination groups by competent
authorities;
• The EU Commission to conduct a
comprehensive assessment of the
implementation and functioning of the
EBA’s AML/CFT specific tasks under the
regulation; and
• The ESMA to get additional powers
to conduct investigations and on-site
inspections and to impose fines.

The draft regulation can be found HERE.
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Greece passes legislation to unfreeze
ML proceeds after 18 months
The Greek Parliament passed on
13 November an amendment to
the Criminal Code allowing people
suspected of money laundering and
corruption to recover frozen assets if
they are not sent to trial in a maximum
of 18 months.
According to the new rule, the decision to
unfreeze criminal proceeds will be taken
on a case by case basis by judicial panels
throughout Greece, which may decide to
extend the restrictive measures for another 18
months in certain cases.
According to a Financial Times report, the
latest amendments have allegedly been
tabled to come to the rescue of “a dozen
Greek shipowners, prominent businessmen
and former bankers under investigation for

money laundering. While their assets have
been frozen for the last 2-7 years, none of the
defendants have ever appeared in court”.

The Criminal Code can be found HERE.

The relevant report can be found HERE.

No consensus on UK transaction fee
to fund APP fraud reimbursement
Industry group Pay.UK published its
decision on 15 November concerning a
proposed “transaction fee” to finance
a central fund to reimburse victims of
authorised push payment (APP) fraud,
which concludes that the proposal
cannot go ahead as there is no
industry consensus on the matter.
“The payments sector has raised doubts over
the proposed model’s implementation and
effectiveness,” states Pay.UK, which is now
calling on industry and regulators to find a
solution for customers that also meets the
needs of different types of payment providers.
Pay.UK issued a Call for Information in August
after it received a ‘change request’ from UK

Finance on behalf of seven Faster Payments
Service (FPS) Direct Participants proposing a
change to the FPS Rules for the payment of
a fee by FPS participants to finance a central
fund to reimburse victims of APP fraud in
situations where neither the customer nor
their payment service provider is at fault.
The seven FPS Direct Participants that
made the change request were: Barclays,
HSBC, Lloyds Banking Group, Metro Bank,
Nationwide, RBS, and Santander.

FCA to launch
consultation
on open
finance, which
includes fraud
concerns
Speaking at the Investments
and Savings Alliance (TISA)
Open Finance Conference on
18 November, the UK Financial
Conduct Authority (FCA) director
of competition Sheldon Mills
announced the launch of a
consultation on the benefits
and challenges of open finance
technology for UK financial
services, including fraud
concerns that could become a
key deterrent to the development
of open finance.
The consultation will launch by the
end of the year, as the FCA looks to
expand open banking to increase
competition, ensure consumers get
tailored financial advice, and balance
the potential risks.
Mills warned that “the potential for
increased risk of scams and fraud
is a very real consideration” and that
Strong Customer Authentication
(SCA) requirements need to be
consolidated. Ethical issues around
data sharing and key barriers for the
development of new technology are
currently being looked at by the FCA’s
advisory group on open finance.

The press release can be found HERE.

The full decision can be found HERE.

The speech can be found HERE.
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Canada’s BC FSA to become sole real estate regulator
On 12 November, British Columbia’s
Finance Ministry announced plans for
the BC Financial Services Authority
(BCFSA) to become the sole regulator
for real estate in the Canadian province,
a measure expected to help combat
money laundering by streamlining
investigations and enforcement.
The Finance Ministry will bring forward new
legislation in autumn 2020 to establish the
BCFSA as an integrated regulator for the
real estate and financial services sectors
in spring 2021. Creating a single regulator
was one of the central recommendations of

the Real Estate Regulatory Structure Review
in September 2018 and was echoed in the
Expert Panel on Money Laundering Report in
May 2019.
Under the plans, the Office of the
Superintendent of Real Estate (OSRE) and
the Real Estate Council of British Columbia

(RECBC) will be integrated into the BCFSA,
which will be solely responsible for licensing,
conduct, investigations and discipline in
the real estate sector. The BCSFA became
a crown agency on 1 November and
assumed the accountabilities of the Financial
Institutions Commission, which previously
operated as part of the Finance Ministry.

The press release can be found HERE.

FSA announcement can be found HERE.

Bermuda Monetary Authority risk notice for supervised
entities on conducting cannabis-related business
Bermuda’s Monetary Authority (BMA)
issued on 12 November a notice on
cannabis related risk, which gives
permission to BMA Supervised Entities
to conduct business with licensed
cannabis cultivators, processors and
sellers provided that these operators
comply with the relevant criminal
legislation in Bermuda and in the
country of origin. In addition, Supervised

Entities are instructed to carry out
anti-money laundering (AML) risk
assessments in line with the Proceeds
of Crime Regulations 2008.
In establishing the source of funds as part of
due diligence activities, Supervised Entities
need to ensure that funds do not precede the
date of legitimisation of cannabis business
in the customer’s jurisdiction. The notice

rules out conducting business with cannabis
operators from countries where such activity
is legal at state level only (i.e. the United
States) and advises companies to make
sure Canadian processed cannabis does not
originate from the US.

The risk notice can be found HERE.

US passes bill to legalise marijuana at federal level
The US House Judiciary Committee
passed on 20 November the Marijuana
Opportunity Reinvestment and
Expungement (MORE) Act, which, if
adopted, would decriminalise marijuana
at the federal level by removing the drug
from the Controlled Substances Act.

The Bill would allow states to set their own
policies, and provides them with incentives
to clear criminal records for individuals with
low-level marijuana offences; and requires
the inclusion of those most impacted by the
criminalisation of marijuana in the newly
legal marijuana industry and establishes

Small Business Administration funding for
legitimate cannabis-related businesses.

The press release can be found HERE.
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FATF seeks
‘major’
improvements
to AML
supervision of
banks

Cryptoassets and smart contracts
recognised under English law

The Financial Action Task Force’s
(FATF) executive secretary,
David Lewis, said in a speech
on 18 November that three
quarters of countries need to
make “fundamental or major
improvements” to their anti-money
laundering supervision of financial
institutions and other regulated
firms. Similarly, all jurisdictions
assessed in FATF’s latest round
of mutual evaluations need to
substantially improve entities’
implementation of preventative
measures, he said.

The taskforce noted that its 64-page legal
statement does not cover monetary policy
or the nature of cryptoassets as money,
and that anti-money laundering (AML), tax
and criminal law matters are “best dealt
with by other bodies or organisations.”
However, the recognition that cryptoassets
are capable of being owned will affect
their treatment in cases of fraud, theft,
insolvency or breach of trust.

The implementation of a risk-based
approach is still in its “infancy” in most
countries, Lewis said. Evaluations of the
effectiveness of national AML regimes
has revealed “a focus on processes
more than outcomes,” with countries
taking a tick-box approach to regulatory
compliance.
FATF is launching a strategic review
on how its assessments of countries
can result in real AML improvements.
The intergovernmental body is seeking
to review and modernise the mutual
evaluation and follow-up processes,
including the creation of so-called grey
and black lists of jurisdictions.

The speech can be found HERE.

The Lawtech Delivery Panel’s UK
Jurisdiction Taskforce published
on 18 November a legal statement
recognising cryptoassets as tradable
property and smart contracts as
enforceable agreements under
English law.

The taskforce noted
that AML, tax and
criminal law matters
are “best dealt with
by other bodies or
organisations”
technology and smart contracts under
English private law; and
• The Financial Conduct Authority (FCA)
published on 31 July final guidance
on the regulatory characterisation and
treatment of cryptoassets in the UK
following a consultation.

Key points
• Smart contracts can more securely
and efficiently implement contracts
and automatically execute transactions
between parties;
• The legal statement follows a public
consultation issued on 9 May over the
status of cryptoassets, distributed ledger

The statement can be found HERE.

The press release can be found HERE.

The speech can be found HERE.

EU conclusions on sport corruption
The European Council adopted
on 21 November conclusions on
combatting corruption in sport, which
acknowledge the lack of an overall EU
approach to safeguarding the integrity
of sport and call for a coordinated
approach to prevent the many forms
corruption can take, such as bribery,
trading in influence, manipulation of
competitions and money laundering.

Member states are encouraged to
establish national anti-corruption action
plans and the European Commission is
instructed to propose a cross-sectoral
action plan including a proposal for a
Council Recommendation.

The press release can be found HERE.
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OECD plans to put banks under pressure to inform tax
authorities about non-resident accounts
The Organisation for Economic Cooperation and Development (OECD)
published on 26 November a 10th
anniversary report assessing the
outcomes of the Global Forum on
Transparency and Exchange of
Information for Tax Purposes, an
international project against offshore
tax evasion.

ownership information under the exchange
of information on request (EOIR) standard;
and
• Swiftly taking coordinated global action to
address newly emerging risks of tax evasion
and avoidance.

Upcoming plans include
• Ensuring all jurisdictions require financial
institutions to comply with obligations to
implement the automatic exchange of

information (AEOI) standard on financial
accounts of non-residents;

The press release can be found HERE.

The OECD report can be found HERE.

• Improving availability of beneficial

OECD Global Forum report highlights progress in the
automatic exchange of tax information
The Organisation for Economic Cooperation and Development’s (OECD)
Global Forum on Transparency and
Exchange of Information for Tax
Purposes published on 26 November
the 2019 implementation report on
the automatic exchange of financial
account information in tax matters
(AEOI), which assesses the international
community’s ability to fight tax evasion
by going after undeclared financial
accounts abroad.
The report’s findings include
• A total of 94 jurisdictions automatically
exchanged information in 2019, out of 100
states that committed to implement the
AEOI Standard in 2017 or 2018;
• 36 percent more exchanges were
completed in 2019 than 2018, while the

networks of exchange partners expanded;
• Azerbaijan, Pakistan and Ghana have
voluntarily exchanged information, but have
not been asked to commit to AEOI;
• Dominica, Montserrat and Niue have
not exchanged information as technical
implementation is ongoing; Brunei
Darussalam, Sint Maarten and Trinidad
and Tobago are yet to complete the legal
implementation;
• 98 percent of jurisdictions have both
the domestic and the international legal
framework in place; and
• The Global Forum will start reviewing the
implementation of AEOI in practice by each
jurisdiction in 2020.
In addition to this, the OECD and the United

Nations Development Programme’s (UNDP)
Tax Inspectors Without Borders (TIWB)
launched on 26 November a project on AEOI
in order to improve the tax audit capacity of
assistance-requesting developing countries.
As part of the new initiative, TIWB will run
several pilot programmes deploying expert
tax auditors to developing countries to
support host tax authorities in effectively
using AEOI data and implementing audit
policy, risk assessments and compliance
interventions. TIWB is currently running
four pilot programmes on criminal tax
investigations in Armenia, Colombia,
Pakistan and Uganda and additional
programmes will be launched in 2020.

The report can be found HERE.
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Gunvor fined on bribery and corruption charges, and the
role of Swiss companies in commodities trading
By Will Dapling
Associate
Head of Africa Practice
Aperio Intelligence

In October 2019, Swiss prosecutors
found Geneva-based commodity trader
Gunvor criminally liable for corruption in
the Republic of Congo and Côte d’Ivoire
and ordered it to pay approximately CHF
94 million (~USD 95 million). CHF 4
million of this constituted a fine and the
remaining CHF 90 million represented
the return of profits generated from
both countries between 2009 and 2011.
Gunvor was convicted of failing to take
reasonable and necessary measures
to prevent employees and agents from
bribing foreign public officials to secure
access to the oil sector in the Republic
of Congo and Côte d’Ivoire.
Circumstances leading to the fine
The Office of the Attorney General of
Switzerland (OAG) began investigating
Gunvor’s activities in the Republic of
Congo and Côte d’Ivoire in December
2011. At the time, prosecutors sought to
identify information concerning suspicious
movements, worth over USD 30 million,
linked to the Swiss bank accounts of four
companies linked to Gunvor intermediaries.
In one case, the son of a Gunvor intermediary
reportedly paid USD 4.7 million to several
Hong Kong-registered companies, which
belonged to Chinese nationals who had
either been convicted of financial crimes or
had links to organised crime.
Later, in 2012, Gunvor fired trader and
business developer Pascal Collard, filing a
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criminal complaint, accepted by the Attorney
General, which accused him of fraud and
embezzlement. Gunvor claimed that the
wrongdoing being investigated by Swiss
authorities was due to the actions of Collard,
acting without his superiors’ knowledge.
Collard responded in March 2013 by filing
a lawsuit against his former employer,
which claimed that their allegations were
false. In 2014, Collard’s lawyers informed
Gunvor that they were in possession of video
evidence of the company’s allegedly corrupt
practices in Africa, which was given to the
prosecutor in charge of the case. The video
appears to show Collard’s replacement,
Bertrand Goubet, along with Gunvor
intermediary Olivier Bazin, discussing with
a relative of Congolese president Denis
Sassou Nguesso how to relaunch Gunvor’s
activities in the country.

aide and a Belgian company named Semlex
to secure Congolese oil contracts. Regarding
Côte d’Ivoire, Collard reportedly paid bribes
to a state oil official and also presidential
aides. Collard claimed that managers at
Gunvor had approved the payments as they
would have had to sign them off.

The OAG began investigating Gunvor as
an entity for organisational deficiencies in
2017, with Collard reaching a plea deal with
prosecutors the following year, in which he
admitted to paying bribes on behalf of the
company to secure contracts. According to
the plea deal, Collard paid bribes to, among
others, president Nguesso via a presidential

Why is the fine significant?

As a result of the alleged payments, Gunvor
reportedly secured lucrative contracts
in both the Republic of Congo and Côte
d’Ivoire. In the case of the former, Gunvor
secured a three-year oil supply contract from
the Congolese state-owned oil company
SNPC, in addition to signing prepayment
deals for oil cargoes worth over USD 600
million in 2011. In August 2018, a Swiss
court sentenced Collard to an 18-month
suspended prison term for corruption related
to the oil deals.

Swiss authorities’ action against Gunvor
is significant. Firstly, the fine followed
eight years of investigation by the OAG
and its decision is reportedly the first time
that Swiss authorities have found a major
commodities trader guilty of such crimes.
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Additionally, the CHF 4 million fine handed
to Gunvor is almost the maximum that the
Swiss authorities can issue to legal persons
convicted of foreign bribery, which holds a
maximum fine of CHF 5 million.
Swiss authorities have previously been seen
as reluctant to throw the book at commodity
traders or introduce greater regulation that
specifically concerns the sector, so as not to
reduce the attractiveness of Switzerland as a
business hub. This case, for example, shows
us that there is still some way to go before
we see senior commodity trading executives
being targeted by authorities in Switzerland.
With regards to Gunvor, its CEO Torbjörn
Törnqvist reportedly gave his approval for the
appointment of a Congolese public official
as a company intermediary.
This case is also significant as it, like several
others in recent years in countries such
as the UK and Brazil, has shed light on
commodity traders and oil companies’ use
of intermediaries, who are often politically
exposed, to try and secure lucrative oil
contracts. At present, Swiss anti-corruption
laws criminalise the payment of direct
or indirect bribes to government officials
and the onus is on companies to ensure

This case is also
significant as it, like
others in countries
such as the UK and
Brazil, has shed light
on commodity traders
and oil companies’ use
of intermediaries, who
are often politically
exposed, to try and
secure oil contracts
that those they contract to assist them in
furthering their interests in a given country
do not engage in bribery.
In March 2018, the OECD published a report
on the implementation of its anti-bribery
convention in relation to Switzerland, in
which the organisation found, although some
progress had been made, Switzerland still
has a lot to do in protecting whistleblowers
and prosecuting foreign bribery. The
organisation noted that in almost a decade
only six individuals and five entities had

been convicted of foreign bribery-related
offences, numbers that were considered
very low given that Switzerland is a hub for
sectors such as commodity trading and
pharmaceuticals.
Why is Switzerland so relevant in the
commodities trading sector?
Despite having no significant natural
resources of its own, Switzerland has
become the world leader when it comes
to commodities trading and is particularly
central as a trading centre for African crude
oil: between 2011 and 2013 approximately
25 percent of African national oil companies’
output was traded by Swiss entities. The
circumstances that have led to the nation
attaining this importance relate in large part
to the combination of Switzerland being
an international financial centre, the tax
privileges afforded to entities registered
in the country (approximately 500 in the
sector) and weak regulation concerning
commodities trading.
The above circumstances have led
companies such as Gunvor, Glencore, Vitol,
Trafigura and Mercuria to record billions
in profits over recent years. According to
material from Swiss campaign group Public
Eye, despite the vast majority of materials
never entering the country, Switzerland has
an approximate market share of 60 percent
for metals traded, in addition to figures
of 50 percent for sugar and cereals and
35 percent for oil. In terms of total annual
revenues, approximately five of the ten
largest companies in Switzerland operate in
the commodity trading sector.
In addition to being commodity traders, most
Swiss companies in the sector have also
diversified and become involved in different
steps in the commodities supply chain.
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Clearly exemplified by the 2013 merger
of Glencore and mining company Xstrata,
we have seen companies that traditionally
focused on trading obtaining mining or oil
development and exploration licences, in
addition to the development of networks of
warehouses and petrol stations.
What can we expect going forward?
Going forward it can be seen that both the
Swiss authorities and commodities traders
themselves appear to be taking issues
regarding bribery and corruption more
seriously and have begun implementing
relevant changes.
Indications are that we will continue
to see Swiss authorities assist foreign
authorities in their own investigations into
the activities of commodity traders. For

example, in early 2019, a spokesperson
for the OAG said that they had received
requests for legal assistance from Brazilian
prosecutors regarding their Lava Jato
investigation, in which Vitol, Glencore
and Trafigura have been implicated for
reportedly paying bribes of over USD 30
million through intermediaries to Petrobras
officials. Additionally, in April 2019, it was
reported that Swiss authorities had frozen
approximately USD 700 million in Swiss
bank accounts related to Lava Jato and
had already returned over USD 350 million
to Brazil. In total, the OAG has reportedly
opened over 100 criminal proceedings
related to Lava Jato. Most recently, it was
reported in October 2019 that Switzerland’s
economy minister would be signing up to a
US programme to help improve transparency
and governance in the commodities sector.

Even before Gunvor’s fine, commodity trading
houses have reportedly begun taking steps
to improve transparency and in particular
reduce their use of intermediaries in order to
avoid potential future issues. In the case of
Gunvor, it has reportedly reduced the use of
agents in foreign countries by about a third.
In addition to this, Glencore announced in
June 2019 that it would be cutting out many
of its intermediaries and will only continue
to use agents who have passed strict
compliance tests. The following month,
Trafigura announced that it would end all
business development agreements with
agents by October 2019. Swiss prosecutors
have also acknowledged that Gunvor has
taken steps to bolster its compliance
function - it now has a compliance team
of more than 15 individuals to monitor
payments and trading partners.
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Afterpay publishes audit report which claims historic
AML violations were due to ‘incorrect’ legal advice
Australian payments provider Afterpay
Touch Group Ltd released on 25
November a final audit report claiming
that its historic non-compliance with
anti-money laundering rules was due to
“incorrect legal advice” from a top-tier
Australian law firm in 2016.
Afterpay’s AML programme did not become
“fully aligned” with Australia’s AML rules until
13 September, according to the independent
report submitted to the Australian
Transaction Reports and Analysis Centre
(AUSTRAC).
In a covering letter to the report, Afterpay
stated that it “fully accepts” and is actioning
all of the auditor’s recommendations. The
firm also noted that it has not identified any
money laundering or terrorism financing
activity via its systems to date.
On 12 June, AUSTRAC ordered Afterpay to
appoint an independent external auditor

Afterpay’s AML
programme did not
become “fully aligned”
with Australia’s rules until
13 September, according
to the independent report
submitted to AUSTRAC
to assess the extent of suspected AML
compliance issues. The AML supervisor
will now review the findings and determine
whether to take action against the firm.
The audit found that Afterpay
• Started providing designated financial
services in February 2015 but did not notify
AUSTRAC until March 2016 or finalise its
first AML compliance programme until
June 2016;

• Initially focused its AML controls on
merchants due to “incorrect” legal advice,
when its controls would have been “more
appropriately” focused on consumers;
• Started retrospectively verifying the identity
of existing consumers in May 2018 and the
identity of all new consumers in July 2018;
• Should ensure its enhanced customer
due diligence procedures are applied
proportionately to reflect money laundering
and terrorism financing risks;
• Must enhance its controls for identifying
and managing risks involving politically
exposed persons (PEPs);
• Should ensure it includes all actionable
information in suspicious matter reports;
• Now has an “appropriate” level of senior
management engagement with AML
compliance.

UN International Court of Justice agrees to hear terrorist
financing case brought by Ukraine against Russia
The United Nations’ International Court
of Justice (ICJ) ruled on 8 November
that it has jurisdiction to consider
Ukraine’s case against Russia, in relation
to alleged violations of the International
Convention for the Suppression of the
Financing of Terrorism (ICSFT) over the
funding of illegal pro-Russian armed
groups in eastern Ukraine since 2014.
In its application, Ukraine alleged that
Russia established a large-scale fundraising
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apparatus, both overt and covert, to finance
its proxies in eastern Ukraine.
Key support mechanisms allegedly
included:
• Providing direct monetary contributions
to illegal armed groups, with the Russian
currency effectively replacing Ukrainian
hyrvnia in the region;
• Russian non-governmental entities as well

as prominent members of the Russian
Parliament publicly raised funds for the
separatist Donetsk People’s Republic
(DPR) and Luhansk People’s Republic
(LPR); and
• A shadow banking system to launder
funds originating from Russia, through
the newly established Mezhdunarodny
Rashchyotny Bank (MRB), used to transfer
money from Russian state-owned bank
Vneshtorgbank (VTB) to LPR leaders.
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US State
Department
report identifies
Madagascar,
Laos and
DRC wildlife
trafficking
‘countries of
concern’
The US State Department
announced on 6 November
that Madagascar, Laos and the
Democratic Republic of the Congo
are deemed “countries of concern”
in its latest wildlife trafficking
report, which the agency has
submitted to Congress as required
under the Eliminate, Neutralize,
and Disrupt Wildlife Trafficking Act
of 2016 (HR 2494). A country of
concern is considered to be one in
which its government has actively
engaged in or knowingly profited
from the trafficking of endangered
or threatened species.
The report also identifies the
following countries as a major source,
transit point or consumer of wildlife
trafficking products or their derivatives:
Bangladesh, Brazil, Burma, Cambodia,
Cameroon, China, Democratic Republic
of the Congo, Gabon, Hong Kong, India,
Indonesia, Kenya, Laos, Madagascar,
Malaysia, Mexico, Mozambique,
Nigeria, Philippines, Republic of
the Congo, South Africa, Tanzania,
Thailand, Togo, Uganda, United Arab
Emirates, Vietnam and Zimbabwe.

US State Department publishes
2018 country reports on terrorism
The US State Department published
on 1 November the annual country
reports on terrorism for 2018, which
includes major priorities such as
countering the financing of terrorism
(CFT), tackling Iran-backed terrorist
groups and prosecuting foreign
terrorist fighters.
Highlights of the reports
• The US completed 208 designations
against terrorist groups and individuals
in 2018 to cut off their access to
financing;
• Iran remains the world’s worst state
sponsor of terrorist groups, whose
influence has become global and has
reached Europe in 2018;
• Al-Qaida’s expanding network and the
regional terrorist groups remain a threat

mainly in the Middle East, South Asia,
and Sub-Saharan Africa;
• Implementing CFT legislation remains
outstanding for many countries,
particularly China, which lacks
procedures to adequately control
terrorist financing, freeze funds and
investigate banking transactions;
• Other vulnerable countries on CFT:
Uganda, Afghanistan, Pakistan, Sri
Lanka, Venezuela and United Arab
Emirates; and
• In the UK, at least 70 individuals have
been charged under “fundraising”related sections of the Terrorism
Act 2000 since 2001, of which at
least 32 individuals were convicted.
Others suspected of funding terrorism
were convicted for fraud, and money
laundering.

Dublin Group pinpoints drug-related
ML in central and southeast Asia
The regional Dublin Group chairs for
central and southeast Asia issued on
4 and 5 November their 2018 annual
reports on the fight against illicit
drugs for their respective regions,
which highlight country-specific
measures to identify illicit money
flows and address money laundering.

affect the ability to track money from
narcotics and address money laundering.
Central and southeast Asian countries
are encouraged to identify informal
remittance systems used by money
launderers, to improve data collection
methods and enhance capacity at key
border outposts.

The reports express concern at the
lack of financial intelligence capacity in
central and southeast Asia, the absence
of multilateral action against large scale
drug crime and the lack of joint work by
drug and financial investigators, which

The Dublin Group represents an informal
coordination group of countries on the
fight against illicit drugs. The annual
regional reports will inform the central
Dublin Group’s recommendations and
conclusions.
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AUSTRAC seeks massive fine against Westpac Banking
Corporation over 23 million alleged AML breaches
Australia’s anti-money laundering
regulator applied on 20 November for
a court-ordered civil penalty against
Westpac Banking Corporation for
allegedly breaching the AML/CFT Act
on 23 million occasions. The bank had
“deficient” oversight of remittances
through correspondent banks and
failed to “properly resource” and timely
remediate known issues in its AML
compliance function, according to the
Australian Transaction Reports and
Analysis Centre (AUSTRAC).
AUSTRAC stated in court filings that each of
the 23 million alleged compliance breaches
attracts a civil penalty of between AUD 17
million and AUD 21 million (GBP 9 million
and GBP 11 million). The agency added
that Westpac exposed Australia’s financial
system to “unacceptable risks” of child
exploitation, tax offences, money laundering
and terrorism financing.
In June 2018, Commonwealth Bank of
Australia agreed to pay AUD 700 million to
settle charges that it breached AML rules on
nearly 54,000 occasions.
Westpac is facing investigations and reviews
by several domestic and foreign regulators

Westpac Group
published on 24
November an urgent
plan to address
compliance issues
over its AML processes, market conduct and
other matters. The bank told shareholders on
4 November that it may receive a “significant
financial penalty” from AUSTRAC over its
failure to timely report a large number of
international funds transfer instructions
(IFTIs), including low-value recurring
payments through correspondent banks.
Westpac allegedly failed to
• “Appropriately” assess and monitor
ongoing financial crime risks associated
with cross-border remittances through its
correspondent banking relationships;
• File timely reports to AUSTRAC on nearly
20 million IFTIs involving AUD 11 billionworth of transactions over a five-year
period;
• Conduct appropriate customer due

diligence on transactions with known
indicators of possible child sexual
exploitation in the Philippines and
Southeast Asia;
• Keep records relating to the origin of some
international funds transfers; and
• Pass on information about the source of
funds to other banks in the transfer chain.
Westpac Group published on 24 November
an urgent plan to address compliance issues
highlighted by AUSTRAC.
The bank’s response plan, which includes
“immediate” and longer-term improvements
to its financial crime programme, support for
industry initiatives to enhance financial crime
monitoring and resources for organisations
working to eradicate child exploitation, is
estimated to cost up to AUD 80 million (GBP
42 million) before tax in FY20.
Westpac’s board issued a statement on
22 November “unreservedly” apologising
for any harm caused by its compliance
programme. It subsequently announced
on 26 November a series of executive and
board changes, including the resignation of
group CEO Brian Hartzer.

National Australia Bank discloses AML violations
National Australia Bank disclosed in
its annual report on 7 November that it
has had difficulties with managing its
financial crime risks and has reported
numerous AML compliance breaches to
domestic and foreign regulators.
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The Australian bank stated in its annual
report that it will continue to cooperate
with AML regulators at home and abroad,
but that the potential outcome and total
costs associated with the investigation
and remediation process for identified

compliance issues remain uncertain. The
issues identified include: weaknesses
in implementing KYC requirements; and
systems and processes issues that
impacted transaction monitoring and
reporting in some areas.
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US Department of Justice issues conviction against US
lawyer in international OneCoin money laundering case
The US Justice Department (DOJ)
announced on 21 November that former
US lawyer Mark S. Scott has been
convicted of conspiracy to commit
money laundering and bank fraud, by
the US District Court for the Southern
District of New York, for setting up fake
investment funds to launder USD 400
million in proceeds from the fraudulent
cryptocurrency scheme OneCoin.
According to the indictment, Scott used his
legal knowledge to set up fake investment
funds in the British Virgin Islands known
as “Fenero Funds” where the proceeds
of the OneCoin fraud scheme were

According to the
indictment, Scott used
his legal knowledge to
set up fake investment
funds in the BVI known
as “Fenero Funds” where
the proceeds of the
OneCoin scheme were
transferred, through bank
accounts in the Cayman
Islands and Ireland

transferred, through bank accounts in the
Cayman Islands and Ireland. Scott and
his co-conspirators lied to US banks and
other global financial institutions to make
international money transfers and evade antimoney laundering procedures. Scott was
allegedly paid more than USD 50 million for
his money laundering services.
OneCoin is a pyramid fraud scheme,
through which members receive
commission for recruiting others to
purchase cryptocurrency packages. It was
set up by Bulgarian-based OneCoin Ltd in
2014 and continues to operate.

Finance Denmark taskforce publishes recommendations
to aid the fight against money laundering in Denmark
Finance Denmark’s Anti-Money
Laundering Task Force published on 26
November a list of 25 recommendations
for the financial sector and public
authorities to effectively combat money
laundering and terrorist financing
(AML/CFT), focusing on data-driven
solutions, better intelligence sharing
and increased transparency.
Key recommendations from the Danish
financial services trade association
• Banks to develop a 2025 IT strategy and
invest in digital solutions to develop new
common standards for customer due
diligence procedures;
• Establish a more focused Joint Intelligence

Unit for Money Laundering and Terrorist
Financing (FEHT), with representatives
of banks, the police, the Danish Defence
Intelligence Service (FE), Danish Security
and Intelligence Service (PET) and tax
authorities;
• Amend legislation to ensure banks can
share AML/CFT intelligence and data
registers;
• Finance Denmark to carry out information
campaigns and relevant training sessions
for banking sector employees;
• Individual banks to increase transparency
of their AML/CFT activities, provide
support to whistleblowers and increase
collaboration with the Danish State

Prosecutor for Serious Economic and
International Crime’s (SØIK) Money
Laundering Secretariat; and
• The sector to run an audit of all bank boxes
left in Denmark and their owners, which
could be storing criminal proceeds.
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Swedbank allegedly breached sanctions and laundered
funds for Russian clients, SEB closed dozens of corporate
accounts, Estonia prioritises criminal case
Swedish lender Swedbank stated
on 20 November that it is assessing
claims that it violated US sanctions
after Sveriges Television’s (SVT)
Uppdrag granskning programme and
the Organised Crime and Corruption
Reporting Project (OCCRP) published
wide-ranging allegations of antifinancial crime failings by the bank’s
Estonian operations.
SVT’s programme claimed that US
authorities are currently investigating the
bank for sanctions breaches. A leaked
internal draft report allegedly shows that
Swedbank’s Estonian branch helped its
biggest client, Russian oligarch Iskander
Makhmudov, conduct more than EUR
1 million in transactions between USdesignated Russian entity Concern
Kalashnikov JSC and its Florida-based
subsidiary Kalashnikov USA.
OCCRP, which obtained the report with
SVT, published on 20 November allegations
that Swedbank’s Estonian branch helped
Russian oligarch Mikhail Abyzov funnel
hundreds of millions of dollars in suspicious
funds through a web of offshore company
accounts from 2011 to 2016.
A total of USD 860 million allegedly went
into Swedbank accounts of Abyzovlinked companies and roughly USD 770
million was taken out via more than 3,300
transactions. Russian authorities have
charged Abyzov with allegedly embezzling
RUB 4 billion from Siberian Energy Company
OJSC and Regional Electric Networks OJSC
and laundering the funds through offshore
entities from 2011 to 2014.

Summary
• Several Swedbank employees allegedly
failed to comply with basic KYC rules and
some even obscured companies’ ultimate
beneficial owners to protect clients from
Russian tax authorities, according to the
leaked report; and
• Swedbank allegedly helped 50 customers
funnel USD 5.8 billion in suspicious funds
through Danske Bank between 2007 and
2015, USD 26 million of which is reportedly
linked to the massive Russian tax fraud
uncovered by Sergei Magnitsky.
On 19 November, Swedish lender SEB
disclosed that it had previously terminated
relationships with 95 percent of the 194
corporate entities cited by SVT and that it
had reported identified suspicious activities
to the authorities. SEB noted that most of the
historic clients cited in the TV programme
were served by its Estonian branch and
that there is “no reason” to terminate the
remaining client accounts.
In addition to this, according to leaked
records cited by SVT on 27 November,
SEB allegedly ignored ‘red flags’ that
130 corporate clients of its Baltic and
Swedish branches had a high risk of money
laundering. Those customers reportedly
funnelled around USD 280 million through
SEB between 2005 and 2017.
SVT reported allegations that SEB processed
USD 72 million in transactions involving
more than 90 individuals or entities linked
to previously-known money laundering
scandals, including the Russian tax fraud

case raised by Magnitsky. SEB issued a
response stating that it did not open any
accounts for entities designated over links
to the Magnitsky affair. The 194 nonresident clients highlighted by SVT were
“in all material respects” covered by the
bank’s own analysis, SEB stated, with most
of the customer relationships having since
been terminated. SEB’s announcement
came a day after it published records
showing it processed nearly EUR 26 billion
in transactions involving “low transparency”
non-resident customers of its Estonian
branch between 2005 and 2018.
Separately, Estonia’s financial supervisor,
Finantsinspektsioon, announced on 18
November that it has closed misdemeanour
proceedings against Swedbank over AML
compliance failings to allow a criminal
case against the firm to take priority based
on evidence of criminal activity uncovered
during the investigation.
In addition, Sweden’s financial regulator,
Finansinspektionen (FI), disclosed in a
report published on 18 November plans to
establish additional “supervisory colleges”
for AML supervision of SEB and Swedbank
after investigations into alleged compliance
breaches at the banking groups’ Baltic
subsidiaries conclude in early 2020.
Estonian, Latvian and Lithuanian regulators
currently participate in a supervisory college
with the FI and European Central Bank (ECB)
to share information related to their AML
investigations into SEB and Swedbank. The
new colleges would cooperate with existing
ones and invite participation by other
authorities, according to the FI’s report.
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Danske Bank
allegedly
advised
Russian clients
of Estonian
branch to
buy gold for
anonymity
Danske Bank’s Estonian branch
allegedly advised wealthy Russian
clients in mid-2012 to convert
their money into gold bars and
coins to help keep their fortunes
hidden, according to leaked
documents cited by Bloomberg
on 10 November. The bank
allegedly pitched gold as a way for
clients to ensure “anonymity” and
“portability” of assets.
Danske Bank’s compliance with
anti-money laundering rules is being
investigated by authorities in the
United States, Germany, Denmark,
Britain and Estonia. The lender
announced in a September 2018
report that its Estonian branch
had inadequate AML controls and
processed approximately EUR 200
billion in suspicious transactions
between 2007 and 2015.

The bank allegedly
pitched gold as a way
for clients to ensure
“anonymity” and
“portability” of assets

OSCE publishes report on indicators
and typologies of human trafficking
The Organization for Security and Cooperation in Europe (OSCE) published
on 11 November a 68-page report
cataloguing more than 600 indicators
and typologies of human trafficking.
The paper outlines practical steps
for financial institutions and law
enforcement to initiate financial

investigations into the predicate offence
to money laundering.
The paper also provides links to human
trafficking research by intergovernmental
organisations, international law
enforcement agencies, national financial
intelligence units, non-governmental
organisations and the private sector.

UK payments firm linked to Russian
Bitcoin exchange under investigation
A Global Witness report published
on 18 November provides
evidence of what it claims are
links between Mayzus Financial
Services (MFS), a Russian-owned
company incorporated in the UK,
and cryptocurrency exchange
BTC-e, which is being investigated
in the US for money laundering,
fraudulently receiving deposits
valued at over USD 4 billion and
for known connections with the
Russian hacking group Fancy Bear.

According to Global Witness, MFS
has used MoneyPolo, a licensed
online payments service, to transfer
around USD 100 million between
accounts on its platform and BTC-e
and its shell companies since May
2013. Additionally, senior MFS staff
maintained personal accounts on the
site and its subsidiaries instructed
users on how to use BTC-e on their
websites. BTC-e’s owner Alexander
Vinnik has been under arrest in the US
since 2017.

Denmark creates new AML forum
for national authorities
Denmark’s Financial Supervisory
Authority (FSA) announced on 7
November the creation of a new
forum for national authorities
to share information, discuss
cases and coordinate efforts in
combatting money laundering and
terrorist financing.

The Operational Authority Forum will
include representatives from the State
Prosecutor for Serious Economic and
International Crime (SØIK), Money
Laundering Secretariat, FSA, security
and intelligence agency, national police,
the tax agency, the business authority
and the gaming authority.
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Tower Research Capital LLC to pay
record $67m over spoofing scheme
The US Justice Department (DOJ)
announced on 7 November that
Tower Research Capital LLC (TRC)
agreed to pay a combined USD 67.4
million to settle criminal charges
of commodities fraud by three
former traders. The Commodity
Futures Trading Commission (CFTC)
announced a separate settlement with
TRC on 7 November in connection with
a related, parallel proceeding.
According to the CFTC order, the traders
placed thousands of orders through TRC
accounts from 2012 to 2013 to buy or
sell futures contracts that they intended
to cancel before execution. They traded
in numerous futures markets on behalf of
TRC, including the E2 mini S&P 500, E-mini
NASDAQ 100 and E-mini Dow (USD 5).
The New York-based firm agreed, as part
of a deferred prosecution agreement (DPA)
with the DOJ, to review its internal controls,

policies and procedures and to modify
its compliance programme to ensure
it deters and detects violations of
the Commodity Exchange Act and
commodities fraud statute.
Among the three traders, Kamaldeep
Gandhi and Krishna Mohan pleaded
guilty in November 2018 to conspiring
with Yuchun (Bruce) Mao and others
to engage in wire fraud, commodities
fraud and spoofing. Charges are
pending in Texas against Mao, who
was indicted in October 2018.

Bank of Valletta fined for breaching
AML obligations in two cases
Bank of Valletta (BOV) has been
fined a total of EUR 57,500 in two
cases of breaches of anti-money
laundering obligations, according to a
notice published on Malta’s Financial
Intelligence Analysis Unit’s (FIAU)
website on 14 November.
In the first case, according to the FIAU the
BOV failed to flag how a factory worker
who was later unemployed continued to
make “significant deposits” of uneven
amounts in cash, coins and cheques that
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could reasonably have been suspected
to be the proceeds of crime.
In the other case, the FIAU found
during a 2016 compliance visit that,
in 70 percent of the files reviewed, the
BOV had failed to take all reasonable
measures to establish the source of
funds or assets registered under a
2014 amnesty.
The administrative penalties were
imposed on the bank on 17 May 2018.

US CFTC
settlement
with
Mitsubishi
Corporation
RtM Japan
over trader’s
spoofing
The US Commodity Futures
Trading Commission (CFTC)
announced on 7 November that
Mitsubishi Corporation RtM Japan
Ltd has agreed to pay USD 500,000
to settle claims that one of its
traders engaged in spoofing on the
New York Mercantile Exchange for
platinum and palladium futures,
in violation of the US Commodity
Exchange Act.
The order finds that, between 5 and
13 April 2018, an inexperienced
RtM Japan trader placed multiple
large orders for futures contracts
on a trading platform located in RtM
Japan’s Tokyo office, with the intent
to cancel them before execution. In
conjunction with these spoof orders,
the trader issued multiple smaller
genuine orders that he executed after
cancelling the spoof orders.
The order notes that RtM Japan
undertook a series of remedial
actions, which included conducting
training sessions on market
misconduct in the US futures markets
and hiring a third party expert to
develop a risk assessment for
precious metals trading.
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Ex-CEO of UK insurer appeals
penalties over alleged tax fraud
The UK’s Financial Conduct Authority
(FCA) and Prudential Regulation
Authority (PRA) announced on 18
November a proposed ban and fines
against Stuart Malcolm Forsyth, the
former CEO of a small mutual insurer,
for allegedly scheming to reduce his
tax bill by transferring “excessive
amounts” of his remuneration to
his wife over a six-year period and
concealing the arrangement. Forsyth
referred the regulatory decisions,
which were issued on 30 September
and imposed fines of GBP 154,498, to
the Upper Tribunal (Tax and Chancery

Division) on 25 October.
Between 2010 and 2016, Forsyth
allegedly paid GBP 18,000 less tax by
transferring GBP 200,000 of his income
to his wife in payment for occasional
hospitality and administrative support
to the Scottish Boatowners Mutual
Insurance Association (SBMIA),
resulting in her salary ranking as the
second-highest in the organisation in
2015/16. Forsyth allegedly falsified
SBMIA records and interfered with an
external audit to conceal the actual
value of payments to his wife.

Hong Kong’s securities regulator
fines UBS over ‘serious systemic’
internal control failures
Hong Kong’s Securities and Futures
Commission (SFC) announced on 11
November that it has reprimanded and
fined UBS AG HKD 400 million (GBP
39.8 million) for overcharging clients
during a 10-year period and for related
serious and systemic internal control
failures. The overcharging practices
affected about 5,000 Hong Kongmanaged client accounts and involved
about 28,700 transactions.
The SFC’s investigation found that
executives in UBS’s wealth management
division overcharged clients when
conducting bond and structured note
trades between 2008 and 2015 by
increasing the spread charged after
the execution of trades without clients’
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knowledge. UBS also charged fees in
excess of its standard disclosures or
rates between 2008 and 2017.
The SFC found UBS failed to
• Understand and properly disclose the
capacity in which it acted for clients
when conducting secondary market
bond and structured note trades;
• Report spread overcharge practices
to the SFC until two years after
identifying the misconduct; and
• Put in place a system to ensure
compliance with relevant regulatory
requirements and avoid the
recurrence of historical deficiencies.

ABN Amro
failed to
conduct
customer due
diligence, Dutch
media reports

Dutch bank ABN Amro failed to
conduct mandatory customer due
diligence for over 5 million clients
since merging with Fortis Bank in
2010, according to a report by Dutch
newspaper NRC on 20 November.
The media report claims that
ABN Amro violated its AML/CFT
obligations and allowed international
financial criminals to abuse the
banking system for illicit purposes.
The information was reportedly
revealed to NRC as part of an ongoing
investigation by the Dutch Public
Prosecution Service into ABN Amro’s
reporting obligations under national
AML/CFT legislation. ABN Amro on
20 November confirmed that its client
information database was being
reviewed by prosecutors and added that
it had in place “a system of measures
aimed at detecting, investigating and
reporting to the FIU or other bodies any
(potentially) suspicious transactions.”
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Australia’s Fintel Alliance issues report on anti-financial
crime efforts and indicators of child sexual exploitation
Australia’s public-private partnership
against serious financial crime,
the Fintel Alliance, published on
6 November its annual report
summarising its vision, strategy,
structure, capabilities and achievements
in 2018-19.

• Sending funds to countries where
remitters have no work or family links;
• Describing payments as ‘accommodation,’
‘education,’ ‘school,’ ‘uniform’ and ‘medical
bills’;
• Travelling to and using credit cards
or ATMs in areas vulnerable to sexual
exploitation of children;

Key achievements include
• Contributing to the arrest of 108 persons
of interest and closure of more than 90
high-risk client accounts;
• Saving 2,500 people from credit card fraud
and identify theft; and

indicators of child sexual exploitation to
help financial services firms better detect
and report suspicious activity.
Key financial indicators

• Increasing by 580 percent the detection
of suspicious financial activity related to
child sexual exploitation.

• Transactions ranging between AUD 15
and AUD 500;

The Fintel Alliance separately published
on 6 November a report on the financial

• Multiple payments on a single day or over
consecutive days;

• Making payments for software providing
screen capture, live-streaming, VPN,
metadata-stripping or anonymising
services;
• Receiving payments from individuals in
different countries at the same time; and
• No obvious family or business links
to remitters and no legitimate reason
identified for the payments.

EU court temporarily suspends ECB decision against
Anglo Austrian Bank (Meinl Bank)
Austria’s Financial Market Authority
(FMA) announced on 15 November
that the European Central Bank (ECB)
had revoked with immediate effect the
licence of Anglo Austrian AAB Bank AG,
formerly known as Meinl Bank AG. The
FMA’s executive director Helmut Ettl
told reporters the decision was based
on the bank’s violation of due diligence
rules over the past few years.

planned to withdraw from the banking
business. It subsequently appealed the
ECB’s decision and, on 20 November, the
EU General Court suspended the licence
revocation pending a final decision on the
case. Two days later, the FMA appointed
an external auditor to work alongside
the lender’s management board in
protecting creditors’ financial interests and
safeguarding depositors’ assets.

The lender stated in a since-deleted
statement on its website that it had already

The ECB’s decision follows the FMA’s
announcement on 18 February that it was
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fining Meinl Bank EUR 500,000 for breaching
due diligence requirements in anti-money
laundering (AML) legislation. Austria’s
supreme court dismissed the bank’s final
right of appeal on 27 May and the lender
subsequently rebranded on 26 June.
The bank has been under investigation by
Ukrainian and Austrian authorities since
2016 for allegedly helping to launder tens of
millions of euros for individuals and entities
connected with Ukraine’s former president
Viktor Yanukovich.
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US prosecutors reportedly probe Donald Trump lawyer
Rudy Giuliani’s ties to Ukrainian energy project
The US federal prosecutors in
Manhattan are reportedly investigating
whether US president Donald Trump’s
personal lawyer Rudy Giuliani
unlawfully profited from a UkrainePoland natural gas pipeline advanced
by two of his associates, according to
a Wall Street Journal (WSJ) report on
15 November. The pipeline project was
advanced by a shell company called
Global Energy Producers (GEP), owned
by Lev Parnas and Igor Fruman, two
Soviet-born businessmen known for
close links with Giuliani and arrested in
the US since 9 October on charges of
illegal campaign financing.

The report alleges that the two businessmen
were instrumental in encouraging Ukrainian
officials to investigate Democratic
presidential candidate Joe Biden in a lateFebruary meeting with former Ukrainian
president Petro Poroshenko in Kiev.
According to the October indictment, Parnas
and Gruman used the same company to
hide the true source of donations for the
political campaign of Republican candidates
in the 2018 midterm elections and illegally
funnelled foreign money from an unnamed
Ukrainian businessman to US candidates.
Giuliani rejected all claims in an interview
with the WSJ on 15 November and said that

he had no indication that prosecutors were
looking into the matter.

Suppressed UK parliamentary report alleges Russian
oligarchs funnelled money to the Conservative party
A suppressed UK parliamentary report
on Russian influence on British politics
reportedly includes allegations that
Russia’s president Vladimir Putin used
proceeds of illicit asset seizures and
money from corrupt sources to develop
a network of influential British figures
who helped Russians avoid being
targeted by EU sanctions.

Chair of the House of
Commons’ ISC raised
an urgent question
in Parliament over
Johnson’s refusal to
allow publication of the
report before the election

CNN reported on 9 November that members
of the cross-party Intelligence and Security
Committee (ISC) were told allegations that
Russian agents targeted research roles in
the House of Commons, acquired British
citizenship to funnel cash to political parties
and employed public relations firms to
cleanse their reputations.

Democracy, published on 10 November and
5 November, respectively, identified wellconnected Russian oligarchs and companies
heavily involved in lobbying for Russian
interests that increased funding of the
Conservative party in recent months.

Investigative reports by the Sunday Times
and non-governmental organisation Open

UK prime minister Boris Johnson, the
head of the Conservative Party, refused to
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allow the publication of the ISC’s 50-page
report before the general election, which
specifically examines Russian attempts to
interfere in the 2016 Brexit referendum, the
Guardian reported on 4 November. Former
US secretary of state Hillary Clinton said
in an interview with the newspaper on
11 November that Johnson’s decision to
withold the report is “damaging, inexplicable
and shaming.”
The chair of the ISC, Dominic Grieve, told
the House of Commons on 5 November
that a government spokesperson had given
“bogus” security reasons for Johnson’s
“unprecedented” delay in authorising
publication of the ISC’s report, which had
been under review since March and was
cleared for publication by UK security
agencies in October, ahead of the general
election on 12 December.
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Ex-Alstom executive convicted in the US for foreign
bribery; UK SFO fines Alstom Network UK over bribery
The US Justice Department announced
on 8 November the conviction of
Lawrence Hoskins for conspiring in his
former role as senior vice president
at Alstom SA to launder through
consultants bribes paid to Indonesian
officials for the awarding of a USD 118
million energy contract, known as the
Tarahan project, to US-based Alstom
Power Inc and its Japanese consortium
partner Marubeni Corporation.

Alstom pleaded guilty in December 2014 to
violating the US Foreign Corrupt Practices
Act (FCPA) and agreed to pay a fine of USD
772 million. Marubeni Corporation pleaded
guilty in March 2014 to FCPA breaches
and was fined USD 88 million. Former
Alstom executives William Pomponi,
Frederic Pierucci and David Rothschild
pleaded guilty in July 2014, July 2013 and
November 2012, respectively, to related
FCPA violations.

Separately, the UK’s Serious Fraud Office
(SFO) announced on 25 November that
Alstom Network UK Ltd has been ordered
to pay a fine of GBP 15 million for funnelling
bribes through an intermediary to secure a
transportation contract in Tunisia and then
falsifying records to circumvent internal
controls. This is the latest sentence in the
SFO’s Alstom case, which has seen three
individuals, Alstom Network UK and Alstom
Power convicted of conspiracy to corrupt.

Petrofac Limited accused of keeping fake accounts to
conceal foreign bribery
UK-based Petrofac Limited has
allegedly maintained fake accounting
to conceal bribes to foreign officials
in Kazakhstan, which were facilitated
between 2002 and 2009 by Unaoil,
according to an investigation published
by the Guardian on 24 November.
According to a US Justice Department
(DOJ) announcement on 30 October, Unaoil

managers Cyrus Ahsani and Saman Ahsani
pleaded guilty to conspiring to facilitate bribes
on behalf of multinational firms between
1999 and 2016, in violation of the US Foreign
Corrupt Practices Act (FCPA).
The report by the Guardian alleges that
Petrofac was one of the beneficiaries of
Unaoil’s global bribery scheme, and the
UK Serious Fraud Office (SFO) has been

investigating bribery allegations against
Petrofac in multiple jurisdictions since 2016.
In response to the bribery allegations,
Petrofac said that “no charges have been
brought against any Petrofac Group company
or any serving directors, officers or employees
since the SFO’s investigation began. Petrofac
is a responsible business with clear antibribery and corruption standards.”

UK’s Lord Hain names HSBC and Standard Chartered in
South African corruption inquiry
Global banks, corporates and foreign
governments should assist with the
recovery of billions of rand allegedly
“looted” from South Africa during
ex-president Jacob Zuma’s regime, UK
Lord Peter Hain wrote in an editorial
on 21 November after submitting

evidence and giving testimony to a
South African inquiry into allegations
of state capture, corruption and fraud
in the public sector.
International banks including HSBC,
Standard Chartered and Bank of Baroda

allegedly enabled the Gupta brothers and
their networks to move money in and out
of South Africa for “nefarious” purposes,
ignoring “clear warning signs” of suspicious
dealings, secretive transactions and
unexplained payments involving third
parties, according to Lord Hain.
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Ex-head of US nuclear logistics firm
convicted for Russia-related bribery
The US Department of Justice (DOJ)
announced on 22 November that Mark
T. Lambert, the former president of
US nuclear material transportation
company Transportation Logistics
Inc (TLI), has been convicted in
the Maryland District Court for
bribing a Russian official at JSC
Techsnabexport (TENEX), a subsidiary
of Russia’s State Atomic Energy
Corporation, between 2004 and 2014,
in violation of the US Foreign Corrupt
Practices Act (FCPA).
Lambert is accused of four counts of
violating the FCPA, two counts of wire fraud
and conspiracy to wire fraud. According
to prosecutors, Lambert conspired with
others at TLI to bribe former TENEX
director Vadim Mikerin in exchange for
highly sensitive nuclear fuel transportation

contracts. The corrupt money was
raised by overbilling TENEX based on a
series of fake invoices to TLI for services
that were never provided. In addition, the
corrupt payments were wired through
offshore bank accounts associated with
shell companies in Latvia, Cyprus and
Switzerland, at Mikerin’s direction.

Threat of transnational laundering
of corruption gains in ASEAN region
In a joint statement issued on 12
November, the financial intelligence
units (FIUs) of Australia, Indonesia and
the Philippines announced the launch
of the Counter-Terrorism Financing
Summit and outlined findings of
research into the transnational
laundering of the proceeds of
corruption in Southeast Asia.
There is a high threat of the illicit funds
being laundered within the Association
of Southeast Asian Nations (ASEAN)
region, according to the research by
representatives from Australia, Brunei
Darussalam, Indonesia, Malaysia, New
Zealand, the Philippines and Singapore.

Key findings
• Politically exposed persons (PEPs)
with influence over their nation’s
natural resources are most vulnerable
to embezzlement or bribery;
• The most influential PEPs have access
to complex and sophisticated money
laundering schemes that move funds
through ASEAN jurisdictions and
beyond; and
• The schemes are often provided by
criminal professional facilitators, using
banks that are “foreign to the source of
the initial corrupt proceeds.”

“Fishrot Files”
expose alleged
corruption
by Icelandic
fishing
company
WikiLeaks published over 30,000
documents on 12 November
that claim to expose the corrupt
schemes of Samherji, an
international Icelandic fishing
company, to gain access to fishing
grounds off the coast of Namibia.
The documents, dated between 2010
and 2016, appear to expose how the
Icelandic company spent millions of
dollars in payoffs to senior Namibian
officials and politicians to secure
access to the fishing territory. The
documents also reveal that, contrary to
promises made by Samherji to create
jobs and infrastructure in Namibia, the
proceeds from the operations were
transferred out of the country through
intermediaries in Cyprus and Mauritius.
A second instalment of documents
published on 26 November includes
exchanges between staff at Norwegian
bank DNB, from April 2018 to 2019,
discussing how to respond to AML
flagging from Bank of New York Mellon
concerning payments from Samherji
to JPC Ship Management (Cyprus); a
document outlining how DNB carried
out an assessment in 2017 of JPC
Ship Management in accordance
with KYC principles; and a third
document showing how DNB decided
to terminate its accounts with JPC
Ship Management after receiving AML
flagging from Bank of New York Mellon.
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Marketing firm ex-chiefs charged
with FCPA violations in China
The US Securities and Exchange
Commission (SEC) announced
on 15 November charges against
Yanliang Jerry Li, ex-head of the
China subsidiary of a publicly-traded
international marketing company,
for allegedly orchestrating a 10-year
scheme to bribe Chinese officials
for direct selling of licences and
protection from Chinese regulatory
scrutiny, in violation of the US Foreign
Corrupt Practices Act (FCPA). The SEC
is seeking a permanent injunction and

monetary penalties against Li.
In a parallel action, the US Justice
Department announced on 14
November criminal charges against Li
and Hongwei Mary Yang, the former
head of the external affairs department
of the China subsidiary, for allegedly
scheming to circumvent the company’s
accounting controls by filing more than
USD 25 million in fraudulent expense
claims for bribes to Chinese government
officials between 2006 and 2016.

Romanian Société Générale
subsidiary discloses possible
corruption involving employees
The Romanian bank BRD Group
Société Générale confirmed on 15
November to media outlet profit.
ro that it has filed a report with the
General Prosecutor’s Office containing
evidence that seven bank employees
paid bribes to public health insurance
house (CNAS) officials “to speed up
the reimbursement of the amounts
owed by the state to the bank
employees for their medical leave.”
The bank said that the internal
investigation into the alleged unlawful
conduct is ongoing and that the violations
only affect an administrative department
with no impact on the bank’s clients.
“BRD applies a zero-tolerance policy to
corruption and strict internal procedures
and controls,” the statement explains.
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The bank said that the
internal investigation
into the alleged
unlawful conduct is
ongoing and that the
violations only affect
an administrative
department with no
impact on clients
Finance minister Florin Citu stated on 14
November that Romania has experienced
significant delays in the refund of medical
leave and CNAS has a RON 1.8 billion (GBP
321 million) debt to pay to companies.

Ukraine anticorruption
bureau
investigates
Raiffeisen
Bank Aval
CEO and
former
officials over
VAB Bank loan
Ukraine’s National AntiCorruption Bureau announced on
13 November the launch of an
investigation into ten individuals
over the alleged embezzlement
of a UAH 1.2 billion (GBP 38.4
million) National Bank of Ukraine
(NBU) stabilisation loan, which
was unlawfully granted to VAB
Bank in 2014 shortly before it
was declared insolvent.
Among the ten suspects are the
former first deputy NAU governor
Oleksandr Pysaruk, currently the CEO
of local Raiffeisen Bank Aval, as well
as other former senior NAU and VAB
Bank officials and three business
people.
Prosecutors allege that the NBU loan
was secured with fake real estate
appraisal reports which included
properties with an actual value 25
times lower than that declared. Seven
of the defendants were arrested by
anti-corruption prosecutors on 11
November.
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US charges former CEO of Brazil’s Braskem over alleged
bribery scheme linked to Odebrecht
The US Justice Department (DOJ)
announced on 20 November charges
against Jose Carlos Grubisichm, the
former CEO of Brazilian petrochemicals
company Braskem SA, over his alleged
role in a massive bribery and money

laundering scheme involving Braskem
and its parent company, Odebrecht SA
(Odebrecht) between 2002 and 2014.
According to the unsealed indictment,
Grubisich funnelled USD 250 million from

Braskem’s bank accounts through offshore
shell company accounts, which were used
in part to pay bribes to government officials,
political parties and others in Brazil in
exchange for business contracts, in violation
of the US Foreign Corrupt Practices Act.

Israel’s PM Netanyahu indicted in corruption cases
On 21 November, Israel’s Justice
Department charged prime minister
Benjamin Netanyahu with bribery, fraud
and breach of trust during his tenure
as prime minister and communications
minister. He is facing separate charges
in three corruption cases included in the
63-page indictment.
Summary
• In the “4000” case, Netanyahu allegedly
obtained favourable news coverage on
Walla and negative coverage of his political
rivals through a “give and take” relationship

with the ex-owner of Bezeq Group, Shaul
Elovich and his wife Iris Elovich, both of
whom are also facing bribery charges;
• Yedioth Ahronoth’s group editor Arnon
Moses is facing bribery charges in the
“2000” fraud case against Netanyahu
for allegedly offering favourable news
coverage during an election period in
exchange for the passage of legislation
restricting the newspaper’s competitor,
Israel Today; and
• Netanyahu is also indicted for fraud in the
“1000” case for allegedly accepting regular

high-value gifts from businesspeople
Arnon Milchan and James Packer,
seemingly in exchange for promoting their
personal and financial interests.

US Justice Department settles with South Korea-based
Samsung Heavy Industries over Brazil bribery case
The US Justice Department announced
on 22 November that South Koreabased shipbuilding company Samsung
Heavy Industries Company Limited
(SHI) has agreed to pay a penalty of USD
75.4 million to settle allegations that
it engaged in an international bribery
conspiracy in Brazil between 2017 and
2013, in violation of the Foreign Corrupt
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Practices Act (FCPA).
Prosecutors allege that SHI, including its
US branch, conspired with others to pay
USD 20 million to a Brazilian intermediary
part of which was used to bribe high-level
executives at the Brazilian state-owned
energy company Petrobras in exchange
for shipbuilding contracts. Pursuant to

additional settlement agreements made by
SHI with the Brazilian Comptroller General
(Controladoria-Geral da União) and the
Brazilian Attorney General (Advogado-Geral
da União), 50 percent of the total penalty
amount will be paid to Brazilian prosecutors.
However, the payment will be made to the US
if the company fails to make the payment to
Brazilian authorities by 25 November 2020.
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US may impose sanctions on Egypt
and Turkey over purchase of Russian
defence systems, states US official
A senior US State Department official
stated during a political and military
briefing on 21 November that the US
may impose sanctions on Turkey and
Egypt under the Countering America’s
Adversaries Through Sanctions
Act (CAATSA) over the purchase of
Russian defence systems. Similar
sanctions would be imposed on any
other states looking to buy significant
military equipment from Russia.
The official confirmed the US is working
with Egypt to block its deal to buy Russian
Su-35 warplanes, which could pose a threat
to joint operations with the US and NATO.
In addition, Turkey is expected to destroy or
return the first deliveries of S-400 missile
defence systems if the country wants to
avoid becoming subject to US sanctions.

The official explained
that states historically
reliant on Russian
military hardware
are less likely to be
punished. “There is
no blanket waiver for
CAATSA, nor is there a
blanket application”
The US official explained that states
historically reliant on Russian military
hardware are less likely to be punished.
“There is no blanket waiver for CAATSA,
nor is there a blanket application,” the US
official added.

Global Witness claims sanctioned
Syrian family own Russian properties
A report published by Global Witness
on 11 November claims to reveal that
members of Syria’s Makhlouf family,
key supporters of president Bashar
al Assad’s regime, bought 19 luxury
properties worth at least USD 40 million
in Moscow, Russia, between December
2013 and June 2019. The report
suggests that the loans against some
of the properties could have been used
to launder money from Syria to Russia
and then into the international financial
system in violation of the sanctions
regime against Syria.
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The loan deals against 11 of the
properties were reportedly made by
Nylam SAL Offshore, an offshore
Lebanese company closely linked to
Hafez Makhlouf, while Russia’s Sberbank
is said to have provided banking services
to at least one of the Russian property
companies formerly owned by Hafez.
Six members of the Makhlouf family have
been subject to a travel ban and asset
freezes by the European Union since
2012, over their involvement in violence
against Syria’s civilian population.

OFAC
designates
Iranian
minister
over internet
censorship
policy
The US Treasury Department’s
Office of Foreign Assets
Control (OFAC) designated
on 22 November the Iranian
Minister of Information and
Communications Technology
Mohammad Javad Azari
Jahromi, pursuant to Executive
Order 13846 of 6 August 2018,
for restricting internet access in
the wake of anti-regime protests
and maintaining a highly
repressive internet censorship
policy since he took office in
mid-2017.
OFAC indicated that Azari Jahromi
played a role in launching Iran’s
National Information Network (NIN),
which increased the government’s
ability to monitor and restrict
internet usage and attributed
internet disruptions to non-Iranian
technical issues despite findings
that blockages were directed
by his Ministry. According to US
state secretary Mike Pompeo, the
designation “was a direct result
of the Islamic Republic of Iran’s
decision by its leadership to shut
down the internet” and “to quell
the protests by denying the Iranian
people their voice.”
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European Commission issues report
on dual-use trade controls
The European Commission (EC)
issued on 4 November a report on the
implementation of Regulation (EC)
428/2009 setting up a community
regime for the control of exports,
transfer, brokering and transit of
dual-use items, which provides
information on the implementation of
the Regulation in 2018 and includes
export control data for 2017.
Key findings
• The total value of dual-use licence
applications was EUR 50.2 billion, which
represents 2.7 percent of total EU exports;

• 74 percent of the total authorised export
volume was made under individual
licences (25,600 single licences issued
in 2017);
• Approximately 631 denials occurred in
2017, representing about 1.5 percent of
the value of controlled dual-use exports;
• More than 100 amendments were
made the EU export control system in
response to new threats related to cyber
surveillance technologies; and
• The main dual-use export partners were
the US, China, Switzerland and Russia.

OFAC extends two Ukraine-related
general licences until 31 March 2020
The US Department of the Treasury’s
Office for Foreign Assets Control
(OFAC) issued on 1 November General
Licenses (GL) 13M and 15G to allow
sanctioned Russian company GAZ
Group to continue maintenance or
wind-down activities until 31 March
2020, activities that would otherwise
be prohibited by the Ukraine Related
Sanctions Regulations.
The details of the licences are as follows
• GL 13M authorising certain transactions
necessary to divest or transfer debt,
equity, or other holdings in GAZ Group
allows activities necessary to divest or
transfer debt, equity or other holdings in
GAZ Group to a non-US person. It also
permits activities related to transfer of

OFAC updates
and reissues
Venezuela
Sanctions
Regulations

holdings in GAZ group, or in other entity
where it holds at least a 50 percent
interest, that were issued by GAZ Auto
Plant, as well as activities to transfer
those holdings between non-US persons.
GL 13M supersedes GL 13L; and
• GL 15G authorising certain activities
necessary to maintenance or wind down
of operations or existing contracts with
GAZ Group, and certain automotive safety
and environmental activities, allows GAZ
Group or any other entity in which it owns
at least a 50 percent interest, to continue
maintenance or wind down. It also permits
research and development related to
the installation of driver-assistance
systems and higher emissions standards
in vehicles they produce. GL 15G
supersedes GL 15F.

The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) announced on 21
November that it has amended
the Venezuela Sanctions
Regulations (VSR), to incorporate
six executive orders (EO) issued
since August 2017 pursuant to
the national emergency declared
via EO 13692. A general licence
authorising certain activities by
the US Government in Venezuela
and an interpretive provision
regarding settlement agreements
and the enforcement of judicial
orders have also been added.
OFAC clarifies that, according to the
interpretative provision, the entry
into a settlement agreement or the
enforcement of a judicial order to
transfer, alter or affect property or
interests in property blocked pursuant
to VSR is prohibited unless authorised
pursuant to a specific OFAC licence.
This regulatory amendment came into
force upon its publication in the US
Federal Register on 22 November.
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Iran reduces commitments under
JCPOA, EU urges Iran to resume
compliance, US to cancel waiver
Iranian president Hassan Rouhani
announced on 5 November that Iran
will further reduce its compliance
with the Joint Comprehensive Plan
of Action (JCPOA) from 6 November
by starting to inject uranium gas
into centrifuges at the Fordow Fuel
Enrichment Plant, in violation of
its 2015 commitment that 1044
centrifuges at the facility would run
without enriched uranium.
Iran may reverse the latest decision should
the other JCPOA signatories uphold their
commitments to ease sanctions. “If we
find the right solution to lift the metals and
oil sanctions, ensuring our easy oil sales
and receiving our money in our banks, we
are fully prepared to return to the previous
state,” Rouhani added.
US secretary of state Mike Pompeo
announced in a statement to the media
on 18 November that the US will terminate
the sanctions waiver related to the Fordow
nuclear facility as of 15 December, in
response to Iran’s continued violation of
the JCPOA agreement. Sanctions waivers
allow foreign companies to work with Iran’s
civilian nuclear programme despite the US
sanctions regime and were last extended
on 31 October. Sanctions waivers remain
in place for the Bushehr nuclear power
station, the Arak heavy water plant and the
Tehran Research Reactor.
The High Representative of the EU and
the foreign ministers of France, Germany
and the UK issued a joint statement on 11
November, expressing their concern at Iran’s
uranium enrichment activities at the Fordow
nuclear facility, which violates the JCPOA.
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EU/E3 signatories
affirm readiness to
consider JCPOA
dispute resolution
mechanism, which
could trigger further
sanctions on Iran
The signatories affirm their readiness to
consider the JCPOA’s dispute resolution
mechanism, which can be activated in
non-compliance situations and might
trigger further sanctions on Iran.
The statement calls on Iran to return
to full implementation of its JCPOA
commitments, resume cooperation with
the International Atomic Energy Agency
(IAEA), which confirmed the violations on
11 November, and work with all JCPOA
participants to de-escalate tensions.
Prior to this, the Permanent
Representative of the Islamic Republic
of Iran to the United Nations called
US sanctions activity against Iran
“hypocritical” in a letter sent to the UN
Secretary General on 4 November.
The letter was a response from Iran to
an earlier letter from the United States
Mission to the UN on 24 June that raised
concerns with the implementation and
maintenance of the restrictive measures
outlined in Council resolution 2231
(2015). The US letter urged the UN
Security Council to intensify its pursuit of
enforcement of sanctions on Iran.

US designates
Iranian Armed
Forces staff
and Supreme
Leader’s
network
The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) announced on 4 November
the designation of Iran’s Armed
Forces General Staff (AFGS) and
nine unelected officials advising
the Iranian Supreme Leader Ali
Khamenei, for implementing the
regime’s domestic and foreign
acts of oppression, pursuant to
Executive Order (EO) 13876 of
24 June 2019 which imposes
sanctions with respect to Iran.
Specifically, the following individuals
have been designated: Ebrahim
Raisi, the head of Iran’s judiciary;
the Supreme Leader’s son Mojtaba
Khamenei; chief of staff Mohammad
Mohammadi Golpayegani; Khamenei’s
executive deputy Vahid Haghanian;
senior advisors Ali Akbar Velayati and
Gholam-Ali Hadad-Adel; AFGS chief
Mohammad Bagheri; military aide for
the Defence Industries and Armed
Forces Logistics General Hossein
Dehghan and military headquarters
commander Gholam Ali Rashid.
All designated individuals are subject
to secondary sanctions in line with EO
13876 for having acted or purported
to act for or on behalf of, directly or
indirectly, the Iranian Supreme Leader
and his office.
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EU Council adopts sanctions regime against Turkey over
unauthorised drilling in the eastern Mediterranean
The Council of the EU adopted
on 11 November a framework for
imposing restrictive measures in
response to Turkey’s unauthorised
drilling of hydrocarbons in the Eastern
Mediterranean off the coast of Cyprus.

Sanctions will apply to: natural or legal
persons responsible for drilling activities not
authorised by Cyprus, within its territorial sea,
exclusive economic zone, continental shelf,
or in areas where such activities may hinder
the reaching of a delimitation agreement;

persons or entities providing financial,
technical or material support; persons or
entities associated with the above mentioned
persons; and EU persons and entities making
funds or resources available to the benefit of
the above, unless an exemption is granted.

US designates ISIS procurement and financing networks
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
announced on 18 November that it has
designated four individuals and five
organisations which were providing
financial, material, technological and
logistical support to the terrorist group
Islamic State of Iraq and Syria (ISIS)
in the Middle East and South Asia,

pursuant to Executive Order (EO) 13224,
as amended by EO 13886.
The designations include: two Turkey-based
ISIS procurement agents, which supplied
ISIS with equipment in 2015 and 2017; four
ISIS-linked companies operating in Syria,
Turkey and across the Gulf and Europe which
facilitated the transport of ISIS members from

Syria to Turkey and helped transfer foreign
donations to ISIS in Iraq; the Afghanistanbased Nejaat Social Welfare Organisation
(Nejaat) for using false charity activities as
a cover to facilitate the transfer of funds to
ISIS - Khorasan (ISIS-K) in Afghanistan; and
two Afghani nationals employed by Nejaat in
Kuwait and Afghanistan, which have provided
support for ISIS-K activities

OFAC designates Nicaraguan officials over human rights
abuse and corruption; US continues national emergency
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) announced on 7 November that
it has designated three Nicaraguan
government officials over their
engagement in human rights abuses,
election fraud and social security
corruption, pursuant to Executive Order
13851 of 27 November 2018 blocking
property of certain persons contributing
to the situation in Nicaragua.
The designated individuals are
• Ramon Antonio Avellan Medal, deputy
director general of the Nicaraguan National
Police, concurrently designated for human

rights abuses pursuant to the Nicaragua
Human Rights and Anticorruption Act of
2018 (NHRAA);
• Lumberto Ignacio Campbell Hooker, the
acting president of the Nicaraguan Supreme
Electoral Council; and
• Roberto Jose Lopez Gomez, director of the
Nicaraguan Social Security Institute.
US Secretary of the State Mike Pompeo
urged the Ortega regime to cease repression
and release arbitrarily detained persons on
8 November. “The United States and the
international community will continue to
promote accountability for those who blatantly

disregard human rights and foment violence,”
Pompeo added.
Then on 25 November US president Donald
Trump issued a notice extending for one year
the national emergency with respect to the
rule of law and human rights violations in
Nicaragua, which was declared by Executive
Order 13851 of 27 November 2018, pursuant
to the US International Emergency Economic
Powers Act. The notice mentions that the
systematic undermining of Nicaragua’s
democratic institutions, the government’s
violent response to protests, the repression
against civilians and corruption remain an
extraordinary threat. The notice was published
in the Federal Register on 26 November.
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OFAC revokes Syria-related general
licences following Turkey ceasefire
The US Treasury Department’s Office
for Foreign Assets Control (OFAC)
revoked on 5 November Syria-related
General License 2 “Authorizing
certain activities necessary to the
wind down of operations or existing
contracts involving the Ministry of
National Defence or the Ministry
of Energy and Natural Resources
of the Government of Turkey” and
Syria-related General License 3
“Authorizing official activities of
certain international organizations

involving the Ministry of National
Defence or the Ministry of Energy
and Natural Resources of the
Government of Turkey,” issued on
14 October.
The two general licences were revoked in
connection with OFAC’s decision on 23
October to remove two Turkish entities
and three officials from the Specially
Designated Nationals (SDN) List, which
followed Turkey’s agreement on 17
October to a ceasefire in north east Syria.

OFAC settles
with Apollo
Aviation Group
over Sudan
sanctions
violations

US to target shipping firms over
sanctions evasion, reports Reuters
The US deputy assistant secretary
of state for counter threat finance
and sanctions David Peyman urged
shipping officials in Europe on 6
November to invest more in customer
due diligence to prevent sanctions
breaches, according to Reuters.
Peyman added the US was looking at “fully
and aggressively and consistently enforcing
US sanctions across the board as a means to

change behaviour of bad actors”.
Reuters reported that Peyman referred
to the US sanctions on COSCO Shipping
tankers on 25 September for transferring
Iranian oil and added that the objective
was to demonstrate to others in the
industry “that no company is too big to be
sanctioned, no company is in a jurisdiction
that is safe from sanctions and what they
could be doing to protect themselves.”

Amadou Kouffa listed as specially
designated global terrorist by US
On 7 November, the US State
Department listed Amadou Kouffa
as a specially designated global
terrorist (SDGT) under Executive Order
13224, which was amended on 10
September to enable the State and
Treasury Departments to more swiftly

designate leaders and associates of
terrorist organisations.
Kouffa is allegedly a senior member of
US-designated Jama’at Nusrat al-Islam
wal-Muslimin, an al-Qa’ida affiliate active
in the Sahel region of Africa.

The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) announced on 7 November
that Apollo Aviation Group, LLC
(currently known as Carlyle Aviation
Partners Ltd) has agreed to pay USD
210,600 to settle its potential civil
liability for self-disclosed Sudan
sanctions violations, in relation to
the unauthorised use of three Apollo
aircraft engines in Sudan between
2014 and 2015, following their lease
to the United Arab Emirates (UAE).
According to OFAC’s enforcement
notice, the UAE company subleased
the engines to a Ukrainian airline, which
installed them on two aircraft that
were then leased to Sudan Airways.
Between November 1997 to October
2017, Sudan Airways was subject to the
Sudanese Sanctions Regulations, which
prohibited US persons from doing
business with Sudan.
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EU Council extends sanctions on
Venezuela until 14 November 2020
The Council of the European
Union extended on 11 November
the restrictive measures against
Venezuela until 14 November 2020, in
view of the continuing deterioration of
democracy, the rule of law and human
rights situation in Venezuela.
The EU Council’s restrictive measures were
imposed on 13 November 2017 and include

an embargo on exporting arms and
equipment to Venezuela that might be
used for repression or for monitoring, as
well as a travel ban and an asset freeze
on 25 Venezuelan officials responsible
for human rights violations, undermining
democracy or the rule of law. The Council
notes that “the targeted measures are
flexible and reversible and designed not
to harm the Venezuelan population.”

HMRC fines nine UK exporters over
unlicensed exports
The UK Department for International
Trade’s Export Control Joint Unit
published on 12 November “Notice to
exporters 2019/15: UK exporters fined
for unlicensed exports,” which details
the penalties issued between May
and October 2019 against exporters
of dual-use goods, military goods and

related activity controlled by the
Export Control Order 2008.
According to the Notice, HM Revenue
& Customs (HMRC) issued compound
penalties between GBP 5,000 and GBP
90,000 to nine UK exporters of dual-use
goods, military goods and related items.

OFAC releases quarterly reports on
Iran and Sudan licensing activities
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
released on 5 November three
quarterly reports on licensing activities
pursuant to the Trade Sanctions
Reform and Export Enhancement Act
(TSRA), covering actions carried out
from January to September 2018.
Under the TSRA, OFAC processes
licence applications requesting
authorisation to export agricultural

commodities, medicine, and medical
devices to Iran and Sudan.
Between January and September 2018,
OFAC’s Licensing Division received a total
of 199 Iran-related and five Sudan-related
export licence applications. During this
period, OFAC issued a total of 34 licences,
two licence amendments and three denial
letters, all of which related to Iran. No
licences were issued in relation to Sudan.

OFAC issues
Venezuelarelated general
licences, FAQs
and designates
five officials
The US Department of the
Treasury’s Office of Foreign
Assets Control (OFAC) issued on
5 November amended Venezuelarelated General License 34A
“Authorizing Transactions Involving
Certain Government of Venezuela
Persons” and new Venezuelarelated General License 35
“Authorizing Certain Administrative
Transactions with the Government
of Venezuela,” to authorise
transactions otherwise prohibited
by Executive Order (EO) 13884 of
5 August on blocking property of
the Government of Venezuela and
those who have acted on its behalf.
Together with the general licenses,
OFAC published new and amended
Frequently Asked Questions.
In addition, OFAC has designated five
high-level officials of the Venezuelan
Government for their involvement in
the Maduro regime’s acts of corruption,
human rights abuses, intimidation, and
violence, pursuant to EO 13884. The
five individuals are representatives of
the Venezuelan National Armed Forces,
Bolivian National Guard, National
Defence Council, Bolivarian National
Intelligence Service and the illegitimate
National Constituent Assembly. The
officials designated have all been
previously designated by the European
Union and Canada.
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US BIS extends Huawei temporary
general licence until February 2020
The US Department of Commerce’s
Bureau of Industry and Security (BIS)
announced on 18 November that it will
extend the Temporary General License
(TGL) concerning Huawei and its 68
non-US affiliates until 16 February
2020. The Huawei TGL authorises
specific engagements in transactions
involving the export, reexport, and
transfer of items, under the Export
Administration Regulations, which are
necessary for the operation of existing
networks/services in the US.

All transactions outside the scope of the
TGL involving items subject to the EAR
will continue to require a licence following
review by BIS.
US senators sent a letter to president
Trump on 21 November requesting the
immediate suspension of the granting
of licences to US companies doing
business with Huawei until Congress
is provided with a list of criteria for the
assessment of the national security
risks related to licence approvals.

US designates Kenya’s ex-AG
On 18 November, the US State
Department designated Kenya’s
ex-attorney general, Amos Sitswila
Wako, over his alleged involvement
in “significant corruption,” and
imposed visa bans on his wife, Flora
Ngaira, and son, Julius Wako.

The designations have been
made under Section 7031(c) of
the Department of State, Foreign
Operations, and Related Programs
Appropriations Act 2019, as
carried forward by the Continuing
Appropriations Act 2020.

US settles with AeroVironment
The US State Department
announced on 20 November that
it has reached an administrative
settlement with AeroVironment Inc
to resolve alleged violations of the
Arms Export Control Act (AECA)
and the International Traffic in Arms
Regulations (ITAR), in connection
with the unauthorised export of
defence items between June 2014
and December 2016.
AeroVironment is required to pay a civil
penalty of USD 1,000,000, of which half
will be suspended provided that the

company implements agreed enhanced
compliance measures.
The violations fall into five categories:
unauthorised exports of unmanned
aircraft systems (UAS) to Canada
and the failure to obtain End Use
Certifications; unauthorised exports of
data in the form of UAS user manuals to
Australia, France, Canada and Thailand;
unauthorised exports of Shrike UAS to
the UK; violations of the provisos, terms,
and conditions of licences; and failure
to properly maintain records involving
ITAR-controlled transactions.

US restricts
exports to 22
entities across
13 countries
The US Department of Commerce’s
Bureau of Industry and Security (BIS)
amended on 13 November the Export
Administration Regulations (EAR) by
adding 22 entities to the Entity List,
determined to be acting contrary to
the US national security or foreign
policy interests. The BIS rule imposes
a licence requirement for all items
subject to the EAR and determines
that no exceptions will be granted.
Summary
• Dart Aviation, including four of its aliases,
have been added under the destinations
of the UK, France, Senegal and Iran,
for transhipping US-origin items to
sanctioned jurisdictions and entities;
• Six companies have been added under
the destinations of Lebanon, Syria,
Jordan, Oman, Saudi Arabia, Pakistan
and the UAE, for providing engineering
products and services in support of
unsafeguarded nuclear activities;
• Eight entities have been added under
the destinations of Bahrain, the UAE and
Turkey, for diverting US origin exports to
Iran without authorisation;
• Five entities have been added under the
destinations of Lebanon, Syria, Jordan,
for providing support to chemical and
biological weapons activity in Syria; and
• The BIS rule adds two entities and
amends one entry under the destination
of Pakistan; it also removes three entries
under the destinations of Pakistan,
Singapore and the UAE.
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Apple Inc settles potential US civil liability over alleged
dealings with designated narcotics trafficker
On 25 November, the US Treasury
Department Office of Foreign Assets
Control (OFAC) announced a USD
466,912 settlement with Apple
Inc over apparent violations of the
Foreign Narcotics Kingpin Sanctions

Regulations through alleged dealings
with Slovenian software company SIS,
which was designated as a significant
foreign narcotics trafficker in 2015.
Apple entered into an applications

development agreement with SIS in July
2008 and then allegedly violated US
sanctions by hosting, selling and facilitating
the transfer of the Slovenian company’s apps
and associated content from February 2015
to May 2017.

US sanctions Cuban sub-entities and individuals
The US State Department announced
on 16 November and 15 November,
designations of the Cuban government’s
interior minister Julio Cesar Gandarilla
Bermejo and five sub-entities of the

Cuban military over human rights
violations in Cuba and Venezuela.
The Department also listed Bermejo’s
children, Julio Cesar Gandarilla Sarmiento and

Alejandro Gandarilla Sarmiento, under Section
7031(c) of the FY 2019 Department of State,
Foreign Operations, and Related Programs
Appropriations Act, as carried forward by the
Continuing Appropriations Act 2020.

White House renews sanctions against Burundi
The United States White House
announced on 19 November a one-year
renewal of sanctions against Burundi
through a continuation of the national

emergency declared under Executive
Order 13712.
The Executive Order, which was issued

by the US government in November 2015,
blocks the property of individuals deemed
to be contributing to the violence and unrest
in Burundi.

UN Security Council extends Somalia sanctions and
mission in Central African Republic
The United Nations Security Council
(UNSC) adopted on 15 November
resolution 2498 (2019), which renews
sanctions and the mandate of the
Panel of Experts on Somalia until
15 December 2020. The resolution
condemns the continued flow of
weapons to Somalia and the threats
to security posed by the Al-Shabaab
armed group, which is expanding
its revenue sources illicitly by
manufacturing explosives.

Key elements of the resolution: it renews
the arms embargo on Somalia as well as
the partial lifting of the embargo on Somali
National Security Forces and exemptions
related to humanitarian aid; it extends the
ban on the import and export of Somali
charcoal; it extends an authorisation for
maritime interdiction of arms imports and
charcoal exports; it imposes a new ban
on ingredients for explosive devices that
extremists are using; and it reaffirms that
the criteria for targeted sanctions include

the planning, directing or committing acts
involving sexual and gender‑based violence.
In addition, UNSC adopted on 15 November
resolution 2499 (2019) to extend the
mandate of the UN Multidimensional
Integrated Stabilization Mission in Central
African Republic (MINUSCA) until 15
November 2020. MINUSCA’s role is to
support civilians, protect human rights,
justice and the rule of law, as well as Central
African Republic’s disarmament.
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Albania
Albanian prime minister Edi Rama reportedly
announced at the Global Citizenship Conference in
London on 11-13 November that Albania will launch
a citizenship-by-investment programme, despite the
corruption and money laundering risks concerning
such schemes identified by the EU. According to draft
amendments to the citizenship law advanced by the
government earlier this year, foreign investors applying
for Albanian citizenship would get tax exemptions for
ten years, continued low VAT rates and other benefits.
The Albanian programme is expected to be designed
by citizenship advisory firm Henley and Partners.

Bangladesh
The Bangladeshi government published the National
Strategy for Prevention of Money Laundering and
Combatting Financing of Terrorism 2019-2021 on 17
November, detailing 11 strategies, with 137 actions, that
aim to achieve compliance with the Financial Action
Task Force (FATF) requirements. Of note in the report
is the identification of the US, UK, Canada, Australia,
Singapore, Hong Kong, the UAE, Malaysia, and the
British Virgin Islands as major destinations for money
launderers in Bangladesh.

Bolivia
Bolivia’s president, Evo Morales, resigned on 11
November and announced his intention to seek
asylum in Mexico amidst escalating anti-government
protests over allegations of corruption in the national
election, which took place in late October. Morales was
declared winner of the Bolivian election on 20 October
but international election monitoring organisations,
including the Organization of American States (OAS)
claimed that there were “clear manipulations” of the
voting system, such as an unexplained 24-hour delay of
the vote count by the Bolivian election board. The OAS
report recommends new elections take place with a
new electoral court. Vice president Garcia Linera, senior
officials, elected officials, and other ministers also
resigned alongside Morales.

Canada
Canadian securities regulators in Ontario, British
Columbia, Québec, New Brunswick, Saskatchewan,
Manitoba and Nova Scotia published on 12 November
guidance to help cannabis issuers and their executives
strengthen their disclosure of financial interests during
mergers, acquisitions and other significant corporate
transactions, to help address potential conflicts of
interest. The guidance refers to: detailed disclosure
of the cross-ownership of financial interests (held by

the acquirer, the acquiree or either of their directors)
in mergers and acquisitions documents; determining
the existence of direct or indirect personal or business
relationships which might interfere with the ability of
an issuer’s board member to exercise independent
judgement; and the adoption of written codes of
business conduct and ethics including provisions for
disclosing conflicts of interest to other board members
and to the public

Brazil
The Organisation for Economic Co-operation and
Development (OECD) published on 13 November a
statement calling on Brazil to end threats to the capacity
and independence of law enforcement to investigate
and prosecute foreign bribery and corruption. Recent
action taken by the legislative and judiciary branches
could “seriously jeopardise” Brazil’s ability to meet its
obligations under the OECD Anti-Bribery Convention,
according to the statement.

China
The World Bank announced on 20 November a
15-month debarment of Chinese state-owned
enterprise Jiangxi Geo-Engineering (Group) Corporation
and its 14 wholly-owned subsidiaries for submitting
fraudulent documentation in its bid for the World Bankfinanced “Heilongjiang Cold Weather Smart Public
Transportation System” project in China. According
to the facts of the case, the firm submitted a falsified
completion certificate of a previous outside contract to
fulfil the experience requirement for the project.
The People’s Bank of China announced in an annual
report published on 8 November that it issued money
laundering fines totalling CNY 166 million (USD 24
million) last year, up 55 percent. Financial institutions
received a total of CNY 23 million in fines in 2018.
A senior Chinese official said at a conference that
China’s upcoming cryptocurrency will give authorities
oversight over money flows that could help with
counteracting money laundering, terrorism financing
and tax evasion, Reuters reported on 12 November.
Mu Changchun, head of the People’s Bank of China’s
digital currency research institute, said the blockchainpowered Digital Currency Electronic Payment System
will give users “controllable anonymity” and help to
boost financial inclusion in rural areas.

Democratic Republic of Congo
The Organisation for Economic Co-operation and
Development (OECD) published a report on 15
November examining the risks in cobalt and copper

mining from the Democratic Republic of the Congo
(DRC). Companies should be “proactive about
addressing risks, for example by improving working
conditions in artisanal mining or taking action to
address corruption in their supply chains,” Ben Katz,
co-author of the report, said in a statement. The report
raises concerns about the low level of scrutiny of some
risks and calls on copper and cobalt users to extend
due diligence to corruption and human rights risks
associated with security forces.

Cyprus
The interior minister of Cyprus, Constantinos Petrides,
stated on 4 November that the Cypriot government has
begun a process to strip 26 individuals of citizenship
they received in a ‘golden passport’ scheme, after a
Reuters investigation in October showed citizenship
had been granted to politically exposed individuals,
namely the relatives and members of the inner circle
of the Cambodian prime minister, Hun Sen. The
individuals include the country’s police chief.

Denmark
The Financial Action Task Force (FATF) announced
on 14 November that it has rerated Denmark as
compliant or largely compliant with three of its 40
Recommendations following some improvements
to the nation’s anti-money laundering regime since
November 2018. Denmark remains in FATF’s
“enhanced” follow-up process and will report on
its progress in October 2020. Intergovernmental
assessors rerated Denmark as largely compliant
with Recommendation 1 on risk management, but
noted concerns over national authorities’ apparent
failure to clearly require financial institutions and
other regulated entities to monitor internal controls
and mitigate identified high risks of financial crime.
Similarly, Danish authorities improved their ability to
take enforcement action against financial institutions
for AML breaches (Recommendation 35), but the
report raised concerns over supervisors’ continued
limitations in issuing administrative penalty notices.
Minor deficiencies remain in the sanctions available
to supervisors of designated non-financial businesses
and professions (DNFBPs). Danish authorities fully
addressed deficiencies in providing reporting entities
with guidance and feedback on AML compliance and
the nation consequently achieved a “compliant” rating
for Recommendation 34.
The Danish Business Authority released on 4
November guidance on the art industry’s obligations
to prevent money laundering and terrorist financing
(ML/TF) under the Money Laundering Act as well
as a set of related frequently asked questions (FAQ).
Auction houses and individuals engaging in the trade
of artworks above DKK 50,000 (GBP 5,780) in Denmark
will become subject to the Money Laundering Act
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from 10 January 2020. The guide clarifies the type of
transactions that will fall within the scope of the Money
Laundering Act and provides details on the system of
policies and procedures art dealers are obliged to set
up to assess the possible ML/TF risks, to ensure that
customers’ identities are checked or, in certain cases,
examined more closely and to keep accurate records. In
addition, the Danish Business Authority published a set
of up-to-date frequently asked questions on art dealers’
obligations under the Money Laundering Act.
An additional 1,200 employees have been hired in
compliance and AML in the Danish financial sector
between 2018 and 2019, according to analysis
published on 15 November by the Danish bankers’
association Finance Denmark.

Estonia
The International Monetary Fund published its
preliminary findings on Estonia on 4 November
following an official staff visit, which has found that
Estonia has made progress in strengthening its AML/
CFT regime, but there is still room for improvement.
Key points include: Estonia has shown progress in
gaining official approval for a Centre for Strategic
Analysis, increasing the maximum fine for violations of
AML/CFT obligations, issuing extensive guidelines to
supervised entities and conducting indepth reviews of
banks’ risk profiles. Estonia is encouraged to increase
the maximum penalty further, increase the number of
financial institutions subject to supervision, develop
more targeted AML/CFT inspections and enhance
integration of supervision at Nordic-Baltic and EU level.

EU
Europol’s European Cybercrime Centre (EC3) published
on 4 November a strategic report on spear phishing,
which includes recommendations on what law
enforcement and industry can do to jointly combat
this type of threat. Based on the conclusions of the
joint EC3 Advisory Group meetings with industry
representatives in March 2019, the report states that
an effective response to spear phishing should include:
technical solutions, in the form of security policies and
software, to mitigate phishing campaigns before they
reach their intended targets; and clear procedures for
better incident handling and effective investigation in
cooperation with the law enforcement.

Hong Kong
The CEO of Hong Kong’s Securities and Futures
Commission (SFC), Ashley Alder, announced in a

speech on 6 November the launch of a new regulatory
framework for cryptoasset platforms that trade
securities or futures contracts. The new framework
will only apply to platforms that trade cryptoassets or
tokens deemed securities or futures contracts under
the Securities and Futures Ordinance (SFO). The SFC
is not authorised to licence or supervise platforms that
only trade non-security cryptoassets or tokens. The SFC
also published a position paper outlining requirements
for cryptoasset trading platforms to be licensed under
the regime, including compliance with AML rules.

Iran
The International Atomic Energy Agency (IAEA)
released on 11 November its latest quarterly
safeguards report on the verification and monitoring
of Iran’s nuclear commitments under the Joint
Comprehensive Plan of Action (JCPOA) and in light
of UN Security Council resolution 2231 (2015), which
confirms Iran’s recent uranium enrichment activities at
the Fordow Fuel Enrichment Plant (FEP). According to
a leaked copy of the report, Iran has committed other
JCPOA violations such as: conducting enrichment
activities in violation of its long-term enrichment plan,
including at the Natanz FEP and Pilot Fuel Enrichment
Plant (PFEP); continuing to produce enriched uranium
above the limit of 3.67 percent; and withdrawing
advanced centrifuges from storage, installing six new
types of centrifuges not listed in the deal and preparing
a new location for centrifuge testing, beyond those
specified in the JCPOA.
Iranian law enforcement arrested three alleged
ringleaders and six alleged members of a
money laundering network that had a turnover of
approximately IRR 300 trillion (GBP 5.6 billion) over the
past six years, Tasnin reported on 24 November. Hadi
Hashemian, the head of the judiciary in Golestan, told
reporters the investigation will continue, with 300 other
suspected members of the criminal network believed
to be conducting fraudulent activities in the provinces of
Golestan, Tehran and Semnan.

Ireland
The Financial Action Task Force (FATF) announced on
12 November that it has rerated Ireland as compliant or
largely compliant with 11 of its 40 Recommendations
to reflect improvements to the nation’s anti-money
laundering regime since its mutual evaluation
report (MER) was published in September 2017.
Ireland remains partially compliant with seven FATF
Recommendations and will move from the “enhanced”
to the “regular” follow-up process, continuing to report
back to FATF on its progress.

Italy
Italy’s new law on anti-money laundering and
combatting the financing of terrorism (AML/CFT)
entered into force on 10 November, updating the
legislative framework in accordance with the Fifth
Money Laundering Directive (5AMLD). The law clarifies
key aspects such as : the categories of institutions
subject to AML/CFT obligations; the specific reporting
obligations for transactions with customers operating
in high-risk jurisdictions, as well as the applicable
sanctions regime; the range of tools that the supervisory
authorities can use, including the refusal to authorise
foreign banking activities, financial intermediaries or
the opening of branches in high-risk countries for Italian
intermediaries; and the prohibition on issuing and using
anonymous electronic money products. Legislative
Decree 125/2019 was adopted on 4 October and
published in the Official Gazette on 26 October.

Libya
Reuters published an article on 11 November that
claims a confidential UN report, which is due to be
released next month, accuses four countries of
repeatedly violating an arms embargo on Libya. Reuters
claims the report to the UN Security Council Libya
Sanctions Committee accuses Jordan, the UAE, Turkey,
and Sudan of transfers of military material, and in the
case of Sudan, military personnel, to Libya.

Malta
The Maltese prime minister’s chief of staff, Keith
Schembri, resigned following reports that a
businessman arrested the previous week in connection
with the murder of Daphne Carauana Galizia, was
preparing to make allegations against him. The
Maltese prime minister, Joseph Muscat, announced
the resignation in a press conference on 26 October.
The Guardian reported that Schembri is currently being
questioned by police while one of his homes has been
raided. The chief of staff had previously been accused
by Caruana Galizia of corruption related to Panamanian
shell companies while in office.

New Zealand
New Zealand’s financial intelligence unit published on
25 November an assessment of money laundering and
terrorism financing risks to the nation. Summary: banks,
money remitters, building societies and casinos have
a high risk of money laundering, while non-bank credit
cards have a “moderate” risk of the crime; alternative
banking and remittance providers and international
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wire and trade-based transfers are ranked among
the “highest priority” vulnerabilities to financial crime;
conveyancing and real estate transactions have a high
vulnerability to financial crime and criminals exploit
trust structures to hide their beneficial ownership of
real estate; drug, fraud and tax offences are the main
predicates to money laundering; and terrorism financing
remains low risk but high priority, although there have
been no prosecutions or convictions to date.

Portugal
The World Bank announced on 13 November a
one-year debarment of Portuguese engineering
company Procesl Engenharia Hidráulica e Ambiental
SA over “fraudulent and obstructive practices” during
its execution of the World Bank-financed Santos
Municipality Project in Brazil.

Singapore
The Financial Action Task Force (FATF) published on 18
November a follow-up assessment rerating Singapore
as compliant or largely compliant with four of its 40
Recommendations. Singapore is now compliant with
20, largely compliant with 17 and partially compliant
with three Recommendations.
The Monetary Authority of Singapore (MAS) imposed
a civil penalty of USD 8 million on Swiss bank UBS
on 14 November after investigations showed that its
client advisers had deceived or engaged in acts that
were likely to deceive clients about the spreads and/
or interbank prices for transactions in over-the-counter
(OTC) bonds and structured products.

Spain
The Council of Europe’s Group of States against
Corruption (GRECO) published an evaluation report
on 13 November calling on Spain to develop a
comprehensive anti-corruption strategy and to
improve its legal framework to prevent corruption
in top government and law enforcement agencies.
The evaluation report was published alongside a
compliance report that acknowledged Spain’s progress
in implementing GRECO’s recommendations on
corruption prevention in relation to parliamentarians,
judges and prosecutors.

UK
On 20 November, UK law enforcement arrested
10 alleged members of an organised crime group
suspected of transporting GBP 15.5 million in cash

to Dubai as part of a three-year conspiracy to launder
profits from drug trafficking and migrant smuggling.
The National Crime Agency (NCA) stated that the cash
was hidden in suitcases used for journeys between the
UK and United Arab Emirates (UAE), with GBP 14 million
moved in 2017 and 2018 alone.
The UK’s Gambling Related Harm All-Party
Parliamentary Group (GRH APPG) published its
interim report on 4 November, which criticises the
government and the Gambling Commission for the lack
of action and states that the fines for failing to protect
consumers and preventing money laundering are a
“weak deterrent.” The interim report follows a six-month
inquiry into online gambling related harms in the UK. A
full report will be published after the final hearings.

US
US secretary of state Mike Pompeo said during a
State Department media briefing on 18 November
that the US will impose sanctions on corrupt Iraqi
officials as well as those responsible for killing and
abusing peaceful protesters. Pompeo added that
the US sanctions “will simply target those who do
wrong to the Iraqi people, no matter who they are.” At
least 319 demonstrators have been killed and nearly
15,000 injured since the start of anti-government
protests in October, according to the Independent High
Commission for Human Rights of Iraq.
The US White House announced on 12 November a
one-year renewal of the national emergency declared
in Executive Order 12938, as amended by Executive
Orders 13094 and 13382, over the proliferation of
weapons of mass destruction.
US professor of international studies, Bruce Bagley,
has been arrested and charged with participating in
the laundering of over USD 2 million in proceeds from
Venezuelan bribery and corruption, according to a
press release issued by the US Attorney’s Office for
the Southern District of New York on 18 November.
According to the indictment, Bagley allegedly opened
a bank account for the purpose of laundering the
proceeds of Venezuelan bribery and corruption for
foreign nationals. Between November 2017 and around
October 2018, the bank account received approximately
USD 2.5 million from bank accounts located in
Switzerland and the United Arab Emirates.
The US Justice Department announced on 22
November that it has charged Allen Ifechukwu Athan
Onyema, Nigerian airlines Air Peace CEO and founder,
with bank fraud and money laundering for using
falsified credit letters to raise USD 20 million from US
banks for purchasing aircraft. Air Peace administration
and finance manager Ejiroghene Eghagha has also
been charged with bank fraud and aggravated identity
theft in the same case. According to prosecutors,
Onyema and Eghagha orchestrated a scheme which
involved international money transfers for the purchase

of US airplanes. Starting in 2016, the two defendants
allegedly used falsified credit letters to cause US banks
to transfer more than USD 20 million into bank accounts
owned by four non-profits that Onyema controlled, to
fund the purchase of five Boeing 737 airplanes by Air
Peace. The letters included false supporting documents
to prove that airplanes were being sold by Springfield
Aviation Company LLC, a US company owned by
Onyema. Over USD 16 million of the proceeds was
laundered via transfers to other accounts.
US Rep. Jennifer Wexton (D-VA) introduced in the
House on 15 November a Bill that would direct the
Treasury Department’s Financial Crimes Enforcement
Network (FinCEN) to assist financial institutions in
identifying and reporting suspicious financial activity
related to firearms. Under the proposed Gun Violence
Prevention Through Financial Intelligence Act, FinCEN
would issue an advisory to help banks identify red flags
related to the procurement of firearms or accessories
for ‘lone actor’ or ‘lone wolf’ terrorist attacks. The
guidance would also highlight the risks of the US
firearms market being exploited to facilitate gun
violence within the nation.
On 8 November, the US Treasury Department’s Financial
Crimes Enforcement Network (FinCEN) announced
the renewal of geographic targeting orders (GTOs)
requiring US title insurance companies to identify the
beneficial owners of shell companies used in all-cash
transactions above USD 300,000 for residential real
estate. The renewed GTOs, which became effective on
12 November and end on 9 May 2020, differ from the
May 2019 GTOs by removing the requirement to report
purchases by US publicly traded companies, as they are
identifiable through other business filings.
The Securities and Exchange Commission’s (SEC)
Division of Enforcement published its annual report
for 2019 on 6 November, detailing 862 enforcement
actions, including 526 standalone actions, resulting
in more than USD 4.3 billion in disgorgement and
penalties. The report outlines a broad range of
significant issues, which are reported to have returned
approximately USD 1.2 billion to harmed investors.
The US Commodity Futures Trading Commission’s
(CFTC) Division of Enforcement issued on 25
November its annual report for fiscal year 2019,
highlighting the enforcement priorities in detecting,
investigating, and prosecuting misconduct such as
fraud, manipulation, spoofing, or misappropriation
of confidential information. Key points include: the
CFTC filed 69 enforcement actions, a slight increase
on the previous years; monetary relief of USD 1.32
billion was obtained, including civil monetary penalties,
disgorgement and restitution; and the CFTC filed 16
cases involving manipulative conduct and spoofing and
25 commodities fraud cases, representing 65 percent
of all cases filed in 2019.
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