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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence team at:
www.aperio-intelligence.com
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EU Parliament resolution calls for better coordination and
quicker implementation of anti-money laundering rules
The European Parliament (EP)
adopted a resolution on the state
of implementation of the EU’s antimoney laundering legislation on 19
September, which criticises the lack of
implementation of Europe’s Fourth AntiMoney Laundering Directive (4AMLD)
by many member states and calls on the
European Commission (EC) to address
the current regulatory and supervisory
fragmentation in the anti-money
laundering and countering terrorist
financing (AML/CTF) area.

of potentially high-risk countries, and ensure
a transparent process with benchmarks for
countries that commit to reform.

EC should consider whether a regulation
would be a more appropriate legal act than
a directive in the future;

Key points

• Better cooperation between administrative,
judicial and law enforcement authorities,
and Financial Intelligence Units is necessary;

• Member states need to speed up the
transposition process of the Fifth AntiMoney Laundering Directive (5AMLD) and
implementation of beneficial ownership
registers within the deadlines, infringement
procedures to be opened where necessary;

• EC should consider the possibility of
establishing a coordination and support
mechanism for enforcing AML/CTF actions
at EU and national level; and

• Despite the progressive strengthening of the
EU’s AML/CTF framework, the enforcement
of rules and EU supervision remain deficient,
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• The EP supports the establishment of a
methodology to identify high-risk countries
with AML deficiencies and requests that the
EC assess whether to establish a ‘grey list’

The resolution calls on the EC to keep
following the Danske Bank A/S case and
launch an infringement procedure if justified,
following the exchange of views with
European Banking Authority (EBA) chair
José Manuel Campa on 5 September. The
resolution states that the EP regrets that
member states “rejected a proposal for a
breach of Union law recommendation.” In his
remarks to the EP’s Committee on Economic
and Monetary Affairs, Campa confirmed that
no breach of Union law was found by the
EBA and announced investigations relating to
dividend arbitrage schemes, which the EBA
will report on in late 2019.

The EP resolution can be found HERE.

The EBA statement can be found HERE.
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Central Bank of Ireland publishes guidelines for financial
sector following the transposition of 4AMLD
The Central Bank of Ireland (CBI)
published Anti-Money Laundering and
Countering the Financing of Terrorism
Guidelines for the Financial Sector on 6
September, to assist credit and financial
institutions in meeting their obligations
on anti-money laundering and counter
terrorist financing (AML/CTF) under
Part 4 of the Criminal Justice (Money
Laundering and Terrorist Financing)
Act 2010 (CJA 2010), following the
transposition of the EU’s Fourth AntiMoney Laundering Directive (4AMLD)
into Irish law.
The guidelines make clear that its provisions
do not constitute secondary legislation, and

firms must always refer directly to the CJA
2010 when determining their obligations.
The guidelines provide detail on the legal and
regulatory framework and expectations on
risk management, customer due diligence,
governance, procedures to report suspicious
transactions, training, record keeping, as
well as international financial sanctions
obligations. The publication of the guidelines
follows a consultation (CP128) by the Central
Bank on draft guidelines, which took place
between December 2018 and April 2019.
Speaking at the launch of the guidelines, the
Central Bank’s director-general on financial
conduct Derville Rowland said that firms
“must adopt a risk-based approach to

fulfilling their obligations and ensure that their
controls, policies and procedures are fit for
purpose, up-to-date, tested, and kept under
constant review and scrutiny.”

The CBI guidelines can be found HERE.

The CBI DG speech can be found HERE.

The press release can be found HERE.

Consultation feedback can be found HERE.

Moneyval report identifies weaknesses in Malta’s AML
supervision; MFSA publishes plan to step up supervision
Malta’s supervisory authorities lack
“adequate resources” to manage the
risks of money laundering through
financial institutions and non-financial
entities, the Council of Europe’s antimoney laundering body, Moneyval,
stated in a 233-page report published
on 12 September.
Intergovernmental assessors stated that
“major improvements” were needed to AML
supervision and enforcement across Malta’s
regulated sectors and that market entry and
“fitness and properness” measures were
inadequate for lawyers, real estate agents and
dealers in precious metals or stones (DPMS).
Amongst the findings, the report states that
Malta lacks an “in-depth analysis of how all

types of legal persons and legal arrangements
can be misused for money laundering and
financing of terrorism purposes.” There are
also shortcomings in Malta’s approach to
obtaining beneficial ownership information,
which includes criticisms that the fines for
failing to submit information are not effective.
On 13 September, Malta’s Financial
Intelligence Analysis Unit (FIAU) issued
a statement claiming that 90 percent of
Moneyval’s recommendations for bolstering
AML supervision and enforcement following
the November 2018 onsite assessment were
“fully implemented” by March 2019.
Prior to this, on 6 September, Malta’s Financial
Services Authority (MFSA) published a threeyear strategic plan that includes measures to

improve compliance with AML standards. In
the plan, the MFSA confirmed that its newly
established financial crime compliance team
will work closely with the FIAU to coordinate
AML/CTF reviews and inspections. The plans
include stepped up onsite supervisory visits;
thematic reviews and guidance on sectorspecific risks; and a strengthened “regulatory
setup” to mitigate the risks of financial crime.

Moneyval’s report can be found HERE.

The FIAU statement can be found HERE.

MFSA strategic plan can be found HERE.
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European Banking Authority calls for centralised AML
supervision and enforcement
The head of the European Banking
Authority (EBA) said on 5 September
that further centralisation of EU antimoney laundering efforts and a move
from a Directive to a Regulation-based
framework may be “the only way” to
ensure consistent AML supervision and
sanctions across the bloc.
In a speech to the European Parliament, José
Manuel Campa said the EBA is currently
working on finding “common ground” for
withdrawing financial institutions’ licences
when serious AML/CTF breaches are
identified.
Key points
• The EBA plans to build an EU-wide
database of AML/CTF information that
will “coordinate” and improve information
sharing between national authorities;
• The EBA has nearly completed its
Supervisory Cooperation Guidelines, which
will provide a framework for cooperation

The EBA has
nearly completed
its Supervisory
Cooperation Guidelines,
which will provide
a framework for
cooperation and
information exchange
between AML/CTF and
prudential supervisors
through new AML/CTF
“colleges”
and information exchange between AML/
CTF and prudential supervisors through
new AML/CTF “colleges,” the guidance
will complement the EBA’s Multilateral
Agreement of 10 January to support the
European Central Bank’s engagement with
AML/CTF authorities;

• The EBA will “shortly” publish two guidelines
and one opinion on AML/CTF, but financial
institutions will not be able to comply with
the guidance if doing so is contrary to
national law;
• The EU’s Fifth Capital Requirements
Directive (CRD5), which member states
are required to implement by 28 December
2020, requires authorisation and prudential
authorities to: assess AML/CTF when
reviewing financial institutions, take
“appropriate” supervisory measures, and
inform AML regulators of their findings; and
• National differences in implementing the
EU’s Anti-Money Laundering Directive
(AMLD) are inhibiting standardised riskbased methodologies and customer due
diligence requirements across the bloc.

The EBA speech can be found HERE.

UN Security Council publishes annual report for 2018
The United National Security Council
(UNSC) annual report to the General
Assembly for 2018, which was adopted
on 20 August and made public in
September, provides an overview of
key engagements in several unresolved
conflicts and humanitarian crises, in
particular in the Middle East and Africa,
and its continuing commitment to
tackle the link between corruption and
conflict, the proliferation of weapons of
mass destruction, and enduring threats

to international peace and security
caused by terrorist acts.

and progress in Columbia, Afghanistan,
Congo and Lebanon.

The conflict in the Central African Republic
and the situation in the Democratic Republic
of the Congo and Somalia remained a major
focus of the UNSC’s work in 2018. The report
mentions several positive developments in
the Horn of Africa, Liberia and South Sudan,
a reduction in the level of tension concerning
the Korean Republic, advancements in driving
ISIL out of Iraq and the Syrian Arab Republic,

The UNSC underlines its concern over the
connection between international terrorism
and transnational organised crime and calls
on member states to enhance their strategies
and cooperation to combat the threat.

The UNSC report can be found HERE.
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FATF to release
guidance and
create forum on
KYC/CDD tech
The Financial Action Task
Force’s (FATF) new president,
Xiangmin Liu, announced in a
speech on 10 September that
the intergovernmental body is
drafting new guidance on the use
of digital customer identification
for anti-money laundering (AML)
compliance.
FATF’s draft digital ID guidance, which
will be published by 30 June 2020,
explores risk-based approaches to
using innovative customer due diligence
(CDD) tools and suggests the formation
of public-private partnerships to develop
new anti-financial crime technologies.

UN calls for member states to
make wildlife trafficking a predicate
offence to money laundering
On 16 September the United Nations’
General Assembly adopted without
a vote a resolution urging member
states to take “decisive” steps to
tackle illicit trafficking of wildlife by
linking the offence to financial crime.
The resolution calls on member states to
• Treat offences connected to the illegal
trade in wildlife as predicate offences to
money laundering and allow connected
assets to be seized and confiscated under
domestic proceeds of crime legislation;
• Make illicit trafficking in protected species
of wild fauna and flora a serious crime, as
defined in the United Nations Convention
against Transnational Organized Crime;

In his speech, Liu also stated that
he has launched a new initiative to
create a global Supervisors’ Forum
to discuss supervisory oversight of
financial institutions’ increasing use
of technology for sharing customer
onboarding information across borders
and between firms.

• Prohibit, prevent and counter all forms of
corruption that facilitates illicit trafficking

Liu also noted that money laundering,
terrorism financing and sanctions
evasion involving crypto-assets is likely
to grow quickly and that FATF regularly
reports to the G20 on developments
in this area. Jurisdictions that seek
to manage these risks by prohibiting
virtual asset and cryptocurrency
operators are still expected to penalise
illegal and cross-border activities.

In a speech at the Cambridge
Symposium on Economic Crime
2019 on 2 September, the head of
the UK’s Serious Fraud Office (SFO),
Lisa Osofsky, called on the private
sector to “cooperate” in preventing
and reporting crime, and with
investigations and prosecutions.

The transcript can be found HERE.

in wildlife and wildlife products; and
• Integrate investigations into financial
crime connected to wildlife trafficking into
wildlife crime investigations and increase
the use of investigation techniques and
public-private collaboration to identify
criminals and their networks.
Meanwhile, NGOs proposed steps on 28
August that the FATF could take to fulfil
plans announced by president Xiangmin
Liu on 1 July to prioritise the tackling
of money laundering through the illegal
wildlife trade over the next 12 months.

The press release can be found HERE.

The resolution can be found HERE.

UK SFO calls for cooperation and
discloses green investment probe

The SFO’s general counsel, Sara Lawson
QC, also disclosed at the conference, that
the SFO has been investigating allegations
of serious and complex crimes connected
to green investment schemes for solar

panels, biofuels and forestry planting.
Speaking at the same conference, the
UK’s solicitor general, Michael Ellis QC,
said that the government is “currently
considering” responses to its call for
evidence on corporate criminal liability for
economic crime, which ran in 2017.
Osofsky’s speech can be found HERE.

Lawson’s speech can be found HERE.
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New EU Counter-Terrorism Register
to aid cross-border investigations

Eurojust, the EU agency dealing with
judicial cooperation in criminal matters
among agencies of the member states,
announced on 5 September the launch
of a Counter-Terrorism Register (CTR)
that will centralise judicial information
across the European Union and help
prosecutors establish cross-border
links in proceedings against suspected
terrorists, networks and their enablers.
Summary
• Eurojust manages the CTR, which came
into force on 1 September, on a 24-hour
basis and provides “proactive” support to
national judicial authorities;

• All EU member states are asked to refer
to the agreed template and standards
when registering information on
suspects and cases this month;
• The CTR focuses entirely on judicial
proceedings and convictions and
therefore will not overlap with criminal
analysis conducted by Europol; and
• The register is based on Council Decision
2005/671/JHA on the exchange of
information and cooperation concerning
terrorist offences.
The press release can be found HERE.

FATF finds
Greek banks
managing
threats, but
DNFBPs lack
risk awareness
Greece’s banks are well supervised
and adequately manage their
potential exposure to crime
or terror-related transactions,
but non-financial entities and
their supervisors lack sufficient
understanding of money laundering
and terrorism financing risks, the
Financial Action Task Force (FATF)
stated in a report on 3 September.
The mutual evaluation report rated
Greece as compliant or largely
compliant with 37 of FATF’s 40
recommendations, and partially
compliant with recommendations
covering correspondent banking, cash
couriers and non-profit organisations.

The FATF report can be found HERE.

UK Financial Conduct Authority chief calls for ‘corporate
enablers’ of fraud to implement remedial measures
Charles Randell, chair of the UK’s
Financial Conduct Authority (FCA),
stated in a speech on 4 September
at the Cambridge Economic Crime
Symposium 2019 that it is unfair for
financial institutions to pick up the bill
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for payment scams resulting from
inadequate anti-fraud measures
at airlines, hotels and technology
companies.
Randell called for “corporate enablers” of

fraud to “play their part” in remedying the
harm caused by weaknesses in their antifraud systems and controls.
The FCA speech can be found HERE.
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UK’s Prudential Regulation Authority reminds lenders of
AML/CTF risks in prudential supervision
The Bank of England’s Prudential
Regulation Authority (PRA) wrote to
CEOs of regulated firms on 5 September
stating that it will continue to include
money laundering and terrorist
financing concerns in its prudential
assessments of firms and work closely

with the Financial Conduct Authority
regarding individual firms and groups.
The PRA’s letter draws attention to the
European Banking Authority’s (EBA’s) Opinion,
dated 24 July, which calls for prudential
supervisors in the EU to inform financial

institutions that prudential supervisory
processes will consider money laundering
and terrorist financing concerns and
communications with AML/CTF supervisors.
The press release can be found HERE.

Moneyval issues compliance report on the Isle of Man
The Council of Europe announced on
6 September that intergovernmental
assessors have re-rated the Isle of
Man’s compliance with four of the
Financial Action Task Force’s (FATF)
40 Recommendations to reflect
improvements in the UK crown
dependency’s AML regime since its

mutual evaluation report was adopted in
December 2016.
In its second enhanced follow-up report, the
Committee of Experts on the Evaluation of
Anti-Money Laundering Measures and the
Financing of Terrorism (Moneyval) re-rated
the Isle of Man as compliant with FATF

Recommendations covering record keeping,
reliance on third parties, politically exposed
persons and beneficial ownership of trusts.
The Isle of Man remains in enhanced followup and will continue to report to Moneyval.
The report can be found HERE.

FATF mutual evaluation report on Hong Kong finds big
banks and DNFBPs have ‘good’ AML/CTF measures
Large financial institutions and nonfinancial entities in Hong Kong have
a “good understanding” of their
exposure to financial crime and have
implemented customer due diligence
(CDD) and beneficial ownership
measures to a “good level,” the Financial
Action Task Force (FATF) stated in a
252-page mutual evaluation report
published on 4 September.
The FATF’s mutual evaluation report on
Hong Kong explains that smaller designated
non-financial businesses and professions
(DNFBPs) in the special administrative region

of China have implemented only “basic” CDD
and record keeping measures and were found
to be not sufficiently managing the money
laundering risks connected to politically
exposed persons (PEPs).
Hong Kong received “substantial” or
“moderate” scores for all FATF effectiveness
ratings and was found compliant or largely
compliant with all but four of the 40 technical
compliance ratings. The jurisdiction was
rated partially compliant with the FATF
Recommendations concerning beneficial
ownership rules, PEPs, CDD by DNFBPs and
supervision of DNFBPs.

Hong Kong received
“substantial” or
“moderate” scores for
all FATF effectiveness
ratings

The FATF report can be found HERE.

The press release can be found HERE.
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EU report calls
for further
measures to
combat VAT
fraud

EU insurance authority issues report
on insurance sector cyber risks
The European Insurance and
Occupational Pensions Authority
(EIOPA) published on 17 September
a report on “Cyber Risk for Insurers –
Challenges and Opportunities,” based
on responses from 41 insurance
groups across 12 EU countries.

denial of service attacks are the most
common incidents against insurers;
• Further action to strengthen the
resilience of the sector against cyber
vulnerabilities is essential; and

The European Commission (EC)
released its latest report on the
VAT gap on 5 September, looking
at the overall difference between
the expected VAT revenue and
the actual amount collected by EU
member states, which dropped by
one percent across the continent
but still remained very high (from
EUR 145.4 billion in 2016 to EUR
137.5 billion in 2017).

US House passes SAFE Banking Act

Overall, the VAT gap decreased in most
member states in 2017, with the biggest
improvements seen in Malta, Poland,
Cyprus, Slovenia, Italy, Luxembourg,
Slovakia, Portugal, Czech Republic and
France. The UK’s VAT gap reached EUR
19.19 billion, or 11 percent.

The US House of Representatives
passed on 25 September a Bill
prohibiting federal regulators from
penalising financial institutions for
providing banking services to stateregulated cannabis businesses. The
Bill will now proceed to the Senate.

European commissioner for economic
and financial affairs, taxation and
customs, Pierre Moscovici said: “To
achieve more meaningful progress we
will need to see a thorough reform of the
VAT system to make it more fraud-proof.
Our proposals to introduce a definitive
and business-friendly VAT system
remain on the table. Member States
cannot afford to stand by while billions
are lost to illegal VAT carousel fraud and
inconsistencies in the system.”

The press release can be found HERE.

VAT gap report can be found HERE.

Summary of the report’s findings
• Phishing, malware infections
(ransomware), data exfiltration and

• Further effort is needed to tackle nonaffirmative cyber exposures.
The EIOPA report can be found HERE.

The Secure and Fair Enforcement Banking
Act of 2019, HR 1595, aims to ensure
legitimate marijuana-related businesses
are not excluded from the financial system.
The statement can be found HERE.

EC changes allocation of money
laundering and sanctions portfolios
European Commission (EC) presidentelect Ursula von der Leyen announced
on 10 September the new College
of Commissioners and the structure
of the next EC, which includes the
re-allocation of money laundering and
sanctions responsibilities.
The document on the allocation of
portfolios and supporting services states

that the Directorate General Financial
Stability, Financial Services and Capital
Markets Union (DG FISMA) will take over
the Unit JUST.B.3 (Financial Crime) dealing
with AML. The part of Unit FPI.5 dealing
with sanctions will also move to DG FISMA.

Allocation report can be found HERE.
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UK Finance publishes findings of SMRC regime survey
UK Finance, the trade association for
the UK’s banking and financial sector,
published on 9 September the findings
of a survey on the impact of the Senior
Managers and Certification Regime
(SMCR). The report entitled “SMCR:
Evolution and Reform,” assesses the
regime’s practical impact on UK bank
representatives since its introduction in
March 2016. The report concludes that
respondents regard the introduction of
SMCR as a positive development which
has led to improvements in behaviour
and processes.

treatment of senior managers under internal
investigation and the definition of reasonable
limit to managers’ duty of responsibility.

The report shows however that industry has
become more risk adverse and there has
been an increase in complexity because of
SMCR. Some areas need further clarification
including the classification of conduct rule
breaches, the internal procedures for the

The report includes recommendations, such
as measures to reduce the administrative
burden and new rules that provide senior
managers with a right of access to their
records post-termination of employment.

The press release can be found HERE.

Moneyval annual report finds de-risking of correspondent
banks is raising money laundering threats in Europe
Money laundering and terrorism
financing risks have increased in some
nations because global banks have
de-risked correspondent banking
relationships in countries that have
poorly rated AML regimes, according
to a 25 September report published
by the Council of Europe’s anti-money
laundering body, Moneyval.

In its annual report, the Financial Action Task
Force-style regional body called on member
states to introduce and implement legal and
regulatory measures to crack down on the
circulation of “dirty money” by transnational
organised crime groups and terrorists.
Moneyval also stated that it currently lacks
sufficient resources to both complete its

current round of mutual evaluations and
commence follow-up assessments of
member states by 2023. In 2018, Moneyval
actively monitored 24 of 34 member states.

The annual report can be found HERE.

FinCEN reviewed for compliance with the Patriot Act
The US Department of Treasury’s
Office of Inspector General issued on
4 September an audit report reviewing
the Financial Crimes Enforcement
Network’s (FinCEN) mechanisms to
impose and rescind special measures
against foreign financial institutions
for being “of primary money laundering
concern” in accordance with Section
311 of the Patriot Act.

The review found that FinCEN has
implemented Section 311 actions consistent
with statutory requirements and has acted
in accordance with policies and procedures
when it designated foreign entities, but that
it failed to take all appropriate steps in cases
determined not to be of primary money
laundering concern, and it formally adopted
its draft Standard Operating Procedures
(SOP) for 311 Action only shortly before the

completion of fieldwork in May 2019.
The audit report includes detailed background
information on the relevant statutory
documents and the necessary formal steps in
designating a foreign financial institution as
being of primary money laundering concern.
The audit report can be found HERE.
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EU anti-fraud
office activity
report sheds
light on key
fraud trends
The European Anti-Fraud Office
(OLAF) issued its 2018 activity report
on 3 September, which reveals that
the most persistent fraud trends in
the EU were fraud of EU funds by
fake companies carrying out falsified
business transactions; agriculturerelated fraud, with funds often
laundered through third countries;
and customs duty evasion usually
orchestrated through complex,
transnational criminal schemes.

The most persistent
fraud trends in the
EU included fraud
of EU funds by fake
companies carrying
out falsified business
transactions
In 2018, OLAF finalised 167 investigations
and opened 219 new investigations in
cooperation with national authorities,
issued 256 recommendations to the
relevant national and EU bodies, and
recommended the recovery of EUR 371
million to the EU budget.

The press release can be found HERE.

The OLAF report can be found HERE.

EU updates rules framework on the
control of arms exports
The Council of the European Union
adopted on 16 September Council
Decision (CFSP) 2019/1560
amending Common Position
2008/944/CFSP defining common
rules governing control of exports of
military technology and equipment.

apply the new guidelines and Council
conclusions on the review of Council
Common Position 2008/944/CFSP on the
control of arms exports, which encourages
greater convergence by member states
on exports of military technology and
equipment.

The decision requests that each member
state assess the export licence applications
made to it, including those relating to
government-to-government transfers for
items on the EU Common Military List,
on a case-by-case basis, and to reassess
licences when new information becomes
available.

The Council decision takes into account
a number of developments at EU and
international level that have resulted in new
obligations for member states since the
adoption of the Common Position of 2008,
which includes the entry into force of the
Arms Trade Treaty (ATT) in 2014.

The decision also extends the scope of
military technologies and equipment to
include dual-use goods and technology
where there are serious grounds to believe
that their end-use will involve the armed
forces or internal security forces.
The decision is accompanied by a revised
user’s guide to help member states

The press release can be found HERE.

The entry in the OJ can be found HERE.

Council conclusions can be found HERE.

The World Gold Council releases
responsible gold mining principles
The World Gold Council (WGC)
launched on 12 September its
Responsible Gold Mining Principles
(RGMPs), which set out expectations
for consumers, investors and the
downstream gold supply chain on
environmental, social and governance
issues. The RGMPs include a
commitment to conduct business with
integrity including absolute opposition
to corruption, to understand and

manage the impact on stakeholders
and provide redress when needed, as
well as obligations for suppliers.
The WGC has also issued an
assurance framework and guidance on
implementing the RGMPs.

The press release can be found HERE.
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UK government preparing post-Brexit
‘Magnitsky’ sanctions regime
The UK government plans to adopt an
autonomous human rights sanctions
regime after the UK leaves the EU,
according to a letter dated 3 September
from minister of state Christopher
Pincher to the chair of the House of
Commons Foreign Affairs Committee.
Secondary legislation and associated
processes are being developed to allow the
UK to respond to human rights abuses and
violations as they arise anywhere in the world,
even if a geographically focused sanctions
regime is not currently in place.
Pincher’s letter was provided as an annex to
a 14-page report published on 9 September
outlining the government’s response to a 12
June report by the Foreign Affairs Committee
on the UK’s sanctions policy after Brexit.

Key points
• After Brexit, the UK government will publish
a full list of persons designated pursuant to
regulations under the Sanctions and AntiMoney Laundering Act 2018;
• The UK will continue to seek “opportunities”
for international sanctions cooperation
through its membership of the UN Security
Council and future partnerships with the US
and other allies, and may work “alongside”
the EU on sanctions where objectives align;
• The government will consider creating a
senior responsible officer (SRO) within the
Foreign and Commonwealth Office to be
accountable to the National Security Council
on sanctions policy and implementation.

The response can be found HERE.

US revises information exchanges
with Luxembourg and Switzerland
The US Treasury Department
announced on 20 September that its
tax treaty protocols with Luxembourg
and Switzerland have come into effect.
The protocols are intended to enable
“modern” exchanges of information
between tax authorities and to help
combat tax evasion.

• The Switzerland Protocol to the 1996 tax
treaty between the US and Switzerland took
effect on 20 September and provides for
mandatory binding arbitration to resolve
disputes between national tax authorities.

OECD’s Tax
Inspectors
Without
Borders
releases
annual report
The Organisation for Economic
Co-operation and Development
(OECD)’s Tax Inspectors Without
Borders (TIWB) initiative,
launched jointly with the UN
development programme (UNDP),
issued its annual report 2018/19
on 24 September, showing that
TIWB audit assistance yielded
USD 480 million in additional tax
revenue as of 30 April 2019 as
a result of their international tax
compliance programmes.
The report shows that Criminal
Investigation Pilot Programmes
are ongoing in Armenia, Colombia,
Namibia and three more initiatives
will be launched later in 2019, namely
in Honduras, Kenya and Pakistan.
According to the current work
plan, TIWB commits to complete
a pilot programme on tax crime in
the coming year. “TIWB is filling
an important skills gap, helping
address base erosion and profit
shifting and abusive tax avoidance
by multinational enterprises,” said the
OECD secretary-general Angel Gurría.

The press release can be found HERE.

Summary
• The Luxembourg Protocol to the 1996
income tax treaty between the US and
Luxembourg entered into force on 9
September; and

Luxembourg protocol can be found HERE.

OECD release can be found HERE.

The Swiss protocol can be found HERE.

The report can be found HERE.
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EU report finds tax transparency rules are somewhat
effective in combating cross-border tax evasion
conclusions are grounded on limited and, in
some cases, very thin evidence, if any at all.

The European Commission stated in a
staff working document published on
16 September that “major progress” has
been made in improving cooperation
between tax authorities of member
states since Council Directive 2011/16/
EU on Administrative Cooperation (DAC)
came into effect in January 2013.
However, for most member states, it is not
known whether the intervention has led
to efficiency and/or effectiveness gains
in tax authorities’ ability to fight tax fraud,
evasion and avoidance. According to the

Automatic exchanges of information between
member states on tax records, tax rulings
and financial accounts under the Directive
are intended to help authorities better identify
taxpayers’ foreign income and assets.

The press release can be found HERE.
104-page report, evidence of monetary and
non-monetary benefits is “very scarce” and

The EU’s report can be found HERE.

UK confiscates GBP 217 million in criminal proceeds
The UK Home Office published on 13
September its annual report on asset
recovery statistics for the 2018/19
financial year, under the Proceeds of
Crime Act 2002. Of the total GBP 217
million collected, GBP 51 million was
forfeited in civil proceedings, and GBP
166 million was confiscated following
criminal convictions.

To date, 15 unexplained wealth orders
(UWOs) have been granted across four
operational cases for property estimated at
GBP 143 million. In 2018/19, GBP 110 million
involving over 670 bank accounts was frozen
through account freezing orders (AFOs).
The amount collected from confiscation
orders in 2018/19 was second only to the

record total of GBP 219 million in 2015/16.
The GBP 51 million collected through cash
forfeiture in 2018/19 represents the highest
figure on record.

The annual report can be found HERE.

NI police warn of increased organised crime after Brexit
Northern Ireland’s Organised Crime
Task Force (OCTF) warned in an 18
September report that any change in
trade terms following the UK’s departure
from the EU could result in increases in
tax evasion, goods smuggling and VAT
fraud by criminal syndicates.

Risks created by a “no deal” Brexit
• Organised crime groups may expand into
new sectors, which includes markets for
previously legitimate commodities, such
as agri-food, in order to finance other
activities; and

• Increased level of tax non-compliance
by previously compliant micro and small
businesses due to limited preparedness for
changes to import and export rules.

The OCTF report can be found HERE.
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Counter-terrorist financing: old foes and new threats
De-risking and NPOs

By James Tytler
Analyst
Middle East & North Africa
Aperio Intelligence

The 9/11 attacks made the need for
rigorous controls to prevent the misuse
of the formal banking system for
terrorist financing abundantly clear. As
banks have introduced more stringent
know-your-customer regulations,
terrorist groups have favoured the
anonymity provided by informal
transfer systems and money services
businesses. Another method of choice
for terrorist financing has historically
been through non-profit organisations
(NPOs), due to the veneer of legitimacy
they can provide and their global reach.
Although the focus has been on Islamist
terror groups, the rise of far-right
extremism is beginning to present a
new dimension to counter-terrorist
financing (CTF) controls.

There have been a number of high-profile
cases of misuse of NPOs for terrorist
financing purposes, such as the Illinoisbased Global Relief Foundation which was
used to fund Al-Qaeda before it was shut
down by US authorities in 20021. In light of
this threat, the Financial Action Task Force
(FATF) has long since called on all member
states to introduce regulatory frameworks
to prevent NPOs from being exploited for
the purposes of terrorist financing, and most
jurisdictions have long since reformed their
CTF supervisory systems in line with the
FATF’s recommendations. These call for a
risk-based approach with increased scrutiny
applied to organisations deemed to be more
vulnerable to misuse or exploitation.
The reputational impact for governments
and institutions seen not to be taking a
robust approach to CTF has also served as
a lever for reform in this area. But even with
foreign governments who are committed
to tackling the threat, results take time.
For example, in leaked diplomatic cables

from 2006, Emirati Crown Prince and US
ally Mohammed bin Zayed informed his
American counterparts that ‘a lot of money’
was still being spent on jihad and that
Muslim charities were used as a vector to
funnel funds to jihadists.
There is a difficult balancing act to be struck
here in relation to NPOs, as the wider the net
is cast, the greater the risk that legitimate
organisations find themselves excluded
from the financial system. It is recognised
that CTF regulations should not restrict the
activities of legitimate charitable actors, who
provide much-needed and essential services
to millions of people around the world.
Indeed, the FATF’s 8th recommendation,
which concerns terrorist financing through
NPOs, was revised in 2016 to emphasise
the need for action to be proportionate
and focused in order to avoid disruption
to legitimate actors. However, given the
size of the financial penalties incurred
when violations are uncovered, the general
tendency from banks has been to err on the
side of caution and cut off any relationship
deemed to pose a higher risk. It has also
engendered a culture of simplistic labelling
in compliance databases used to mitigate
risk, which has led to some institutions being
deprived of access to the financial system.
For example, entities such as the Finsbury
Park Mosque have won claims for being
erroneously listed in compliance databases
under the category of terrorism. The case
demonstrated the danger implicit in such
simplistic categorisation, which fails to
convey the nuanced and complex history of
the mosque.
This trend towards de-risking could
somewhat counter-intuitively have
unforeseen and unintended consequences

1. Global Relief Foundation (GRF), United Nations Security Council, accessed 26 September 2019.
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for international security. In 2017, the Home
Office warned in its national risk assessment
of money laundering and terrorist financing
that if accounts belonging to NPOs are
repeatedly closed and transactions blocked
without warning, this may have the effect of
pushing them out of the regulated financial
sector and towards more obscure means of
managing their finances, such as using cash
or unregulated money service businesses.
This would remove all possibility of oversight
and make it difficult to ensure that funds are
delivered to their intended recipient. It could
therefore be argued that such de-risking
directly increases the risk of legitimately
collected funds being diverted to finance
terrorist activity at home and overseas2.
New threats
In September 2019, the UK’s Metropolitan
Police assistant commissioner described
violence driven by extreme right-wing
ideologies as the fastest growing terrorist
threat facing the UK3. The Home Office
reports that since 2017, police have
disrupted 22 terrorist plots, seven of
which were related to extreme rightwing ideologies4. There has also been
a 20 percent increase in the number of
far-right extremists being referred to the
government’s prevent programme, while
the number of referrals related to Islamist

extremism fell by 14 percent, consistent with
a general downward trend observed since
20155. A formal update on the increased role
to be played by MI5 and the Joint Terrorism
Analysis Centre in this area is due to be
published shortly.

The current CTF
framework is focused
almost exclusively on
the threat from Islamist
extremism. This is
clearly seen in the latest
FATF terrorist financing
and risk assessment
guidance

The vast majority of such attacks however
have been relatively unsophisticated and
perpetrated by individuals with no discernible
links to wider terrorist organisations. In
light of this, it is at first difficult to see any
meaningful role for the financial sector in
preventing such atrocities. The amounts
of money involved in these small-scale,
lone-wolf style attacks are far too low to
trigger suspicion. Moreover, the funds are
likely derived from legitimate sources such
as personal savings. Tighter controls on van
hire purchases would simply be unworkable6.

and actively attempting to recruit.”8 While
there is a gap between extremist views and
committing acts of terrorism, the former can
certainly lead to the latter.

It would however be a mistake to dismiss the
threat of far-right terrorism as confined to
isolated lone-wolf attacks; it is increasingly
organised. In June 2016, the neo-Nazi group
National Action, which praised the brutal
murder of British MP Jo Cox, became the
first far-right group to be proscribed as a
terrorist organisation in the UK7. The UK’s
lead anti-extremism commissioner Sara
Khan told the Observer in March 2019, there
has been a surge of UK-based far-right
activists who are “organised, professional,

There is also an increasingly international
dimension to right-wing extremism. Brendon
Tarrant, the perpetrator of the Christchurch
mosque shootings, who wrote about “the
great replacement” conspiracy theory in
his manifesto, is known to have donated
money to the Austrian chapter of the
international far-right group Generation
Identity (GI)9. Although it claims to support
non-violence, GI, which has chapters across
Europe, also espouses the same extremist
ideology as Tarrant. The group has recruited

2. National risk assessment of money laundering and terrorist financing 2017, HM Treasury & Home Office, October 2017.
3. Fastest-growing UK terrorist threat is from far right, say the police, The Guardian, 19 September 2017.
4. Fact sheet: Right-wing terrorism, UK Home Office, 20 September 2019.
5. Surge in far-Right extremists reported to authorities as Islamist cases fall, The Telegraph, 13 December 2018.
6. Vincent Fuller: White supremacist car park stabbing ‘terrorist act’, BBC News, 10 September 2019.
7. ‘Only Bullets will Stop Us!’ – The Banning of National Action in Britain, Perspectives on Terrorism, December 2018.
8. Far-right terrorism threat is growing, say MI5 and police chiefs, The Guardian, 29 March 2019.
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young people from across Europe and has
reportedly sent them to military-style training
camps10. GI claims to rely exclusively on
donations from members for its funding,
but as such groups continue to grow in
complexity and sophistication, identifying
and monitoring their use of the financial
system will be imperative.
While the UK’s law enforcement and
intelligence agencies are beginning
to respond to this rapidly emerging
threat, this has yet to be reflected in the
CTF frameworks followed by financial
institutions. A May 2019 report by RUSI
on the fundraising of Right-Wing Extremist
Movements criticised the ‘one dimensional’
approach of counter-terrorist financing
efforts by policymakers and private
sector financial crime leaders. The report
highlights the dearth of scholarship seeking
to understand how these individuals and
groups raise funds for their attacks, as
opposed to the wealth of literature on the
financing of Islamist terrorism11.
The RUSI report notes that far-right extremist
groups appear to be mostly funded by
donations and merchandise sales. There
is also some indication that they may also
eschew the traditional banking sector for
ideological reasons and have embraced
cryptocurrency12. However, this is no excuse
for complacency and does not preclude the
need for enhanced vigilance from financial
institutions. The current situation may
change rapidly as these groups grow and
become more organised with access to

greater funds. CTF procedures followed by
banks are intended to be preventative. In
order to have any such effect it is essential
that compliance professionals remain aware
of the potential threat and be prepared
to identify, investigate, and report any
suspicious individuals or transactions.
Conclusion
The current CTF framework is focused
almost exclusively on the threat from
Islamist extremism. This is clearly seen in
the latest FATF terrorist financing and risk
assessment guidance, which was published
in July 2019. While the report does not

explicitly limit the scope of its definition
of terrorist financing to Islamism, many of
the descriptions of activities which should
be considered high-risk, such as travelling
to regions adjacent to conflict-zones and
making cash withdrawals next to such
countries are clearly more focused on
countering FTF ISIL fighters. This is perhaps
understandable given that this threat is more
historically well established. Nevertheless,
there is a pressing need to adapt to the
rapidly changing threat landscape and to be
vigilant against the risks posed by far-right
extremism to avoid creating an environment
in which such groups are free to exploit the
financial system.

9. New Zealand terror attacker had financial links with European far-right group Generation Identity, Austrian chancellor reveals, The Independent, 27 March 2019.
10. Generation Identity: Far-right group sending UK recruits to military-style training camps in Europe, The Independent, 9 November 2017.
11. Fundraising for Right-Wing Extremist Movements: How They Raise Funds and How to Counter It, RUSI Journal, 31 May 2019
12. Generation Identity: Far-right group sending UK recruits to military-style training camps in Europe, The Independent, 9 November 2017.
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Swedbank AB admits historic anti-money laundering
failings amid regulatory probes in Sweden and Estonia
Swedbank AB disclosed in a statement
published on 17 September that its
Swedish and Estonian operations
previously failed to allocate sufficient
“resources and competence” to
adequately manage the risks of money
laundering by clients and third parties.
The Swedish lender stated that it has
submitted responses to questions from
the financial supervisory authorities in
Sweden and Estonia and that many of the
key observations made by them as part of
their ongoing investigations into the bank’s
historic compliance efforts correspond with
Swedbank’s own conclusions.

Summary
• Swedbank has terminated relations
with clients who do not meet regulatory
requirements or the bank’s policy, but
continues to have “shortcomings” in knowyour-customer (KYC) and risk assessment
measures in Sweden and Estonia;

provide recommendations for ensuring
compliance and best practice;
• Swedbank will provide information on the
activities of its new anti-financial crime
unit when issuing its interim report on 23
October;

• Swedbank has lacked consistently
clear divisions of responsibility and full
compliance with internal policies;

• Swedbank will waive attorney-client
privilege over a prior investigation by Erling
Grimstad into its compliance with AML
rules; and

• Law firm Clifford Chance will conclude by
early 2020 an internal investigation into
historical shortcomings at Swedbank and

• The lender has in recent years worked to
improve its anti-money laundering systems,
processes and routines.

UK’s Ofgem fines Engie Global Markets GBP 2.1 million
for wholesale gas market manipulation or ‘spoofing’
The UK’s Office of Gas and Electricity
Markets (Ofgem) announced in a press
release on 5 September that it has
fined Engie Global Markets (EGM) GBP
2,128,236.00 after an investigation
found that EGM, acting through a trader
working in the name and on behalf
of EGM, had manipulated wholesale
gas prices to increase trading profits,
following a suspicious activity alert by a
market participant in November 2016.
Ofgem’s investigation revealed that EGM had
engaged in a type of market manipulation
called ‘spoofing’ between June and August
2016, which involved the manipulation of
prices by placing bids or offers to trade with
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no intention of executing those bids or offers
in order to buy or sell at a higher or lower
price and increase trading profits.
Ofgem found that a number of bids and
offers to trade, concerning a month ahead
natural gas contract on the GB wholesale
gas market, were in breach of Article 5
(prohibition on market manipulation) of
Regulation (EU) No 1227/2011 of the
European Parliament and of the Council
of 25 October 2011 on wholesale energy
market integrity and transparency (REMIT).
Since August 2016, EGM has taken
measures to prevent such practices from
happening again, which includes increased

Ofgem’s investigation
revealed that EGM had
engaged in a type of
market manipulation
called ‘spoofing’
between June and
August 2016

surveillance of trading activity. EGM agreed
an early settlement with Ofgem which
reduced the fine by 30 percent from the
originally proposed GBP 3 million penalty.
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Danish FSA
prosecutes
DFDS A/S over
AML failings

Denmark’s Financial Supervisory
Authority (FSA) announced on 16
September that vessel operator
DFDS A/S is being prosecuted
for allegedly failing to retain
identity verification information
on currency exchange customers
onboard Danish cruiseships Crown
Seaways and Pearl Seaways
before March 2018.
The prosecution followed the FSA’s
inspection of the company’s anti-money
laundering compliance in March 2019,
according to the statement.
Supervisory reactions
• The FSA ordered DFDS to retain
identity verification information and
copies of credentials presented
for currency exchanges on Pearl
Seaways; and
• The FSA instructed DFDS to establish
procedures for determining whether
customers are politically exposed
persons (PEP), close associates
of PEPs or subject to EU financial
sanctions.

Dutch banks look into setting up
payment monitoring organisation
The Dutch Banking Association
(Nederlandse Vereniging van Banken,
NVB) announced on 13 September
that five Dutch banks (ABN AMRO,
ING, Rabobank, Triodos Bank and de
Volksbank) are looking into setting up
a payment monitoring organisation,
Transaction Monitoring Netherlands
(TMNL), to help track down criminal
money, estimated at EUR 16 billion

annually, and combat money
laundering and terrorist financing.
The banks will spend the next six months
assessing the TMNL’s technical and legal
challenges, in cooperation with the Dutch
Financial Intelligence Unit, the Public
Prosecution Service, the Fiscal Intelligence
and Investigation Service and the Dutch
government.

Former global head of JPMorgan’s
precious metals desk accused of
spoofing conspiracy
The US Justice Department
announced on 16 September charges
against JPMorgan’s former global
head of precious metals, Michael
Nowak, and executive directors
Gregg Smith and Christopher Jordan
for allegedly engaging in a complex
scheme to manipulate the markets
for precious metals futures contracts
between May 2008 and August 2016.
The New York-based traders allegedly
conspired with colleagues in London and
Singapore to negatively affect supply
and demand for gold, silver, platinum and
palladium futures contracts on the New
York Mercantile Exchange Inc (NYMEX)
and Commodity Exchange Inc (COMEX).
Two other former precious metals
traders at JPMorgan, John Edmonds and
Christian Trunz, pleaded guilty in October
2018 and August 2019, in connection
with the investigation. A third trader,

The New York-based
traders allegedly
conspired with
colleagues in London
and Singapore
Corey Flaum, who worked with Smith at
Bear Stearns before it was acquired by
JPMorgan, pleaded guilty in July.
Separately, the US Commodity Futures
Trading Commission settled charges
on 16 September against trader John
Lawrence and his employer, Heraeus
Metals New York LLC, for spoofing silver
and gold futures trades on the Commodity
Exchange Inc between May 2017 and
January 2018. Heraeus was found
vicariously liable for Lawrence’s attempts
to manipulate the markets for precious
metals futures and fined USD 900,000.
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US FINRA fines JPMorgan Securities USD 1 million for
delays in disclosing possible misconduct
The US Financial Industry Regulatory
Authority (FINRA) announced on 16
September a USD 1.1 million penalty
against JPMorgan Securities LLC
(JPMS) for failing to timely disclose
89 internal reviews or allegations
of misconduct by registered
representatives and associates between
January 2012 to April 2018.

more than two years late in disclosing
allegations of misconduct including
misappropriation of client funds, falsification
of documents and unauthorised trading.
The delays led to 30 former JPMS
representatives escaping potential
disciplinary action by the US supervisor.

FINRA stated that JPMS was on average

• FINRA found that JPMS failed to establish

Summary

and maintain “reasonably designed”
supervisory procedures and systems to
ensure timely Form U5 disclosures;
• JPMS is required to certify within 60 days
that it has taken appropriate corrective
measures; and
• The firm neither admitted nor denied the
charges, but consented to the entry of
FINRA’s findings.

UK court issues suspended sentences in tax fraud case
Four people have been handed two
year suspended prison sentences by
the UK’s Southwark Crown Court on 11
September, following their conviction
on 8 August, for creating a network of
53 sham companies to help 900 illegal

migrants extend their stay in the UK, in
the largest immigration fraud against
the UK Home Office.
Defendants were all convicted of conspiracy
to defraud the Secretary of State and

conspiracy to cheat HM Revenue and
Customs of payroll tax, by creating false
payslips, submitting false visa applications
between 2008 and 2013 and making
temporary transfers into client bank
accounts to comply with visa requirements.

Fraud rose by 67 percent at Indian public sector banks;
urban cooperative banks get new fraud registry
The Reserve Bank of India (RBI)
disclosed in an annual report on 29
August that public sector banks, which
have the nation’s largest marketshare
in bank lending, reported a 67 percent
increase in fraud in the past financial
year, amounting to INR 645.1 billion
(GBP 7.4 billion) or 90 percent of all
fraud reported by financial institutions.
The RBI noted in its 264-page annual report
for the year ending 30 June 2019 that the
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average lag between the occurrence and
detection of fraud was 22 months across
the banking sector. For fraud cases of INR
1 billion and above, which amounted to INR
522 billion reported in 2018/19, there was a
55-month average lag.
The report also disclosed plans to create
in 2019/20 a centralised fraud registry for
sharing “fraud-related information” between
primary (urban) cooperative banks. The new
register for public sector lenders would be

implemented “along similar lines” to the
Central Fraud Registry established in January
2016 for commercial banks.
However, the RBI’s annual report made no
mention of the plans announced on 7 August
to have a detailed framework in place by the
end-October for the creation of a Central
Payment Fraud Registry, which would give
market participants in the Indian payment
systems market access to near real-time
fraud monitoring.
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UK Gambling
Commission
enforcement
action against
Silverbond
for AML
weaknesses

Dutch criminal probe of ABN Amro
over suspected AML breaches
ABN Amro announced on 26
September that it is being
investigated by the Dutch Public
Prosecution Service (DPPS)
over suspected breaches of the
Anti-Money Laundering and AntiTerrorist Financing Act.
On 7 August, ABN Amro disclosed
in its interim report that it had been

instructed by De Nederlandsche Bank
(DNB), the Dutch AML supervisor,
to review the risk and transaction
profiles for all retail clients, to enhance
transaction monitoring processes and to
improve filing of suspicious transaction
reports (STRs). The bank set aside EUR
114 million in the second quarter of 2019
for a CDD remediation programme that
includes a new client take-on process.

Denmark association proposes
forum modelled on UK’s JMLIT
Finans Denmark, a trade
association for financial services
firms, proposed on 28 August the
creation of a public-private forum
for sharing intelligence on financial
crime between law enforcement,
tax officials and private banks.
The UK’s Gambling Commission
announced on 11 September that
it has fined Silverbond Enterprises
Ltd GBP 1.8 million and imposed
additional licence conditions over
anti-money laundering compliance
failings at the company’s Park Lane
Club in Mayfair, London.
Casino staff allegedly allowed 61
high-risk customers, including at least
a dozen top-depositing clients, to
continue gambling despite warnings
from compliance officers that
enhanced due diligence was needed.
The regulator noted that Silverbond had
failed to ensure staff understood how to
implement AML policies.

The proposed Joint Intelligence Unit
for Money Laundering and Terrorist
Financing (FEHT) would be modelled
on the UK’s Joint Money Laundering
Intelligence Taskforce (JMLIT), which
was established in 2014 and includes
40+ financial institutions.

World Bank Group debars Chinese
state-owned enterprise for fraud
The World Bank Group announced
on 11 September a 20-month
debarment of the China Energy
Engineering Group Hunan Electric
Power Design Institute Co Ltd (CEECHEPDI), a Chinese engineering and
construction state-owned enterprise,
in connection with fraud as part of the
Lusaka transmission and distribution
rehabilitation project in the Republic
of Zambia, sponsored by World Bank.

According to the details of the case,
CEEC-HEPDI won the contract for the
rehabilitation project in Zambia by
“knowingly and fraudulently” falsifying
tender documentation describing past
contract experience, litigation history,
and business credentials. As a condition
for early release from sanction, CEECHEPDI has committed to developing an
integrity compliance programme in line
with the World Bank’s guidelines.
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AUSTRAC orders external audit of PayPal Australia’s antimoney laundering compliance
Australia’s AML regulator announced
on 24 September that it has ordered
an external audit of PayPal Australia’s
compliance with the Anti-Money
Laundering and Counter-Terrorism
Financing Act 2006, citing concerns
over the money-transfer firm’s
compliance with its obligations to
report international transactions.

The external auditor will report to AUSTRAC
on PayPal Australia’s compliance with its:
• AML/CTF programme obligations;
• International funds transfer instruction
(IFTI) reporting obligations; and
• Record keeping obligations.

AUSTRAC’s statement explains that it will
decide whether any further regulatory action
is required following the external audit, which
is due within 120 days and is at PayPal
Australia’s expense. In November 2009, the
agency reached a settlement with PayPal
Australia in which the firm agreed to take
numerous remedial actions to improve its
AML systems and controls.

South Africa reduces Steinhoff International accounting
fraud fine of ZAR 1.5 billion due to weak financial position
The South African Financial Sector
Conduct Authority (FSCA) announced
on 12 September a ZAR 1.5 billion (GBP
81 million) administrative fine against
Steinhoff International Holdings N.V.
for providing false, misleading and
deceptive statements to the market.

The violations relate to misrepresentations
in the financial statements prior to the
discovery of significant accounting
irregularities in December 2017. The FSCA
reduced the penalty to ZAR 53 million due to
the company’s weak financial position and
the cooperation with the management team.

An independent investigation by PwC
revealed that the company’s profits and
assets were inflated by over GBP 6 billion
between 2009 and 2017 as a result of
fictitious transactions, according to data
published by Steinhoff in March 2019.

Ex-chief of Danske Bank’s Estonia branch found dead;
Deutsche Bank raided over suspicious transactions
Estonian police have discovered the
body of the ex-chief of Danske Bank’s
Estonian branch, which is being
investigated by authorities in several
countries regarding EUR 200 billionworth of suspicious transactions
between 2007 and 2015, Reuters
reported on 25 September. The bank
previously admitted that its Estonian
operations had inadequate controls.

Aivar Rehe was questioned as a witness in
the Estonian case opened in December 2018
against 10 former Danske Bank employees
over the alleged laundering of EUR 300
million. The bank is under investigation
in several countries, including the United
States, Germany, Denmark, Britain and
Estonia. Some Estonian lawmakers said
Rehe’s death could hinder discovery of the
full extent of the money laundering scandal.

Reuters separately reported on 25
September that German authorities
have raided Deutsche Bank’s Frankfurt
headquarters to search for information
related to Danske Bank. Deutsche, which
acted as a correspondent bank for Danske,
is suspected of facilitating money laundering
and failing to speedily report or block EUR
12.5 million-worth of suspicious transactions
between 2014 and 2018.
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UK court
orders exGoldman
Sachs banker
to repay GBP
7.3 million
in laundered
funds
The UK’s National Crime Agency
(NCA) announced on 6 September
that Southern Crown Court
has issued a GBP 7.3 million
confiscation order against exGoldman Sachs investment
banker Ellias Nimoh Preko, who
was convicted in December 2013
of laundering millions of dollars
for James Ibori, the ex-governor
of Nigeria’s Delta State.
Ibori was jailed in April 2012 for
embezzling and funnelling USD 89
million in state funds through bank
accounts and London real estate
between 1999 and 2007. Confiscation
proceedings against Ibori are
underway. On 15 February 2018, the
UK Royal Courts of Justice dismissed
Preko’s appeal and on 17 October
2018 Ibori’s appeal was dismissed.

Ibori was jailed
for funnelling USD
89 million in state
funds through bank
accounts and London
real estate

HMRC issues record fine against
forex firm over AML breaches
The UK’s HM Revenue and Customs
announced on 4 September a record
GBP 7.8 million fine against Londonbased money transmitter Touma
Foreign Exchange Ltd for numerous
serious breaches of the Money
Laundering Regulations between
June 2017 and September 2018.
The money services business (MSB)
breached AML rules on

• Risk assessments and associated recordkeeping;
• Policies, controls and procedures;
• Customer due diligence; and
• Staff training.
The press release can be found HERE.

‘Libra’ plans fail to manage money
laundering risks, state ministries
France and Germany’s finance
ministries issued a joint statement
on 13 September reiterating their
view that Facebook’s plans to
launch the cryptocurrency ‘Libra’ do
not “properly” address the risks of
the stablecoin being exploited by

money launderers and terrorism
financiers.
The ministries state that monetary
power is inherent to national
sovereignty and cannot be claimed by
private entities.

RUSI paper calls for anti-money
laundering regulatory scrutiny of
cryptocurrency service providers
In a research paper published on 10
September, UK security thinktank
RUSI called for national authorities
to impose anti-money laundering
obligations on persons with
“meaningful control” of peer-to-peer
cryptocurrency exchanges, even if

they do not hold funds in custody.
RUSI researchers also recommended
reviewing regulatory approaches to
cloud-mining companies and requiring
cryptocurrency ‘mixers’ to comply with
anti-money laundering rules.

22

aperio-intelligence.com

FINANCIAL CRIME DIGEST | SEPTEMBER 2019

PRESS & MEDIA | MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

Head of EU’s anti-fraud office
expects fight against fraud to take
priority in EU candidate countries
European Anti-Fraud Office (OLAF)
director-general Ville Itälä stated, on
19 September at the annual Anti-Fraud
Coordination Services Conference
of European Union candidate and
potential candidate countries in North
Macedonia, that the fight against
corruption and fraud should become a
central element of government action.
OLAF will retain its role in conducting
investigations in EU candidate
countries even after the European
Public Prosecutor’s Office becomes
operational in 2020.
Ensuring proper tools for law enforcement
and public administration to tackle fraud
is a central element of the fight against
corruption, commented Itälä.

The total amount of pre-accession
funding for 2014-2020 is EUR 12 billion.
The event was attended by seven EU
candidate and potential candidate
countries, as well as representatives
from three EU member states as well
as from Georgia, Moldova and Ukraine.

UK FCA prosecutes alleged insider
dealer for deleting WhatsApp
The UK’s Financial Conduct Authority
(FCA) announced on 6 September that
Konstantin Vishnyak will appear at
Southwark Crown Court on 4 October
for allegedly deleting documents
connected to an insider dealing
investigation.
In the FCA’s first prosecution in relation to
a destruction of documents offence under
the Financial Services and Markets Act
2000, the regulator alleges that Vishnyak
deleted the WhatsApp application on his
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This is the FCA’s first
prosecution in relation
to a destruction of
documents offence
under the FSMA

mobile phone after he was required
to provide access to it as part of the
investigation.

Danish bank
Københavns
Andelskasse
charged with
laundering
DKK 4.1 billion
of illicit funds
Denmark’s police inspector at
the State Attorney for Special
Economic and International
Crime (SØIK), Thomas Anderskov
Riis, reportedly confirmed in an
interview with Danish TV 2 station
on 20 September that Københavns
Andelskasse, a failing bank taken
over by the state-owned Finansiel
Stabilitet A/S in September 2018,
has been charged with violating the
Money Laundering Act. A total of
DKK 4.1 billion (GBP 487.6 million)
was allegedly laundered through
the bank from October 2017 to
September 2018, according to
a statement by Henrik BjerreNielsen, the CEO of Finansiel
Stabilitet A/S.
The Danish Financial Supervisory
Authority (FSA) revealed in 2018 that
serious violations of the anti-money
laundering controls by Københavns
Andelskasse had occurred, following
which it notified the bank to SØIK to
launch a formal investigation into the
bank’s actions. Finansiel Stabilitet
confirmed in a statement on 28 June
that Københavns Andelskasse has
forfeited its banking licence and the
winding up of the bank’s remaining
activities is taking place.
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PrivatBank fined and ABLV Bank
scrutinised by international panel
Latvia’s Financial and Capital Market
Commission (FCMC) announced on
18 September that its Board imposed
a EUR 1,019,319 fine on PrivatBank
on 13 September for violations of
the regulatory requirements on the
prevention of anti-money laundering
and terrorist financing. The FCMC
statement refers to “serious
shortcomings in the internal control
system,” which was not adequate to
meet the money laundering risks.
FCMC’s on-site inspection found that
mitigation measures were ineffective and
seemed to favour the bank’s stakeholders,
due diligence measures and beneficial
ownership information were incomplete
and lacked continuity, the documentation
over the origin of financial means was
inadequate in some cases and the

bank had not duly decided on the
termination of its business relationship
with certain customers.
Separately, the head of the Latvian
Financial Intelligence Service (FIS),
Ilze Znotiņa, told Latvian news
agency LETA on 4 September that a
working group with representatives
from 25 countries has been set up
to look into ABLV Bank’s voluntary
liquidation schemes for possible
money laundering across multiple
jurisdictions. Following accusations of
money laundering exposed in a report
by the US Financial Crime Prevention
Network (FinCEN), ABLV Bank started
the process of voluntary liquidation on
26 February 2018 and its licence was
cancelled by the European Central Bank
as of 12 July 2018.

HNA Group faces Swiss charges
for beneficial ownership disclosure
Switzerland’s Financial Market
Supervisory Authority (FINMA)
announced on 25 September plans
to file a criminal complaint against
Chinese conglomerate HNA Group for
repeatedly filing false reports on the
beneficial owners of its former stake in
Swiss-listed company Dufry AG.
In six disclosure reports that HNA Group
submitted to the Disclosure Office of the
SIX Swiss Exchange between April 2017
and February 2019, the conglomerate
incorrectly cited Cihang Foundation as
the beneficial owner of the stake in dutyfree retailer Dufry, rather than HNA’s two
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World Bank
debars Spanish,
Chinese and
Indonesian
companies
The World Bank announced on 18
September the one-year debarment
of Spanish company Aqualia Intech
S.A. (AISA) and the two-year
debarment of state-owned Chinese
company China Railway First Group
Co Ltd (CRFG) and Indonesian
company PT Suburo Jayana Indah
Corp (Sujainco) in connection with
fraudulent practices.
The details
• The Spanish hydraulic infrastructure
company AISA was debarred following
its fraudulent public procurement
practices during its participation in
the World Bank-financed Río Bogotá
Environmental Recuperation and Flood
Control Project in Colombia;

Chen and Wang retained controlling
powers and together bore the greatest
economic risk in connection with the
Dufry stake as a result of their indirect
holdings in HNA Group (14.98 percent
in each case), according to FINMA.

• The Chinese construction company
CRFG was debarred in connection
with its failure to disclose important
information in the bidding process for
the Dasu Hydropower Stage I Project
in Pakistan, designed to facilitate
the expansion of electricity supply of
hydropower. CRFG will be eligible for
a conditional non-debarment after 18
months if it complies with the settlement
agreement; and

HNA Group has expanded in
Switzerland in recent years by acquiring
former Swissair companies Swissport,
Gategroup and SR Technics, and
building up an indirect participation of
(at one point) 20.92 percent in Dufry.

• Indonesian construction company
Sujainco was debarred in connection
with fraud and collusive bidding in the
World Bank-financed Water Resources
and Irrigation Sector Management
Program (Phase II) in Indonesia.

co-chairmen, Feng Chen and the now
deceased Jian Wang.
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Google France SARL and Google Ireland Ltd to pay EUR
965 million in France to settle fiscal fraud investigation
The French Financial National
Prosecutor (PNF) signed a deferred
prosecution agreement (convention
judiciaire d’intérêt public – CJIP) with
Google France SARL (GF) and Google
Ireland Ltd (GIL) on 3 September, in
which Google has agreed to pay EUR
500 million to the French national
budget (EUR 46,728,709 by GF and EUR
453,271,291 by GIL) to settle a longrunning tax investigation by French
prosecutors. The president of the Paris
first instance tribunal validated the
agreement on 12 September.
Following reported irregularities in the
company’s tax dealings between 2011 and

PNF opened a
preliminary inquiry in
2015 into suspicions of
tax evasion and money
laundering
2014, PNF opened a preliminary inquiry in
June 2015 into suspicions of tax evasion
and money laundering in line with Article
1741 of the General Tax Code and Article
324-2 of the Penal Code, which was
extended in 2009 to cover its 2015 and 2016
tax statements. The investigation sought
to determine whether Google, which has

its European headquarters in Dublin, failed
to declare activities in France due to the
company reporting revenue in Ireland.
Google stated that the settlement included
a EUR 500 million fine and additional taxes
of EUR 465 million, which was “largely
reflected” in its previous financial results.
“We remain convinced that a coordinated
reform of the international tax system is
the best way to provide a clear framework
for companies operating around the world,”
added Google.

The agreement can be found HERE.

US Securities and Exchange Commission charges
Nissan Motor Co and former CEO Ghosn with fraud
The US Securities and Exchange
Commission (SEC) announced on
23 September that it has charged
Nissan Motor Co Ltd, its former CEO
Carlos Ghosn, and its former director
Gregory L. Kelly with fraud for failing to
disclose more than USD 140 million in
compensation and retirement benefits.
According to the SEC, Ghosn and his
subordinates engaged in a scheme
to increase individual compensation
levels, including for himself, and conceal
remuneration from public disclosure and
from investors via a series of deceptive
methods, including setting aside money to
be paid as deferred retirement allowances,
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with violating anti-fraud provisions of US
securities laws and Kelly with aiding and
abetting Ghosn and Nissan’s violations.
Nissan has settled the charges and agreed
to pay a USD 15 million civil penalty and
to cease and desist from committing
or causing violations of the anti-fraud
provisions.

entering into secret contracts and issuing
false disclosures. The SEC’s complaint
filed in a US district court charges Ghosn

Ghosn has agreed to a USD 1 million civil
penalty and a 10-year ban from serving as
an officer or director. Kelly has agreed to
a USD 100,000 penalty, a five-year officer
and director bar and a five-year suspension
from practicing or appearing before the
Commission as an attorney.
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The Inter-American Development Bank settlement with
Odebrecht sees subsidiaries debarred for corruption
The Inter-American Development
Bank (IDB) announced on 4 September
the six-year debarment of CNO S.A.,
a subsidiary of Brazilian company
Odebrecht S.A., over corrupt practices
relating to two IDB-financed projects,
followed by a conditional nondebarment of four years.

Inter-American Investment Corporation and
Odebrecht on behalf of its subsidiaries, CNO
and OEC. As part of the sanctions Odebrecht
has committed to comply with certain
conditions to demonstrate its reforms and to
make a total contribution of USD 50 million
to charities in the IDB’s developing countries
starting in 2024.

Another Odebrecht subsidiary, Odebrecht
Engenharia e Construção S.A. (OEC), will be
subject to a conditional non-debarment of
ten years. In addition, 19 CNO non-African
subsidiaries will be subject to debarment
and a further 41 OEC subsidiaries will be
subject to conditional non-debarment.

The investigation by the IDB’s Office of
Institutional Integrity (OII) revealed that
CNO paid more than USD 118 million in
bribes using “a complex network of agents
and offshore financial payment schemes”
concerning the Tocoma Hydroelectric Power
Plant Program in Venezuela and the Highway
Rehabilitation Program in the State of São
Paulo, Brazil, with bribes representing 5-6
percent of each contract.

The sanctions are the result of a Negotiated
Resolution Agreement between the IDB, the

The settlement allows for a reduced
period of debarment in light of Odebrecht’s
cooperation, including internal investigations
to uncover systemic integrity risks. Under
the terms of the agreement, Odebrecht has
also committed to report on its compliance
programme through an independent monitor.

US SEC orders UK-based TechnipFMC to pay USD 5
million to settle FCPA violations in Iraq
The US Securities and Exchange
Commission (SEC) announced on
19 September that UK-based oil and
gas services company TechnipFMC
plc has agreed to pay USD 5 million
over violations of the Foreign Corrupt
Practices Act (FCPA) in Iraq by FMC
Technologies before its 2017 merger
with Technip SA.
TechnipFMC has agreed to pay
disgorgement of USD 4.3 million and
prejudgment interest of USD 734,712 and
to comply with undertakings that include
self-reporting for three years. The SEC is not
imposing a civil penalty as the firm and its
US subsidiary, Technip USA Inc agreed on
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From 2008 to 2013,
FMC Technologies
sent bribes to Iraqi
government officials
via a Monaco-based
consultant to obtain
contracts from stateowned oil companies

25 June to pay a USD 296 million criminal
fine to resolve foreign bribery charges with
authorities in the US and Brazil.

Key findings of the SEC order
• From 2008 to 2013, FMC Technologies
sent bribes to Iraqi government officials
via a Monaco-based consultant to obtain
contracts from state-owned oil companies;
• Bribery related payments were “not
accurately reflected” in FMC Technologies’
books and records and the firm failed
to have “sufficient” internal accounting
controls in place; and
• FMC failed to properly assess and manage
its corruption risks and devoted insufficient
compliance resources to its business
dealings in Iraq.
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GRECO calls
for stronger
corruption
prevention
measures in
Denmark
The Council of Europe’s Group
of States against Corruption
(GRECO) published its Fifth
Evaluation Round report on
Denmark on 4 September, which
assesses the effectiveness of
measures adopted in Denmark to
prevent corruption and promote
integrity in central governments
and law enforcement agencies.
The report concludes that despite the
traditionally high scores achieved by
Denmark in the corruption perceptions
index, an overall strategy for the
integrity of persons with top executive
functions is needed, based on an
analysis of integrity-related risks
involving members of the government
and special advisers. Measures should
include the development of a code
of conduct for top executive officials,
with a focus on conflicts of interest
and procedures on employment for
top officials after termination of public
service. GRECO calls on Denmark
to include the current guidelines on
financial declarations in legislation
and to make exceptions to the rule of
public disclosure narrower in practice.
GRECO invites Denmark to submit a
report on the measures taken by 31
December 2020. The measures will
be assessed by GRECO through its
specific compliance procedure.
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World Bank debars Bolivia and Nepal
companies due to corruption
The World Bank Group announced
on 12 September the 28-month
debarment of Spanish engineering
company Ingeniería Especializada
Obra Civil e Industrial S.A.U. due
to corrupt, collusive and fraudulent
practices in public procurement related
to the World Bank-financed National
Roads and Airport Infrastructure
Project in Bolivia. At the time of the
misconduct, the firm’s name was
Acciona Ingeniería S.A., which had a
branch in Bolivia.

On the same day, the World Bank Group
announced the eight-month debarment
of Nepal-based consulting firm Centre for
Natural Resources Management, Analysis,
Training and Policy Research (Narma)
for engaging in fraudulent invoicing while
executing a contract under the Project for
Agriculture Commercialization and Trade
(PACT Project) in Nepal.
The debarments make both companies
ineligible to participate in World Bankfinanced projects.

GRECO finds Switzerland partially
compliant on funding transparency
The Council of Europe’s Group of
States against Corruption (GRECO)
announced in a 17 September report
that Switzerland is now partially
compliant with international standards
on transparency of political party
funding. The nation will inform GRECO
by 30 June 2020 of measures taken
to fully implement the outstanding
recommendations.
Summary
The sixth interim compliance report,
which was adopted in June, states that
Switzerland has partially implemented four
recommendations but not implemented
two recommendations since the previous
interim report last June. The annual
evaluations followed GRECO’s Third Round
Evaluation Report on Switzerland, which
was adopted in October 2011 and published
in December 2011.

• Recommendation 3 on increasing
transparency of third-party donations to
political parties and election campaigns
has not yet been implemented; and
• Recommendation 4 on independent
audits of political party accounts and
election campaign accounts has still not
been implemented.
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US launches impeachment inquiry into allegations
president Trump pressured Ukraine for political gains
The US House of Representatives
Committees on Foreign Affairs,
Intelligence and Oversight and Reform
wrote to the White House and the
Department of State on 9 September
formally requesting records on US
president Donald Trump’s alleged
attempts to manipulate the Ukrainian
justice system “into pursuing politicallymotivated investigations under the
guise of anti-corruption activity” to
benefit Trump’s political campaign.

The letters claim president Trump pressured
Ukraine to prosecute individuals who
provided evidence against Trump’s former
campaign manager Paul Manafort and to
investigation former vice president Joe
Biden’s son Joseph R. Biden, in an effort
to support Trump’s re-election in 2020.
The allegations prompted speaker of the
House Nancy Pelosi to launch an official
impeachment inquiry against president
Trump on 24 September for “serious”
violations of the Constitution.

The allegations
prompted speaker of
the House Nancy Pelosi
to launch an official
impeachment inquiry
against president Trump
on 24 September

Transparency International finds Venezuela highest risk
nation in Latin America for bribery and corruption
Eighty-seven percent of people in
Venezuela believe corruption increased
in the past year, according to an annual
survey of perceptions of corruption
published by Transparency International
(TI) on 23 September. Two thirds of
respondents in the Dominican Republic
and Peru raised similar concerns.
The 60-page report, which is based on
responses from more than 17,000 citizens
from 18 countries across the region, found

that two thirds of people in Latin America
and the Caribbean think their government is
run by and for a few private interests.
Summary
• 91 percent of respondents in Venezuela
think their government is failing to fight
corruption, this came in at 72 percent in
Panama, and the Dominican Republic
felt their government lacked strong anticorruption measures;

• Venezuela has the highest bribery rate in
the region, followed by Mexico and Peru,
while Costa Rica, Barbados and Brazil
ranked as the lowest risk counties for
bribery; and
• Across the region, the biggest recipients of
bribes according to respondents were law
enforcement, utilities providers and identity
document issuers.

US FEMA official accused in Puerto Rico scheme
The US Justice Department announced
on 10 September that a senior official
at the Federal Emergency Management
Agency (FEMA) has been accused of
accepting bribes from the ex-president
of Cobra Acquisitions LLC in exchange

for USD 1.8 billion-worth of contracts
for recovery work in Puerto Rico since
September 2017.
Ahsha Nateef Tribble, a FEMA Region II
deputy regional administrator, and Donald

Keith Ellison, ex-president of Cobra
Acquisitions, LLC, are facing bribery and
fraud charges over the contracts, which were
paid through the Puerto Rico Electric Power
Authority (PREPA) using federal funds from
FEMA to restore Puerto Rico’s infrastructure.
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Europe reaches agreement on
appointment of chief prosecutor
The European Parliament (EP)
announced on 24 September that
it has reached an agreement with
the Council of the European Union
to appoint Laura Codruta Kövesi,
Romania’s former chief prosecutor
of the National Anti-Corruption
Directorate (DNA), as the first
European chief prosecutor, following
a favourable vote by the EU countries’
ambassadors on 19 September.
In order to become final, Kövesi’s
appointment must be formally
approved by the EP and the Council.

welcomed the agreement and said that
“the European Public Prosecutor will
make sure that action at Union level
goes one step further, and actually takes
criminals to court in cases of criminal
offences affecting the Union budget.”
The European Public Prosecutor’s
Office (EPPO) is expected to start its
operation in November 2020 and will
be an independent office in charge of
investigating, prosecuting and bringing
to justice crimes against the EU budget,
such as fraud, corruption or cross-border
VAT fraud above EUR 10 million.

The European commissioner for budget
and human resources Günther H. Oettinger

Brazil indicts mining company Vale
and German safety inspector Tüv
Süd over dam disaster
Brazilian police in the state of Minas
Gerais indicted on 20 September Brazil
mining company Vale S.A. (formerly
Vale do Rio Doce), German safety
inspector Tüv Süd and 13 of their
employees following an investigation
into the B1 dam collapse on 25
January in Brumadinho that left 248
people dead.
Police have accused the defendants of
“false representation” in violation of the
Environmental Crimes Law and of falsifying
documents related to Tüv Süd’s Declaration
of Condition of Stability (DCE) which
attested the stability of the dam. “Vale and
its executives will continue to co-operate

with the authorities and will respond to
the charges in due time,” the company
said in a statement.

Parliamentary
Assembly
response to
corruption
report
The Council of Europe
Parliamentary Assembly’s
Committee on Rules of Procedure,
Immunities and Institutional
Affairs published on 6 September a
progress report on the Committee’s
follow-up to the Independent
Investigation Body’s (IBAC) 2018
report on allegations of corruption
within the Parliamentary Assembly,
adopted on 27 June, as instructed
by Resolution 2216 (2018) “Followup to the report of the Independent
Investigation Body on the
allegations of corruption within the
Parliamentary Assembly.”
The report looks at the actions taken
following the IBAC’s recommendations
concerning the individual behaviour
of members or former members and
the assessment of the procedure
conducted in regard to individual cases.
The report welcomes progress by the
Committee on addressing individual
cases, amending the ethical framework,
monitoring conflicts of interest and
declarations of gifts, and clarifying the
sanctions system for code of conduct
breaches.
However, the report states that the
Committee must consider further
changes to its regulatory and ethical
framework by consolidating the
complaint mechanism and assessing
whether the current procedures are fully
operational, assessing appointment
procedures and addressing immunities.
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Afghanistan: US revises funding
amid corruption concerns, UN report
highlights anti-corruption slow down

The US Department of State
announced on 19 September the
rescinding of USD 60 million of
planned assistance to Afghanistan
due to an alleged lack of transparency
in public procurement decisions.
An “off-budget” mechanism will be used
to fulfil its commitment to provide USD
100 million for a large infrastructure
project, due to “identified” corruption and
financial mismanagement in the Afghan
government.
Separately, the United Nations secretarygeneral presented on 3 September a report

on the situation in Afghanistan and its
implications for international peace
and security (S/2019/703), pursuant
to General Assembly resolution 68/11
and Security Council resolution 2460
(2019). The report notes that violations
of humanitarian law and fighting at
consistently high levels continues, while
the security situation and the safety of
the justice sector remains volatile.
Despite some progress, the pace of
anti-corruption reforms has slowed
down in the field of asset declaration
and verification and the prosecution of
corrupt officials. The secretary-general
encourages the government to intensify
its efforts in those areas and ensure
prompt investigation of allegations.
The report calls on the Taliban and
other armed groups to abstain from
threatening or targeting electoral staff,
candidates or voters in the upcoming
presidential elections.

Ex-COO of Cognizant settles US
charges over FCPA breaches
The US Securities and Exchange
Commission (SEC) announced
on 13 September that Sridhar
Thiruvengadam, former COO of
Cognizant Technology Solutions Corp,
has settled charges under the Foreign
Corrupt Practices Act (FCPA) of
helping to bribe an Indian government
official for planning permission to
construct office facilities in Chennai.

30

Thiruvengadam allegedly conspired with
others to conceal Cognizant’s payment
of the USD 2 million bribe by falsifying
invoices and signing false management
representation subcertifications for the
firm’s audits from 2014 to 2016. As part of
the settlement, Thiruvengadam has agreed
to pay a USD 50,000 civil penalty and to
cooperate in all investigations, litigation
and enforcement related to the scheme.

Criminal
probe into
ex-IAAF legal
adviser; FIFA
bans former
official
The International Association
of Athletics Federations (IAAF)
announced on 9 September that
its former legal adviser, Habib
Cissé, engaged in “corrupt
conduct” between January 2014
and January 2015 and that Cissé
is currently being investigated by
the police.
In HC Decision Number 13/2019,
the IAAF issued a lifetime ban in
track and field sports and a USD
25,000 fine against Cissé for
numerous alleged violations of its
code of ethics. Full reasons for the
disciplinary decision have been
withheld pending the outcome of
police investigation and possible
legal proceedings against Cissé and
others in France or other jurisdictions.
Separately, FIFA’s ethics committee
announced on 12 September that
it has imposed a lifetime ban and
CHF 1 million fine against ex-official
Juan Ángel Napout after finding him
guilty of bribery in awarding contracts
for media and marketing rights for
football competitions between 2012
and 2015. Napout was previously
president of the Paraguayan Football
Association and the South American
Football Confederation (CONMEBOL)
and was formerly a FIFA vice
president and member of several
FIFA committees.
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NGO calls for US state-ethics agencies to disclose
financial misconduct investigations
US non-profit organisation Coalition
for Integrity (C4I) called, in a report
published on 12 September, for state
ethics agencies responsible for
sanctioning financial misconduct by
government officials to increase the
transparency of their investigations and
impose higher penalties for violations.
Proceedings should be publicly
available where probable cause exists
that a violation has occurred, C4I stated
in the report.
The 46-page report builds on C4I’s anticorruption index, which assessed the
laws and regulations governing ethics and
transparency in the executive and legislative
branches in 50 states and the District of
Columbia. Measures assessed included

acceptance and disclosure of gifts by
public officials, transparency of funding
independent campaign expenditures and
client disclosures by legislators.
Seven agencies do not have investigative
or sanctioning powers, while others lack
meaningful deterrents to compliance
with financial disclosure obligations.
Some agencies “do not appear to actively
pursue” investigations and sanctions. The
sanctioning authority of most state ethics
agencies is limited to imposing fines, which
in many cases, is the “de minimus” amount,
according to the report.
Fifteen ethics agencies publish no
information on complaints resolved with a
finding of an ethics violation, according to

the report. Only 19 state ethics agencies
publish an annual or biennial report
containing enforcement information, while
30 agencies publish enforcement actions
on their website. Eighteen ethics agencies
do not make their decisions and sanctions
publicly available.

Ukraine passes law to remove parliamentary immunity
The parliament of Ukraine passed
on 3 September a law “On removal
of the parliamentary privilege
for Ukrainian parliamentarians,”
removing two paragraphs of Article
80 of the Constitution of Ukraine on

parliamentary legal immunity. The
new law will become effective as of 1
January 2020.
Supported by 373 of 450 MPs, the
amendment removes from the constitution

a guarantee that the chamber’s members
cannot be held criminally liable without a
vote by parliament. The new legislation
has been regarded as the reform-oriented
President Volodymyr Zelensky’s first major
success.

Citizens’ initiative linking funding to tackling corruption
The European Commission issued
Decision 2019/1564 on 4 September to
register the proposed citizens’ initiative
called “Stop corruption in Europe at its
root, by cutting off funds to countries
with inefficient judiciary after deadline”
as of 12 September.
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The initiative calls on the European
Commission to impose an automatic
moratorium on payments of structural
and cohesion funds after 10 years on a
new EU member state in case the judiciary
remains affected by corruption. Following
the citizens’ initiative registration, a one-

year process of collection of signatures of
support starts. The Commission will analyse
the initiative and decide whether to propose
a legal act should the initiative gather one
million statements of support from at least
seven member states within one year.
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Following a drone strike on Saudi Arabia’s Abqaiq plant
and its Khurais oil field on 14 September, allegedly
carried out by Iran, US president Donald Trump said in
Twitter message on 18 September that he had ordered
Treasury secretary Steven Mnuchin to “substantially
increase” sanctions on Iran. In a statement to the media
on the same day, he added that “some very significant
sanctions” would be announced “over the next 48 hours.”
Then on 20 September, the US Treasury Department’s Office of
Foreign Assets Control (OFAC) announced the designation of
the Central Bank of Iran (CBI), the National Development Fund
of Iran (NDF), and Iranian-based company Etemad Tejarate Pars
Co pursuant to Executive Order 13224 of 23 September 2001, as
amended on 10 September 2019.
According to OFAC’s press release, CBI and NDF have been a
major source of funding for the Islamic Revolutionary Guards
Corps (IRGC), its Qods Force (IRGC-QF), Iran’s Ministry of Defence
and Armed Forces Logistics (MODAFL) and Hezbollah. CBI,
previously listed under EO 13846 of 6 August, is now designated
under EO 13224 due to its reported links to the IRGC-QF and
Hezbollah. Additionally, according to OFAC Etemad Tejarate Pars
has been used to conceal financial transfers for MODAFL’s military
purchases, including funds originating from the NDF. “Iran’s Central
Bank and the National Development Fund were ostensibly intended
to safeguard the welfare of the Iranian people but have been used
instead by this corrupt regime to move Iran’s foreign currency
reserves for terrorist proxies,” said Mnuchin.
Prior to this, OFAC designated on 30 August Adrian Darya 1
(formerly known as Grace 1), an oil tanker transporting 2.1 million
barrels of Iranian crude oil that ultimately benefitted IRGC-QF. The
Adrian Darya 1 was identified as blocked property pursuant to
Executive Order 13224 and Akhilesh Kumar, the captain, was also
designated. According to OFAC, vessels like the Adrian Darya 1 are
being used by the IRGC-QF to mask and sell oil illicitly to fund the
regime’s malign activities, often sending it to Syria.
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British foreign secretary Dominic Raab summoned the Iranian
ambassador Hamid Baeidinejad on 10 September to condemn Iran
for breaching its repeated assurances to the government of Gibraltar
that Adrian Darya 1 would not deliver oil to EU-sanctioned countries
including Syria, according to a press release issued by the UK’s
Foreign and Commonwealth Office (FCO). The FCO stated that “it is
now clear that Iran has breached these assurances and that the oil
has been transferred to Syria and Assad’s murderous regime” and
that its actions “represent an unacceptable violation of international
norms.” The UK said it would raise the issue at the UN later in
September.
UK prime minister Boris Johnson said in a television interview with
NBC on 24 September that the UK, US and Europe should work
with Iran to develop a successor to the Joint Comprehensive Plan
of Action (JCPOA), which he described as a “bad deal” with “many
defects.” Johnson called on US president Trump to take a lead role
in developing a new deal.
Johnson’s comments followed a joint statement issued by France,
Germany and the UK (the E3) on 23 September that called on
Iran to fully adhere to its commitments under the nuclear deal by
cooperating with the International Atomic Energy Agency (IAEA) in
the framework of the JCPOA and its Comprehensive Safeguards
Agreement. In a response to Johnson’s comments, Iran’s foreign
minister Javad Zarif stated on Twitter that the E3 should forge an
“independent path” instead of “parroting absurd US claims and
requests inconsistent with [the] JCPOA.” He added that there would
be “no new deal” before compliance with the current one.
A ministerial meeting of the E3/EU+2 (China, France, Germany,
the Russian Federation, the United Kingdom) and Iran, took place
on 25 September in New York to discuss the implementation
of the JCPOA. Participants stressed that the JCPOA remains a
key element of the global nuclear non-proliferation architecture,
underlined the importance of full and effective implementation by
all sides and confirmed their determination to continue efforts to
preserve the agreement.
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US reward offer for information on
the IRGC’s financial mechanisms
The US Department of State’s
Rewards for Justice (RFJ) announced
on 4 September a reward of up
to USD 15 million for information
leading to the disruption of the
financial mechanisms of Iran’s Islamic
Revolutionary Guard Corps (IRGC) and
its branches, including the IRGC-Qods
Force (IRGC-QF).
The request includes information on
the IRGC’s illicit oil sales, including via
oil tankers like the Adrian Darya, front

companies tied to IRGC that are engaged
in international activity or procurement
of dual-use technology, entities or
individuals assisting the IRGC in evading
international sanctions, financial
institutions doing business with the IRGC,
as well as exchange houses, donors and
facilitators, businesses or investments
owned or controlled by IRGC, criminal
schemes involving IRGC members and
supporters and ways of transferring
funding and material to its terrorist and
military proxies and partners.

US modernises sanctions to combat
terrorism and designates 28 persons
US president Donald Trump signed
an Executive Order “modernizing
and strengthening sanctions
authorities to combat terrorism”
on 10 September, which includes
measures that enable the Treasury
Department to ban, close or restrict
US correspondent or payablethrough accounts of foreign
financial institutions that “knowingly
facilitate” significant transactions
for designated persons.
The amendments to Executive Order
13224 also enable the State and Treasury
Departments to more swiftly designate
leaders, officials and associates of
terrorist organisations. The White House
also announced sanctions against
28 individuals and entities allegedly
associated with terrorist organisations.
On 19 September, US president Trump
renewed for one year the national
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emergency declared in EO 13224 with
respect to persons who commit, threaten
to commit or support terrorism.
Summary
• The State Department listed Hurras
al-Din, an al-Qa’ida-affiliated group
in Syria, as a Specially Designated
Global Terrorist (SDGT), alongside 12
leaders of designated groups, including
Hezbollah, HAMAS, Palestinian Islamic
Jihad, ISIS, ISIS-Philippines, ISIS-West
Africa, and Tehrik-e Taliban Pakistan;
• OFAC also designated 15 terrorists
affiliated with ISIS, ISIS-Philippines, ISISKhorasan, al-Qa’ida, Hamas, and Iran’s
Islamic Revolutionary Guard CorpsQods Force;
• EO 13224 was issued in 2001 to impede
terrorist funding following the 11
September 2001 terrorist attacks.

US issues
draft guidance
for exporters
of surveillance
technology
The US Department of State
published on 4 September
draft guidance entitled “U.S.
Government Guidance for the
Export of Hardware, Software
and Technology with Surveillance
Capabilities and/or parts/knowhow,” to assist exporters of items
with intended and unintended
surveillance capabilities with
implementation of the UN
Guiding Principles on Business
and Human Rights as well as the
OECD Guidelines for Multinational
Enterprises.
The guidance aims to provide
exporters with a greater understanding
of the related human rights concerns,
when such items are exported to
government end-users or private endusers that have close relationships
with the government. The State
Department welcomes feedback on
the draft guidance until 4 October.
Separately, the US Commerce
Department’s Bureau of Industry
and Security (BIS) published on 9
September two Frequently Asked
Questions (FAQs) regarding the
Huawei Entity List and Temporary
General License (TGL) and the Huawei
TGL Extension of 21 August. The FAQs
provide clarifications on amongst other
things the scope of the restrictions and
the continuation of payments to and
from designated Huawei entities.
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British Arab Commercial Bank to pay USD 4 million for
allegedly breaching US sanctions against Sudan
UK-based British Arab Commercial
Bank (BACB) plc announced on 17
September that it will pay USD 4 million
to settle allegations by the US Treasury
Department’s Office of Foreign Assets
Control (OFAC) that it violated between
2009 and 2014 now-repealed Sudanese
Sanctions Regulations.
According to OFAC, the BACB processed 72
bulk funding payments totalling USD 190.7
million related to Sudan and operated US
dollar accounts on behalf of at least seven
Sudanese financial institutions, including the
Central Bank of Sudan.

According to BACB’s statement, the
settlement follows an internal review which
led the bank to self-disclose its preliminary
findings to OFAC, which was followed by an
extensive internal review. Under the terms of
the settlement agreement, OFAC made no
finding of fault regarding BACB, which did
not admit liability for any violations.
OFAC substantially reduced its proposed
penalty of USD 228.8 million after the BACB’s
domestic regulator, the UK’s Prudential
Regulation Authority (PRA), indicated that
the fine would disproportionately affect the
bank’s operating capacity.

BACB’s statement can be found HERE.

The settlement can be found HERE.

RUSI publishes report on UK sanctions policy after Brexit
UK-based thinktank RUSI published
on 19 September a paper with
recommendations for the UK’s
sanctions policy after it leaves the EU.

The paper calls for a strategic and
transparent approach to UK sanctions policy,
private sector engagement and the use of
sanctions to protect national security.

RUSI also recommends that the current split
of responsibilities between the Foreign and
Commonwealth Office and HM Treasury
should be reviewed post-Brexit.

US BIS issues updated guidance on exports to Pakistan
The US Department of Commerce’s
Bureau of Industry and Security (BIS)
published due diligence guidance
concerning exports, reexports, and
transfers (in-country) to Pakistan
on 30 August, which highlights the
supplemental licensing requirements
for items subject to the Export
Administration Regulations (EAR) that
might be destined for nuclear or missile
activities and details best practices
for screening customers in Pakistan

to prevent diversion of items for
unauthorised end-uses or users.
BIS notes that in addition to restrictions
in EAR Part 744 on the Pakistan nuclear
and missile programme, companies need
to comply with supplemental licensing
requirements for any items subject to the
EAR destined for nuclear or missile endusers or end-uses (to all items classified as
EAR99, as well as items identified on the
Commerce Control List that are not normally

controlled for export/reexport to Pakistan).
Companies are advised to be aware of the
scope of prohibitions on the BIS’s Entity list,
to conduct extra due diligence to identify
and resolve red flags associated with
transactions potentially destined for nuclear
or missile related activities, in accordance
with the “know-your-customer” guidance,
to assess thoroughly the potential dual-use
applications of products and file accurate
and complete export control information.
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US Treasury Department designates
Iranian-led oil shipping network
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) announced on 4 September
that it has designated 16 entities
and 10 individuals pursuant to
Executive Order 13224, for taking
part in a complex Iranian petroleum
shipping network that is directed by
and financially supports the Islamic
Revolutionary Guard Corps-Qods
Force (IRGC-QF) and its terrorist proxy
Hezbollah. OFAC also designated 11
vessels as property in which blocked
persons have an interest.
According to OFAC, the network of vessels
and facilitators has moved hundreds of
millions of dollars of illicit oil to Assad
regime, Hezbollah, and other illicit actors. In
spring 2019, this IRGC-QF led network used
more than a dozen vessels to transport 10
million barrels of crude oil, mainly to Syria,
sold for more than half a billion dollars.
The same network sold four million barrels
of condensate and hundreds of thousands

According to OFAC,
the network of vessels
and facilitators has
moved hundreds of
millions of dollars
of illicit oil to Assad
regime, Hezbollah,
and other illicit actors

of barrels in gas oil, bringing in another
quarter billion dollars.
In relation to the designation, OFAC
issued a new Advisory to the Maritime
Petroleum Shipping Community, warning
persons globally of IRGC-QF’s deceptive
shipping practices and the sanctions
risks associated with the shipping of
petroleum or petroleum products from
Iran and with the blocked persons.

US designates Lazarus and subgroups as NK-sponsored hackers
On 13 September, the US Treasury
Department’s Office of Foreign Assets
Controls (OFAC) designated three
hacking groups allegedly controlled
by North Korea’s intelligence agency,
Reconnaissance General Bureau
(RGB), over “malicious” cyberattacks
on banks, governments, corporates
and cryptocurrency exchanges.
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US State
Department
designates
Uganda’s expolice chief

According to OFAC’s statement, Lazarus
Group and two of its sub-groups –
Bluenoroff and Andariel – helped North
Korea’s government earn hundreds of
millions of dollars from illicit hacking
activities, circumvent international
sanctions and access government
records in South Korea.

On 14 September, the US State
Department imposed a travel
ban on Kale Kayihura, the former
inspector general of the Uganda
Police Force and its commanding
officer from 2005 to 2018, over
his alleged involvement in human
rights violations. His spouse,
Angela Umurisa Gabuka, daughter,
Tesi Uwibambe, and son, Kale
Rudahigwa, have also been
designated.
The Treasury Department’s Office
of Foreign Assets Control (OFAC)
concurrently imposed economic
sanctions on Kayihura pursuant
to Executive Order 13818, which
builds upon and implements the
Global Magnitsky Human Rights
Accountability Act.
Kayihura is alleged to have
strengthened his political position
through corruption and bribery, whilst
units under his command committed
serious human rights abuses.
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US Treasury designates network
engaged in illicit ship-to-ship
transfers to North Korean vessels
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) announced on 30 August
North Korea-related designations of
two individuals and three entities,
and further identified the vessel
Shang Yuan Bao as blocked property,
in violation of the United Nations
sanctions (UN Security Council
Resolutions 2375 and 2397) on the
import of petroleum products.
OFAC designated Taiwan-based individuals
Huang Wang Ken and Chen Mei Hsiang and
the Taiwan-based entities Jui Pang Shipping

Co Ltd (Jui Pang) and Jui Zong Ship
Management Co Ltd (Jui Zong), as well as
Hong Kong-based entity Jui Cheng Shipping
Company Limited (Jui Cheng), pursuant to
Executive Order 13810 for having engaged
in at least one significant ship-to ship
transaction with North Korea, a deceptive
practice by North Korea which allows it to
import refined petroleum products.
As a result, all property and interests in
property of the designated individuals and
entities that are in the United States or
controlled by US persons must be blocked
and reported to OFAC.

US designates Russian officials over
human rights violations
The US State Department announced
on 10 September the designation of
two senior officials of the Russian
Federation’s Investigative Committee
over alleged human rights violations
against Jehovah’s Witnesses in Surgut.
Vladimir Petrovich Yermolayev, head of
the Investigative Committee in Surgut, and
senior investigator Stepan Vladimirovich
Tkach have been designated under Section
7031(c) of the FY2019 Department of State,
Foreign Operations, and Related Programs
Appropriations Act. The designated
individuals and their immediate family
members are now ineligible for entry into the
United States.
The US Department of State calls on Russia
to “end its unjust campaign against the

Jehovah’s Witnesses and immediately
release the over 200 individuals it currently
has imprisoned for exercising their freedom
of religion or belief.”
Separately, US House of Representatives
Foreign Affairs Committee chairman Eliot L.
Engel and lead republican Michael McCaul
issued a statement on 5 September calling
on US president Trump to impose targeted
sanctions on Russian nationals responsible
for “the gross violations of human rights in
Russia,” under the Sergei Magnitsky Rule
of Law Accountability Act. The statement
condemned Russia for its failure to hold
free elections in Moscow and St. Petersburg
and the acts of aggression against
peaceful protesters and urged the Russian
government to investigate the excessive
actions against activists.

Chinese
companies
and individuals
designated for
transporting
Iranian oil
The US Secretary of State Mike
Pompeo announced on 25
September sanctions against
four Chinese firms, pursuant
to Executive Order 13846,
for engaging in a significant
transaction to transport Iranian
oil after the expiration of China’s
Significant Reduction Exception on
2 May. The companies designated
are China Concord Petroleum Co
Ltd, Kunlun Shipping Company
Ltd, Pegasus 88 Ltd, and COSCO
Shipping Tanker (Dalian) Seaman
& Ship Management Co Ltd.
Additional sanctions were imposed on
two other Chinese companies which
control the four designated firms and
had knowledge of their actions: Kunlun
Holding Company Ltd and COSCO
Shipping Tanker (Dalian) Co Ltd. Five
executive officers of the companies
were also designated.
In connection with the State
Department’s announcement, the US
Department of the Treasury’s Office
of Foreign Assets Control (OFAC)
published on 25 September a new
FAQ explaining that sanctions do not
apply to these entities’ ultimate parent,
COSCO Shipping Corporation Ltd or its
other subsidiaries or affiliates provided
that such entities are not owned 50
percent or more in the aggregate by one
or more blocked persons.
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UN Panel of Experts publishes midterm report on North
Korea’s international sanctions evasion techniques
The UN Panel of Experts established
pursuant to UN Security Council
resolution 1874 (2009) on Nonproliferation/Democratic People’s
Republic of Korea (DPRK) published
its midterm report on 5 September
(adopted on 30 August), which
highlights the DPRK’s continuous
nuclear and missile development
programmes as well as various
sanctions evasion techniques carried
out during the reporting period (2
February 2018 - 1 February 2019).
According to the report, DPRK continued to
violate sanctions through the procurement of
weapons of mass destruction-related items
and luxury goods, through ongoing illicit shipto-ship transfers and to generate illicit income
through cyberattacks targeting financial

Member states should
remain vigilant and
ensure that their
regulations cover
virtual currency and
non-banking financial
institutions and money
services businesses,
including cryptocurrency
exchanges to protect
against DPRK’s attacks
institutions and cryptocurrency exchanges
followed by the laundering of stolen proceeds.
All of these practices were facilitated by its

continued access to the international financial
system and the current deficiencies in the
implementation of financial sanctions. The
DPRK continues to access the international
financial system through more than 30
overseas representatives carrying out illicit
transfers of coal and petroleum, and raising
money for the weapons of mass destruction
programmes, worth up to USD 2 billion.
The Panel recommends a series of
designations and practical measures to
provide additional tools to address the
current challenges and shortcomings in the
implementation of the resolutions. Member
states should remain vigilant and ensure that
their regulations cover virtual currency and
non-banking financial institutions and money
services businesses, including cryptocurrency
exchanges to protect against DPRK’s attacks.

UN extends modified embargo against Central African
Republic and draws attention to Panel of Experts report
On 12 September, the United Nations
(UN) Security Council unanimously
agreed to renew adjusted arms
embargo measures against the Central
African Republic (CAR) until 31 January
2020 under resolution 2488 (2019).
Meanwhile, the UN Security Council’s
Sanctions Committee drew attention on 4
September to the UN Panel of Experts on the
Central African Republic’s recommendation
in its midterm report to the president of the
Security Council (S/2019/608), which calls
on the government of the Central African
Republic, as well as foreign and national
companies using commercial explosives and
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accessories on the Central African Republic
territory, to take all measures to ensure
the proper and safe storage, management
and custody of explosive materials and
accessories.
The Panel of Experts midterm report, which
was presented to the Security Council on
30 July, assesses the implementation of
the Political Agreement for Peace and
Reconciliation in the Central African Republic,
signed on 6 February 2019 by the government
and armed groups. Despite all parties
committing to implement the Agreement, the
midterm report shows that targeted armed
attacks against civilians by 3R forces, child

recruitment by armed forces and violations of
international humanitarian law has continued
across the country. 3R remain engaged
in arms trafficking through lines of supply
and routes based in Chad, while ex-Séléka
factions FPRC and UPC continue to buy
weapons from Chad and Sudan and engage
in gold and diamond trafficking.
The report states that several private
companies have imported high volumes
of explosives and detonators with the
authorisation of Central African Republic
authorities and that the storage of this
material does not meet international
standards for safety and security.
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UK amends licences for export of
military equipment to Hong Kong
On 13 September, the UK’s
Secretary of State amended
three open general licences for
Hong Kong to include the sale of
military protection and riot control
equipment amid civil unrest in the
special administrative region of
China over human rights violations.

The licences are as follows
• The open general export licence
covers dual-use items;
• The open general transhipment
licence covers dual-use goods; and
• The open general trade control
licence covers category C goods.

OFAC issues
Nicaragua
sanctions
regulations,
and intends to
release more
detailed rules

US designates Romanian national
due to involvement in corruption
The US State Department designated
former speaker of the Romanian
Chamber of Deputies Liviu Nicolae
Dragnea on 5 September, due
to his involvement in significant
corruption, under Section 7031(c)
of the Department of State, Foreign
Operations, and Related Programs
Appropriations Act, 2019.

The designation means that officials
of foreign governments involved in
significant corruption and their immediate
family members are ineligible for entry
into the US. In addition to the designation
of Dragnea, the Secretary also designated
Dragnea’s two children, Valentin Ştefan
Dragnea and Maria Alexandra Dragnea.

US designates Jammal Trust Bank
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
designated Lebanon-based Jammal
Trust Bank SAL (JTB) as a specially
designated global terrorist (SDGT) on
29 August for “knowingly” facilitating
banking activities for Hezbollah since
at least the mid-2000s.
According to OFAC’s statement, JTB
facilitated banking activities for US-

designated entities affiliated with
Hezbollah, Al-Qard al-Hassan and
Martyrs Foundation and provided
financial services to Hezbollah’s
Executive Council.
JTB’s Lebanon-based subsidiaries Trust
Insurance SAL, Trust Insurance Services
SAL and Trust Life Insurance Company
SAL have also been designated for
being owned or controlled by JTB.

The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
issued on 3 September regulations
for implementing asset freezes
and travel bans on individuals and
entities involved in corruption or
serious human rights abuses in
Nicaragua. The regulations, which
implement Executive Order 13851 of
27 November 2018, took effect on 4
September.
OFAC stated that it intends to supplement
the 34-page document with a “more
comprehensive” set of regulations, which
may include additional interpretive and
definitional guidance and additional
general licences and statements of
licensing policy.
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Denmark
reportedly
expands DanBunkering
probe over
Syria sanctions
violations
An investigation published by the
Danish Broadcasting Corporation
on 18 September reportedly
reveals that the Danish State
Prosecutor for Serious Economic
and International Crime (SØIK) has
expanded its probe into Danish
company Dan-Bunkering, which is
facing preliminarily charges over
allegations that it violated the EU’s
Syria sanctions regime.
Prosecutors allege that the firm sold
at least 30,000 tons of jet fuel to Syria
from 2015 to 2017, and possibly after
this date as well, through sales to the
Russian shipping company Sovfracht,
which then shipped the fuel to Syria to
supply Russian fighter planes.
An undisclosed company and
two unidentified people are also
being investigated in the case, but
prosecutors have refused to disclose
further details following an order on 17
September by the court in Odense to
place a name ban on the defendants.

An undisclosed
company and two
unidentified people are
also being investigated

Cuba: US imposes additional
restrictions on financial transactions,
EU discusses trade and investment
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
announced on 6 September a series
of amendments to the Cuban Assets
Control Regulations (CACR) to
further restrict financial transactions
with Cuba over the regime’s alleged
human rights violations.
The amended regulations under 31 Code
of Federal Regulations (CFR) part 515,
which come into effect on 9 October,
include limitations on remittances to
Cuba and an elimination of the “U-turn”
authorisation for banks to process
financial transactions that originate and
terminate outside the United States. The

restrictions apply to banking institutions
subject to US jurisdiction.
OFAC also published on 6 September an
updated version of its frequently asked
questions on Cuba.
Meanwhile, on 9 September, the EUCuba Joint Council met in Havana,
Cuba, to discuss trade and investment
between the European Union and Cuba,
including the extraterritorial effects of
the US Helms-Burton Act (22 U.S.C. §§
6021-6091). The EU and Cuba agreed
to launch sectoral policy dialogues on
energy, agriculture, environment and
climate change.

EU extends sanctions over actions
against Ukraine’s territorial integrity
The European Council announced on
12 September the extension of the
restrictive measures over actions
undermining or threatening the
territorial integrity, sovereignty and
independence of Ukraine until 15
March 2020, through the adoption
of Council Implementing Regulation
(EU) 2019/1403 implementing
Regulation (EU) No 269/2014.
The measures consisting of an asset
freeze and travel restrictions against

170 persons and 44 entities are listed in
Annex I to Regulation (EU) No 269/2014,
where the relevant information statement
of reasons has been updated.
Other EU measures in place include
economic sanctions targeting specific
sectors of the Russian economy (in place
until 31 January 2020) and restrictive
measures in response to the illegal
annexation of Crimea and Sevastopol,
limited to Crimea and Sevastopol
territories (in place until 23 June 2020).

39

aperio-intelligence.com

FINANCIAL CRIME DIGEST | SEPTEMBER 2019

PRESS & MEDIA | SANCTIONS

US lists Iranian space agency for
aiding ballistic missiles programme
On 3 September, the US State
Department designated Iran Space
Agency and two of its research
institutes, Iran Space Research Centre
and Astronautics Research Institute,
for engaging in activities that advance
Tehran’s ballistic missiles programme.
The designations were made under
Executive Order 13382, which targets
proliferators, supporters and delivery

systems of weapons of mass
destruction.
On 21 September, the head of the
Iranian space agency, Morteza Barari,
announced on Twitter plans to file a
lawsuit at the United Nations and other
intergovernmental organisations in
reaction to the US sanctions, which he
described as “hostile” and in violation of
human rights.

UK government
apologises for
‘inadvertently’
breaching court
order on arms
exports to Saudi
Arabia

FAQs on US sanction exemptions
for shipments of Iranian goods
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
issued on 5 September new frequently
asked questions (FAQs) on the
bunkering of non-Iranian and Iranian
vessels carrying goods to or from Iran.

OFAC also issued an update to FAQ 296,
which outlines exemptions to sanctions
related to the provision of non-Iranian
bunkering services to non-Iranian
vessels carrying non-sanctionable
goods to or from Iran.

UN body investigating Islamic State
crimes in Iraq extends mandate
The United Nations Security Council
announced on 20 September the
extension until 21 September 2020
of the mandate of the United Nations
Investigative Team to Promote
Accountability for Crimes Committed
by Da’esh/Islamic State in Iraq and
the Levant (UNITAD), pursuant to
Security Council Resolution 2379
(2017), to support domestic efforts to
prosecute alleged ISIL members for

A UK government minister
admitted on 16 September to two
“inadvertent” breaches of a Court
of Appeals judgment dated 20
June that ordered the government
to not grant any new licences
for the export of arms or military
equipment to Saudi Arabia and its
coalition partners for possible use in
the conflict in Yemen.

war crimes. According to Resolution
2490 (2019), any further mandate
extensions will be decided at the
request of the Iraq government.

In a letter dated 16 September to
the chair of the House of Commons
committees on arms export controls,
Secretary of State for International Trade
Elizabeth Truss said she apologised to
the court for the “error” in granting the
two new licences.

Iraq’s foreign minister Mohamed Ali
Alhakim addressed a letter on 18
September to the president of UN
Security Council asking for the extension
to UNITAD’s mandate. Iraq will propose
amendments to resolution 2379 (2017).

The breach was first identified by the
Foreign and Commonwealth Office
(FCO) on 9 September during a routine
analysis of the quarterly licensing
statistics produced by the Department
for International Trade (DIT).
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OFAC issues Venezuela-related
general licence and updated FAQ
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) published on 9 September
Venezuela-related General License 34,
“Authorizing Transactions Involving
Certain Government of Venezuela
Persons,” pursuant to Executive Order
13884, which authorises transactions
with certain government of Venezuela
individuals, including US citizens,
individuals in the US who have a valid

US immigrant or non-immigrant
visa, other than individuals in the US
as part of Venezuela’s mission to
the UN, and former employees and
contractors of the government of
Venezuela.
In conjunction with the action, OFAC has
amended Frequently Asked Question
(FAQ) 680, providing details on the scope
of the prohibitions included in EO 13884.

Venezuelan vessels transporting oil
to Cuba sanctioned by OFAC
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) designated on 24 September
four entities operating in Venezuela’s
oil sector, pursuant to Executive
Order 13850, namely Caroil Transport
Marine Ltd, Trocana World Inc, Tovase
Development Corp and Bluelane

Overseas SA, which are based in
Cyprus and Panama.
OFAC also identified four vessels that
transported oil and petroleum products
from Venezuela to Cuba and added them
to the Specially Designated Nationals
List: Carlota C, Sandino, Petion and Giralt.

OFAC issues new sanctions related
to Venezuela’s food aid programme
The US Department of Treasury ’s
Office of Foreign Assets Control
(OFAC) announced on 17 September
the designation of three individuals
and 16 entities pursuant to EO 13850,
as amended, for their connections
to Alex Nain Saab Moran and his
business partner, Alvaro Enrique
Pulido Vargas, both designated on
25 July for their engagement in a
corruption network that enabled the

Maduro regime to profit from food
aid distribution in Venezuela.
The designation includes Alex Saab’s
two brothers, Amir Luis Saab Moran
and Luis Alberto Saab Moran, as well as
Alvaro Pulido’s son, David Enrique Rubio
Gonzalez. The 16 entities are companies
owned or controlled by the three
individuals or Alex Saab himself, based
in Panama, Colombia and Italy.

Organisation
of American
States and
Colombia call
for coordinated
sanctions on
Venezuela and
financial crime
investigations
Colombia’s president Iván Duque said
in a statement to the media on 21
September that he would alert the
international community at the United
Nations General Assembly meeting
on 22-28 September about the
“harmful effects of the dictatorship in
Venezuela” which has resulted in 1.4
million people migrating to Colombia.
Duque called for joint international
sanctions and actions to stop
Venezuela “protecting terrorism in its
territory” and supporting drug cartels.
In a separate development, the
Organization of American States, of
which Colombia is a member, adopted
at its plenary meeting on 23 September
resolution S-018/19 on strengthening
cooperation on sanctions against
Venezuela.
The resolution includes a commitment to
create an operational network to step up
legal, judicial and police cooperation to
investigate events of money laundering,
illegal drug trafficking, terrorism and its
financing, and transnational organised
crime practiced by individuals and entities
linked to the illegitimate regime of former
president Nicolás Maduro.
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Australia
The Australian Competition and Consumer
Commission (ACCC) released on 2 September a final
report on foreign currency conversion services in
Australia, following an inquiry launched on 2 October
2018, which found that some non-banking international
money transfer (IMT) services had been denied access
to banking services as a result of Australia’s anti-money
laundering and counter-terrorism financing (AML/
CTF) laws. To address this, the report recommends
that the Australian government develops a scheme
to help IMT suppliers comply with due diligence
requirements of the banks, including in relation to AML/
CTF, or find alternative solutions. ACCC encourages
the government to establish a working group to begin
a public consultation process on IMT suppliers getting
access to the banking sector by 31 December 2019
and conclude the process by 30 June 2020.
The New South Wales Independent Liquor & Gaming
Authority published on 29 August terms of reference
for its inquiry into Crown Sydney Gaming Pty Ltd’s
restricted gaming facility in Barangaroo, following
allegations that Crown Resorts Ltd breached antimoney laundering rules. The inquiry will consider,
amongst other things, the allegations that Crown
Resorts or its agents, affiliates or subsidiaries engaged
in money laundering, breached gambling laws and
partnered with junket operators linked to criminals.

Belgium
The Council of Europe’s Group of States against
Corruption (GRECO) published on 11 September its
Second Interim Compliance Report of the Fourth
Evaluation Round on Belgium (adopted on 21 June),
which assesses the progress in the prevention
of corruption by members of parliament, judges
and prosecutors since the previous interim report
in March 2018. The report finds that Belgium has
achieved some progress in particular on the criteria
for waving parliamentary immunity, providing
training on integrity, the independence of judges
and prosecutors, and the appointment of substitute
judges or the allocation of Court cases. Overall,
two of the fifteen recommendations have been
implemented or dealt with in a satisfactory manner,
twelve have now been partly implemented and one
has not been implemented. GRECO has concluded
that overall Belgium’s level of compliance is no longer
globally unsatisfactory. A report on the outstanding
recommendations will be submitted by 30 June 2020.

Colombia
Colombia’s Attorney General’s Office announced on
22 August that it arrested eight alleged members of
a gold smuggling criminal network, known as “Los

Quilates,” which were indicted for money laundering
and contraband in a local court. The network allegedly
took gold from illegal miners in the Colombian
departments of Santander and Antioquia, smuggled
it into Panama by hiring carriers and bribing airport
officials and exchanging it for Italian jewellery, which
was then smuggled back to Colombia and sold through
legitimate jewellers which helped launder the proceeds.

Denmark
The Danish State Prosecutor for Serious Economic
and International Crime (SØIK) announced on 23
September that it has imposed a fine of DKK 110
million (GBP 13.06 million) on German bank North
Channel Bank for its role in an undue reimbursement
of dividend tax worth DKK 1.1. billion by taking part
in multiple fictitious stock trades. The decision is part
of a larger tax dividend tax fraud against the Danish
state, first revealed in 2015, in which 470 individuals
and companies have been investigated and the total
damage is estimated at EUR 1.7 billion.
Denmark’s Financial Supervisory Authority (FSA)
announced on 16 September that it inspected savings
bank Sparekassen Kronjylland in June 2018 and has
instructed the lender to better manage the money
laundering risks arising from its foreign correspondent
relationships outside of Europe. The bank was also
instructed to draw up “adequate procedures” for
implementing internal AML controls.
Denmark’s FSA announced on 9 September that it has
instructed a money transfer agent for MoneyGram
International Ltd to ensure it applies adequate customer
due diligence measures amid concerns that the forex
firm only receives cash and does not have a bank
account. The FSA said the company, Unitravel/Hasle
Exchange v/Muna Al-Mansouri, has an inherently higher
risk than other financial institutions in Denmark of being
exploited by money launderers and terrorist financiers.
Denmark’s FSA announced on 10 September that
Nellemann Leasing A/S is being sued over allegations
that it failed to formally appoint a money laundering
officer before April 2019 and failed to investigate
whether its customers were subject to EU financial
sanctions before March 2019. The FSA ordered the
financial leasing firm, which is part of the Nellemann
Group, to assess its compliance with Denmark’s Money
Laundering Act. The announcement followed its routine
inspection of the firm’s AML systems in April 2019.
Denmark’s Prosecutor’s Office announced in a press
release on 5 September that Morten Niels Jakobsen,
State Attorney for Special Economic and International
Crime (SØIK) has been suspended from office. No
further details have been provided. Media reports
suggest that action against Jakobsen relates to the
SØIK’s handling of the case concerning Dan-Bunkering’s
alleged violations of the Syria sanctions regime in 2016.

Dominican Republic
The Financial Action Task Force of Latin America
(GAFILAT) issued on 22 August its first follow-up report
on the Dominican Republic’s progress in addressing
the technical compliance deficiencies on anti-money
laundering and combating terrorist financing (AML/
CTF) identified its Mutual Evaluation Report of July
2018, which states that important advancements have
been made. As a result, Recommendation 18 (Internal
controls) has been re-rated from partially compliant
to largely compliant due to progress with respect to
the banking, exchange, financial intermediation and
securities markets. The Dominican Republic will remain
in the enhanced follow-up process.

European Union
The Council of the European Union adopted on 16
September conclusions on the revised guidelines on
EU policy towards third countries on torture and other
cruel, inhuman or degrading treatment or punishment
(12107/19), underlining its strong opposition to any
kind of ill-treatment and highlighting the importance of
procedural safeguards to prevent torture.
The Grand Chamber of the European Court of Justice
(ECJ) sent case C-123/18P brought by Hanseatic
Trade Trust & Shipping (HTTS) on its 2010 designation
back to the General Court (GC) for fresh consideration
on 10 September, upholding HTTS’s appeal. HTTS
appealed the 2017 decision by the GC to dismiss HTTS’
2015 action seeking EUR 12 million compensation
for the damage which it allegedly suffered following
its designation by Council Regulation 668/2010 and
961/2010 concerning restrictive measures against
Iran. The ECJ decided to refer the case back to the GC
to conduct a fresh examination of whether a breach
of EU law was sufficiently serious to give rise to noncontractual liability of the EU.

France
The French Council of Ministers adopted on 18
September Ordinance 2019-963 on the fight against
fraud affecting the financial interests of the European
Union through criminal law, amending the Law of
22 May 2019 on the growth and transformation of
companies (PACTE), in order to transpose Directive
2017/1371 of the European Parliament and of the
Council of 5 July 2017 on combating fraud affecting
the Union’s financial interests by means of criminal law.

Georgia
Georgia’s measures for appointing supreme court
judges lacks sufficient transparency and undermines
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“a genuine merit-based nomination process,” according
to a report published by the Organization for Security
and Co-operation in Europe on 10 September. The
report, jointly published with the Office for Democratic
Institutions and Human Rights, states that 1 May
amendments to the Organic Law on Common Courts
of Georgia and the Rules of Procedure of the Parliament
of Georgia permit unsubstantiated nominations to the
High Council of Justice by secret ballots and do not
sufficiently regulate recusals for conflicts of interest.

Germany
The German Ministry of Justice and Consumer
Protection presented the draft Corporate Sanctions Act
in August, which would establish corporate criminal
liability in Germany. The draft bill, which has yet to
be made public, is expected to be adopted by the
Bundestag in the current legislative term, which runs
until the autumn of 2021.

Guinea-Bissau
UN Security Council held a briefing on the state of
play in Guinea-Bissau on 10 September (SC/13946),
noting that cross-border drug trafficking and the
political instability hampering economic development
remain important challenges. Bintou Keita, assistant
secretary-general for Africa, Departments of Political
and Peacebuilding Affairs and Peace Operations, said
that the recent seizure of a cocaine shipment was a
signal that Guinea-Bissau remains a transit hub for
drugs, and recalled the recent signing, with the Gambia
and Senegal, of a memorandum of understanding on
combating trafficking. All participants urged political
actors in Guinea-Bissau to ensure credible elections in
November, and improve the national response to drug
trafficking and organised crime. The UK’s representative
said his delegation will revisit the sanctions imposed on
Guinea-Bissau pending implementation of key reforms.

Iceland
The Financial Action Task Force (FATF) published
its first follow-up report and technical compliance
re-rating on 5 September on Iceland’s measures
to tackle money laundering and terrorist financing
deficiencies identified in its mutual evaluation report
(MER) of February 2018, noting that several actions
have been taken to strengthen the framework. Iceland
has made progress in addressing the technical
compliance deficiencies identified in the MER and
is therefore re-rated “compliant” on the following
Recommendations: financial institution secrecy laws;
customer due diligence; politically exposed persons;
new technologies; wire transfers; reliance on third
parties; higher risk countries; reporting of suspicious

transactions; customer due diligence related to
designated non-financial business and professions
(DNFBPs); and powers of supervision. Additionally,
Iceland has been re-rated “largely compliant” on
DNFBPs – other measures and sanctions and “partially
compliant” on regulation and supervision of DNFBPs.

Italy
The General Confederation of Italian Industry, known
as Confindustria, issued a regulatory proposal on 11
September, which includes measures to encourage
the use of electronic money and disincentivise the use
of cash in an effort to reduce tax evasion. The draft
regulatory intervention would provide incentives for the
use of electronic money by the introduction of a tax
credit of two percent for every customer and introduce
a penalty system for the use of cash by imposing a
two percent commission on every ATM withdrawal
exceeding EUR 1,500.

Jersey
On 10 September, Jersey issued regulations
amending reporting obligations under Article 32 of
the Sanctions and Asset-Freezing (Jersey) Law 2019.
The Sanctions and Asset-Freezing (Amendment of
Law – Reporting Obligations) (Jersey) Regulations
2019, which came into effect on 24 September, require
the Jersey Financial Services Commission (JFSC) to
report any information it may have that could facilitate
investigations or prosecutions of offences under
the law. The law, which came into effect on 19 July,
empowers the minister for external relations to make
an order regarding the implementation of a sanctions
measures in Jersey, which is a UK crown dependency
with an autonomous sanctions regime.

as Moneyval, issued a fifth round mutual evaluation
report on the Republic of Moldova on 11 September,
assessing the effectiveness of Moldova’s anti-money
laundering and counter-terrorist financing (AML/
CTF) system. The report welcomes the relatively
strong domestic framework and the overall growing
trend for convictions. However, only a limited number
of investigations have led to prosecutions and
international cooperation in relation to beneficial owners
(BO) is of limited effectiveness, due to the difficulties
keeping the BO register up-to-date. The report includes
a list of priority actions and calls on the government to
fully use its legislative framework to combat ML and to
increase the effectiveness of confiscation of proceeds.
Moldova must report back to Moneyval in 2021.

The Netherlands
The Dutch Central Bank (DNB) announced on 3
September that firms offering services for the exchange
of cryptocurrencies and fiat currency, and crypto
wallet providers are expected to become subject to
DNB’s supervision as of 10 January 2020 in line with
the Fifth Anti-Money Laundering Directive (5AMLD)
and the Dutch Anti-money Laundering and Terrorist
Financing Act. Crypto operators were required to notify
their business with the DNB by 23 September. The
DNB will assess whether such service providers have
internal processes effectively designed to prevent
money laundering and terrorist financing, and that these
processes are adequately managed. Firms that did not
register will no longer be allowed to provide services.
The Dutch Finance Ministry announced on 17
September plans to introduce a withholding tax on
corporations shifting profits to tax havens in an effort to
combat tax evasion and avoidance, as part of a 2020
Tax Plan submitted to the House of Representatives.
The new withholding tax on interest and royalties will be
discussed in parliament and, if approved, will become
effective as of 1 January 2021.

Liechtenstein
Liechtenstein’s government approved on 17 September
Ordinance 252.11 on the amendment of Ordinance
2019/232 of 17 February 2009 on Professional Due
Diligence on Combating Money Laundering, Organized
Crime and Terrorist Financing, which adds tax offences
to the Annex 3 list of violations covered by due diligence
and provides further clarifications on the financing of
terrorism and corruption, in line with the findings of the
national risk analysis.

Moldova
The Council of Europe’s Committee of Experts on
the Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism, otherwise known

Nicaragua
The Financial Action Task Force of Latin America
(GAFILAT) has issued the third enhanced follow-up
report on Nicaragua’s progress in addressing the
technical deficiencies on anti-money laundering and
terrorist financing, identified its Mutual Evaluation Report
in July 2017. The report concludes that Nicaragua
achieved progress on eight recommendations and was
re-rated on Recommendations 7 (Targeted financial
sanctions related to proliferation), 10 (Customer due
diligence), 12 (Politically Exposed Persons) and 25
(Transparency and Beneficial Ownership of Legal
Arrangements). Further progress is acknowledged on
other recommendations but does not qualify it for a
re-rating. GAFILAT decided that Nicaragua will remain in
the enhanced follow-up process.
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Panama
The Latin American Financial Action Task Force
(GAFILAT) announced on 22 August that it has re-rated
Panama as partially compliant with international
standards on company ownership transparency, but
concerns remain about minimum requirements for
maintaining beneficial ownership records. GAFILAT’s
second enhanced follow-up report on Panama since
the adoption of its mutual evaluation report (MER) in
December 2017 states that the nation remains only
partially compliant with beneficial ownership standards
for trusts due to possible regulatory failings in ensuring
new trusts verify the identity of nominal shareholders
and/or directors. Panama will remain in GAFILAT’s
enhanced follow-up process.

Russia
The Council of Europe’s Group of States against
Corruption (GRECO) published on 3 September
its Second Addendum to the Second Compliance
Report of the Third Evaluation Round on the Russian
Federation, adopted on 21 June, concluding that “no
tangible progress has been made” on incrimination of
corruption and transparency of party funding in Russia
since the previous examination in June 2018. However
Russia “has implemented satisfactorily or dealt with in
a satisfactory manner” 12 of the 21 recommendations
contained in the Third Round Evaluation Report, in
particular on amendments to the criminal codes, the
extension of the statute of limitation provisions for
bribery in sports and commercial entertainment, the
introduction of private sector bribery legislation, and
legislative amendments to increase transparency and
clarify offences related to party funding. Concerns
expressed in the Second Compliance Report about
legislative amendments narrowing the scope of the
bribery offence including by limiting private sector
corruption to those in managerial roles have not been
addressed and legislative amendments are yet to be
adopted by parliament. GRECO urges Russia to address
outstanding recommendations on criminalising
corruption, to increase financial transparency of political
parties and to ensure that elections commissions hold
an appropriate level of independence.

Petronas provided support to pro-government militias
responsible for human rights abuses, while American
arms dealer Ara Dolarian tried to sell USD 43 million
worth of weapons in 2018 to General Paul Malong.
The report claims British citizens Abdelkarim Adam
Eisa Mohamed and Dawd Adam Rife Abute formed
an oil services company with Lieutenant General
David Yau Yau in 2015, and Eritrean and other foreign
investors were among major beneficiaries of fraud and
embezzlement of government money.

Switzerland
On 11 September, Switzerland’s Financial
Market Supervisory Authority (FINMA) published
supplementary regulatory guidance on initial coin
offerings (ICOs) and announced that stablecoins such
as Facebook’s proposed ‘Libra’ would be subject to the
Anti-Money Laundering Act.

Ukraine
The Council of Europe’s Committee of Experts on
the Evaluation of Anti-Money Laundering Measures
and the Financing of Terrorism (Moneyval) published
on 6 September its first enhanced follow-up report
and technical compliance re-rating on Ukraine, which
analyses the progress made in addressing the technical
compliance deficiencies identified in the mutual
evaluation report (MER) of December 2017, and the
implementation of the Financial Action Task Force’s
(FATF) new requirements. Moneyval notes that Ukraine
“has only made limited progress” in strengthening its
framework to tackle money laundering and terrorist
financing since the adoption of its MER.
The UK government announced on 13 September
that its 2019-2020 programme assistance package
to Ukraine totals over GBP 37 million, which will
go towards funding a large number of projects
focussed on governance and reform, anti-corruption,
accountability and communication, conflict, stability
and security, humanitarian aid, human rights, education
and culture. Additionally, up to GBP 4 million will be
provided for initiatives aimed at developing independent
media and countering the effects of disinformation.

US
The chair of the US Securities and Exchange
Commission (SEC), Jay Clayton, said in a speech on 9
September that he does not intend to change the SEC’s
approach to enforcing the Foreign Corrupt Practices Act
(FCPA), despite a lack of “meaningful improvement” in
international cooperation to tackle corruption. Over the
past five years, the SEC has brought nearly 80 FCPA
cases involving alleged misconduct in more than 60
countries.
The US Department of Justice announced on 24
September that it has charged Emanuele Palma, a
senior manager for diesel drivability and emissions
at Fiat Chrysler Automobiles (FCA), in the US District
Court for the Eastern District of Michigan (Southern
Division), with conspiracy to defraud the US, to violate
the Clean Air Act and to commit wire fraud due to his
role in misleading regulators and customers by using
an illegal emissions control software on 100,000 FCA
diesel vehicles.
A US appeals court on 12 September unanimously
upheld the wire-fraud conviction of HSBC’s former
global head of forex trading, Mark Johnson, for making
material misrepresentations to Cairn Energy related to a
GBP 2.25 billion forex transaction in 2011.
The US Office of National Drug Control Policy (ONDCP)
announced on 10 September designations of 13
additional US counties across 12 states as High
Intensity Drug Trafficking Areas (HIDTA). According to
the statement, the listings will facilitate coordination
of domestic law enforcement efforts to disrupt and
dismantle drug trafficking organisations.
In a six-page whitepaper published on 4 September, US
Senator Bill Cassidy (R-LA) called for the creation of a
joint interagency taskforce, public-private sector forum
and legislative agenda to address the national risks of
trade-based money laundering.

South Sudan
The Sentry, a Washington-based investigative nonprofit, released on 19 September a report entitled
“The Taking of South Sudan,” calling on the US, UN
and the EU to expand sanctions and increase their
anti-money laundering efforts in South Sudan to end its
“kleptocratic network” and the widespread corruption
orchestrated by government and international corporate
entities. The report found that international investors
such as Dar Petroleum, a Chinese-led multinational
oil consortium and Malaysia’s state-owned oil firm

United Arab Emirates
An undisclosed 2017 regulatory review by the Dubai
Financial Services Authority reportedly shows that
Standard Chartered plc failed to implement due
diligence checks on their clients to prevent money
laundering, according to a Bloomberg report published
on 16 September.
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