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About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to make better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support us regularly in undertaking local enquiries 
on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Find out more about the Aperio Intelligence team at:     
 www.aperio-intelligence.com
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FCA annual report shows increase in total fines against  
individuals and insight on upcoming monitoring activity 

Welcome to the July edition of the Financial Crime Digest, 
Aperio Intelligence’s monthly newsletter, an informative 
summary of the most recent developments relating to the 
world of money laundering, fraud and terrorist financing, 
bribery and corruption, and sanctions.

info@aperio-intelligence.com 
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The UK’s Financial Conduct Authority 
(FCA) imposed around GBP 227.3 
million in fines during the last fiscal 
year, more than three times that of the 
previous year, according to the annual 
report 2018/19 published on 9 July. 

The report finds that the FCA imposed GBP 
80.2 million in fines against eight individuals 
during the fiscal year ending 31 March 2019, 
compared with GBP 900,000 in fines against 
10 individuals during the previous year. 

The FCA also published a related annual 
report on anti-money laundering (AML), which 
explains that it has over 60 ongoing AML 
investigations and provides a case study on 
the fined issued against Standard Chartered 
Bank for AML breaches. The report also 
states that some of the FCA’s current AML 
investigations are now dual track, which may 
result in either criminal or civil proceedings. 
According to the FCA these dual track 
investigations are helping the FCA to “fully 
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The AML report can be found HERE.

The annual report can be found HERE.

understand what happened, what action to 
take and which tools to use.”

In the coming year the FCA will: 

• Continue to monitor firms’ progress on 
improving AML controls as one indicator of 
whether the potential harm to consumers 
and market integrity is likely to have 
reduced;

• Use returns from the Annual Financial Crime 
Data Return and other information sources 
to monitor changes in risk over time;

• Continue to review its approach to AML 
supervision, using the information from 
the new data and in line with the FATF 
Mutual Evaluation Report’s key findings and 
recommended actions; and 

• Continue to work in partnership with all 
other stakeholders in the AML regime, in the 
public and the private sectors, to improve 
the UK’s defences against money launderers 
and contribute to the government’s broader 
economic crime agenda.

The FCA also published an enforcement 
annual performance report for 2018/19. 

The annual enforcement report is HERE.

https://www.fca.org.uk/publication/corporate/annual-report-2018-19-anti-money-laundering.pdf
https://www.fca.org.uk/annual-report-and-accounts-2018-19
https://www.fca.org.uk/publication/corporate/annual-report-2018-19-enforcement-performance.pdf
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UK government publishes AML/CTF supervision report
The UK Treasury published its anti-
money laundering and counter terrorist 
financing (AML/CTF) supervision 
report for 2017-2018 on 8 July, which 
confirms the UK’s intention to transpose 
the Fifth Money Laundering Directive 
into UK law by January 2020.

The report highlights that there are 
inconsistencies in the quality of supervision 
among the UK’s AML/CTF supervisors. 
While the statutory supervisors have a 
strong understanding of the risks, the UK 
needs to sustain its efforts in addressing the 
significant deficiencies in supervision of its 

other professional bodies. According to the 
report there are significant weaknesses in the 
risk-based approach to supervision among 
all supervisors, with the exception of the 
Gambling Commission. 

Efforts have been made to address 
weaknesses in supervision and sanctions of 
the accountancy and legal sectors, although 
these failings continue to have an impact 
on the preventive measures applied and the 
quality of financial intelligence gathered.

The report’s recommendations include that 
the Financial Conduct Authority should follow 

the practice of other statutory supervisors 
by considering the wider use of criminal 
background checks as part of its processes 
to ensure criminals and their associates are 
prevented from owning or controlling financial 
institutions; and that plans to extend AML/
CTF requirements and related supervision to 
virtual currency exchange providers should 
continue to progress.

The UK’s Serious Fraud Office published 
its annual report and accounts 2018-19 
on 22 July, which show in that period, 
the SFO has opened 11 new criminal 
investigations, five of which are now 
in the public domain, which concern 
allegations of corruption related to 
Ultra Electronic Holdings’ conduct of 
business in Algeria, false accounting 
at Patisserie Valerie, investment fraud 
conducted by property developers 
in Liverpool and Manchester and by 
individuals associated with London 
Capital & Finance, and of fuel trading 
irregularities at Greenergy. 

Director of the SFO, Lisa Osofsky, explains 
in the opening statement to the report that 
given the SFO’s caseload, which consists 
of a relatively small number of large cases, 
the conviction rate can vary significantly. In 
2018/19, 17 of 32 defendants were convicted, 
which is a conviction rate of 53 percent by 
defendant and 86 percent by case. 

In reference to the conclusion of the UK’s 
first deferred prosecution agreement with 

Standard Bank plc, Osofsky states that the 
SFO aims to build on this with greater private 
sector cooperation and will seek to provide 
transparency regarding what a company 
should expect if it decides to self-report. The 
SFO also secured its first Account Forfeiture 
Order this year, which targeted GBP 1.5 million 
in funds from a mortgage fraud scheme. 
“There will be more to follow,” said Osofsky. 

Meanwhile, the Crown Prosecution Service 
Inspectorate (HMCPSI) published the findings 
of its leadership review of the SFO on 19 
July, following a request from the SFO to 
provide an independent assessment of staff 
engagement within the organisation.

The UK’s National Crime Agency (NCA) 
published its annual report and accounts 
2018-19 on 22 July, which states that in the 
last year GBP 29.5 million in criminal assets 
have been frozen using the new powers 
provided under the Criminal Finances Act. 

The annual report provides detailed analysis 
of the NCA’s progress against its priorities, 
which includes an overview of the work being 

UK’s SFO and NCA publish their annual reports 2018/19
carried out by the National Economic Crime 
Centre, which began operating in October 
2018. The annual report highlights cybercrime 
as a threat that continues to grow in scale 
and complexity, and that over the past year 
an increasing blurring of boundaries between 
activities perpetrated by criminals and those 
by nation state actors has been identified.

The NCA also draws attention to its work to 
lead planning for the UK’s withdrawal from EU 
systems, tools and processes due to Brexit; 
and the work of the National Strategic Tasking 
and Coordination Group, which aims to 
disrupt high-impact criminals and organised 
crime groups that exploit the vulnerable and 
undermine financial system integrity.

The SFO’s report can be found HERE.

The HMT report can be found HERE.

Details on the review can be found HERE.

The NCA’s report can be found HERE.

https://www.sfo.gov.uk/wp-content/uploads/2019/07/SFO-Annual-Report-and-Accounts-2018-2019.pdf
https://www.gov.uk/government/publications/anti-money-laundering-and-counter-terrorist-financing-supervision-report-2017-to-2018
https://www.justiceinspectorates.gov.uk/hmcpsi/serious-fraud-office-leadership-review-july-19/?mod=
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/329-nca-annual-report-accounts-2018-19/file
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UK’s new Economic Crime Plan sets out priority areas 
The UK Treasury and the Home Office 
published the new Economic Crime Plan 
(ECP) on 12 July, which sets out seven 
priority areas, including assessing 
threats of fraud, money laundering and 
other such economic crime facing the 
country and improving the transparency 
of ownership. 

The ECP sets seven strategic priorities to 
better tackle economic crime, which includes:

• Reforming the SARs regime, with 
Barclays, HSBC UK, Lloyds Banking Group, 
Nationwide, RBS and Santander UK 
investing GBP 6.5 million in 2019/20;

• Establishing a new cryptoassets regime 
with the FCA, going beyond international 
standards to create “one of the most 
comprehensive global responses to the use 
of cryptoassets in illicit activity”; 

• Promoting innovation in the private sector 
and encouraging businesses to take 
advantage of new technologies to combat 
crime and reduce compliance costs; and 

• Implementing the new Asset Recovery 
Action Plan, which sets out measures to 
enhance efforts to claw back the proceeds 
of crime. A policy paper was also published.

Agreed actions set out in the ECP include:

• By July 2020, HM Treasury and the National 
Economic Crime Centre will expand and 
enhance public-private information sharing 
through the Joint Money Laundering 
Intelligence Taskforce (JMLIT); 

• By July 2020, HM Treasury, the Home Office 
and the UK’s Financial Intelligence Unit will 
consider tactical targeting orders; 

• By December 2020, the first tranche of the 
SARs IT transformation will be delivered and 
the target operating model for the future of 
the SARs regime will be designed; and

• By July 2020, HM Treasury will clarify 
whether powers are necessary to enable 
private sector supervisors to take 
enforcement action over deficiencies in 
sanctions implementation.

The ECP states that the FCA will become the 
supervisor for certain types of cryptoasset 
activities and highlighted the need for an AML 
regime for some activities. The FCA issued a 
statement explaining that it is developing its 
approach and will publish details this year. 

The minutes from the Economic Crime 
Strategic Board’s meeting, which 

commissioned the ECP, have also been made 
public. Highlights from the meeting include:

• A discussion on current and emerging 
risks: trade-based money laundering 
and laundering through capital markets 
were identified as an evolving threat. 
Cryptocurrencies’ use in money laundering 
was said to be small but growing. 
Professionals (lawyers, accountants and 
trust and company service providers 
(TCSPs)) continue to help facilitate 
laundering, with one TCSP involved in a 
significant sanctions evasion case; and 

• Actors in Russia and China were seen to 
be the biggest offshore money laundering 
threat. Russia, Pakistan and Nigeria were 
key source countries for PEPs involved in 
corruption. The board also discussed the 
tension in doing business with jurisdictions 
viewed as ‘safe’ but that let laundered funds 
into the international system.
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Economic Crime Plan can be found HERE.

HMRC’s annual report shows GBP 34.1 billion generated 
from tackling tax avoidance, evasion and non-compliance 
The UK’s Revenue and Customs 
(HMRC) published its annual report 
and accounts 2018-19 on 18 July, 
which has found that an additional GBP 
34.1 billion in tax has been generated 
through tackling tax avoidance, evasion 
and non-compliance. 

The annual report also states that over GBP 
3 billion has been generated from tackling 
organised crime and that 648 criminals and 
fraudsters have been convicted in the past 
year. On detailing HMRC’s performance 
relating to tackling tax avoidance and evasion, 
the report explains that over GBP 2.9 billion 

has been raised from tackling offshore 
tax initiatives and that 2,200 interventions 
have been carried out under the anti-money 
laundering regulations during 2018-19. 

The annual report can be found HERE.

The Board’s minutes can be found HERE.

Asset Recovery Plan can be found HERE.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/816215/2019-22_Economic_Crime_Plan.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/818222/HMRC_Annual_Report_and_Accounts_2018-19__web_.pdf
https://www.gov.uk/government/publications/economic-crime-strategic-board-minutes-and-agenda-january-2019
https://www.gov.uk/government/publications/asset-recovery-action-plan
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EU adopts four reports on addressing ML/TF risks, and 
identifies freeports and professional football as risks
The European Commission adopted 
a communication and four reports 
to support EU and member state 
competent authorities to better address 
money laundering and terrorist financing 
risks on 24 July, which advises member 
states to better address the risks posed 
by fintech products, cryptocurrency 
exchanges, golden visa schemes, 
freeports and professional football.

The Commission has identified products 
and sectors vulnerable to being exploited 
for illicit purposes, which includes new 
additions such as freeports, golden visa 
schemes, professional football and non-bank 
ATM machines. Professional football has 
been singled out because of its complex 
organisation and lack of transparency, which 
has resulted in “questionable sums of money 
with no apparent or explicable financial return 
or gain” being invested in the sport. 

The four reports stress the need for the 
full implementation of Europe’s Fourth and 
Fifth Money Laundering Directives while 
underlining that structural shortcomings in 
the implementation of the EU’s anti-money 
laundering and counter terrorist financing 
(AML/CTF) rules that still need addressing. 

The communication “Towards a better 
implementation of the EU’s anti-money 
laundering and countering the financing of 

terrorism framework,” provides an overview of 
four reports published by the Commission:

1. Supranational risk assessment of 
the money laundering and terrorist 
financing risks affecting the Union. 
The report shows that most of 
the recommendations of the first 
supranational risk assessment have 
been implemented although some 
vulnerabilities remain including the 
identification of beneficial owners;

2. Report assessing recent alleged 
money-laundering cases involving EU 
credit institutions. The Commission 
has analysed 10 publicly known cases 
of money laundering in EU banks (ABLV 
Bank, Danske Bank, Nordea, Société 
Générale, Deutsche Bank, FBME Bank, 
Satabank, Versobank, Pilatus Bank 
and ING) to highlight some of the 
shortcomings and find a possible way 
forward. The report states that banks, in 
a number of the cases analysed, “did not 
respect effectively or sometimes did not 
comply at all with anti-money laundering 

requirements.” Those banks lacked the 
right internal mechanisms to prevent 
money laundering and did not align their 
AML/CTF policies;

3. Report assessing the framework for 
Financial Intelligence Units’ (FIUs) 
cooperation with third countries 
and obstacles and opportunities to 
enhance cooperation between Financial 
Intelligence Units within the EU. The 
report provides suggestions to improve 
cooperation between EU FIUs; and

4. Report assessing the conditions and the 
technical specifications and procedures 
for ensuring secure and efficient 
interconnection of central bank account 
registers and data retrieval systems. 
The report sets out the items to be 
considered for possible interconnection 
of bank account registries and data 
retrieval systems. The Commission 
suggests that such a system could be 
a decentralised system with a common 
platform at EU level. 

The reports will serve as a basis for future 
policy choices, states the Commission, on 
how to strengthen the EU AML framework.
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The press release can be found HERE.

The Commission has 
analysed 10 publicly 
known cases of money 
laundering in EU banks

EBA issues opinion on the link between money laundering 
and terrorist financing concerns and prudential activities 
The European Banking Authority (EBA) 
published an opinion on 24 July on the 
link between money laundering and 
terrorist financing (ML/TF) concerns 
and prudential objectives. 

Its opinion urges prudential supervisors to 
send a common message to institutions that 
they factor ML/TF issues into the prudential 
supervisory process – which includes 
when considering whether to authorise an 

institution – and that they cooperate with 
AML/CTF supervisors for this purpose.

The EBA’s opinion can be found HERE.

http://europa.eu/rapid/press-release_IP-19-4452_en.htm
https://eba.europa.eu/-/the-eba-calls-for-communication-to-credit-institutions-about-the-relevance-of-aml-cft-concerns-from-a-prudential-perspective


The UK’s Financial Conduct Authority 
(FCA) published a consultation 
paper on 3 July on its proposal 
to ban the sale, marketing and 
distribution to retail clients of 
derivatives and exchange traded 
notes (ETNs) that reference certain 
types of unregulated, transferable 
cryptoassets. Consultation Paper 
19/22: Restricting the sale to retail 
clients of investment products that 
reference cryptoassets (CP19/22) is 
open for feedback until 3 October. 

The FCA considers, following an 18-month 
study of the market, that these products 
are not suited to retail consumers who 
cannot reliably assess the value and risks 
of derivatives or ETNs that reference certain 
cryptoassets (crypto-derivatives) and 
estimates that the potential benefit from 
banning these products would range from 
GBP 75 million to GBP 234.3 million a year. 
The restrictions would apply to derivatives, 
including CFDs, futures and options, as well 
as cryptoassets that can be exchanged on 
cryptoasset platforms or other forums. 

The consultation follows Policy Statement 
(PS19/18) published on 1 July, which 
finalised rules restricting the sale of CFDs 
and CFD-like options to retail clients. The 
FCA has also issued consumer warnings 
about the risks associated with direct and 
indirect investments in cryptoassets. The 
FCA expects to publish its final guidance on 
cryptoassets later in the summer. 

Meanwhile, the FCA published a speech 
on regulating financial innovation on 2 
July by executive director of strategy and 
competition, Christopher Woolard, which 
covered ‘stablecoins’ and ‘non-stablecoins.’ 
Woolard explained that ‘stablecoin’ 
is a broad term, which encompasses 
different types of cryptoassets and that 

FCA consults on a proposed ban on 
retail crypto-derivatives  
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a stablecoin could fall within or between 
regulatory categories. The FCA expects any 
cryptoasset issuer to be asking themselves 
certain questions before launching a 
product, which includes:

• Am I prepared to be open and cooperative 
with domestic and international regulatory 
agencies? How do I approach issues like 
anti-money laundering? and

• Most importantly, have I completed 
the regulatory, legal and technical due 
diligence in advance of launching a new 
product or service?

Woolard also noted that the FCA has been 
discussing Facebook’s plans for Libra, the 
stablecoin it is planning to launch. “If this 
comes to fruition,” said Woolard “Libra could 
be very significant indeed.”

Meanwhile, on 16 July, the FCA published 
another speech by Woolard, on “The future 
of regulation: AI for consumer good.” 
Woolard explained that the latest cohort in 
the FCA’s regulatory sandbox has included 
tests on digital identity. A key takeaway was 
that firms deploying AI and machine learning 
must ensure they understand the technology 
and its governance. 

The IMF published a paper on “The Rise of 
Digital Money” on 15 July, which analyses 
how technology companies are stepping up 
competition with large banks and highlights 
the risks of fostering illegal activities.

FCA releases 
details on AML 
TechSprint
The UK’s Financial Conduct 
Authority (FCA) announced on 
10 July that from 29 July to 2 
August, it will be holding a follow-
up to its 2018 AML & Financial 
Crime TechSprint. 

The follow-up event will see 
participants develop solutions to the 
following cases:

• How can a network of market 
participants use privacy enhancing 
technologies and data analytics to 
interrogate financial transactions 
stored in databases within 
institutions to identify credible 
suspicions without compromising 
data privacy legislation?

• How can market participants 
efficiently and effectively codify 
typologies of crime which can be 
shared and readily implemented by 
others in their crime controls?

• How can a market participant check 
that the company or individual they 
are performing due diligence on has 
not raised flags or concerns with 
another market participant, and/or 
verify that the data elements they 
have for the company or individual 
match those held by another market 
participant?

• How can technology be used to 
assist in identifying an ultimate 
beneficiary owner across a network 
of operators and a national register?

The press release can be found HERE.

The consultation can be found HERE.

The FCA transcript can be found HERE.

The IMF paper can be found HERE.

https://www.fca.org.uk/events/techsprints/2019-global-aml-and-financial-crime-techsprint
https://www.fca.org.uk/publication/consultation/cp19-22.pdf
https://www.fca.org.uk/news/speeches/regulating-financial-innovation-going-behind-scenes
https://www.imf.org/en/Publications/fintech-notes/Issues/2019/07/12/The-Rise-of-Digital-Money-47097


National Audit Office report on 
organised crime finds “significant 
and avoidable shortcomings” in UK 
government’s response 
The UK’s National Audit Office 
published a report on tackling serious 
and organised crime on 28 June, 
which examines the government’s 
strategic response to serious and 
organised crime, more specifically that 
of the Home Office and the National 
Crime Agency, and the extent that 
the enablers to implementation of the 
2018 strategy have been put in place. 

The report finds that serious and organised 
crime is evolving rapidly, as criminal 
networks identify new vulnerabilities, adapt 
to law enforcement action and utilise new 
technologies. Despite recognition of the 
seriousness of the challenge and improved 
collaboration across government, the report 
states that there remain some “significant 
and avoidable shortcomings” that may 
prevent government and its partners from 
ridding society of the harms of serious and 
organised crime.

The government is therefore not yet able 
to show that it is delivering value for 
money in this regard. According to the 
report, the Home Office and the National 

Crime Agency do not know whether their 
efforts are working and are not able to 
target resources against the highest-
priority threats. Governance and funding 
arrangements are also said to remain 
complex, inefficient and uncertain. Unless 
the government addresses these issues, 
concludes the report, there will continue 
to be a mismatch between its plans to 
respond to serious and organised crime 
and its ability to deliver on those plans.

TECHNICAL UPDATES
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UK consults 
on financial 
services future 
regulatory 
framework 
review 
The UK Treasury launched a 
consultation on the financial 
services future regulatory 
framework review on 19 July, 
which is the first step in the UK 
government’s wider review of the 
overall approach to regulation of the 
financial services sector, including 
how the regulatory framework 
may need to change in the future, 
particularly in relation to when the 
UK leaves the EU.

The consultation is open until 18 
October and seeks feedback on how 
firms and the regulators can work 
together to make authorisation, 
supervision and enforcement more 
efficient, and welcomes views as to what 
currently works well and where there 
may be potential for improvement.

The press release can be found HERE.

The Home Office and 
the NCA, according to 
the report, do not know 
whether their efforts 
are working and are 
not able to target 
resources against the 
highest-priority threats

The NAO’s report can be found HERE.

Group of States against Corruption accepts EU request
The Committee of Ministers 
representing the 47 member states 
of the Council of Europe accepted 
a request by the EU on 10 July to 
become an observer to the Group of 
States against Corruption (GRECO).

Frans Timmermans, first VP of the EU 
Commission, said: “The EU’s participation 
in GRECO as an observer brings the EU 
and the Council of Europe closer and 
reinforces our joint efforts to strengthen 
the rule of law and fight against 

corruption across Europe. It is very fitting for 
this to happen in the year in which GRECO 
celebrates its 20th anniversary.”

The consultation can be found HERE.

https://search.coe.int/directorate_of_communications/Pages/result_details.aspx?ObjectId=0900001680965e07
https://www.nao.org.uk/wp-content/uploads/2019/03/Tackling-serious-and-organised-crime.pdf
https://www.gov.uk/government/consultations/financial-services-future-regulatory-framework-review


UK to launch 
modern slavery 
research centre 
and consults on 
transparency in 
supply chains
The UK’s Home Office announced on 
9 July GBP 10 million of investment 
to create a new research centre, 
the Policy and Evidence Centre for 
Modern Slavery and Human Rights, 
to uncover the true scale of modern 
slavery, expose more trafficking 
networks and better inform the UK’s 
action to stamp out such crimes. 

Alongside the announcement, the 
government also published its response 
to the Independent Review of the Modern 
Slavery Act 2015 and has launched 
a consultation on strengthening and 
improving transparency in supply chains 
legislation. The government response to 
the independent review sets out how the 
government intends to respond to the 
recommendations made by the review.

The consultation puts forward proposals 
to enhance transparency and drive 
compliance, which requires businesses 
to publish a statement setting out what 
they are doing to tackle modern slavery 
and forced labour in their supply chains 
in the UK and overseas. The consultation 
also seeks views on proposals to expand 
the law to cover the public sector. The 
consultation closes on 17 September. 
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ESMA publishes report on possible 
abuse of multiple withholding tax 
reclaim schemes
The European Securities and Markets 
Authority (ESMA) published a report 
on 2 July on its preliminary findings 
on multiple withholding tax (WHT) 
reclaim schemes and whether they 
are open to abuse. The ESMA has 
carried out analysis of such schemes 
and whether they result in a violation 
of the Market Abuse or Short Selling 
Regulation, following a request from 
the European Parliament. 

The report’s findings include that: 

• The execution of these schemes does 
not necessarily imply a breach of the 
regulatory provisions, however, there 
could be concerns about compliance with 
share trading reporting obligations; 

• Dividend arbitrage trading can be carried 
out through a wide range of sophisticated 
and complex trading methods giving the 
impression that a series of genuine claims 
have taken place;

• The schemes appear to be aimed mainly 
at obtaining multiple repayments of a 
single WHT paid upon distribution of 
dividends (i.e. potentially involving a 
tax fraud) often using a short selling 
transaction; and

• Some national tax laws allow for the 
issuance of tax certificates that do not 
contain any reference to the underlying 
distribution of dividends, making it difficult 
to identify multiple fraudulent requests.  

The ESMA’s report identifies the following 
best practices that could be used by 
national competent authorities to detect 
multiple WHT reclaim schemes:

• Setting up calibrated alerts in surveillance 
systems to detect cases where the 
percentage of traded shares of an issuer 
reaches a significant level, or perform 
selective analysis around the dividend 
distribution dates for possibly relevant 
issuers;

• Using central securities registers data 
on settlement, transactions and short 
selling data on short positions to check 
matching transactions;

• Liaising with central securities registers 
and tax authorities to understand the 
totality of available data; and

• Conducting further firm-specific 
investigations if need be.

The ESMA has now launched a formal 
inquiry to gather further evidence from 
national competent authorities on, 
amongst other things, whether breaches 
of either national or EU law have been 
identified and potential recommendations 
for action and reform have been made to 
the competent authorities concerned. 

The consultation can be found HERE. The press release can be found HERE.

The press release can be found HERE. 

https://www.gov.uk/government/consultations/transparency-in-supply-chains
https://www.esma.europa.eu/press-news/esma-news/esma-broadens-scrutiny-multiple-withholding-tax-reclaim-schemes
https://www.gov.uk/government/news/government-to-launch-new-modern-slavery-research-centre
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Europol and Eurojust publish report on the challenges 
faced in combating cybercrime
Europol and Eurojust published the third 
joint report identifying and categorising 
the current developments and common 
challenges in combating cybercrime on 
5 July, which is based on operational 
and practical experience and expert 
input, identified by the European 
Cybercrime Centre (EC3). 

The developments and challenges identified 
in the report fall into the following five areas:

• Loss of data: electronic data is key to 
successful investigations in all cybercrime 
areas, but the possibilities to obtain such 
data have been significantly limited; 

• Loss of location: recent trends have led to 
a situation in which law enforcement may 
no longer establish the physical location of 

the perpetrator, the criminal infrastructure or 
electronic evidence; 

• Challenges associated with national legal 
frameworks: the differences in domestic 
legal frameworks in EU member states are 
often “serious impediments” to international 
cybercrime investigations; 

• Obstacles to international cooperation: in 
an international context, no common legal 
framework exists for the expedited sharing 
of evidence and a better mechanism 
for cross-border communication and 
information exchange is needed; and 

• Challenges of public-private partnerships: 
cooperation with the private sector is 
vital for combating cybercrime, yet no 
standardised rules of engagement are 
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in place, and as such investigations can 
currently be hampered.

According to Europol, significant progress has 
been made since the publication of the last 
report in 2017, which includes the provision of 
platforms and networks to share knowledge.

Differences in domestic 
legal frameworks in EU 
member states are often 
“serious impediments” to 
international cybercrime 
investigations

The joint report can be found HERE.

EBA thematic report finds firms are using and developing 
FinTech applications to help combat financial crime
The European Banking Authority (EBA) 
published on 8 July a thematic report 
on the impact of FinTech on payment 
institutions’ (PIs) and electronic money 
institutions’ (EMIs) business models, 
which has found that institutions 
are developing and using FinTech 
applications for know-your-customer 
(KYC) purposes.

The report also finds that some institutions 
are already using or planning to use artificial 
intelligence tools/machine learning methods 
particularly in the area of RegTech, for 
example for transaction monitoring for fraud 
prevention and detection purposes; for risk 
profiling and other anti-money laundering 
functions; for strong customer authentication; 
and for the merchant on-boarding process. 

Numerous solutions based on biometrics 
were also reported by institutions, which 
includes the use of biometrics for improving 
customer on-boarding procedures and other 
AML processes. 

Possible applications of distributed ledger 
technology (DLT) have also been explored by 
institutions for the improvement of back-
office operations, such as the sharing of 
customer identity verification or cross-border 
KYC. A few institutions also reported the use 
of blockchain forensic tools to assess AML/
CTF risks of crypto-asset transactions.

Separately, the EBA published a report on 
the regulatory perimeter, regulatory status 
and authorisation approaches in relation to 
FinTech activities on 18 July, which presents 

the findings of its analysis of the regulatory 
framework applicable to FinTech firms when 
accessing the market. 

In addition to this, the European Securities 
and Markets Authority (ESMA) published a 
report on 12 July, on the status of licencing 
regimes of FinTech firms across the EU, 
which is based on evidence gathered from 
member state national competent authorities 
on the licencing regimes of FinTech firms in 
their jurisdictions.

The EBA’s report can be found HERE.

The ESMA’s report can be found HERE.

https://www.europol.europa.eu/publications-documents/common-challenges-in-combating-cybercrime
https://eba.europa.eu/documents/10180/2551996/EBA+thematic+report+on+the+impact+of+FinTech+on+PIs%27%20and+EMIs%27%20business+models.pdf
https://www.esma.europa.eu/sites/default/files/library/esma50-164-2430_licensing_of_fintech.pdf


EU takes next 
steps to end 
illegal tax 
breaks in Italian 
and Cypriot 
yacht industries 
The EU Commission announced 
on 25 July that it is taking further 
steps to end the illegal tax breaks 
in the Italian and Cypriot yacht 
industries, first exposed in the 
Paradise Papers leaks. The legal 
proceedings initiated will see Italy 
referred to the Court of Justice 
of the EU (CJEU) for its failure 
to address an illegal system of 
exemptions for fuel used to power 
chartered yachts in EU waters and 
the sending of reasoned opinions 
to Italy and Cyprus for not levying 
the correct amount of VAT on the 
leasing of yachts. 

The infringement procedures concern:

• Referral to the CJEU: Italy allows 
chartered pleasure crafts, such as 
yachts, to qualify as ‘commercial’ even 
if they are for personal use, which 
breaches EU rules; and 

• Reasoned opinions: Cyprus and Italy 
have established VAT rules according 
to which the larger the boat, the less 
the lease is estimated to take place in 
EU waters. Cyprus and Italy must act 
within the next two months otherwise 
the cases may be referred by the 
Commission to the CJEU.
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BaFin to review AML requirements 
for correspondent banking business
Germany’s Federal Financial 
Supervisory Authority (BaFin) 
published its annual report 2018 on 
19 July, which states that one of the 
priority areas for BaFin in 2019 will 
be to review the requirements under 
anti-money laundering legislation 
for the correspondent banking 
business of banks with international 
operations, as a result of the Danske 
Bank scandal. 

In 2018, BaFin imposed administrative 
fines totalling EUR 13,338,650, of which 
EUR 5,538,650 was attributable to 
Banking Supervision, Prevention of Money 
Laundering and Insurance Supervision. In 
2018 BaFin initiated 221 administrative 
fine proceedings, 86 of which were 
attributable to Banking Supervision, 
Prevention of Money Laundering and 
Insurance Supervision.

The annual report also sheds light on 
the ongoing investigation into Germany’s 
exposure to money laundering and 

terrorist financing risk, which began 
in January 2018. The National Risk 
Analysis process is being led by the 
Federal Ministry of Finance and involves 
BaFin’s Prevention of Money Laundering 
Directorate as well as all units and parties 
working in the area of the prevention of 
money laundering and terrorist financing. 
The results are expected this summer.

Joint Money Laundering Steering 
Group provides an update 
The UK’s Joint Money Laundering 
Steering Group (JMLSG) announced 
its plans on 18 July following its 
consultation on Part II of its Anti-
Money Laundering and Counter 
Terrorist Financing Guidance for the 
Financial Services Sector. The final 
JMLSG board approved texts have 
now been submitted to HM Treasury 
for approval.

The JMLSG is also preparing new 
guidance that will reflect changes to the 
Money Laundering Regulations (MLRs) 
following implementation of the Fifth 
Money Laundering Directive. 

JMLSG’s update can be found HERE.The press release can be found HERE.

The annual report can be found HERE.

http://www.jmlsg.org.uk/news/jmlsg-thanks-all-who-responded-to-the-public-consultation-on-sectors-4-and
http://europa.eu/rapid/press-release_IP-19-4265_en.htm
https://www.bafin.de/SharedDocs/Downloads/EN/Jahresbericht/dl_jb_2018_en.html;jsessionid=5EC67402E9592AD493FED6414284394A.2_cid290?nn=9866146
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Chair of the G7 Committee on Payments 
and Market Infrastructures, Benoît 
Coeuré, issued an update on 19 July 
on the development of certain crypto-
assets labelled as “stablecoins” that 
seek to reduce volatility by anchoring 
the asset to a sovereign currency or a 
basket of assets.

The statement from the G7 working group 
warns that while a global stablecoin for 
retail purposes could provide for faster and 
cheaper remittances and spur competition 
in payment services, they remain largely 
untested and give rise to “serious risks.” The 
risks posed relate to public policy priorities, 
which includes anti-money laundering and 
counter terrorist financing, cyber resilience 
and tax compliance.

The statement explains that the working 
group has identified some key considerations 
that set a baseline for critical issues to be 
solved, which are as follows:

• First, stablecoin initiatives must ensure 
public trust by meeting the highest 
regulatory standards and be subject 

to prudent supervision and oversight. 
This includes relevant guidance from 
the Financial Action Task Force as well 
as the Principles for Financial Market 
Infrastructures issued by the Committee 
on Payments and Market Infrastructures 
and the International Organization of 
Securities Commissions. The update states 
that regulatory approaches have to be 
globally consistent, and that any gaps or 
inconsistencies should be addressed;

• Second, stablecoin initiatives should 
demonstrate a sound legal basis, in 
all relevant jurisdictions, to ensure 
adequate protection and guarantees to all 
stakeholders and users. At a minimum, 
issuers of stablecoins are advised to clearly 

G7 working group update on addressing stablecoin risks 

EU report on the Terrorist Finance Tracking Programme 
The European Commission published 
a report for the European Parliament 
and the European Council on 22 
July, following a joint review of the 
implementation of a cooperation 
agreement between the EU and the US 
on the transfers of financial messaging 
data for the purposes of the Terrorist 
Finance Tracking Programme (TFTP).

The report, which follows the fifth joint review 
of the agreement, states that both Europol 
and the US Treasury Department consider 

the TFTP to be a key instrument in providing 
timely, accurate and reliable information 
about activities associated with suspected 
acts of terrorist planning and financing.

The report puts forward a number of 
recommendations for improvement, 
which includes that the Treasury conduct 
an assessment on the message types 
and geographic regions that are the most 
and least responsive to TFTP searches, 
which could help identify areas in which 
more narrowly tailored requests would 

be beneficial. The report also advises the 
US Treasury Department and EU member 
states to take steps that could further limit 
the quantity, and improve the quality, of 
information shared through the programme. 
EU member states are also requested 
to provide regular feedback to Europol 
concerning the value of leads provided 
through the TFTP.

explain the nature of the commitment they 
are making to the holders of their coins and 
any risks involved in owning the asset;

• Third, the governance and risk management 
framework should ensure operational and 
cyber resilience; and 

• Fourth, the management of the assets 
underlying the arrangement must be safe, 
transparent and consistent with the nature 
of obligations to, or reasonable expectations 
of, coinholders in order to ensure market 
integrity and consumer confidence. The 
statement explains that significant work by 
developers and engagement with the public 
and authorities will be required before they 
can expect approval by relevant authorities. 

The G7 working group statement concludes 
that it is ready to move forward on its work 
in coordination with G7 finance ministries, 
relevant standard-setting bodies, the G20 and 
the Financial Stability Board to address the 
concerns relating to stablecoins.

The G7 statement can be found HERE.

The EU’s report can be found HERE.

https://minefi.hosting.augure.com/Augure_Minefi/r/ContenuEnLigne/Download?id=86D97A3F-FE17-498A-B7D9-0A16BE738736&filename=1349%20-G7SC.pdf
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20190722_com-2019-342-commission-report_en.pdf


Wolfsberg 
Group publishes 
materials 
supporting the 
correspondent 
banking due 
diligence 
questionnaire 
The Wolfsberg Group published a 
series of materials supporting the 
implementation of the Correspondent 
Banking Due Diligence Questionnaire 
(CBDDQ) on 27 June, which includes 
a series of videos covering each 
section of the CBDDQ designed for 
high level training and a detailed 
review of the questions in the 
CBDDQ highlighting the risks and 
considerations they are designed 
to identify as well as expectations 
for the communication between 
correspondent and respondent.

The new materials, which should be 
used in combination with the CBDDQ 
and previously published guidance and 
FAQs document, are designed to aid 
capacity building in the industry and 
support the objectives of the G20 and 
other supranational organisations towards 
a well supervised and more harmonised 
regulatory standard in the correspondent 
banking space. 
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Dutch ministers publish action plan 
on prevention of money laundering
The Dutch minister of finance and the 
Dutch minister of justice and security 
published a joint action plan on 30 
June on the prevention of money 
laundering and the prosecution of 
criminals and their facilitators. An 
estimated EUR 16 billion is laundered 
in the Netherlands every year. 

The plan sets out various measures 
both being undertaken and considered 
to combat money laundering, which 
includes a ban on cash payments above 
EUR 3,000, the introduction of a register 
of beneficial ownership, the regulation 
of currency exchange platforms and 
custodian wallet providers, monitoring 
improvements in the trust sector, and 
measures to increase the exchange of 
data between investigating authorities 
and regulators as well as extra capacity 
for the Dutch Fiscal Information and 
Investigation Service, the Financial 
Intelligence Unit Netherlands and the 
public prosecutor to take on additional 
projects and investigations. The plan also 
pushes for a stronger central European 

supervisor to better combat money 
laundering across Europe. 

The ministers also sent a letter to the 
Dutch parliament on 1 July, on the 
joint action plan, which stresses that in 
addition to the existing rules, more needs 
to be done to make it harder for criminals 
to launder money. 

Romania transposes Fourth Money 
Laundering Directive into law 

The announcement can be found HERE.

Romania’s president, Klaus Iohannis, 
promulgated the Law for Preventing 
and Combating Money Laundering and 
Terrorist Financing on 11 July, which 
transposes Europe’s Fourth Money 
Laundering Directive (Directive (EU) 
2015/849) otherwise known as 4MLD. 
The Law was due to come into force 
three days after publication in the 
Romanian Official Gazette.

Amongst the changes introduced by 
4MLD, is the requirement to establish a 
central register of beneficial ownership of 
private companies. Romania’s register of 
beneficial ownership is expected to be in 
operation within 120 days from the entry 
into force of the new law.

The joint plan can be found HERE.

The plan sets out 
measures being 
undertaken and 
considered to combat 
money laundering, 
which includes a ban on 
cash payments above 
EUR 3,000

The letter can be found HERE.

The new materials can be found HERE.

The press release can be found HERE.

https://www.presidency.ro/ro/media/comunicate-de-presa/decrete-semnate-de-presedintele-romaniei-domnul-klaus-iohannis1562843907
https://www.rijksoverheid.nl/documenten/kamerstukken/2019/06/30/plan-van-aanpak-witwassen
https://www.rijksoverheid.nl/actueel/nieuws/2019/07/01/minister-hoekstra-en-grapperhaus-presenteren-nationale-aanpak-witwassen
https://wolfsberg-principles.com/cbddq-capacity-building-materials
https://www.wolfsberg-principles.com/articles/publication-cbddq-capacity-building-materials
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FCA’s “Dear CEO” letter warns wealth 
managers that they must protect 
their clients from fraud 
The UK’s Financial Conduct Authority 
(FCA) published on 23 July a “Dear 
CEO” letter sent to wealth managers 
that sets out its priorities and the key 
risks posed by the industry, as well as 
clarity on expectations, which includes 
that wealth managers should examine 
how they protect their clients from risks 
such as fraud, investment scams and 
market abuse. 

The FCA’s letter, which is dated 13 June, 
explains that it will use a range of data to 
identify the small number of firms who 

cause issues and that it will take appropriate 
enforcement action. 
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EU proposed regulatory framework 
for the operation of crowdfunding 
platforms includes AML measures
The Council of the European Union 
published a proposal for regulation 
of European crowdfunding service 
providers on 26 June, which sets out 
a new proposed regulatory framework 
for the operation of crowdfunding 
platforms to improve access to new 
financing sources by investors and 
businesses, including measures to 
combat money laundering and terrorist 
financing risks. 

The Council’s proposal acknowledges that 
crowdfunding services can be exposed to 
money laundering and terrorist financing 
risks, as identified in the European 
Commission’s report on the assessment 
of the risks of money laundering and 
terrorist financing affecting the internal 
market and relating to cross-border 

situations. Safeguards should therefore 
be envisaged when meeting conditions for 
authorisation, assessing the reputation of 
the management, and providing payment 
services only through licensed entities 
subject to anti-money laundering and 
terrorist financing requirements. 

The Council’s proposal states that the 
Commission should assess the necessity 
and proportionality of subjecting 
crowdfunding service providers to 
compliance obligations implementing 
Directive (EU) 2015/849 in respect of money 
laundering or terrorism financing (4MLD) and 
adding crowdfunding service providers to the 
list of obliged entities pursuant to 4MLD.

EU General 
Court issues 
ruling in asset 
freezing case
The EU’s General Court issued its 
decision in Case T-305/18, Andriy 
Klyuyev v. Council, on 11 July, 
annulling the freezing of funds for 
Andriy Klyuyev, former head of 
the Presidential Administration of 
Ukraine under disgraced former 
president Viktor Yanukovych, on 
the basis that the Council of the 
EU had failed to verify that the 
Ukrainian judicial proceedings 
relied upon by the Council 
complied with Klyuyev’s right 
to effective judicial protection 
and right to have his case heard 
within a reasonable time. The 
Court reasoned that the Council 
acted improperly in extending 
the freeze on the assets of 
Yanukovych, his son and several 
members of the administration.

In 2014, Yanukovych and others were 
indicted in Ukraine for misspending 
and embezzling government funds, 
which resulted in the Council of 
the EU freezing the assets of those 
indicted to support the Ukraine. The 
asset freeze was then extended 
on an annual basis, as the Council 
deemed it necessary to assist the 
ongoing trials in Ukraine. 

The General Court’s ruling found that 
the Council did not ascertain whether 
the Ukrainian legal authorities were 
protecting the plaintiffs’ rights, which 
are guaranteed by EU law. 

The court ruling can be found HERE.

The FCA’s letter can be found HERE.

Wealth managers are 
expected to examine 
how they protect their 
clients from fraud and 
market abuse

The EU’s press release can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
http://curia.europa.eu/juris/document/document.jsf?text=&docid=216111&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2341436
https://www.fca.org.uk/publication/correspondence/portfolio-letter-wealth-managers-stockbrokers.pdf
https://www.consilium.europa.eu/en/press/press-releases/2019/06/26/capital-markets-union-council-sets-its-position-on-easier-access-to-crowdfunding-platforms/
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FINTRAC publishes final version of AML/CTF regulations 
and a brief for dealers in precious metals and stones 
The Financial Transactions and Reports 
Analysis Centre of Canada (FINTRAC) 
published the final version of the 
Regulations amending the Regulations 
to the Proceeds of Crime (Money 
Laundering) and Terrorist Financing Act 
on 10 July. 

Regulated entities will be required to 
significantly overhaul their existing 
compliance policies and procedures 
in response to the significant changes 
being brought in by the Regulations. The 
Regulations will not come into force until 1 
June 2020, however certain provisions will not 
enter into force until 1 June 2021.

The changes being brought in concern the 
following: beneficial ownership, money 
services businesses, prepaid payment 
products, trusts, virtual currency, suspicious 
transaction reporting, politically exposed 

persons, life insurance companies, and 
identity verification, amongst others. 

Separately, FINTRAC published an operational 
brief on the risks and indicators for dealers 
in precious metals and stones (DPMS) on 
23 July, which includes guidance on when a 
suspicious transaction should be reported 
to FINTRAC. The brief also provides a list of 
suspicious transaction indicators for retail 
and wholesale transactions.
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US agencies issue statement on BSA/AML supervision  
US federal bank regulatory agencies 
and the Department of the Treasury’s 
Financial Crimes Enforcement Network 
(FinCEN) issued a joint statement on 
22 July as part of efforts to improve 
transparency concerning their risk-
focused approach to Bank Secrecy Act/
anti-money laundering (BSA/AML) 
supervision. 

In the joint statement, the agencies: 

• Recognise the importance of (1) a risk-
based compliance programme in enabling 
a bank to allocate compliance resources 
commensurate with its risk, and (2) a well-
developed risk assessment in sound risk 

management and assisting examiners in 
understanding a bank’s risk profile;

• Explain that examiners tailor examination 
plans and procedures to a bank’s risk 
profile and describe the common practices 
examiners use to assess a bank’s risk 
profile;

• Note that examiners review risk 
assessments and independent testing in 
determining the examination procedures 
and transaction testing that should be 
performed; and

• Highlight the foundation established by the 
risk-focused approach for the information, 

The brief lists five areas that DPMS should 
focus on when assessing AML/CTF risks: (1) 
their products, services and delivery channels; 
(2) their clients and business relationships, 
including clients’ activity patterns and 
geographic locations; (3) the geographic 
location where they do business; (4) new 
technologies; and (5) other relevant factors 
affecting their business.

In addition to this, FINTRAC published 
an advisory on 23 July in response to the 
Financial Action Task Force’s (FATF) latest 
updates on improving global AML/CTF 
coming out of the FATF plenary in June.

instructions, and procedures communicated 
to examiners in the Federal Financial 
Institutions Examination Council BSA/AML 
Examination Manual.

The statement has been developed by the 
working group established by the Department 
of the Treasury’s Office of Terrorism, 
members of which include the Federal 
Reserve Board, the Federal Deposit Insurance 
Corporation, the National Credit Union 
Administration, the Office of the Comptroller 
of the Currency, and FinCEN.

The press release can be found HERE.

The regulations can be found HERE.

The DPMS brief can be found HERE.

https://www.federalreserve.gov/newsevents/pressreleases/files/bcreg20190722a1.pdf
http://www.gazette.gc.ca/rp-pr/p2/2019/2019-07-10/html/sor-dors240-eng.html
https://www.fintrac-canafe.gc.ca/intel/operation/dpms-eng
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UK and US update their advisory notices on the FATF-
identified jurisdictions with AML and CTF deficiencies 
Following the updates to the Financial 
Action Task Force (FATF) list of 
jurisdictions with strategic anti-money 
laundering and combating the financing 
of terrorism (AML/CTF) deficiencies in 
June, the UK’s HM Treasury and the US 
Financial Crimes Enforcement Network 
(FinCEN) have issued updated advisory 
notices.

In accordance with the latest FATF update, 
both the UK and US notices contain three 
categories of higher risk jurisdictions:

• Consider as high-risk and apply counter 
measures and enhanced due diligence 

measures in accordance with the risks: 
Democratic People’s Republic of Korea;

• Consider as high-risk and apply enhanced 
due diligence measures in accordance 
with the risks, and any other measures as 
specified by the FATF that have a similar 
effect in mitigating risks: Iran; and

• Take appropriate actions to minimise 
the associated risks, which may include 
enhanced due diligence measures in high-
risk situations: The Bahamas, Botswana, 
Cambodia, Ethiopia, Ghana, Pakistan, 
Panama, Sri Lanka, Syria, Trinidad and 
Tobago, Tunisia and Yemen.

Great British Gambling Commission publishes money 
laundering and terrorist financing risk assessment

The risk assessment can be found HERE.

The Great British Gambling 
Commission published its money 
laundering and terrorist financing 
risk assessment on 26 June, which 
highlights the inherent and emerging 
risks in each of the sectors within the 
British licensed gambling industry.

New emerging money laundering risks 
include the masking of illicit funds as 
gambling winnings into bank accounts, 
which is closely tied to the lack of adequate 
customer due diligence, and concerns that 
crypto-assets are being used as a possible 
vehicle for money laundering. 

The assessment states that whilst the 
gambling industry has been reluctant to 
accept virtual currency as a means of 

payment, operators have encountered 
incidences of customers undergoing source 
of funds checks claiming they are investors 
or traders in crypto-assets. Another emerging 
risk related to source of funds is that of 
customer funds being obtained using an 
informal value transfer system (IVTS), where 
money is sent by individuals to an ‘agent’ who 

In addition to this the FATF published its 
private sector business bulletin on 19 July, 
which highlights the outcomes from its 
June 2019 plenary meeting and the ongoing 
strategic initiatives that are particularly 
relevant to private sector businesses. 

resides in the same region/country as the 
intended receiver of funds. 

The assessment was developed with input 
from industry specialists, such as the National 
Crime Agency, and considers approaches 
taken by other anti-money laundering 
supervisory authorities, such as the Financial 
Conduct Authority. The Commission 
also considers the EU Supranational Risk 
Assessment on money laundering and 
terrorist financing, HM Treasury’s National 
Risk Assessment of money laundering and 
terrorist financing 2017 and Financial Action 
Task Force Recommendations.

The UK update can be found HERE.

The US update can be found HERE.

The FATF bulletin can be found HERE.

https://www.gamblingcommission.gov.uk/PDF/AML/Money-laundering-and-terrorist-financing-risk-assessment-June-2019.pdf
https://www.gov.uk/government/publications/money-laundering-and-terrorist-financing-controls-in-overseas-jurisdictions-advisory-notice
https://www.fincen.gov/sites/default/files/advisory/2019-07-12/FATF%20Advisory%20June%202019%20FINAL%20508.pdf
http://www.fatf-gafi.org/media/fatf/documents/bulletin/FATF-Business-Bulletin-July-2019.pdf
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Hong Kong’s Securities and Futures Commission issues 
circular on remote onboarding of overseas clients
Hong Kong’s Securities and Futures 
Commission (SFC) published on 28 
June a circular on its new approach 
to the remote onboarding of overseas 
clients, which takes into account the 
risks posed by impersonation when 
clients are not physically present for 
identification purposes and when such 

verification procedures are performed 
by an overseas bank that may not 
satisfy the regulatory requirements in 
Hong Kong. 

The circular, which was due to take effect 
from 5 July, sets out the steps that must 
be taken when verifying the identity of an 
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Malta commences reforms to boost AML investigations 
and prosecutions; PACE issues provisional resolution
Malta has begun the process of 
implementing reforms to its anti-money 
laundering regime and is preparing to 
appoint a new state advocate to lead 
investigations, according to a Justice 
Ministry notice dated 26 July. Finance 
minister Edward Scicluna announced 
on 27 June a series of reforms 
intended to improve the nation’s record 
for investigating and prosecuting 
financial crime. The measures, which 
are expected to boost the resources 
available to regulators and law 
enforcement in combating money 
laundering and terrorism financing, 
are provided in the State Advocate Act, 
which was enacted on 19 July. 

The reforms include: creating a new agency 
dedicated to combating financial crime 
at home and abroad; enacting legislation 
to separate the attorney general’s current 
investigatory and prosecutorial roles; 
creating a prosecution unit within the police 
force; creating a state advocate’s office 
that will serve as the legal adviser to the 
government; and granting additional powers 
to the Asset Recovery Bureau.

Malta’s police force and attorney general 
currently fulfil dual functions in investigating 
and prosecuting crimes. The demarcation 
of responsibilities is expected to “increase 
investigations that result in prosecutions,” 
Scicluna said in the statement.

Meanwhile, the Parliamentary Assembly 
of the Council of Europe (PACE) adopted 
a provisional version of Resolution 2293 
(2019) on 26 June on Daphne Caruana 
Galizia’s assassination and the rule of law 
in Malta, which concludes that the rule of 
law in Malta is seriously undermined by 
the extreme weakness of its system of 
checks and balances and puts forward 
recommendations for Malta to address the 
problems identified. Otherwise, “If Malta 
cannot or will not correct its weaknesses, 
European institutions must intervene.” 

Malta’s weaknesses are a source of 
vulnerability for all of Europe, states the 
resolution, which provides the following 
examples: Maltese citizenship is EU 
citizenship, a Maltese visa is a Schengen 
visa, and a Maltese bank gives access to the 
EU banking system.

The PACE resolution can be found HERE.

overseas client. Senior management will 
bear the primary responsibility for ensuring 
that proper processes and technologies are 
implemented to verify client identities.

The Assembly notes serious concerns 
over the investigation into the murder 
of Daphne Caruana Galizia and calls on 
Malta to establish within three months, 
an independent public inquiry. Meanwhile, 
local media reported in July that three 
men will face trial in Malta for their alleged 
involvement in the murder of Caruana 
Galizia. Vincent Muscat and brothers 
Alfred and George Degiorgio are accused 
of planting and setting off a bomb that 
exploded in Caruana Galizia’s car that was 
parked near Valletta on 16 October 2017. 

The SFC’s circular can be found HERE.

Malta’s weaknesses are 
a source of vulnerability 
for all of Europe, states 
the resolution

The press release can be found HERE.

http://assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-en.asp?fileid=28053&lang=en
https://www.sfc.hk/edistributionWeb/gateway/EN/circular/intermediaries/supervision/doc?refNo=19EC46
https://mfin.gov.mt/en/Press_Releases/Pages/PR191434.aspx
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Europol launches taskforce to combat 
human trafficking and smuggling
Europol launched the Joint Liaison 
Task Force Migrant Smuggling and 
Trafficking in Human Beings (JLT-MS) 
on 2 July, which will amongst other 
things enable all EU member states to 
more effectively target the proceeds 
of crime. The new taskforce will 
strengthen the coordinated approach 
to investigating migrant smuggling and 
trafficking in human beings, which will 
include increasing the effectiveness 
of parallel financial investigations, in 
particular relating to money laundering 
and asset recovery.

The JLT-MS platform will also facilitate 
the development of stronger operational 
strategies to help disrupt international 
criminal networks more efficiently. The 
taskforce will also enable the support and 
investigation of an increased number of 
high priority cases. JLT-MS operational joint 
activities will focus on the identification and 
investigation of high value targets.
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UK High Court ruling involving RBS 
provides insight into how banks should 
deal with money laundering suspicions
The England and Wales High Court 
issued its decision in N v. The Royal 
Bank of Scotland Plc [2019] EWHC 1770 
(Comm) on 8 July, which centred on 
the Bank’s decisions to terminate the 
banking relationship with N without 
notice on the basis that it suspected 
that some of N’s accounts contained 
the proceeds of crime. The High Court’s 
ruling rejected all the claims brought 
against RBS. 

In October 2015, RBS froze accounts 
held by N and terminated the banking 
relationship without notice over suspected 
money laundering. As a result, N 
commenced proceedings for breach of 
contract and negligence challenging the 
lawfulness of RBS’s actions.  

The High Court reasoned that the 
circumstances fully justified the steps 

taken by RBS and that whilst RBS’s decision 
had consequences for N, its decision was 
a proper response to the circumstances. 
During the proceedings N suggested other 
action that RBS could have taken which 
might have avoided the need to close N’s 
accounts, which included ring-fencing the 
suspected proceeds of crime and manually 
reviewing the transactions on the account. 
The judge rejected all of N’s suggestions. 

Europol 
publishes 
report on 
technology 
and the 
future of law 
enforcement
Europol published a report 
entitled “Do criminals dream of 
electric sheep: how technology 
shapes the future of crime and 
law enforcement” on 18 July, 
which aims to contribute to 
the discussion on the potential 
for disruptive technologies 
to change the way criminals 
pursue their illegal activities 
and to aid law enforcement in 
the fight against crime.

The report identifies the security 
threats associated with innovative 
technologies and suggests ways 
for law enforcement to use the 
opportunities brought by these 
technologies to combat crime and 
terrorism. It also highlights the 
role of the private sector and the 
importance of law enforcement to 
engage more with private sector 
entities. Europol states that it is of 
paramount importance that the 
voice of law enforcement is heard 
when legislative and regulatory 
frameworks are being developed, 
particularly with regard to the 
accessibility of data and lawful 
interception.

The report can be found HERE.

The press release can be found HERE.

The court ruling can be found HERE.

The High Court 
reasoned that the 
circumstances justified 
the steps taken by RBS 

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.europol.europa.eu/newsroom/news/do-criminals-dream-of-electric-sheep-how-technology-shapes-future-of-crime-and-law-enforcement
https://www.europol.europa.eu/newsroom/news/new-task-force-europol-to-target-most-dangerous-criminal-groups-involved-in-human-trafficking-and-migrant-smuggling
https://www.bailii.org/ew/cases/EWHC/Comm/2019/1770.html


China looks to 
combat bribery 
related to One 
Belt One Road
China’s Central Committee for 
Discipline Inspection (CCDI) and the 
World Bank jointly held the second 
“One Belt One Road” enterprise 
compliance in operations training 
session on 18 July, which saw 
members of the senior leadership of 
nearly 70 businesses from Chinese 
state-owned enterprises (SOEs), 
regional SOEs and privately-operated 
companies meet with Chinese 
and foreign compliance experts to 
focus on the fight against bribery 
and discuss enterprise compliance 
management. 

In April of this year, Chinese president Xi 
Jinping spoke at the second “One Belt 
One Road” international cooperation 
summit, stating that the construction 
of “One Belt One Road” should uphold 
concepts of openness, eco-friendliness 
and incorruptibility; with a zero-tolerance 
approach to corruption. During this 
summit, the CCDI held a discussion on 
an incorruptible Silk Road, paving the way 
for the recent enterprise compliance in 
business operations training session.

The Financial Times reported on 18 
July that the CCDI plans to expand its 
anti-corruption campaign overseas 
by embedding officers in countries 
participating in the One Belt One Road 
Initiative. The report cites an exclusive 
interview with CCDI director-general for 
international co-operation La Yifan. 
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US Committee holds hearing on 
cannabis and banking challenges 
The US Senate Committee on 
Banking, Housing, and Urban 
Affairs held a hearing to consider 
the current challenges to providing 
financial services to cannabis-related 
businesses operating in states that 
have legalised marijuana on 23 July, 
which included discussions on the 
pending Secure and Fair Enforcement 
(SAFE) Banking Act.

Amongst those that testified before 
the Committee was Joanne Sherwood, 
president and CEO of Citywide Banks, 
who talked about the positive aspects of 
creating a banking system for cannabis 
businesses, including improved oversight 
at the federal and state level of their 
financial activities, in particular related 
to Bank Secrecy Act and anti-money 
laundering compliance. 

The SAFE Banking Act would protect 
financial institutions providing services 
to cannabis related businesses operating 
legally within the parameters of state law, 
which would enable cannabis businesses 
to move away from primarily transacting 
with cash. 

The hearing can be found HERE.

The press release can be found HERE.

HKMA publishes risk assessment 
of stored value facility sector 
The Hong Kong Monetary Authority 
published a report on the money 
laundering and terrorist financing 
risk assessment of the stored value 
facility (SVF) sector on 19 July, which 
provides detailed analysis of the 
threats and vulnerabilities as well as 
areas for further action.

The assessment confirms that typologies 
and analysis by the Joint Financial 
Intelligence Unit as well as supervisory 
observations from the first two years 
since the commencement of the licensing 
and regulatory regime, show that the 
SVF sector continues to carry a medium 

level of ML/TF risk. The report notes 
that pockets of higher ML/TF risks have 
emerged in the sector, which concerns SVF 
products with functions such as overseas 
cash withdrawal, cross-border remittance 
and person-to-person fund transfers, which 
may introduce higher vulnerability to illicit 
fund flows. 

SVF licensees are advised to study the 
report carefully and review and update, 
where appropriate, institutional ML/TF risk 
assessments. 

The report can be found HERE.

https://www.banking.senate.gov/hearings/challenges-for-cannabis-and-banking-outside-perspectives
http://www.ccdi.gov.cn/toutiao/201907/t20190718_197410.html
https://www.hkma.gov.hk/media/eng/doc/key-information/guidelines-and-circular/2019/20190719e1.pdf
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Outcomes of 
the Egmont 
Group plenary
During the 26th Egmont Group 
plenary meeting on 5 July, the 
Heads of Financial Intelligence 
Units (FIU) endorsed the Egmont 
Information Exchange Working 
Group’s final report on FIU Tools 
and Practices for Investigating 
Laundering of the Proceeds of 
Corruption; the final report on the 
Counter Terrorist Financing Project: 
Lone Actors and Small Cells; and 
the Bulletin on Professional Money 
Laundering Facilitators.

The report on FIU Tools and Practices 
for Investigating Laundering of the 
Proceeds of Corruption aims to examine 
tools, methods, techniques, and 
indicators associated with laundering 
the proceeds of corruption, used by FIUs 
and other authorities to collect, analyse 
and disseminate financial intelligence on 
cases related to corruption. 

The report on the Counter Terrorist 
Financing Project: Lone Actors and 
Small Cells examines over 120 incidents 
to identify ways to better respond to 
the threat of lone actor and small cell 
terrorist attacks on public safety. The 
report highlights trends, methods, 
the role of financial intelligence, and 
specifies indicators related to terrorism 
and terrorism financing activities.

The bulletin aims to assist authorities 
and reporting entities to better detect, 
investigate, and report the proceeds of 
professional money laundering activities.
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OCC publishes bulletin on fraud risk
The US Office of the Comptroller of 
the Currency (OCC) issued a bulletin to 
inform national banks, federal savings 
associations, and federal branches and 
agencies of best practice fraud risk 
management principles. 

The risk management principles addressed 
in the bulletin include the following:

• A risk management system should include 
policies, processes, personnel, and control 
systems to identify, measure, monitor, and 
control fraud risk consistent with the bank’s 
size, complexity, and risk profile;

• A bank’s risk management system and 
system of internal controls should be 
designed to prevent and detect fraud, and 
appropriately respond to fraud, suspected 
fraud, or allegations of fraud;

• Bank management should assess the 
likelihood and impact of potential fraud 
schemes and use the results of this 
assessment to inform the design of the 

bank’s risk management system;

• Senior management and the board 
of directors should measure, monitor, 
and understand fraud losses across 
the enterprise and employ tools that 
appropriately quantify and assess loss 
experience and exposure; and 

• Control reviews and audits should include 
fraud risk as part of their assessments.

Separately, the US Federal Reserve System 
published a white paper on synthetic identity 
payments fraud on 9 July, which examines 
the effects of what the Federal Reserve 
describes as this “fast-growing but little-
understood” type of fraud. 

The outcomes can be found HERE.

The OCC bulletin can be found HERE.

EU Directive on strengthening the use 
of financial information to prevent 
serious crime published in the OJ
Directive (EU) 2019/1153 which sets 
forth rules strengthening the use of 
financial and other information to 
prevent, detect, investigate or prosecute 
certain criminal offences, including 
money laundering and terrorist 
financing, and repealing Council 
Decision 2000/642/JHA was published 
in the Official Journal of the European 
Union on 11 July.

The Directive introduces measures to 
facilitate access to law enforcement 

information by Financial Intelligence Units 
(FIUs) for anti-money laundering and counter 
terrorist financing efforts. Member states 
are required to designate the authorities 
that will have access to the national bank 
account registry and includes provisions 
on the conditions for access by competent 
authorities, and the exchange of information 
between FIUs and the Europol.

The entry in the OJ can be found HERE.

The white paper can be found HERE.

https://egmontgroup.org/sites/default/files/filedepot/external/05JUL2019%20-%20DRAFT%20-%20Co-Chairs%20Statement%2026th%20Egmont%20Plenary.pdf
https://www.fsb.org/2019/06/fsb-report-considers-implications-of-decentralised-financial-technologies/
https://eur-lex.europa.eu/eli/dir/2019/1153/oj
https://fedpaymentsimprovement.org/wp-content/uploads/frs-synthetic-identity-payments-fraud-white-paper-july-2019.pdf


US joint statement on broker-dealer 
custody of digital asset securities 
The US Securities and Exchange 
Commission (SEC) and the Financial 
Industry Regulatory Authority (FINRA) 
issued a joint statement on 8 July 
on broker-dealer custody of digital 
asset securities, which clarifies 
that entities seeking to participate 
in the marketplace for digital asset 
securities must comply with the 
relevant securities laws.

The joint statement has been issued 
following questions from market 
participants about the application of the 
federal securities laws and the rules of 
FINRA to the potential intermediation, 
including custody, of digital asset 
securities and transactions. 

The statement reiterates that the 
application of the federal securities laws, 
FINRA rules and other bodies of laws 
to digital assets, digital asset securities 
and related innovative technologies 
raise novel and complex regulatory and 
compliance questions and challenges, 

which could mean that certain rules or 
protections are not available or effective 
when applied to certain digital assets.

Meanwhile, FINRA published regulatory 
notice 18-20 on 6 July to encourage 
firms to notify if they, or associated 
persons or affiliates, currently engages, 
or intends to engage, in any activities 
related to digital assets, such as 
cryptocurrencies and other virtual coins 
and tokens. In addition to this, until 31 
July, FINRA encourages each firm to 
keep its Regulatory Coordinator abreast 
of changes in the event the firm, or its 
associated persons or affiliates, engages 
in activities relating to digital assets not 
previously disclosed. 
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UK calls for 
international 
cooperation to 
curb corruption 
in Western 
Balkans 
The then British prime minister 
Theresa May called on other EU 
member states to help the Western 
Balkans confront problems of weak 
governance and organised crime, 
during at speech at the London 
Western Balkans summit on 4 July. 

According to the UK government’s press 
release, May cited money laundering, drug 
trafficking, and weapons trading as issues 
that undermine the “security and stability” 
of the Western Balkan states of Bosnia 
and Herzegovina, Serbia, Albania, Kosovo, 
Montenegro, and North Macedonia. 
During the summit, countries signed-up 
to an illicit finance and anti-corruption 
roadmap developed by the UK, which 
aims to strengthen institutions to prevent 
the Western Balkans being a refuge for 
organisations engaged in illicit activities.

Meanwhile, the EU accession negotiations 
involving Albania and North Macedonia 
have been postponed until later this year. 

In addition to this, the UK’s Home Office 
published its anti-corruption newsletter 
for Summer 2019 on 23 July, which 
provides information on the government’s 
progress in its efforts to combat 
corruption in the UK and abroad. 

The newsletter can be found HERE.

The joint statement can be found HERE.

Dutch Central Bank consults on 
changes being brought in by 4MLD 
The Dutch Central Bank launched 
a public consultation on its revised 
guidance document on the Act on the 
Prevention of Money Laundering and 
Terrorist Financing and the Sanctions 
Act 1977 on 17 July. The majority 
of the proposed changes to the 
guidance document incorporate the 
amendments brought in by the Fourth 
Money Laundering Directive, Directive 
(EU) 2015/849. The consultation is 
open until 16 September.

Meanwhile, the Dutch Bank Data Retrieval 
Portal Act, which implements some of the 
requirements mandated in Directive (EU) 
2018/843 otherwise known as the Fifth 
Money Laundering Directive (5MLD), was 
sent to parliament on 1 July. 

The proposed bill can be found HERE.

The press release can be found HERE.

The FINRA notice can be found HERE.

The consultation can be found HERE.

https://www.gov.uk/government/publications/anti-corruption-newsletter-summer-2019/anti-corruption-newsletter-summer-2019
http://www.finra.org/newsroom/2019/joint-statement-broker-dealer-custody-digital-asset-securities
https://www.rijksoverheid.nl/documenten/kamerstukken/2019/07/01/aanbieding-wetsvoorstel-verwijzingsportaal-bankgegevens
https://www.gov.uk/government/news/pm-calls-for-international-cooperation-to-create-the-foundations-for-success-in-the-western-balkans
https://www.finra.org/industry/notices/18-20
https://www.toezicht.dnb.nl/7/50-237768.jsp
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French Anticorruption Agency guidance on investigating 
corruption and Sanctions Committee issues first decision
The French Anticorruption Agency 
(AFA) published guidance on its 
approach to investigating corruption 
on 27 June, which explains amongst 
other things that companies should 
conduct an internal investigation when 
seeking to settle corruption related 
allegations in order to be considered for 
a negotiated settlement agreement.

France’s Sapin II Law established the Judicial 
Agreement in the Public Interest (CJIP), 
which enables corporations prosecuted for 
corruption or influence peddling to avoid a 
trial and a potential conviction by entering 
into a CJIP with the prosecutor. 

The new guidance provides corporations 
with insight into the AFA’s expectations 

regarding the implementation of an effective 
compliance programme and how the AFA 
will calculate the fines for any breaches of 
the law. Corporations that discover potential 
violations are advised to self-disclose any 
potential wrongdoing and share the findings 
gathered following an internal investigation 
in order to be considered for a settlement 
agreement. 

Separately, the Sanctions Committee of 
the AFA issued its first decision on 10 
July relating to a company that allegedly 
underestimated the range of corruption risks 
in its business operations. The AFA argued 
that the company and its president had failed 
to demonstrate that they had implemented 
all the pillars of an effective anti-corruption 
compliance programme pursuant to Article 

Gibraltar adopts sanctions regulations and seizes tanker; 
Jersey sanctions regulations come into force

Gibraltar’s regulations can be found HERE.

Gibraltar adopted Sanctions 
Regulations 2019 on 3 July, which 
gives power to the chief minister to 
designate and detain “specified ships” 
if there are reasonable grounds to 
suspect that the ship has been, or is 
likely to be, involved in a breach of EU 
regulation. 

The following day, the Gibraltar Port and Law 
Enforcement agencies, assisted by the British 
Royal Marines, seized the Iranian Grace 1 
supertanker on 4 July, on suspicion that it 
was in breach of EU sanctions by carrying 
crude oil destined for the Banyas refinery in 
Syria. The refinery is the property of an entity 
that is subject to EU sanctions against Syria 
pursuant to EU Regulation 36/2012. The Royal 
Gibraltar Police have also arrested the captain 
and the first mate of the Grace 1.

Separately, Jersey’s minister for external 
relations published an order on 3 July, which 
brought the Sanctions and Asset-Freezing 
(Jersey) Law 2019 into force on 19 July.

The regulations enable Jersey to impose the 
same sanctions as the UK under the Sanctions 
and Anti-Money Laundering Act 2018 after the 
UK leaves the EU, and preserve Jersey’s power 
to impose EU sanctions. 

Separately, the Jersey government announced 
on 12 July that Jersey’s ability to share 
company beneficial ownership information via 
the Exchange of Notes arrangement with UK 
law enforcement agencies has been found to 
be effective, according to a review presented 
to the UK parliament. The report states that 
during the first 18 months of operation 26 
requests were made on the Jersey register. 

17 of the Sapin II law. The AFA considers that 
corruption risk mapping is the foundation 
of a company’s anti-corruption compliance 
programme. Following a hearing before the 
Sanctions Committee on 25 June, the AFA 
announced that the company has now met 
its legal requirements following a process 
to improve and develop its corruption risk 
mapping. According to Le Monde, the 
company subject to the ruling was Sonepar, 
a leading distributor of electrical supplies.

In addition to this, the UK’s HM Treasury 
and the Office of Financial Sanctions 
Implementation published guidance on 28 
June on the new financial sanctions that are in 
place for persons, entities or bodies involved 
with cyber-attacks threatening the European 
Union or its member states.

The AFA’s guidance can be found HERE.

Committee ruling can be found HERE.

The press release can be found HERE.

Jersey’s regulations can be found HERE.

The UK’s guidance can be found HERE.

https://www.gibraltarlaws.gov.gi/articles/2019s131.pdf
https://www.agence-francaise-anticorruption.gouv.fr/files/files/Lignes%20directrices%20PNF%20CJIP.pdf
https://www.agence-francaise-anticorruption.gouv.fr/fr/premiere-decision-commission-des-sanctions-lagence-francaise-anticorruption
https://www.gibraltar.gov.gi/press-releases/detention-of-super-tanker-the-grace-1-5062019-5095
https://www.jerseylaw.je/laws/enacted/PDFs/RO-054-2019.pdf
https://www.gov.uk/government/publications/financial-sanctions-cyber-attacks


New efforts by FinCEN to combat 
Business Email Compromise scams
The US Financial Crimes Enforcement 
Network (FinCEN) announced on 16 
July new efforts to combat Business 
Email Compromise (BEC) scams 
and the criminals who profit from 
such schemes, which according to 
Suspicious Activity Reports (SARs) 
caused the loss of more than USD 300 
million per month in 2018.

Amongst the measures, FinCEN issued 
an update to its advisory on email 
compromise fraud schemes, which 
provides information on the targeting of 
non-business entities and data by BEC 
schemes, highlights trends in targeting 
sectors and jurisdictions, and alerts 
financial institutions to risks associated 
with the targeting of vulnerable business 
processes. The advisory also highlights 
the potential for financial institutions 
to share information about affiliated 
subjects and accounts.

FinCEN also issued Financial Trend 
Analysis of Bank Secrecy Act (BSA) 

data that explores industries targeted 
and methodologies used by BEC 
scammers. It notes that the number of 
SARs describing BEC incidents reported 
monthly has more than doubled, from 
nearly 500 per month in 2016, to above 
1,100 per month in 2018. The total value 
of attempted BEC thefts reported in 
SARs has almost tripled to an average of 
USD 301 million per month in 2018.  

In addition, the Egmont Group of 
Financial Intelligence Units issued a 
bulletin on 15 July to alert competent 
authorities and reporting entities of 
typologies and money laundering risks 
associated with BEC fraud schemes. The 
bulletin was the result of an initiative by 
FinCEN and the FIU of Luxembourg in 
collaboration with nine other FIUs.
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US Committees 
progress several 
bills relating to 
financial crime
The US Senate Judiciary Committee 
passed the Combating Money 
Laundering, Terrorist Financing, and 
Counterfeiting Act of 2019 on 18 
July, which would update criminal 
money laundering and counterfeiting 
statutes, and promote transparency 
in the US financial system.  

The US House of Representatives 
Financial Services Committee passed 
an amendment to the National Defense 
Authorization Act for Fiscal Year 2020 on 
11 July, which would prohibit US persons 
from trading in new Russian sovereign 
debt within 90 days of enactment.

In addition to this the US House of 
Representatives passed the Cambodia 
Democracy Act of 2019 (H.R. 526) on 
16 July, which would allow sanctions 
to be imposed on Cambodian officials 
that are deemed to be responsible for 
undermining democracy in Cambodia. 

The US House of Representatives 
Financial Services Committee also 
passed the Whistleblower Protection 
Reform Act of 2019 (H.R. 2515) on 16 
July, which would expand the protections 
offered to whistleblowers who report 
misconduct to their employers. 

The press release can be found HERE.

The Basel Institute on Governance 
annual report and working paper
The Basel Institute on Governance 
published its 2018 annual report on 
22 July, which provides an overview 
of the activities carried out over the 
past year regrading anti-corruption, 
anti-money laundering and counter 
terrorist financing, and the forfeiture 
of criminal assets and proceeds.

The annual report notes that in 2018 
it helped recover USD 16.5 million in 
Peru relating to corrupt practices. The 
report also pinpoints new areas of focus, 

including in its efforts to help enforce 
laws against illegal wildlife trading. 

The Institute also published a working 
paper on corruption and wildlife 
trafficking, which explores the facilitators 
behind the trade in East Africa. 

The working paper can be found HERE.

Egmont’s bulletin can be found HERE.

The annual report can be found HERE.

The AML bill can be found HERE.

The Cambodia bill can be found HERE.

The Amendment bill can be found HERE.

https://www.fincen.gov/news/news-releases/fincen-exchange-forum-counters-business-email-compromise-scams
https://www.baselgovernance.org/publications/working-paper-30-corruption-and-wildlife-trafficking-exploring-drivers-facilitators
https://egmontgroup.org/sites/default/files/filedepot/external/20190708_EGMONT%20GROUP%20BEC%20BULLETIN-final.pdf
https://www.baselgovernance.org/sites/default/files/2019-07/Basel%20Institute%20Annual%20Report%202018.pdf
https://www.grassley.senate.gov/news/news-releases/grassley-s-bipartisan-money-laundering-bill-clears-judiciary-committee
https://www.congress.gov/bill/116th-congress/house-bill/526/all-actions?q=%7B%22search%22%3A%5B%22Cambodia+Democracy+Act%22%5D%7D&s=1&r=1&overview=closed#tabs
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=404069


EU resumes 
support in 
Moldova after 
progress 
to combat 
corruption 
The European Commission resumed 
budget support assistance to the 
Republic of Moldova on 23 July to 
support the implementation of the 
EU-Moldova free trade agreement 
in response to the steps taken 
to strengthen the rule of law and 
democracy, and combat corruption. 

The resumption of disbursements follows 
a suspension of almost two years due 
to a deterioration of the rule of law in the 
country. The Commission press release 
explains that Moldova’s new government 
has taken important decisions, which 
includes the following progress:

• The new government has strongly 
expressed its commitment to implement 
the reform agenda enshrined in the 
EU-Moldova Association Agreement, 
identifying the fight against corruption 
as the first priority of its programme; 

• The parliament has started working on 
a new legislative agenda, which includes 
the establishment of an investigative 
commission on the 2014 bank fraud 
and has adopted decisions to help 
depoliticise state institutions and fight 
corruption; and 

• The government has also re-established 
relations with the IMF.
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Nordic banks create KYC company 
Danske Bank A/S, DNB Bank ASA, 
Nordea Bank Abp, Skandinaviska 
Enskilda Banken AB, Svenska 
Handelsbanken AB and Swedbank 
AB announced on 5 July that they 
have established a joint venture 
company to develop a platform for 
handling KYC (know-your-customer) 
data, which has been approved by the 
European Commission in accordance 
with Europe’s merger control rules.

The joint venture company will launch in 
2020 and will initially offer KYC services 
to large and medium-sized companies 
based in the Nordic region. The objective 

of the collaboration is to improve the 
customer experience by simplifying and 
standardising the KYC processes for 
corporate customers, whilst strengthening 
financial crime prevention in the Nordics.

The press release can be found HERE.

The press release can be found HERE.

EU Commission publishes report 
on private sector anti-corruption
The European Commission published 
its third report on combating 
corruption in the private sector on 
26 July. The report finds that many 
member states have stepped up 
their efforts to amend their national 
legislation and bring sanctions linked 
to corruption in line with the minimum 
standards required.

The report focuses on member states’ 
efforts to criminalise various aspects of 
corruption in the private sector; penalise 
the encouragement of corruption; and 
implement legal penalties for individuals. 

The report differentiates between passive 
and active acts of corruption and stresses 
that further action is required to eliminate 
all acts of corruption in the private 
sector. The Commission particularly 
notes that, in some jurisdictions, passive 
acts of corruption as well as giving 

undue advantages to third parties are 
not penalised as corrupt acts. The 
Commission notes that some member 
states have included limitations to the 
scope of offences concerning private 
sector corruption, which conflicts with anti-
corruption efforts. 

The report recommends that member 
states extend liability to corrupt acts by 
non-profit entities and amend national 
legislation to enforce criminal measures.

The report can be found HERE.

The report finds that 
many member states 
have stepped up their 
efforts to amend their 
national legislation 

https://sebgroup.com/press/press-releases/2019/the-collaboration-of-six-nordic-banks-results-in-a-joint-kyc-company
http://europa.eu/rapid/press-release_IP-19-4510_en.htm
https://ec.europa.eu/home-affairs/sites/homeaffairs/files/what-we-do/policies/european-agenda-security/20190726_com-2019-355-commission-report_en.pdf


The political crisis in Moldova, one of 
the most corrupt countries in Europe, 
has ended after three months of tense 
negotiations and political disputes 
between the parties elected in February 
this year. The new parliament and 
government, appointed by a coalition 
between the pro-Russian Party of 
Socialists (PSRM) and the pro-European 
ACUM alliance, finally took office on 17 
June, following a one-week showdown 
with the former government, led by 
the Democrat Party of Moldova (PDM) 
and its leader, the oligarch Vladimir 

Moldova’s unlikely new government urgently seeks to 
“de-oligarchise” and reverse state capture
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Plahotniuc, who refused to give up 
power. After a dramatic power struggle, 
with the Constitutional Court, controlled 
by Plahotniuc, refusing to recognise 
the new parliament and government, 
the new administration was able to take 
power with the support of civil society 
and international partners. Plahotniuc 
has finally gone, but his influence is still 
significant through people loyal to him 
in the courts, law enforcement bodies, 
state-owned companies and his media 
empire. The new administration is now 
taking its first steps to implement a 
systemic anti-corruption programme 
and reverse the situation of state 
capture in the country: as a result, 
more than 30 senior officials from 
law enforcement and judicial bodies 
have resigned. This article provides an 
overview of events leading up to the 
new government taking office. 

In February this year, PSRM won the largest 
number of seats in the parliamentary 
elections, with 31 percent of the vote, 
followed by ACUM (26 percent) and PDM (23 
percent). PSRM and PDM held unsuccessful 
negotiations to form a new government. 
Then, on 8 June the centre-right pro-Western 
ACUM and the pro-Russian PSRM signed an 
agreement for a new coalition government, 
which came as a surprise to many analysts 
given the ideological divide between them. 
Moldova’s president Igor Dodon appointed 
Maia Sandu, the leader of ACUM, as prime 
minister, and it was agreed that Zinaida 
Greceanii, the head of PSRM, would become 
speaker of the parliament. Shortly after, the 
parliament approved the new government 
and backed a programme for the “de-
oligarchisation” of the country, proposed by 
ACUM. “The dictator has fallen,” Sandu said 
in a speech to parliament, “from now on, the 
oligarchic regime is in opposition.”

PDM, led by Plahotniuc, who until recently 
was widely viewed as the most powerful 
individual in Moldova, described the 
coalition between PSRM and ACUM as 
a “coup” and accused Dodon of treason. 
The day after the government was formed, 
former parliament speaker Andrian Candu 
(a vice-president of the PDM) said that the 
PDM would appeal against the “illegally 
created parliament and government” at the 
Constitutional Court. One hour later, the 
Constitutional Court swiftly declared the 
election of Greceanii unconstitutional and 
declared all future decisions adopted by the 
new parliament unlawful. The legal basis 
for this decision was that, according to the 
Constitutional Court, the deadline for the 
formation of a new government had expired 
on 7 June which was 90 days after the 
elections: however the Constitution defines 
the deadline as “3 months,” not “90 days,” 
after which the president has the power to 
dissolve parliament.

By Veronica Bulat
Analyst
Russia, CEE & Central Asia
Aperio Intelligence
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On 8 June the parliament approved a 
declaration against the usurpation of power 
by the PDM, which also condemned the role 
of the Constitutional Court, widely viewed 
as under the control of the PDM. A number 
of lawyers and experts in constitutional law 
considered that the Constitutional Court 
had exceeded its powers in relation to 
the new parliament and government. The 
denouement proved to many the extent to 
which Plahotniuc had captured all state 
institutions in Moldova, including the highest 
courts. It also showed to many the urgency 
to remove Plahotniuc, restore the rule of law 
and an independent judiciary, and launch a 
sweeping anti-corruption programme. 

However, for Plahotniuc, ceding power 
would have meant losing everything: not 
just political power, but also his liberty, 
personal safety and the security of his 
multiple business interests. He is almost 
universally (in Moldova) believed to have 
been behind the theft of USD 1 billion dollars 
from Moldova’s banking system in 2014 (the 
so-called “theft of the century”), but even 
after so many years there is still no proof 
or evidence. It cannot, though, be ignored 
that prosecutor general Eduard Harunjen, a 
close ally of Plahotniuc, put the investigation 
of this case on hold at the earliest stage 
without any official explanation.

During the first two weeks of June, media 
outlets controlled by Plahotniuc published 
videos purporting to be from negotiations 
which took place on 7 June between 
president Dodon and Plahotniuc, seeking 
to tarnish Dodon’s image. In these videos 
Dodon allegedly promised to help close 
criminal investigations against Plahotniuc 
in Russia in exchange for his acceptance of 
Russia’s proposal to transform Moldova into 
a federation. This federalisation would have 
reportedly implied the de facto separation 
of the autonomous administrative unit of 
Transnistria from Moldova. The Moldovan 
president also allegedly acknowledged that 
his party had received funds from Russia, 
notably via Gazprom. Dodon admitted that 
he had a meeting with Plahotniuc (which 
was reportedly part of his “plan to remove 
Plahotniuc from power”) but he insisted that 
both videos were fabricated. 

On the morning of 9 June, the Constitutional 
Court suspended president Dodon from 
office and appointed former PM Pavel Filip 
of the PDM as president. Filip immediately 
dissolved parliament. However, on 11 June, 
Dodon cancelled Filip’s decree in what 
was described by Moldova’s independent 
media as “institutional ping-pong.” After 
a one-week showdown between the two 
rival governments, the new government 
headed by Sandu was recognised by several 
EU member states, the US and Russia. 
The US State Department said that “the 
parliamentary elections on February 24 were 
competitive and were held in accordance 
with the basic rules.”

On 14 June, in another sudden turn 
of events, Filip resigned, and the PDM 
announced that it would go into opposition. 
Shortly after this, Plahotniuc and members 

of his inner circle abruptly left the country. 
Among them was Ilan Shor – the politician 
and oligarch convicted in a first-instance 
verdict for playing a key role in the above 
mentioned “theft of the century.” Plahotniuc 
is currently believed to be in the US, while 
Shor, according to some media reports, is in 
hiding in Israel. 

Most independent local media outlets 
reported that the decision to cede power had 
been taken after US ambassador to Chisinau 
Dereck Hogan paid a short visit to PDM’s 
headquarters. The details regarding this visit 
are still unknown, but it is notable that shortly 
after, the Constitutional Court appeared 
to annul its own decisions taken between 
7 and 9 June. Civil society was uniformly 
critical of the cynicism and shamelessness 
of the court, which did not even try to hide 
its subordination to PDM and regularly used 
to cancel its decisions once they were no 
longer useful to the previous regime.

PM Sandu stated that Plahotniuc would be 
prosecuted for “usurping power” and other 
crimes. “We can now focus on freeing up 
and cleaning up the justice institutions and 
making them independent,” stated Sandu. 

Hundreds of people 
who worked under 
the previous regime, 
including high-ranking 
officials, have been 
publishing information 
of various corrupt 
schemes carried out by 
that government 

Photo: Moldova.org.  Vladimir Plahotniuc
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“Once this is done, we expect the judiciary 
to start investigating all these corruption 
schemes and abuses, and then we will be 
looking for Plahotniuc to get him back to 
the country to answer for all the abuses and 
illegal decisions and actions that he and his 
team have made.”

On 21 June, the Venice Commission (an 
expert advisory body of the Council of 
Europe, which is called upon to render 
assessment on complex constitutional or 
legal matters) issued a negative assessment 
of the Constitutional Court’s decisions 
between 7 and 9 June. The president of 
the Constitutional Court, Mihai Poalelungi, 
resigned shortly before the Venice 
Commission report was released on 20 
June, followed by his fellow judges on 26 
June en masse, under intense civil society 
and international pressure. 

On 26 June, in another sudden turn of 
events, the Russian Interior Ministry charged 
Plahotniuc with leading an international drug 
cartel. According to Russian investigators, 

Plahotniuc was part of an international group 
that specialised in trafficking large quantities 
of Moroccan hashish to Russia and other 
nearby countries. Several months prior to 
that, in February, the Russian Interior Ministry 
had also accused Plahotniuc of having 
created a criminal group that illegally stole 
over RUB 37 billion from Russia. Plahotniuc 
denied all charges.

On 4 July, a Moldovan parliamentary 
commission published the second part of 
an investigation by a US-based corporate 
investigations and risk consulting firm into 
the above-mentioned “theft of the century.” 
The first part of this report was released 
in May 2015. The reports show that much 
of the money ended up moving through 
offshore accounts, including via Ukrainian and 
Latvian banks. An additional annex naming 
the ultimate beneficial owner of accounts 
through which the stolen money passed was 
sent separately to the office of Moldovan 
prosecutor general Eduard Harunjen. 
Harunjen however denied receiving this annex 
and resigned shortly after on 11 July.

As of 25 July, more than 30 senior officials 
viewed as loyal to Plahotniuc from various 
law enforcement and judicial bodies have 
resigned, including the head of the Anti-
corruption Prosecutor’s Office, Viorel Morari. 
Most of them are likely to face prosecution 
for carrying out illegal orders on his behalf. 

At the same time, hundreds of people 
who worked under the previous regime, 
including high-ranking officials, have been 
publishing information and details of 
various corrupt schemes carried out by that 
government. The new administration has 
been encouraging such people to “speak 
out,” insisting that only the organisers of 
these schemes will be prosecuted. However, 
the extent to which “obeying orders” will be 
acceptable as a defence is unknown, and 
the new government has not yet provided 
a definite answer. Thousands of officials, 
including those in local authorities, mayors, 
judges, and law enforcement officers are 
still in post. It is clear that the influence 
of the old regime is still widely felt. There 
is no guarantee that, in the absence of 
independent institutional safeguards, 
Moldova will not experience the same 
problems as a result of these or other 
parties. In this context there is still a long 
way to go before Moldovans can celebrate a 
real victory against corruption.    

The situation is further complicated by 
the uncertain prospects of long-term 
cooperation between the pro-Russian 
Party of Socialists (PSRM) and the pro-
European ACUM alliance. Although the “de-
oligarchisation” and anti-corruption agenda 
currently binds the two parties together 
much more strongly than their ideological 
and geopolitical views, which deeply divide 
them, no one knows how long this will last.



The UK’s National Crime Agency 
(NCA) announced on 18 July that it 
has obtained a new set of Unexplained 
Wealth Orders (UWOs) targeting the 
GBP 10 million property empire of an 
unnamed “businessman from the north 
of England” with suspected links to 
serious organised criminals. This is the 
first time that the NCA has obtained 
a UWO based solely on an individual’s 
alleged involvement in serious 
organised crime.

The Unexplained Wealth Order, which 
orders the individual to reveal the source of 
funds used to start and develop his GBP 10 

National Crime Agency secures first serious organised 
crime Unexplained Wealth Order

million property empire, was obtained at the 
High Court on 12 July as part of the NCA’s 
investigation into eight properties bought 
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by the businessman in various locations 
across the country. The NCA believes that 
the businessman’s property purchases were 
funded by criminal associates involved 
in drug trafficking, armed robberies and 
supplying firearms. Interim Freezing Orders 
have also been granted.

Concerning UWOs, the UK’s Proceeds 
of Crime Act 2002 requires that the 
respondent is either a “politically exposed 
person” or that there are reasonable 
grounds for suspecting that the respondent 
is, or has been, involved in serious crime 
or is connected with a person involved in 
serious crime.

The NCA believes that 
the businessman’s 
property purchases 
were funded by criminal 
associates involved in 
drug trafficking, armed 
robberies and supplying 
firearms

UK’s Serious Fraud Office agrees first-of-its kind group 
deferred prosecution agreement with Serco 

Southwark Crown Court approved 
a deferred prosecution agreement 
(DPA) between the UK’s Serious Fraud 
Office (SFO) and Serco Geografix Ltd 
(SGL), a subsidiary of Serco Group, 
on 4 July, over charges of fraud and 
false accounting. This is believed to 
be the first DPA containing substantial 
undertakings by a parent company 
for one of its subsidiaries. The 
undertakings include improving fraud 
and bribery compliance programmes 
at all of Serco Group’s subsidiaries and 
reporting all future material issues.

The SFO said in statement about the case on 
3 July that three offences of fraud and two 

of false accounting arose from “a scheme 
to dishonestly mislead” the Ministry of 
Justice and disguise the real level of profits 
made between 2010 and 2013 by SGL’s 
parent company, Serco Limited (SL), from 
its contract for the provision of electronic 
monitoring services.

Under the three-year DPA, SGL will pay 
a penalty of GBP 19.2 million and cover 
the SFO’s costs of GBP 3.7 million. The 
DPA provides that SGL will be credited for 
payments made under SL’s GBP 70 million 
civil settlement agreement with the Ministry 
of Justice in 2013, which fully offset the 
compensation of GBP 12.8 million that SGL 
would otherwise be obliged to pay.  

In its judgment, Southwark Crown Court 
said that although there was no evidence 
of a “directing mind” at SL in devising and 
effecting the fraud, there was email evidence 
that certain SGL individuals were party to the 
scheme.

The judgment states, “They discussed by 
e-mail how the fictitious charges should be 
described and suggested that ‘development’ 
would not be a suitable description. They 
knew that SL reported cost figures to the 
Ministry of Justice which included £500,000 
per month of costs which were fabricated. It 
follows that there is a clear case against SGL 
as a company.” The Statement of Facts has 
yet to be published.



Denmark’s Financial Supervisory 
Authority (FSA) said in a 28 
June statement that its ordinary 
inspection of Saxo Bank in March 
uncovered issues with its approach 
to managing compliance and 
financial crime risks linked to the 
bank’s business model, which is 
based on the digital establishment 
of customer relationships and 
digital due diligence.

“At the inspection, the Danish FSA was 
able to find that the Bank’s initiatives 
to reduce the inherent risks related to 
compliance and financial crime were 
not sufficiently prioritized. The Danish 
FSA therefore considers that the 
remaining risk remains high,” reads the 
statement. The bank was instructed to 
create a plan to reduce these risks.

The inspection found that Saxo’s 
compliance function focused on 
securities trading, money laundering 
and market abuse; the bank was 
instructed to expand the compliance 
team’s remit to include all relevant 
legislation affecting the bank.

The FSA also found that the board’s 
policies and guidelines on managing 
compliance and financial crime risks 
were “imprecise” and that the bank’s 
actual risk commitment was higher 
than determined by internal policy. 
The regulator also noted that Saxo’s 
risk manager acts as chairman of 
committees and instructed the bank to 
ensure the manager’s independence 
from future business decisions.

Danish regulator 
tells Saxo Bank 
to manage 
digital CDD risks 

The UK Charity Commission 
announced on 9 July that it was 
finalising its inquiry into a group of 
charities whose former administrator, 
Edward Cohen, was convicted on 21 
June for giving false information to 
the regulator and laundering GBP 
10 million from sales of counterfeit 
medication through the charities. 

The Commission said it had uncovered 
signs of fraud and mismanagement at the 
eight charities after being prompted by 
police in June 2014 to investigate money 
laundering concerns, but that it had been 
unable to announce its investigation to 
avoid prejudicing criminal proceedings 
against Cohen. The Commission said 
it plans to report on its findings and 
conclusions in due course.

The group of charities that were allegedly 
involved in money laundering are: Chabad 
UK (unconnected to Chabad Lubavitch 
UK); Havenpoint Worldwide Ltd; Mamosh 
Worldwide Ltd; Or Simcha; Ozer Dalim Ltd; 

UK charities allegedly laundered the 
sales of counterfeit medication
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Pikuach Nefesh Ltd; Worldwide Hatzala 
Ltd; and Havenpoint Ltd (removed).

The Metropolitan Police said in a 
statement on 5 July that Cohen was 
convicted by Southwark Crown Court of 
laundering profits from online sales of 
counterfeit drugs through bank accounts 
set up by Chabad UK, a legitimate charity 
that he ran. From March 2012, 14 bank 
accounts were opened in the names of 
charities and companies associated with 
Chabad UK. 

Between March 2012 and September 
2014, nine companies of the Chabad UK 
group – seven of which were registered 
charities – processed more than GBP 10 
million, a very small proportion of which 
were confirmed as legitimate charitable 
donations, the Met said. During the same 
period, GBP 8.6 million was transferred to 
foreign exchange accounts and GBP 1.6 
million was transferred to money service 
bureaus. Thousands of pounds were also 
transferred to Cohen’s personal accounts.

Report shows illicit trade impedes 
progress on the UN’s SDGs 
The Transnational Alliance to Combat 
Illicit Trade launched a report on 
the impact of illicit trade on the 
UN’s Sustainable Development 
Goals (SDGs) at a meeting on 18 
July co-hosted with the United 
Nations Conference on Trade and 
Development.

The report finds that the socio-economic 
impact of illicit trade presents significant 
deterrence to all 17 of the SDGs – holding 

back progress and increasing costs. The 
report estimates that illicit trade and its 
associated criminal activities, such as tax 
evasion and money laundering, comprise 
between eight to 15 percent of global 
gross domestic product. 

The report recommends measures to 
combat the risks posed, which includes: 
addressing the cross-border nature of 
illicit trade; and improving public-private 
dialogue and establishing partnerships.



The Sunday Times published the 
findings of a joint investigation with 
Channel 4 Dispatches on 21 July into 
how Russian and Chinese millionaires 
are reportedly able to buy British 
passports, whilst hiding dubious 
sources of wealth and connections, 
by exploiting the Home Office’s Tier 1 
investor visa or the “golden visa.” 

The report references footage of legal and 
financial advisers who were alleged to 
have been filmed boasting about their role 
in securing “golden visas” for rich foreign 

The Sunday Times and Channel 4 Dispatches publish 
investigation into alleged “golden visa” scandal 

clients and offering to omit sensitive details 
from immigration officials, such as links to 
the inner circle of Russian president Vladimir 
Putin, and to the Chinese military.

Advisers are reported to have told an 
undercover reporter that they had helped 
secure golden visas for a member of 
the Gadaffi family, the son of a corrupt 
Thai government minister, an Egyptian 
charged with corruption, an Eritrean with 
possible links to military deals in Angola 
and millionaires from Iran and Iraq whose 
businesses were affected by sanctions.

Latvia’s Financial and Capital Market 
Commission (FCMC) announced on 
15 July that it has fined Rigensis Bank 
AS EUR 1,028,850 for infringements of 
the regulatory requirements regarding 
the prevention of money laundering 
and terrorism financing (AML/CTF). 
A warning has also been issued to 
Renārs Degro, the member of the board 
responsible for AML/CTF. 

The FCMC has also imposed legal 
obligations on the bank, which includes a 
request to submit a plan of measures to 
address the irregularities and shortcomings 
identified, to carry out an independent 
assessment of the internal control system 
and a customer base audit.

During an on-site inspection of the bank, 
“serious shortcomings” were identified in 

Latvian regulator fines Rigensis Bank AS for “serious 
shortcomings” in its AML/CTF controls 

the bank’s internal control system relating 
to AML/CTF, concerning customer due 
diligence and transaction monitoring. The 
FCMC also found that the bank had not 
established an adequate internal control 
system to meet its risk exposure, which 
included the following failings:

• The bank had not taken adequate 
measures to make certain that the 
beneficial owner indicated was actually the 
beneficial owner;

• In several cases, the bank had not 
established the origin of funds in 
its customer accounts and had not 
documented the findings;

• The bank had failed to provide timely 
and high-quality customer due diligence 
and documentation of the results, and 
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The Times published a follow-up report 
claiming that the chairman of the Foreign 
Affairs Committee, Tom Tugendhat MP, has 
warned that unchecked visa applications 
must be urgently halted to prevent corrupt 
Russian money entering Britain. In response 
to the probe a Home Office spokesperson 
said, “The UK has some of the most rigorous 
checks in place for investor visas across 
the world. Recent reforms, including the 
forthcoming wealth audit requirement, are 
substantial and will further cement our 
position as a world leader in the fight against 
financial crime and corruption.”

decisions made about customers were 
found to be incomplete;

• The bank’s internal control system did 
not ensure the continuity of customer 
due diligence throughout the customer 
relationship; and

• The bank had not obtained and sufficiently 
evaluated information to identify 
the characteristics of banned shell 
corporations.

In regard to the warning issued, the FCMC 
concluded that Degro had not ensured that 
sufficient measures were taken to prevent 
the bank from infringing the regulatory 
requirements. The fine imposed by the 
FCMC was 80 percent of the maximum 
statutory amount (10 percent of the bank’s 
total turnover).



UK prime minister Boris Johnson, 
who succeeded Theresa May on 24 
July, said at a hustings in Belfast 
on 2 July that he was considering 
creating six tax-free zones in 
ports after Brexit. Since then the 
European Commission identified 
freeports as vulnerable to being 
exploited for illicit purposes in a set 
of reports on addressing money 
laundering and terrorist financing 
risks published on 24 July. 

Under proposals being considered by 
Johnson, freeports could be established 
in Teeside, Aberdeen, Peterhead and 
Belfast. Former Treasury economist 
Chris Walker has also raised the 
possibility of freeports in Grimsby & 
Immingham, Liverpool, Manchester 
airport, Hull, Tees & Hartlepool, and the 
rivers Hull, Humber and Tyne.

The Fifth Money Laundering Directive 
(5MLD), which EU member states are 
required to implement by 10 January 
2020, requires freeport operators to 
conduct customer due diligence and 
report suspicious transactions to 
financial intelligence units. 

A study published in October 2018 by 
the European Parliamentary Research 
Service raised concerns about the 
prevalence of freeports and customs 
warehouses being used to store high-
value goods without disclosing the 
ultimate beneficial ownership or the real 
value of the goods. 

Boris Johnson 
calls for UK 
freeports amid 
transparency 
concerns 

The UK government’s proposed 
approach for implementing the EU’s 
Fifth Money Laundering Directive 
(5MLD) restricts legitimate 
access to information on the 
beneficiaries of financial trusts with 
UK tax liabilities, journalists and 
researchers said in an open letter 
dated 10 July to Jeremy Hunt, the 
then-foreign secretary.   

Nearly 100 representatives of leading 
media and civil society organisations 
signed the letter stating that the 
UK’s proposals to transpose 5MLD 
into national law would hinder their 
ability to access beneficial ownership 
information on trusts. The plans would 
require researchers to present evidence 
of wrongdoing before accessing the 

Open letter expresses concern that 
UK plans to implement 5MLD could 
limit the transparency of trusts
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Former Rabobank N.A. general 
counsel enters consent order with 
OCC over alleged AML obstruction 
The US Office of the Comptroller of 
Currency (OCC) issued a consent 
order of prohibition and a USD 50,000 
civil monetary penalty on 23 July 
against the former general counsel of 
Rabobank N.A., Daniel Weiss, for his 
alleged attempts to conceal a report 
on the bank’s anti-money laundering 
(AML) programme.

The consent order bars Weiss from 
working for any federally-insured 
depository institutions in the future for his 

alleged attempts to hide a third-party 
assessment of Rabobank N.A.’s Bank 
Secrecy Act (BSA) controls from the 
OCC, which allegedly corroborated the 
OCC’s concerns about the bank’s BSA/
AML compliance programme.  

The OCC took enforcement action 
against Rabobank N.A. in February 
2018 for conspiracy to obstruct an OCC 
examination, which saw the California 
unit of the bank forfeit USD 368 million 
and pay a USD 50 million penalty.

register, thus “completely undermining 
the objectives of 5MLD,” the letter said. 

“By submitting that evidence to HMRC 
to determine whether access to the 
register should be granted, it is possible 
that HMRC could trigger an investigation, 
which can often take many years, 
during which time, it is unlikely that 
any journalism or research could be 
published,” added the letter.

The UK government has decided to 
implement 5MLD by January 2020 
despite Britain’s expected exit from 
the EU by that date. The Directive was 
updated in response to revelations that 
Mossack Fonseca had helped to create 
offshore trusts and companies that were 
used to facilitate financial crime. 



UK casino given new licence conditions over AML failings
The UK’s gambling regulator has 
imposed a GBP 300,000 fine and new 
licence conditions on Casino 36 for 
failing to conduct sufficient background 
checks on more than 30 clients. The 
Gambling Commission said in an 11 
July statement that the Wolverhampton 
casino failed to ensure adequate 
enhanced due diligence (EDD), source 
of funds (SOF) and source of wealth 
(SOW) checks were carried out on 33 
customers who, together, had a gross 
gambling yield of more than GBP 
147,000 from 10 November 2017 to 8 
October 2018.  

The breaches pre-dated the casino’s 
engagement with the Gambling Commission 

in November 2017 and “continued to occur 
for a period despite senior management 
becoming aware of them on 12 February 
2018,” according to the regulator’s 
statement. The Gambling Commission said 
it was “concerned” that the casino either 
“ignored” repeated regulatory guidance or 
failed to implement it effectively.
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Casino 36, which holds a combined 
operating licence for a non-remote casino 
and an ancillary remote operating licence, 
agreed to obtain a full review by external 
auditors of its top 100 customers and ensure 
full compliance with EDD, SOF and SOW 
rules, the regulator said. The casino will also 
annually maintain EDD records on its top 125 
customers by drop and 125 customers by 
loss across the group. 

As part of the regulatory settlement, Casino 
36 has agreed to ensure an independent 
chairperson of its compliance committee 
regularly assesses its internal systems 
and controls. It will also ensure all key staff 
undertake outsourced anti-money laundering 
training and regular refresher courses.

The Commission said it 
was “concerned” that the 
casino either “ignored” 
repeated regulatory 
guidance or failed to 
implement it effectively

Danske tried to “blackmail” whistleblower, claims lawyer 
Danske Bank A/S allegedly tried to 
discredit and blackmail into silence 
Howard Wilkinson, the whistleblower 
who exposed its EUR 200 billion 
money laundering scandal, the 
Financial Times reported on 4 July, 
citing a letter by Wilkinson’s lawyer to 
Danish prosecutors. Wilkinson claims 
included that customers of the Danske 
Bank’s Estonian branch included shell 
companies that were fronts for Russian 
intelligence and relatives of Russian 
president Vladimir Putin.

In 2014, the Danish bank opened an internal 
investigation into claims by Wilkinson that 
large sums of money were being funnelled 
out of Russia and former Soviet states 
through Danske’s Estonian branch. The bank 
considered using private investigations 

firm Parsifal to conduct the probe, but then 
decided to run it internally. The investigation 
was designed to not only examine 
Wilkinson’s allegations but also look into his 
terms of severance, the FT reported.

“Any such investigation constituted an 
invasion of Mr Wilkinson’s privacy and was 
initiated in direct retaliation for his lawful 
disclosures of illegal activity,” his lawyer 
Stephen Kohn told prosecutors in the letter, 
which calls for a criminal investigation into 
the matter. “Any information that may have 
been collected was clearly collected in an 
apparent attempt to obtain any material that 
could be used to discredit Mr Wilkinson’s 
whistleblowing, or even to blackmail him into 
silence.” Two people familiar with Danske’s 
internal investigation denied there was any 
impropriety, the FT said. 

Meanwhile, Danske Bank announced in 
a statement on 18 July that its operating 
expenses for the first half of 2019 increased 
by 12 percent compared to the same period 
last year, primarily as a result of investments 
in its compliance and AML functions.

Danske added in its 86-page interim report 
that it has started an investment programme 
of up to DKK 2 billion to both digitalise and 
streamline its AML efforts and improve 
the customer experience. The investment 
programme aims to enhance and simplify 
the lender’s compliance processes (including 
its ongoing due diligence, transaction 
monitoring and know-your-customer 
processes), via IT systems that are able to 
identify specified risk factors and detect 
suspicious behaviour. The project will 
continue for the next three years. 



Vatican choir 
director 
resigns amid 
financial crime 
allegations

The director of the Vatican’s Sistine 
Chapel Choir has resigned following 
allegations of money laundering, 
fraud and embezzlement 
connected to the choir’s funds. 
Pope Francis approved a request 
by Massimo Palombella to end his 
nine-year service at the renowned 
choir, according to a statement 
issued on 10 July by the Holy See. 

Palombella and ex-administrative 
director Michelangelo Nardella have 
been under investigation since at least 
last year for allegedly funnelling choir 
money into an Italian bank account 
used for personal expenses, according 
to local media reports.

In September 2018, the Holy See issued 
a statement confirming that the Vatican 
was investigating Palombella and 
Nardella over “economic-administrative 
aspects” of the Choir’s management. 
Vatican spokesman Alessandro Gisotti 
told Reuters that the investigation into 
possible financial irregularities was 
continuing. Palombella and Nardella 
have denied any wrongdoing. 
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RBI fines banks for deficiencies, 
including fraud risk management, 
cybersecurity and AML failings
The Reserve Bank of India (RBI) 
announced on 15 July that it has 
imposed an INR 70 million fine on the 
State Bank of India for deficiencies 
in regulatory compliance concerning 
amongst other things fraud risk 
management and fraud reporting. 

The penalty against the State Bank of India 
also relates to non-compliance with the RBI’s 
requirements on income recognition and 
asset classification norms; and the code of 
conduct for opening and operating current 
accounts and data reporting on the Central 
Repository of Information on Large Credits. 
The penalty has been imposed pursuant to 
the provisions of the Banking Regulation Act.

The RBI’s statutory inspection of State Bank 
in March 2017 revealed the non-compliance, 
which resulted in a notice being issued to 
the bank advising it to show cause as to 
why a penalty should not be imposed for the 
failings. After considering the bank’s reply 
and oral submissions made in a hearing, 
the RBI concluded that the charges of 
non-compliance were substantiated and 
warranted the imposition of the penalty.

On the same day the RBI announced that 
it has imposed a monetary penalty of INR 
1 million on the Union Bank of India for 
non-compliance with the RBI’s directions 
on cybersecurity frameworks within banks. 
Following reports of seven fraudulent 
messages worth a total value of USD 171 
million through the SWIFT system at the 
bank in 2016, an examination of the bank’s 
cybersecurity framework was carried out, 
which revealed several deficiencies. 

In addition to this, the RBI announced on 2 
July that it has fined four banks for non-

compliance with certain requirements 
relating to know-your-customer 
(KYC) norms/anti-money laundering 
(AML) standards. Those issued with 
a monetary penalty include Allahabad 
Bank which was fined INR 5 million; 
Corporation Bank which was fined INR 
2.5 million; Punjab National Bank which 
received an INR 5 million fine; and UCO 
Bank which also received an INR 5 
million fine. 

Separately, Reuters reported on 17 July 
that Punjab & Sind Bank has reported 
an INR 2.38 billion fraud to the RBI, 
relating to allegations of diversion 
of funds by Bhushan Power & Steel 
Ltd. The Bank has reportedly stated 
that it has been observed that the 
company misappropriated bank funds, 
manipulated books of accounts to raise 
funds from consortium lender banks. 

Following reports 
of fraudulent 
messages worth a 
total value of USD 
171 million through 
the SWIFT system 
at the bank in 2016, 
an examination 
of Union Bank of 
India’s cybersecurity 
framework was 
carried out

Photo: New York Times



US president Donald Trump and 
eight of his companies filed a 
motion on 17 July questioning the 
“legitimate legislative purpose” 
of a lawsuit by the House Ways 
and Means Committee for his 
personal tax returns. Trump and 
his companies argued in their 
response to the filing that he has 
a well-established interest in 
“maintaining the confidentiality 
of documents they submitted to a 
government agency.”

House Democrats sued the Trump 
administration in federal court on 2 
July for access to Trump’s personal 
and business federal tax returns over a 
six-year period. The filing claimed the 
documents were needed to investigate 
the president’s compliance with tax 
laws and called for the federal court to 
order the release of the documents. 

The lawsuit states that Trump had 
declined to follow the practice of every 
elected US president since Richard 
Nixon of voluntarily disclosing tax 
returns. It claimed that the Trump 
administration had refused to hand 
over the documents to “shield” 
Trump’s tax return information from 
Congressional scrutiny.

US president 
Trump and his 
companies 
intervene in 
House lawsuit 
over his tax 
returns 

Facebook’s plans to launch a new 
global digital currency, Libra, have 
been met with concerns from 
lawmakers, regulators, central 
bankers and governments that the 
cryptocurrency may be exploited 
by criminals. US Treasury secretary 
Steven Mnuchin told reporters 
on 15 July that his department 
has “very serious concerns” 
that the cryptocurrency could be 
misused by money launderers and 
terrorist financiers. He warned 
that, if Facebook goes ahead with 
launching Libra, it “must” implement 
the same anti-financial crime 
controls as traditional financial 
institutions operating in the US. 

His comments followed a tweet by US 
president Donald Trump on 11 July, stating 
that “If Facebook and other companies 
want to become a bank, they must seek a 
new Banking Charter and become subject 
to all Banking Regulations, just like other 

Facebook’s planned cryptocurrency 
raises money laundering concerns
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Sinaloa Cartel leader sentenced to 
life in prison plus 30 years 
Joaquin Archivaldo Guzman Loera, 
also known as “El Chapo” and “El 
Rapido,” was sentenced on 17 July 
to life imprisonment plus 30 years 
for being a principal leader of an 
ongoing criminal enterprise – the 
Mexican organised crime syndicate 
known as the Sinaloa Cartel. Guzman 
Loera was also ordered to pay USD 
12.6 billion in forfeiture.

Guzman Loera was convicted by a 
federal jury in February of all 10 counts 

of the superseding indictment, including 
narcotics trafficking and participating in a 
money laundering conspiracy. 

Prior to the sentencing, Department of 
Justice prosecutors for the Eastern District 
of New York filed a motion requesting 
that the court enter a forfeiture money 
judgment totaling USD 12,666,191,704. 
The DOJ argued in the accompanying 
brief that the figure represents the amount 
of proceeds from drugs that the jury found 
Guzman Loera trafficked and laundered.

Banks, both National and International.” 
US lawmakers questioned Facebook 
representatives about its cryptocurrency 
plans after US Federal Reserve chairman 
Jerome Powell told the US House of 
Representatives’ Financial Services 
Committee on 10 July that Libra raised 
“many serious concerns.”

Questions raised by the US House Financial 
Services Committee on 17 July and by 
senators on 16 July included whether 
Facebook’s proposed cryptocurrency 
could be exploited by criminals and affect 
privacy, monetary stability and national 
security. The House Financial Services 
Committee is considering draft legislation, 
the “Keep Big Tech Out Of Finance Act,” 
that would prohibit Facebook and other 
technology companies with annual global 
revenues of over USD 25 billion from 
issuing cryptocurrency.

Facebook intends to launch Libra in the 
first half of 2020.



UK court jails 
Polish gang 
that controlled 
250 bank 
accounts in 
victims’ names

Birmingham Crown Court has 
jailed a Polish gang for operating a 
modern-day slavery network of up 
to 400 Polish nationals in the UK, 
according to a 5 July statement 
by West Midlands Police. In two 
separate trials, eight offenders 
were convicted of crimes including 
human trafficking, forced labour and 
money laundering.

Police said that gang members opened 
and controlled 250 bank accounts with 
bogus addresses in victims’ names. 
They also claimed benefits in victims’ 
names without their knowledge. The 
group is estimated to have made more 
than GBP 2 million between June 2012 
and October 2017 from the slavery 
network, which the judge described 
as the “most ambitious, extensive and 
prolific” ever exposed in the UK. 

Most of the gang members were based 
in the UK and originally from Poland. 
They allegedly enticed Polish nationals 
to the UK with the promise of work and, 
upon the victims’ arrival, chaperoned 
them to open bank accounts, claim 
benefits and register with employment 
agencies. The gang forced victims 
to work long hours on farms, rubbish 
recycling centres and turkey gutting 
factories, then seized control of their 
accounts and stole their income.
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NCA seizes gold as part of cartel 
investigation; and investigates 
cyberattack on Lancaster University
The UK’s National Crime Agency (NCA) 
announced on 20 July that gold worth 
around GBP 4 million has been seized 
under the Proceeds of Crime Act as 
part of an international investigation 
into a suspected South American 
drugs cartel.

The shipment, which was being 
transported from the Cayman Islands to 
Switzerland, having been shipped to the 
Caymans on a private jet from Venezuela, 
was detained at Heathrow on 1 June. The 
NCA’s press release explains that the gold 
is now the subject of a money laundering 
investigation being run by the Cayman 
authorities, with NCA assistance.

Meanwhile the NCA published a statement 
following a cyberattack on Lancaster 
University that was discovered on 19 July, 
which saw hackers steal the personal data 
of hundreds of students. The phishing 

attack reportedly involved prospective 
students being sent fake invoices that 
demanded the payment of tuition fees. 

Officers from the NCA’s National Cyber 
Crime Unit arrested a 25-year old man 
from Bradford on 22 July on suspicion 
of committing Computer Misuse Act 
and fraud offences. The man has since 
been released under investigation while 
the NCA’s enquiries are ongoing. 

Tax Justice Network paper on illicit 
financial flow detection in real-time
The Tax Justice Network (TJN) in 
collaboration with the Financial 
Transparency Coalition, published a 
report entitled “Data on bank transfers: 
Complementing automatic exchange 
of information and detecting illicit 
financial flows in real time” on 11 
July, which proposes methods that 
governments could use to improve 
efforts to combat illicit financial flows.

The report recommends using SWIFT 
messaging standards, which contain 

information on cross-border transfers, 
to help combat illicit activities such 
as money laundering, corruption, and 
tax evasion. To this end, the report 
proposes the establishment of an 
international organisation which would 
be granted access to anonymised 
SWIFT data in order to review any red 
flags involving repeat offenders or 
multiple jurisdictions. In addition to this 
the report recommends that SWIFT 
data should include information on the 
ultimate beneficial owner. 



The US Department of Justice 
(DOJ) announced on 19 July that 
it has signed an Addendum to a 
non-prosecution agreement (NPA) 
with Banque Bonhôte & Cie SA Ltd 
of Switzerland for under-reporting 
its US-related accounts in a deal 
reached under the Swiss Bank 
Program. Bonhôte will pay an 
additional sum of USD 1,200,000 
after it acknowledged that it should 
have disclosed an additional eight 
US-related accounts at the time of 
signing the NPA in 2015. 

Bonhôte previously paid USD 624,000 
to the US authorities to resolve potential 
criminal liabilities in the US relating to 
offshore banking services provided to 
US taxpayers. According to the DOJ, 
Bonhôte admitted to managing 63 such 
accounts in 2015, but there were an 
additional eight US-related accounts 
that should have also been disclosed.

The DOJ’s press release explains that 
other than the failure to disclose the 
eight accounts, Bonhôte has fully 
cooperated with the Department with 
respect to the bank’s obligations under 
the NPA and concerning the additional 
US-related accounts.  

Banque 
Bonhôte & Cie 
SA Ltd to pay 
additional USD 
1.2 million for 
under-reporting 
US-related 
accounts

Egypt has asked Interpol to help the 
country recover an ancient sculpture of 
Pharaoh Tutankhamun that was sold at 
Christie’s auction house in London for 
GBP 4.7 million on 4 July after allegedly 
having been stolen from an Egyptian 
temple in the 1970s. 

In a statement issued on 8 July, Egypt’s 
National Committee for Antiquities 
Repatriation said it plans to file a civil suit 
against Christie’s to repatriate the antiquity. 
The Committee had previously asked the UK 
Foreign Office and UN cultural body UNESCO 
to step in and halt the sale over Christie’s 
failure to provide documents proving 
ownership of the 3,000-year-old stone bust, 
The Daily Telegraph reported.

The piece is reported to have likely been 
looted from the Karnak Temple complex just 

Egypt asks Interpol to recover “stolen” 
statue auctioned in London
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north of Luxor in the 1970s, according to 
media reports, citing Zahi Hawass, Egypt’s 
former minister of antiquities. International 
conventions and guidance by the British 
government restrict the sale of works known 
to have been stolen or illegally dug up.

Christie’s has denied any wrongdoing, stating 
it carried out “extensive due diligence” to 
verify the provenance of the statue and had 
“gone beyond what is required to assure 
legal title.” Christie’s published a chronology 
of how the relic changed hands between EU 
art dealers over the past 50 years and said 
in a statement cited by Live Science that 
“ancient objects by their nature cannot be 
traced over millennia. It is hugely important 
to establish recent ownership and legal 
right to sell, which we have clearly done. We 
would not offer for sale any object where 
there was concern over ownership or export.”

Swiss court orders release of UBS 
client data to French tax authorities   
Switzerland’s Supreme Court authorised 
on 26 July domestic tax authorities 
to share historical data on more than 
40,000 UBS clients with French tax 
authorities, in a ruling that some say 
could set a precedent for foreign 
governments seeking information from 
Swiss banks, Reuters reported. 

The ruling will see the bank account data of 
French taxpayers suspected of hiding assets 
in Switzerland from between 2010 and 2015, 
transferred to the French authorities. The 
ruling prevents French prosecutors from 
using the transferred data against UBS in 

pending criminal proceedings over alleged 
tax avoidance by the bank’s clients. 

The court said in a statement on 26 July 
that the data can only used for the intended 
purpose of checking whether the UBS clients 
have paid applicable taxes in France and 
must not be used as a “fishing expedition.” 

UBS is currently appealing a EUR 4.5 billion 
penalty imposed by a French court on 20 
February after it was found guilty of soliciting 
clients illegally and laundering the proceeds 
of tax evasion. The bank has denied any 
wrongdoing.



More than a 
dozen British 
MSBs allegedly 
breached AML 
regulations

UK investigators raided 12 money 
service businesses (MSBs) in west 
London suspected of laundering 
cash for drug traffickers, the 
Metropolitan Police stated on 5 July. 
The activity formed part of multi-
agency efforts to crackdown on the 
use of MSBs by organised crime 
groups to convert and move criminal 
assets out of the UK.

As part of the operation, officers 
also visited 40 other MSBs to check 
compliance with money laundering 
regulations. Some of the firms were found 
to have breached the rules or had been 
trading without a licence and now face 
penalties, sanctions and possible criminal 
charges. 

The warrants for the raids were jointly 
issued by the police and HMRC in 
partnership with the Financial Conduct 
Authority. During the visits, MSB owners 
were provided with advice and information 
on how to protect their businesses from 
being used by criminals.
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Loomis AB investigation uncovers 
shortcomings in AML compliance
Swedish cash handling company 
Loomis AB issued a statement on 
19 July following the completion of 
investigations into allegations that a 
Loomis subsidiary was implicated in 
a Danish money laundering scandal 
involving foreign exchange agencies. 
The investigations identified 
shortcomings in its anti-money 
laundering compliance. 

Loomis launched an internal investigation 
and two independent external 
investigations into the allegations 
concerning Loomis Foreign Exchange AS 
(Loomis FX), which conducts its foreign 
exchange business in Denmark. The key 
findings of those probes are as follows: 

• Deficiencies in relation to compliance 
with internal policies and procedures have 
been identified and it has been concluded 

that the applied compliance standard 
could have been higher; and 

• The deficiencies have in some cases 
led to the FX operations not being 
conducted satisfactorily, specifically 
relating to the authorisation, on-
boarding of customers, service 
arrangements for, and monitoring 
of, high-risk customers as well as 
reporting of suspicious transactions 
and activities to the authorities.

As a result, Loomis has begun 
initiatives to strengthen the 
organisation’s policies and procedures 
in relation to AML to remediate 
the deficiencies identified in the 
investigations. Loomis has also shared 
the findings of its investigations with 
the Norwegian Financial Supervisory 
Authority and the Danish regulator. 

Canadian and Italian police arrest 
suspected mafia members
Canadian investigators in partnership 
with Canada Border Services and the 
Financial Transactions and Reports 
Analysis Centre of Canada announced 
on 18 July that they have charged nine 
suspected members of the Calabrian 
organised crime group ’Ndrangheta 
and seized more than CAD 35 million 
in assets as part of an illegal gambling 
investigation. 

The nine suspects have been held 
over accusations of money laundering, 
defrauding the government and 
participating in an organised crime group. 
In Italy, police carried out an investigation 

in parallel, which resulted in the arrest 
of 12 people and sought two others on 
suspicions of Mafia association, illegal 
weapons possession, fraudulent asset 
transfers and other crimes.

One of the men arrested in Canada 
was Angelo Figliomeni who is alleged 
to have developed a massive money 
laundering operation using legal 
casinos. What is described by the 
police as the “Figliomeni organized 
crime group” also ran illegal gambling 
dens in cafes, 11 of which were seized. 
Figliomeni has been wanted in Italy for 
almost a decade. 



Ex-CEO of Inyx jailed for orchestrating scheme to 
defraud now-collapsed Westernbank 
US authorities jailed Jack Kachkar, 
the former CEO and chairman of 
now-bankrupt company Inyx, for 
orchestrating a scheme to defraud 
Westernbank of more than USD 100 
million, the US Justice Department 
(DOJ) said in a statement on 3 July. The 
losses triggered a series of events that 
led to the insolvency and collapse of 
Westernbank, formerly one of Puerto 
Rico’s largest banks. Kachkar was 
sentenced to 30 years in jail followed by 
five years of supervised release.

Evidence presented at trial showed that 
Kachkar obtained a series of loans from 
Westernbank beginning in early 2005, in 
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FCA releases details on insider dealing case that saw 
GBP 1.5 million laundered through Zurich and Panama
The UK’s Financial Conduct Authority 
(FCA) announced on 11 July that 
convicted money launderer Richard 
Baldwin will be sentenced on 3 
September for helping insider dealers 
funnel GBP 1.5 million through offshore 
companies, bank accounts and false 
invoices. Baldwin admitted in 2015 to 
breaching a restraint order issued in 
June 2011 that prevented him from 
handling his global assets. 

The FCA said in a statement that reporting 
restrictions prevented it from publicising 
Baldwin’s conviction, which took place on 13 
July 2017 in his absence after he absconded. 
Arrest warrants have been issued to bring 
Baldwin to court for sentencing for money 
laundering and punishment for contempt of 
court. Confiscation proceedings will also be 
pursued, the FCA said.

Baldwin’s associates, Martyn Dodgson and 
Andrew Hind, were convicted on 9 May 
2016 of conspiracy to insider deal. Dodgson 
sourced inside information from within the 
investment banks at which he worked and 
passed on this inside information to Hind 
who acted as a ‘middle man.’ Hind then 
effected secret dealing for the benefit of 
Dodgson and himself, the FCA said.

To receive some of the proceeds from the 
conspiracy, Baldwin set up a company 
in Panama and opened a company bank 
account in Zurich, according to the FCA. In 
October 2007, Baldwin received GBP 1.5 
million into the company account in Zurich 
and explained the receipt of the monies 
by providing a false invoice to his bankers. 
The GBP 1.5 million represented profit from 
insider dealing in Scottish & Newcastle plc, 
the FCA said. 

Baldwin then allegedly funnelled the funds 
through his other Panamanian companies 
and offshore accounts over the following 
year. Following a search of Baldwin and 
Hind’s business premises by the FCA in 
March 2010, Baldwin closed the accounts of 
the three Panamanian companies that were 
used to launder most of the money, states 
the FCA press release.  

exchange for a security interest in the assets 
of Inyx and its subsidiaries. Westernbank 
agreed to advance money based on invoices 
to “actual and bona fide” customers of 
Inyx, a publicly traded and multinational 
pharmaceutical manufacturing company.

The trial evidence showed that Kachkar 
caused Westernbank to lend approximately 
USD 142 million, primarily based on fake 
customer invoices issued by Inyx employees 
that were purportedly payable by customers 
in the UK, Sweden and elsewhere. 

Kachkar made false representations to 
Westernbank executives about imminent 
repayments from lenders in the United 

Kingdom, Norway, Libya and elsewhere in 
order to lull Westernbank into continuing 
to lend money to Inyx, the DOJ statement 
said, citing trial evidence. Kachkar also 
told Westernbank executives that he had 
additional collateral, including mines in 
Mexico and Canada worth hundreds of 
millions of dollars, to induce Westernbank to 
lend additional funds, the evidence showed. 
However, this collateral was worth a fraction 
of that represented by Kachkar.

In around June 2007, Westernbank declared 
the loan in default and ultimately suffered 
losses exceeding USD 100 million, which 
ultimately led to it declaring insolvency and 
collapsing, the court heard.



US federal authorities have 
released a cargo ship owned by a 
JP Morgan Chase fund, after it was 
seized by US Customs and Border 
Protection (CBP) with nearly 20 
tonnes of cocaine on board worth 
USD1.3 billion. The MSC Gayane 
is the largest vessel seized by the 
CBP and the cocaine haul is one of 
the biggest in US history, the CBP 
said in a statement on 21 June.

US attorney William M. McSwain wrote 
on Twitter on 12 July “Today, my Office 
secured $10 million in cash and a $40 
million surety bond from the owner and 
operator of the vessel in exchange for 
its temporary release pending a final 
resolution in this case.” Local media 
reported in June that the cargo ship 
MSC Gayane belongs to JP Morgan 
Chase through a transportation fund 
managed by the bank. The lender 
leased the ship to Switzerland-based 
Mediterranean Shipping (MSC), which 
is solely responsible for the vessel’s 
crews and operations.

Six arrests were made after the ship 
was boarded in Philadelphia and 
anomalies in seven shipping containers 
were detected, the CBP said. Crew 
members have been charged with 
conspiring to possess more than five 
kilograms of cocaine on board a vessel 
subject to US jurisdiction. 

US prosecutors 
release JP 
Morgan ship 
pending 
resolution over 
cocaine cargo

A London judge ruled on 12 July that 
three former Barclays executives 
will be retried on fraud charges 
in October over the bank’s capital 
raising during the financial crisis. 
Barclays and four individuals were 
charged in 2017 with conspiracy to 
commit fraud and the provision of 
unlawful financial assistance.

On 7 January 2019, Southwark Crown 
Court began the trial of Barclays’ former 
chief executive John Varley, former 
Middle East head Roger Jenkins, former 
wealth boss Thomas Kalaris, and former 
head of European financial institutions 
Richard Boath. The case against Varley 
was dismissed due to insufficient 
evidence, and an appeals court backed 
the decision on 21 June. Jenkins, Kalaris 
and Boath will be retried at Southwark 
Crown Court on 7 October.

Barclays executives to be retried for 
alleged fraud in Qatar capital raising 
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Norway reportedly fines Santander 
for transaction monitoring gaps
Norway’s Financial Supervisory 
Agency fined Spanish bank 
Santander NOK 9 million on 2 July 
for gaps in its anti-money laundering 
controls, Reuters reported, citing a 
regulatory letter dated 28 June and 
published on 2 July.

A failure in the lender’s electronic 
monitoring system at its Norwegian 
branch, Santander Consumer Bank, led 
to approximately 1.6 million transactions 
involving around 300,000 customers not 

being screened for money laundering 
between 30 October 2014 and 6 
December 2018, according to the letter 
cited by Reuters.

Santander reportedly checked all 
transactions after the technical error 
had been solved and found no violations 
worth reporting to the police. The lender 
said the IT error was connected to the 
integration of old and new IT systems 
and that it has since made improvements 
to its IT systems and processes. 

The charges relate to financial 
assistance that Barclays Bank gave 
Qatar Holding in 2008 in the form 
of a loan for the purpose of directly 
or indirectly acquiring shares in 
Barclays. The three men are accused 
of conspired to pay Qatar GBP 322 
million in hidden fees in 2008 to obtain 
a GBP 3.9 billion investment from the 
Gulf state to prevent the bank needing 
an emergency government bailout. The 
three executives to face a retrial deny 
any wrongdoing. 

Photo: The FT



Singapore jails 
three front-
runners for 
insider trading 
A Singapore court convicted three 
former traders who carried out a 
front-running arrangement that 
created profits of SGD 8.07 million 
(GBP 5.1 million) over a seven-
year period, according to a 10 
July statement by the Monetary 
Authority of Singapore (MAS). 

The financial regulator said it is the first 
case of front-running prosecuted as an 
insider trading offence in Singapore. 
Leong Chee Wai, E Seck Peng Simon 
and Toh Chew Leong were charged with 
a total of 333 counts of insider trading 
offences and jailed for 36 months, 30 
months and 20 months respectively. The 
State Court also seized a total of SGB 2.4 
million in suspected criminal proceeds 
from the former traders.

MAS “seeks to ban Mr Leong and Mr E 
for a period of 15 years, and Mr Toh for 
a period of 13 years” from performing 
regulated activities at financial 
institutions, the regulator said in the 
statement, adding that the length of the 
proposed prohibition orders “takes into 
account the duration of misconduct, as 
well as the amount of illicit profits made 
and surrendered.”

Leong and Toh were senior equity 
dealers at First State Investments 
(Singapore) (FSIS), while Mr E was a 
remisier at investment bank UOB Kay 
Hian. From 2007, they allegedly colluded 
to profit from price-sensitive confidential 
information on intended orders by FSIS. 
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Professional services firms settle 
class-action over Ponzi scheme
Deloitte, Sidley Austin, Duff & Phelps 
and four other firms have settled a 
class action suit over claims they 
aided sales of securities by Aequitas 
companies, which was shut down 
by the US Securities and Exchange 
Commission in March 2016 for 
operating in a “Ponzi-like fashion.” 
The group of investors will receive a 
combined settlement of USD 234.6 
million, with total out-of-pocket losses 
estimated at USD 263.8 million, 
according to a 10 July statement by 
their representatives, Hagens Berman 
and Stoll Berne. 

The class-action lawsuit, which was 
initiated in 2016 in Oregon Federal District 
Court, asserted that Aequitas companies 
operated a USD 350 million Ponzi scheme 
from 2010 until they were shut down by the 
SEC in March 2016. The investors’ lawyers 

alleged in a statement that several third 
parties “participated in or materially 
aided” sales of securities by Aequitas, 
namely: accounting firms Deloitte & 
Touche and EisnerAmper; law firms 
Sidley Austin and Tonkon Torp; TD 
Ameritrade; Integrity Bank & Trust of 
Colorado; and Duff & Phelps.

“Aequitas sold hundreds of millions of 
dollars of securities and perpetuated 
the scheme for years, despite 
generating no profits, being dependent 
on new investor money, having no 
prospects for increasing revenues and 
being insolvent,” Hagens Berman and 
Stoll Berne said in a statement. 

The defendant firms denied any liability 
but agreed to pay the settlement to the 
group of 1,600 investors who bought 
securities from Aequitas. 

UK’s SFO charges former director 
of Global Forestry Investments
The UK’s Serious Fraud Office (SFO) 
has charged Andrew Skeene, a 
former director at Global Forestry 
Investments, with conspiracy to 
defraud, forgery and misconduct in the 
course of winding up. In a statement 
published on 9 July, the SFO said that 
the charges related to allegations 
of fraud involving Global Forestry 
Investments between August 2010 
and December 2015. The SFO began 
its investigation into Global Forestry 
Investments in June 2014 and the SFO 
has confirmed that it is ongoing.

Skeene was arrested at Heathrow 
Airport on 29 June and charged with 
three offences of conspiracy to defraud 
contrary to common law, four offences 
of forgery, one offence of misconduct in 
the course of winding and one offence 
of making a false statement.

The SFO announced on 25 February 
2015 that it was interviewing “a 
variety of investors” in Global Forestry 
Investments and Global Forex 
Investments as part of a criminal 
investigation into alleged fraud. 



A London court has acquitted 
Andreas Hauschild, formerly 
managing director at Deutsche 
Bank, of conspiracy to defraud 
over the rigging of the Euro 
Interbank Offered Rate (EURIBOR), 
the Serious Fraud Office (SFO) 
said in a statement dated 4 July. 
Hauschild was found not guilty 
of manipulating EURIBOR at the 
height of the financial crisis.

Hauschild was charged in November 
2015 but declined to appear at a 
hearing at Westminster Magistrates’ 
Court. The SFO secured a European 
arrest warrant for him in February 2016 
and he was subsequently arrested in 
Italy and extradited to the UK.

Hauschild’s acquittal follows the 
conviction of four ex-bankers 
for conspiring to submit false or 
misleading EURIBOR estimates that 
would benefit their trading positions 
and change the eventual average 
rate, the SFO said. They were: former 
principal trader at Deutsche Bank 
Christian Bittar; former Barclays director 
Phillipe Moryoussef; former director 
of portfolio liquidity management at 
Barclays Colin Bermingham; and former 
vice president of Euro rates and swaps 
at Barclays Carlo Palombo.

Deutsche 
Bank’s ex-
managing 
director 
acquitted of 
EURIBOR-
rigging charges

Denmark’s Financial Supervisory 
Authority (FSA) said in an 11 July 
statement that currency exchange 
firm Merex International has a high-
risk of being exploited by money 
launderers or terrorist financiers due 
to the inherent risks associated with 
forex activities. The report on Merex, 
which is also a money transfer agent 
for Western Union, is based on a 
routine supervisory visit in November 
2018 and is published in Danish.

Based on the inspection, the FSA 
instructed Merex to: 

• Ensure that in all cases where a 
business relationship is concluded, 
sufficient information is provided on the 
purpose of the customer relationship 
and that the company relies on the 
information;

• Ensure that all established business 
contacts are monitored;

• Ensure that sufficient customer 
knowledge procedures are carried out 

Danish regulator instructs Merex to 
ensure AML compliance
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HMRC freezes nine bank accounts 
linked to money laundering probe
HMRC arrested 13 individuals 
on suspicion of laundering tens 
of millions of pounds, the UK tax 
agency said in a statement on 9 July. 
In addition to the arrests, officers 
seized GBP 1.5 million in cash and 
four cars worth GBP 400,000. They 
also obtained nine bank account 
freezing orders. 

The actions formed part of a UK-wide 
operation targeting suspected money 
laundering, HMRC said in the statement. 
150 officers from HMRC executed 28 
warrants across London, Bedfordshire, 
Wiltshire, Kent, County Armagh and Teeside. 
Eleven men and two women were arrested 
on 26 June and questioned by HMRC before 
being released pending further enquiries.

for all customers and that this can be 
demonstrated to the FSA; and

• Ensure that surveys of unusual 
transactions are recorded and 
documented.

Merex was also instructed by the 
regulator to notify the money laundering 
secretariat of the Public Prosecutor 
for Special Economic and International 
Crime (SØIK) of all complex and 
unusually large transactions, as well 
as all unusual transaction patterns and 
activities where suspicion of money 
laundering and terrorist financing 
cannot be rebutted.



Orange CEO acquitted of fraud over 
EUR 400 million arbitration award
The Paris Criminal Court cleared 
Orange chief executive Stéphane 
Richard of fraud on 9 July in 
connection with a EUR 404 million 
arbitration award to former Adidas 
majority shareholder Bernard 
Tapie over the sale of his stake in 
the sporting goods company. The 
accusations of complicity in fraud 
and misuse of public funds relate to 
Richard’s previous role as chief of staff 
to the then-finance minister, Christine 
Lagarde. Four other defendants were 
also acquitted. 

The trial focused on the sale of Tapie’s 
Adidas shares in 1992, which was a 
condition of his entering the French 
government. Credit Lyonnais carried 
out the sale, but Tapie later accused the 
French lender of cheating him and selling 
the shares for less than they were worth. 
Arbitrators awarded Tapie approximately 
EUR 403 million in damages in 2008. 

A French court erased the award in 
2015 and ordered Tapie to repay it over 
allegations that it had been procured 
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African Development Bank Group debars Nigerian 
construction company and its managing director
The African Development Bank Group 
announced on 16 July the debarment 
of Lutoyilex Construct Limited, a 
construction company registered in 
Nigeria and its managing director, 
Bamidele Obiniyi (also known as 
Bamidele Abayomi) for 36 months 
for engaging in a fraudulent practice 
while bidding for a construction 

contract relating to the Agricultural 
Transformation Agenda Support 
Program Phase One in Nigeria. 

An investigation conducted by the African 
Development Bank’s Office of Integrity 
and Anti-Corruption established that while 
participating in a tender for the construction 
of social infrastructure in Niger State of 

through fraud after an arbitrator failed 
to disclose links to the tycoon. Judges 
have now ruled that the 2008 payment 
to Tapie was legal, was the result of a 
political choice and was not contrary to the 
interests of the state, Reuters reported on 
9 July. Prosecutors may appeal the ruling

Prior to the court’s ruling, French finance 
minister Bruno Le Maire stated that the 
head of state-controlled companies should  
step down if convicted of a crime. The 
French state is the telecoms operator’s 
biggest shareholder. 

Nigeria, the company misrepresented 
its experience in conducting similar 
construction contracts.

The debarment qualifies for cross-
debarment by other multilateral development 
banks, including the World Bank Group and 
the European Bank for Reconstruction and 
Development.

Former owner 
of Russian oil-
processing 
plant arrested 
on suspicion of 
embezzlement 
A court in Moscow has ruled that 
Dmitry Mazurov, the former owner 
of Russia’s largest independent 
oil-processing plant, the Antipinsky 
refinery in western Siberia, will be 
held in custody until 12 September 
pending trial on suspicion of 
embezzling RUB 1.8 billion, 
according to a Reuters report. 

Mazurov’s company New Stream Group 
stated that he had been arrested by 
the Russian Investigative Committee 
on 13 July at Moscow’s Sheremetyevo 
airport on arriving back in Russia. The 
Antipinsky refinery filed for bankruptcy 
in May after a London court issued 
a worldwide order to freeze EUR 225 
million in assets following a lawsuit 
brought by VTB Commodities Trading. 

The accusations of 
complicity in fraud and 
misuse of public funds 
relate to Richard’s 
previous role as chief 
of staff to the then-
finance minister, 
Christine Lagarde



The World Bank announced on 24 
July the 12-month debarment of 
the Institutional Family Planning 
Services Department, a business 
unit of Merck Sharp & Dohme B.V. 
(MSD B.V.), a Dutch pharmaceutical 
company, in connection 
with a fraudulent practice in 
connection with the Health Sector 
Development Programme in 
Bangladesh.

According to the World Bank, the MSD 
B.V. business unit failed to disclose the 
full commission amount that the Dutch 
predecessor MSD Oss B.V. had agreed 
to pay to its local agent, in its bid for 
a contract to supply contraceptives 
through the World Bank-funded project.

The settlement agreement provides for 
a reduced period of debarment due to 
MSD B.V.’s cooperation and voluntary 
remedial actions, which includes 
enhancements already made to its 
compliance program. 

World Bank 
debars a unit 
of Merck Sharp 
& Dohme B.V. 
for fraudulent 
practice  

Brussels-based KBC Group and 
KBC Bank confirmed in a joint 
statement on 27 June that they are 
facing criminal charges for allegedly 
enabling Belgian clients to launder 
foreign assets and evade taxes since 
2005. The two entities said that they, 
together with certain clients and 
their lawyer, have been summoned 
to answer charges before the Ghent 
Criminal Court over the way in which 
“a number of related Belgian clients” 
had repatriated their foreign assets. 
 
The charges include helping four 
members of the Engels family behind the 
eponymous building supplies company to 
allegedly move millions of euros from a 
secret Swiss bank account to the family’s 
KBC account, according to the Brussels 
Times. The prosecutor alleges that KBC 
failed to report suspicious activity on 
the money flowing from Switzerland to 
Belgium over a 13-year period.

Belgium prosecutes KBC Bank for 
alleged money laundering
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KeyCorp reports fraudulent activity
Cleveland-based KeyCorp 
disclosed in a regulatory filing to 
the US Securities and Exchange 
Commission on 16 July that it 
has discovered fraudulent activity 
associated with transactions 
conducted in the third quarter of 
2019 by a business customer of 
KeyBank National Association.

KeyCorp, which is the parent firm of 
KeyBank, is investigating the activity 
to determine the potential fraud, which 
is currently estimated at up to USD 90 
million, net of tax. The filing states that the 

ultimate financial impact “could be lower 
and will depend, in part, on the company’s 
success in its efforts to recover the funds.” 
KeyCorp plans to pursue all available 
sources of recovery and other means of 
mitigating the potential loss.

KeyCorp is working with the authorities and 
said it is limited in what it can disclose due 
to the ongoing investigation. Based on the 
company’s review of the circumstances of 
the fraudulent activity, KeyCorp said in the 
filing, it “believes this incident is an isolated 
occurrence involving a single business 
relationship.”

 

It is alleged that not all members of the 
Engels family paid taxes and fines when 
repatriating their money. Didier Engels, 
managing director of Engels, told the 
newspaper they denied all wrongdoing. 
KBC said that its specialists “thoroughly” 
reviewed the file at the time and that 
there were “enough elements” to 
conclude that there was no suspicion of 
money laundering.

Separately, the Belgian branch of Dutch 
bank ING has been fined EUR 350,000 
for failing to oversee and follow up on 
hundreds of thousands of dollars-worth 
of suspicious transactions by a Russian 
client from 2000 to 2013, the Brussels 
Times reported on 15 July. Belgium’s 
National Bank said ING Belgium had 
failed to oversee the activity of a Russian 
client and allowed him to remain a 
customer, the Brussels Times reported. 
ING Belgium was reportedly issued the 
penalty on 24 April.



Malta’s 
Satabank 
fined EUR 3 
million for AML 
compliance 
breaches 
Malta’s Financial Intelligence 
Analysis Unit (FIAU) fined Satabank 
EUR 3 million over widespread 
breaches of anti-money laundering 
rules, according to a report in the 
Times of Malta on 7 July. 

The Maltese bank was placed under 
the control of EY auditors after a joint 
inspection by the Malta Financial 
Services Authority (MFSA) and FIAU 
last year uncovered weaknesses in its 
AML controls. All 12,000 of Satabank’s 
accounts were frozen by the MFSA, 
with controlled releases effected by 
EY, according to local media reports. 
Satabank continues to operate under 
close supervision and is focused on 
returning funds to customers under the 
controlled release procedure instructed 
by the MFSA, a bank representative told 
the Times of Malta.

Sources at the regulator reportedly 
told MaltaToday that billions of euros 
passed through the bank in high-risk 
transactions, citing weak due diligence 
controls on the transactions. Over the 
past year, police and financial regulators 
have been combing through suspicious 
transactions that have potential links to 
fuel smuggling, drug trafficking and trade 
with sanctioned countries, the Times of 
Malta reported. The bank has the option 
to appeal the penalty in court. 
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Yacht rental fees allegedly used to 
launder illicit money in Montenegro
A Montenegro-moored yacht owned 
by Asti Services Ltd, a Belize-
registered company, may have been 
used to move money of dubious 
origin via inflated yacht rental fees, 
the Organised Crime and Corruption 
Reporting Project (OCCRP) reported 
on 3 July.

Between 2010 and 2012, Asti Services 
paid yacht moorage fees to Porto 
Montenegro, an exclusive marina on the 
Balkan nation’s Adriatic coast. Over that 
period, the company reported receiving 
yacht rental payments of EUR 3.1 million 
from two British Virgin Islands companies 
whose beneficial owner was allegedly a 
key organizer of the infamous Magnitsky 
tax fraud in Russia, the OCCRP reported. 
Documents and business associates 

of Asti Services indicate that Oxana 
Stalmakhova, the widow of deceased 
Russian lawmaker and former Federal 
Security Service officer Vladimir 
Stalmakhov, is behind the company.

The sum Asti reported collecting in 
rent was considerably more than 
the amount similar vessels yield in 
Montenegro, according to OCCRP. 
Asti’s yacht income appeared in 
records leaked from Ukio Bankas, a 
now-defunct Lithuanian bank that was 
a key cog in the Troika Laundromat. 
The laundromat allegedly enabled 
Russian oligarchs and politicians to 
funnel USD4.6 billion out of Russia 
from 2006 to 2013 through a network 
of shell companies set up by Troika 
Dialog, a Russian investment bank.

Pakistan authority targets trusts, 
charities and individuals suspected 
of terrorism financing involvement
Pakistan’s National Counter Terrorism 
Authority announced on 3 July that it 
had launched 23 cases against Hafiz 
Saeed and 12 associates for allegedly 
using five trusts to collect funds and 
donations for Lashkar-e-Taiba (LeT). 
The agency said in a statement that it 
had also targeted two banned LeT-
linked charities, Jamaat-ud-Dawa and 
Falah-i-Insaniat Foundation.

A senior counter-terrorism official reportedly 
told Reuters that “all the assets of these 

organizations and individuals will be 
frozen and taken over by the state,” in 
accordance with UN sanctions.

Pakistan plans to prosecute Saeed and 
his associates in antiterrorism courts 
on charges of terrorism financing 
and money laundering, according to a 
security official cited by The New York 
Times in a report published on 4 July. 
India and the US have blamed LeT 
for attacks in Mumbai that killed 166 
people in 2008. 



TECHNICAL UPDATES

UN Office on Drugs and Crime report on organised 
crime in Southeast Asia highlights the challenges
A new report entitled “Transnational 
Organized Crime in Southeast Asia: 
Evolution, Growth and Impact,” 
published on 18 July by the UN Office 
on Drugs and Crime (UNODC), has 
found that the profits generated by 
organised crime groups in Southeast 
Asia have reached unprecedented and 
even dangerous levels. 

“In many parts of Southeast Asia, the 
systematic payment of bribes at borders 
is as regulated as the payment of fees 
in official bureaucratic systems,” states 
the report. Corruption as well as money 
laundering through casinos are highlighted 
as significant challenges for the region. 
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Recent law enforcement efforts in some 
parts of the region and neighbouring 
regions have changed trafficking patterns, 
states the report, while at the same time 
large criminal groups have scaled-up and 
migrated operations to locations with weak 
governance, particularly to border areas. 

The most comprehensive study of organised 
crime in Southeast Asia by the UN in over 
five years, the report finds that synthetic 
drugs have become the most profitable illicit 
business in Southeast Asia as organised 
crime groups have innovated their business 
model and engineered an expansion of the 
methamphetamine market, which is now 
valued at up to USD 61.4 billion annually. 

“Organized crime groups are generating tens 
of billions of dollars in Southeast Asia from 
the cross-border trafficking and smuggling 
of illegal drugs and precursors, people, 
wildlife, timber and counterfeit goods,” 
explained UNODC regional representative, 
Jeremy Douglas.

Two Colombian businessmen charged in connection 
with Venezuela bribery scheme 
The US Department of Justice 
announced on 25 July that two 
Colombian businessmen, Alex Nain 
Saab Moran and Alvaro Pulido Vargas, 
have been charged for their alleged 
roles in laundering the proceeds of 
violations of the US Foreign Corrupt 
Practices Act (FCPA) in connection 
with a scheme to pay bribes to take 
advantage of Venezuela’s government-
controlled exchange rate. 

The indictment alleges that beginning 
around November 2011 until at least 
September 2015, Saab and Pulido conspired 
with others to launder the proceeds of an 
illegal bribery scheme from bank accounts 
located in Venezuela to and through bank 
accounts located in the US. Saab and Pulido 
allegedly obtained a contract with the 

Venezuelan government in November 2011 
to build low-income housing units and then 
took advantage of Venezuela’s government-
controlled exchange rate, under which US 
dollars could be obtained at a favourable 
rate, by submitting false and fraudulent 
import documents for goods and materials 
that were never imported into Venezuela and 
bribing Venezuelan government officials to 
approve those documents. 

The indictment seeks forfeiture in excess of 
USD 350 million representing the amount of 
funds alleged to be involved in the violation.

Separately, two former Venezuelan officials, 
Luis Alfredo Motta Dominguez, the former 
Venezuelan energy minister and head 
of the state-owned electricity company 
Corporacion Electrica Nacional (Corpoelec), 

and Eustiquio Jose Lugo Gomez, its former 
director, were indicted on 27 June by the US 
District Court in Florida for alleged bribery in 
awarding energy contracts.

The two officials are accused of awarding 
three Florida companies energy contracts 
from Corpoelec worth USD 60 million in 
exchange for bribes. The indictment follows 
guilty pleas by the businessmen in federal 
court to paying bribes to Corpoelec officials.

US Treasury secretary Steven Mnuchin 
announced on the same day that sanctions 
have been imposed on Motta and Lugo to 
block all property and interests in property 
and any entities they own or control. The 
sanctions prohibit any dealings by US 
persons involving any of the two men’s 
property or property interests.



The Countering 
Russian and 
Other Overseas 
Kleptocracy 
Act introduced 
in the US 
Two US Congressmen, Bill Keating 
and Brian Fitzpatrick, introduced 
the Countering Russian and Other 
Overseas Kleptocracy (Crook) Act 
on 18 July, which would establish 
an anti-corruption action fund to 
provide extra funding for reform in 
foreign countries and streamline 
the US government’s work building 
the rule of law abroad.

The bill proposes that the anti-
corruption action fund would be 
funded by 5 percent of the fines and 
penalties imposed under the US 
Foreign Corrupt Practices Act (FCPA). 
The legislation also establishes 
mechanisms to generate a whole-of-
government approach to US efforts 
to strengthen the rule of law abroad, 
which includes an interagency 
taskforce, the designation of embassy 
anti-corruption points of contact, and 
an online platform with access to anti-
corruption reports and materials.

“Russia and other authoritarian states 
have weaponized corruption, and 
exposing and countering that malign 
influence needs to be a priority. 
For too long, Russian President 
Vladimir Putin and other Russian 
politicians and oligarchs have acted 
with impunity, manipulating U.S. and 
European financial systems to move 
and disguise their ill-gotten gains,” 
stated Keating.
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Mexican prosecutors issue arrest 
warrant for former CEO of Pemex
Mexico’s attorney general’s office 
announced on 5 July that an arrest 
warrant had been issued for Emilio 
Lozoya, former chief executive of 
state owned oil company Petroleos 
Mexicanos (Pemex), and his 
family members. This follows an 
announcement from Mexico’s Finance 
Ministry in May that it had presented 
the attorney general’s office with three 
corruption charges against Lozoya 
since his time at the helm of Pemex, 
from 2012 to 2016.

Lozoya and his family are accused of 
taking USD 10 million worth of bribes from 

Brazilian construction company Odebrecht, 
in an investigation focused on money 
transfers from Altos Hornos de Mexico 
(AHMSA) to a shell company allegedly 
set up by Odebrecht to pay bribes. Alonso 
Ancira, chairman of AHMSA was detained 
in Spain in May and later released on bail. 

On 24 July, Lozoya’s mother Gilda Austin 
was arrested while on holiday in Germany. 
The attorney general’s office said that the 
arrest was related to Austin’s “probable 
responsibility in the commission of crimes 
involving operations using resources 
obtained from illicit sources and criminal 
association in the Odebrecht case.”

OECD tells Japan to step up foreign 
bribery enforcement
Japan must step up enforcement 
of its foreign bribery laws and 
strengthen the capacities of its law 
enforcement agencies to proactively 
detect, investigate and prosecute 
the foreign bribery offence, states a 
report published by the Organisation 
for Economic Co-operation and 
Development (OECD) Working Group 
on Bribery on 3 July.

The report notes that Japan has prosecuted 
only five bribery cases since 1999, in 
which 12 individuals and two companies 
have been sanctioned. The report follows 
the Phase 4 evaluation of Japan’s 
commitments under the Convention 
on Combating Bribery of Foreign Public 
Officials and concludes that some concerns 
identified in the previous rounds still need to 
be addressed. 

The report sets out recommendations, 
which include that Japan should:

• Improve legislation to increase the level 
of sanctions and the limitation period for 
foreign bribery;

• Broaden its framework for establishing 
nationality jurisdiction over legal persons; 
and

• Encourage agencies to become more 
proactive in tackling foreign bribery 
cases and ensure prosecutors conduct 
investigations independently.

The report highlights some positive 
developments, including legislative 
amendments and Japan’s development 
of a debarment policy for companies 
implicated in foreign bribery.
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Microsoft Corporation has agreed 
to pay the US Department of Justice 
(DOJ) and the Securities and Exchange 
Commission (SEC) USD 25.3 million to 
resolve violations of the Foreign Corrupt 
Practices Act (FCPA) in separate 
agreements, related to its operations 
in Hungary, Saudi Arabia, Thailand and 
Turkey.

The SEC and DOJ found that Microsoft 
Magyarország Számítástechnikai Szolgáltató 
és Kereskedelmi Kft (Microsoft Hungary), 
a wholly owned subsidiary of Microsoft 
Corporation, had used discounts on software 
licences to fund bribes intended for foreign 
officials from at least 2013 to 2015. Microsoft 

Hungary has entered into a three-year non-
prosecution agreement with the DOJ. 

The SEC’s order found that in Saudi 
Arabia and Thailand, two other Microsoft 
subsidiaries provided illegal gifts and travel 
benefits to government officials through 
a slush fund. The SEC also found that 
Microsoft’s subsidiary in Turkey provided an 
excessive discount to an unauthorised third 
party in a licensing transaction.

The USD 25.3 million penalty includes USD 
16.6 million in disgorgements of profits 
and associated interest and a USD 8.75 
million criminal fine against the Hungarian 
subsidiary. The DOJ gave Microsoft Hungary 

a 25 percent discount off the criminal fine for 
cooperating with the investigation and taking 
action to reform its business practices.

Microsoft Corp to pay USD 25.3 million to resolve FCPA 
violations related to operations in several countries  
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The SEC’s order found 
that in Saudi Arabia 
and Thailand, two other 
Microsoft subsidiaries 
provided illegal gifts 
and travel benefits to 
government officials 
through a slush fund

1MDB: film producer facing charges, Leissner banned 
from HK banking sector, and Deutsche bank probe 
The Malaysian Anti-Corruption 
Commission (MACC) announced on 
4 July that Riza Aziz, the stepson of 
former prime minister Najib Razak, has 
been arrested and will be charged for 
money laundering.

Riza, a co-founder of Red Granite Pictures 
Inc, is alleged to have siphoned money 
from state-owned sovereign wealth fund 
1Malaysia Development Bhd (1MDB) to 
finance films including “The Wolf of Wall 
Street.” Some of the money is alleged to have 
been used to buy property in the US. Red 
Granite Pictures Inc paid the US government 
USD 60 million to settle claims it benefited 
from 1MDB. Officials did not confirm 
whether the charges against Riza, who was 
released on bail, are linked to 1MDB.

Meanwhile, Hong Kong’s Securities and 
Futures Commission (SFC), announced on 
3 July that it has banned former Goldman 
Sachs banker Tim Leissner from re-entering 
the industry for life in connection with his 
crimes involving 1MDB. Goldman’s former 
Southeast Asia lead pleaded guilty to US 
charges in 2018 including conspiracy to 
money laundering and admitted to bribing 
officials in Malaysia and the United Arab 
Emirates to secure bond deals for Goldman. 
A US Court found Leissner guilty of both 
offences and confiscated USD 43.7 million. 

The SFC said Leissner’s conduct showed 
“a serious lack of honesty and integrity,” 
which called into question his suitability to 
be a licensed person. A Goldman Sachs 
spokesman said Leissner deliberately hid 

activities from the bank and repeatedly 
violated its policies and procedures.

In addition to this, according to a report in 
The Wall Street Journal on 10 July, the US 
Department of Justice (DOJ) is investigating 
whether Deutsche Bank AG violated foreign 
corruption or anti-money laundering laws, as 
part of a wider investigation into its dealings 
with 1MDB. Deutsche Bank’s connections to 
1MDB include helping to raise USD 1.2 billion 
in 2014 when concerns about the fund’s 
financial situation had started circulating. 

Unofficial sources are reported to have 
suggested that US prosecutors are looking 
into the involvement of Tan Boon-Kee, a 
former Goldman Sachs Group employee, 
who was later employed by Deutsche Bank. 

Photo: Reuters



The Organisation for Economic 
Co-operation and Development 
(OECD) Working Group on Bribery 
announced on 10 July that it has 
“serious concerns” about the revised 
anti-corruption legislation in Greece 
which could affect the way cases 
of corruption are investigated and 
prosecuted in the country. 

Greece amended the Criminal and 
Criminal Procedure Codes on 11 July, 
which has resulted in the main active 
bribery offence being converted from a 
felony to a misdemeanour, which is a less 
serious offence. The Working Group is 

“Serious concern” over amendments 
to criminal codes in Greece

concerned that this amendment may 
have “far-reaching ramifications,” which 
could include the closure of ongoing 
corruption-related investigations and 
prosecutions, to the possible hindrance 
of international cooperation in future 
cases and shorter limitations period. 

The Working Group has decided to 
conduct a supplementary evaluation 
of Greece with the Council of Europe 
Group of States against Corruption 
(GRECO) and depending on the results 
it may decide that further measures are 
necessary. A letter will also be sent to 
the Greek prime minister.

The former president of South 
Africa Jacob Zuma denied all 
allegations of corruption against 
him and declared that his close 
links to the Gupta brothers were 
not corruption-related, during 
his testimony before the Zondo 
Commission in Johannesburg 
on 15 July, which is investigating 
claims of state capture by Zuma 
during his nine years as president. 

Allegations against Zuma focus on the 
relationship with the Gupta family, three 
South Africa-based Indian brothers 
accused of winning large public 
contracts and unlawfully influencing 
government appointments. The Gupta 
brother are also reported to have 
employed several people close to Zuma, 
including his son. 

The judicial inquiry commission, headed 
by deputy chief justice Raymond Zondo, 
was announced by Zuma himself 
shortly before he was forced to resign 
in February 2018. Over the past ten 
months, it has heard testimonies on 
the systematic abuse of power that 
affected numerous institutions and 
public services in the country. 

After a week of questioning and threats 
to withdraw from the commission, 
Zuma is expected to continue testifying 
next month, after the commission’s 
legal team and Zuma’s lawyers reached 
a deal on the way forward. 

South Africa’s 
former president 
Jacob Zuma 
denies charges 
of corruption
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Kenyan finance minister arrested 
on suspicion of corruption 
Kenya’s finance minister Henry Rotich 
was arrested on 22 July on suspicion 
of financial misconduct related to the 
construction of two dams, following 
an investigation into the suspected 
misuse of funds in a project overseen 
by Italian construction company CMC 
di Ravenna.

Rotich subsequently pleaded not guilty 
in court to charges of corruption and 
has been released on bail. He is accused 
of violating procurement procedures in 
awarding the contract for the construction 
of the dams to CMC di Ravenna. Kenya’s 
presidency has since appointed labour 
minister Ukur Yatani as acting finance 
minister.

According to Kenya’s director of public 
prosecutions, Noordin Haji, the two dams 
were due to cost KES 46 billion, whereas 

the treasury borrowed KES 63 billion. 
Rotich is one of 26 individuals facing 
charges related to the project, which 
include conspiracy to defraud, receiving 
bribes and financial misconduct. Paolo 
Porcelli, the Italian director of CMC di 
Ravenna, has also been charged. 

The Kenyan authorities have requested 
assistance from Italy and Britain during 
the investigation. CMC di Ravenna has 
denied any wrongdoing.

Photo: The BBC



Moldova publishes second part of 
report on USD 1 billion bank fraud   
A new parliamentary commission 
tasked with investigating the USD 1 
billion bank fraud in Moldova published 
on 4 July a detailed audit of the case, 
which was finalised in March 2018. 
The report by a US-based corporate 
investigations firm is the second part of 
a detailed audit of how Moldovan banks 
agreed to massive loans without the 
appropriate oversight, which resulted in 
the collapse of the country’s three main 
lenders, Banca de Economii, Banca 
Sociala and Unibank, in 2014 and the 
disappearance of USD 1 billion from the 
banking system.

According to the report, money earned 
from the loans was laundered through 
accounts in Latvian banks, while smaller 
amounts were sent to banks in Russia or 
remained in Moldova to repay old loans. 

Aleksandr Slusari, chairman of the 
parliamentary commission, said the report 

was missing the most important item, 
namely the final list of those who had 
benefited from the disappearance of 
the funds and placed the blame on the 
prosecutor’s office for hiding it. 

Eduard Harunjen, Moldova’s prosecutor 
general, commented that the report 
did not include a list of beneficiaries 
and that some of its conclusions were 
not backed by evidence which raised 
doubts about the accuracy of the report. 
Harunjen has since resigned. 
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Paying bribes 
for public 
services
widespread in 
Africa, reports 
Transparency 
International 
The Global Corruption Barometer 
(GCB) published by Transparency 
International on 11 July has 
found that more than one in 
four people across 35 African 
countries and territories paid 
bribes last year to obtain access 
to public services. 

Furthermore, the report states that 
more than half of all respondents 
think corruption is getting worse 
in their country and that their 
government is doing a bad job 
at tackling corruption. In South 
Africa, 70 percent believe that the 
government is not doing enough, 
while the highest bribery rates were 
reported in the Democratic Republic 
of Congo. Overall, the police are seen 
as the most corrupt institution, with 
government and parliament ranking 
second and third.

The report puts forward 
recommendations for tackling 
corruption including better protection 
measures for whistleblowers, 
higher transparency of political 
party funding as well as the need to 
register shell companies. 

The GCB is based on the responses 
of 47,000 people, in 35 African 
countries and territories.

Ex-manager of China Shipbuilding 
Industry Corp jailed for corruption
Sun Bo, the former general manager 
of state-owned China Shipbuilding 
Industry Corporation (CSIC), was 
sentenced to 12 years in prison by 
the Intermediate People’s Court in 
Shanghai on 4 July for abuse of power 
and bribe taking, according to local 
media reports. Sun Bo was also fined 
CNY 800,000 and CNY 8.4 million, 
which was received through bribes 
and gifts, was confiscated. 

CSIC is one of the largest shipbuilding 
companies which, according to the South 

China Morning Post, “plays a lead role 
in the development and construction of 
naval vessels – including nuclear and 
conventional submarines and aircraft 
carriers” and helped develop and build the 
Type 001A, China’s first aircraft carrier.

Sun Bo was detained in January 2018 
for allegedly using his position to help 
individuals set up businesses to benefit 
from the CSIS’s commercial activities. It is 
alleged that as a result of these activities, 
“the state suffered huge losses,” according 
to a report by Xinhua news agency. 



The UK is failing to adequately tackle 
domestic corruption risks in areas 
such as business, education, elections 
and local government because 
officials are focusing their efforts 
on bribery overseas, according to a 
20-page report by the Fraud Advisory 
Panel (FAP) published on 2 July.

Research by the anti-fraud charity found 
that data on domestic corruption is not 
systematically collected and that there is no 
dedicated infrastructure or single agency in 
the UK with responsibility for taking the lead 
on policing domestic corruption. The FAP 
said there is no domestic equivalent to the 
National Crime Agency’s anti-corruption unit, 
which focuses on overseas corruption, and 
warned that “unchecked” conflicts of interest 
and austerity cuts in Britain may be fuelling a 
rise in corruption.

Experimental data from the Office of 
National Statistics shows that there were 
201 corruption cases in the two years to 

UK charity warns of lack of oversight 
over domestic corruption risks

June 2018, of which 84 percent involved 
misconduct in public office. However, 
only 16 percent were prosecuted under 
the Bribery Act, the report said.

“With most types of economic crime 
rampant, why would corruption be the 
exception? If UK companies commit 
bribery overseas, why would nothing 
similar occur at home? We add our voice 
to the growing chorus demanding a 
clear and positive commitment to ethical 
business, both at home and abroad,” 
David Clarke, chairman of the Fraud 
Advisory Panel, said.
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Former Rio 
de Janeiro 
governor 
admits bribing 
officials to 
host Olympics
Sergio Cabral, a former governor 
of Rio de Janeiro, who is currently 
serving a 197-year prison 
sentence as a result of several 
corruption cases, admitted on 4 
July to bribing nine International 
Olympic Committee (IOC) 
members concerning Rio’s bid to 
host the 2016 Summer Olympics 
and Paralympics. 

Cabral’s testimony accuses two 
individuals of devising the plan, 
namely Carlos Arthur Nuzman, the 
former head of the Brazil Olympic 
Committee, and Lamine Diack, the 
former head of the International 
Association of Athletics Federations 
(IAAF). Cabral claims that Diack 
guaranteed up to six votes for USD 
1.5 million and then offered to secure 
more votes for another USD 500,000. 

Prosecutors in Brazil charged Nuzman 
in 2017 with paying USD 2 million in 
bribes to secure Rio’s Olympic bid. The 
trial is ongoing. Diack has also been 
charged in Brazil. French prosecutors 
also indicted Diack and his son Papa 
Massata in June. 

An IOC spokesperson said on 5 July 
that “the IOC has turned the page 
with regard to good governance and 
in particular the procedure of the 
election of host cities.”

Research by the 
anti-fraud charity 
found that data on 
domestic corruption 
is not systematically 
collected 

Uzbekistan to investigate concerns 
over UNESCO grants, says OCCRP 
The Organized Crime and Corruption 
Reporting Project (OCCRP) reported on 
22 July that Uzbekistan’s Ministry of 
Culture is investigating grants provided 
by UNESCO for the management of two 
World Heritage sites over suspicions of 
possible corruption.

Uzbekistan’s deputy minister of culture, 
Kamola Akilova, is reported to have stated 
at a press conference that documents have 
been discovered that have raised concern 

about grants provided by UNESCO since 
1995 for the creation of a management 
plan for Samarkand and Bukhara and for 
the restoration of historical objects.

According to the OCCRP’s report the 
World Heritage Committee has previously 
expressed concern about some 
development projects in the region or 
within the sites themselves, particularly 
the destruction of houses to make way 
for private sector developments. 



TECHNICAL UPDATES

FIFA bans former general secretary of the Botswana 
Football Association for life over match-fixing 
The adjudicatory chamber of FIFA’s 
Independent Ethics Committee 
announced on 22 July that it has 
banned the former general secretary 
of the Botswana Football Association 
(BFA), Mooketsi Kgotlele, from football 
having been found guilty of accepting 
bribes in relation to the manipulation of 
international football matches.

Kgotlele was found to have breached Article 
12 (Bribery) of the 2006 edition of the FIFA 
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Code of Ethics and as such has been banned 
for life from all football-related activities at 
both national and international level. Kgotlele 
has also been fined CHF 50,000.

The investigation into Kgotlele, which 
began in September 2018, was prompted 
by an extensive match-fixing investigation 
involving attempts to manipulate 
international football matches for betting 
purposes by known Singapore-based match-
fixer, Wilson Raj Perumal.

3M Co discloses internal anti-corruption probe
3M Co disclosed in a regulatory filing on 
26 July that it is conducting an internal 
investigation into potential breaches of 
US anti-corruption laws by promoters 
of its products in China. In a 103-page 
quarterly report for the US Security and 
Exchange Commission (SEC) for the 
period ending 30 June, 3M said it had 
identified “issues” that raised concerns 
over travel activities, related funding 

and record keeping for marketing 
efforts by certain business groups 
based in China.

The US-listed company said it subsequently 
initiated an internal investigation to 
determine whether the expenditures had 
violated the US Foreign Corrupt Practices Act 
or other applicable anti-corruption laws. 3M 
is being advised by outside counsel and has 

hired a forensic accounting firm to assist 
with the probe.

3M’s quarterly filing states that the company 
voluntarily disclosed its investigation to both 
the SEC and Justice Department on 23 July. 
The company said it is cooperating with both 
US agencies, and that it “cannot predict at 
this time the outcome of its investigation or 
what potential actions may be taken.”

Report warns of high corruption risk in Turkmenistan
The Foreign Policy Centre, a British 
think tank, published a report entitled 
“Spotlight on Turkmenistan” on 12 
July, which provides an insight into the 
country’s failing economy and related 
risks to potential investors. The report, 
which was presented to the House of 
Commons on 15 July, warns investors 
of the high-risk of corruption and the 
lack of an independent judiciary. 

The report states that Turkmenistan is in the 
middle of an economic crisis aggravated by 
poor governance. The country is effectively 
dependent on gas purchases from China. 
China is also Turkmenistan’s largest lender, 
providing loans worth USD 10 billion to 
construct the Central Asia-China pipeline.

The report effectively dissuades Western 
companies from investing in Turkmenistan 

and recommends that the European Bank 
for Reconstruction and Development refrain 
from expanding its lending to the country. 

The report identifies the key risks as follows: 
endemic corruption and nepotism; high risk 
of non-payment for goods and services; 
insecurity of contracts; the lack of rule of law; 
and reputational risks from being associated 
with human rights abuses.



Former prime 
minister of 
Pakistan 
arrested on 
suspicion of 
corruption 
Former Pakistani prime minister, 
Shahid Khaqan Abbasi, was been 
arrested on 18 July on suspicion of 
corruption concerning a liquefied 
natural gas terminal project, the 
National Accountability Bureau said 
in a statement. 

The National Accountability Bureau is 
investigating Abbasi’s role in awarding 
of a contract to a liquefied natural gas 
company in Qatar in which Abbasi is 
alleged to be a shareholder. Abbasi has 
denied any wrongdoing. 

Abbasi’s arrest has prompted criticism 
from opposition parties that accuse 
the government of trying to silence 
its opponents. Abbasi’s Pakistan 
Muslim League-Nawaz (PML-N) party 
is reportedly in dispute with prime 
minister Imran Khan’s government.
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Honeywell 
International 
discloses 
bribery probe: 
US and Brazil 
US multinational conglomerate, 
Honeywell International Inc, 
announced in a regulatory filing 
with the US Securities and 
Exchange Commission (SEC) on 
18 July that it is being investigated 
by US and Brazilian authorities 
over possible violations of the 
US Foreign Corrupt Practices Act 
(FCPA) relating to its use of third 
parties in Brazil. 

In its SEC filing, Honeywell said the 
investigations focus on compliance with 
the FCPA and Brazilian anti-corruption 
laws “relating to our use of third parties 
who previously worked for our UOP 
business in Brazil in relation to Petróleo 
Brasileiro (Petrobras).” The filing states 
that the US Department of Justice 
and the SEC also are investigating 
a Honeywell subsidiary’s previous 
engagement with oil-services firm 
Unaoil SAM in Algeria.

Former Credit Suisse banker pleads guilty to receiving 
kickbacks in USD 2 billion Mozambique loan scheme
Former Credit Suisse Group AG 
managing director, Andrew Pearse, 
admitted to taking millions of dollars 
in kickbacks in a US federal court on 
19 July, as part of a scam involving 
USD 2 billion in loans to Mozambique 
state-owned companies.

Pearse, who made the admission as he 
pleaded guilty to wire fraud, is one of three 
Credit Suisse bankers charged in the case. 
Pearse admitted helping arrange bank 
loans to three companies – Proindicus 
SA, Mocambicana de Atum SA and 
Mozambique Asset Management – owned 

Zimbabwe 
tourism minister 
arrested by 
national anti-
corruption 
commission
Prisca Mupfumira, Zimbabwe’s 
environment, tourism and 
hospitality minister, was 
detained for 21 days on 25 July 
by prosecutors over corruption 
allegations. Mupfumira is the first 
senior government official to be 
charged with corruption since the 
new Zimbabwe Anti-Corruption 
Commission (ZACC) was re-
launched by president Emmerson 
Mnangagwa on 15 July to tackle 
corruption in the public sector. 

Chairperson of the ZACC, justice Loice 
Matanda Moyo, confirmed that the 
corruption charges were linked to a 
USD 95 million fraud at the National 
Social Security Authority (NSSA) during 
Mupfumira’s time at the ministry of 
public affairs, labour and social welfare.

and controlled by the Mozambican 
government in return for kickbacks. 
Pearse also admitted that he did not 
disclose to investors the kickbacks 
from Privinvest, an Abu Dhabi-based 
shipbuilding company that contracted with 
the Mozambican state-owned companies.



The European Commission announced 
on 17 July that it has decided to take the 
next step in an ongoing infringement 
procedure against Poland, by sending 
a reasoned opinion regarding the new 
disciplinary regime for Polish judges.

The infringement procedure launched in April 
is a reaction to the new disciplinary regime 
in Poland, which the Commission believes 
undermines the judicial independence of 
Polish judges and does not ensure the 
necessary guarantees to protect judges from 
political control, which is a requirement of 
the Court of Justice of the EU.

The Commission has concluded that 
Poland’s response to the arguments put 
forward in its letter of formal notice does 

EU takes next step in infringement 
procedure against Poland 

not alleviate the legal concerns and has 
therefore decided to move to the next 
stage of the infringement procedure. 
The Polish authorities now have two 
months to take the necessary measures 
to comply with the reasoned opinion. 
If Poland does not take appropriate 
measures, the Commission may decide 
to refer the case to the Court of Justice 
of the EU.

The World Bank announced on 17 July 
the 12-month debarment of Entrust 
Datacard Corporation (EDC), a US 
technology company, and its controlled 
affiliates, in connection with collusive 
practices as part of the Bangladesh 
Identification System for Enhancing 
Access to Services Project.

According to the World Bank, EDC engaged in 
collusive practices by modifying confidential 
draft bid specifications related to a contract to 
provide personalisation machines used in the 
production of identity cards and accessing 
questions from other bidders to narrow 
competition for the contract. EDC was the 
supplier of the personalisation machines on 

World Bank debars US company 
Entrust Datacard Corporation
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Euroclear 
reportedly 
refuses USD 2 
billion transfer 
from Angola’s 
sovereign 
wealth fund 
due to a lack of 
transparency
Belgium-based Euroclear, a 
clearing house for the Euromarket, 
has reportedly refused a USD 
2 billion transfer from Angola’s 
sovereign wealth fund to the 
central bank, due to a lack of 
transparency. The money had 
been earmarked for infrastructure 
projects and social services.

Euroclear’s decision could cast doubt, 
following an initial wave of optimism, 
on Angolan president João Lourenço’s 
anti-corruption reforms. Since taking 
office in September 2017, after 38 years 
of rule by José Eduardo dos Santos, 
Lourenço has sought to clean up the 
country’s image as one of the most 
corrupt on the continent.

Central to Lourenço’s high profile 
anti-corruption campaign has been the 
targeting of senior figures linked to the 
Dos Santos era, which culminated in the 
arrest of his son and former sovereign 
wealth fund head Filomeno dos Santos 
and his business partner on suspicion 
of trying to defraud the central bank. 
Both have since been released, without 
charge, contributing to concerns.

the contract. The company that won the 
contract and its main subcontractor have 
also been sanctioned for their part in the 
collusive scheme, the World Bank stated. 

Under the terms of the settlement, 
EDC will not be eligible for any World 
Bank-financed contracts for 12 months, 
followed by a period of conditional non-
debarment of up to nine months. The 
agreement provides for a reduced period 
of debarment in light of EDC’s limited 
role in the misconduct, cooperation 
with the investigation, its voluntary 
acknowledgment of misconduct, and the 
company’s proactivity in taking corrective 
action, including an internal investigation. 

The Polish authorities 
now have two months 
to take the necessary 
measures to comply



World Bank 
debars 
OOO Fides 
Solutions over 
uncontested 
proceedings 
On July 17, the World Bank’s 
Chief Suspension and Debarment 
Officer (SDO) imposed a three-
year debarment with conditional 
release on OOO Fides Solutions 
and Ravshan Rizametov over 
uncontested sanctions proceedings 
concerning accusations that the 
company and Rizametov engaged 
in a corrupt practice offering a 
thing of value to a World Bank 
staff member in an attempt to 
improperly influence their actions 
in connection with a future contract 
under the Uzbekistan Modernizing 
Higher Education Project.

OOO Fides Solutions and Rizametov 
did not submit an explanation to the 
SDO nor did they submit a response to 
the World Bank Group Sanctions Board 
within the period specified.  
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Dutch police 
infiltrated 
by criminals 
according to 
leaked report 
Dutch newspaper Algemeen 
Dagblad reported on 15 July that it 
has obtained a confidential police 
report according to which police 
divisions across the country have 
being infiltrated by organised 
crime, with 19 officers in Utrecht 
found to have ties to criminals.

The report states that dozens of 
police officers have been suspended 
or dismissed in recent weeks 
over offences and allegations of 
corruption in office, fraud, professional 
misconduct, breach of official secrecy, 
dereliction of duty and misuse of police 
computers. The recent sackings and 
suspensions are described in the report 
as “probably the tip of the iceberg.”

Jan Struijs, the chair of the Dutch police 
union NPD, told Algemeen Dagblad that 
the police need to do more to improve 
officers’ resistance to “surreptitious” 
overtures from organised crime.

Austria agrees to extradite Ukrainian businessman
On 25 June, the Austrian Supreme Court 
upheld a request to extradite Ukrainian 
businessman Dmitry Firtash to the US 
on Foreign Corrupt Practices Act (FCPA) 
charges. The final decision on whether 
Firtash will be extradited will be made 
by the Austrian minister of justice. 

In the same case, a judge for the US 
District Court in Illinois rejected a motion 
by Firtash to dismiss the criminal charges 
and concluded that a defendant could be 
liable for aiding and abetting or conspiring to 
commit a crime even if he or she is exempt 
from primary liability for that crime. 

Deputy 
chairman of 
the Russian 
national 
pension fund 
reportedly 
admits to 
bribery charges
According to a report by the 
Russian news agency TASS 
published on 11 July, the 
deputy chairman of the Russian 
Federation’s national pension fund 
(PFR), Alexei Ivanov, has admitted 
in court that he accepted a bribe in 
return for rigging a tender in favour 
of Russian IT company, Technoserv 
Management LLC.

Ivanov has reportedly resigned from his 
position at the PFR and is facing up to 
15 years in prison. Ivanov admitted to 
accepting at least USD 70,000 in bribes, 
according to Russian media. The senior 
figures at Technoserv that allegedly 
brokered the bribe have been detained. 

In 2013, Firtash was indicted for his alleged 
role in a conspiracy to bribe Indian public 
officials to secure licences for titanium 
mining and is accused of paying a bribe 
worth USD 18.5 million. The following year, 
Firtash was arrested in Austria at the request 
of US authorities.



Sarclad Ltd employees acquitted of 
bribery despite company DPA 
The UK’s Serious Fraud Office (SFO) 
announced on 16 July the acquittal 
of three former employees of Sarclad 
Ltd – Michael Sorby, Adrian Leek and 
David Justice – by a London jury of 
conspiracy to corrupt and conspiracy 
to bribe. The three men were found 
not guilty of conspiring with various 
agents to agree bribes in relation to 27 
separate overseas contracts for Sarclad 
Ltd, despite the company entering into a 
deferred prosecution agreement (DPA) 
with the SFO in July 2016 over the 
alleged violations. 

The acquittal is said to be the result of 
the SFO’s inability to show that Sarclad 
agents actually paid bribes to named 
and unknown individuals, according to 
court documents released alongside 

the acquittal notice. Sarclad admitted 
the charges of corruption and failure 
to prevent bribery in relation to the 
systematic use of bribes to secure 
contracts for the company between 
June 2004 and June 2012, which had a 
total value of over GBP 17 million. The 
terms of the DPA have now been met. 
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UK’s Serious 
Fraud Office  
opens 
investigation 
into De La 
Rue Plc over 
suspected 
corruption in 
South Sudan 

The UK’s Serious Fraud Office 
(SFO) issued a statement on 
23 July confirming that it has 
opened an investigation into the 
activities of UK-based banknote 
and passport printer the De La 
Group and associated persons 
over suspected corruption in 
South Sudan. 

The world’s largest commercial 
printer of passports issued a 
statement on the same day 
explaining that “Given the early stage 
of these matters, it is not possible 
to predict reliably what effect their 
outcome may have on De La Rue.” 
De La Rue was granted the contract 
to design and print the new currency 
of South Sudan after the country 
seceded from the north in 2011.

Former Unaoil exec pleads guilty 
to conspiracy on corrupt payments 
The UK’s Serious Fraud Office (SFO) 
announced on 19 July that Basil Al 
Jarah, Unaoil’s former partner in Iraq, 
has pleaded guilty to five charges of 
conspiracy to make corrupt payments 
relating to the award of contracts to 
supply and install single point moorings 
and oil pipelines in southern Iraq.  

The SFO’s investigation into Unaoil that 
began in March 2016 has also resulted in 
three others – Paul Bond, a former senior 
sales manager with SBM (Offshore); 
Ziad Akle, Unaoil’s territory manager for 
Iraq; and Stephen Whiteley, a former vice 
president of SBM (Offshore) and Unaoil’s 

general territories manager for Iraq, 
Kazakhstan and Angola – being charged 
with conspiracy to make corrupt payments. 
Their trial is due to begin on 13 January 
2020 at Southwark Crown Court.

The investigation into 
Unaoil that began in 
March 2016 has also 
resulted in three others 
being charged with 
conspiracy to make 
corrupt payments

Photo: The WSJ



Former Peruvian first lady targeted 
in corruption investigation
The home of the former Peruvian 
first lady Nadine Heredia, the wife 
of former president Ollanta Humala, 
was searched by prosecutors as part 
of investigations into alleged acts of 
corruption concerning the Gasoducto 
Sur Peruano (GSP) pipeline project, 
assigned to the Brazilian construction 
company Odebrecht, local media 
reported on 9 July. 

According to the Peru21 media outlet, the 
prosecution team said in a statement to 
the press that there was evidence from 
a protected witnesses that Heredia was 
linked to Odebrecht officials.

GSP is a 700-mile natural gas pipeline 
linking gas fields in central Peru to 
the southern coast and the contract 
was awarded in 2014 to a consortium 
including a Odebrecht subsidiary, 
Infraestructura del Transporte por Ductos. 
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Deutsche to pay EUR 175 million 
to settle Dutch corruption case 
Stichting Vestia, one of the largest 
Dutch housing organisations, 
announced on 12 July that Deutsche 
Bank has agreed to pay EUR 175 
million to settle claims that the 
German bank improperly sold Vestia 
interest rate derivatives. Vestia has 
therefore agreed to cancel the trial it 
had been pursuing against Deutsche 
Bank at the High Court of Justice in 
London since May 2019.

The case goes back to 2012, when 
Vestia suffered EUR 2 billion in losses 
relating to derivatives it had purchased 

from ABN Amro, Deutsche Bank and 
other major investment banks. Vestia 
claimed that Deutsche Bank either 
knew or suspected that some of the 
fees it paid to the Dutch company, 
First in Finance Alternatives, were used 
to bribe Vestia’s treasury and control 
manager Marcel de Vries. 

In 2018, both de Vries and derivatives 
trader Arjan Greeven were sentenced to 
prison for fraud and money laundering 
regarding the case. The Dutch Court 
ruled in that de Vries had received 
almost EUR 10 million over eight years. 

US Court of 
Appeals rules 
in Trump’s 
favour in 
corruption 
lawsuit 
The US Court of Appeals for the 
Fourth Circuit ruled on 10 July 
that president Donald Trump’s 76 
percent ownership in the Trump 
International Hotel was not in 
violation of “emolument clauses” 
in the constitution, which prohibits 
elected officials from receiving 
gifts, payments or other things 
of value. The three-judge panel 
questioned whether the case 
brought by the attorney generals 
of Maryland and the District of 
Columbia was an appropriate use 
of the courts, dismissing the case.  

The attorney general’s office in DC 
and Maryland sued Trump in June 
2017, arguing that when foreign, state, 
or local officials patronise Trump’s 
businesses, including the Trump 
International Hotel in downtown 
Washington, the president profits and 
receives a prohibited “emolument.” 

In a joint statement, Maryland’s attorney 
general Brian Frosh and DC attorney 
general Karl A. Racine said that they 
“have not and will not abandon our 
efforts to hold President Trump 
accountable for violating the Nation’s 
original anti-corruption laws.”

A separate emolument clause case 
against Trump is pending in a federal 
court in Washington, which has been 
filed by Democrats in the Congress.

In 2017, Humala and Heredia served 
nine months in prison, for money 
laundering and conspiracy to commit a 
crime for allegedly allowing Odebrecht 
to illegally contribute to Humala’s 
presidential campaigns in 2006 and 
2011. In May this year both were 
charged with corruption and money 
laundering and are awaiting trial.

Odebrecht has admitted paying USD 
800 million in bribes to win public 
contracts across Latin America, but not 
to paying bribes relating to the GSP.

Photo: Peru21



UN report on corruption scheme 
involving Guatemalan hospitals 
The Office of the Special Prosecutor 
Against Impunity of the Public 
Prosecutor’s Office, with the support 
of the United Nation’s International 
Commission against Impunity in 
Guatemala (CICIG), announced on 
16 July that it has carried out judicial 
proceedings relating to a corruption 
case involving public officials within the 
Ministry of Health who are alleged to 
have embezzled nearly USD 67.3 million 
from the treasury that was meant to be 
used to rebuild hospitals damaged by 
the 2012 Guatemalan earthquake. 

The organised crime ring, comprised of 
over 50 people, allegedly took kickbacks 
from construction and medical supply 
groups and created jobs in exchange for 
political favours or ghost roles that were 
never filled in order to perpetuate the 

scheme. The operation is alleged to have 
been led by former presidential candidate, 
Luis Fernando Pérez Martínez and former 
minister of health Jorge Villavicencio 
Álvarez, who according to the CICIG’s 
report created the scheme with his 
daughter Cándida Saraí Villavicencio 
Delgado. The CICIG and the Special 
Prosecutor’s Office have issued 29 arrest 
orders and 84 requests to appear in court 
in connection with the case.
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Italy investigates allegations of illicit 
Russian funding of the League party
Italian prosecutors have opened an 
investigation into allegations of illicit 
party funding from Russia, following 
media reports of a secret meeting 
in October 2018 between Russian 
officials and representatives of the far-
right League (La Liga) party, according 
to media reports in July citing sources 
close to the case. 

The inquiry was reportedly launched in 
February, following an investigation by 
L’Espresso magazine which found evidence 
of an alleged plan by several Russian 
businessmen to sell three million tons of 
fuel to an Italian oil company, with profits 

being diverted to the League party. Party 
leader Matteo Salvini, who serves as both 
deputy prime minister and home affairs 
minister, has denied that his party received 
any money from Moscow.

Reuters reported on 11 July that the League 
party’s spokesperson declined to comment 
on news of the judicial investigation. Putin 
visited Rome on 4 July and told media 
that he was “in constant contact” with the 
League party. Salvini himself has previously 
stated that he favours closer relations with 
Russia and has stepped up his previous 
calls for an end to EU sanctions on Russia 
over its actions in Ukraine.

Spain’s National Court has charged 
Banco Bilbao Vizcaya Argentaria 
(BBVA) with corruption for 
allegedly contracting disgraced ex-
police chief Jose Manuel Villarejo 
to spy on journalists, politicians and 
businesspeople, DW reported on 
29 July. Earlier in July, prosecutors 
placed nine of the bank’s former 
or current managers under formal 
investigation in the same case.   

The bank allegedly hired Villarejo’s 
business intelligence firm, Grupo 
Cenyt, in 2004 to investigate officials 
of construction firm Sacyr as part of 
efforts to block Sacyr’s unsuccessful 
bid to take over BBVA. Villarejo, 
who has been in jail since 2017, is 
suspected of having blackmailed, 
threatened and wiretapped individuals 
for decades on behalf of Cenyt clients.

Prosecutors have accused some BBVA 
executives of awarding contracts to 
Cenyt in exchange for gifts. Among 
those probed are former chief operating 
officer Angel Cano. In January, BBVA 
admitted it had previously used Cenyt’s 
services and had launched an internal 
investigation in June 2018 into the 
services rendered. The bank said it had 
not “found any paperwork reflecting 
any monitoring or tapping of private 
communications” in its initial probe, 
according to AFP. Executive chairman 
Francisco Gonzalez resigned in March 
in response to the scandal.

Spanish 
authorities 
charge 
BBVA with 
corruption

The operation is 
alleged to have 
been led by a former 
presidential candidate 
and the former 
minister of health



The governments of the E3+2 (France, Germany, the 
UK, Russia and China), and Iran met on 28 June, under 
the framework of the Joint Commission of the Joint 
Comprehensive Plan of Action (JCPOA), to announce the 
implementation of the special purpose vehicle INSTEX, 
as well as accelerated cooperation with the Iranian 
correspondent entity (STFI - Special Trade and Finance 
Institute). Russia has also indicated its intention to 
cooperate with the EU on INSTEX to boost trade with Iran. 

Despite the launch of INSTEX, after months of warnings, Iran 
announced on 7 July that it would begin enriching uranium beyond 
the 3.67 percent limit set in 2015. Iran’s deputy foreign minister 
Abbas Araghchi declared that the country would keep reducing its 
commitments every 60 days unless the JCPOA signatories protect 
the country from US sanctions. He added that recent measures 
were “reversible” if EU countries responded effectively. The breach 
of the uranium enrichment limit was confirmed by International 
Atomic Energy Agency (IAEA) inspectors a day later.

In a joint statement by the E3 and the high representative on 9 July, 
the JCPOA signatories expressed their “deep concern that Iran is 
pursuing activities inconsistent with its commitments under the 
JCPOA” and called on the country “to act accordingly by reversing 
these activities and returning to full JCPOA compliance without 
delay.” EU high representative Federica Mogherini said on 15 July 
that Iran’s breaches can be “reversed” and called on the country 
to “go back to full compliance.” Meanwhile, during a visit to New 
York on 18 July, Iranian foreign minister Mohammad Javad Zarif 
offered to allow enhanced inspections of its nuclear programme, 
which implies that Iran would be willing to ratify the IAEA Additional 
Protocol on extended nuclear inspections four years ahead of 
schedule. In return, Iran said that it would expect the US to lift 
sanctions. 

Meanwhile, in the aftermath of the attacks on two oil tankers in 
the Gulf of Oman in early June, tensions have escalated further. 
On 4 July the Iranian oil tanker Grace 1 was detained during an 
operation to uphold EU sanctions on Syria, which was led by the 
government of Gibraltar with support from the UK Navy Marines. 
On 13 July, then British foreign secretary Jeremy Hunt explained 
that “the decision to detain Grace 1 was related to the destination 
of the vessel, and not to its origin” and that the UK would facilitate 
its release following due process in Gibraltar’s courts if Iran could 

Iran: INSTEX operational, US imposes new sanctions on 
entities and individuals, and tensions escalate further
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guarantee that Grace 1 would not transport its oil to Syria. The 
investigation into the suspected breaches is ongoing. In response to 
the UK’s actions, on 19 July Iranian authorities seized the British-
flagged vessel Stena Impero and its 23 crew members in Omani 
waters and steered it towards Iran’s military port of Bandar Abbas. 
Jeremy Hunt declared that the seizure was “in clear contradiction 
with international law” and constituted “an act of state piracy.” 

In addition to this the US Department of the Treasury’s Office of 
Foreign Assets Control (OFAC) announced on 18 July that it has 
frozen the assets of seven entities and five individuals, based in Iran, 
China and Belgium, alleged to be involved in an illegal global network 
of procurement of sensitive nuclear materials for Iran’s Centrifuge 
Technology Company (TESA). Treasury secretary Steven Mnuchin 
stated that the network had leveraged “China and Belgium-based 
front companies to acquire critical nuclear materials.” The seven 
designated entities include the Iranian firm Bakhtar Raad Sepahan, 
its Belgian office Tawu Mechanical Engineering and Trading 
Company, the Chinese company Henan Jiayuan Aluminium Industry 
Co Ltd, the Iranian company Tamin Kalaye Sabz Aras Company, 
as well as the Chinese companies Sanming Sino-Euro Import and 
Export Co Ltd, Suzhou A-One Special Alloy Co Ltd, and Suzhou 
Zhongsheng Magnetic Industry Co Ltd. 

On 16 July, the Department of Justice (DOJ) announced the 
extradition of Behzad Pourghannad, an Iranian national, and the 
unsealing of an indictment against two others, Ali Reza Shokri and 
Farzin Faridmanesh, for exporting carbon fibre, which can be used 
in the enrichment of uranium. Between 2008 and 2013, the three 
Iranian nationals allegedly worked together to procure carbon fibre 
from the US and export it covertly to Iran via third countries.

On 19 July, Iranian citizen Mahin Mojtahedzadeh pleaded guilty to 
conspiring to violate the International Emergency Economic Powers 
Act and the Iranian Transactions and Sanctions Regulations, by 
exporting gas turbine parts from the US to Iran. As president and 
managing director of ETCO-FZC, Mahin admitted to working with 
companies in Canada and Germany to evade sanctions. 

The OFAC published an advisory on 23 July on the impact of the 
Iran sanctions on the civil aviation industry. The advisory provides 
information on Iranian commercial airlines, which according to OFAC 
play an integral role supporting the Iranian Revolutionary Guards 
Corp – Qods Force and its regional proxies. 



The US State Department said in a 26 
July statement that it has imposed 
sanctions on four sub-entities owned 
by the Cuban military for breaching 
human rights and supporting 
Venezuela’s “corrupt” government. 
The additions to the US government’s 
Cuba Restricted List came into effect 
on 26 July and coincide with the 
sixtieth anniversary of the Cuban 
revolution. 

The United States maintains a 
comprehensive economic embargo on 
the Republic of Cuba. “The Department 
remains committed to ensuring US funds 
do not directly support Cuba’s state 
security apparatus, which not only violates 
the human rights of the Cuban people, but 

US designates Cuban officials and 
entities over human rights violations
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Brazil’s Petrobras ordered to refuel 
US-sanctioned Iranian vessels 
Brazilian state-run oil company 
Petroleo Brasileiro (Petrobras) 
has refuelled two Iranian vessels 
after being ordered to do so by 
Brazil’s Supreme Court on 25 
July, Reuters reported. Petrobras 
had earlier refused to refuel the 
two Iranian vessels, Bavand and 
Termeh, because they are subject 
to secondary US sanctions. The 
oil company’s decision had been 
backed by a lower Brazilian court 
but was overturned by the top court.

In his decision, chief justice Dias Toffoli 
said the vessels are under contract to 
Brazilian company Eleva Química, which 
is not covered by US sanctions, and so 

also exports this repression to Venezuela 
to support the corrupt Maduro regime,” 
the US State Department said.

In a separate statement, US secretary 
of state Michael Pompeo said his 
department had imposed travel 
bans on certain Cuban officials and 
other individuals responsible for the 
“exploitative and coercive” treatment of 
medical professionals involved in the 
Cuban government’s overseas medical 
missions programme. The practices 
include compelling Cuban doctors and 
nurses to work long hours, reside in 
unsafe areas and “advance the regime’s 
political agenda.” The US visa restrictions 
“could include” immediate family 
members of the listed individuals.

should be refuelled and return to Iran, 
Algemeiner reported on 25 July. The 
vessels, which had been stranded at the 
Brazilian port of Paranagua for more than 
50 days, will travel to Iran carrying 100,000 
tonnes of corn worth approximately USD 
26.5 million.

The Bavand and Termeh are among five 
Iranian vessels, all of which are on the 
US sanctions list, that are testing a new 
trade route to bring urea to Brazil and 
return to Iran with corn. The other three 
Iranian vessels are MV Delruba, Ganj 
and Daryabar. US sanctions against Iran 
prohibit purchases of petrochemical 
products like urea, but permit the sale of 
food to Tehran. 

US OFAC 
designates 
Vietnam-
based 
representative 
of North 
Korea’s 
munitions 
department
The US Treasury Department 
announced in a statement on 
29 July that its Office of Foreign 
Assets Control has imposed asset 
freezes on Kim Su Il, a North 
Korean individual who works from 
Vietnam for an entity involved in 
Pyongyang’s missile programme, 
which is subject to US sanctions. 

Kim was assigned to Ho Chi Minh 
City in 2016 by the Munitions Industry 
Department (MID), a Workers’ 
Party of Korea subordinate that is 
designated by the United States and 
United Nations for its involvement in 
key aspects of North Korea’s missile 
development programme. 

The North Korean national was 
tasked with performing economic, 
trading, mining and shipping activities 
associated with the MID’s business 
activities. From early 2019, Kim 
was responsible for a range of 
trade activities that earned foreign 
currency for North Korea, the Treasury 
Department said. This included helping 
North Korea to import Vietnamese 
products and to export anthracite coal 
and titanium ore concentrate.



OFAC designates four individuals for serious human 
rights abuses or corruption in Iraq 
The US Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) 
designated on 18 July two militia 
figures, Rayan al-Kildani and Waad 
Qado, and two former Iraqi governors, 
Nawfal Hammadi al-Sultan and Ahmed 
al-Jubouri, pursuant to Executive Order 
13818, which implements the Global 
Magnitsky Human Rights Accountability 
Act and targets those responsible 
for serious human rights abuse and 
corruption.

Al-Kildani is the leader of the 50th 
Brigade militia, which according to OFAC 
systematically looted homes in Batnaya and 
illegally seized and sold agricultural land. The 
local population has also allegedly accused 
the 50th Brigade militia of intimidation, 
extortion, and harassment of women.  

Qado is the leader of the 30th Brigade militia, 
which according to OFAC extracted money 
from the population around Bartalla, in 
the Ninewa Plain, through extortion, illegal 
arrests, and kidnappings. The 30th Brigade 
has frequently detained people without 
warrants, or with fraudulent warrants, and 
has charged arbitrary customs fees at its 
checkpoints, and members of the local 
population allege that the 30th Brigade has 
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been responsible for egregious offenses 
including extortion, kidnapping, and rape.

Al-Sultan is a former governor of Ninewa 
Province, who is accused of negligence 
and dereliction of duty, and is suspected 
of misusing funds and abusing his power. 
In 2017, the UN Development Program 
suspended reconstruction projects after 
multiple allegations of siphoning off funds. 

Al-Jubouri, also known as Abu Mazin, is a 
former governor of Salah al-Din, Iraq, and 
current member of parliament. Al-Jubouri 
was removed as governor and sentenced 
to prison in 2017 for misusing funds and 
appropriating land for personal use. Al-
Jubouri has been known to protect his own 
interests by accommodating Iran-backed 
proxies that operate outside of state control.

OFAC designates senior Hizballah operator, which 
includes the imposition of secondary sanctions 
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) designated a senior member 
of Hizballah’s External Security 
Organization (ESO) on 19 July, which 
is responsible for the planning, 
coordination, and execution of terrorist 
attacks outside of Lebanon. Salman 
Raouf Salman has been designated 
for acting for or on behalf of Hizballah, 
according to Executive Order 13224, 
which targets terrorists and those 
providing support to terrorists. 

The OFAC alleges, amongst other things, that 
Salman had a direct role in a recent terrorist 

plot targeting civilians in Chile and Peru, 
which was disrupted by security services. 
Salman is also believed to have “coordinated 
a devastating attack in Buenos Aires, 
Argentina, against the largest Jewish centre 
in South America 25 years ago” and to have 
“directed terrorist operations in the Western 
Hemisphere for Hizballah ever since.” The 
OFAC’s designation follows the government 
of Argentina’s move to designate Salman 
on 18 July. Salman is also the subject 
of an Interpol Red Notice. Alongside the 
designation by OFAC, the US Department of 
State announced a Rewards for Justice (RFJ) 
reward offer of up to USD 7,000,000 for the 
identification or location of Salman. 

As a result of Salman’s designation, all 
property and interests in property are in the 
United States or in the possession or control 
of US persons must be blocked and reported 
to OFAC. In addition to this, OFAC has also 
imposed secondary sanctions on Salman 
pursuant to the Hizballah Financial Sanctions 
Regulations, which means that OFAC can 
prohibit or impose strict conditions on 
the opening or maintaining in the US of a 
correspondent account or a payable-through 
account by a foreign financial institution that 
knowingly facilitates a significant transaction 
for Hizballah, or a person acting on behalf of 
or at the direction of, or owned or controlled 
by, Hizballah.



On 22 July, the US Department of 
State issued sanctions against Zhuhai 
Zhenrong Company Limited (ZZCL) 
and its chief executive Youmin Li for 
knowingly purchasing oil from Iran, in 
violation of US sanctions. As a result, 
both the company and its CEO will 
have their US-based property and 
interest in property blocked and will 
no longer be allowed to take part in 
foreign exchange, banking or property 
transactions under US jurisdiction. 
Moreover, Youmin Li has been banned 
from entering the US and has been 
added by the Department of Treasury 
to its list of specially designated 
nationals and blocked persons.  

According to an official statement made 
by US secretary of state Mike Pompeo, 
ZZCL “knowingly engaged in a significant 
transaction for the purchase or acquisition 
of crude oil from Iran,” which took place 
after the expiration of China’s Significant 
Reduction Exception (SRE) on 2 May 2019 
and was therefore not covered by the 
SRE. Pompeo added that “all entities must 

US sanctions Chinese firm and its 
CEO over Iran sanctions violations 

do their diligence and stay well clear of 
sanctioned Iranian entities and sectors. 
No company or nation should be willing 
to expose itself to the possibility of 
supporting Iran’s Islamic Revolutionary 
Guard Corps or the regime’s regional 
proxies.”

The Chinese ministry of foreign affairs 
announced in a press briefing that they 
opposed “the bullying and sanctions by the 
US of China’s enterprises and individuals.” 
It is the second time the US has imposed 
sanctions on ZZCL, the main importer 
of Iranian oil into China and a company 
known for its close ties to Iran.
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US will impose visa restrictions on 
Nigerians that undermine democracy
The US Department of State 
announced on 23 July that it will 
impose visa restrictions on Nigerians 
believed to be responsible for, or 
complicit in, undermining democracy 
in Nigeria during in the elections held 
in February and March 2019. 

The actions announced by the Department 
of State are specific to certain individuals 

and are not directed at the Nigerian 
people or the newly elected government. 
“This decision reflects the Department 
of State’s commitment to working with 
the Nigerian government to realize 
its expressed commitment to end 
corruption and strengthen democracy, 
accountability, and respect for human 
rights,” explains the Department of 
State’s press release. 

US Senate 
Committee 
advances 
Saudi Arabia 
sanctions bill  

The US Senate Foreign 
Relations Committee approved 
the Bipartisan Saudi Arabia 
Accountability and Yemen Act 
of 2019 on 25 July, which would 
suspend arms sales and would 
mandate certain sanctions against 
Saudi Arabia for the murder of 
Jamal Khashoggi and the country’s 
role in the civil war in Yemen.  

Measures in the bill include: 

• The US government may not sell, 
transfer or authorise licences for 
arms export to Saudi Arabia;

• No federal funds will be used to 
provide in-flight refuelling of Saudi 
or Saudi-led coalition non-US aircraft 
conducting missions in Yemen;

• US authorities to work on a strategy 
to end the war in Yemen and prepare 
a report on accountability for 
violations of international law; and

• Sanctions to be imposed on those 
who are found to have provided 
support for the Houthis movement in 
Yemen and its successor entities.

Sanctions would include asset 
freezing, visa and admission bans, 
exclusion from the US, as well as 
denial of certain transactions or 
penalties in line with International 
Emergency Economic Powers Act. 

Pompeo added that 
“all entities must do 
their diligence and 
stay well clear of 
sanctioned Iranian 
entities and sectors”



New lawsuit filed against Standard 
Chartered concerning Iran sanctions
Whistleblowers have accused 
Standard Chartered plc of handling 
USD 56.8 billion in transactions with 
entities allegedly linked to Iran, in a 
new civil suit filed in a US court on 
18 July, which claims that the bank 
cleared more transactions than 
previously known in violation of Iran 
sanctions.

It is alleged that Standard Chartered closed 
billions of dollars more in transactions 
between 2009 and 2014 than the US 
government used as the basis for the 
settlement agreed with the bank in April, 
states a Financial Times report. 

The whistleblowers, a former Standard 
Chartered employee and a US currency 
trader, claim that the bank “used its 
resources to help terrorists to kill and 

wound American, British and other coalition 
military personnel and thousands of 
innocent civilians” by allowing Iran-linked 
entities access to the international financial 
system.

Standard Chartered states that the claim 
“is baseless and contains many of the 
same inaccuracies and false allegations 
as the realtor’s previous suit,” which was 
dismissed in 2017. 
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Turkey sends 
navy to 
protect drilling 
operations 
and EU 
approves 
punitive 
measures
Turkey’s Ministry of National 
Defense said on 23 July that it had 
sent combat boats and submarines 
to accompany drilling vessels 
operating off the coast of Cyprus, 
despite warnings from the EU that 
its exploration activities are illegal. 

The EU Council stated on 15 July 
that ministers had approved punitive 
measures against Turkey after it 
ignored EU warnings and deployed two 
ships to search for natural gas in Cypriot 
territorial waters. Turkey continued 
drilling operations west of Cyprus and 
launched a second drilling operation 
northeast of Cyprus despite the EU’s 
repeated calls for Turkey to cease its 
activities in the Eastern Mediterranean.

The European Council has invited the 
European Investment Bank to review its 
sovereign-backed lending activities in 
Turkey and has endorsed the European 
Commission’s proposal to reduce 
pre-accession assistance to Turkey 
for 2020. The Council has agreed “not 
to hold the Association Council and 
further meetings of the EU-Turkey 
high-level dialogues for the time being.” 
The Council has also suspended 
negotiations on the Comprehensive Air 
Transport Agreement.

US has no timetable for sanctioning 
Turkey over Russian missile system
US secretary of state Mike Pompeo 
has urged Turkey not to make its 
missile defence system “operational” 
or face further sanctions. The White 
House banned Turkey from purchasing 
F-35 fighter jets from the US on 17 
July after Turkey purchased an S-400 
missile defence system from Russia. 
However, in a closed-door meeting 
on 23 July, Trump is reported to have 
indicated to Republican lawyers that 
he would prefer not to sanction Turkey 
over the S-400 system.

Under legislation passed by Congress 
and signed into law in 2017, the Trump 
administration is should sanction Turkey 

for purchasing the Russian military 
equipment, NBC reported on 24 July. 
However, the White House is not yet 
prepared to implement the sanctions on 
Turkey already mandated by Congress 
and has instead switched its focus to the 
activation rather than the acquisition of 
the missile system. Spokesperson for 
the State Department, Morgan Ortagus 
told reporters on 25 July that there is “no 
timetable” for sanctions, which would be 
a “very, very serious action.” 

On 29 May, Ortagus, stated at a press 
briefing that “Turkey will face very real 
and very negative consequences if it 
completes the delivery of the S-400.” 

Photo: The Guardian



US sanctions update on Venezuela: OFAC designates 
officials, corruption network, and Cuban oil company
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 27 June that it 
has designated two members of the 
Maduro regime pursuant to Executive 
Order (EO) 13692, Luis Alfredo Motta 
Dominguez and Eustiquio Jose Lugo 
Gomez, for continuous engagement in 
“significant corruption and fraud to the 
detriment of the people of Venezuela.” 
Motta Dominguez is the former minister 
of electric power and former president 
of the National Electric Corporation 
(CORPOELEC). He is currently a major 
general of the Bolivarian National 
Guard. Lugo Gomez is a deputy minister 
of finance, investment, and strategic 
alliances for the Ministry of Electric 
Power, and is also a brigadier general. 
According to the OFAC, the two officials 
used their positions to illegally enrich 
themselves and contributed to the 
electricity crisis in Venezuela. 

On 28 June, OFAC also designated Nicolas 
“Nicolasito” Ernesto Maduro Guerra pursuant 
to EO 13692, for being an official in the 
illegitimate government of his father, Nicolas 
Maduro Moros. Maduro Guerra has been a 
member of the illegally-established National 
Constituent Assembly of Venezuela since 
2017, according to OFAC, having served as 
the head of the Corps of Inspectors of the 
Presidency before that. Maduro Guerra is also 
accused of being involved in propaganda and 
censorship efforts, has profited illegally from 
Venezuela’s mining resources and helped to 
devise a strategy to prevent humanitarian aid 
from entering Venezuela. 

On 11 July, OFAC designated Venezuela’s 
General Directorate of Military 
Counterintelligence, or La Dirección General 
de Contrainteligencia Militar, or the DGCIM, 
pursuant to EO 13850. DGCIM is accused of 
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the brutal treatment of navy captain Rafael 
Acosta Arévalo, who was detained for an 
alleged plot against Nicolas Maduro on 21 
June and died in custody eight days later. 

In connection with the death of Acosta, 
OFAC then announced on 19 July that it has 
designated four DGCIM officials pursuant 
to EO 13850 for systematic human rights 
violations. Those designated are division 
general Rafael Ramón Blanco Marrero, 
colonel Hannover Esteban Guerrero Mijares, 
major Alexander Enrique Granko Arteaga, and 
colonel Rafael Antonio Franco Quintero. 

On 25 July, OFAC sanctioned five Colombian 
nationals (Alex Nain Saab Moran, Shadi 
Nain Saab Certain, Isham Ali Saab Certain, 
Alvaro Enrique Pulido Vargas, Emmanuel 
Enrique Rubio Gonzalez), Maduro’s stepsons 
(Emmanuel Enrique Rubio Gonzalez, Yosser 
Daniel Gavidia Flores and Yoswal Alexander 
Gavidia Flores) and Yosser’s wife, as well as 
the former minister Jose Gregorio Vielma 
Mora. All of those designated are alleged to 
have played a role in setting up a network of 
front and shell companies to orchestrate “a 
vast corruption network” that has enabled 
Maduro “to significantly profit from food 
imports and distribution in Venezuela.” The 
following companies were also designated or 
blocked: Asasi Food FZE; the Hong Kong-
registered Group Grand Limited; the Mexico-
registered Group Grand Limited S.A. de C.V.; 
the UAE-registered Group Grand Limited 
General Trading and Silver Bay Partners FZE; 
Turkish company Mulberry Proje Yatirim 
Anonim Sirketi; Seafire Foundation, Multitex 
International Trading, S.A., Clio Management 
Corp. and Global Structure S.A. in Panama; C I 
Fondo Global De Alimentos LTDA in Colombia 
and the US-based Sun Properties LLC.

Saab and his partners reportedly benefited 
from overpriced contracts including from 

Venezuela’s food subsidies programme, 
the Local Committees for Supply and 
Production (CLAP), which was used as a 
form of social control through corruption by 
Maduro’s close allies. Since 2009, Saab and 
his business partner, Alvaro Enrique Pulido 
Vargas started doing business with Maduro’s 
stepsons and their cousin Malpica (already 
designated) which granted them access to 
significant contracts. Since the start of the 
CLAP programme, Saab and Pulido allegedly 
used companies they owned or controlled 
to maximise profits for themselves and pay 
bribes for other illegal deals.

Separately, on 3 July, OFAC designated 
Cubametales, the Cuban state-run oil 
company, pursuant to EO 13850, for its 
continued importation of oil from Venezuela. 
OFAC also delisted Italian company PB 
Tankers S.p.A. (PB Tankers) and unblocked 
six of its vessels, which was designated 
in April 2019 for operating in the oil sector 
of the Venezuelan economy. According to 
OFAC, following its designation, PB Tankers 
terminated its charter agreement with 
Cubametales and took additional steps to 
increase scrutiny of its business operations. 
As a result, the company’s property and 
transactions have been unblocked. According 
to Treasury secretary Steven T. Mnuchin, 
the decision to remove restrictions on PB 
Tankers S.p.A “is a reminder that positive 
changes in behaviour can result in the lifting 
of sanctions.”



UK halts issuing export licences for military goods that 
might be used in the conflict in Yemen 
The UK’s Export Control Joint Unit 
(ECJU) issued a notice on 17 July 
explaining that, following the Court of 
Appeal’s judgment in Campaign Against 
the Arms Trade v. Secretary of State for 
International Trade, it will not be granting 
any new open general export licences 
(OGELs) for certain military exports to 
Saudi Arabia, UAE, Kuwait, Bahrain, or 
Egypt that might be used in the conflict 
in Yemen.

New registrations for the following OGELs 
have been stopped: PCBs and components 
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US issues new EO on Mali, UN adds to sanctions list 
US president Donald Trump issued a 
new Executive Order (EO) “Blocking 
Property and Suspending Entry of 
Certain Persons Contributing to 
the Situation in Mali,” which targets 
individuals and entities that undermine 
democratic processes or institutions in 
Mali, as well as those that threaten the 
peace, security, or stability of Mali.

The EO authorises OFAC, in consultation 
with the Department of State, to impose 
sanctions on Malian individuals and entities 
deemed to be responsible for or complicit in: 

• Actions or policies that threaten the peace, 
security, or stability of Mali;

• Actions or policies that undermine 
democratic processes or institutions;

• Attacks against international peacekeepers 
or Malian forces;

• Obstructing the delivery or distribution of, 

or access to, humanitarian assistance;

• Acts that violate international humanitarian 
law or that constitutes a serious human 
rights abuse or violation;

• Trafficking of narcotics, persons or arms; or

• Transactions involving bribery or other 
corruption, such as the misappropriation 
of Malian public assets or expropriation of 
private assets for personal gain or political 
purposes.

A statement from the White House explains 
that the action has been taken to “combat 
the worsening situation in Mali,” because  
despite the 2015 Agreement on Peace and 
Reconciliation “insufficient action has been 
taken and little progress has been made” to 
address the underlying causes of the conflict 
in Mali. The new EO will freeze assets and 
suspend travel for individuals or entities that 
seek to undermine the peace, security, or 
stability of Mali.

Separately, the UN Security Council imposed 
a travel ban on five Mali nationals on 10 July 
pursuant to Resolution 2374 (2017), stating 
that the individuals have “not implemented 
or started” provisions in the 2014 Agreement 
on Peace and Reconciliation in Mali to end 
hostilities and observe a ceasefire. The 
sanctioned individuals are: Ahmed Albachar, 
president of the Humanitarian Commission 
and a special advisor to the governor of the 
Kidal region; Houka Al Housseini, cadi of 
Timbuktu; Mahri Sidi Amar Ben Daha, military 
chief of staff of the pro-governmental 
wing of the Mouvement Arad de l’Azawad; 
Mohamed Ben Ahmed Mahri, who previously 
collaborated with the Mouvement pour 
l’Unification et le Jihad en Afrique de l’Ouest; 
and Mohamed Ould Mataly, former mayor 
of and current member of parliament for 
Bourem. 

The European Union transposed the 
UN’s measures on 17 July via Council 
Implementing Decision (CFSP) 2019/1216.

for military goods; export after repair/
replacement under warranty (military goods); 
exports for transfers in support of UK 
government defence contracts; software and 
source code for military goods; technology 
for military goods; and military goods: 
collaborative Project Typhoon. 

Exporters that registered for any of the 
OGELs before 20 June 2019 may continue 
to use them to export to those countries, 
subject to the T&Cs of the licences, and 
that arrangements are in place for future 
registrations for other destinations permitted 

by the OGELs. The UK has published new 
versions of the OGELs to allow for new 
registrations, which do not permit exports to 
Saudi Arabia and its “coalition partners.”

In addition to this ECJU issued a notice on 
30 June explaining that it has amended the 
Export Control Order 2008 to implement 
Directive (EU) 2019/514. The ECJU has 
also updated the consolidated control list of 
military and dual-use items requiring export 
authorisation. The UK government also 
published its annual report on strategic export 
controls on 18 July.



US designates two Malians as 
SDGTs over involvement in JNIM
The US Department of State, in 
concert with the US Department of 
Treasury, announced on 16 July that 
two individuals, Bah Ag Moussa and 
Ali Maycho, have been designated as 
a Specially Designated Global Terrorist 
(SDGT) pursuant to Executive Order 
13224, which imposes sanctions on 
foreign persons determined to have 
committed, or pose a serious risk of 
committing, acts of terrorism that 
threaten the US.

The designations target Jama’at Nusrat 
al-Islam wal-Muslimin (JNIM), a West-

African terrorist group designated as 
both a Foreign Terrorist Organization 
(FTO) and as a SDGT in September 
2018. Specifically, Ali Maycho and 
Bah Ag Moussa are believed to hold a 
leadership role in al-Qaida’s branch of 
JNIM in Mali. 

According to the US authorities, Ali 
Maychou has previously claimed 
responsibility for a terrorist attack on 
a military camp that housed Malian 
Armed Forces in Gao and Bah Ag 
Moussa led a terrorist operation against 
a Malian Armed Forces base in Dioura.
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EU Parliament calls for sanctions 
on Venezuela following UN report
The European Parliament adopted 
a resolution on 18 July on the 
situation in Venezuela, expressing 
deep concern at the severe state 
of emergency. The resolution calls 
on the Council to adopt additional 
sanctions targeting state authorities 
responsible for human rights 
violations, following the publication 
of a report by the UN Office of the 
High Commissioner for Human Rights 
(HCHR) on the human rights situation 
in Venezuela on 4 July, which accuses 
president Nicolás Maduro’s regime of 
“gross violations.”

MEPs are calling on the EU authorities to 
restrict the movements of the individuals 
responsible for such violations, and to freeze 
their assets and suspend visas, as well as 
those of their closest relatives.

The Council of the EU stated on 16 July 
that it “strongly supports” the findings of 

the UN report and calls on the regime 
in Venezuela to immediately halt the 
widespread human rights violations and 
engage in full cooperation to implement 
the report’s recommendations. The 
Council’s states explains that, “In light 
of the grave situation as reported by the 
UN HCHR, the EU is ready to start work 
towards applying targeted measures for 
those members of the security forces 
involved in torture and other serious 
violations of human rights.”

Venezuela: 
Investors 
lobby OFAC 
and sanctions 
evasion update
A group of US bondholders are 
lobbying the US Treasury Department 
to ease its trading ban on Venezuela, 
according to a report  by the Financial 
Times on 16 July, due to concerns 
that the sanctions on the trading of 
Venezuelan debt could be forcing 
bonds into “rogue” hands. 

The trading ban imposed in January has 
seen a new wave of concern in recent 
weeks after buyers purchased bonds 
worth up to USD 400 million at a very 
cheap price, states the FT report. 

Meanwhile, sanctions on the Venezuela’s 
oil exports to Cuba have also come under 
scrutiny this month, as reports of tankers 
being renamed or switching off their 
tracking systems emerged on 9 July. Oil 
tanker Nedas and vessels Ocean Elegance 
and S-Trotter, all subject to sanctions for 
delivering Venezuelan oil to Cuba, have 
reportedly changed names, according to 
shipping reports cited by Bloomberg. 

In addition to this, Venezuela reportedly 
sold USD 40 million worth of gold on 
12 July and lowered the national dollar 
reserve to USD 8.1 billion. Despite the 
sanctions on the Venezuelan central bank, 
the country is believed to have sold 24 
tons of gold to companies in United Arab 
Emirates and Turkey. 

Unofficial sources have also indicated that 
Venezuela is considering switching to the 
Russian-operated international payments 
messaging system (SPFS) in case future 
sanctions prohibit the use of SWIFT.

“In light of the grave 
situation as reported 
by the UN HCHR, the 
EU is ready to start 
work towards applying 
targeted measures”



Chinese company and execs indicted 
for conspiracy to evade US sanctions 
The US Department of Justice 
announced on 23 July that a federal 
grand jury in Newark has charged 
four Chinese nationals and a 
Chinese company with violating the 
International Emergency Economic 
Powers Act (IEEPA), conspiracy to 
violate the IEEPA and defraud the 
US; conspiracy to violate, evade and 
avoid restrictions imposed under 
the Weapons of Mass Destruction 
Proliferators Sanctions Regulations 
(WMDPSR); and conspiracy to 
launder monetary instruments.

It is alleged that the defendants used 
more than 20 front companies to 
obscure illicit financial dealings on behalf 
of sanctioned North Korean entities 
that were involved in the proliferation 
of weapons of mass destruction. 
Those charged are Ma Xiaohong; her 
company, Dandong Hongxiang Industrial 
Development Co Ltd (DHID); and three 
DHID executives: Zhou Jianshu, Hong 
Jinhua and Luo Chuanxu. 
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OFAC issues 
amended 
Venezuela-
related licence
The US Treasury’s Office of 
Foreign Assets Control (OFAC) 
published General Licence 
8B “authorising transactions 
involving Petroleos de Venezuela, 
S.A. (PdVSA) necessary for 
maintenance of operations for 
certain entities in Venezuela” 
on 26 July, which extends and 
supersedes General Licence 8A. 
The expiry of General Licence 8B 
is 25 October 2019. 

The new licence is linked to EO 13850 
of 1 November 2018, amended 
by EO 13857 of 25 January 2019, 
which imposed sanctions on the 
gold industry and corrupt activities in 
Venezuela. 

According to the amended General 
Licence 8B, all transactions 
and activities necessary to the 
maintenance of operations, contracts, 
or other agreements in Venezuela 
involving PdVSA or any entity in 
which PdVSA owns a 50 percent 
or greater interest are authorised 
for the following entities and their 
subsidiaries: 

• Chevron Corporation;

• Halliburton;

• Schlumberger Limited;

• Baker Hughes, a GE Company; and

• Weatherford International, Public 
Limited Company.

DHID is alleged to have openly worked 
with North Korea-based Korea Kwangson 
Banking Corporation (KKBC) prior to 
August 2009, when OFAC designated 
KKBC. After the designation, Ma is 
alleged to have conspired with Zhou, 
Hong and Luo to create or acquire front 
companies in offshore jurisdictions 
such as the British Virgin Islands, the 
Seychelles, Hong Kong, Wales, England, 
and Anguilla, and opened Chinese 
bank accounts held in the names of 
those companies at banks in China that 
maintained correspondent accounts in 
the US, to conduct US dollar transactions 
designed to evade US sanctions.

Société Générale S.A. sued for USD 
796 million under Helms-Burton Act 
The former owner of Cuba’s Banco 
Nuñez filed proceedings against 
Société Générale S.A. in the US 
District Court, Southern District of 
Florida on 10 July over allegations 
that the SocGen generated millions 
of dollars of fees by lending money 
to Banco Nacional de Cuba and 
processing transactions in Cuba in 
violation of US sanctions. 

The plaintiffs are seeking USD 792 
million in damages, which is argued to 
be roughly the amount Banco Nunez was 
valued at when it was seized.

The complaint comes eight months after 
Société Générale agreed to pay USD 1.34 
billion and enter a deferred prosecution 
agreement to settle US charges over 
sanctions violations.

It is alleged defendants 
used more than 20 
front companies to 
obscure illicit financial 
dealings on behalf of 
sanctioned NK entities



US continues emergency regarding 
transnational criminal organisations 
US president Donald Trump extended 
on 22 July the national emergency 
as declared in Executive Order (EO) 
13581, as amended by EO 13863, 
with respect to transnational criminal 
organisations under the International 
Emergency Economic Powers Act for 
one year. 

The national emergency has been extended 
to address the unusual and extraordinary 
threat to the national security, foreign policy, 
and economy of the United States caused 
by the activities of significant transnational 
criminal organisations.

The activities of significant transnational 
criminal organisations are becoming 
“increasingly sophisticated and 
dangerous to the United States,” 
explains the White House statement, 
“they are increasingly entrenched in 
the operations of foreign governments 
and the international financial system, 
thereby weakening democratic 
institutions, degrading the rule of law, and 
undermining economic markets.” Such 
organisations are also said to facilitate 
and aggravate violent civil conflicts and 
increasingly facilitate the activities of 
other dangerous persons. 
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EU to provide compensation for 
unsubstantiated designations
The EU General Court ruled on 2 July 
that the European Union wrongly 
designated two Iranian nationals over 
a period of more than three years. The 
Court has ordered the EU Council to 
pay the individuals damages.

The General Court annulled the EU’s 2010 
inclusion of Fereydoun Mahmoudian and 
Fulmen on the Iran sanctions list in 2012, 
finding in both cases that the Council had 
failed to substantiate the reasons for the 
designations. The decision was upheld 
by the European Court of Justice and the 
designations were revoked in 2013.

The General Court reasoned on 2 
July that the individuals’ continued 
inclusion on the sanctions list, along 
with the “significant impact” caused by 
the “stigma and mistrust” associated 
with nuclear proliferation, meant that 

annulling the listings did not constitute 
sufficient compensation. The court 
ordered damages of EUR 71,000 for 
Mahmoudian in non-pecuniary damages 
and a total of EUR 21,000 to cover each 
month his assets were frozen. The 
Council has also been order to pay EUR 
50,000 to Fulmen for the reputational 
damage caused by the designation. 

OFAC makes 
amendments 
to several 
pieces of 
sanctions 
regulation
The US Department of the 
Treasury’s Office of Foreign Assets 
Control (OFAC) announced on 22 
July the amendment of the Global 
Terrorism Sanctions Regulations 
(GTSR); the Transnational 
Criminal Organizations Sanctions 
Regulations (TCOSR); and the 
Hizballah Financial Sanctions 
Regulations (HFSR).  

The amendments are as follows:

• The GTSR and the TCOSR have been 
amended to implement and reference 
the Hizballah International Financing 
Prevention Amendments Act of 2018;

• The GTSR has been amended 
to implement and reference the 
Sanctioning the Use of Civilians as 
Defenseless Shields Act of 2018;

• The TCOSR has been amended to 
implement Executive Order 13863, 
“Taking Additional Steps to Address 
the National Emergency with respect 
to Significant Transnational Criminal 
Organizations”; and 

• The HFSR has been amended 
to make certain technical and 
conforming changes and to update 
certain provisions. 

The amendment took effect on 23 July 
on publication in the Federal Register.

The General Court 
reasoned on 2 
July that annulling 
the listings did not 
constitute sufficient 
compensation



EU renews autonomous sanctions 
on NK individuals and entities 
The Council of the European Union 
announced on 15 July that it has 
renewed asset freezes and travel bans 
on 57 individuals and 9 entities for 
“contributing to North Korea’s nuclear-
related, ballistic-missile-related or 
other weapons of mass destruction-
related programmes or for sanctions 
evasion.” The EU has also transposed 
all relevant UN Security Council 
resolutions, which impose sanctions 
on 80 persons and 75 entities.

The EU’s sanctions against the Democratic 
People’s Republic of Korea (DPRK) are the 
toughest against any country and were 
adopted in response to its nuclear weapon 
and ballistic missile development activities, 
the Council said in the statement. 

The decision was adopted by the Foreign 
Affairs Council following an annual review 
of the sanctions. The legal acts were 
published in the Official Journal on 16 July.

The EU also updated its DPRK sanctions 
list on 15 July, which now includes the 
alias applicable to the listed entity Maritime 
Administrative Bureau and one individual, RI 
Pyong Chol, has been removed.

Separately, several media outlets reported 
that North Korea maintains “sophisticated 
procurement capabilities” despite UN 
sanctions and, from 2015 to 2017, imported 
at least USD 191 million worth of luxury 
goods from up to 90 countries, CNN 
reported, citing research by the Center for 
Advanced Defense Studies (CADS). 

68

aperio-intelligence.com FINANCIAL CRIME DIGEST | JULY 2019

PRESS & MEDIA  |  SANCTIONS

Panama 
confirms 
ship seized 
by Iran was 
smuggling fuel
Panama’s maritime authority has 
confirmed that a Panamanian-
flagged ship seized by Iran on 
14 July was smuggling oil. Iran 
seized the MT Riah oil tanker for 
smuggling one million litres of 
contraband fuel out of the country. 
The 12 Indian crewmen of the MT 
Riah oil tanker have been released.

Panama’s maritime authority withdraw 
registration of MT Riah on 19 July after 
an investigation determined the tanker 
had “deliberately violated international 
regulations” by not reporting any 
unusual activity. The oil tanker was 
found in Iranian waters after it stopped 
transmitting its location while sailing 
through the strait of Hormuz and was 
seized by the Islamic Revolutionary 
Guard Corps after they discovered it 
was smuggling oil. 

In addition to this, Reuters reported 
on 12 July that Panama’s maritime 
authority has deregistered 59 tankers 
linked to Iran and Syria in recent months 
and plans to withdraw the Panamanian 
flag from more vessels that violate 
international sanctions. 

Rafael Cigarruista, a senior official 
at Panama’s maritime authority, told 
Reuters “our intention is to improve 
our fleet’s percentage of compliance, 
not only regarding sanctions by 
international organisations, but also 
Panama’s current legislation and 
maritime security rules.”

Russia considering draft bill that 
proposes new counter-sanctions
A draft bill proposing additional 
Russian counter-sanctions to Federal 
Law “On Measures (Countermeasures) 
in Response to Unfriendly Actions of 
the USA and (or) other Foreign States” 
was approved by the Russian State 
Duma on 24 July in the first reading.  

The draft bill proposes the following 
provisions regarding the settlement of 
disputes between sanctioned Russian 
persons and their foreign counterparties:

• Unless an arbitration agreement was 
entered into on the matter, disputes will 
be settled by Russian courts;

• Claims against a sanctioned Russian 
individual will be filed in a court in Russia;

• Sanctioned Russian individuals are 
entitled to terminate court proceedings 
outside Russia via a Russian court; and 

• If a sanctioned Russian individual 
is not able to appear before a court, 
organisation or arbitral tribunal located 
outside Russia due to the sanctions 
imposed, such sanctioned person can 
unilaterally amend a valid arbitration 
agreement to favour courts in Russia. 

Meanwhile, the Russian parliament voted 
in favour of a resolution on 9 July calling 
for sanctions to be imposed on Georgia. 
However, president Putin’s spokesperson 
Dmitry Peskov said the government has 
not made a decision on the imposition of 
sanctions on Georgia’s exports. 



RUSI publishes report on North 
Korea sanctions evasion
The Royal United Services Institute 
for Defence and Security Studies 
(RUSI) published a report on 26 June 
on North Korea’s sanctions evasion 
techniques, which focuses on the 
activity of Tae Yang, one of North 
Korea’s largest bulk carriers used for 
coal exports. 

According to the report, detailed analysis 
of vessel location and identification data 
from Automatic Identification System 
(AIS) transmissions has uncovered a 
series of identities used by the Tae Yang 
to mask its possible involvement in 
illicit activity in contradiction of the UN 
sanctions regime. The report shows that 
North Korea’s shipping fleet continues 
to find ways to trade prohibited goods 
internationally despite the unilateral and 
multilateral sanctions. 

According to RUSI, “the case of the 
Tae Yang has shown the complexity of 
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Bill to be 
introduced 
that would 
eliminate 
restrictions on 
US travel to 
Cuba 

US senator Patrick Leahy, 
vice chairman of the Senate 
Appropriations Committee, along 
with 45 Senate cosponsors, were 
due to introduce the Freedom for 
Americans to Travel to Cuba Act 
of 2019 on 29 July. The bill would 
eliminate restrictions on travel to 
Cuba by American citizens and 
legal residents and would end 
prohibitions on travel-related 
transactions, including banking 
transactions. 

The Freedom for Americans to Travel 
to Cuba Act would end restrictions 
under laws enacted in 1996 and 
2000 that prevent American citizens 
and legal residents from travelling to 
Cuba – restrictions that do not exist 
for travel by Americans to any other 
country except North Korea. 

Identical legislation was also 
introduced in the House by 
representatives Jim McGovern and 
Tom Emmer on 25 July.

North Korea’s sanctions evasion activity, 
including the use of innovative AIS 
masking techniques which take advantage 
of the very mechanisms by which such 
data is collected, cleaned and processed. 
This research provides a methodology that 
may help to identify other North Korean-
linked ships using these same techniques 
to disguise their activities while hiding 
in plain sight.” The report calls on UN 
member states to seize vessels where 
there are reasonable grounds to believe 
they are engaged in activity prohibited by 
the UN sanctions regime on North Korea. 

US designates four Burmese military 
leaders over human rights violations
The US State Department announced 
on 16 July that it has imposed travel 
bans on four of Burma’s military 
leaders over their involvement 
in gross human rights violations, 
including extrajudicial killings, 
against the Rohingya people in 
northern Rakhine state, Burma. 

The designations have been made 
against Burma’s senior military leaders 
– commander-in-chief Min Aung Hlaing, 
deputy commander-in-chief Soe Win, 

brigadier general Than Oo and brigadier 
general Aung Aung – and the officers’ 
immediate family. In 2018, the US 
designated lieutenant general Aung Kyaw 
Zaw and general Maung Maung Soe. 

A State Department official confirmed at 
a press conference on 16 July that the 
agency decided to impose travel bans 
because it has the authority to do so 
unilaterally, whereas economic sanctions 
such as asset freezes require the 
involvement of the Treasury Department.

According to RUSI, 
“the case of the Tae 
Yang has shown the 
complexity of North 
Korea’s sanctions 
evasion activity”



Five Chinese companies added to 
Bureau of Industry and Security list
The Bureau of Industry and 
Security (BIS) of the US Commerce 
Department amended the Export 
Administration Regulations on 24 
June, adding five companies to the 
Entity List: Wuxi Jiangnan Institute 
of Computing Technology, Sugon, 
and affiliates, Higon, Chengdu 
Haiguang Integrated Circuit, and 
Chengdu Haiguang Microelectronics 
Technology. 

The entities have been found to be acting 
contrary to the national security or foreign 
policy interests of the US. According to 
BIS, Sugon has publicly acknowledged 
that its high-performance computers 
have a variety of military end uses, which 
pose a significant risk to the national 
security and policy interests of the US.

Separately, on 10 July, at the BIS’s annual 
conference, US commerce secretary 
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US designates 
Malawi and 
Cameroon 
officials over 
corruption 
charges

The US Department of State 
announced on 3 July that it has 
designated Uladi Basikolo Mussa, 
Malawian special advisor on 
parliamentary affairs and former 
Malawian minister of home affairs, 
for his involvement in “significant 
corruption” related to his duties as 
minister between 2012 and 2014. 

Mussa is a well-known aide to Malawi 
president Peter Mutharika. The US 
Embassy in Lilongwe confirmed that 
Mussa and his wife have been banned 
from entering the US as a result of the 
designation.

On 9 July, the State Department 
publicly designated colonel Jean 
Claude Ango Ango, inspector general 
of the Cameroonian Gendarmerie, 
due to his involvement in significant 
corruption and wildlife trafficking. 
Engono Akomo, Ango Ango’s spouse, 
has also been designated. 

Wilbur L. Ross declared that licences 
to sell products to Chinese telecoms 
company Huawei and its affiliated 
entities will be issued “where there is no 
threat to US national security,” in line with 
president Trump’s G-20 Summit directive. 

Meanwhile, Huawei is reported to 
have secretly helped the North Korean 
government build its commercial 
wireless network, according to 
documents obtained by the Washington 
Post. The revelations could raise 
questions as to whether Huawei violated 
US export controls, argues the media 
outlet in its 22 July report. 

In addition to, this local media reported 
on 13 July that China plans to impose 
sanctions on US companies involved in 
arms sales to Taiwan following the US 
State Department’s approval of a USD 2.2 
billion deal to sell arms to Taiwan.

US designate Balochistan Liberation 
Army and Hizballah operative
On 2 July, the US Department of 
State designated the Balochistan 
Liberation Army (BLA), active in the 
ethnic Baloch areas of Pakistan, and 
Hizballah operative (and chief of 
Hizballah Unit 200, an intelligence 
branch) Husain Ali Hazzima as 
Specially Designated Global 
Terrorists (SDGTs). 

The Department of State has amended 
the terrorist designations of Jundallah, 
a group known for numerous attacks 
against Iranian civilians, to reflect the 
group’s new primary name Jaysh al-Adl 

and associated aliases and maintained 
Jundallah’s designation as a Foreign 
Terrorist Organization (FTO). As a result, 
Husain Ali Hazzima and BLA have 
also been added to OFAC’s Specially 
Designated Nationals List.

The designations are aimed at denying 
Hazzima, BLA, and Jaysh al-Adl the 
resources to plan and carry out terrorist 
attacks. All related property and interests 
in property under US jurisdiction 
have been blocked, and US persons 
are prohibited from engaging in any 
transactions with them.



UN renews Democratic Republic of 
Congo sanctions until 1 July 2020
The United Nations Security Council 
(UNSC) adopted Resolution 2478 
(2019) on 26 June by which the 
UN sanctions imposed against 
designated individuals and entities in 
the Democratic Republic of the Congo 
have been extended until July 2020. 
The mandate of the Group of Experts 
was extended until 1 August 2020.    

The UNSC requested the Group of 
Experts to provide a midterm report by 

30 December 2019, and a final report by 
15 June 2020. Experts are requested to 
come up with proposed updates to the 
sanctions list every 12 months. According 
to the UN press release, those updates 
“relate to identifiers of individuals, groups, 
undertakings and entities designated by 
the sanctions committee; individuals on the 
sanctions list who are reportedly deceased; 
the status and location of frozen assets; 
and the names of any legal beneficiaries or 
any joint owners of related assets.”
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UN and the 
EU remove 
13 entities 
from the Iraq 
sanctions list 
The United Nations Security 
Council announced on 28 June the 
removal of 13 entities from the List 
of Individuals and Entities subject 
to the assets freeze set out by 
paragraphs 19 and 23 of Security 
Council Resolution 1483 (2003) 
concerning Iraq.  

The 13 entities that have been removed 
from the list are: Agricultural National 
Establishment in Abu-Greib, Animal 
Health Department, Arab Iraqi Company 
for Livestock Development, General 
Agricultural Establishment in Dalmag, 
General Agricultural Organisation in 
Khalis, General Establishment for State 
Farms, General Establishment for 
Agricultural Organisations, Nahrawan 
Agricultural Establishment, State 
Agricultural Establishment in Ishaqi, 
State Agricultural Establishment in 
Mussayib, State Establishment of 
Agriculture in Dujaila, State Organisation 
for Animal Production and State 
Organisation for Fisheries.

On 3 July the European Union followed 
suit and adopted the Commission 
Implementing Regulation (EU) 
2019/1141 of 3 July 2019 amending 
Council Regulation (EC) No 1210/2003 
by which the 13 entities were removed 
from the EU sanctions list.

Meanwhile, Council Implementing 
Regulation (EU) 2019/1208 was issued 
on 15 July, which amends the restrictive 
measures against South Sudan.

EU extends economic sanctions on 
Russia until 31 January 2020 
The European Council unanimously 
agreed on 27 June to prolong 
economic sanctions targeting specific 
sectors of the Russian economy 
until 31 January 2020, due to the 
lack of implementation of the Minsk 
Agreements.

The measures target the financial, energy 
and defence sectors, and the area of dual-
use goods and include:

• Limiting access to EU primary and 
secondary capital markets for five major 
Russian majority state-owned financial 
institutions and their majority-owned 
subsidiaries established outside of the 
EU, as well as three major Russian energy 
and three defence companies;

• Imposing an export and import ban on 
trade in arms;

• Establishing an export ban for dual-use 
goods for military use or military end 
users in Russia; and

• Curtailing Russian access to certain 
sensitive technologies and services 
that can be used for oil production and 
exploration.

The European Council has called for 
an urgent resumption of negotiating 
efforts in order to implement the Minsk 
Agreements.

Separately, Reuters reported on 22 July 
that Russian president Vladimir Putin has 
given Russian citizenship to gas producer 
Novatek’s finance chief Mark Gyetvay, in a 
move that could reportedly help Gyetvay 
bypass sanctions that ban US nationals 
and companies from helping organise 
long-term funding for certain Russian 
companies, which includes Novatek. The 
sanctions were imposed by the US in 
2014 following Moscow’s annexation of 
Ukraine’s Crimea peninsula and support 
for pro-Russian separatists in eastern 
Ukraine. Gyetvay was awarded Russian 
citizenship on 22 July according to a 
presidential decree. 



              Algeria

Algeria’s supreme court placed former industry minister 
Youcef Yousfi in custody on 10 July over alleged 
corruption, state television reported. State television 
also reported this month that Algerian parliament 
president Moad Bouchareb has resigned after 
protesters seeking an end to systemic corruption and 
cronyism demanded his removal. 
 
 
 
              Australia

The Australian Securities & Investments Commission’s 
(ASIC) new set of rules that guarantee more protection 
for corporate whistleblowers came into effect on 
1 July. Australia’s new regulatory regime entitles 
whistleblowers to seek compensation if they suffer 
loss, damage, or injury for making a disclosure.

Australian police have detained three individuals 
for their alleged involvement in a money laundering 
syndicate in southwest Sydney, New South Wales 
Police said in a 12 July statement. Police said they will 
allege in court that the group has been operating since 
2016 and laundered in excess of AUD 100 million.

             Austria

The Council of Europe’s anti-corruption group (GRECO) 
published its compliance report on Austria on 17 
July, expressing disappointment at the” very slow 
progress” shown by Austria in implementing its 
recommendations on measures to prevent corruption 
in respect of parliamentarians and called on the 
Austrian parliament to intensify its efforts to address 
them. In its evaluation report, GRECO concludes that 
the country has fully complied with only one out of 19 
recommendations issued in its 2016 evaluation report. 
Five have been partly implemented and 13 have not 
been implemented.

             Canada

The Royal Canadian Mounted Police (RCMP) have 
reportedly opened an investigation into whether 
Dickens & Madson Inc violated Canada’s sanctions 
against Sudan. The investigation was prompted by a 
media report and a letter that Amnesty International 
sent to the Canadian Ministry of Foreign Affairs on 30 
June. The letter reportedly shows that the Montreal-
based agency Dickens & Madson, headed by Canadian 
citizen Ari Ben-Menashe, signed a USD 6 million 
contract on 7 May with Sudan’s Transitional Military 
Council (TMC), which is accused of gross human rights 
violations in Sudan and war crimes in Darfur. 

             Colombia

A Colombian judge requested the extradition of 
American oil executive, Masoud Deidehban, on 12 July. 
Deidehban is accused of embezzling USD 2 billion 
intended for the modernisation of a refinery owned 
by Ecopetrol, a state-run oil company, based in the 
northern coastal city of Cartagena. Deidehban is a 
former project manager of Chicago Bridge and Iron.

             Cuba

At a meeting of Cuba’s Councils of States and Ministers 
on 2 July, Alejandro Gil Fernandez, the economy and 
planning minister, stated that the government is looking 
into launching its own cryptocurrency to boost the 
economy and avoid a US trade embargo. Measures to 
diversify and increase exports will also be included in a 
National Development Plan for 2030, which is currently 
under discussion.  

             Croatia

Croatian state assets minister Goran Marić 
announced his resignation in July, citing excessive 
media pressure, amid corruption allegations. Local 
media have accused Marić of impropriety over the 
purchase and sale of flats and the renovation of part 
of the Franciscan monastery in Zagreb, for which he 
came under preliminary investigation by the State 
Prosecutor’s Office for the Suppression of Organised 
Crime and Corruption.

             Brazil

The Organized Crime and Corruption Reporting Project 
(OCCRP) reported on 10 July that Brazil’s Rio de 
Janeiro State Court has initiated the creation of special 
“faceless” courts to prosecute cases of corruption and 
organised crime. Rio is the seventh Brazilian state to 
bring in faceless courts in an attempt to stop organised 
crime groups targeting judges for prosecuting cases of 
gang violence, money laundering, and drug trafficking. 

 
 
             Georgia

The Council of Europe’s anti-corruption group (GRECO) 
published its compliance report on Georgia on 2 
July, which found that Georgia has implemented 
satisfactorily five of the 16 recommendations. Of the 
remaining recommendations, eight have been partly 
implemented and three have not been implemented. 
Meanwhile, Georgian prosecutors charged TBC 

Bank Group’s chairman, Mamuka Khazaradze, and 
his deputy, Badri Japaridze, with “laundering illegal 
revenues worth over $16.75 million,” on 24 July. 
Khazaradze, who is a prominent government critic, 
has called the allegations absurd and damaging to the 
country’s prospects for attracting investment. 
 
 
 
                  Germany

German prosecutors are intensifying a money 
laundering investigation involving Deutsche Bank and 
plan to conduct raids on wealthy former clients, Reuters 
reported on 3 July, citing a confidential source. In the 
coming months, state prosecutors reportedly plan to 
search the homes of individuals suspected of using 
Regula, a company formerly owned by Deutsche Bank, 
for tax evasion and money laundering, the source said. 
 
    
             India

The Supreme Court of India issued a ruling on 23 July 
ordering the Enforcement Directorate to investigate 
property developer Amrapali Group for alleged money 
laundering and fraudulent activities, involving funds 
from realty projects being diverted overseas with the 
help of a unit of JPMorgan Chase & Co and others. The 
alleged violations, which were uncovered as part of a 
forensic audit, include setting up fake companies and 
overvaluing shares.

Reuters reported on 22 July that an Indian government 
panel has recommended banning all private 
cryptocurrencies and has asked the government to 
consider the launch of an official government-backed 
digital currency in India, to function through the Reserve 
Bank of India. The panel reportedly drew up a report 
and draft legislation, which will be examined by the 
government before a final decision is made. 

The chief secretary to India’s prime minister has asked 
senior officials to urgently finalise “standard operating 
procedures” for the freezing of bank accounts held 
by shell companies struck off the companies register, 
Business Standard reported on 10 July, citing a letter 
from Nripendra Misra. Around 350,000 inactive 
companies have been struck off since 2016-17 as 
part of efforts to crack down on money laundering, but 
some of the entities’ bank accounts are still active. 

             Israel

The Israel Defense Forces (IDF) announced on 17 
July that three Hamas operatives have been arrested 
who posed as travel agents in order to operate a 
money laundering ring, which transferred illicit terrorist 
funds from Gaza to the West Bank. According to The 
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Times of Israel those arrested have been identified 
as Mohammad Abu Salim, Ibrahim Muzaffar and 
Khaled Muzaffar. The criminal network was reportedly 
operated by a travel agency called “Al-Haramain,” which 
transferred the funds by offsetting debts between 
several independent money exchangers. 

             Japan

Reuters reported on 18 July that Japan is leading 
efforts to set up an international network for 
cryptocurrency payments, similar to the SWIFT network, 
in an effort to fight money laundering, citing a person 
familiar with the plan. According to this source, the aim 
is for the network to be in place in the next few years 
and a team related to the Financial Action Task Force 
will monitor its development.

On 1 July, Japan Ministry of Economy, Trade and 
Industry announced two amendments to the export 
control regulations. First, Japanese exporters of 
products containing hydrogen fluoride, fluorinated 
polyamide or photoresist or related technologies to the 
Republic of Korea will need to apply for individual export 
licenses for each transaction as of 4 July. Secondly, 
the Republic of Korea will be removed from the “White 
Countries” list in the Export Trade Control Order. 

             Latvia

On 9 July, Latvia’s Cabinet of Ministers adopted 
two new regulations to ensure full compliance with 
FATF standards and Moneyval recommendations: 
the “Procedures for the Proposal and Enforcement 
of International and National Sanctions” legislation, 
and the “Statute of Sanctions Coordination Council” 
legislation. The regulations establish a Sanctions 
Coordination Council, chaired by the Ministry of Foreign 
Affairs with the participation of more than 20 other 
institutions involved in the application of sanctions. 

Meanwhile, following legal changes, Pēters Putniņš, 
chairman of Latvia’s Financial and Capital Market 
Commission (FCMC), and Gunta Razāne, deputy 
chairwoman of the FCMC, submitted their resignation 
to the parliament on 4 July. The Cabinet of Ministers 
approved draft legislation relating to the selection of 
candidates for the post of chairman of the FCMC. 

             North Macedonia

The Council of Europe’s Group of States against 
Corruption (GRECO) published a report on North 
Macedonia on 27 June, which calls on the government 
to increase the transparency of its work and to 
de-politicise the country’s police force. The report 
expresses particular concern about the lack of 

transparency in respect of government activities and 
calls for more regulation and transparency relating to 
persons carrying out top executive functions, including 
advisors and external associates hired at the discretion 
of the central government.

             Mauritania

The Financial Action Task Force published a follow-up 
report on Mauritania on 25 July, which has re-rated the 
country on three Recommendations. The country will 
remain in the enhanced follow-up process and submit 
its second follow-up report in 2020.

             Moldova

The Council of Europe’s anti-corruption group (GRECO) 
published a follow-up report on the Republic of Moldova 
on 24 July, which evaluates the implementation of a 
set of recommendations issued in 2016. The report 
concludes that Moldova needs to make significant 
progress to achieve an acceptable level of compliance. 
So far, the country has fully complied with four out of 
18 recommendations, whilst it has partly implemented 
nine and has not implemented five.  

The Moldova Citizenship-by-Investment programme 
has been temporarily suspended due to “questions 
about the companies that are involved in this program” 
after a Dubai developer reportedly used it to entice 
investors. The Kleindienst Group, which is selling 
properties in the Heart of Europe development in Dubai, 
promised that investors would be eligible for Moldovan 
citizenship, thus giving visa-free access to the EU.

             Mongolia

In a press release on 4 July, Transparency International 
expressed concern over the dismissal of 17 judges 
in Mongolia over corruption allegations. The decision 
was based on controversial amendments to the laws 
governing the appointment and dismissal of judges, the 
prosecutor general, and the head of the Independent 
Agency Against Corruption, adopted in March. 

             Montenegro

The Organized Crime and Corruption Reporting 
Project (OCCRP) reported on 8 July that Montenegro 
should scrap draft legislation that would allow the 
government to hide information about public spending, 
as according to activists, such a law would increase the 
potential for corruption and undermine the country’s EU 
membership negotiations. 
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             The Netherlands

The Dutch Central Bank (DNB) published guidance for 
the use of artificial intelligence (AI) in the financial sector 
on 25 July. The guidance serves as a discussion paper 
containing DNB’s preliminary views on the responsible 
use of AI. The examples of current AI applications 
mentioned in the guidance include identity verification 
in customer on-boarding, fraud detection in claims 
management and risk management. 

Suspicious transactions reported in the Netherlands 
in 2018 broke records by both number of reports and 
the amounts involved. A total of 57,950 suspicious 
transactions were reported, involving EUR 9.5 billion, 
according to figures released by the Netherlands’ 
Financial Intelligence Unit. 

             Panama

Panama’s new president Laurentino “Nito” Cortizo 
reiterated his promise to curb corruption at his swearing-
in ceremony on 1 July. Cortizo, who won election in 
May with the Democratic Revolution Party, has vowed 
to clean up politics after Panama’s reputation was 
damaged by the scandal involving Brazilian engineering 
firm Odebrecht and the Panama Papers leak.

             Peru

Former Peruvian president Alejandro Toledo was 
arrested in the US on 16 July and is now facing 
extradition, Peru’s justice minister has stated. Toledo, 
who was president from 2001 to 2006, allegedly 
received USD 20 million from the Brazilian construction 
company Odebrecht in exchange for help in winning 
public works contracts.

            Portugal

The Council of Europe’s anti-corruption group (GRECO) 
published its compliance report on Portugal on 28 
June, which found that Portugal has fully complied 
with one recommendation, eight recommendations 
have been partially implemented and six have not been 
implemented. GRECO concludes that the current very 
low level of compliance with the recommendations in 
Portugal remains “globally unsatisfactory.”

             Romania

The Council of Europe’s anti-corruption group (GRECO) 
published two reports on Romania on 9 July, which 
found that Romania has made little progress in 



implementing measures to prevent corruption among 
parliamentarians, judges and prosecutors, as well as 
addressing concerns about its controversial judicial 
reform. GRECO invites the Romanian authorities to 
act with determination to make tangible progress as 
soon as possible. In the compliance report assessing 
the progress made in implementing measures 
recommended in 2015 to prevent corruption among 
parliamentarians, judges and prosecutors, GRECO 
concludes that Romania has fully implemented only 
four of the 13 recommendations, partially implemented 
three and has not implemented six. In a follow-up report 
evaluating compliance with the recommendations 
made in an ad hoc report on judicial reform established 
under its 2018 urgent review procedure, GRECO 
concludes that the Romanian authorities have 
implemented only one of the five recommendations. 

             Russia

Russia’s Interior Ministry announced on 12 July that 10 
people will stand trial for allegedly conducting RUB 4 
billion of illegal banking activities in Russia’s Chuvash 
Republic. The defendants are accused of, amongst 
other things, creating 30 fake firms over six years.

             Spain

Police in Madrid are investigating the death on 21 
July of Juan Carlos Márquez, a former executive at 
Venezuela’s state-run oil company PDVSA. Márquez 
had appeared in court two days prior to his death over 
his alleged involvement in a money laundering scheme. 
Márquez had denied the allegations, but had agreed to 
collaborate with an probe into corruption at PDVSA.

Spanish police have warned that anti-money laundering 
rules, the EU’s Fifth Money Laundering Directive, 
designed to force money handlers to vet their clients, do 
not apply to cryptocurrency trading platforms or cash 
machine owners, Bloomberg reported on 11 July, citing 
drug-enforcement officials from Spain’s Civil Guard. 
Police announced in May that they had arrested a gang 
that used Bitcoin automated cash machines suspected 
of being a front for illegal-drug payments. 

             Switzerland

Quantum Global Group announced on 4 July that 
the Swiss Attorney General’s Office has closed all 
investigations into suspected embezzlement and fraud 
surrounding Jean-Claude Bastos and the Quantum 
Global Group as of 27 June. “With the termination 
of all investigations, Jean-Claude Bastos has taken 
a further step towards his complete rehabilitation 
against the false and unsubstantiated allegations made 
against him and the Quantum Global Group,” reads the 

statement. The termination of the investigation follows 
the release of Bastos from custody in Angola and the 
conclusion of proceedings in the UK and Switzerland. 

            Turkey

The Council of Europe’s Group of States against 
Corruption (GRECO) published two reports on 
Turkey on 28 June, which highlight a continuing lack 
of progress in improving the transparency of party 
funding and preventing corruption among MPs, 
judges and prosecutors. The report finds that seven of 
Turkey’s recommendations have been satisfactorily 
implemented, six have only partly been implemented 
and four have not been implemented – all of which 
concern the transparency of party funding.

            Ukraine

Ukraine’s Central Election Commission has stated that 
it has counted all of the ballots cast in 21 July snap 
parliamentary elections, confirming an overwhelming 
win for president Volodymyr Zelenskiy’s Servant of the 
People party. Meanwhile, Zelenskiy called on 18 July for 
anti-corruption bodies to investigate how the country’s 
leading agriculture company MHP SE received 
substantial subsidies from the state budget.

            US

The US Government Accountability Office published a 
report on 18 July, which states that the Internal Revenue 
Service has put millions of taxpayers’ records at risk by 
failing to address cybersecurity flaws, which includes 
the failure to take basic steps to authenticate users. 

The US Treasury’s Office for Foreign Office Control 
(OFAC) has imposed 18 enforcement actions and 
settlement agreements, which amounted collectively 
to a running total of USD 1.27 billion in penalties since 
January 2019, according to data published on its 
website. Analysis released on 25 July by the Wall Street 
Journal shows that the current 2019 total has reached 
the highest level in a decade and is 17 times higher than 
the last year, when civil penalties of USD 71.5 million 
were issued.  

Local media reported in July that a federal grand 
jury New York is investigating whether Republican 
fundraiser Elliot Broidy, a venture capitalist and owner 
of a private security company, used his position as 
deputy chair of Donald Trump’s inaugural committee to 
secure business deals with foreign leaders, including 
the current president of Angola and two Romanian 
politicians (a former prime minister and a former leader 
of the ruling Social Democrat Party). 
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             Zimbabwe

The Financial Action Task Force published Zimbabwe’s 
follow-up report on 25 July, which has found that 
Zimbabwe has made progress in addressing some of 
the technical compliance deficiencies identified in its 
2016 Mutual Evaluation Report and as such Zimbabwe 
has been re-rated on 10 Recommendations. 
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