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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence team at:
www.aperio-intelligence.com
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TECHNICAL UPDATES

UK’s SFO publishes Corporate Cooperation Guidance on
how companies should self-report fraud or corruption
The UK’s Serious Fraud Office (SFO)
published its Corporate Cooperation
Guidance on 6 August detailing
how organisations should selfreport suspicions of wrongdoing or
criminal conduct and cooperate with
investigators.

• Creating and maintaining an audit trail for
the handling of financial records submitted
to the SFO;

The SFO will consider the level of voluntary
cooperation received when choosing between
prosecuting an organisation or entering into a
deferred prosecution agreement.

• Promptly provide a schedule of documents
withheld on the basis of privilege, which
should include the basis for asserting
privilege (the SFO may challenge that
assertion where it considers it necessary or
appropriate to do so);

The five-page guidance states that if an
organisation claims legal privilege during an
investigation, it will be expected to provide
certification by independent counsel that the
material in question is privileged. Companies
that do not waive privilege will not be
penalised by the SFO.
The guidance explains that cooperation
entails providing assistance to the SFO
that goes above and beyond what the law
requires. It includes: identifying suspected
wrongdoing and criminal conduct together
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• Provide relevant material that is held abroad
where it is in the possession or under the
control of the organisation;

with the people responsible, regardless of
their seniority or position in the organisation;
reporting this to the SFO within a reasonable
time of the suspicions coming to light; and
preserving available evidence and providing it
promptly in an evidentially sound format.
Good cooperation practices include
• Carefully preserving relevant digital and
hard-copy documents and supplying them
to the SFO promptly when requested, with
information grouped by the individual or
specific issue;

• Identifying suspected gaps in data records
and any third parties who may hold relevant
documents.
The guidance has since been updated, the
SFO’s website states that it was last updated
on 16 August.

The SFO’s guidance can be found HERE.
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Five Eyes nations agree to anti-cybercrime measures,
which includes call for access to encrypted data
In a joint communiqué dated 30 July,
senior ministers and attorneys general
from the UK, US, Canada, Australia
and New Zealand, following the Five
Country Ministerial (FCM) meetings and
Quintet of Attorneys General meetings,
stated that technology companies
which provide encrypted products and
services should have “mechanisms”
that allow governments to access user
data when legally permitted.
Ministers told technology firms at the
roundtable that law enforcement agencies’
efforts to investigate and prosecute the most
serious crimes would be hampered if tech
firms carry out plans to implement end-to-end
encryption without the necessary safeguards.
At the meeting held in London, the intelligence
alliance otherwise known as “Five Eyes,”
signed a statement formalising their
international cooperation in the fight against

cybercrime and reaffirming their support
for the Council of Europe Convention on
Cybercrime – also known as the Budapest
Convention – as a legally-binding framework
to combat cybercrime.
Summary
• Attorneys general from the UK, US, Canada,
Australia and New Zealand signed a
statement on 31 July formalising their
international cooperation to combat
cybercrime using the framework of
the Council of Europe Convention on
Cybercrime;
• In the joint communiqué, attorneys general
and ministers reaffirmed their commitment
to engaging with smaller internet platforms
on their risks of exploitation by violent
extremists and terrorists;
• UK home secretary Priti Patel wrote in a

Telegraph article published 30 July that
Facebook and other technology companies
should give intelligence agencies lawful
access to encrypted messages to support
investigations into terrorists, drug traffickers
and child abusers;
• The United Nations’ open-ended
intergovernmental expert group on
cybercrime will provide recommendations in
2021 covering substantive and procedural
issues, international cooperation challenges
and technical assistance measures.

The communiqué can be found HERE.

The FCM guidance can be found HERE.

The joint guidance can be found HERE.

UK to create up to 10 tax-free zones or freeports after
Brexit despite Europe’s transparency concerns
International trade secretary Liz Truss
announced on 2 August that the UK
government plans to create up to
10 freeports after Britain leaves the
European Union on 31 October. Ports
and airports across the UK will be able
to bid for freeport status.
Key points
• The UK government will be advised by a
seven-person Freeport Advisory Panel that

will include tax, economic, business and
trade specialists;
• There are an estimated 3,500 free trade
zones and special economic zones around
the world, and 82 free zones in the EU;
• From 10 January 2020, freeport operators in
the EU will be required to conduct customer
due diligence and report suspicious
transactions to financial intelligence units,
under the Fifth Money Laundering Directive;

• The European Commission stated in a
recent report published on 24 July that
freeports have “very significant” vulnerability
to money laundering.

The press release can be found HERE.

The EU’s report can be found HERE.
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US appeals court upholds ruling against Chinese banks
suspected of sanctions breaches
A US appeals court on 30 July upheld an
earlier court ruling that held three large
Chinese banks in contempt for refusing
to give investigators access to records
allegedly showing they breached US
sanctions against North Korea.
The three banks are suspected of providing
US correspondent banking services for a
now-defunct Chinese company that acted
as a front for a North Korea-owned entity,
according to the 44-page court filing.
Although the court rulings do not identify the
banks, they provide details that align with the
US Justice Department’s civil forfeiture action
in 2017 against Bank of Communications,
China Merchants Bank and Shanghai Pudong
Development Bank (SPDB) for working with a
Hong Kong company accused of laundering
money for North Korea, the Washington Post
reported on 24 July.
The ruling means that the US attorney
general or Treasury secretary could terminate
Shanghai Pudong Development Bank’s US

The three banks are
suspected of providing
US correspondent
banking services for a
now-defunct Chinese
company
account and ability to process US dollar
transactions, analysts told the Post.
Summary
• The subpoenas seek all records between
2012 and 2017 for correspondent banking
transactions associated with certain
accounts linked to the Chinese company;
• The Chinese company allegedly helped
North Korea export hundreds of millions
of dollars of coal and other minerals,
generating revenues in US currency that
North Korea could then use to buy materials
for its weapons programme;

• US investigators suspect the Chinese
company engaged in money laundering;
• The 15 May ruling imposed a daily fine
of USD 50,000 on each bank for noncompliance with the compulsion order;
• The US government does not currently
suspect the subpoenaed banks of any
wrongdoing;
• Executive Order No. 13,382, § 1, 70 Fed.
Reg. 38,567, 38,567 (28 June 2005)
authorises US cabinet officers to “block”
entities that further nuclear proliferation
by preventing any “property or interests
in property” from being “transferred, paid,
exported, withdrawn, or otherwise dealt in.”

The court ruling can be found HERE.

The court order can be found HERE.

European authorities to assess the regulatory treatment
of stablecoins and crypto-assets
In a letter dated 20 August, the
European Banking Authority (EBA) and
the European Securities and Markets
Authority (ESMA) disclosed plans to
launch a new “stocktaking exercise”
to assess how individual EU member
states regulate cryptocurrency assets,
including stablecoins.
The EBA and ESMA are engaging with the
Financial Stability Board, Financial Action

Task Force and other international standardsetting bodies to help inform a common
approach on the prudential treatment of
banks’ exposure to crypto-assets and
the regulatory treatment of crypto-asset
exchanges and trading platforms.
Separately, the European Central Bank’s (ECB)
president, Mario Draghi, wrote in a letter to
the European Parliament dated 25 July that
stablecoins should be subject to the “same

business, same risks, same rules” principle,
based on a comprehensive assessment
of their functionalities. Stablecoins include
Facebook’s proposed cryptocurrency ‘Libra.’

The joint letter can be found HERE.
The ECB’s letter can be found HERE.
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UK’s FCA
publishes final
guidance on
crypto-assets
The UK’s Financial Conduct
Authority (FCA) published Policy
Statement 19/22 (PS19/22) on 31
July, setting out its Final Guidance
on the crypto-asset activities it
regulates and the obligations on
market participants.
The Final Guidance is largely similar to
the proposals set out in consultation
paper 19/3, however several changes
should be noted:
• Crypto-asset taxonomy and whether
tokens fall inside or outside regulation
has been reframed to reflect feedback
and provide more clarity;
• A specific regulated “e-money tokens”
category has been created, separate to
unregulated “utility tokens.” E-money
tokens are subject to the Electronic
Money Regulations 2011 and firms
“must ensure they have the correct
permissions and follow the relevant
rules and regulations”;
• Amendments have been made to the
wording on tokens commonly referred
to as “stablecoins”;
• The FCA agrees that further clarity is
needed on the delineation between
exchange and utility tokens, so that
market participants are clear that the
important regulatory distinction lies in
whether the token is regulated, or not.

The guidance can be found HERE.

UK High Court rejects Iran’s interest
claim on old UK military debt
The High Court of England and Wales
(Commercial Court) ruled on 24 July
in a dispute between the Iranian
Ministry of Defence and International
Military Services Limited, a UK
government-owned private company,
that the British government is not
obliged to pay interest on USD 400
million owed to Iran from the sale of
a British tank in 1971, given that the
Iranian government has been subject
to EU sanctions since 24 June 2008.
Key findings
• The dispute between the Iranian Ministry
of Defence and Support for Armed Forces
(MODSAF) and International Military
Services Limited (IMS), started in 2012,
when the MODSAF asked IMS to pay
interest on the sum of GBP 127 million
to the date of payment at LIBOR +0.5
percent, following two related arbitrations
at the International Chambers of
Commerce (ICC) in 1990 and 1996;

• In December 2002, IMS agreed to pay
GBP 382 million to the court as security
in respect of any sums that might
ultimately be determined to be due to
MODSAF pursuant to the ICC Awards.
On 18 December 2002, IMS provided
the required security. That sum has now
increased to over GBP 500 million;
• IMS is and has been unable to make
payment to MODSAF since it was
designated as a target of EU sanctions
in 2008. In addition, IMS said even if
an agreement on the amount payable
was reached, the money could not be
handed to Iran because its military arm is
sanctioned by the EU;
• The judge said “the third party cannot be
made subject to any further liability (such
as accruing interest) for their non-payment
while the sanctions continue to apply.”
The court ruling can be found HERE.

Bill introduced in the US that would
criminalise foreign extortion
Members of the US House of
Representatives, Sheila Jackson
Lee, John Curtis, Tom Malinowski
and Richard Hudson introduced the
“Foreign Extortion Prevention Act”
on 2 August, which would criminalise
extortion by foreign officials, enabling
the US Department of Justice to indict
those demanding bribes to fulfil,
neglect, or violate their official duties.

The proposed legislation focuses on the
demand side of foreign bribery, which is
not currently covered by the US Foreign
Corrupt Practices Act (FCPA).
The press release can be found HERE.

The proposed bill can be found HERE.
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UK’s Payment Systems Regulator
issues Specific Direction on CoP
The UK’s Payments System Regulator
(PSR) issued Specific Direction 10
on 1 August, which requires the
introduction of Confirmation of
Payee (CoP) by the payment service
providers (PSPs) in the six largest
banking groups by 31 March 2020,
to reduce the risk of Authorised
Push Payment (APP) scams and
misdirected electronic payments.
Specific Direction 10 specifically refers to
the PSPs of the following banks, which
account for 90 percent of the total volume
of transactions in 2018: Bank of Scotland
plc, Barclays Bank UK plc and Barclays Bank
plc, HSBC Bank plc and HSBC UK Bank plc,
Lloyds Bank plc, National Westminster Bank
plc, Nationwide Building Society, Royal Bank
of Scotland plc, Santander UK plc and Ulster
Bank Limited.
Key measures
• After 31 December 2019, a directed PSP
must respond to every CoP request that
complies with the rules and standards;
• After 31 March 2020, a directed PSP
must send a CoP request in respect of the
account to which the unique identifiers

given by the customer and those of the
payee relate. The rule is applicable to
transactions where customers provide
the necessary information about a
new payee or an amendment to the
unique identifiers of an established
payee, where both the sending and the
payee’s accounts are UK accounts and
the unique identifiers take the form of a
sort code and account number. Certain
exclusions apply;
• A directed PSP must also send the PSR
a written report on the timetable for
implementing CoP and the associated
risks by 29 September 2019, followed by
reports every two months until the PSR
informs it not to submit any more.

The press release can be found HERE.

Germany
publishes
legislative
proposal on
5MLD
Germany’s federal government
published a draft law on 31 July
to transpose Europe’s Fifth Money
Laundering Directive (Directive (EU)
2018/843) (5MLD) into national law.
Germany’s draft bill to implement 5MLD
exceeds the minimum requirements
mandated by the Directive.
Amongst the key requirements of
the draft law, explains the federal
government, is that “Given the current
number of suspected cases of money
laundering and heightened money
laundering risks in the real estate sector,
the duty to report suspicious real estate
transactions […] has now been put in
more concrete terms.”

The press release can be found HERE.

EU Commission issues recommendation on internal
compliance programmes for dual-use trade controls
The European Commission issued
Recommendation 2019/1318 on
internal compliance programmes
(ICP) for dual-use trade control
on 30 July, which provides nonbinding guidance “to help exporters
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identify, manage and mitigate risks
associated with dual-use trade
controls” and to support national
authorities in deciding on individual,
global or national general export
authorisations.

The guidance focuses on seven core
elements for an effective ICP and includes
an annex of helpful questions.
The recommendation can be found HERE.
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Basel AML Index ranks Estonia, Finland and New Zealand
as ‘best performers’ in AML/CFT
The Basel Institute of Governance
announced on 19 August that it has
given Estonia, Finland and New Zealand
low overall risk ratings for financial
crime and ranked them the “best
performers” among the 125 countries
included in its annual Basel AML Index.
Mozambique, Laos and Myanmar are rated
by the Basel Institute of Governance as the
lowest performing countries; they are also
listed in the United States’ International
Narcotics Control Strategy Report as major
money laundering countries.
Summary
• Colombia, Latvia, Finland and China are

deemed as higher risk of being exploited by
money launderers and terrorist financiers
than they were last year, based on recent
assessments by the Financial Action Task
Force (FATF) of the effectiveness of their
AML/CFT systems;
• Denmark is rated the least risky country for
corruption and bribery, followed by New
Zealand and Singapore;
• Offshore financial centres such as the
Marshall Islands, Grenada and St Lucia are
among the lowest performing countries in
terms of financial transparency;
• Switzerland and the UK have improved their
financial transparency since 2018.

Colombia, Latvia,
Finland and China are
deemed as higher risk
of being exploited by
money launderers and
terrorist financiers than
they were last year

The press release can be found HERE.

The Basel Index can be found HERE.

US FinCEN issues new advisory on detecting financial
transactions linked to fentanyl trafficking
The US Financial Crimes Enforcement
Network (FinCEN) issued an 18-page
advisory to US financial institutions on
21 August on detecting and reporting
illicit financial schemes connected to
the trafficking of synthetic opioids from
China, Mexico and other nations.
The US government simultaneously published
advisories on the manufacturing, marketing
and transporting of fentanyl, fentanyl
analogues and other synthetic opioids.

service businesses (MSBs), online payment
processors, or bank transfers;
• A bulk purchase of opiods may involve a
bank transfer of more than USD 10,000 to
a front company operating in the chemical
manufacturing field or to a shell company
unrelated to chemicals or chemical
production activity;

Summary

• Drug traffickers often using trade-based
money laundering (TBML) schemes and
money mules to deposit their profits in US
financial institutions;

• US fentanyl purchasers often make multiple
or single transfers of less than USD 1,000
to individuals overseas through money

• When filing a suspicious activity report
based on the advisory, the reference
FENTANYL FIN-2019-A006 should be used.

FinCEN’s advisory can be found HERE.

The press release can be found HERE.
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FMLC paper
on legal
uncertainties
regarding ICOs
The UK’s Financial Markets Law
Committee (FMLC) published
a paper on 31 July discussing
issues of legal uncertainty around
initial coin offerings (ICOs), which
assesses a range of regulatory
responses from different
jurisdictions, existing authorisation
regimes, the financial crime risks,
and conflict of law issues.
Summary of the findings
• There is a lack of international
coherence on the legal
characterisation of ICOs;
• Further uncertainties emerge about
the application of existing registration
and authorisation regimes to ICOspecific actors and activities;
• In the UK, whether an ICO is regulated
depends on how it is structured;
• FMLC believes the answer to
current uncertainty is likely to be
new regulation, ideally a crosssectoral regulation applicable to both
innovative/disruptive finance and to
the traditional financial sectors;
• Attention needs to be given to
areas not likely to be covered by
traditional financial regulation, such
as ICO-related innovative actors, new
exchange-listing criteria, custody of an
ICO asset and jurisdiction issues.
•

The paper can be found HERE.

UK class action seeks damages
from banks over forex rigging
UK investors filed a claim at the
Competition Appeal Tribunal on 29
July seeking damages from Barclays
and other large banks for allegedly
rigging the global forex market for
years through traders’ chatrooms.
The class action application for Case
No. 1329/7/7/19, published on 9 August
and naming Barclays, Citi, JP Morgan,
NatWest, RBS and UBS as defendants,
cites the European Commission’s findings
that some of those banks engaged in anticompetitive exchanges of forex trading
information through interbank chatrooms.

Split] and Case AT.40135 FOREX [Essex
Express]) that resulted in combined fines
of EUR 1.07 billion against Barclays, RBS,
Citi, JP Morgan and MUFG;
• UBS is an addressee of both
Commission decisions, but avoided
an aggregate fine of EUR 285 million
because it revealed the existence of the
cartels to the Commission;
• On 6 August 2018, 15 banks agreed to
pay a total of USD 2.3 billion to settle a
US class action over antitrust collusion
in the forex market through the same
and other similar cartels.

Summary
• The UK class action arises from two
separate infringement decisions by the
European Commission on 16 May (Case
AT.40135 FOREX [Three Way Banana

The court filing can be found HERE.

The summary can be found HERE.

UK FCA stocktake report on Senior
Managers and Certification Regime
The UK’s Financial Conduct Authority
(FCA) presented on 5 August
the findings of a review into the
embedding of the Senior Managers
and Certification Regime (SMCR)
into the banking sector since its
introduction in March 2016.
The review finds that the major initial
implementation issues have now been
overcome, with some firms being more
successful than others in embedding the
regime below the senior manager level.
However more remains to be done in terms

of creating work environments where
the risk of misconduct is minimised,
recording breaches of behaviour
consistently and providing tailored
training on conduct rules to staff. The
FCA announced that its supervisory
focus on the conduct rules will increase
ahead of the wider roll-out of SMCR in
December and expects businesses to
meet their obligations under the regime.

The FCA report can be found HERE.
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The Monetary Authority of Singapore issues consultation
on controls against market abuse
The Monetary Authority of Singapore
(MAS) launched on 5 August
a consultation on its proposed
requirements for financial institutions
(FIs) aimed at improving controls and
facilitating investigations into cases
of market abuse, such as market
manipulation and insider trading. The
consultation closes on 5 September.
Summary of areas where MAS is seeking
comments
• Ultimate beneficial owners (UBOs) of orders
and trades (O&T) executed in omnibus
accounts (known as ‘Client Identification
Rule’): MAS proposes to introduce a client
identification rule where FIs must establish
arrangements with clients to facilitate the
provision of UBO information to MAS or any

• Unique client device identifier for O&T
executed via mobile trading applications:
MAS proposes to introduce a new
requirement for all FIs to capture and record
the Device ID for O&T executed via mobile
trading applications;

other law enforcement agency, within five
business days upon request;
• Record-keeping of instructions received
for broker-assisted O&T: MAS proposes
to introduce a requirement for FIs to
record all communication between their
representatives and the person instructing
the O&T in the customer’s account for
capital market products, even if it does not
result in a transaction;

• Cash payments and payments by third
parties (i.e. non-account holders) for the
funding of customers’ accounts: MAS
proposes to augment the Anti-Money
Laundering Notice by requiring FIs to
maintain a centralised, electronic register of
all payments received in cash or from third
parties by the FIs into customer accounts.

The consultation can be found HERE.

Vatican Bank renews Statute which includes changes to
increase transparency to prevent financial crime
Pope Francis published an
Administrative Order on 10 August
approving renewed Statutes for the
Institute for the Works of Religion
(Istituto per le Opere di Religione - IOR),
known as Vatican Bank, which increase
transparency and strengthen the lay
board to provide better oversight to
combat financial crime.

• The external auditor may express opinions
on the Institute’s financial statements in a
special report, examine all the books and
accounting documents and request any
information useful for auditing activities;

Key changes

• Internal structures have been reduced from
five to four: the Prelate, the Commission
of five Cardinals (appointed by the Pope
for a five-year period), and the Board of
Superintendence (appointed for a five-year
period by the Commission of Cardinals), can
all be confirmed only once, the lay board of
directors, which is made up of internationally

• The Order formally introduces a number
of changes made by Pope Francis since
the election in 2013, including making the
external audit obligatory to prevent financial
scandals, following appointment by the
Commission of Cardinals;

• The Institute’s governing bodies no longer
include three internal auditors, whose office
was renewable;

known financial experts has been increased
to seven members and has been given a
strengthened role;
• The new rules ban bank employees, nearly
all of whom are non-clerics, from holding
other roles with outside institutions. The
Administrative Order states, “They may not
engage in any other activity of an advisory
nature, whether paid or unpaid, nor may they
engage or participate in any commercial
activity, in any capacity, either inside or
outside the Vatican City State.”

The Order can be found HERE.
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US Treasury to
expand rules for
sharing bank
records with
domestic and
foreign AML
investigators

Casinos must be aware of emerging
money laundering trends, FinCEN

The US Treasury Department issued
a notice on 31 July of plans to extend
rules that allow domestic and foreign
law enforcement agencies to ask
the Financial Crimes Enforcement
Network (FinCEN) to obtain from
financial institutions information
on suspected terrorists and money
launderers. The deadline for
comments was 30 August.

Summary of Blanco’s speech

31 CFR § 1010.520 provides that FinCEN
may solicit from financial institutions
information on accounts or transactions
involving individuals, entities or
organisations suspected of engaging in
terrorist activity or money laundering.
Separately, the Office of the Comptroller
of the Currency (OCC) announced on 23
August that it is soliciting comments by 23
September on its approach to collecting
information from community banks for
the Bank Secrecy Act/Money Laundering
Risk Assessment. The OCC received no
comments in response to its notice on 10
May regarding its collection practices.
The FinCEN notice can be found HERE.
The OCC’s notice can be found HERE.

Speaking at the annual Las Vegas
Anti-Money Laundering Conference
on 13 August, Kenneth A. Blanco,
the director of the US Department
of the Treasury’s Financial Crime
Enforcement Network (FinCEN), said
that diligence on emerging trends and
technology, including sports betting
and virtual currency is key to tackling
money laundering.

• It is important for casinos and card
clubs to consider how to integrate
sports betting into anti-money
laundering (AML) programmes to
monitor potentially suspicious activity;
• Casinos need to file suspicious activity
reports (SARs) when they encounter
suspicious activity and any cyber
events that affect, facilitate, or conduct
transactions and must set policies,
procedures, internal controls, and risk
assessments related to crypto-assets;

• Casinos need to boost measures to
identify and report on “suspicious
activity related to criminal exploitation
of convertible virtual currencies (CVC)
for money laundering and sanctions
evasion,” as there has been a significant
gap in reporting in this area by casinos;
• FinCEN reported a decrease of nine
percent in SARs filed by casinos
between 2017 and 2018;
• Blanco also mentioned the recent
Due Diligence Final Rule, requiring
the collection of beneficial ownership
information of legal entities when
opening an account at a bank or
financial institution. A second critical
step in closing the national security
gap, said Blanco, is collecting beneficial
ownership information at the corporate
formation stage, an area which
Congress is due to address.
The transcript can be found HERE.

Malaysia consults on e-KYC AML
Bank Negara Malaysia (BNM) issued
a consultation on 9 August on “AntiMoney Laundering and Counter
Financing of Terrorism (AML/CFT)
– Money Services Business (Sector
3) (Supplementary Document No. 2),”
which outlines proposed minimum
requirements that a licensed MSB
approved to implement electronic
Know Your Customer (e-KYC) must
observe when on-boarding customers
to ensure effective AML safeguards.

The consultation runs until 8
September.
Key requirements include notification
to the BNM by the reporting institutions
on the intention to implement the e-KYC
model and the ability to comply with
requirements “on a continuing basis.”

The announcement can be found HERE.
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FINMA issues anti-money laundering
guidance for blockchain firms
On 26 August, the Swiss Financial
Market Supervisory Authority (FINMA)
released guidance on how it applies
anti-money laundering rules to financial
services firms that use blockchain
technology. It also issued banking
and securities dealers’ licences to
blockchain service providers SEBA
Crypto AG and Sygnum AG.

wallets belonging to their verified customers,
but are not permitted to transfer tokens to
or from customers of other institutions.
This practice applies as long as information
about the sender and recipient cannot be
transmitted reliably in the payment system.

FINMA-supervised institutions may conduct
crypto-asset transactions that involve external

The press release can be found HERE.

UK NCA to complete preparations for
overdue overhaul of SARs systems
The UK’s National Crime Agency (NCA)
stated in a 12 August report that
preparatory work for a two-year staged
overhaul of its IT systems for handling
suspicious activity reports (SARs) is
“almost complete.”
The first major build activity is expected to
“transform” law enforcement’s workflow and
analysis tools by enabling quicker decisionmaking on defence against money laundering
requests (DAMLs), greater feedback on
SARs and increased use of SARs in law
enforcement operations.
The 20-page report also indicated ways that
compliance officers can improve the utility
of SARs and law enforcement’s possible
reasons for rejecting DAMLs.
Summary
• The UK financial intelligence unit screens
all SARs before they are made available
to law enforcement users by searching

for keywords or glossary codes relating
to sensitive issues and then fast-tracking
positive hits to law enforcement agencies;
• Information within a single SAR may be
used several times for different purposes,
such as to inform HMRC about tax issues;
local police about fraud or theft; and a
government department about a regulatory
issue or weakness in a financial product;
• SARs reporters sometimes receive complex
requests for further information on the
activity they are seeking to undertake
because the DAML team cannot infer, imply
or assume meaning from what is disclosed;
• The DAML team typically refuses a request
when a criminal investigation is underway or
initiated with a view to securing restraint of
the assets through the courts.

The NCA’s report can be found HERE.

Seychelles
to delay
enforcement
of compliance
with AML Act
Seychelles officials plan to run
educational campaigns from
2019 to 2022 to remind estate
agents, car dealers and notaries
of their obligations as reporting
entities under the Anti-Money
Laundering Act 2006 “before we
proceed with supervision and
enforcement of the framework,”
Richard Rampal, director of the
financial intelligence unit (FIU),
said in a statement on 28 August.
Intergovernmental assessors noted in
a September 2018 mutual evaluation
report (MER) on Seychelles that
the FIU, which is the nation’s only
AML supervisor, has “inadequate
resources” to effectively supervise
reporting entities or monitor their
compliance with AML/CFT rules.
Seychelles ministers have approved
an action plan to improve the AML
framework in line with the MER. By
April 2021, Seychelles is expected to
have reviewed relevant legislation
At a 20 August meeting to discuss
AML controls in the real estate
sector, officials agreed to review
the legislative framework governing
the procedures for land registration
and the Estate Agents Board
amid concerns about unlicensed
individuals advertising properties on
behalf of third parties.

The statement can be found HERE.
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FCA agrees phased implementation of Strong Customer
Authentication for e-commerce transactions
• Engage with wider industry effort to
coordinate implementation of SCA in line
with the plan and take appropriate action to
manage fraud risk;

The UK’s Financial Conduct Authority
(FCA) agreed on 13 August an
18-month plan which gives the
e-commerce and payments industry
extra time to implement Strong
Customer Authentication (SCA) rules
aimed at enhancing the security of
payments and limiting fraud, in line with
the revised opinion from the European
Banking Authority on a phased-out
implementation beyond the initial
deadline of 14 September 2019.
The new plan gives firms up until 14 March
2021 to make the necessary changes and
undertake the necessary testing to apply
SCA. The FCA said they would not take
enforcement action against firms if they do
not meet the relevant requirements from
14 September 2019 in areas covered by
the agreed plan, where there is evidence
that they have taken the necessary steps
to comply with the plan. The FCA makes
clear that enforcement action is limited to
the application of SCA to card-not-present
e-commerce transactions.

• Not to act outside the agreed industry
delivery plan in ways that cause
unnecessary problems for consumers or
merchants;
• Provide a viable means of authenticating
less digitally engaged people;
The managed rollout includes compliance
point 1 (14 September), when transactions
will not be declined for not being SCA
compliant, compliance point 2 (14 March
2020) by which the path to SCA readiness
needs to start and compliance point 3 (14
September 2020) by which time products will
begin to be rolled out at scale, with a focus on
small merchants and customer awareness.
Under the current managed rollout,
companies are expected to:

• All parties involved in card-not-present
transactions, both FCA regulated and
unregulated, should continue to work
together over the next 18 months to ensure
the smooth and timely implementation of
SCA by 14 March 2021.

The press release can be found HERE.

UK Finance’s note can be found HERE.

US National Credit Union Administration publishes
regulatory alert for credit unions on hemp banking
The US National Credit Union
Administration (NCUA) issued on 19
August a Regulatory Alert to update
federally insured credit unions
about changes in hemp regulation,
following the signing into law of the
Agriculture Improvement Act of 2018
(2018 Farm Bill), serving as interim
guidance to companies in anticipation
of forthcoming guidelines by the US
Department of Agriculture (USDA).

NCUA encourages credit unions to consider
whether they are able to “safely and properly
serve lawfully operating hemp-related
businesses within their fields of membership.”
NCUA states that the following measures
should be included in credit unions’
Bank Secrecy Act and AML compliance
programmes: maintain appropriate due
diligence procedures and file Suspicious
Activity Reports for activities that appear

to involve money laundering or illegal or
suspicious activity, remain informed of
the state’s laws and agreements where
the business operates, know how to verify
whether the member is part of a pilot
programme, and be familiar with any laws
prohibiting such activities.

The regulatory alert can be found HERE.
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Evaluating the impact of Michael Calvey’s arrest on the
Russian business environment
out of 180 countries in 20183. According to
various surveys conducted over the past
decade by independent Russian sociological
bureau Levada Centre, more than half of
respondents in Russia do not trust Russian
courts4. In 2019 Russia scored only 2 out of
16 points in an annual assessment of the
country’s rule of law by Freedom House5.

By Dmitri Gorelov
Analyst
Russia, CEE & Central Asia
Aperio Intelligence

2019 has all the chances of becoming
one of the gloomiest years for Russia’s
reputation as a country worth investing
in. Over USD 40 billion were withdrawn
from the country in the first half of
this year, figures comparable to the
height of the economic crisis in 2008
and the 2014 post-sanctions shock.
This tendency, some say, is due to the
recent arrests of high-profile business
figures, both foreign and Russian, and
the perceived lack of respect for their
rights shown by Russian courts. Six
well-known entrepreneurs were charged
with criminal offences in the first six
months of 2019, four of them arrested.
The most notable, Michael Calvey, has
been awaiting trial since February: first
in custody and then from April onwards,
under house arrest.
This analysis considers the reasons
behind the sharp increase in capital
outflow from Russia, focusing on the
reputational setback caused by Calvey’s
arrest. A reputable American investor
who made his fortune in Russia, Calvey
was supposed to showcase the country
to foreign businesses but he has
ended up in a show trial. His partnerturned-adversary, Artem Avetisyan, is
believed to have close contacts in the
1. Doing Business 2019, The World Bank, accessed 7 August 2019.
2. Doing Business 2014, The World Bank, accessed 7 August 2019.
3. Corruption Perceptions Index 2018, Transparency International, 29 January 2019.
4. Институциональное доверие, Levada Centre, 4 October 2018.
5. Freedom in the World 2019, Freedom House, accessed 8 August 2019.
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FSB, Russia’s security agency, which
is involved in the probe into Calvey’s
business transactions alongside
the Investigative Committee. The
growing capital outflow from Russia
to its traditional recipient economies,
including the UK, is not only Russia’s
problem. With this in mind, Western
businesses, especially banks and
financial institutions, should question
and examine the origins of these funds.
Doing business in Russia
Russia ranks 31st out of 190 in the World
Bank’s Doing Business survey 20191. This is
a massive improvement since 2014, when
Russia came 92nd, just behind Albania and
Barbados2. However, the study does not take
into consideration some of the key factors
for Russia’s business environment. Doing
business has hardly ever been considered
safe and relaxed in Russia, predominantly
due to high levels of corruption and the
lack of an independent judiciary. Russia
has never left the bottom third of the
Corruption Perceptions Index published by
Transparency International. It ranked 138th

Nonetheless, there used to be some arbitrary
rules in place. During the rapid economic
growth of the 2000s, the Russian state
indirectly but clearly articulated these rules
as follows: you are allowed to benefit from
the country’s economic growth if you do not
challenge the political status quo. According
to this social contract, the state guaranteed
stability for entrepreneurs in return for
their political loyalty. The presidential
administration appears to have also been
entrusted with an arbitration role in major
commercial disputes.
Following the annexation of Crimea in
2014 and subsequent sanctions by the
US and the EU, the Russian economy
plummeted and has been struggling to
recover ever since. Having failed to maintain
macroeconomic stability, the Kremlin has
seemingly distanced itself from mediating
the commercial conflicts, while there is no
independent judiciary to step in.
The complicated business environment has
provoked entrepreneurs to act and, among
other things, to withdraw their investments
from Russia. This is accompanied by other
detectable tendencies. According to the
statistics released annually by London-based
consultancy Portland Communications,
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Russians have been one of the most litigious
nationalities in London’s commercial courts
since 2014; in most years, second only to
the British. Governed by English common
law, Cyprus and the UK’s offshore territories
remain among the most popular jurisdictions
for holding companies for Russian
businesses6,7.

Bank contradicts its own data published
earlier this year, when it stated that the
capital outflow between January and May
2019 reached USD 35.2 billion, a figure that
corresponds with Kudrin’s assessment11.

Photo: Bloomberg. Alexey Kudrin.

Furthermore, Russian entrepreneurs are
increasingly moving their assets and
families abroad, including to the UK. The
most recent Home Office statistics indicate
that Russians have been the second largest
group of applicants for the UK golden visa
programme since it was established in
20088. In the 2010s, thousands of wealthy
Russians were awarded golden visas in other
EU member states including Cyprus, Malta,
Latvia and Spain.

Alexey Kudrin
Kudrin currently chairs the Accounts
Chamber, a parliamentary auditor with
limited public authority. He is known
to have been a friend of president
Putin since the early 1990s when they
both worked in the St Petersburg City
Administration. In the early years of
his presidency, Putin entrusted Kudrin
with economic reforms which proved
to be highly effective. Kudrin served as
the minister of finance between 2000
and 2011, and presided over Russia’s
accumulation of foreign currency
reserves from oil sales in the 2000s.

The current year has arguably become
the most troubled time for Russian
entrepreneurs in the last two decades.
In addition to unpredictable prosecution
(often perceived as staged by business
adversaries), they have to navigate a
highly corrupt environment and mind the
international sanctions.
Speaking at the St Petersburg International
Economic Forum on 6 June 2019, Russia’s
former finance minister Alexey Kudrin stated
that the capital outflow from Russia reached
USD 40 billion during the first five months of
2019. He linked this to the arrest of Calvey,
the largest foreign investor in Russia9.

The Central Bank of Russia provides a more
conservative assessment regarding the
scale of capital outflow during the first half
of 2019: USD 27.3 billion10. Nonetheless,
even this figure has more than doubled
compared to the same period in 2018. It
is also worth mentioning that the Central

Calvey’s arrest has indeed attracted media
attention and generated uncertainty within
the Russian business environment. The
following section scrutinises the case as well
as Calvey’s conflict with Artem Avetisyan.

Photo: Forbes.ru. Artem Avetisyan.

Artem Avetisyan
Avetisyan is a Russian banker and
public figure. He is one of the directors
of the Agency for Strategic Initiatives
(ASI). This not-for-profit organisation
aims at improving the business
environment in Russia and is chaired
by president Putin. Avetisyan is also
the head of Leader’s Club, which is
effectively a lobby organisation for
entrepreneurs. Its members have
access to regular meetings with

6. Insight: Bank documents portray Cyprus as Russia’s favorite haven, Reuters, 15 May 2013.
7. Российские инвесторы ушли с Кипра на Виргинские острова, RBK, 13 September 2018.
8. How $220 Billion Of Dirty Money Is Laundered Through Europe, Forbes, 24 July 2019.
9. Кудрин: арест Калви повлек удвоение оттока капитала из России, TASS, 6 June 2019.
10. Отток капитала из России вырос более чем в два раза, Kommersant, 9 July 2019.
11. В ЦБ сообщили, что чистый отток капитала из России за пять месяцев вырос до $35,2 млрд, TASS, 11 June 2019.
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Russian public officials, including Putin
and his advisors. In addition to these
lobbying opportunities, Avetisyan has
close relations with the sons of several
senior Russian public officials. He is
a business partner of Oleg Gref, the
son of Sberbank’s CEO German Gref.
Russian media reports that Avetisyan
is a friend of Dmitry Patrushev, the son
of the secretary of Russia’s Security
Council and former head of the FSB
Nikolay Patrushev. An influential
advisor to president Putin, Andrey
Belousov, has also acknowledged his
friendship with Avetisyan in interviews
with Russian media.

investments in and alongside politically
exposed organisations. Since 2006, Baring
Vostok has been a minority shareholder of
Kaspi Bank, the largest Kazakh retail bank.
Between 2015 and 2017, Kaspi Bank was
co-owned by Kairat Satybaldy, the nephew
of president Nursultan Nazarbayev. Despite
Satybaldy’s exit from the bank’s list of
shareholders, he is believed to have retained
control over its management. In Russia,
Baring Vostok is a longstanding investment
partner of the RDIF, the Russian sovereign
wealth fund. During the past three years,
Baring Vostok and the RDIF co-invested in
Chukotka-based coal mines, St Petersburg’s
Pulkovo airport and ivi, an on-demand
cinema platform13,14,15.

The Calvey (show)case
Michael Calvey, the managing partner of
Russia’s largest private equity firm Baring
Vostok Capital Investments and arguably the
country’s most well-known foreign investor,
was the first of a number of entrepreneurs to
be charged with criminal offences in Russia
in 2019. Calvey has been working in Russia
since the mid-1990s. During the 2010s,
Calvey famously earned 500-fold returns on
his investments in Russian search engine
Yandex12.
Calvey eschewed investing in state-owned
enterprises. He is also known for his

Calvey has a degree of
political exposure in the
US. His brother Kevin
Calvey is a Republican
politician who served in
the Oklahoma House of
Representatives from
1998-2006 and from
2014-2018. Michael
reportedly financed
his brother’s run for
Congress in 201016

Calvey retained his investments in Russia
after 2014 and kept praising the country’s
business environment amid the exodus of
other foreign investors. Due to his reluctance
to speak publicly about Russia’s evident
economic problems, The Wall Street Journal
dubbed him a “Kremlin cheerleader.”17
He has equally never been critical of the
political regime in Russia. By doing so, he
followed the aforementioned postulate of
Russia’s Putin-era social contract: you can
do business in Russia, as long as you do not
criticise the Kremlin.
However, this pact appears to have been
broken. In mid-February 2019, Calvey was
supposed to meet his partner-turnedadversary Avetisyan in Moscow. Calvey and
Avetisyan have been involved in a longrunning commercial dispute in London over
the ownership of PAO Vostochny Express
Bank, a large bank based in the Russian Far
East. Calvey flew to Moscow on 11 February
and was detained on 15 February alongside
five other managers employed by Baring
Vostok. The Basnmanny Court of Moscow
ordered their arrest for two months on fraud
charges a day later18. Calvey was released
and put under house arrest in Moscow in
April, but his arrest was later extended until
13 October19,20. The other defendants remain
in custody.
When asked about the court’s decision to
keep the other Baring Vostok managers in

12. Baring Vostok Backs Amazon Clone After 500-Fold Yandex Win, Bloomberg, 30 April 2013.
13. РФПИ даст стране угля с Чукотки, Kommersant, 13 December 2013.
14. РФПИ и арабские инвесторы закрыли сделку по покупке 25% Пулково, RBK, 4 September 2017.
15. Консорциум РФПИ и Mubadala при участии Baring Vostok инвестируют в онлайн-кинотеатр ivi, Interfax, 6 June 2019.
16. Oklahoma elections: Russian fund boosts Calvey campaign, The Oklahoman, 8 August 2010.
17. ‘Last Man Standing’: An American Investor in Russia Takes a Fall, The Wall Street Journal, 31 July 2019.
18. Суд арестовал фигуранта дела Baring Vostok Майкла Калви, RBK, 16 February 2019.
19. Майкла Калви перевели под домашний арест, Kommersant, 11 April 2019.
20. В деле Майкла Калви не хватает экспертиз, Kommersant, 9 July 2019.
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detention, president Putin replied that they
did not own residential property in Moscow
and so could not be put under house arrest.
One of the arrestees, Phillipe Delpal, is a
French national. French president Emmanuel
Macron approached Putin personally
regarding his detention. In July, Russian
media reported that Delpal’s wife had
purchased an apartment in Moscow for USD
397,00021 so that he could be placed under
house arrest. The Moscow City Court agreed
to move him to house arrest in August
following reports that Delpal had lost 12
kilograms in weight whilst in jail22.

The Russian Investigative Committee
suspects Calvey and his associates of
stealing RUB 2.5 billion (USD 39 million)
from Vostochny, which has been partly
owned by Baring Vostok since 2010.
According to Russian prosecutors, Calveycontrolled NAO First Collection Bureau
(PKB) borrowed RUB 2.5 billion from
Vostochny and repaid this debt in February
2017 by transferring a 60 percent stake in
International Financial Technology Group
S.C.A. (IFTG), a Luxembourgish investment
fund, to Vostochny23. In February 2019,
Vostochny’s board member Sherzod
Yusupov complained to Russia’s Federal

Security Service (FSB) that the stake in IFTG
was only worth RUB 600,000 and that Calvey
had defrauded his partners.

Russian news portal Open Media
reviewed IFTG’s 2016 annual return and
reported that the company held assets
worth RUB 2.24 billion24. IFTG owned
minority stakes in well-known Russian
companies, including oil company
RussNeft. Open Media identified no
evidence of financial distress in IFTG’s
financial statements.

21. Putin Told a Jailed French Banker to Buy a Home. It Didn’t Help, Bloomberg, 23 July 2019.
22. Фигуранта “дела Калви” Филиппа Дельпаля перевели под домашний арест, Interfax, 15 August 2019.
23. Почему задержали основателя инвесткомпании Baring Vostok, RBK, 16 February 2019.
24. Что не так в расследовании против Майкла Калви, Open Media, 15 February 2019
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In early August 2019, a US-registered
investment fund Parus Marine sent a
purchase offer to Vostochny. The fund
offered RUB 2.6 billion for Vostochny’s
stake in IFTG. On 9 August, Vostochny
refused to sell it for the proposed price
asking for RUB 3.7 billion instead25.

The current list of Vostochny’s shareholders
traces its roots back to the bank’s merger
with OOO Commercial Bank Uniastrum in
January 2017. Uniastrum was a Moscowbased bank 100 percent owned by Artem
Avetisyan26. Uniastrum’s assets were
transferred to Vostochny as a result of the
merger, while Avetisyan’s Cypriot company
Finvision Holdings Limited, formerly known
as Boc Russia Holdings Limited, acquired
32 percent of Vostochny. Evison Holdings
Limited, a Cypriot firm co-owned by Baring
Vostok and Russia Partners (which belongs
to global private equity firm Siguler Guff),
reduced its stake in Vostochny to 51.6
percent. Minority stakes in Vostochny
belong to Avetisyan’s longstanding business
partners Sherzod Yusupov (4.8 percent) and
Yury Danilov (3.2 percent).
Calvey’s Baring Vostok and Avetisyan’s
Finvision signed a pre-merger agreement in
2016, stipulating the latter’s right to exercise
the option to increase its stake in Vostochny
by 10 percent until 31 March 2018. However,
Baring Vostok continuously denied
Finvision’s right to buy the stake due to the

alleged withdrawal of considerable sums
of money from Uniastrum on the eve of its
merger with Vostochny. This shareholding
dispute between Avetisyan and Baring
Vostok is subject to a long-running legal
battle at the London Court of International
Arbitration.
According to Calvey, the fraud charges
against him in Russia are related to this
litigation with Avetisyan in London. Calvey
adds that Yusupov, who is a close associate
of Avetisyan, complained to the Russian
authorities on Avetisyan’s behalf in order
to pressurise Baring Vostok to withdraw its
lawsuit in London. In addition to the legal
dispute, Avetisyan was reportedly threatened
by Vostochny’s follow-on offering scheduled
in April 2019. This offering was agreed in
consultation with the Central Bank of Russia
in January 2019 and could potentially dilute
Avetisyan’s stake in Vostochny27.
Since Calvey’s arrest, Avetisyan appears to
be winning the dispute over the 10 percent
option. On 11 June 2019, the Arbitration
Court of Amur Oblast ordered Evison to
transfer a 10 percent stake in Vostochny to
Finvision. The London Court of International
Arbitration confirmed Avetisyan’s right to use
the option on 17 June28. Evison reportedly
sold the disputed stake to Finvision for RUB
750 million (USD 11.7 million) on 18 June
and consequently lost majority control over
Vostochny. Upon the completion of this
transaction, Evison and Finvision held around
42 percent each in Vostochny29. Yusupov
and Danilov, Avetisyan’s allies, also remained

minority shareholders of Vostochny holding
4.8 percent and 3.2 percent of shares
respectively, as of June 2019.

Figure 1 - Vostochny’s ownership

Therefore, Avetisyan, Yusupov and Danilov
gained control over the majority of voting
shares in Vostochny and called for reelection of the bank’s board members. On 28
June, the shareholders of Vostochny elected
nine board members: three representatives
of Finvision (Artem Avetisyan, Sherzod
Yusupov, Svetlana Trukhanovich), four
representatives of Evison (Grigory Zhdanov,
Marina Ushakova, Yana Arutyunova, Dmitry
Baburin) and two independent members
(Alexander Kalinin, Yury Danilov)30. On 4 July,
the board appointed Vyacheslav Arutyunyan,
former senior manager of Uniastrum, as the
chairman of Vostochny.
Evison challenged this appointment as
well as the earlier transfer of Vostochny’s

25. «Восточный» отказался продавать акции из дела Калви за 2,6 млрд руб., RBK, 9 August 2019.
26. «Эти ребята прекрасно знают, как тут все устроено»: против инвестбанкиров из фонда Baring Vostok использовали серьезный ресурс, The Bell, 16 February 2019.
27. «Восточный» резерв, Kommersant, 16 January 2019.
28. Arrested in Russia, U.S. Investor Faces Setback in London Court, Bloomberg, 18 June 2019.
29. Baring Vostok передал 10% “Восточного” компании Аветисяна и утратил контроль над банком, Interfax, 18 June 2019.
30. Акционеры банка «Восточный» сформировали совет директоров, Kommersant, 28 June 2019.
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10 percent stake in the Arbitration Court
of Amur Oblast31,32. The litigation between
Avetisyan and Baring Vostok in the London
Court of International Arbitration is ongoing.
Therefore, the related ruling regarding
Avetisyan’s right to exercise the option is
preliminary and might be overturned during
the forthcoming hearings. Nonetheless
this ruling allowed Avetisyan and his allies
to gain majority shareholder votes in
Vostochny. Shortly after that, Vostochny
and Avetisyan’s Finvision filed two lawsuits
in Blagoveshchensk33. The suits demand
compensation from Evison and Baring
Vostok worth RUB 22.4 billion (USD 350.9
million) in total34.
Reports by Russian business publications
appear to lean towards Calvey’s opinion that
Avetisyan staged his criminal prosecution.
The Bell, a Russian online newspaper,
quoted anonymous sources that claim
that Avetisyan could have abused his
connections with the Patrushev family in
order to initiate Calvey’s arrest35. In addition,
Avetisyan is rumoured to have been assisted
by his close friend and Putin’s advisor Andrey
Belousov36. In his March 2019 interview to
Forbes, Belousov denied his involvement in
Calvey’s arrest and laughed off the alleged
involvement of the Patrushev family37.
It is worth noting that several high-profile
public officials have released statements in
support of Calvey. Most notably, the head
of the RDIF and Putin’s close confidant Kirill

Other entrepreneurs are increasingly
attempting to withdraw money from
Russia and reinvest elsewhere. In
his speech at the St Petersburg
International Economic Forum,
Kudrin called Calvey’s arrest a shock
to Russia’s economy
Photo: Tass

Dmitriev lobbied for Calvey’s release from
detention in April38. In June, Putin provided
a rather reserved commentary on Calvey’s
case39. He insisted on the legitimacy of
prosecution, whilst noting that Calvey should
be considered innocent unless the court
rules otherwise.

not guarantee the security of one’s business.
The lack of clear regulations creates
opportunities for those who are keen to
abuse their connections in law enforcement.
Calvey’s arrest has already been followed by
controversial charges against five other highprofile businessmen.

Previously, criminal prosecution was used
to pressurise Putin’s critics, which included
entrepreneurs. Most notably, in 2003 Mikhail
Khodorkovsky, then CEO and owner of Yukos
oil company, was charged with tax fraud
following his public conflict with president
Putin. He was sentenced to prison in 2005
and released in 2013. However, Calvey’s
case demonstrates that former rules do not
apply anymore: loyalty to the regime does

Other entrepreneurs are also vulnerable to
such abuses and are increasingly attempting
to withdraw money from Russia and reinvest
elsewhere. In his aforementioned speech at
the St Petersburg International Economic
Forum, Kudrin called Calvey’s arrest a
shock to Russia’s economy. However, with
an increased influx of money from Russia,
this shock is likely to echo in the Western
financial environment.

31. Baring Vostok оспорил потерю контроля над банком “Восточный”, Interfax, 24 June 2019.
32. Смену руководства банка “Восточный” оспорили в суде, Interfax, 5 July 2019.
33. А04-5290/2019, Kad.Arbitr.ru, accessed 8 August 2019.
34. Компания Аветисяна предъявила претензии Baring Vostok на 12,5 млрд руб., RBK, 2 August 2019.
35. «Эти ребята прекрасно знают, как тут все устроено»: против инвестбанкиров из фонда Baring Vostok использовали серьезный ресурс, The Bell, 16 February 2019.
36. Основателю фонда Baring Vostok дорого обойдется конфликт в банке «Восточный», Vedomosti, 17 February 2019.
37. «Если бы я пошел к президенту, меня бы вынесли вперед ногами»: Андрей Белоусов о деле Baring Vostok, Forbes, 20 March 2019.
38. Глава РФПИ повторно ходатайствовал о смягчении меры пресечения Калви, Interfax, 9 April 2019.
39. Путин впервые публично прокомментировал арест Калви, BBC, 7 June 2019.
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UK branch of Qatari lender Al Rayan allegedly banks
terrorism-linked entities and discloses AML review
Clients of the UK branch of Qatari
state-controlled bank Al Rayan allegedly
include entities with ties to extremism
and terrorism, the National reported
on 5 August. Prior to this the bank
disclosed on 4 April in its annual report
that its anti-money laundering (AML)
processes and controls had been
placed under formal review by the UK’s
Financial Conduct Authority.
Al Rayan allegedly provides accounts to at
least 15 controversial entities, four of which
have had their UK accounts closed by banks

such as HSBC, Barclays, Lloyds TSB and
Natwest. Al Rayan’s clients, according to the
media reports, are alleged to include:
• Finsbury Park mosque, whose former
leader Abu Hamza is in jail for terror
offences in the US;
• Nectar Trust, the British arm of the Qatar
Charity, which is banned in the UAE and
elsewhere over alleged links to terrorism;
• Qatar Charity, which allegedly has ties to
the Muslim Brotherhood;

• Emaan Trust, whose trustee, Ahmed AlRawi, is the ex-president of the Federation
of Islamic Organisations, believed to be the
European arm of the Muslim Brotherhood;
• Ummah Welfare Trust, which has worked
with entities in Gaza that are banned in the
US for funding Hamas;
• Interpal, which has suspected links to the
Muslim Brotherhood and has been banned
in the US for allegedly helping to fund
Hamas.

Photo: Al Rayan

Australia examines Crown casino’s AML controls; Crown
Resorts linked accounts allegedly funnelled illicit funds
The Victoria Commission for Gambling
and Liquor Regulation (VCGLR)
announced in a statement on 2 August
that it will re-examine Crown Melbourne
Ltd following media allegations that
some of the casino’s junket operators
have links to organised crime. Crown
Melbourne has denied all wrongdoing.
The VCGLR said it had examined many
of the issues during its review of Crown
Melbourne’s licence in June 2018, and that it
had engaged with other regulators on money
laundering and junket operators. The VCGLR
has previously taken action against Crown
Melbourne over its junket operators.
Summary of the allegations
• The Guardian reported on 31 July that
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Crown Resorts, which owns Crown
Melbourne, allegedly failed to meet its 1
July deadline to implement the VCGLR’s
recommendations for preventing money
laundering and criminal activity at the
Melbourne casino;
• The Age reported on 27 July that a criminal
syndicate known as ‘The Company’
allegedly used Crown-linked bank accounts
and high-roller rooms to launder its funds;
• Crown Melbourne allegedly provides a
high-roller room for junket operator SunCity,
which is suspected by Australian and Hong
Kong authorities of having ties to organised
crime figures.
In addition to this, two private companies
set up by Australia’s Crown Resorts allegedly

funnelled money through their bank
accounts for drug traffickers and money
launderers from 2012 to 2016, according
to federal investigators cited by the Age on
5 August. Southbank Investments Pty Ltd
and Riverbank Investments Pty Ltd opened
accounts at Commonwealth Bank after
HSBC shuttered their accounts in 2013.
Meanwhile, the head of Australian Criminal
Intelligence Commission (ACIC), Michael
Phelan, told the Age on 31 July that
state and federal police are conducting
an investigation into organised crime at
casinos, with a focus on junket operators.
Australia’s attorney general, Christian Porter,
has also reportedly ordered an independent
investigation into fast-tracked visa approvals
for wealthy Chinese individuals visiting
Crown Resorts casinos.
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Switzerland’s
LLB Verwaltung
settles US tax
evasion case for
USD 11 million
Swiss private bank LLB Verwaltung
(Switzerland) AG, formerly known
as Liechtensteinische Landesbank
(Schweiz) AG, has reached a
resolution with the US Justice
Department (DOJ) that includes
paying a USD 10.7 million fine for
helping clients evade US taxes
from 2002 to 2011, the DOJ
announced on 5 August.
Liechtensteinische Landesbank
conspired with a Swiss asset manager
to set up nominee companies in tax
havens that hid clients’ assets and
income from the US Internal Revenue
Service, according to the statement of
facts attached to the non-prosecution
agreement dated 31 July.
Summary
• At its peak in 2008, Liechtensteinische
Landesbank had 107 US clients
holding USD 176.5 million in assets,
with the majority of those accounts in
the names of nominee entities;
• In 2009, the bank’s compliance
officer was alerted to the Swiss asset
manager’s possible enablement of
tax evasion and proposed actions
to ensure US clients paid US taxes;
the bank did not implement these
recommendations at the time;
• LLB Verwaltung has agreed to
cooperate with any related criminal or
civil proceedings.

NCA obtains UWO against woman
suspected of aiding organised crime
The UK’s National Crime Agency
(NCA) announced on 31 July that it
has secured an unexplained wealth
order (UWO) against a Northern
Irish woman suspected of aiding
paramilitary activity and cigarette
smuggling.
The UWO requires her to explain how she
financed the purchase of six properties
worth GBP 3.2 million in total. Four of the

properties named in the UWO are located
in London and two are in Northern Ireland.
The UWO was obtained from the High
Court on 24 July and served on 30 July.
Interim freezing orders were also granted
to prevent the sale, transfer of dissipation
of the properties.
This the fourth case in which the NCA has
obtained a UWO.

HSBC’s Swiss unit settles Belgian
tax fraud case, ex-CEO pleads guilty
to aiding French tax evasion
HSBC’s Swiss banking division has
agreed to pay EUR 300 million to
settle allegations that it helped more
than 1,000 Belgian clients evade
Swiss taxes by hiding their money in
offshore entities set up in Panama,
the BVI and other tax havens, the
Brussels Public Prosecutor’s Office
announced on 22 August.
In separate proceedings in France, the
former CEO of HSBC’s Swiss private
bank, Peter Braunwalder, was fined EUR
500,000 and given a one-year suspended
jail sentence for helping clients hide at
least EUR 1.6 billion in assets from French
tax authorities through clandestine Swiss
bank accounts, offshore trusts and fake
loans between 2006 and 2007, Bloomberg
reported on 7 August.

The former CEO of
HSBC’s Swiss private
bank has been fined
Summary
• Belgian prosecutors alleged that HSBC
helped transfer billions of dollars to
offshore entities and may have enabled
money laundering;
• In 2017, HSBC paid French authorities
EUR 300 million to resolve allegations
that it helped clients evade taxes;
• HSBC has significantly overhauled its
practices to counter financial crime risks
since the allegations were made in 2014.
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Ladbrokes Coral Group fined GBP 5.9 million over AML
failings, which included inadequate resourcing
The UK’s Gambling Commission
announced on 31 July that it has fined
Ladbrokes Coral Group GBP 5.9 million
for anti-money laundering (AML) and
social responsibility breaches. The
breaches of the regulatory requirements
took place between 1 November 2014
and 1 October 2017 when Ladbrokes
and Coral were two separate entities.
The investigation is ongoing.
Key findings
• The company’s AML policies and
processes were not effective enough.
Ladbrokes failed to check the source of

funds of a customer who spent nearly GBP
1.5 million over less than three years;
• The company did not carry out social
responsibility interactions with higherrisk customers who gambled significant
amounts of money or had attempted
multiple deposits into their accounts and
failed to ask them to evidence the source
of the funds despite signs of problem
gambling;
• The teams responsible for putting
procedures into practice were not
adequately resourced, which caused the
company to focus on top customers;

• In a case where Ladbrokes identified
concerns over the origin of the money,
it continued the business relationship
without further checks, no adequate
documentation or audit trail of account
reviews;
• There were a number of aggravating
factors that influenced the resolution:
the breach continued at Ladbrokes after
problems with the AML monitoring process
were discovered and Ladbrokes Coral
Group’s management were likely to have
been aware of, and if not, should have
been aware of, the problems that led to the
breaches given their significance.
Photo: The Guardian

Swiss authorities indict four former German and Swiss
football officials for allegedly defrauding 2006 World Cup
The Swiss attorney general’s
office announced on 6 August that
prosecutors have indicted four former
football officials for allegedly conspiring
to defraud the 2006 World Cup of EUR
6.7 million in April 2005.

Summary of the allegations

Prosecutors allege that Franz Beckenbauer,
who headed the organising committee of
the 2006 World Cup in Germany, repaid
a personal loan by transferring EUR 6.7
million from an account held by the German
Football Association (DFB) to FIFA and then
remitting the funds to a Swiss account held
by Robert Louis-Dreyfus, the loan provider.

• In July, prosecutors separated proceedings
against Beckenbauer for his role in the
alleged scheme due to his ill health;
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• The indictments are against former Swiss
FIFA official Urs Linsi and ex-DFB officials
Horst Rudolf Schmidt, Theo Zwanziger and
Wolfgang Niersbach;

• The proceedings relating to allegations of
money laundering were abandoned in July;
• The accused allegedly falsely claimed at an
8 April 2005 meeting with the supervisory

board of the World Cup’s organising
committee that the payment to FIFA would
be a contribution to joint funding by the
DFB or the organising committee for FIFA’s
opening ceremony;
• The accused allegedly agreed at the time
of the meeting that Linsi would arrange for
FIFA to transfer the sum directly to LouisDreyfus to repay the personal loan made to
Beckenbauer.
Recusal requests are still pending before the
Swiss Federal Criminal Court in connection
with the criminal proceedings.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | AUGUST 2019

PRESS & MEDIA | MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

Brazilian
businessman
Batista arrested
on suspicion
of money
laundering

ABN Amro asked to review all Dutch
retail clients for money laundering

Brazilian businessman Eike Batista
was arrested in Rio de Janeiro on
8 August on suspicion of money
laundering and “capital market
manipulation.” Batista has since
been released on 10 August.

Further details announced by the bank

Key allegations
• Batista and his employee Luiz
Andrade Correia allegedly used
Panama-based company The
Advisor Investment (TAI) “to buy
and sell shares in the domestic and
international financial markets for the
purpose of manipulating corporate
assets.” TAI traded shares as if it was
its own money when in fact it was
trading money from Batista and other
hidden persons;
• Batista and Correia are believed to
have illegally traded on the Toronto
Stock Exchange and committed fraud
in relation to MMX, MPX and OGX
stock trading, and illegally traded on
underground stock exchanges;
• Prosecutors say they have identified
BRL 800 million (GBP 166 million) in
illicit transactions;
• Prosecutors believe Batista traded
Bitcoin on his wife Flavia Sampaio’s
behalf “to ensure concealment of the
products or proceeds of crime.”

ABN Amro published its 2019
second quarter report on 7 August,
in which CEO Kees van Dijkhuizen
confirmed that the Dutch central
bank (DNB) has ordered ABN Amro
to review all of its retail clients in
the Netherlands for possible money
laundering or other crimes.

• ABN Amro strengthened its customer
due diligence (CDD) activities in 2019,
with more than 1,000 people currently
working on CDD. The figure is likely to
increase in the future;
• In response to the DNB’s order to
verify all of its retail clients in the
Netherlands, ABN Amro will undertake
further measures and extend its CDD
remediation programme, for which it
has allocated EUR 114 million;

The bank has stated
that it will take all
action necessary to
ensure full compliance
with legislation but
sanctions “may
be imposed by the
authorities”
• The bank will take all action necessary
to ensure full compliance with
legislation but sanctions “may be
imposed by the authorities”;
• The bank welcomes the government’s
plans to counter financial crime and
achieve broader cooperation between
banks, law enforcement and regulators
at national and European level.

Founders of Goals Soccer Centres
accused of fraud in the UK
In a statement published on 2 August,
Goals Soccer Centres plc, a UKbased operator of five-aside football
centres, announced that former chief
executive Keith Rogers and finance
chief Bill Gow are under investigation
for historic financial irregularities
“for a period since at least 2010,” and
that the company would delist from
the stock market as of 30 September
while investigators carry out their
work on the company’s 2018 audit.

Summary
• Shares have been suspended since
March, when BDO UK, who took over
from KPMG as auditor, uncovered that
tax liabilities worth GBP 12 million had
been declared erroneously;
• According to a report by the Financial
Times, the two men being investigated
“corroborated” to create “fictitious
documents” for external auditors.
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Son of Republic of Congo president, Denis Christel
Sassou-Nguesso, accused of laundering USD 50 million
Denis Christel Sassou-Nguesso,
the son of the Republic of Congo’s
president and a member of parliament,
allegedly misappropriated USD 50
million of public money from the
nation’s treasury, which he laundered
via shell companies in six European
jurisdictions, the US state of
Delaware and British Virgin Islands
(BVI), according to a Global Witness
investigation published on 6 August.
The findings
• Money was stolen between 2013 and 2014
under a sham contract for public works
with the Brazilian infrastructure company

Money was allegedly
stolen between 2013
and 2014 under a sham
contract for public
works with Brazilian
infrastructure company
Asperbras
Asperbras, which subcontracted parts of
a geological survey to a Cypriot company
called Gabox Limited, which received
25 percent of the contract value despite
having no employees or capital;

• Money then travelled to Delaware and the
BVI before reaching Sassou-Nguesso’s
shell companies in Cyprus, from where he
made payments to companies in Poland,
Portugal, Spain and Switzerland, he owns
shell companies in Estonia and Spain;
• José Veiga, who is currently being
investigated for corruption and known for
his close ties to the Congolese president,
allegedly helped Sassou-Nguesso secure
contracts for Asperbras in Congo;
• Veiga acted as a frontman for setting up
the shell companies in Cyprus, certified
documents indicate how ownership was
secretly transferred to Sassou-Nguesso.
Photo: France 24

NAB allegedly failing to address AML deficiencies
The Sydney Morning Herald published
on 2 August what are reported to be
a series of leaked internal documents
from National Australia Bank (NAB),
which included the minutes of meetings
between senior NAB managers and
EY consultants in 2018, reportedly
highlighting the bank’s deficient
approach to risk management and
compliance, slow customer remediation
and instances of conflicts of interest.
Key disclosures
• An internal NAB document from April
2018 reportedly reveals failures to comply
with anti-money laundering and counterterrorism financing “know your customer”

obligations, deficiencies in tackling issues
in its wealth management division, and an
internal rating of its financial crime risk as
“excessive” and “not effective”;
• The investigation revealed problems in
NAB wealth’s risk and controls systems
relating to the detection of financial advice
breaches – issues going back to October
2014 – including forgery, fraud and
misconduct among financial planners;
• In 2018, NAB’s internal compliance risk
ratings had been “red” for 20 months,
operational risk had been “amber” for
35 months and regulatory risk had been
“amber” for 26 months. In addition, leaked
documents purport to show that NAB had

long-standing issues with conduct risk
(such as market misconduct, false and
misleading advertising, unfair contract
terms and inappropriate credit decisions),
which was rated “unsatisfactory”;
• Additional concerns were exposed by the
Age news outlet on 5 August regarding
the NAB subsidiary Bank of New Zealand
(BNZ), after documents were leaked
reportedly showing that the bank had
breached its own policies on dealing with
international sanctions on three occasions,
related to the purchase of a trip to Iran
via a UK travel company, as well as two
payments for Iran oil and lubricants for
farm machinery. All transactions were
halted after irregularities were reported.
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US court
indicts China
Zhongwang
Holdings and
ex-president
for tax fraud
and money
laundering
A US court has indicted China
Zhongwang Holdings Ltd, its
ex-president Zhongtian Liu and
others for allegedly conspiring
to avoid paying USD 1.8 billion in
anti-dumping duties by importing
Chinese aluminium as “pallets,”
the US Justice Department
announced in a 31 July statement.
The scheme allegedly involved
laundering hundreds of millions of
dollars through bank accounts in the
US, Hong Kong and China.
Summary
• The 53-page indictment alleges
that the defendants conspired to
fraudulently inflate the company’s
revenues between 2011 and 2014
by purportedly selling the aluminium
as pallets to US-based companies
controlled by Liu;
• Hundreds of millions of dollars were
allegedly funnelled through shell
companies to the Liu-controlled US
companies and then transferred to
China Zhongwang and the other shell
companies to pay for the aluminium.

Wells Fargo manager circumvented
compliance controls to help launder
US tax fraud proceeds
A former US branch manager at
Wells Fargo has admitted to helping
launder through hundreds of bank
accounts USD 14 million from a tax
fraud and identity theft scheme,
the US Justice Department (DOJ)
announced on 5 August.
According to the DOJ, Hakop Zakaryan
admitted to giving false information to
the bank’s loss prevention department to
unfreeze accounts suspected of fraud,
even though he knew that criminals were
using fraudulent identities.
Summary
• The scheme used false identities and
bogus passports from Armenia to open
hundreds of bank accounts that were
then used to launder USD 14 million in
tax refunds fraudulently obtained from
the US Internal Revenue Service (IRS);

Zakaryan admitted
to giving false
information to the
bank’s loss prevention
department to
unfreeze accounts
suspected of fraud

• Scammers used personal identifying
information stolen from thousands of
individuals to open the bank accounts
and file the fake tax returns;
• A total of 18 defendants, including
Zakaryan and Glendale lawyer Arthur S
Charchian, have been charged for their
role in the scheme, dubbed the Stolen
Identity Refund Fraud scheme.

Rabobank reportedly not taking on
any more football clubs as clients
over money laundering risks
Dutch lender Rabobank, which banks
80 percent of the Netherlands’
professional football clubs, has
reportedly decided that it will not
take on any more football clubs as
clients due to the heightened risks
of money laundering, corruption,
fraud and other issues, according
to a leaked Rabobank staff memo

cited by Dutch newspaper NRC on 19
August.
Rabobank employees are also banned
from taking on new managerial or
supervisory positions at professional
football organisations due to potential
conflicts of interest, according to the
leaked internal memo.
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Cybercrime trends: more phishing
attacks and criminals opening bank
accounts using stolen credentials
In the first half of 2019, more than
339,000 phishing attacks were
launched from webpages disguised
as the landing pages of large banks,
according to Kaspersky research
published on 31 July.
Financial malware attacked twice as
many corporate users in the first half of
2019 compared to the same period last
year, Kaspersky stated, with 40 percent
of financial threats coming from the RTM
banking Trojan.
Separate research by Akamai released on
31 July found that, between December
2018 and May 2019, cybercriminals
launched approximately 100,000 phishing
domain attacks on consumers to ultimately
target financial services firms.

Cybercriminals used phishing attacks
to supplement stolen user-credential
data and then fraudulently open bank
accounts, Akamai said.
Hackers also stole USD 227 million
from cryptocurrency exchanges and
infrastructure in the first half of 2019,
according to CipherTrace research
published on 13 August.

UK’s FCA reviews alleged short
attack on Burford Capital shares
The UK’s Financial Conduct Authority
(FCA) is reportedly looking into the
circumstances surrounding Muddy
Water’s short-selling report dated 7
August on litigation finance company
Burford Capital. The report published
by the US hedge fund stated that
Burford Capital is a “poor business
masquerading as a great one.”
Burford Capital disclosed in a 12 August
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statement that it had notified regulators
and prosecutors of evidence consistent
with illegal market manipulation in the
trading of its shares.
FCA data allegedly indicates that
Muddy Waters was simultaneously
buying shares in Burford Capital, whilst
suggesting that Burford Capital was
insolvent. Burford Capital disputes the
claims made by Muddy Waters.

Syrians file
UK claim
against Qatar’s
Doha Bank
for allegedly
remitting funds
to jihadist
terrorist group
Eight Syrians have lodged a claim
at the UK High Court alleging that
Qatar’s Doha Bank failed to prevent
transfers of large sums of money to
a jihadist terrorist group in Syria, the
Times reported on 7 August.
Key points
• The claimants state they were tortured
and displaced by Al Qaeda affiliate
Jahbat Al Nusra during the Syrian civil
war and are seeking damages from
the Qatari state-controlled Doha Bank,
which has a London office;
• Qatari-Syrian brothers Moutaz and
Ramez al-Khayyat, who are senior
executives at Doha-based UrbaCon
Trading & Contracting Company,
allegedly remitted funds to Syrian
jihadis through Doha Bank accounts
held by them or associated entities;
• The claimants, who have been granted
anonymity, allege that the Doha Bank
remittances to Syrian extremists were
routed through Turkey or Lebanon;
• Doha Bank states that the allegations
are groundless and without merit.
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Maltese
gambling
company
allegedly
laundered
money for
Italian criminal
syndicate
Italy’s financial police alleged on
8 August that a Maltese gambling
company evaded EUR 124 million
in Italian taxes in 2015 and 2016
and helped a mafia organisation
launder illicit profits.
The Guardia di Finanza of Reggio
Calabria stated that a transnational
criminal organisation linked to the
‘ndrangheta syndicate used foreign
companies, including the Maltese
betting firm, to launder large amounts
of illicit funds.
The Maltese firm is unnamed by Italian
police, but identified as SKS365 Group
by the Organized Crime and Corruption
Reporting Project in a 19 August report.

The Maltese firm is
unnamed by Italian
police, but identified
as SKS365 Group
by the Organized
Crime and Corruption
Reporting Project

Forex brokers failed to identify illicit
source of funds remitted to banks
abroad, states Brazil’s federal police
Brazilian federal police announced in
a statement published on 8 August
that several foreign exchange brokers
breached compliance rules by remitting
millions of reais to bank accounts
held by Chinese and US suppliers
of Paraguayan companies without
identifying the illicit source of funds.
Transnational criminals specialising in
money laundering and tax evasion funnelled
more than BRL 6.5 billion (GBP 1.3 billion)
of illicit origin through bank accounts of
interposed persons, phantom individuals and
legal entities between 2010 and 2018, claims
the statement from the federal police.

OECD forum on tax transparency
publishes nine peer review reports
The OECD’s Global Forum on
Transparency and Exchange of
Information for Tax Purposes published
on 30 July nine peer review reports
assessing compliance with the standard
on transparency and exchange of
information on request (EOIR).
Summary
• Costa Rica, Croatia, Lebanon, Malaysia,
the Federated States of Micronesia and
Nauru received an overall rating of “Largely
Compliant” for the second time, following
the 2017 provisional ratings, Botswana was
rated as “Partially Compliant”;
• Vanuatu is rated overall “Partially

Compliant” with the standard of
transparency and EOIR, as important
legislative progress made in 2017 to ensure
the availability of accounting information
for offshore companies has not been
sufficiently implemented or supervised;
• Guatemala received an overall rating of
“Non-Compliant” with the international
standard, as exchange of accounting and
banking information is blocked.
Meanwhile, the OECD announced on
26 August that Guinea, Namibia and
Honduras have joined the Global Forum on
Transparency and Exchange of Information
for Tax Purposes, which is now comprised of
157 members.
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Former London based Deutsche
Bank trader charged with fraud
A former Deutsche Bank trader based
in London has been “accused of
having participated as a member of
a gang in a VAT carousel” connected
with EUR 145 million of tax evasion,
according to a statement from
the Frankfurt Attorney General’s
Office, reported by the Bureau of
Investigative Journalism on 7 August.
Summary
• German prosecutors have not named
the individual charged, but the Bureau
reported that the trader accused of VAT
fraud is Hector Freitas, who worked for
the bank until 2011;
• Freitas, together with other bank
employees, allegedly helped fraudsters
evade vast sums of VAT owed to the
German tax authorities;
• Freitas is allegedly being investigated
for fraud committed in the UK in 2009

before the scam moved to Germany,
which involved importing VAT-free
carbon allowances and circulating
them between sham companies to
charge VAT each time, carbon credit
was then sold to Deutsche Bank
at a discount rate, which exported
allowances and claimed VAT from
HM Revenue and Customs;
• Frankfurt prosecutors allege that
Freitas “used his prominent position
within the bank to play down the
doubts that had been expressed
in order to finally ensure the
continuation of the lucrative trading
transactions”;
• The investigation is part of a large
tax evasion scandal that has sent
13 people to prison for stealing EUR
145 million between September
2009 and April 2010. Deutsche Bank
has already settled the case for an
undisclosed amount in 2018.

General Electric accused of a USD
38 billion accounting fraud
Harry Markopolos, the whistleblower
in the Bernard Madoff Ponzi scheme,
has alleged in a 175-page report
published on 15 August that General
Electric’s 2018-2019 financial filings
under-reported USD 38 billion in
losses to mislead investors. According
to Markopolos, the disclosures about
General Electric relate to “the biggest”
fraud case in the past nine years.
Markopolos claims that GE’s losses will
continue rising at an exponential rate until it
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either files for bankruptcy protection or
finds a way to out-earn its liabilities.
GE responded to the allegations on
15 August, disputing the accusations
and claiming that Markopolos stands
to benefit personally from a drop in
GE’s share price and that he openly
acknowledges that he is compensated
by unnamed hedge funds. The
statement adds that “GE operates at
the highest level of integrity and stands
behind its financial reporting.”

Mozambique’s
banks failing to
manage risk of
PEPs laundering
illicit funds, finds
IMF report
Mozambican banks are not
adequately managing their risks
of laundering the proceeds
of corruption by “properly”
monitoring transactions connected
to politically exposed persons
(PEPs), Mozambique’s government
stated in a report published by the
International Monetary Fund (IMF) on
23 August.
Inadequate enforcement of requirements
for financial institutions to conduct
enhanced due diligence on PEPs may
explain the low number and varying quality
of suspicious transaction reports filed,
according to the 57-page IMF report.
Summary
• Banks’ ability to comply with
requirements for monitoring PEPs could
be hindered by the limited availability and
transparency of beneficial ownership
information and several weaknesses in
the asset declaration system;
• Corruption is the fifth most common
predicate offence in Mozambique, with
the property and insurance sectors
particularly vulnerable to laundering the
proceeds of corruption;
• Mozambique’s AML regime will be
assessed by the Financial Action Task
Force in late 2019.
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80 Nigerian nationals indicted in US for allegedly setting
up USD 46 million fraud scheme
The US District Court for the Central
District of California’s grand jury
unsealed on 22 August charges against
80 defendants, most of them Nigerian
nationals, for participating in a massive
online fraud and money laundering
conspiracy leading to the fraudulent
transfer of at least USD 6 million from
international companies and individuals
and the attempted theft of at least an
additional USD 40 million.
Summary
• Lead defendants in the case are Nigerian
nationals Valentine Iro and Chukwudi
Christogunus Igbokwe, who allegedly
coordinated the receipt of funds obtained
through online fraud schemes such as

business email compromise, romance
scams, and schemes targeting the elderly,
and led a Los Angeles-based money
laundering network;

other funds in Nigerian naira from Nigerian
bank accounts they controlled to the
Nigerian bank accounts specified by Iro
and Igbokwe;

• In order to avoid transferring funds
overseas directly through banking
institutions, Iro and Igbokwe used “money
mules” to open accounts to receive the
funds obtained, used fake business names
to mirror details of real companies and
used illicit money exchangers to move
a victim’s funds through a fraudulent
bank account they controlled into several
US accounts belonging to illicit money
exchangers;

• The indictment was preceded by 15 arrests
in the US, of which 11 took place in Los
Angeles, two defendants were already
detained on other charges while the others
are believed to have likely fled the country;
• A separate criminal complaint was filed on
22 August against co-conspirators based in
Nigeria, the US and other countries, which
contacted Iro and Igbokwe about money
services accounts that could receive funds
that were fraudulently obtained.

• Those money exchangers, in turn, used a
Nigerian banking application to transfer

Financial supervisory authorities extend investigations
into Baltic subsidiaries of Sweden’s SEB and Swedbank
Sweden’s financial supervisory
authority (FSA), Finansinspektionen,
disclosed on 23 August that it plans
to announce by early 2020 the results
of its investigation into SEB and
Swedbank’s management and control
of money laundering risks at their Baltic
subsidiaries since 2007.
The Swedish FSA explained that the delay
in communicating its findings is mainly due
to the “considerable amount of material”
relating to both of the investigations. The
FSA had previously planned to complete its
probe into Swedbank by October and make
a sanctions assessment, if applicable, by the
end of 2019.
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Summary
• In July, the FSA notified Swedish lenders
SEB and Swedbank of its observations
and/or preliminary assessments of their
compliance with AML rules in Estonia,
Latvia and Lithuania;
• SEB and Swedbank are required to respond
to the statement of facts provided in the
FSA’s notification letters by 2 September

and 16 September, respectively;
• The FSA is cooperating with the authorities
in Estonia, Latvia and Lithuania as part of
its investigation into the Swedish banks;
• The Baltic authorities are simultaneously
conducting investigations or other
activities to assess each subsidiary’s
compliance with the local regulations.
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Citigroup fined for employee background check failings
The United States’ Financial Industry
Regulatory Authority (FINRA)
announced on 29 July a USD 1.25
million fine against Citigroup Global
Markets Inc (CGMI) for failing to
conduct timely or adequate background
checks on 10,400 of its non-registered
persons over a seven-year period.

were allowed to associate or remain
associated with the firm.

FINRA said that, from January 2010 to May
2017, weaknesses in CGMI’s supervisory
system and procedures made the firm
unable to identify and adequately screen all
individuals who became associated with the
firm in a non-registered capacity. As a result,
three individuals who should have been
disqualified because of criminal convictions

• The firm was unable to determine whether
it fingerprinted in a timely manner at least
an additional 520 non-registered persons;

Summary
• CGMI did not fingerprint at least 520 nonregistered associated persons until after
they began their association with the firm;

• Although CGMI fingerprinted other nonregistered associated persons, it failed
to screen them as required by federal
securities laws and instead only screened

them under federal banking laws;
• CGMI neither admitted to nor denied the
charges but consented to the entry of
FINRA’s findings.

GRECO criticises Germany and Hungary; and OECD
calls on Hungary to enforce foreign bribery legislation
GRECO on Germany
Germany has made insufficient progress
in curbing corruption among lawmakers,
prosecutors and judges and must report on
its implementation of recommendations by
30 June 2020, the Council of Europe’s Group
of States Against Corruption (GRECO) stated
in a 21 June report published on 12 August.
The report notes that none of the four
recommendations to prevent corruption by
German MPs have been fully implemented.
Germany has “satisfactorily” implemented
three of eight recommendations contained in
its Fourth Evaluation Report.
GRECO on Hungary
GRECO stated in a December 2018 report
published on 1 August that Hungary
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continues to have a low level of compliance
with recommendations to prevent corruption
among lawmakers, prosecutors and judges.
The report, which was released together with
two other reports dating back to 2017, states
that the country has still only satisfactorily
implemented five of 18 recommendations
contained in its Fourth Evaluation Report.
OECD on Hungary
The OECD’s Working Group on Bribery
(WGB) released a report on Hungary’s
implementation of the Anti-Bribery
Convention on 1 August, stating that
Hungary must enforce its foreign bribery
offence against companies, including foreign
subsidiaries. Key findings of the report:
• No foreign bribery investigations have

started in Hungary since the evaluation in
2012, despite growth of export activities;
• Hungary is reluctant to implement legal
provisions on corporate liability;
• Responsibility for detecting and
investigating foreign bribery committed by
foreign subsidiaries located in Hungary has
not been assigned;
• The WGB recommends that Hungary boost
resources and investigative tools to tackle
foreign bribery, improve the whistleblower
system, amend the immunities system
for public officeholders, change the
two-year statute of limitation for foreign
bribery cases and develop awareness
raising activities for Hungarian companies,
including foreign subsidiaries, of their
foreign bribery risks in export activities.
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17 Goldman
Sachs
directors
charged in
1MDB probe
Malaysian prosecutors have
filed criminal charges against 17
current and former directors of
three Goldman Sachs subsidiaries
following an investigation into
the misappropriation of billions
of dollars from bonds that the
lender underwrote for stateowned investment fund 1Malaysia
Development Berhad (1MDB),
Malaysia’s attorney general said in
a statement on 9 August.
The bond offerings allegedly had false
or misleading statements that led
to money being illicitly diverted. The
accused held the “highest executive
positions” at the Goldman Sachs
subsidiaries between 2012 and 2013,
when the alleged offences took place.
Summary
• Prosecutors are seeking prison
sentences and fines for the accused;
• The charges are brought under
Section 367 of the Capital Markets
and Services Act 2007, which holds
senior executives criminally liable for
offences that they participated in or
ought to have detected at their firm;
• In December 2018, criminal charges
were filed against the same three
subsidiaries – Goldman Sachs
International, Goldman Sachs (Asia)
LLC and Goldman Sachs (Singapore)
Pte – and four individuals.
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UK’s SFO names Petrofac managers
suspected of aiding bribery scheme
The UK’s Serious Fraud Office (SFO)
has accused four senior managers at
Petrofac International of taking part
in a scheme to pay millions of pounds
in bribes in exchange for contracts,
according to a court document cited by
the Guardian on 4 August.
Summary
• The allegations were made in a charging
document filed in criminal proceedings
against Petrofac’s former global head of
sales, David Lufkin, who admitted on 6
February to paying nearly USD 50 million in

bribes between 2012 and 2015 to solicit
contracts in Saudi Arabia and Iraq;
• The SFO has not brought any charges
against Petrofac or the four managers
– George Salibi, ES Sathyanarayanan,
Mani Rajapathy and Paolo Bonucci – who
allegedly acted with Lufkin;
• Petrofac disclosed in a 7 February
statement that “a number of Petrofac
individuals and entities” are suspected of
having acted with Lufkin;
• The SFO’s investigation is ongoing.

Switzerland charges Israeli billionaire
with bribery in Guinea mining case
In a statement issued on 12 August,
Swiss prosecutors stated that they
have indicted Israeli billionaire Beny
Steinmetz and two associates for
allegedly providing USD 10 million
in bribes to a wife of Guinea’s expresident Lansana Conte in exchange
for mining licences allocated to Beny
Steinmetz Group Resources (BSGR)
between 2005 and 2010.
The three defendants allegedly used fake
contracts and invoices to hide the bribery
payments from banks and the authorities.
Summary
• BSGR abandoned the iron ore project
in Simandou as part of a settlement
announced in February after denying
wrongdoing, according to Reuters;
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• Steinmetz, a former Geneva resident who
relocated to Israel in 2016, has denied any
wrongdoing;
• Co-defendant Frederic Cilins, a former
adviser to BSGR, was jailed by US
authorities in 2014 for obstructing
a criminal probe linked to a bribery
investigation in Guinea.
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India’s Central Bureau of Investigation releases report on
bribery probe into subsidiary of Rolls-Royce Holdings
India’s Central Bureau of Investigation
(CBI) released a first information report
(FIR) on 29 July about an investigation
into Rolls-Royce Holdings plc, over
allegations that the UK company and
its Indian subsidiary Rolls-Royce Power
Engineering plc improperly used a
Singapore based businessman, Ashok
Patni, and his company Aashmore
Pvt Ltd, to conduct business with
three Indian state-owned companies
(Hindustan Aeronautics Limited (HAL),
Oil and Natural Gas Corporation Limited
(ONGC) and GAIL (India) Ltd).

• Rolls-Royce allegedly appointed Aashmore
to provide logistic support, business
expertise and strategic advice in violation
of the conditions of the purchase orders
with HAL, which prohibited the use of a
local agent;

Summary of allegations

• Additionally, Rolls-Royce also entered
into an arrangement with Mumbai-based
Turbotech Energy Services International
Pvt Ltd and another company Infinity, also
owned by Patni, to which extra commission
was paid, but not declared;

• The investigation started in 2014 following
a complaint by the Ministry of Defence;
• Between 2007 and 2011, Rolls-Royce
Power Engineering plc provided engine
spare parts to HAL for servicing gas
turbines used by ONGC and GAIL;

• Rolls-Royce paid Patni a commission of
INR 770 million (GBP 8.9 million) for his
“commercial advice” between 2007 and
2011, and allegedly used Patni to facilitate
winning public works contracts through
bribing unknown officials of HAL involved
in the procurement process;

• According to a statement to the media
after the CBI’s announcement, a Rolls-

Rolls-Royce allegedly
appointed Aashmore to
provide logistic support
and strategic advice in
violation of the conditions
of purchase orders with
HAL, which prohibited the
use of a local agent

Royce spokesperson said “We are aware of
reports that the CBI in India has announced
a FIR relating to the use of intermediaries
by Rolls-Royce’s former energy business
in India. This is not about our defence, civil
aerospace or power systems businesses.
We will not tolerate business misconduct
of any sort and we are committed to
maintaining high ethical standard.”
Photo: motor1.com

Cryptocurrency exchange Binance reveals it is being
blackmailed over customer identification data
Cryptocurrency exchange Binance
revealed in a statement on 7 August
that it is being blackmailed by “an
unidentified individual,” who has
demanded 300 bitcoins (worth around
GBP 2.9 million) “in exchange for
withholding 10,000 photos that bear
similarity to Binance KYC data.”

Summary
• Binance said it has refused to pay 300
bitcoins and, as a result, the individual
has begun anonymously distributing its
customer data in a group on Telegram;
• The leak includes at least one British

driving license and passport, and
documents from France, Turkey, the US,
Japan, Russia, and South Korea;
• The company said the images appeared to
be from February 2018 when Binance used
a third-party provider to help it conduct
customer verification.
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Sierra Leone moves to review mining
licences to increase transparency
Sierra Leone’s minister of trade and
industry Edward Hinga Sandy declared
on 6 August in an interview reported
by Bloomberg that the country is
reviewing all of its mining licences
and contracts to ensure investment
is in line with development needs and
to root out fraud and corruption in the
extractive sector.
Summary
• Government is carrying out a mapping
project to have a better understanding
of current resources to improve revenue
from mining, improve “transparency, best
practice and good governance”;
• The measure hopes to reverse the former
president Ernest Bai Koroma’s policy of

allowing mining permits to be resold to
third parties without intervention;
• Several big mining projects have
already been suspended, including one
run by Gerald Group-owned SL Mining;
• On 13 August, mines minister Foday
Rado Yokie sent a letter to SL Mining
stating that he would be willing to lift
the export ban should SL Mining pay
a USD 1 million bond for uncompleted
work, among other fees, an offer the
company considered “an attempt at
extorsion”;
• SL Mining said it plans to seek
arbitration in an international court
against the Sierra Leonean government
in relation to the dispute.

Oracle Romania CEO investigated
in first of its kind corruption probe
Romania’s anti-corruption agency
announced on 8 August that it has
started a criminal investigation
into Oracle Romania CEO Sorin
Mindrutescu on bribery charges.
Summary
• Mindrutescu allegedly asked for and
received EUR 869,400 worth of bribes
between September 2009 and November
2013 from representatives of eight local
IT firms (not named) to sell them Oracle
software at preferential rates;
• Oracle licences were later used as an
unfair advantage by IT firms to win
public contracts from the National

Trade Registry (ONRC), the Agency
for Payments and Intervention in
Agriculture (APIA), the National Agency
for Fiscal Administration (ANAF),
electricity grid owner Transelectrica,
the National Health Insurance House
(CNAS) and the Romanian Air Traffic
Service Administration (ROMATSA);
• Mindrutescu has been placed on
bail for 60 days and has paid a EUR
870,000 bond;
• Oracle is the largest software company
in Romania and this case is one of only
a handful of investigations in Romania
that is focused exclusively on private
corruption.

UN investigating
alleged abuse of
international aid
by its workers
United Nations’ (UN) internal
auditors are investigating
allegations of aid fraud and
corruption by its Yemen
operations, in particular the World
Health Organisation (WHO) and
UNICEF offices, according to
an investigation published by
Associated Press on 5 August.
Summary
• More than a dozen UN aid workers
have been accused of joining with
Yemen combatants on all sides for
illegal enrichment, according to leaked
investigative documents;
• The WHO has been investigating
financial mismanagement by Italian
doctor Nevio Zagaria, former chief of
the agency’s Sanaa office, including
hiring unqualified people, awarding
contracts without competitive
bidding, and a lack of monitoring over
procurement with companies that
hired WHO staffers’ friends and family;
• UNICEF has been investigating
Khurram Javed, a Pakistani national
suspected of letting a Houthi official
use an agency vehicle, as well as other
cases of staff aiding combatants;
• A confidential report by a UN panel
of experts on Yemen said Houthi
authorities constantly pressure
aid agencies, forcing them to hire
loyalists, and attempting to control
project implementation.
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Deutsche Bank settles US charges
over corrupt hiring practices
The US Securities and Exchange
Commission (SEC) disclosed on 22
August that Deutsche Bank has agreed
to pay USD 16.2 million to settle
charges that it violated anti-bribery
laws between 2006 and 2014 by hiring
relatives of foreign government officials
in exchange for state contracts.
The SEC stated in a 14-page filing that
Deutsche Bank did not sufficiently
implement global policies to address risks
in its referral hiring practices until 2015.
The lender also failed to fully implement
and enforce a policy it introduced in 2010
to prevent corrupt hiring practices in the
Asia Pacific region.
Following an internal investigation,
Deutsche Bank undertook remedial
measures that included providing antibribery training to staff and improving its
global controls on internal accounting,
hiring practices and conflicts of interest.

Summary of the allegations
• Since at least 2006, Deutsche Bank’s
Asia Pacific operations provided
employment to relatives of executives
at state-owned enterprises from which
the bank sought business;
• Deutsche Bank’s London-based global
management sometimes authorised
unqualified Russian referral hires to
work in London if requested by the
candidate or relative;
• Referral hires were sometimes
assigned to deals in which their relative
was a key decisionmaker or the source
of the referral, in breach of the bank’s
global conflicts of interest policy;
• The lender failed to ensure its controls
monitored expenditure linked to hiring
practices and detected fraudulent
record keeping.

UK’s National Crime Agency freezes
accounts containing GBP 100
million over suspected corruption
The UK’s National Crime Agency
(NCA) has obtained freezing orders
on eight bank accounts believed to
contain more than GBP 100 million
deriving from bribery and corruption
in an unspecified overseas nation, the
agency said in a 14 August statement.
• On 12 August, Westminster Magistrates
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Spanish anticorruption
authorities
probe Mikhail
Fridman’s
role in Zed
Worldwide’s
bankruptcy

Court granted the account freezing
orders, which allow the NCA to further
investigate whether the funds have illicit
origins or purposes;
• The money is linked to an unnamed
individual who had approximately GBP
20 million in assets frozen following a
hearing in December 2018.

Photo: The Economist

Russian billionaire Mikhail
Fridman has been summoned
for questioning on 12 September
at Spain’s major crimes court,
Audiencia National, for allegedly
helping to push Spanish
technology company Zed
Worldwide into insolvency in
order to take control of it, AFP
reported on 7 August.
Zed filed for bankruptcy in June
2016 after a mobile phone company
controlled by Fridman terminated or
modified contracts with a Russian
subsidiary of the Spanish group in
2014. Companies linked to Fridman
subsequently bought Zed for EUR 20
million, much less than what it was
worth before it became insolvent.
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Malaysia Securities Commission’s
new anti-corruption action plan
The Securities Commission Malaysia
(SC) announced on 22 July that it
will be implementing an action plan
in support of the National AntiCorruption Plan (2019-2023) (NACP),
to improve Malaysia’s ranking in
the biennial Corporate Governance
Watch survey by the Asian Corporate
Governance Association.
The action plan, endorsed by the Cabinet
Special Committee on Anti-Corruption
(JKKMAR) chaired by prime minister Tun Dr
Mahathir Mohamad recommends:
• Strengthening standards of corporate
governance to prevent corruption,
misconduct and fraud;
• Requiring listed companies to put in place
anti-corruption measures;

• That the SC develop a framework to
promote the effective discharge of
directors’ responsibilities;
• Additionally, the SC urges listed
companies “to prepare themselves
and take the necessary measures to
establish an effective anti-corruption
framework in line with the Guidelines
on Adequate Procedures in view of the
forthcoming corporate liability provision
in the Malaysian Anti-Corruption
Commission Act 2009, which enters
into force in June 2020.
Based on the SC’s review as of 31 May,
only 59 percent of listed companies
were found to have an anti-corruption
policy, and the majority of policies
contained gaps when compared to the
Guidelines on Adequate Procedures.

Avianca discloses investigation into
possible FCPA violations
Colombia’s national airline Avianca
Holdings SA disclosed in a Form 6-K
filing to the US Department of Justice
and the US Securities and Exchange
Commission on 13 August that it is
conducting an internal investigation
into possible violations of the US
Foreign Corrupt Practices Act (FCPA)
concerning free and discounted tickets
and upgrades to government officials.
Avianca discovered the practice in 2017
“through internal processes,” that involved
company employees, which possibly included

members of senior management
and certain members of the board of
directors, providing “things of value,
which as of today [it] believes to have
been limited to free and discounted airline
tickets and upgrades, to government
employees in certain countries.” Avianca
contracted a forensic investigatory firm
to conduct an internal investigation to
determine whether this practice may
have violated the FCPA, which is currently
under way. Avianca added that has
implemented policies to prevent such
practices from occurring in the future.

Former China
Development
Bank
chairman Hu
Huaibang
investigated
for corruption
The Chinese Communist
Party’s Central Commission for
Discipline Inspection announced
on 31 July that it has started an
investigation into Hu Huaibang,
former chairman of China
Development Bank (CDB) and
former party secretary, for
“serious violations of discipline.”
Media reports allege that the
investigation relates to Hu’s
involvement in an corruption case
against Wang Sanyun, the former
Communist Party chief of Gansu
province, who was sentenced to
12 years in prison in April.
According to documents leaked by
China Central Television (CCTV) last
October, Hu allegedly received bribes
on Wang’s behalf from Ye Jianming,
the founder of privately-owned energy
and financial conglomerate CEFC
China Energy Co Ltd, to provide help to
Ye’s companies. Hu is also alleged to
have helped a CEFC subsidiary obtain
a USD 4.8 billion credit line from CDB
at Wang’s request and provided help
to CEFC Shanghai International Group
Ltd, CEFC’s main business subsidiary,
when it bought a stake in the Bank of
Hainan Co Ltd.
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Canada PM Justin Trudeau broke conflict of interest
laws, finds parliamentary ethics commissioner
Canada’s conflict of interest and ethics
commissioner Mario Dion published
on 14 August a report into allegations
that prime minister Justin Trudeau
violated the Conflict of Interest Act
in 2018 by trying to influence the
then attorney general relating to the
criminal prosecution of SNC-Lavalin,
and concluded that Trudeau “used his
position of authority over Ms. Wilson
Raybould to seek to influence, both
directly and indirectly, her decision
on whether she should overrule the
Director of Public Prosecutions’
decision not to invite SNC-Lavalin
to enter into negotiations towards a
remediation agreement.”
Summary
• The report notes that Trudeau used his
office “to circumvent, undermine and
ultimately attempt to discredit the decision
of the Director of Public Prosecutions
as well as the authority of Ms. Wilson
Raybould as the Crown’s chief law officer”
and his actions were improper since

“they were contrary to the constitutional
principles of prosecutorial independence
and the rule of law”;
• The report analysed whether Trudeau
sought to influence the decision on SNCLavalin, and secondly to determine whether
he and his officials “sought to improperly
further the interests of SNC-Lavalin,” in
violation of the Section 9 of the Conflict
of Interest Act prohibiting public office
holders from using their position to seek
to influence a decision of another person
so as to further their own private interests
or those of their relatives or friends, or to
improperly further another person’s private
interests;
• SNC-Lavalin was charged in February
2015 with criminal offences under the
Corruption and Foreign Public Officials Act
that allegedly took place between 2001 and
2011. As a conviction under the Act would
have barred the company from bidding on
federal contracts for 10 years and might
have cancelled existing contracts, in early
2016 the company began lobbying officials
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to adopt a remediation agreement regime,
which was introduced in legislation in 2018;
• Prime minister Trudeau said he had fully
cooperated with the commissioner on the
matter, that he takes full responsibility for
everything that happened and “accepted
the report.” However he disagreed with the
report’s conclusions “especially when so
many people’s jobs were at stake.”

Former Nigeria Football Federation official banned for
life as part of extensive match fixing investigation
FIFA announced on 16 August that
the adjudicatory chamber of the
independent Ethics Committee has
found Samson Siasia, a former official
of the Nigeria Football Federation,
guilty of “having accepted that he
would receive bribes” in relation to the
manipulation of matches in violation of
FIFA’s Code of Ethics.
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In its decision, the adjudicatory chamber
found that Siasia had breached Article 11
(Bribery) of the 2009 edition of the FIFA
Code of Ethics and as such banned him
for life from all football-related activities
(administrative, sports or any other) at both
national and international levels of the sport.
In addition, a fine of CHF 50,000 has also
been imposed on Siasia.

The formal ethics proceedings against Siasia
were initiated on 11 February 2019 and
stem from an extensive investigation into
matches that Wilson Raj Perumal attempted
to manipulate for betting purposes. The
large-scale investigation was conducted by
FIFA via its competent departments and in
cooperation with the relevant stakeholders
and authorities.
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US issues warrant to seize Iranian oil tanker Grace 1
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The US District Court for the District of Columbia issued
an arrest warrant on 16 August addressed to “the United
States Marshals Service and/or any other duly authorized
law enforcement officer” to seize Iranian oil tanker Grace
1, detained in Gibraltar on 4 July, and its oil cargo. It also
ordered the forfeiture of USD 999,950 from an account at
an unnamed US bank linked to Iranian company Paradise
Global Trading LLC for violations of the International
Emergency Economic Powers Act (IEEPA), bank fraud,
money laundering and terrorism forfeiture statute.
Summary of the warrant and Gibraltar’s response
• The Grace 1 tanker, carrying 2.1 million oil barrels, was detained
on 4 July on suspicion of illegally transporting oil to Syria in
violation of EU sanctions;
• The forfeiture complaint alleged that despite the complex
ownership structure with front companies in Singapore and Iran,
Grace 1 appears to be controlled by the Islamic Revolutionary
Guard Corps (IRGC), which is designated as a terrorist
organisation in the US;
• It was also alleged that offenders had set up “a scheme to
unlawfully access the US financial system to support illicit
shipments to and from Iran,” through fraudulent documents and
multiple intermediary bank transfers, that the Syria sanctions
regime had been violated and the appropriate licences from the
Office of Foreign Assets Control (OFAC) had not been sought;
• “A network of front companies allegedly laundered millions of
dollars in support of such shipments,” stated federal prosecutor
Jessie Liu;
• Following the issuance of the US arrest warrant, on 18 August
Gibraltar announced that “by virtue of the operation of EU law,
the Gibraltar CA is unable to provide the assistance requested.”
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Gibraltar noted that the IRGC is not a designated foreign terrorist
organisation in Gibraltar, the UK or in the EU generally, unlike in
the US. The Gibraltar government’s response to the mutual legal
assistance requests from the US explains that the “Request still
remains, in the view of the Gibraltar Central Authority, intrinsically
linked to the US sanctions regime against Iran. The EU sanctions
regime on Iran is fundamentally different to that of the US.” The
statement goes on to stress that EU Blocking Regulation 2271/96
(protecting against the effects of the extra-territorial application
of legislation adopted by a third country) prohibits compliance
with certain US legislation, including the Iranian Transactions and
Sanctions Regulations;

The statement goes on to stress that
EU Blocking Regulation (protecting
against the effects of the extraterritorial application of legislation
adopted by a third country) prohibits
compliance with certain US legislation
• Gibraltar freed the vessel on 15 August after receiving assurances
from Iran that it would not discharge its cargo in Syria;
• On 15 August, a UK Foreign and Commonwealth Office
spokesperson said that Iran must abide by the assurances that it
would not discharge its cargo in Syria and added that the UK would
not allow Iran “to bypass vital EU sanctions on a regime that has
deployed chemical weapons against its own people”;
• “We support Syria in all areas, including oil and energy. This is legal
and has nothing to do with any third country. The Islamic Republic
of Iran sells its oil to any new or old customer,” Iranian foreign
ministry spokesperson Abbas Mousavi told a news conference.
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RUSI calls on social media firms to
implement international sanctions
In a report dated 2 August, security
thinktank RUSI called on social media
companies to engage more effectively
with global counter terrorism
financing efforts by explicitly
reflecting the priorities of the UN
Security Council and Financial Action
Task Force in their policies, strategies
and transparency reports.
Researchers also called for social media
companies to apply appropriate sanctions
designations and for policymakers
to include in designations identifying
information such as email addresses, IP
addresses and social media handles.

Summary of the report
• RUSI recommends that social media
companies at high risk of exploitation
update their terms of service and
community standards to outlaw terrorist
financing and sanctions violations;
• Social media sites should have more
tightly controlled functionality to prevent
terrorists from raising funds through
social media videos;
• Public-private partnerships could help
social media companies to be more
effective in disrupting terrorist financing.

US Senate Committee endorses
sanctions bill on Nord Stream 2
The US Senate’s Foreign Relations
Committee passed the “Protecting
Europe’s Energy Security Act of
2019” (S.1441) on 31 July, which
would impose sanctions on the
Russia-led Nord Stream 2 gas
transportation pipeline.

reinsurance for a vessel”: restrictions
on export-import bank assistance
for exports to sanctioned persons,
sanctions on export licences, prohibition
on making loans or providing credits to
the foreign person totalling more than
USD 10 million in any 12-month period,
prohibitions on financial institutions;

Key measures
• Measures will target vessels that have
engaged in pipe-laying at depths of
100 feet or more below sea level for
the construction of the Nord Stream 2
pipeline project, the Turk Stream pipeline
project, or any project that is a successor
to either such project;
• The US president can include the
following sanctions on an individual
who “knowingly provides significant
underwriting services or insurance or
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• According to committee chairman
Jim Risch, the panel will also consider
another bill, the bipartisan Defending
American Security from Kremlin
Aggression Act, which would impose
strict measures on Russia’s oil and gas
sector and would sanction individuals
supporting the development of crude oil
in the country or abroad;
• The bill needs to pass a vote by the full
Senate and House of Representatives
before being signed into law.

OFAC
designates
Iranian foreign
minister
Mohammad
Javad Zarif
The US Department of the
Treasury’s Office of Foreign
Assets Control (OFAC) announced
on 31 July that it has imposed
sanctions on Iranian foreign
minister Mohammad Javad Zarif
pursuant to Executive Order
13876 for acting on behalf of
Iran’s supreme leader, Ali Husseini
Khamenei.
Reasons for the designation
• Zarif oversees a foreign ministry that
has coordinated with the IRGC-Qods
Force (IRGC-QF), one of the Iranian
regime’s designated state entities;
• Zarif’s foreign ministry and its
officials have engaged in and funded
efforts to influence elections, some
of which have involved the IRGC-QF;
• Senior officials of Iran’s Ministry of
Foreign Affairs sought to facilitate
the release of two IRGC-QF
operatives by making payments to
foreign judiciary officials;
• As a result, all US-related property
and interests of Zarif must be
blocked and reported to OFAC. In
addition, persons or foreign financial
institutions that engage in certain
transactions with the individual
designated may themselves be
exposed to US sanctions.
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US Executive Order issued blocking all property of the
Venezuelan government and general licences issued
US president Donald Trump issued a
new Executive Order (EO) “Blocking
Property of the Government of
Venezuela” on 5 August, which was
accompanied by the issuance of
new and revised FAQs as well as 12
amended General Licenses and 13 new
General Licenses from the Department
of the Treasury’s Office of Foreign
Assets Control (OFAC).

and will be banned from entering the
US, except when the secretary of state
determines that the person’s entry would
not be contrary to US interests;
• Transactions for the conduct of official
federal government business and those
related to humanitarian activity are not
prohibited.

The EO includes the following measures:
• All US-based property and interests in
property of the Venezuelan government
(including any government agency, the
Central Bank of Venezuela and Petroleos
de Venezuela SA, and those affiliated to
them, including as members of the former
Maduro regime) are blocked and may not

be transferred, paid, exported, withdrawn,
or otherwise dealt in;
• Individuals who have assisted, sponsored
or acted on behalf of persons on the US
list of Specially Designated Nationals and
Blocked Persons will have their US-based
property and interests in property blocked

Additionally, OFAC’s General License
31 issued on 5 August authorises US
transactions with interim president Juan
Gerardo Guaidó Márquez, the Venezuelan
National Assembly and its staff, as well
as individuals appointed or designated
by Guaidó (including the special attorney
general, any ambassador or international
organisation envoy, or members on board of
directors of state entities).

OFAC issues guidance on the authorisations permitting
humanitarian aid to Venezuela
The US Department of Treasury’s Office
of Foreign Assets Control (OFAC) issued
guidance on 6 August on ensuring the
flow of humanitarian aid to Venezuela,
which highlights the authorisations that
permit certain humanitarian-related
transactions intended to provide
support to the Venezuelan people.
Transactions related to the following
categories are authorised:
• Food, agricultural commodities, medicine,
medical devices, and humanitarian items;
• Non-commercial, personal remittances
involving certain banks (Banco de

Venezuela SA Banco Universal (Banco de
Venezuela), Banco Bicentenario del Pueblo,
de la Clase Obrera, Mujer y Comunas,
Banco Universal CA (Banco Bicentario
del Pueblo), Banco del Tesoro CA Banco
Universal (Banco del Tesoro), and Banco
Central de Venezuela (BCV);
• Official activities of certain international
organisations such as the UN, the
International Committee of the Red Cross
and others, to engage in transactions that
are subject to US jurisdiction;
• The receipt and transmission of
telecommunications, as well as
transactions of common carriers involving

the government of Venezuela incident to
the receipt or transmission of mail and
packages between the US and Venezuela;
• Direct or indirect export of services,
software, hardware, and technology
incident to the exchange of
communications over the internet;
• The provision and receipt of non-scheduled
emergency medical services;
• Non-governmental organisations’
involvement in humanitarian, democracy
building, non-commercial development,
education or environmental protection,
directly benefiting the Venezuelan people.
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Japan approves removal of South
Korea from “white list countries”
Following the decision by the
Japanese Ministry of Economy, Trade
and Industry to remove the Republic
of Korea (ROK) from the “White List
Countries” via a partial amendment
to the Export Trade Control Order, the
Cabinet approved on 2 August ROK’s
removal and provided more details
on the licensing procedure. The Order
took effect on 28 August.
Key measures
• Exports and technology transfers to ROK
will be subject to “catch-all control,” under
which Japan can request companies
to submit licensing if those items are
deemed to be used for military purposes
or be applicable to WMD related activities;
• Exporters can use the Special General
Bulk Export License as before, only when
they meet higher standards, such as an
approved prior administrative confirmation
of their internal export control measures;

On 8 August, Japan
announced that it
had authorised the
first shipment of tech
industry materials to
South Korea
• The Ministry of Economy, Trade and
Industry has decided to re-categorise
those “white list countries” to reflect
their actual status. South Korea will be
categorised in Group B, which includes
countries participating in international
export control regimes and satisfying
certain conditions.
On 8 August, the government of Japan
announced that it had authorised the
first shipment of tech industry materials
to South Korea. The authorisation was
granted after the ministry determined that
the shipments had no military applications
and did not pose a risk to national security.

Leaked UN report finds NK hacked
banks to fund weapons programmes
North Korean hackers have stolen
approximately USD 2 billion
from banks and cryptocurrency
exchanges to evade United Nations
(UN) financial sanctions and fund
Pyongyang’s weapons of mass
destruction programmes, according
to a confidential UN report cited by
AFP on 7 August. The 33-page report,
which has 109 pages of annexes, was
prepared for the UN Security Council’s
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North Korea sanctions committee
and covers February to July 2019.
The UN is reportedly investigating at
least 35 instances of state-sponsored
cyberattacks and mining activity that
generated foreign currency in 17
countries. North Korea is also allegedly
improving its use of illicit ship-to-ship
transfers to import luxury goods and
weapons supplies.

PACCAR
settlement
over Iran
sanctions
breaches
by Dutch
subsidiary
The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) announced on 6 August
that Washington-based trucks
manufacturer PACCAR Inc has
agreed to pay a settlement of USD
1.7 million for 63 alleged violations
of US sanctions against Iran by its
Dutch subsidiary DAF Trucks NV.
Between 2013 and 2015, DAF sold
or supplied to customers in Europe
63 trucks intended for buyers in
Iran, according to OFAC. PACCAR
voluntarily disclosed the apparent
violations of the Iranian Transactions
and Sanctions Regulations.
Remedial actions taken by DAF
• Hiring a full-time compliance director
to improve internal policies, controls
and training;
• Requiring more thorough endcustomer and transaction due
diligence;
• Banning direct sales agreements
with intermediaries and banning
resales of new trucks;
• Requiring all dealers to certify
compliance with applicable trade
sanctions.
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US imposes sanctions on Russia
over Skripal poisoning after issuing
new EO and Russia-related Directive
The US Department of the Treasury
announced on 3 August the
implementation of two new sanctions
on the Russian Federation, targeting
US bank loans to Russia and
multilateral development assistance,
in response to Russia’s use of the
Novichok nerve agent in the alleged
assassination attempt on former
double agent Sergei Skripal in the UK
in March 2018.
The sanctions have been imposed pursuant
to the Chemical and Biological Weapons
Control and Warfare Elimination Act of
1991 (CBW Act) and follow the Department
of State’s determination on 1 August that
Russia failed to comply with the conditions
set out in the CBW Act;
To implement the sanctions related to US
bank loans, the Treasury’s Office of Foreign
Assets Control (OFAC) issued a Russiarelated Directive on 2 August pursuant to
EO 12851 and related FAQs. The CBW Act
Directive, which took effect on 26 August,
prohibits US banks from participating in the
primary market for non-ruble denominated

bonds issued by the Russian sovereign
(excluding state-owned enterprises of the
Russian Federation) and prohibits US banks
from lending non-ruble denominated funds
to the Russian sovereign.
Prior to this US president Donald Trump
issued a new Executive Order (EO) on
1 August entitled “Administration of
Proliferation Sanctions and Amendment of
EO 12851,” which is related to the CBW Act.
The EO mandates the treasury secretary,
in consultation with the secretary of state,
to implement additional sanctions against
a country using chemical or biological
weapons, which include a prohibition on the
supply of financial services and import and
export restrictions.

OFAC issues a finding of violation
against DNI Express Shipping
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
announced on 8 August that it has
issued a finding of violation to DNI
Express Shipping Company for
breaching US Reporting, Procedures
and Penalties Regulations and
demonstrating “reckless disregard” for

its US sanctions requirements.
OFAC said the entity and its owner
facilitated and financed actual and
attempted shipment of goods to Sudan and
then provided inaccurate, incomplete and
misleading information in response to an
administrative subpoena in 2015-16.

US renews
nuclear
restrictions,
Iran to further
reduce JCPOA
commitments
The US Department of State
announced on 31 July that the
US will continue restrictions
on the Iranian regime’s nuclear
programme, which is being used
by Iran “to extort the international
community and threaten regional
security.”
According to the US, the measure will
help preserve oversight of Iran’s civil
nuclear programme; reduce proliferation
risks; and constrain Iran’s ability to
shorten its “breakout time” to a nuclear
weapon and prevent the regime from
reconstituting sites for proliferationsensitive purposes.
Meanwhile, Iranian foreign minister
Mohammad Javad Zarif announced
on 3 August that the country will take a
third step to reduce its commitments
under the 2015 nuclear deal known as
the Joint Comprehensive Plan of Action
(JCPOA), following a reduction in July.
Iranian president Hassan Rouhani
stated at a meeting of Administrative
Council of the East Azerbaijan Province
on 1 August that “The remaining
parties to the JCPOA have promised
to compensate for US’ withdrawal
but were unable to do so in action […]
We told them if they did not live up to
their commitments, we will gradually
decrease our commitments as well.”
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UN Human Rights Council report urges international
sanctions against companies run by Myanmar military
The United Nations Human Rights
Council published a report on 5 August
on the economic interests of Myanmar’s
military, known as the Tatmadaw,
following an Independent International
Fact-Finding Mission on Myanmar. The
Mission states that the UN Security
Council and member states should
immediately impose targeted sanctions
against companies run by Tatmadaw.
The report highlights key businesses
linked to Tatmadaw, allegedly the main
perpetrator of human rights violations across
the country and sets out the steps to be
taken by international actors to disengage
economically from Tatmadaw.
Key findings
• Two Tatmadaw conglomerates, Myanmar
Economic Holdings Limited (MEHL) and

Myanmar Economic Corporation (MEC),
are owned and influenced by senior military
leaders. The report identifies 120 MEHL and
MEC businesses active in the construction,
gem extraction, manufacturing, insurance,
tourism and banking sectors, and a further
27 businesses that are closely affiliated;
• MEHL and MEC and 26 of their identified
subsidiaries have numerous licences for
jade and ruby mining in Kachin and Shan
states, where numerous human rights
violations, including forced labour and
sexual violence, have taken place;
• Foreign actors have enhanced the
Tatmadaw’s financial capacity, by providing
donations (at least 45 companies and
organisations donated USD 10.2 million
requested in September 2017), 15 foreign
companies have joint ventures and at
least 44 foreign companies have other

forms of commercial ties with Tatmadaw
businesses. At least 14 foreign companies
from seven states have provided arms and
related equipment to the Tatmadaw since
2016. Seven foreign private companies are
identified, from which the Tatmadaw sought
to procure dual-use goods and technology
since 2016;
• The report recommends that targeted
financial sanctions be imposed against all
Tatmadaw-owned companies, especially
MEHL, MEC and their subsidiaries. Is
recommended that sanctions should
be accompanied by an arms embargo
on Myanmar with a monitoring and
enforcement mechanism, and that no
business active in Myanmar or trading with
or investing in businesses in Myanmar
should enter into a business relationship
with the security forces of Myanmar or their
companies or subsidiaries

UN Commissioner for Human Rights warns of impact
of over-compliance with US sanctions on Venezuela
The United Nations High Commissioner
for Human Rights Michelle Bachelet
expressed concern on 8 August about
the human rights impacts of the new set
of sanctions imposed by the US on the
Maduro regime in Venezuela.

• Bachelet warned that the sanctions “fail
to contain sufficient measures to mitigate
their impact on the most vulnerable sectors
of the population,” and as such are likely
to impact on the Venezuelan population’s
right to health and food;

• Despite provisions on the delivery of
humanitarian aid, sanctions are still
expected to “significantly exacerbate the
crisis for millions of ordinary Venezuelans,
in particular due to over-compliance by
financial institutions”;

Summary of the statement

• Venezuela’s economy plummeted by 47.6
percent between 2013 and 2018, it was
observed, and sanctions will further restrict
economic activity, given that “most of the
foreign exchange earnings derive from oil
exports, many of which are linked to the US
market”;

• Bachelet urged those with influence
in Venezuela and in the international
community to work together constructively
for a political solution to the protracted
crisis in the country, by putting the interests
and human rights of the long-suffering
people of Venezuela above all else.

• Bachelet stated that “businesses and
financial institutions are likely to err on
the side of caution and completely halt
transactions” with Venezuela, rather than
risk punishment for sanctions violations;
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US extends national emergency
with respect to Lebanon
The White House published a Notice
on 30 July, on the extension of the
national emergency with respect to
Lebanon by one year, until 1 August
2020. The national emergency initially
declared by Executive Order 13441,
was issued in reaction to multiple
attempts at undermining Lebanon’s
government, democratic institutions,
rule of law and sovereignty.

The White House press release
explains that the extension is due to
the ongoing challenges in the region,
in particular Iran’s continuing arms
transfers to Hizballah, which serve
to undermine Lebanese sovereignty,
contribute to the wider instability in the
region and determine “an unusual and
extraordinary” threat to the national
security of the US.

OFAC issues finding of violation
against Southern Cross Aviation
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
issued a finding of violation to Floridabased Southern Cross Aviation LLC
on 8 August for breaching Reporting,
Procedures and Penalties Regulations
by giving inaccurate and incomplete
information to OFAC on its attempted

dealings with Iran.
OFAC said in its enforcement notice
that Southern Cross attempted to sell
several helicopters to Iran via an Iranian
businessman based in Ecuador, but that
the “underlying potential sale in question
does not appear to have occurred.”

US designates 22 countries for
drugs trafficking or production
US president Donald Trump issued a
memorandum to the secretary of state
designating 22 countries as major
drug transit or major illegal drugproducing countries for fiscal year
2020, the White House announced in a
statement on 8 August.
The listed countries are: Afghanistan, the
Bahamas, Belize, Bolivia, Burma, Colombia,

Costa Rica, Dominican Republic,
Ecuador, El Salvador, Guatemala, Haiti,
Honduras, India, Jamaica, Laos, Mexico,
Nicaragua, Pakistan, Panama, Peru and
Venezuela. The countries have been
designated for geographic, commercial
and economic factors that allow drugs
to be trafficked or produced, even if the
government has “robust and diligent”
narcotics control measures.

Iran oil
reportedly sent
to China and
Mediterranean
despite US
sanctions
A New York Times investigation
published on 3 August reportedly
shows the continuous flow of Iranian
oil to China and other states between
2 May, when US sanctions took full
effect, and 2 August.
Key findings
• The examination of movements of 70
Iranian tankers shows that 12 tankers
loaded oil and delivered it to China
or the Eastern Mediterranean states.
The destination could have been Syria
or Turkey, as several takers switched
automatic identification off;
• Eleven out of 12 tankers are owned by
the National Iranian Tanker Company
and one is listed as Great Sparkle
Investments Ltd, registered in Hong
Kong, which has an office in Mumbai;
• Maria III tanker delivered its cargo of
gas to China. Five other tankers loaded
oil before 2 May and delivered cargo to
India and China. Two Iranian tankers,
Snow and Sarak, travelled to China and
apparently left without unloading cargo;
• In June, ships in Iranian ports loaded
500,000 barrels per day, a 50 percent
drop compared to April;
• Before 2 May, China had been importing
500,000 barrels of Iranian oil per day,
which dropped to 360,000 barrels per
day in July.
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US amends
Iranian
sanctions
regulations
The US Department of the
Treasury’s Office of Foreign
Assets Control (OFAC) amended
on 6 August the Iranian Financial
Sanctions Regulations, to
implement Executive Order (EO)
13871 “Imposing Sanctions
with Respect to the Iron, Steel,
Aluminium, and Copper Sectors of
Iran,” effective as of 7 August.
Summary
• The regulatory amendment: (i)
implements the correspondent or
payable-through account sanctions
set forth in Section 2 of EO 13871
by incorporating those provisions
into the Iranian Financial Sanctions
Regulations, (ii) renames the Iranian
Human Rights Regulations as the
Iranian Sector and Human Rights
Abuses Sanctions Regulations
(ISHR); and (iii) implements the
blocking sanctions set forth in
Section 1 by incorporating those
provisions in the ISHR;
• EO 13871 authorises sanctions with
respect to the iron, steel, aluminium,
and copper sectors of Iran, which
includes any person operating in the
sector or engaging in transactions,
as well as correspondent and
payable-through account sanctions
on foreign financial institutions;
• Several FAQs have been amended
and new FAQs issued on definitions
of iron, steel, aluminium, and copper
sectors of Iran, the applicability of EO
13871 and existing exceptions.

US special envoy declares EU needs
to impose sanctions on Venezuela
On 1 August, US president Donald
Trump’s special representative for
Venezuela Elliott Abrams said in
an interview with CBC News that
the US and Canada agree that the
European Union needs to follow suit
in imposing sanctions on the Maduro
regime in Venezuela.
Key points

“Europe is a kind of
playground for people
from the regime and
their families — where
their money is, they
have houses there, they
live the high life there”

• As part of the Lima Group of 14
countries, Canada and the US agree
that it would be helpful if the EU would
follow Canada and the US in imposing
sanctions on the Maduro regime;

• The US was pessimistic about whether
Cuba could play a constructive role
in ensuring “a peaceful transition in
Venezuela resulting in free and fair
elections”;

• “Europe is a kind of playground for
people from the regime and their
families — where their money is, they
have houses there, they live the high life
there,” Abrams said;

• Between 2,000 and 3,000 Cuban
intelligence agents are part of the
Caracas intelligence agencies, army
and national guard, which is key to
holding the Maduro regime together.

US designations under Kingpin Act
On 21 August, the US Treasury
Department’s Office of Foreign
Assets Control (OFAC) designated
the Zheng Drug Trafficking
Organization as a significant foreign
narcotics trafficker under the Foreign
Narcotics Kingpin Designation Act.
Asset freezes have also been imposed
on one Chinese entity and three Chinese
nationals allegedly linked to the criminal
group, namely Qinsheng Pharmaceutical
Co Ltd and Fujing Zheng, Guanghua
Zheng and Xiaobing Yan.
In ccordinated action the Financial
Crimes Enforcement Network (FinCEN)

issued on the same day an advisory
for the financial sector highlighting the
typologies of Fentanyl traffickers.
Prior to this, on 20 August OFAC
identified Dominican national Cesar
Emilio Peralta and the Peralta Drug
Trafficking Organization (Peralta DTO) as
significant foreign narcotics traffickers
pursuant to the Foreign Narcotics Kingpin
Designation Act. OFAC also designated
eight additional Dominican nationals for
providing material support to, or acting for
or on behalf of, Cesar Emilio Peralta and
the Peralta DTO. OFAC also designated
six entities in Santo Domingo, including
nightclubs owned or controlled by Peralta.

44

aperio-intelligence.com

FINANCIAL CRIME DIGEST | AUGUST 2019

PRESS & MEDIA | SANCTIONS

US fines Atradius for collecting debt
from designated narcotics trafficker
The US Treasury Department’s Office
of Foreign Assets Control (OFAC)
disclosed on 16 August a settlement
agreement with Atradius Trade Credit
Insurance Inc (ATCI) over two apparent
violations of the Foreign Narcotics
Kingpin Sanctions Regulations
between 2016 and 2017.
The Maryland, US subsidiary of Netherlandsbased credit insurer Atradius NV ATCI
agreed to pay USD 345,315 for collecting a
USD 5.7 million debt owed by Grupo Wisa, a
Panama-based entity designated by OFAC in
May 2016 as a narcotics trafficker.

Mitigating factors
• ATCI gave OFAC access to documents
from a voluntary internal review into the
sanctions breaches;
• The credit insurer took voluntary
remedial action to address the cause of
the apparent violations;
• ATCI agreed to “undertake certain
compliance commitments” to improve
its sanctions compliance programme.

White House extends control over
US exports until August 2020
US president Donald Trump issued a
new notice on 14 August extending
by one year, until August 2020, the
national emergency declared in
2001 over the expiry of the Export
Administration Act 1979.

The Act authorised the president
to control US exports for national
security or foreign policy reasons and
implemented dual-use controls now
maintained under the International
Emergency Economic Powers Act.

Huawei affiliates added to US entity
lists, exemptions extended
The Bureau of Industry and Security
(BIS) of the US Department of
Commerce announced on 19 August
that it has included 46 additional
Huawei Technologies Co Ltd affiliates
to the entity list as part of a routine
review, and extended the temporary
General License (TGL) to Huawei
and its designated non-US affiliates

by 90 days, authorising specific,
limited engagements in transactions
involving the export, reexport, and
transfer of items, under the Export
Administration Regulations (EAR).
Any exports, reexports, or in-country
transfers of items subject to the EAR will
continue to require a licence.

US Bureau of
Industry and
Security lists
foreign entities
linked to Iran
and N. Korea
On 14 August, the US Commerce
Department’s Bureau of Industry
and Security listed 17 foreign
entities as acting contrary to US
security or foreign policy interests
and removed three foreign firms
from its Entity List under the
Export Administration Regulations.
Summary
• Hong Kong-based Corad Technology
Ltd was allegedly involved in the sale
of US technology to Iranian military
and space programmes, North Korean
front companies and Chinese stateowned enterprises;
• Seven entities allegedly attempted to
procure and divert export-controlled
aluminium tubing via Malaysia to
Iran: Belgium-based Industrial Metals
and Commodities and Nicolas
Kaiga; UAE-based Emirates Alloys,
Super Alloys and Saeed Valadbaigi;
Malaysia-based NBH Industries; and
Georgia-based Georgia Petrochemical
and Aviatech;
• A senior executive at Armenian
entities Markel Closed Joint
Stock Company and Yerevan
Telecommunications Research
Institute Closed Joint Stock
Company allegedly had a business
relationship with a sanctioned Iranian
organisation.
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Australia
Large Australian banks are facing warnings, civil
penalties and other enforcement actions in the next six
months following a sharp rise in voluntary disclosures
to AUSTRAC, the AML agency’s chief executive said
in an ABC radio interview on 27 August. AUSTRAC
has received a 70 percent increase in self-reports
by financial institutions worried about breaches of
anti-money laundering rules since it launched civil
proceedings against Commonwealth Bank of Australia
(CBA) in August 2017.
The Australian Securities and Investments Commission
(ASIC) announced on 26 August that it has approved
changes to the Australian Financial Complaints
Authority (AFCA) rules to allow financial institutions
to be named in published determinations. ASIC said
the rule changes could increase transparency and
accountability, and help identify conduct or market
problems within firms or issues with their products or
services. To support the new rules, AFCA will issue by
the end of 2019 updated guidance on circumstances
in which a decision naming a financial institution would
not be published, such as when doing so may expose
confidential information.

Argentina
Argentina’s financial intelligence unit issued Resolution
No.76/2019 on 29 July obliging payment card
operators and travellers’ cheques issuers to implement
by 28 February 2020 similar anti-money laundering
measures to those required of financial institutions.

Canada
Saskatchewan missed the 1 July deadline for
transposing into provincial legislation amendments
to the Canada Business Corporations Act intended
to curtail financial crime through legal entities, CBC
News reported on 19 August. Amendments to the Act,
outlined in Bill C-86 and enacted as SC 2018 c.27 on 13
December 2018, include requirements for legal entities
to disclose information on their beneficial ownership
to a new register. Saskatchewan lawmakers will begin
discussing the amendments in the assembly’s fall
session commencing on 23 October, according to a
government document prepared for justice minister
Don Morgan in January 2019 obtained via a freedom
of information request. British Columbia, which has
identified money laundering as a significant concern,
has already implemented the legislative amendments.

Colombia
The president of Columbia Ivan Duque announced
in a TV statement on 8 August that the country has
dismantled a “VAT evasion cartel,” which helped 2, 000
local companies evade taxes of COP 2.3 billion (around
USD 670 million) since 2007. The criminal group was
made up of eight people, including the well-known
offender “La Patrona,” Olga Lucía Díaz Guzmán, which
operated nine sham companies aimed at carrying out
illegal activity and “providing services to hundreds of
companies” by using “the false billing model to make
claims and request returns.”

Cyprus
Bangladesh
The Asia-Paific Group on Money Laundering (APG), an
associate member of the Financial Action Task Force
(FATF), stated in a 6 August report that it has re-rated
Bangladesh’s technical compliance with five FATF
Recommendations following improvements to the
nation’s anti-money laundering regime since its mutual
evaluation was adopted in September 2016.

Cambodia
The Asia/Pacific Group on Money Laundering (APG)
published on 6 August its second follow-up report to the
mutual evaluation report (MER) on Cambodia, adopted
in July 2017. The report finds that Cambodia has
continued to make progress to address the technical
compliance deficiencies identified in the MER including
through establishing review processes and drafting
new legislation on anti-money laundering and counter
the financing of terrorism.

A spokesperson for the Cypriot government has
dismissed media reports linking president Nicos
Anastasiades and his law firm to a scheme that
allegedly funnelled billions of dollars in illicit Russian
wealth through shell companies from 2006 to
2013, Cyprus News Agency reported on 17 August.
Spokesperson Prodromos Prodromou said the US
Financial Crimes Enforcement Network had already
investigated the facts cited in the Organized Crime and
Corruption Reporting Project’s 14 August report, and
that neither the president nor his former law firm were
“investigated as being involved.”

and bribery regarding the awarding of public works
contracts relating to the “Bribes 2012-2016” case,
according to a statement from the country’s financial
watchdog. According to the prosecution, Correa was
involved in the bribery and corruption case through the
largest political party in Ecuador, PAIS Alliance, which
he founded, and which allegedly received sponsorship
from international companies such as the Brazilian
company Odebrecht in exchange for state contracts.

Fiji
On 6 August, the Asia-Pacific Group on Money
Laundering (APG), a regional body of the Financial
Action Task Force (FATF), stated in its third follow-up
report on Fiji that the nation has been re-rated as
technically compliant with FATF Recommendation
33 following improvements to the nation’s collection
and maintenance of statistics on investigations,
prosecutions and proceeds of crime. Fiji will remain
in “enhanced follow-up” and will continue to report
back to the APG on its progress in strengthening
implementation of AML/CFT measures.

Georgia
Investigators in Georgia have initiated prosecutions
against 53 directors, founders or managers of
domestic companies allegedly involved in a VAT
fraud and money laundering scheme worth GEL 100
million (GBP 27.9 million), the Investigation Service of
Georgia’s Ministry of Finance announced on 13 August.
Anti-corruption officials are investigating the possible
involvement of public officials in the criminal scheme.

Greece
On 30 July, a three-member panel of the Athens Court
of Appeal convicted three former Johnson & Johnson
executives and its subsidiary De Puy for fraud and
money laundering following an investigation launched
in 2014 into the bribing of medical staff in Greece in
exchange for public contracts.

Hong Kong
Ecuador
Ecuador’s National Court of Justice ordered on
8 August the pre-trial detention of Rafael Correa,
the country’s former president from 2007 to 2017,
alongside former vice president Jorge Glas, former
ministers Vinicio Alvarado and Walter Soliz, and
Correa’s former legal advisor Yamil Massuh. The
individuals have been indicted for influence peddling

The Hong Kong Association of Banks (HKAB)
published on 6 August, 28 new frequently asked
questions (FAQs) on anti-money laundering and
counter the financing of terrorism (AML/CFT)
requirements for authorised institutions (AIs), with input
from the Hong Kong Monetary Authority (HKMA). The
FAQs include an Appendix on establishing the source
of wealth, which includes examples and measures that
would not generally be acceptable. AIs are expected to
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be fully conversant with the FAQs, and have regard to
them in meeting their legal and regulatory obligations.
Hong Kong’s Securities and Futures Commission (SFC)
outlined on 26 July the factors it will consider when
determining how to deal with directors, shareholders
and intermediaries involved in backdoor listings and
shell company activities. The Stock Exchange of Hong
Kong (SEHK) also announced on 26 July amendments
to Listing Rules associated with backdoor listings
and shell companies. The rule changes, which reflect
stakeholder feedback on a consultation paper issued
last year, will take effect on 1 October.

Kyrgyzstan
Kyrgyzstan authorities have accused ex-president
Almazbek Atambayev of murdering a special forces
officer who died during a raid of his home on 7 August.
Atambayev, who ruled Kyrgyzstan from 2011 to 2017,
had repeatedly refused police summons to testify as a
witness about alleged corruption and abuse of office.

Mexico
On 9 August, Mexico’s government published in the
Official Gazette a civil law that allows the state to seize
assets believed to derive from criminal activity and
sell them even if judicial proceedings are underway.
Under the National Domain Extinction Law, which
came into effect on 10 August, the burden of proof is
on the assets’ owner to demonstrate legitimate origins
of unexplained wealth. The law was ratified by the
Chamber of Deputies on 25 July.
Mexico’s government is reportedly considering banning
cash expenditures for gasoline and tolls following
discussions with bankers about the measures, which
would help to identify petrol stations buying stolen
fuel and inhibit tax evasion and money laundering,
Bloomberg reported on 9 August. A final decision may
not be taken until after the central bank rolls out its
digital payments platform “CoDi” in September as part
of government plans to bring more Mexicans into the
banking system. Cash is used for approximately 80 to
90 percent of all transactions in Mexico.

Myanmar
Myanmar has made some progress in improving
its anti-money laundering regime, the Asia-Pacific
Group on Money Laundering (APG) said in its first
follow-up report on the nation’s compliance with global
anti-money laundering standards. The 6 August report
by the FATF-style regional body re-rated Myanmar as
largely compliant with FATF Recommendation 1 and
partially compliant with Recommendation 19. Since

the adoption of its mutual evaluation report on October
2018, Myanmar has made “insufficient progress” on
Recommendations 7, 10, 13, 14, 24, 26, 36 and 37 to
justify re-rating, the APG said. The nation will remain in
“enhanced (expedited) follow-up,” reporting back to the
APG on progress made.

New Zealand
Bank of New Zealand (BNZ) is allegedly struggling
to ensure its bankers comply with risk management
controls and anti-money laundering laws, according to
leaked documents cited by the nation’s largest news
site, Stuff, on 2 August. Internal documents prepared
by BNZ’s parent National Australia Bank and global
consultancy EY allegedly show BNZ had a lax riskmanagement approach, slow customer remediation
and conflicts of interest with consultants.

Norway
On 16 August, Norway’s Ministry of Finance issued a
consultation that proposes exempting some gambling
service providers from complying with the Money
Laundering Act and supplementary Regulation, both
of which came into effect on 15 October 2018. The
consultation, which has a deadline of 1 October, follows
the Ministry of Finance’s receipt on 29 May of the
Lottery Authority’s assessment that association bingo
and Section 6 lotteries present a low risk of money
laundering and terrorist financing.

Panama
A Panamanian court acquitted on 9 August expresident Ricardo Martinelli of embezzlement and
illegal wiretapping. Martinelli, who was Panama’s
president from 2009 to 2014, was extradited last
year from the United States to stand trial for allegedly
using public funds to spy on at least 150 individuals.
In response to the verdict, Transparency International
claimed in a 14 August statement that Martinelli was
cleared on a technicality that prevented evidence
from being admitted. The advocacy group called for
Panama’s Public Prosecutor’s Office and the Judicial
Branch to audit their offices and “modernise the system
for sanctioning wrongdoing.”

Security Council said in a 16 August statement that
it held a meeting to specifically discuss the Kashmir
situation and reiterated calls by UN Secretary-General
António Guterres on 8 August for “maximum restraint.”
The State Bank of Pakistan’s offsite supervision and
enforcement department disclosed on 8 August that
in July it fined four banks for violating anti-money
laundering (AML) rules and “advised” remedial actions
to improve compliance controls. Bank of Punjab was
fined PKR 16.1 million (GBP 81,200) on 18 July over
its AML and unclaimed deposits controls and was
separately fined PKR 13 million on 15 July for issues
with its forex operations. JS Bank was fined PKR 48.2
million on 23 July for AML weaknesses and advised to
conduct a “thorough review” of relationship accounts.
Bank Al Habib was fined PKR 51.7 million on 25 July for
failings in AML and forex controls and told to improve
its systems, processes and training. Soneri Bank was
fined PKR 55.5 million on 25 July for violations in the
areas of AML, asset quality and forex operations.
Maryam Nawaz, former Pakistan prime minister Nawaz
Sharif’s daughter and deputy president of the opposition
party Pakistan Muslim League-Nawaz (PML-N), was
arrested by Pakistan’s National Accountability Bureau
(NAB), the federal anti-corruption agency, on 8 August
on suspicion of money laundering and income beyond
means. Maryam Nawaz and her cousin Yousuf
Abbas were arrested in connection with the ongoing
investigation into the Chaudhry Sugar Mills (CSM)’s
dealings, a mill owned and run by the Nawaz family.
Nawaz was arrested a day after she accused prime
minister Imran Khan of the “fall of Kashmir” and her
arrest is being seen as politically motivated by her allies.

Romania
Romanian president Klaus Iohannis signed into law
an amended Company bill (Law 162/2019) on 1
August, which allows persons with final convictions for
financial crimes to start a new company. According
to the amended law, only those who have been
forbidden explicitly by a final court decision the right to
start a business due to “offenses against patrimony,
corruption offenses, embezzlement, forgery, tax
evasion, offences connected to money laundering and
terrorist financing” will no longer be allowed to establish
a company. Following its adoption by parliament on
10 April, president Iohannis challenged the bill at the
Constitutional Court stating that Romanian judges are
not allowed by the current legislation to impose an
explicit interdiction on establishing a company, but his
challenge was rejected on 31 July.

Pakistan
Pakistan’s government suspended bilateral trade
with India on 9 August in response to the Indian
government’s decision on 5 August to revoke
constitutional provision Article 370, which gave the
state of Jammu and Kashmir autonomy. The UN

Russia
On 15 August, Russia’s president Vladimir Putin
issued Decree 388 requiring special recordkeeping of
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securities ownership and preventing the disclosure
of information on sanctioned Russian shareholders
to other shareholders. Information on sanctioned
shareholders must be submitted to the central bank
within two days of receiving notification from the issuer.
Russian authorities froze the bank accounts of
advocacy group Anti-Corruption Fund (FBK) on
suspicion it laundered more than RUB 1 billion (GBP
11.34 million) in illicit funds between 2016 and 2018,
Russia’s Investigative Committee announced on 8
August. The authorities have frozen more than 100
bank accounts of individuals or entities associated with
FBK following raids of employees’ homes and offices.

Sierra Leone
Sierra Leone’s Anti-Corruption Commission announced
on 13 August the launch of a four-year strategy in line
with the UN Convention Against Corruption. The plan
envisages public-private cooperation through a national
anti-corruption forum and improved enforcement of
anti-corruption laws, among other measures.

Singapore
The Monetary Authority of Singapore (MAS) issued
on 6 August mandatory measures that financial
institutions must implement by 6 August 2020 to
mitigate their cyber risks. The Notice on Cyber Hygiene
makes compulsory certain elements of its Technology
Risk Management Guidelines.
In an interview with Reuters on 13 August, MAS
anti-money laundering chief Valerie Tay warned of
the use of shell companies for money laundering and
advised industry to be vigilant about criminals’ new
schemes. Key points: MAS discovered red flags at shell
companies including disproportionately large or high
velocity transactions and unusual patterns in dealings;
and industry will need to proactively look for shell
companies that can be abused for illicit financing.

Slovakia
Slovakia should adopt an action plan targeting
corruption risks in government work and create a code
of conduct for public officials, the Council of Europe’s
Group of States Against Corruption (GRECO) stated
in its fifth evaluation report, published on 22 August.
Recommendations in the 60-page report include
implementing more stringent rules for reporting gifts
to government officials and improving declarations
of conflicts of interests by Slovak ministers, state
secretaries and other senior officials.

South Africa
South Africa’s Prudential Authority announced on
6 August that Bank of Baroda has paid a penalty of
ZAR 400,000 (GBP 21,500) for failing to comply with
the nation’s cash threshold reporting requirements.
On-site inspections of the bank in 2014 and 2016 led
to the South African supervisor initially imposing a
ZAR 11 million fine for non-compliance with reporting
requirements and deficiencies in its anti-money
laundering controls, which was subsequently reduced
by an appeal board to ZAR 400,000.
A South African anti-corruption group said in a 1 August
statement that it has called for draft regulations on
the Political Party Funding Act to include a monetary
threshold for anonymous donations to limit the
potential for undue influence. Corruption Watch’s
written submissions to the Independent Electoral
Commission on 31 July also called for monthly public
disclosure of donors and donations to political parties.

Ukraine
Ukrainian prosecutors have reportedly summoned
three allies of ex-president Petro Poroshenko for
questioning on 12 August as part of a probe into
alleged embezzlement and money laundering, Kyiv
Post reported on 6 August. Prosecutors have revived
investigations into Valeria Gontareva, ex-chief of the
National Bank of Ukraine; Kostyantyn Stetsenko, a top
executive at investment bank ICU; and Poroshenko’s
deputy chief of staff, Oleksiy Filatov. The move follows
a long-running battle over criminal charges against the
three individuals, who have denied wrongdoing.

A US appeals court upheld on 9 August the conviction
of Chinese real estate developer Ng Lap Seng for
bribing UN ambassadors to endorse his plans for a UN
conference centre in Macau. In its ruling, the court found
that prosecutors do not need to satisfy the strict “official
acts” requirement established by the Supreme Court in
McDonnell v. United States, 136 S. Ct. 2355 in order to
prove violations of the Foreign Corrupt Practices Act or
federal anti-bribery law 18 US Code § 666.
On 16 August, US Rep Adam Schiff (D-CA) announced
that he had introduced legislation in Congress to
make domestic terrorism a federal crime and provide
“new and necessary tools” for investigators and
prosecutors to address attacks by white supremacists.
The Confronting the Threat of Domestic Terrorism Bill
focuses on violent terrorist acts and does not establish
a list of domestic terrorism organisations.

Vietnam
Vietnam’s new anti-corruption regulations took effect on
15 August. The regulations under Decree No. 59/2019/
ND-CP provide guidance for implementing Vietnam’s
Anti-Corruption Law (Law No. 36/2018/QH14), which
came into effect on the same day. The regulations,
amongst other things, update rules on giving gifts to
public sector officials; restrict officials who leave their
posts from joining private sector entities for between
six and 24 months, depending on seniority; and require
state-owned companies and credit institutions to
establish and implement anti-corruption policies.

US
The US Department of the Treasury’s Office of Foreign
Assets Control (OFAC) released on 19 August its
Biennial Report of Licensing Activities pursuant to
Section 906(c) of the Trade Sanctions Reform and
Export Enhancement Act of 2000 (TSRA), covering
activities undertaken by OFAC under Section 906(a)(1)
of the TSRA from October 2014 to September 2016.
US secretary of state Mike Pompeo designated on
14 August Salah Abdalla Mohamed Mohamed Salih,
known as Salah Gosh, the former director of Sudan’s
National Intelligence and Security Services (NISS),
and his family, under Section 7031(c) of the FY 2019
Department of State, Foreign Operations, and Related
Programs Appropriations Act 2019. Gosh has been
listed for “his involvement in gross violations of human
rights,” relating to his involvement in torture during his
tenure as NISS director.
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