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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence team at:
www.aperio-intelligence.com
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Welcome to the May edition of the Financial Crime Digest,
Aperio Intelligence’s monthly newsletter, an informative
summary of the most recent developments relating to the
world of money laundering, fraud and terrorist financing, bribery
and corruption, and sanctions.
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PSR consults on Confirmation of Payee; FCA says banks
could face fines for arbitrary decisions over APP code
The UK’s Payment Systems Regulator
(PSR) launched a consultation on 5
May on providing a specific direction
for the implementation of Confirmation
of Payee (CoP). The consultation paper
includes the PSR’s response to the
initial consultation and the draft specific
direction for further consultation.
The PSR is seeking feedback on the proposed
specific direction requiring payment service
providers (PSPs) in the six largest banking
groups in the UK to implement CoP. The PSR’s
proposed deadlines for introducing CoP are:
• From 31 December 2019: directed PSPs
must respond to CoP requests; and
• From 31 March 2020: directed PSPs must
send CoP requests and present responses
to their customers.
The aim is to ensure CoP is introduced in a
way that significantly reduces losses from
Authorised Push Payment (APP) scams
and accidentally misdirected payments.
This requires widespread introduction in a
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timely and coordinated manner. In November
2018, the PSR consulted on giving a general
direction for implementing CoP and, having
reviewed the feedback provided, have revised
its proposal as set out in this consultation.
The consultation is open until 5 June.
The new voluntary code on APP scams
launched on 28 May, giving customers
increased protections against APP scams
and assuring full reimbursement for victims
who have met certain requirements.
According to the APP Scams Steering Group,
eight PSPs, representing 17 consumer brands
and over 85 percent of authorised push
payments, have signed up to the code, with
more PSPs working towards implementation
In addition to this, the Financial Conduct
Authority’s executive director of enforcement
and market oversight, Mark Steward, told a
House of Commons Committee hearing on
Economic Crime on 15 May that banks in
Britain could face fines if they make selective
and arbitrary decisions about compensating
customers who have fallen victim to fraud.

Steward told the committee that while a new
code of conduct concerning APP scams is
voluntary: “If we see banks under the code
behaving in a very inconsistent way and
making selectively arbitrary decisions about
what they will and will not compensate, we
will take the view that even though the code
is voluntary, banks have publicly signed up
to it. If they say that they will follow the code,
but then they do not, we might regard that
as a very troubling thing. It might give rise to
enforcement action if we see significantly
poor compliance with the code.”
The UK’s Financial Ombudsman published
its annual review 2018/19 on 15 May, which
shows an increase in fraud complaints by
over 40 percent in the past year.

The consultation can be found HERE.
The FCA’s testimony can be found HERE.
The annual review can be found HERE.
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UK’s FCA using machine learning to identify misconduct
Christopher Woolard, executive director
of strategy and competition at the UK’s
Financial Conduct Authority (FCA)
stated in a speech on “financial conduct
regulation in a restless world” on 8 May
that the FCA is increasingly employing
machine learning techniques to identify
companies and individuals who could
pose a risk to the financial sector.
“We want to explore not only how technology
can drive new products, services and firms in
consumers’ interests, but also what it can do
to reduce the compliance burden of existing
ones and make them more effective,” said
Woolard. The aim being to use technology
to make regulation more efficient and
as part of that effort, the FCA is backing

are guaranteed a place in the Business Plan,
even as other themes and issues vie for the
FCA’s attention;
• The FCA wants to explore not only how
technology can drive new products, services
and firms in consumers’ interests, but also
what it can do to reduce the compliance
burden and make them more effective; and
the development of technical solutions,
particularly in relation to AML.
Woolard discussed the FCA’s Business Plan
and its priorities for the coming year:
• From culture to fraud, market abuse to misselling, there are a number of priorities that

• As a regulator operating in the public
interest, the FCA has to adapt to ensure that
regulation meets the changing needs of the
people it is there to protect.

The transcript can be found HERE.

UK’s FCA sets out next steps in promoting innovation
The UK’s Financial Conduct Authority
(FCA) published an evaluation report
on 29 April assessing the effectiveness
of the FCA’s Project Innovate services
in enabling innovation, which
was accompanied by a speech by
Christopher Woolard, executive director
of strategy and competition at the FCA.
Key points regarding progress made include:
• The next cohort of businesses taking
part in the regulatory sandbox (cohort 5)
includes Diro Labs, which is testing an
identity verification service that can verify
any person or document online directly from
the original source. The solution reportedly
provides provable, auditable and reportable
evidence of Know Your Customer (KYC)
and due diligence in a shareable format
through a central blockchain-based store
of information; and Fintech Delivery Panel
Partners, which is running a test that is
looking to show that consumers can take
control over their digital identities and “port”

previously verified digital identities across
companies that rely on them to satisfy their
due diligence obligations;
• Of the 47 firms that have completed
sandbox testing, 80 percent are operating in
the market, with authorisation, and another
63 are in the pipeline; and
• In July, the FCA will hold a follow-up session
to last year’s TechSprint on financial crime
to explore how technology can be employed
to break down international barriers.
On 29 May the FCA released a consultation
paper entitled “Call for input: Cross-Sector
Sandbox,” which aims to measure the scale of
interest in the development of a cross-sector
sandbox to promote innovation. Feedback on
the FCA’s concept is welcome until 30 August.
Meanwhile, on 30 April, the Bank of England
(BoE) published a speech by Dave Ramsden,
deputy governor markets and banking at the
BoE on embracing fintech.

Key points from the speech include:
• The BoE is renewing its Real Time Gross
Settlement service (RTGS), the UK’s core
payments infrastructure;
• The BoE is opening up direct RTGS access
to a broader range of firms. Five non-bank
payment service providers now hold
accounts in RTGS and around 20 further
firms are looking at possibly joining; and
• Finance is amongst the first sectors to
deploy artificial intelligence at scale.

The FCA press release can be found HERE.

The FCA’s Call for Input can be found HERE.

The BoE’s speech can be found HERE.
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The UK consults on reforms to Companies House
UK business minister Kelly Tolhurst
unveiled a package of reforms to
Companies House for consultation
on 5 May, which aim to minimise the
burden on law abiding companies and
contribute to the UK’s efforts to tackle
economic crime by increasing the
traceability of company ownership and
management while offering business
owners and businesses greater
protection from fraud.
The proposed reforms are designed to help
increase the accuracy and usefulness of
the information available on the companies
register, which in 2018 was accessed 6.5
billion times and, as of March 2018, included
over 4 million limited companies.
The package of proposed reforms include:
• Knowing who is setting up and controlling
companies: those who have a key role in
companies will have their identity verified;
• Improving the accuracy and usability of
data on the register: Companies House
will now be able to query and corroborate
information before it is entered on the
register. This will also mean it is easier and
quicker to remove inaccurate information
from the register;

The government
intends to address the
issue of UK-registered
entities being set up and
used without customer
due diligence checks
• Protecting personal information on the
register: in a minority of cases the register
can be misused to identify personal
information, which can then be used for
criminal purposes. Under these proposals
directors will be given additional rights over
their information, for example personal
home addresses, while ensuring this
information is still available to authorities
where appropriate; and
• Improving the detection of possible criminal
behaviour: better information sharing by
Companies House, government bodies
and financial institutions will better protect
businesses and ensure faster and more
sophisticated identification of possible
criminal activity.
Under the heading “The future role
of Companies House” (page 24), the
consultation explains that the government

intends to address the issue of UK-registered
entities being set up and used without
customer due diligence checks. One option
would be to force all companies to be set up
through an AML regulated agent or require
a UK bank account to be established on
incorporation. The consultation explains
that the government’s preferred approach
is to introduce identity verification into the
incorporation and filing processes run by
Companies House. The consultation seeks
views on whether this is the right approach
and what if any alternative or additional
measures should be considered.
Certain of the proposed changes would
also be relevant to those entities that
will fall within the provisions on the draft
Registration of Overseas Entities Bill. For
example, the government would expect the
People with Significant Control (and in some
cases managing officers) of such entities to
undergo identity verification. The proposals
will also be underpinned by a transformation
programme to upgrade digital services at
Companies House.
The consultation closes on 5 August.

The consultation can be found HERE.

UK FCA warning over crypto and forex investment fraud
The UK’s Financial Conduct Authority
(FCA) issued a warning on 21 May
about investment scams carried
out by fraudulent online trading
platforms after the reported number of
cryptocurrency and foreign exchange
scams more than tripled in the last
financial year to over 1,800.

The number of crypto and forex fraud claims
increased from 530 to 1,834 in the 2018/19
financial year to early April, according
to data provided by Action Fraud. The
majority, 81 percent, of the claims related to
cryptocurrency scams. While the number of
reports increased, average individual losses
dropped from GBP 59,600 to GBP 14,600.

Overall, total losses fell from about GBP 38
million to GBP 27 million.
Fraudsters often use social media to promote
their online trading platforms, states the FCA.
The press release can be found HERE.
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EU removes Barbados, Bermuda and Aruba from the list
of non-cooperative tax jurisdictions
The Council of the European Union
announced on 17 May that it has
decided to remove the British
overseas territory of Bermuda, the
Dutch Caribbean island of Aruba, and
Barbados from the EU “black” list of
non-cooperative tax jurisdictions. Aruba
has been removed following changes
to its legislation to make it compliant
with EU requirements, and Bermuda and
Barbados have been moved to the socalled “grey list” following commitments
to address the EU’s concerns.
According to the Council, Barbados has
made commitments at a high political
level to remedy EU concerns regarding the
replacement of its harmful preferential
regimes by a measure of similar effect, whilst
Aruba and Bermuda have now implemented

their commitments. At the same time,
Bermuda remains committed to address EU
concerns in the area of collective investment
funds. As a result, Barbados and Bermuda will
be moved from annex I of the conclusions to
annex II, which includes jurisdictions that have
undertaken sufficient commitments to reform
their tax policies, while Aruba will be removed
entirely from both annexes.
The EU list aims to help prevent tax avoidance
and promote good governance principles
such as tax transparency, fair taxation and
international standards against tax base
erosion and profit shifting. The list was
first established in December 2017 and
then revised in March 2019, following an
indepth review of the implementation of
the commitments made by third country
jurisdictions.

Twelve jurisdictions remain on the list of noncooperative jurisdictions: American Samoa,
Belize, Dominica, Fiji, Guam, Marshall Islands,
Oman, Samoa, Trinidad and Tobago, United
Arab Emirates, US Virgin Islands and Vanuatu.
Chiara Putaturo, Oxfam’s EU policy advisor
on tax and inequalities, said “EU governments
have – once again – let some of the world’s
worst tax havens off the hook. The reforms
agreed by Bermuda, Barbados and Aruba
will not stop them operating as tax havens.
They will continue to offer very aggressive tax
regimes and very low or zero corporate tax
rates that facilitate large-scale tax dodging
and encourage a damaging race to the
bottom on corporate tax.”
The press release can be found HERE.

European Commission adopts new anti-fraud strategy
The European Commission adopted
its new anti-fraud strategy on 29 April,
which aims to improve the detection,
sanctioning and prevention of fraud.
The new strategy supports the
Commission’s efforts to bring fraud
against the EU budget down further.
The new strategy focuses on protecting the
EU’s financial interests from fraud, corruption
and other intentional irregularities and on the
risk of serious wrongdoing inside the EU’s
institutions and bodies. The strategy covers:
• Fraud, including VAT fraud, corruption
and misappropriation affecting the EU’s
financial interests;
• Other criminal offences affecting the

Union’s financial interests, e.g., offences
linked to an abuse of procurement
procedures where they affect the EU
budget; and
• Serious breaches of professional
obligations by staff or members of the
Union’s institutions and bodies.
The new strategy pushes for more
consistency and better coordination in the
fight against fraud among the Commission
departments and paves the way for more
data driven anti-fraud measures. The vision
behind the new strategy is to strengthen
the corporate oversight of the Commission
regarding all issues related to fraud and
to reinforce the anti-fraud system that is
already in place. The strategy focuses on

improving the quality and completeness of
relevant information, on joining up different
data sources and on creating smarter tools
to draw operational conclusions.
The strategy also aims to reinforce the
Commission’s corporate oversight of
fraud issues, by giving the European AntiFraud Office (OLAF) a stronger advisory
and supervisory role. OLAF will conduct
mandatory reviews of the anti-fraud
strategies of all Commission Directorates
and monitor implementation. In addition, the
Commission will strengthen its follow-up of
OLAF’s recommendations.

The press release can be found HERE.
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New EU VAT
fraud tool
launched
The European Commission
announced on 15 May the
creation of a new Transaction
Network Analysis (TNA) tool that
aims to enable member states
to rapidly exchange and jointly
process VAT data, leading to
earlier detection of suspicious
networks. The launch of the
new tool comes as recent media
investigations have once again
laid bare the costs of VAT fraud
for public finances.
The TNA, developed through close
collaboration between member states
and the Commission, will also allow
closer cooperation between the EU’s
network of anti-fraud experts (Eurofisc)
when it comes to jointly analysing
information so that VAT carousel fraud
can be detected and intercepted as
effectively as possible. The TNA aims
to boost cooperation and information
exchange between national tax
officials, allowing Eurofisc officials to
cross-check information with criminal
records, databases and information
held by Europol and OLAF, and to
coordinate cross-border investigations.
The TNA will allow tax authorities easy
access to cross-border transaction
information, leading to quick action
when potential VAT fraud is flagged.
Anti-fraud officials from member states
participating in the TNA have agreed on
how the tool will function and how the
information collected will be used.

The press release can be found HERE.

EU Court of Auditors finds possible
EUR 1.5 billion subsidies fraud
The European Court of Auditors
published special report no 06/2019
entitled “Tackling fraud in EU
cohesion spending: managing
authorities need to strengthen
detection, response and coordination”
on 16 May, which has identified
over 4,000 potentially fraudulent
irregularities affecting the EU’s
financial interests between 2013 and
2017, representing almost EUR 1.5
billion of EU support, 72 percent of
which concerned cohesion policy.
Despite improvements over recent years,
EU member states’ efforts to tackle fraud in
cohesion spending remain too weak, states
the report. Member states’ assessments
of the effectiveness of their anti-fraud
measures are too optimistic and detection,
response and coordination still need
substantial strengthening to prevent, detect
and deter fraudsters effectively.
The auditors assessed in the report whether
managing authorities and anti-fraud
coordination services in member states
have met their responsibilities at each stage
of the “anti-fraud management process,”
from prevention and detection to response,
including reporting on detected cases and
recovery of funds. Seven member states
were visited: Bulgaria, France, Hungary,
Greece, Latvia, Romania and Spain.
The report points out a lack of significant
progress towards proactive fraud detection.
Moreover, the impact of prevention
and detection measures often remains
insufficiently monitored and evaluated.
The auditors also note that member states
have not been responsive enough to all
detected cases of fraud in EU cohesion
spending and that corrective measures,
when applied, have a limited deterrent

effect. Reporting arrangements have also
been found to be unsatisfactory. Cases are
underreported, which affects the reliability
of fraud detection rates published by the
EU Commission. Additionally, suspicions of
fraud are not systematically communicated
to the appropriate bodies, and coordination
with other anti-fraud bodies is insufficient.
While new rules for cohesion funds for
2021-2027 are being discussed, the report
makes recommendations for improvement.
Member states are asked to:
• Adopt formal strategies and policies to
combat fraud against EU funds;
• Make fraud risk assessment more robust
by involving relevant external actors; and
• Improve detection measures by
generalising the use of data analytics tools.
The European Commission is asked to:
• Monitor fraud response mechanisms to
ensure they are consistently applied; and
• Encourage member states to expand the
functions of their Anti-Fraud Coordination
Services.

The report can be found HERE.
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Committee on the draft Registration
of Overseas Entities Bill publishes
pre-legislative scrutiny report
The UK Joint Select Committee on
the draft Registration of Overseas
Entities Bill published on 20 May its
pre-legislative scrutiny report. The Bill
is intended to address some of the
risks associated with the laundering
of suspected proceeds of corruption
through the UK property market. The
proposed legislation will introduce
a publicly accessible register of
the beneficial owners of overseas
entities purchasing land and of those
who already own land in the UK. The
government plans to introduce the
Bill to Parliament later in 2019, and
to launch the register in 2021. The
register will work alongside other AML
measures, including the People of
Significant Control (PSC) register and
unexplained wealth orders.
The report notes that between 2004 and
2015, GBP 180 million of UK property
was subject to criminal investigation as
suspected proceeds of corruption, and
this may be just the tip of the iceberg.
The Committee’s Chairman, Lord Faulks
QC, welcomed the Bill, calling it “muchneeded legislation.” However, Lord Faulks
added that the Bill contains loopholes
that, if not addressed, could jeopardise
the effectiveness of the proposed
legislation. The report sets out the following
conclusions and recommendations:
• Trusts are not covered by the Bill. Trusts
are not by definition “legal entities” and
as such, there is concern they may be
used to circumvent this law. Measures to
implement the EU Fifth Money Laundering
Directive, which addresses transparency
concerns relating to trusts, must be
introduced at the same time as this Bill;
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The proposed Bill
may be ineffective
without adequate
enforcement
measures
• The Bill provides exemptions, allowing
the government to exempt certain
entities from publishing information.
The Committee recommends that the
government should make clear which
entities – such as foreign governments
– can be exempted. The government
should provide Parliament with an annual
statement on how many times these
exemptions have been applied;
• The use of out-of-date information
means the register will not be fit for
purpose. Property sellers should update
ownership information once a year. They
should also provide current ownership
information about proposed transactions
before they take place, the time most
susceptible to money laundering risk;
• The current proposals lack appropriate
measures to verify the information. The
report recommends that a workable,
verifiable mechanism could, for example,
delegate requirements to Companies
House or regulated professionals; and
• The proposed Bill may be ineffective
without adequate enforcement
measures. The report suggests that civil
penalties will be easier to enforce abroad
than criminal measures.
The report can be found HERE.

Government’s
decision not
to endorse UK
PEP register
criticised
The UK Treasury Committee
criticised the government on 8
May for failing to endorse the
Committee’s recommendation
for the creation of a register of
Politically Exposed Persons (PEPs).
Commenting on the government’s
response to the Committee’s report
on “Economic Crime: Anti-money
laundering supervision and sanctions
implementation,” Nicky Morgan MP, chair
of the Treasury Committee, said that she
was pleased to see that the government
has taken up many of the Committee’s
recommendations, in particular relating
to Companies House. However, Morgan
expressed disappointment that the
government has chosen not to endorse
the recommendation for the creation of
a register of PEPs. “The reality for many
firms is that they lack the resources to
identify all those who may be considered
to be a PEP,” explains Morgan. “By
not endorsing a central register, the
Government is making the work of
especially smaller firms in preventing
economic crime more difficult.”
There are areas where the government
is said to be yet to provide their
final response to the report’s
recommendations, such as on the
corporate criminal liability framework,
and the economic crime plan.

The press release can be found HERE.
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DOJ publishes
updated
guidance on the
effectiveness
of corporate
compliance
programs
The US Department of Justice
(DOJ) published updated guidance
entitled the “Evaluation of Corporate
Compliance Programs” on 30 April,
which sets out factors prosecutors
should consider when analysing
the effectiveness of a corporate
compliance program to prevent or
detect fraud and other misconduct.
The new guidance updates guidance
released in February 2017 and provides
companies with increased clarity on the
government’s evaluation of corporate
compliance programs. The DOJ’s Criminal
Division places effectiveness at the centre
of its factors to be utilised when evaluating
a company’s compliance program in the
context of a criminal investigation.
The guidance document sets forth topics
that the Criminal Division has frequently
found relevant in evaluating a corporate
compliance program. Part I of the guidance
discusses the hallmarks of a well-designed
compliance program. Part II details
features of effective implementation of a
compliance program. Part III discusses
metrics of whether a compliance program
is operating effectively in practice.

The press release can be found HERE.

US introduce transparency Bill on
company beneficial ownership
US congresswoman Carolyn B.
Maloney, congressman Peter King,
and congressman Tom Malinowski
introduced H.R. 2513, the Corporate
Transparency Act, on 3 May, which
would require companies to disclose
their beneficial owners at the time the
company is formed to prevent bad
actors from using anonymous shell
companies to thwart law enforcement
and hide illicit activities.
What the Bill would do:
• Require corporations and limited liability
companies to disclose their beneficial
owners to FinCEN at the time the
company is formed;
• Establish minimum beneficial ownership
disclosure requirements: must provide
beneficial owners’ name, date of birth,
current address, and driver’s license or
non-expired passport number;
• Require companies to file annually with
FinCEN a list of its current beneficial
owners, as well as a list of any changes in
beneficial ownership that occurred during
the previous year; and
• Provide civil and criminal penalties
for persons who wilfully submit false
or fraudulent beneficial ownership
information, or who knowingly fail to
provide complete or updated beneficial
ownership information.
Key components of the Bill:
• Beneficial ownership information
collected by the Treasury or the
states would only be available to law
enforcement and financial institutions,
with customer consent, for purposes

of complying with their Know Your
Customer requirements under antimoney laundering law;
• It is narrowly tailored so as not to be
overly burdensome to either businesses
or the states — the bill targets companies
that are more likely to be shell
companies;
• Many companies are already required to
disclose their beneficial owners, such as
federally regulated banks, credit unions,
investment advisers, broker-dealers,
state regulated insurance companies,
churches, and charitable organisations.
As such, these companies are exempt
from the Bill’s requirements; and
• Companies with over 20 employees
and over USD 5 million in gross receipts
or sales, and which have a physical
presence in the US, are also exempt from
the Bill’s requirements, because these
companies are viewed by the authors of
the Bill as very unlikely to be anonymous
shell companies that were created to
hide or launder illicit funds.
Meanwhile, the Office of the Comptroller
of the Currency, the Federal Bureau of
Investigation, and the Financial Crimes
Enforcement Network testified before
the US Senate Committee on Banking,
Housing and Urban Affairs on 21 May
on the threats posed to the US financial
system from the use of shell companies
and other methods to conceal the true
beneficial owners of assets.
The proposed Bill can be found HERE.
The testimony can be found HERE.
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NCA Strategic Assessment of Serious & Organised Crime
The UK’s National Crime Agency
(NCA) published its National Strategic
Assessment (NSA) of Serious &
Organised Crime (SOC) on 14 May,
which has found that there are at least
181,000 offenders linked to serious
and organised crime in the UK. NCA
director general Lynne Owens said at
the launch of the NSA that a GBP 2.7
billion investment in law enforcement
is needed to combat SOC over the next
three years.
The number of offenders – more than twice
the strength of the regular British Army – is
described by the NCA as a conservative
estimate as it only takes into account known
members of organised crime groups and
offenders operating on the worst child abuse
dark web sites. “It kills more people every
year than terrorism, war and natural disasters
combined. SOC affects more UK citizens,
more frequently than any other national
security threat. And it costs the UK at least
£37bn a year – equivalent to nearly £2000
per family,” said Owens. “We need significant
further investment to keep pace with the
growing scale and complexity.”
The 2019 NSA shows that the traditional
idea of organised crime groups (OCGs)
is becoming old-fashioned. Hierarchies
and infrastructure of old-style OCGs have
fragmented into more dynamic groups of
younger offenders who use technology and

capitalise on networking to carry out multiple
types of crimes while still employing extreme
violence. Professional enablers such as
accountants, solicitors and those working in
money service businesses are increasingly
facilitating crimes. The use of the dark web
and encryption have also grown significantly,
with cryptocurrencies increasingly being used
to launder money.

The 2019 National
Strategic Assessment
shows that the
traditional idea of
organised crime groups
is becoming oldfashioned

The NSA shows that:
• There are nearly 2.9 million accounts
registered on the worst child sexual abuse
sites on the dark web worldwide – more
than 5 percent of which are believed to be
from offenders based in the UK;
• The number of referrals to the NCA from
industry of online child sexual abuse and
exploitation have increased by 700 percent
since 2012;
• Referrals of potential victims of modern
slavery have increased by more than 80
percent since 2016;
• The number of “County Lines” drug supply
lines has increased from 720 to around
2,000 in a little over a year; and
• Financial losses from fraud increased by 32
percent between April and September 2018.
There were 3.6 million incidents of fraud
reported in England and Wales in 2018.

The NSA presents the threat from Russianlanguage groups who build and use malware
to steal from bank accounts as the number
one cyber threat to the UK. While these
“banking Trojans” may mean large overall
losses to UK banking institutions, the losses
felt by customers are sometimes absorbed by
the banks, so this threat does not tend to be
widely recognised. These groups are making
considerable profits, states the NCA.
To effectively lead the fight against SOC, the
NCA states that it needs additional funding to
enable the agency to meet growing demand
and to build capabilities in areas such as
digital forensics, covert surveillance, financial
investigations and other critical areas.

The press release can be found HERE.

The NSA report can be found HERE.

FSB publishes reports on correspondent banking decline
The Financial Stability Board (FSB)
published two reports on 29 May: a
progress report on the implementation
of its action plan to assess and address
the decline in correspondent banking
relationships; and a report on the
progress made on implementing the

FSB’s recommendations on remittance
service providers’ access to banking
services.
To coincide with the publication of the
FSB’s reports, the Committee on Payments
and Market and Infrastructures (CPMI)

published on 27 May the full set of data on
the latest developments on the number of
correspondent banking relationships.

The FSB reports can be found HERE.
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UK unveils
new prison
anti-corruption
taskforce
A specialist taskforce to tackle
staff corruption in jails has been
announced by UK justice secretary
David Gauke on 4 May. The new
Counter Corruption Unit, which is up
and running, will proactively pursue
those suspected of corrupt activity in
prison and probation services across
England and Wales.
The new team accompanies GBP 70
million of investment to improve safety,
security and decency in prisons, which
includes funding for new security
scanners, improved searching techniques,
phone-blocking technology and a financial
crime unit to identify and seize assets
linked to crime behind bars. The new
Counter Corruption Unit has four aims:
• To protect against corruption by building
an open and resilient organisation;
• To prevent people from engaging in
corruption, strengthening professional
integrity;
• To pursue and punish those involved in
corruption; and
• To prepare prisons to minimise the
impact of corruption where it occurs.

HMRC research on the drivers of tax
compliance among the wealthy
The UK’s HM Revenue & Customs
(HMRC) published on 29 April
research into the behaviours and
drivers of tax compliance for
wealthy people in order to improve
HMRC’s understanding of this group
and possible ways HMRC could
encourage compliance.
The research involved 32 interviews with
wealthy people and 10 interviews with
tax agents for wealthy people. Wealthy
individuals and their agents raised the
following suggested courses of action
that HMRC could take to encourage
compliance among the wealthy:
• More clarity, sooner, regarding what is
legal and what is “risky.” Many agents
had an issue with lack of clarity from
HMRC regarding what they consider
to be “risky,” with the fact that HMRC’s
position changes; and
• Some agents felt that HMRC should
be tackling tax avoidance schemes at
source, by prosecuting those offering

them. They feel that pursuing wealthy
individuals who have entered these
schemes – potentially due to an
imperfect understanding – is unfair.
Other, more outlying suggestions included:
• If HMRC can demonstrate its smart use
of data, it will eventually deter those
using risky arrangements; and
• Potentially use “amnesty periods,” in
which those who know they have been
involved in something incorrect can
notify HMRC and resolve it amicably.
The research paper can be found HERE.

UK Jurisdiction Taskforce consults
on crypto, DLT and smart contracts

The unit comprises of 29 specialist staff
split into a national team and five regional
teams. Within these teams are expert
intelligence analysts who will examine
threats to the organisation.

The UK Jurisdiction Taskforce
(UKJT) published a consultation on
9 May seeking input on the issues of
perceived legal uncertainty about the
status of crypto-assets, DLT and smart
contracts under English private law, to
inform a legal statement on the matter.

preparation of the legal statement on the
status of crypto-assets, distributed ledger
(DLT) technology and smart contracts
under English private law.

The press release can be found HERE.

The UKJT, one of the six taskforces of the
LawTech Delivery Panel, is coordinating the

The press release can be found HERE.

The deadline for responses to the
consultation is 21 June.
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Notable FATF discussions during private sector forum
The Financial Action Task Force
(FATF) held its annual Private Sector
Consultative Forum on 6 and 7 May,
hosted by the United Nations Office
on Drugs and Crime (UNODC). The
Forum is an opportunity for the FATF
and its members to engage directly
with the private sector on anti-money
laundering and countering the financing
of terrorism (AML/CFT) issues.

for identification and verification could be
interpreted in the context of digital identity
provided by governments or by the private
sector, including the intersect with technical
digital identity standards and how these could
be interpreted in the context of an AML/CFT
risk management framework. Private sector
input highlighted the benefits and risks of
digital identity, including more efficient crossborder financial service provision and better
detection of ML/TF activity.

Notable discussions included:
Digital ID – to support the responsible use
of innovative technologies to further AML/
CFT objectives, the FATF is developing
guidance on the use of digital identity for
the purposes of conducting customer
due diligence (Recommendation 10).
Participants discussed how the requirement
to use “reliable and independent” sources

Application of technologies in the context of
AML/CFT – the session discussed the use of
technology to support innovation in financial
services while addressing the regulatory and
supervisory opportunities posed by emerging
technologies. Participants exchanged views
on how public authorities and private sector
firms could make greater use of technology to
manage financial crime risk, how technology

facilitates customer due diligence, sanctions
screening and transaction monitoring, and
how government authorities could harness
new technologies to increase efficiency and
effectiveness in detecting ML/TF.
Best practices on beneficial ownership –
the FATF has started a project to identify
the best practices on beneficial ownership.
Participants exchanged views on the key
features in different systems and shared their
opinions on the key factors of an effective
system to promote beneficial ownership
transparency consistent with the FATF
standards, including the benefits of adopting
a multi-pronged approach, greater use of
technologies, and the importance of verifying
information.
The press release can be found HERE.

HM Treasury to consider options to crack down on tax
evasion and the hidden economy as part of response to
call for evidence on cash and digital payments
The UK’s HM Treasury published
a document on 3 May containing
a summary of the 218 responses
received to its call for evidence on
cash and digital payments in the new
economy. Chapter 3 of the document
deals with understanding the role of
cash in facilitating tax evasion and
money laundering, whilst assessing
the responses to the question posed
in the consultation as to what more
government could do to reduce tax
evasion, hidden economy and money
laundering risks associated with cash.
The government states that in considering
the responses it remains interested in

options that would further crack down on tax
evasion and the hidden economy, as well as
“nudge” techniques to encourage businesses
to offer a choice of payment methods for
consumers including cashless alternatives.
The government will continue to consider
these and other options, and states that it will
consult further before taking final decisions.
Respondents to the consultation were keen
that the government continues to support
digital payments, whilst reflecting on the
importance of cash in many people’s lives.
The government consequently wishes to
support digital payments whilst safeguarding
access to cash. As such the government
intends to set up and chair a Joint Authorities

Cash Strategy Group, which will facilitate
coordination between authorities and provide
oversight of the overall cash infrastructure.
Meanwhile, the UK House of Commons
published a research briefing on tax
avoidance and evasion on 9 May, which looks
at the development of follower notices and
accelerated payments, and discusses the
current government’s approach, including the
introduction of the Loan Charge.
HMT’s document can be found HERE.

The Commons paper can be found HERE.
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FinCEN issues guidance and advisory FinCEN issues
updated
on convertible VCs and sanctions
Venezuela
The US Financial Crimes Enforcement
Network (FinCEN) issued guidance on
9 May on the “Application of FinCEN’s
advisory
Regulations to Certain Business
Models Involving Convertible Virtual
to financial
Currencies (CVC),” which responds
to questions raised by financial
institutions
institutions, law enforcement, and
businesses or individuals involved with
CVCs as money transmitters.

regulators concerning the regulatory
treatment of multiple variations of
businesses dealing in CVCs. FinCEN
also issued an advisory on illicit
activity involving CVCs to assist
financial institutions in identifying and
reporting suspicious activity related
to criminal exploitation of CVCs for
money laundering, sanctions evasion,
and other illicit financing purposes.

The guidance consolidates current
FinCEN regulations, guidance and
administrative rulings that relate to money
transmission involving virtual currency,
and applies the same interpretive criteria
to other common business models
involving CVCs. FinCEN defines certain

The advisory highlights typologies and
associated “red flags,” and identifies
information that would be valuable to
include in suspicious activity reports. The
guidance indicates that those dealing in
digital currency should:
• Block IP addresses associated with a
sanctioned country or region;
• Disable accounts of holders from a
sanctioned country;
• Screen prospective accounts holders;
• Install a compliance officer; and
• Provide compliance training.
The guidance can be found HERE.
The advisory can be found HERE.

FinCEN extends real estate GTO
The US Financial Crimes Enforcement
Network (FinCEN) extended a
Geographic Targeting Order (GTO) on
14 May requiring US title insurance
companies to identify the persons
behind legal entities used in purchases
of residential real estate performed
without a bank loan or similar external
financing in 12 metropolitan areas.
The monetary threshold remains at USD
300,000, and purchases involving virtual
currency are within the reach of the GTO, as
well as purchases involving “fiat” currency,
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wires, personal or business cheques,
cashier’s cheques, certified cheques,
traveller’s cheques, a money order in any
form, or a funds transfer.
Under the GTO, title insurance companies
must file currency transaction reports
(CTRs) within 30 days of the transaction.
FinCEN has also issued an updated
response to Frequently Asked Questions.

The press release can be found HERE.

The US Financial Crimes
Enforcement Network (FinCEN)
issued an updated advisory on 3
May to alert financial institutions
of continued widespread public
corruption in Venezuela and the
methods political figures and their
associates may use to move and
hide proceeds of corruption.
FinCEN is warning of the misuse of
Venezuela’s government-sponsored
food distribution program called Los
Comités Locales de Abastecimiento y
Producción, which is commonly referred
to as the “CLAP program.” According to
FinCEN, the illegitimate former Maduro
regime is using the CLAP program to
provide subsidised food to its supporters,
withhold food from ordinary citizens and
those critical of the regime, and enrich
corrupt insiders and their allies through
embezzlement, price manipulation, and
trade-based money laundering schemes
using front and shell companies.
The advisory provides and updates a
number of financial red flags to assist
in identifying and reporting suspicious
activity that may be indicative of
corruption. Financial institutions should
take steps to identify and limit any
exposure to funds and assets associated
with Venezuelan public corruption fuelled
by the Maduro regime, states FinCEN.
The press release can be found HERE.
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FINRA publishes
guidance on
suspicious
activity reporting
The US Financial Industry Regulatory
Authority (FINRA) issued Regulatory
Notice 19-18 on 6 May to provide
guidance to member firms on
suspicious activity monitoring
and reporting obligations under
FINRA Rule 3310, the Anti-Money
Laundering Compliance Program.
The Regulatory Notice is intended to
assist broker-dealers in complying with
their existing obligations under Bank
Secrecy Act (BSA)/AML requirements and
does not create any new requirements
or expectations. The Regulatory Notice
states that firms should also be aware
of emerging areas of risk, such as risks
associated with activity in digital assets.
Regardless of whether such assets
are securities, BSA/AML requirements,
including SAR filing requirements apply,
and firms should consider the relevant
risks, monitor for suspicious activity and,
as applicable, report any such activity.
Separately, FINRA published a request for
comments on 2 May on proposed new
Rule 4111 (Restricted Firm Obligations)
that would impose obligations, including
possible financial requirements, on firms
with a significant history of misconduct.
The consultation closes on 1 July.

The regulatory notice can be found HERE.

The consultation can be found HERE.

US asks for help from whistleblowers
to combat fraud involving VCs
The Whistleblower Office of the
US Commodity Futures Trading
Commission (CFTC) issued an
alert on 9 May asking for help
from whistleblowers to stop fraud
and manipulation involving virtual
currencies. The CFTC pays rewards
for original information that leads to
a successful enforcement action with
more than USD 1 million in penalties.
The types of misconduct the CFTC wants
to hear about are:
• Fraudulently soliciting investments in
virtual currencies;
• Pump-and-dump schemes involving
virtual currencies and other virtual
assets;
• Pre-arranged or wash trading of
virtual currencies, or swaps or futures
contracts based on virtual currencies;
• Virtual currency futures or option
contracts or swaps traded on
unregistered platforms or facilities;
• Marketing virtual currencies to retail
customers by unregistered persons –

even without direct evidence of fraud or
manipulation; and
• Supervision failures or fraudulent
conduct, such as creating or reporting
fictitious trading, by virtual currency
exchanges.
“When a virtual currency is used in a
derivatives contract, or if there’s fraud or
manipulation involving a virtual currency
traded in interstate commerce, CFTC
enforcement of the CEA comes into play,”
states the alert.
Meanwhile, the CFTC’s Division of
Enforcement (DOE) published its
inaugural Enforcement Manual on 8 May,
which provides an overview of certain
general policies and procedures that
guide the work of DOE staff in detecting,
investigating, and prosecuting violations
of the Commodity Exchange Act and the
CFTC Regulations.

The CFTC’s alert can be found HERE.

The press release can be found HERE.

NYDFS new cybersecurity division
The acting superintendent of the New
York State Department of Financial
Services (NYDFS), Linda Lacewell,
announced on 22 May that Justin
Herring will be appointed executive
deputy superintendent of the newly
created Cybersecurity Division. The
new division is the first of its kind to be
established at a banking or regulator.

In addition to enforcing the 2017 NYDFS
Cybersecurity Regulation, the new
division will advise on cybersecurity
examinations, issue guidance, conduct
cyber-related investigations, and share
threat information about cyber attacks.
The press release can be found HERE.
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Nordic and Baltic financial regulators
agree to establish AML working group
Nordic and Baltic financial regulators
issued a joint statement on 8 May that
they are enhancing their cooperation
to combat money laundering, which
includes establishing a permanent
working group to boost joint efforts
to combat money laundering and the
financing of terrorism.
The establishment of the new working group,
which will include regulators from Denmark,
Estonia, Finland, Iceland, Latvia, Lithuania,
Norway and Sweden, follows high-profile
money laundering scandals in the region.
A Memorandum of Understanding will be
drafted to formalise the cooperation.

Jesper Berg, director general of the Danish
Financial Supervisory Authority, said: “Today’s
agreement marks a significant step forward
in the combined Nordic-Baltic efforts to
combat money laundering and terrorist
financing. The agreement follows up on both
recommendations made in our statement
of January 29, 2019, on the Danske Bank
case, and on the recent political agreement in
Denmark of March 27, 2019, on strengthening
the efforts against financial crime.”

The press release can be found HERE.

Danish FSA states managers must
increase their focus on AML rules
The Danish Financial Supervisory
Authority (FSA) published a statement
on 9 May explaining that the managers
of financial companies generally do not
have enough focus on what they have
to do to prevent companies from being
used for money laundering or terrorist
financing and that this must improve.
The FSA’s conclusion is based on 55
money laundering inspections carried
out from mid-2017 to the end of 2018.
Based on a risk assessment, management
must decide on the company’s organisation,
staffing, systems and procedures in relation
to preventing money laundering and terrorist
financing and must ensure that effective
internal controls are in place, states the FSA.
The FSA describes the types of breaches of
the money laundering legislation, which have
most often resulted in enforcement action in
connection with the inspections:

1.

Tasks were not performed on a riskbased basis;

2.

Risk assessments were not sufficient;

3.

Policies were not sufficiently
operational;

4.

Procedures were not worked out;

5.

Customer knowledge procedures were
not sufficient;

6.

Customers and transactions were not
adequately monitored;

7.

Correspondent banks were not
sufficiently assessed; and

8.

Functional separation was not
sufficient.
The press release can be found HERE.

Delegated
Regulation on
measures to
mitigate risk
under 4MLD
published in
EU’s OJ
Commission Delegated
Regulation (EU) 2019/758 of 31
January 2019 supplementing
Directive (EU) 2015/849
with regard to regulatory
technical standards for the
minimum action and the type of
additional measures credit and
financial institutions must take
to mitigate money laundering
and terrorist financing risk
in certain third countries
was published in the Official
Journal of the EU on 14 May.
The Delegated Regulation will
enter into force on 3 June and
will apply from 3 September,
to allow credit and financial
institutions time to adjust their
policies and procedures to
comply with the requirements.
The Delegated Regulation lays out
a set of measures that financial
institutions must take to manage
the money laundering and terrorist
financing risk where a third
country’s law does not permit the
implementation of group-wide
policies and procedures as referred
to in Article 45 of the Fourth AntiMoney Laundering Directive.

The OJ entry can be found HERE.
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EU establishes new sanctions regime to respond to
cyber attacks; UK publishes cyber attack regulations
The Council of the European Union
announced on 17 May that it has
established a framework which allows
the EU to impose targeted restrictive
measures to deter and respond to cyber
attacks that constitute an external
threat to the EU or its member states,
including cyber attacks against third
states or international organisations
where restricted measures are
considered necessary to achieve the
objectives of the Common Foreign
and Security Policy (CFSP). The new
sanctions regime has been established
under Council Regulation (EU) 2019/796
and Council Decision (CFSP) 2019/797.
Cyber attacks falling within the scope of this
new sanctions regime are those which have
significant impact and which:

freeze on persons and entities. EU persons
and entities are forbidden from making funds
available to those listed.
Turkey, North Macedonia, Montenegro, Serbia,
Albania, Bosnia and Herzegovina, Iceland,
Norway, Moldova and Georgia have aligned
themselves with this decision.
The UK government published on 20 May The
Cyber-Attacks (Asset-Freezing) Regulations
2019, which will enter into force on 11 June,
transposing the new EU sanctions regime into
UK law targeting those responsible for cyber
attacks on EU member states, third states or
international organisations.
Attempted cyber attacks with a potentially
significant effect are also covered.

• Are carried out by persons or entities
established or operating outside the EU; or

This framework allows the EU for the first
time to impose sanctions on persons or
entities that are responsible for cyber attacks
or attempted cyber attacks, who provide
financial, technical or material support for
such attacks or who are involved in other
ways. Sanctions may also be imposed on
persons or entities associated with them.

• Are carried out with the support of persons
or entities operating outside the EU.

Restrictive measures include a ban on
persons travelling to the EU, and an asset

• Originate or are carried out from outside the
EU; or
• Use infrastructure outside the EU; or

The UK has also published an Explanatory
Memorandum.

The EU’s press release can be found HERE.
The UK regulations can be found HERE.

The UK Memorandum can be found HERE.

The Netherlands consults on the Implementation Decree
for the registration of beneficial ownership
The Dutch Implementation Decree for
the registration of ultimate beneficial
owners (UBO) of companies and other
legal entities was published for public
consultation on 20 May.

The Implementation Decree contains
details on the implementation of the
ultimate beneficial ownership register in the
Netherlands, which needs to be in place by
January 2020.

The consultation is open for comments
until 1 July.
The consultation can be found HERE.
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Bribery Act Committee disappointed by UK government’s
lack of enthusiasm over some of its recommendations
The UK House of Commons Select
Committee on the Bribery Act 2010
published a statement on 23 May in
reaction to the government’s response
to its post-legislative scrutiny of
the Act. The Committee expresses
gratitude that the government
has accepted several of the
recommendations put forward by the
Committee but is disappointed by the
government’s lack of enthusiasm for
certain recommendations.
The Committee states that it is grateful to
the government for accepting several of the
Committee’s recommendations, especially
in relation to online information provision
for small and medium enterprises, no-deal
Brexit planning, and support for businesses
encountering bribery internationally.

The Committee believes
that the measures would
go a long way in tackling
bribery and encourage
the government to
reconsider its position
The Committee however is disappointed
by the government’s lack of enthusiasm
over certain recommendations, such as the
government’s refusal to:
• Clarify the Ministry of Justice Guidance on
the Bribery Act 2010;
• To provide extra resources to help the City
of London Police, national police forces,

and the government’s Anti-Corruption
Champion tackle bribery;
• To streamline consent procedure for
prosecutions under the Bribery Act; and
• To draw a distinction between the discount
granted as part of a deferred prosecution
agreement to a company which has selfreported an instance of bribery and one
which has not.
The Committee states that it believes
that these measures would go a long
way in tackling bribery and encourage the
government to reconsider its position.

The response can be found HERE.

Annual report finds Swiss Office of the Attorney General
is dealing with ever more complex criminal investigations
The Office of the Attorney General
of Switzerland (OAG) published its
2018 Annual Report on 29 April, which
finds that the OAG is dealing with ever
more complex and extensive criminal
investigations and mutual assistance
proceedings. The importance of
requests for mutual assistance has
grown and the OAG is being required to
work more closely with other authorities
at both national and international levels
and to use new working methods,
such as deploying specialised multidisciplinary taskforces.
According to the Annual Report, at the end
of 2018, the OAG was involved in more than

700 ongoing criminal investigations and
mutual assistance proceedings. The most
complex and extensive cases, and those that
generated the greatest public interest, were
once again the investigations in connection
with Petrobras/Odebrecht, 1MDB and
football. In 2018 media interest also focused
on state security, combating terrorism,
organised crime, insider trading, international
criminal law and cybercrime, and on various
criminal investigations related to these fields
of criminal activity.
At the end of 2018, the OAG was involved
in 407 ongoing criminal investigations and
182 new investigations were opened. The
OAG filed 10 indictments in the Federal

Criminal Court and 13 indictments in
ordinary proceedings in the form of summary
penalty orders; it also issued a further 170
summary penalty orders. The processing of
international requests for mutual assistance
is becoming increasingly important: at the
end of 2018 a total of 313 mutual assistance
proceedings were ongoing; 223 requests for
mutual assistance were dealt with and 233
new requests for mutual assistance were
received. In total, the OAG processed 1,832
incoming communications in the report year
on the widest variety of matters.

The press release can be found HERE.
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London Metal Exchange consults on the introduction of
responsible sourcing standards
The London Metal Exchange (LME)
launched a formal market-wide
consultation on 23 April on the
introduction of responsible sourcing
standards for all traded metals. The
new rules will require brands to confirm
whether they facilitate disclosure
of financial crime and corruption
risks under the Extractive Industries
Transparency Initiative.
The aim is to encourage companies to
investigate and manage their supply
chains from an environmental, social and
governance (ESG) perspective. The rules were
announced following civil society campaigns

Under the new rules, all LME listed brands will
be required to undertake a phased approach,
starting with a Red Flag Assessment based
on the OECD Guidelines for Multinational
Enterprises by the end of 2020. Brands
considered at risk will be audited by the
LME and will need to adopt OECD-aligned
responsible sourcing standards as well
as environmental standards by 2022. All
brands will have to publish their Red Flag
Assessments by the end of 2024.
which began after an investigation linked
the extraction of some of the cobalt traded
on the LME’s exchange to child labour in the
Democratic Republic of Congo.

The consultation closes on 30 June.
The press release can be found HERE.

OECD states that Russia must urgently step up the fight
against foreign bribery and Russia ratifies tax convention
The Organisation for Economic Cooperation and Development (OECD)
issued a press release on 26 April
explaining that the OECD Working Group
on Bribery high-level mission discussed
serious issues with senior Russian
officials relating to recommendations
that Russia rectify key legislative
deficiencies in order to comply with
the Convention on Combating the
Bribery of Foreign Public Officials in
International Business Transactions
(Anti-Bribery Convention). The OECD
also states that Russia must increase
foreign bribery enforcement, having
failed to investigate or prosecute a
case involving the bribery of foreign
public officials in the seven years since
ratifying the Anti-Bribery Convention.
“We thank the Russian authorities for their
cooperation and note that Russia could
play an important role in the global fight

against foreign bribery,” said Drago Kos,
chair of the Working Group on Bribery. “But
to do this, Russia must focus its immediate
efforts on filling in the legal gaps identified
by the Working Group, and stepping up the
investigation and prosecution of alleged
cases of foreign bribery. Inter-agency
cooperation in the fight against corruption
could also be improved. Therefore, we
welcome the initiative of the Russian
authorities to set up a multi-agency task
force led by the Ministry of Justice to
strengthen enforcement of the Anti-Bribery
Convention.”
The minister of justice of the Russian
Federation, Alexander Konovalov, stressed
that Russia takes its international
commitments seriously, including the
recommendations of the Working Group
on Bribery, and has taken various steps to
implement the remaining recommendations.
Minister Konovalov highlighted the adoption

of new laws, the submission of draft laws to
the State Duma, as well as a recent Supreme
Court decision with implications for the fight
against foreign bribery.
Meanwhile, Russia has ratified the OECD
Convention on tax agreements, which aims
to counter the erosion of the tax base and
the withdrawal of profits from taxation. The
new law, which was published on 1 May,
was signed by president Vladimir Putin. The
ratification of the Convention will allow the
Russian tax service to actively combat the
abuse of tax advantages concerning double
tax treaties, to ensure that such agreements
are not being used for tax evasion.

The OECD statement can be found HERE.
Russia’s new law can be found HERE.
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UN launches
programme to
better detect
terrorist travel

A new programme aimed at
improving the tracking of suspected
terrorists, using state-of-the-art
software, was launched by the UN
Office of Counter-Terrorism (UNOCT)
on 7 May. The launch of the United
Nations Countering Terrorist Travel
Programme comes in the wake of
the territorial defeat of the Iraq and
Syria-based ISIL terrorist group, as
thousands of foreign terrorist fighters
(FTFs) attempt to return or relocate.
The programme, described by UNOCT
as a “flagship initiative,” is designed to
help countries to enhance the detection
of FTFs and serious criminals, through
the collection, identification, and analysis
of passenger data. Several UN counter
terrorism departments, as well as the
International Civil Aviation Organisation
(ICAO), will work closely together to
implement the initiative, which provides
countries with free access to advanced
“goTravel” software, which analyses travel
data to help countries detect and disrupt
terrorists’ movements. The programme
also supports national authorities in the
development of legislation and national
expertise to operate the software.

The press release can be found HERE.

US OFAC publishes framework for
compliance commitments
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) published “A Framework for
OFAC Compliance Commitments”
on 2 May, which sets out OFAC’s
expectations for effective sanctions
compliance programs (SCPs). The
Framework stresses the need for
SCPs to be risk-based and continually
evolving, the importance of root
cause analysis upon identification
of potential violations and details
the metrics that OFAC will apply
in assessing the adequacy of a
company’s response to violations.
The OFAC directs its guidance to persons
subject to US jurisdiction and foreign
entities that conduct business in or with
the United States, with US persons, or
involving US-origin goods or services.
The Framework describes five essential
compliance components that will benefit
General Factor E (compliance program)
and General Factor F (remedial response),
if the SCP results in remedial steps being
taken in response to violations. The OFAC
will also consider the existence of an
effective SCP as a factor in its analysis
as to whether a violation is “egregious.”
The OFAC also indicates that in cases
where monetary penalties are imposed,
it will make a determination as to which
elements should be incorporated into the
subject’s SCP as part of any settlement
agreement. The five essential components
of compliance are:
1.

Management commitment: OFAC
stresses the importance of a topto-bottom approach to sanctions
compliance. Involvement by senior
management is critical, as is the
allocation of adequate resources.

OFAC measures these efforts
according to criteria, including the
appointment of a dedicated OFAC
sanctions compliance officer and
the existence of sufficient control
functions to support the SCP;
2.

Risk assessment: OFAC advises
companies to take a risk-based
approach to designing and updating
their SCPs. Companies should
conduct a risk assessment to identify
potential issues. Due diligence of
a customer, client relationship, or
transaction should be informed
by the risk assessment, including
on-boarding and in mergers and
acquisitions;

3.

Internal controls: an effective SCP
should include “internal controls” to
identify, interdict, escalate, report, and
keep records related to sanctions.
These internal controls should be
tailored to adequately address
a company’s sanctions risks, as
identified in a risk assessment;

4.

Testing and auditing: independent
testing and auditing is critical to
assess the effectiveness of an SCP
to identify weaknesses. It is the
organisation’s responsibility to update
and enhance its SCP, including all
software, systems and tech; and

5.

Training: OFAC describes expectations
with respect to sanctions training.

Appendix A of the Framework describes
root causes of sanctions compliance
program breakdowns and deficiencies.
The Framework can be found HERE.
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OFAC publishes foreign interference in
US elections sanctions regulations
The US Department of the Treasury’s
Office of Foreign Assets Control (OFAC)
issued regulations on 26 April to
implement Executive Order (EO) 13848
of 12 September 2018, which declared
a national emergency in response to
foreign interference in US elections.
EO 13848 authorises sanctions against any
foreign government, entity and individual that
authorises, directs, sponsors, or otherwise
supports US election interference. The EO
requires the intelligence community and other

federal agencies to assess the extent of any
foreign interference after every US election.
The regulations took effect upon publication
in the Federal Register on 29 April. The OFAC
intends to provide a more comprehensive set
of regulations, which may include additional
interpretive and definitional guidance and
additional general licences and statements of
licensing policy.
The regulations can be found HERE.

UK approves sanctions regulations
and issues guidance for no-deal Brexit
The UK Parliament has approved the
draft Protection against the Effects of
the Extraterritorial Application of Third
Country Legislation (Amendment)
(EU Exit) Regulations 2019, which will
transpose the EU blocking statute into
UK law if there is a no-deal Brexit.
The draft regulations are made under the EU
Withdrawal Act which permits amendments
to be made so that EU legislation that will
be brought into domestic law on exit day
makes sense as domestic legislation.
In addition to this, the House of Commons
Delegated Legislation Committee approved
the Russia (Sanctions)(EU Exit) Regulations
2019, which transpose three EU sanctions
regimes on Russia into UK law, and would
come into effect if the UK leaves the EU
without a Brexit deal. Meanwhile, the UK
has published guidance relating to the
following sanctions regimes:
• Russia (Sanctions) (EU Exit) Regulations
2019;

• Syria (Sanctions) (EU Exit) Regulations
2019;
• ISIL (Da’esh) and Al-Qaida (United Nations
Sanctions) (EU Exit) Regulations 2019;
• The Democratic Republic of Congo
(Sanctions) (EU Exit) Regulations 2019;
• The Counter-Terrorism (International
Sanctions)(EU Exit) Regulations 2019; and
• Zimbabwe (Sanctions) (EU Exit)
Regulations 2019.
The UK Export Control Joint Unit and
Department for International Trade issued a
new open general export licence (OGEL) in
April to allow the export of dual-use items
from the UK to EU member states, if the UK
leaves the EU without a deal.

The draft Regulations can be found HERE.
The new OGEL can be found HERE.

Consultation
on issues
relating to the
regulation
of cryptoasset trading
platforms
The International Organization
for Securities Commission
(IOSCO) published a
consultation paper on 28 May
on Issues, Risks and Regulatory
Considerations Relating
to Crypto-Asset Trading
Platforms. The consultation
paper seeks stakeholder views
in order to help IOSCO members
evaluate the issues and risks
relating to crypto-assets trading
platforms (CTPs).
The consultation paper identifies
eight key considerations for
regulatory authorities to take into
account when considering the
regulation of CTPs. These are
accompanied by a set of toolkits,
listing examples of practical
regulatory measures. IOSCO states
that the key consideration toolkits
are “not intended to suggest or
mandate any particular regulatory
action or requirement,” but are
designed to constitute issues that
IOSCO members may consider in the
context of efforts to regulate CTPs.
The IOSCO consultation is open for
comments until 29 July.
The paper can be found HERE.
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Australia’s
Taxation Office
collecting bulk
data to assist
cryptocurrency
tax compliance

US AGs urge congressional leaders
to advance the SAFE Banking Act

The Australian Taxation Office
(ATO) announced on 30 April that
it is collecting bulk records from
Australian cryptocurrency designated
service providers (DSPs) as part of
a data matching program to ensure
people trading in cryptocurrency are
paying the right amount of tax. Data
to be provided to the ATO will include
cryptocurrency purchase and sale
information and will make up a key
element of the compliance program.

Specifically, the letter expresses support
for the SAFE Banking Act (HR 1595),
which “would provide a safe harbor
for depository institutions that provide
a financial product or service to a
covered business in a state that has
implemented laws and regulations that
ensure accountability in the marijuana
industry.” The letter notes that banks
providing services to state-licensed
cannabis businesses, or even to their
vendors, could find themselves subject to
criminal and civil liability under the federal
Controlled Substances Act and certain

“The ATO is also working in a joint
international effort as part of the Joint
Chiefs of Global Tax Enforcement (J5),
aimed at investigating cryptocurrencyrelated tax evasion and money
laundering,” said deputy commissioner
Will Day. Cryptocurrency and blockchain
technology are seen as an enabler of
existing risks for the ATO. Cryptocurrency
has been used to move funds within the
black economy, hide money offshore,
and is sometimes linked to risks with
unexplained wealth and undeclared
taxable capital gains. Between 500,000 to
one million Australians are estimated to
have invested in crypto-assets.
The ATO will work with other regulators
to ensure that tax law requirements align
with a whole of system approach.

The press release can be found HERE.

A bipartisan group of 38 state and
territorial US attorneys general wrote
to congressional leaders on 8 May to
urge the advancement of legislation
that would allow banks to do business
with marijuana-related businesses
in states and territories that have
legalised certain uses of marijuana.
federal banking statutes because the
federal government classifies marijuana
as an illegal substance. Because the
revenues of the legalised marijuana
industry are currently handled outside of
the banking system, the letter argues that
it is difficult to track revenues for taxation
and compliance purposes, and further
contributes to potential public safety
issues as “cash-intensive businesses are
often targets for criminal activity.”
The letter can be found HERE.

OCC highlights key banking risks
The US Department of the Treasury’s
Office of the Comptroller of the
Currency (OCC) published its
Semiannual Risk Perspective for
Spring 2019 on 20 May which
identifies key risk areas that pose a
threat to the safety and soundness of
the US federal banking system
Specific risk areas of concern include high
compliance risk related to Bank Secrecy
Act/anti-money laundering (BSA/AML),
as well as challenges facing banks to
“effectively manage money-laundering
risks in a complex, dynamic global
operating and regulatory environment.”

The OCC noted that AML-related
deficiencies “stem from three primary
causes: inadequate customer due diligence
and enhanced due diligence, insufficient
customer risk identification, and ineffective
processes related to suspicious activity
monitoring and reporting, including the
timeliness and accuracy of Suspicious
Activity Report filings. Talent acquisition
and staff retention to manage BSA/AML
compliance programs and associated
operations present ongoing challenges.”

The press release can be found HERE.
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EU Council adopts regulations establishing framework
for interoperability between information systems
The Council of the European Union
adopted on 14 May two regulations
establishing a framework for
interoperability between EU information
systems in the area of justice and home
affairs. Easier information sharing aims
to improve security, allow for more
efficient checks at external borders,
improve detection of multiple identities
and help combat illegal migration.
Interoperability between information systems
will allow the systems to complement each
other, help facilitate the correct identification
of persons and contribute to fighting identity
fraud. The regulations establish the following
interoperability components:

• A European search portal, which will allow
competent authorities to search multiple
information systems simultaneously, using
both biographical and biometric data;
• A shared biometric matching service, which
will enable the searching and comparing
of biometric data (fingerprints and facial
images) from several systems;
• A common identity repository, which will
contain biographical and biometric data of
third-country nationals available in several
EU information systems; and
• A multiple identity detector, which checks
whether the biographical identity data

contained in the search exists in other
systems, to enable the detection of multiple
identities linked to the same set of biometric
data.

The press release can be found HERE.

British Colombia launches inquiry into money laundering
The Province of British Colombia (BC)
announced on 15 May that it will hold
a public inquiry into money laundering
which is being blamed for distorting
British Columbia’s economy, fuelling the
overdose crisis and driving up housing
prices. The decision to proceed with
an inquiry follows three independent
reviews that found extraordinary levels
of money laundering in BC’s real estate
market and other sectors.

Laundering in British Columbia will deliver an
interim report within 18 months and a final
report by May 2021.

BC supreme court justice Austin F. Cullen
has been appointed to head the inquiry,
which will look at the full scope of money
laundering in British Columbia, including
real estate, gambling, financial institutions
and the corporate and professional sectors.
The inquiry will also examine regulatory
authorities and barriers to effective law
enforcement of money laundering activities.
The Commission of Inquiry into Money

Peter German’s 2018 report, Dirty Money,
described a history of money laundering and
criminal activity in Lower Mainland casinos.
His recently released follow-up report into
money laundering in real estate, luxury
cars and horse racing found thousands of
properties worth billions of dollars were
owned by individuals or entities with service
addresses in “high risk” jurisdictions for
money laundering. He also found that there

The Expert Panel on Money Laundering in
Real Estate estimates that more than CAD
7 billion in dirty money was laundered in
BC in 2018 and that this increased the cost
of buying a home by about 5 percent. This
could be significantly higher – upwards of 20
percent – in areas like Metro Vancouver.

The Expert Panel on
Money Laundering
estimates that dirty
money increased the
cost of buying a home by
about 5 percent
was no agency or police force with adequate
oversight or resources to investigate these
suspicious activities. Half of the report’s
recommendations are expected to be
complete by summer 2019.

Details on the inquiry can be found HERE.
The press release can be found HERE.
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US DOJ issues formal guidance to
False Claims Act litigators
The US Department of Justice’s
(DOJ) Civil Division announced the
release of formal guidance to False
Claims Act litigators on 7 May, which
explains the manner in which the
DOJ awards credit to defendants
who cooperate during a False Claims
Act investigation. The False Claims
Act provides remedies for fraud
committed against the United States.
Under the policy, cooperation credit
in False Claims Act cases may be
earned by voluntarily disclosing
misconduct unknown to the government,
cooperating in an ongoing investigation,
or undertaking remedial measures
in response to a violation. Even if the
government has initiated an investigation,
for example, a company may receive
credit for making a voluntary selfdisclosure of other misconduct outside
the scope of the government’s existing
investigation. Similarly, a company

may earn credit by preserving relevant
documents and information beyond
existing business practices or legal
requirements, identifying individuals who
are aware of information or conduct, and
facilitating review and evaluation of data
or information that requires access to
special or proprietary technologies.
Under the policy, the DOJ will take
into account corrective action that a
company has taken in response to
a False Claims Act violation. Such
remedial measures may include
undertaking analysis of the root cause of
the misconduct, disciplining or replacing
those responsible for the misconduct
and implementing or improving
compliance programs.
The press release can be found HERE.
The guidance can be found HERE.

Commission requests clarification
on Market Abuse Regulation

US House
Financial
Services
Committee
passes BSA/
AML reform
legislation
The US House Financial Services
Committee approved an amendment
in the nature of a substitute to
H.R. 2514, the Coordinating
Oversight, Upgrading and Innovating
Technology, and Examiner Reform
Act (COUNTER Act) on 9 May.
The COUNTER Act, introduced by
Representative Emanuel Cleaver
would be the first major reform of
the Bank Secrecy Act (BSA) and
related anti-money laundering
(AML) regulations since 2001.
The COUNTER Act would expand the
scope of the BSA/AML regime, and would
require the United States Department of
the Treasury to study and strategise other
money laundering risks that are currently
outside the scope of the BSA.

The European Commission published
a letter on 15 May (dated 20
March) that it sent to the European
Securities and Markets Authority
(ESMA) regarding technical advice
on the report to be submitted by the
Commission under Article 38 of the
Market Abuse Regulation (MAR).

certain circumstances. The Commission,
amongst other things, seeks guidance
on the scope of the definition of inside
information; and the appropriateness
of introducing common rules on the
need for all member states to provide
for administrative sanctions for insider
dealing and market manipulation.

Under Article 38 of MAR, the Commission
is required to submit a report to the
Parliament and the Council on the
application of MAR and the level of
thresholds set out in Article 19 and in
relation to managers’ transactions in

The deadline for the ESMA’s response
to the queries is 13 December and the
ESMA may consult to produce its advice.

The COUNTER Act would also make
several changes to the BSA/AML
enforcement regime. For example,
the Act would create incentives for
whistleblowers to report BSA violations
and increase penalties for individuals
convicted of BSA violations by imposing
fines equal to the amount of profits
gained, requiring bonuses to be repaid,
and authorising Treasury to impose treble
damages for repeat BSA offenders.

The EC’s letter can be found HERE.

The amendment can be found HERE.
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The dark side of Tanzania’s anti-corruption crusade

By Anais Auvray
Analyst
Aperio Intelligence

In March 2019, Tanzania’s Prevention
and Combating of Corruption Bureau
(PCCB) declared that it had recovered
GBP 23.9 million from proceeds of
corruption during the 2017-2018
financial year, compared to GBP 4.9
million for the 2016-2017 period,
reaffirming president John Magufuli’s
commitment that tackling corruption
remains a high priority for his
administration1,2. More than three years
have passed since president Magufuli
took office. How successful has he
been in developing and implementing
a comprehensive anti-corruption
strategy in Tanzania? What lessons can
be learnt? Evidence shows that while
Magufuli has been efficient in building
a more transparent governance system
in Tanzania; he has also proven to be
highly sensitive to criticism, revealing
another aspect of his governance, one
that undermines the democratic gains
made by Tanzania since Tanganyika
became independent from the UK.
Magufuli’s anti-corruption crusade
Magufuli’s firm electoral promise that
fighting corruption and the mismanagement

of public finances would be top priorities
for his administration were determinant
elements in bringing him to power in October
2015. Recent events in Sudan, Algeria
and South Africa have demonstrated that
addressing the scourge of corruption has
become a key determinant of political
survival and gaining access to power.
As Minister of Works, Magufuli inherited the
nickname of “the bulldozer,” for his capacity
to get things done efficiently, which he has
continued to do as president in his “crusade”
against corruption and the mismanagement
of public finances. Only a few days after
taking office, Magufuli’s administration
undertook unannounced visits to public
institutions, including the Port of Dar es
Salaam, where a major import tax evasion

1. PCCB recovered 70.3 billion in 2017-2018 says Commissioner, The Citizen, 28 March 2019.
2. Curbing corruption still a herculean task, says Magufuli, The Citizen, 28 March 2019.
3. Tanzania’s President John Magufuli – The Hero of the Hour, Institute for Defence Studies and Analyses, 22 January 2016.
4. Tanzania eliminates 10,000 government ‘Ghost Workers’ in anti-corruption campaign, Vice News, 16 May 2016.
5. 14 judges to preside over Tanzania’s anti-corruption court, Africa News, 4 July 2016.
6. East Africa: Tanzania second less corrupt EA country, Tanzania Daily News, 6 November 2018.

24

case worth USD 40 million was discovered.
The Tanzania Revenue Authority (TRA)
Commissioner and five other TRA officials
were subsequently suspended3.
Since then, Magufuli has undertaken a
range of initiatives to curb corruption. In
May 2016, over 10,000 “ghost workers”
were removed from the public payroll after
an audit revealed that they did not exist
and that USD 2 million was being lost each
month to cover their salaries4. In July 2016,
Tanzania introduced a special high court, the
Economic, Corruption and Organised Crime
Court, to accelerate the hearing of economic
and corruption cases5. Between 2017
and 2018, 384 cases were reportedly filed
before the court6. Magufuli’s anti-corruption
operation also targeted high-ranking civil
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servants. In May 2017, he dismissed the
Minister of Energy and Minerals, Sospeter
Muhongo, and the CEO of state-run Tanzania
Minerals Audit Agency, Dominic Rwekaza,
after a government audit revealed that
losses were being made from mineral sand
exports due to possible undeclared exports
by mining companies to evade tax7,8,9.
As part of his economic nationalism,
Magufuli has also confronted international
mining companies, arguing that they
have been “stealing” Tanzania’s mineral
resources10. In July 2017, the government
charged Acacia Mining, a subsidiary of
Barrick Gold, the world’s largest gold mining
company, with unpaid taxes, penalties
and interest amounting to USD 190 billion,
for the 2000-2017 period11,12. In October
2017, Barrick Gold offered to pay USD 300
million to resolve outstanding tax claims. It
also proposed to sell a 16 percent stake in
three Tanzanian mines to the government
and share 50 percent of the revenues13,14.
Settlement negotiations are still ongoing15,16.

99 out of 180 countries, ahead of Burundi,
Kenya, and Uganda22,23.
Recovery of proceeds from corruption

Photo: New York Times

The progress made
As corruption and government efficiency
continue to be major obstacles to the
development of Tanzania, the international
community has praised Magufuli’s firm
strategies to build more transparent
governance17,18. He has made some progress
in reducing corrupt government practices
and supporting capacity-building in criminal
justice systems, resulting in a decline in
perceived corruption19,20,21. According to
Transparency International’s 2018 Corruption
Perceptions Index, Tanzania was the second
least corrupt country in East Africa, ranking

However, Magufuli’s anti-graft measures
have also shown some limits. Firstly, the
recovery of proceeds from corruption has
been unsubstantial. Various estimates
suggest that Tanzania loses billions of
dollars every year through illicit capital flight,
tax evasion and corruption, money that could
go towards much needed public services24.
In May 2019, the High Court of Tanzania
ruled that the government should seize the
properties and cash of the Development
for Entrepreneurship Community Initiative
(Deci) pyramid scheme, concluding that they
were acquired through criminal activities25.
The Deci scheme was banned by Tanzanian
authorities in 2009 after they declared
its operations illegal. In March 2019, the
Director of Public Prosecutions filed an
application at Tanzania’s Hight Court to
recover the assets and cash seized from

7. Tanzanian president fires mining minister and chief of state-run agency, Reuters, 24 May 2017.
8. Tanzania: the rise and fall of Prof Muhongo, The Citizen, 24 May 2017.
9. Tanzania: State House confirms Prof Muhongo’s sacking, The Citizen, 24 May 2017.
10. Is Magufuli’s economic nationalism working? The Africa Report, 9 May 2019.
11. All bets are off as Magufuli’s resource nationalism moves up a gear in Tanzania, The Conversation, 27 July 2017.
12. Press release – Receipt of tax assessments, Acacia Mining, 24 July 2017.
13. Tanzania to own 16pc stake in Acacia’s three gold mines, The East African, 19 October 2017.
14. Five things Tanzania’s President ‘Bulldozer’ Magufuli has banned, BBC, 5 March 2019.
15. Tanzania government reacts to Barrick, Acacia standoff over TZ deal, The Citizen, 10 May 2019.
16. Acacia and Barrick spat turns investors bearish, Investors Chronicle, 13 May 2019.
17. Tanzania: Magufuli’s graft fight wins international accolades, Tanzania Daily News, 27 February 2019.
18. Tanzania’s Magufuli leads fight against corruption, DW, 12 May 2016.
19. John Magufuli has changed Tanzania in just two years as president, Quartz Africa, 8 November 2017.
20. Tanzania Investment Climate for 2018, US Department of State, Accessed on 12 May 2019.
21. Interview: Tanzania leader’s push for transformation to be model for study, Xinhua, 9 April 2019.
22. Tanzania’s anti-graft record good – report, Tanzania Daily News, 30 January 2019.
23. East Africa: Tanzania second less corrupt EA country, Tanzania Daily News, 6 November 2018.
24. The one billion dollar question (p5), Tanzania Episcopal Conference et al, May 2017
25. Tanzania: Court allows state to seize Deci billions, The Citizen, 8 May 2019.
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the Deci directors, who agreed to pay a total
fine of TZS 21 million (~ USD 9,100) after
the Kisutu Court found them guilty in 2013.
However, such an initiative has been more
of an exception than the rule in Tanzania.
Additionally, as already mentioned, the
PCCB26 has made substantial efforts in
increasing the amount of money recovered
from corruption proceeds for the 2017-2018
financial year (an increase of GBP 19 million
compared to the previous financial year). But
a recent review of its performance for the
2007-2016 period indicates that the bureau
has tended to focus mainly on low-level
corruption, having difficulty addressing grand
and political corruption committed by senior
officials and businesspeople due to financial
and human resource constraints27,28. As a
result, Tanzania remains categorised by
the US State Department as a jurisdiction
of primary concern in respect of money
laundering and financial crimes29.
Economic growth
Secondly, Magufuli’s fight against corruption
does not appear to have translated into
sizeable economic growth. In March 2018,
Tanzania’s Controller and Auditor General
(CAG) presented his annual audit report of

the nation’s public finances for the 20162017 financial year, which revealed how state
entities had channelled trillions of shillings
into ghost ventures and diverted funds
to areas not open to scrutiny. The report
notably raised doubts over the authenticity
of payments for goods and services worth
TZS 1.5 billion (~ GBP 510,170) made by
government institutions to different bidders
without a proper contract30.

The other facet of the anti-graft crusade

For example, in 2016, Magufuli implemented
two controversial measures: the ban of all
political parties’ public meetings until the
next elections in 2020, so that the country
can “focus on building the country” and
the suspension of live television coverage
of parliamentary sessions, arguing that
the government “can no longer afford
it”36. Opposition parties denounced this
as a strategy to curb political activity. In
2018, Magufuli’s administration reportedly
continued to lead a campaign of repression
against opposition parties, characterised
by harassment, arrests and detentions of
prominent political figures. In early 2019,
Magufuli proved to be even more determined
to put opposition parties under greater
scrutiny after the parliament passed his
proposed amendments to the nation’s
Political Parties Act. These give to the
government-appointed registrar extensive
powers over political parties, including the
power to de-register parties37,38.

Finally, Magufuli’s cost and corruptioncutting campaign has also translated into
repressive policies against opposition
parties and the media, suggesting that
Magufuli is also declaring a “war” on
democracy34,35.

Since 2017, Magufuli’s willingness to narrow
down the space for public criticism has
also become more apparent. While the
government has approved new laws that
undermine freedom of expression and
restrict online spaces, many journalists

In April 2019, the government also allegedly
refused to publish an International Monetary
Fund’s (IMF) report on the state of the
nation’s economy, which projected a rate
of GDP growth of around 4-5 percent in the
medium term, should “unpredictable and
interventionist policies” continue. A forecast
that differs from the government’s projection
that the economy will grow by 7.3 percent in
201931,32,33.

26. The PCCB is responsible for corruption control in Tanzania’s criminal justice system.
27. A review of the performance of Tanzania’s Prevention and Combating of Corruption Bureau, 2007-2016, Policy Forum, November 2018.
28. Tanzania profile, Freedom House, Accessed on 20 May 2019.
29. Tanzania, Know your country, Accessed on 20 May 2019.
30. Audit exposes loss of billions in Tanzania’s public sector, The East African, 31 March 2018.
31. Tanzania denies blocking release of scathing IMF report, Reuters, 24 April 2019.
32. IMF raises concern over Tanzania’s government policies, Standard Media, 19 April 2019.
33. Tanzania blocks IMF report release as economic growth slows, Bloomberg, 18 April 2019.
34. John Magufuli has changed Tanzania in just two years as president, Quartz Africa, 8 November 2017.
35. All bets are off as Magufuli’s resource nationalism moves up a gear in Tanzania, The Conversation, 27 July 2017.
36. Five things Tanzania’s President ‘Bulldozer’ Magufuli has banned, BBC, 5 March 2019.
37. Tanzania MPs grant government sweeping powers over political parties, Reuters, 30 January 2019.
38. Observers fear the ‘defeat of democracy’ in Tanzania, Bloomberg, 7 February 2019.

26

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2019

SPECIAL FEATURE

continues from previous page

and bloggers have also faced criminal
charges for writing critical content on
social media39,40. For example, in June
2017, Tanzania’s Information Ministry
imposed a one-year ban on the privatelyowned Mawio newspaper, after it linked two
former presidents to controversial mining
contracts41.
There is therefore increasing concern that
Magufuli is, by further narrowing the space
for public criticism, leading the country
towards a one-party state – a process that
is likely to fuel political and social unrest
and have serious implications for the
economic development of the country42,43,44.
In November 2018, the European Union
said it would review its financial support to
Tanzania – more than EUR 88 million a year
– in response to moves that undermined
human rights and the rule of law45,46.
Impact on the business environment
From a general business perspective, while
foreign investors do not especially want

There is increasing
concern that Magufuli
is, by further narrowing
the space for public
criticism, leading the
country towards a
one-party state – a
process that is likely to
fuel political and social
unrest and have serious
implications for the
economic development
of the country
to be associated with governments that
violate human rights, they are also wary
of supporting governments that make
unpredictable decisions47,48. As a result,
Magufuli’s efforts to tackle corruption
and offer a more prosperous business

environment to foreign investors have
been undermined by his heavy-handed and
arbitrary enforcement of rules, including
a clampdown on freedom of speech and
the press. Magufuli’s nationalist economic
measures, such as the export ban on mineral
concentrates and significant changes to
the mining laws, have also led investors to
think twice about operating in Tanzania49,50,51.
According to the World Bank, foreign direct
investment in Tanzania fell to 2 percent of
GDP in 2017, down from about 5 percent
in 2014, suggesting that investors have
lost confidence in the country52. With the
presidential election in 2020, the business
climate and long-term prospects for
investment in Tanzania remain uncertain.
In the end, Magufuli’s “success” has been
to reassert confidence with neighbouring
countries, mainly, by joining a growing list
of African leading crusaders who have
proven to be as efficient as Magufuli to use
radical tactics to ensure economic stability
and government efficiency, while limiting
dissenting voices and regulating public life.

39. Tanzania’s anti-corruption crusader cracks down on opponents, CNN, 7 November 2017.
40. Magufuli has steadily tightened the noose on media freedom. Here’s how. The Conversation, 21 January 2019.
41. Tanzania has banned a newspaper for two years as it tightens its media clampdown, Quartz Africa, 19 June 2017.
42. Observers fear the ‘defeat of democracy’ in Tanzania, Bloomberg, 7 February 2019.
43. Tanzania : The tentative but rising resistance to Magufuli’s repression, African Arguments, 14 August 2018.
44. Tanzania ‘not immune to civil unrests’, The Citizen, 13 April 2019.
45. Donors cut aid to Tanzania after rights crackdown, The East African, 29 December 2018.
46. EU ‘deeply concerned’ over rights situation in Tanzania, Aljazeera, 15 November 2018.
47. Tanzania: Investors’ optimism wanes as President Magufuli proves unpredictable, Forbes, 11 July 2017.
48. Tanzania’s withdrawal from international arbitrations could scare investors – experts, The New Times, 14 September 2018.
49. Tanzania: Dar wants win-win cooperation with investors, Tanzania Daily News, 24 April 2019.
50. Tanzania ban export of mineral concentrates, Tanzania Invest.com, 7 March 2017.
51. Tanzania: Tribunal upholds ban on concentrate exports, The Citizen, 23 April 2019.
52. IMF forecasts Tanzanian economic growth of 4-5 pct in medium term, Reuters, 18 April 2019.
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Unexplained Wealth Orders granted for London property
The UK’s National Crime Agency (NCA)
announced on 29 May that three
Unexplained Wealth Orders (UWOs)
have been secured as part of a NCA
investigation into London property
linked to a politically exposed person
believed to be involved in serious crime.
The NCA did not disclose the identity of the
owner, only that they are a politically exposed
person who is believed to be involved in
serious crime.
The UWOs, which were obtained at the
High Court in May, are for three residential
properties in prime locations – originally
bought for more than GBP 80 million and
held by offshore companies, states the NCA
press release. Investigators are looking into
the funds used to purchase the properties.

The UWOs are for three
residential properties
in prime locations –
originally bought for
more than GBP 80
million and held by
offshore companies
The individuals behind these offshore
companies will now have to explain how the
properties were obtained. Interim Freezing
Orders have also been granted so the
properties cannot be sold, transferred or
dissipated while the investigation continues.
“This is the second time the NCA has
successfully secured UWOs since the new

legislation was enacted. They are a powerful
tool in being able to investigate illicit
finance flowing into the UK and discourage
it happening in the first place,” said Andy
Lewis, head of asset denial at the NCA. “The
NCA will not shy away from complex and
detailed investigations against high profile
individuals and professional enablers.”
In February 2018, the NCA obtained UWOs
against two London properties believed to
belong to jailed Azerbaijani banker Jahangir
Hajiyev and his wife Zamira Hajiyeva.
Graeme Biggar, Director General of the
National Economic Crime Centre said: “The
purchase of prime property in London is a
tactic used to launder money and we will use
all the powers available to us to target those
who try to do this.”

UK Solicitors Regulation Authority review results in 26 law
firms entering disciplinary processes for AML failings
The UK Solicitors Regulation Authority
(SRA) issued a warning to the
profession about money laundering on 7
May, following a review which has found
that a significant minority of law firms
are not doing enough to prevent money
laundering, with some falling seriously
short. The SRA’s review has resulted
in 26 of the 59 firms reviewed entering
disciplinary processes.
The SRA’s review focused on 59 law firms
providing trust and company services. The
creation and administration of trusts and
companies on behalf of clients has been
highlighted by the government as one of
the legal service areas at highest risk of
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exploitation by criminals to launder money.
The review did not find evidence of actual
money laundering or that firms had any
intention of becoming involved in criminal
activities. However, it did find a range of
breaches of the 2017 Money Laundering
Regulations, as well as poor training and
processes, which means that firms could be
unwittingly assisting money launderers.

There were also issues around appropriate
customer due diligence, which included
inadequate processes to manage risks
around Politically Exposed Persons (PEPs)
at 14 firms. However, in some instances
effective customer due diligence did result in
firms turning down work. Fifteen firms had
done this, with one of the main reasons being
evasive clients.

One of the biggest areas of concern
was firms’ risk assessments. A firm risk
assessment is required in legislation and
should be the backbone of a firm’s anti-money
laundering approach. The SRA found that 24
firms reviewed fell short in this area, including
four that had no risk assessment at all.

In addition to this, the SRA has begun a
further review of 400 other law firms to check
compliance with the 2017 Money Laundering
Regulations. The review will be led by a new
dedicated anti-money laundering unit, being
set up to bolster resources to prevent and
detect money laundering.
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UK’s National
Economic
Crime Centre
brings together
regulators in
AML push
The UK’s National Crime Agency
announced on 17 May that 42
businesses have been identified
as having potential compliance
failings in customer checks, record
keeping and identifying risk, after
the National Economic Crime
Centre (NECC) brought together
regulators in the legal, finance
and property sectors to make sure
businesses’ supervisory systems
to identify potential money
laundering were up to scratch.
A total of 250 visits and compliance
reviews were carried out, which will
be followed up with assessments or
disciplinary action in some cases.
Regulators are continuing to analyse
the visit reports to identify any further
breaches. The NECC is also in the
process of referring three suspected
professional enablers to regulatory
bodies in connection with investigations
into illicit finance.
HMRC, the Association of Chartered
Certified Accountants, the Gambling
Commission, the International
Association of Bookkeepers, the
Institute of Chartered Accountants
of England and Wales, the Institute of
Financial Accountants, the Law Society,
the Solicitors Regulatory Authority and
the Council for Licensed Conveyancers
all upped their usual activity.

Global Witness report on the UK’s
corporate transparency register
One year after Global Witness’
analysis of the UK’s company register,
the NGO released a follow-up
report following analysis of publicly
available data from Companies
House on 6 May, which has found
that thousands of companies can
still avoid revealing their real owners
or have money laundering risks
associated with them. Global Witness
states that the root of the problem
is that Companies House does not
have the powers or resources to ask
questions.
Global Witness states that while the UK
government led the world when it created
the first fully open register of the real
owners behind companies in 2016, it
has not finished the job by ensuring the
information is checked and that the rules
are enforced. As such, the government
should change the law and give more
resource so that Companies House
can do its job properly. Global Witness
acknowledges that the government has
just launched a consultation on improving
Companies House and that a statutory
review of the Register of Persons with
Significant Control is expected in summer.
The follow-up report has found that there
is a continued problem with potential
loopholes through which the beneficial
owners of companies can remain
anonymous, which include:
• 336,224 companies simply say they
have no beneficial owner – which is
allowed if no individual holds more than
25 percent of the shares;
• 6,711 companies are controlled by
a beneficial owner who themselves

Global Witness also
found thousands
of companies have
red flags associated
with them
control over 100 companies, suggesting
likely nominees;
• 487 companies are part of circular
ownership structures, where they appear
to control themselves; and
• 8,872 companies name another foreign
company as their ultimate owner which
is unlikely to be listed on a recognised
stock exchange.
Global Witness also found thousands of
companies have red flags associated with
them, which in themselves do not indicate
wrongdoing, but Global Witness states
they should serve as a starting point for
further scrutiny. The report finds:
• 2,083 company owners are disqualified
directors – people who previously failed
in their responsibilities and are banned
from being a director in future;
• 1,519 company officers or beneficial
owners are politicians – who as a result
of their public positions may be at
greater risk of corruption;
• 136,682 officers or beneficial owners are
based in secrecy jurisdictions; and
• 228,295 companies are registered at a
company factory or mailbox address,
with little or no connection to the actual
place of business or owner.
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Gambling Commission fines four firms for AML failings
Great Britain’s Gambling Commission
announced on 15 May that it has
fined four gambling businesses a
total of GBP 4.5 million in penalty
packages for failing to put in place
effective safeguards to prevent money
laundering and keep consumers safe
from gambling harm.

The penalty packages form part of an
ongoing investigation into the online casino
sector. Over the last 18 months the Gambling
Commission has conducted assessments
of, or engaged with, 123 online operators –
and of the 45 told to submit an action plan to
raise standards 38 have already shown signs
of improvement.

In regard to InTouch Games Limited, the
Gambling Commission amongst other things
found that, whilst the company did have
individual policies concerning anti-money
laundering (AML) risk in place, it did not,
at the time of the Gambling Commission’s
assessment, have an appropriate AML risk
assessment in place.

InTouch Games Limited has been fined GBP
2.2 million, Betit Operations Limited will
pay GBP 1.4 million, and MT Secure Trade
will pay GBP 700,000 in lieu of financial
penalties, and BestBet will pay a financial
penalty of GBP 230,972.

A further 34 were compliant with standards
expected or had minor issues which
have been, or are in the process of being,
remedied. Since the investigation began five
operators have surrendered their licence and
can no longer transact with UK consumers.

Richard Watson, executive director of the
Gambling Commission, said: “We expect
operators to know their customers and to
ask the right questions to make sure they
meet their anti-money laundering and social
responsibility obligations.”

Wells Fargo banker pleads guilty to money laundering
The US Department of Justice
announced on 16 May that Luis
Fernando Figueroa has pleaded guilty
in federal court to money laundering
charges, admitting that he worked with
others to launder and transfer money to
Mexico through accounts he opened at
Wells Fargo as a personal banker.
Figueroa’s arrest by the FBI in November
2018 was the last in a string of indictments
and arrests tied to the international money
laundering organisation based in Tijuana,
Mexico but operating primarily in San Diego.
To date, eight former members and leaders
of the organisation have been arrested and
charged in San Diego. Six of those have
pleaded guilty.
According to the indictment, the
international money laundering organisation
laundered USD 19.6 million dollars in
narcotics proceeds on behalf of Mexican
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based drug trafficking organisations
including the Sinaloa Cartel between 2014
and 2016. “We can’t allow our banks to
be laundromats for cartel cash,” said US
attorney Robert Brewer. “Bank employees
who launder drug money for traffickers will
face prosecution and prison.”
According to court documents, the money
laundering organisation recruited individuals
to serve as funnel account holders to open
personal bank accounts at Wells Fargo Bank
and other US banks. Figueroa, as a personal
banker with Wells Fargo, admitted in his
plea agreement that he knowingly opened
personal bank accounts at Wells Fargo for
the funnel account holders, knowing that
those personal accounts would be used to
launder funds to Mexico.
Couriers deposited bulk cash in increments
of USD 22,000 to USD 45,000 into the funnel
bank accounts at Wells Fargo Bank and

The money laundering
organisation recruited
individuals to serve as
funnel account holders
to open personal bank
accounts at Wells
Fargo Bank and other
US banks
other US banks controlled by the money
laundering organisation. The funds were
then wire transferred from the funnel
accounts to a series of Mexico based
shell companies operated by the money
laundering organisation. Figueroa made wire
transfers from the funnel accounts knowing
that the funds were from unlawful activity.
Once in Mexico, the funds were transferred
to representatives of the Sinaloa Cartel.
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Former Danske
Bank CEO and
nine others
charged over
AML scandal
Danish media reported on 7 May
that Danish prosecutors have
charged Thomas Borgen, the
former chief executive officer of
Danske Bank, for his involvement
in the money laundering scandal
arising out of Danske Bank’s
Estonian branch, involving EUR
200 billion in alleged suspicious
transactions. Borgen oversaw
Danske Bank’s international
operations, including Estonia,
between 2009 and 2012.
Borgen resigned in September 2018,
stating “Even though I was personally
cleared from a legal point of view, I hold
the ultimate responsibility. There is no
doubt that we as an organization have
failed in this situation and did not live up
to expectations.”

Members of crypto laundering as a
service business arrested in Spain
Europol announced on 8 May
that it has supported Spain in
dismantling a criminal organisation
providing large-scale crypto money
laundering services to criminal
organisations.

Some of the modus operandi were:

According to Europol, the criminals
carried out several money laundering
schemes involving the transfer from fiat
currency to virtual assets to hide the
illegal origin of the proceeds.

• Cash pick-ups followed by smurfing
techniques to deposit the criminal cash
in several bank accounts controlled
by the organisation. The funds were
moved through several accounts
in the process of layering and then
exchanged into cryptocurrency; and

The Spanish Civil Guard (Guardia
Civil) arrested eight people and
charged another eight individuals
for involvement in the crypto money
laundering ring, as well as freezing four
“cold wallets” and 20 “hot wallets,” to
which EUR 9 million was transferred, as
well as several bank accounts.

• The organisation managed a crypto
exchange business, including two
crypto ATMs to deposit criminal cash
and transform it into cryptocurrency;

• Large transfers to bank accounts
controlled by the organisation coming
from corporate entities owned by
gangs using their laundering services.
Overseas transfers were then wired to
crypto exchange platforms.

US enforcement action against
Sumitomo Mitsui Banking Corp on
AML and sanctions compliance

According to media reports nine other
Danske Bank managers have been
charged over the scandal so far, which
includes charges against the former
chair of Denmark’s financial regulator,
Henrik Ramlau-Hansen, who had
previously been finance director of
Danske Bank and preliminary charges
against former executive Lars Morch.

The US Federal Reserve Board
announced on 25 April the
execution of enforcement action
against the New York branch of
Japan’s Sumitomo Mitsui Banking
Corporation, to bolster its compliance
with anti-money laundering and
sanctions laws.

Also, this month, Danske Bank
appointed the former head of ABN
Amro’s retail and private banking
operations, Chris Vogelzang, as its chief
executive, after a seven-month search.

The Federal Reserve enforcement action
directs Sumitomo Mitsui Banking Corp to
put stronger controls in place at its New
York branch, citing lapses in oversight
identified in a recent examination.

The Federal Reserve requires Sumitomo
to submit a plan to ensure its leadership
is aware of compliance problems, and
that the bank proactively identifies and
tracks anti-money laundering risks.
In addition to this, the bank is also
required to ensure that it has a welldocumented methodology in place for
identifying suspicious transactions and
conducting due diligence on foreign
correspondent accounts.
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CipherTrace’s Q1 2019 cryptocurrency AML report
Cryptocurrency thefts from exchanges
could tally more than USD 1.2 Billion
in the first quarter of 2019, according
to new research published on 30 April
by cybersecurity firm CipherTrace.
Criminals have stolen more than
USD 356 million from exchanges and
infrastructure during Q1 2019.
Among the losses, exit scams — which
CipherTrace said included losses at
Canadian cryptocurrency exchange
QuadrigaCX — robbed cryptocurrency users
of nearly USD 195 million. On top of these
numbers, the New York Attorney General’s
Office revealed what they allege is a fraud
involving the loss of USD 851 million from
cryptocurrency exchange, Bitfinex.
Cyber criminals also developed new
techniques to drain millions more from
user accounts and wallets. According to
CipherTrace, these thefts only represent the

Analysis of 164 million
bitcoin transactions
showed that cross-border
payments to offshore
exchanges have grown
46 percent over the last
two years

• Iran announced the imminent launch
of its crypto Rial, a state-backed stable
coin developed with the purpose of
circumventing sanctions and sanctionsrelated restrictions by SWIFT;
• The Russian Duma approved international
use of the domestically developed SPFS
as a “SWIFT alternative” for cross-border
payments in an effort to avoid sanctions;

losses that are visible, with the true number
of losses estimated to be much higher.

• The French government issued a report
recommending a ban on privacy coins;

Analysis of 164 million bitcoin transactions
showed that cross-border payments to
offshore exchanges have grown 46 percent
over the last two years, contributing to the
USD 8.7 trillion, or 11.5 percent of the world’s
wealth, hidden offshore, the report states.

• The UN published the findings of a private
report that concluded North Korean
hackers looted USD 571 million from five
cryptocurrency exchanges in Asia; and

The Q1 2019 crypto crime highlights set out
in the report include:

• The Bank of Mexico reportedly proposed
banning financial institutions from
transacting with crypto exchanges, citing
ML/TF risks.

US money laundering charges brought against alleged
operators of dark web marketplace, Wall Street Market
The US Department of Justice
announced on 3 May that following an
international investigation involving
US law enforcement and authorities in
Germany and the Netherlands, federal
prosecutors have charged three German
nationals with being the administrators
of Wall Street Market (WSM), one of
the largest dark web marketplaces that
allowed vendors to sell contraband,
including illegal narcotics, counterfeit
goods and hacking software.
A criminal complaint filed in US District
Court in Los Angeles alleges that the three

defendants, who are currently in custody in
Germany, were the administrators of WSM
that allowed 5,400 vendors to sell illegal
goods to 1.15 million customers around the
world. WSM functioned like an e-commerce
website, but was a hidden service located
beyond the reach of traditional internet
browsers on the Tor network. For nearly
three years, WSM was allegedly operated on
the dark web by the three men who now face
charges in the US and Germany.
An “exit scam” was allegedly conducted
when the WSM administrators took all of
the virtual currency held in marketplace

escrow and user accounts – believed by
investigators to be USD 11 million – and then
diverted the money to their own accounts.
A fourth defendant linked to WSM was
charged in a criminal complaint filed in US
District Court in Sacramento, California.
Marcos Paulo De Oliveira-Annibale, of
Sao Paulo, Brazil, also faces federal drug
distribution and money laundering charges
for allegedly acting as a moderator who,
among other things, mediated disputes
between vendors and their customers. The
case naming Annibale was unsealed when
Brazilian authorities searched his residence.

32

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2019

PRESS & MEDIA | MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

UK NCA’s asset recovery in case
involving professional enablers
The UK’s National Crime Agency (NCA)
announced on 12 May that around GBP
6 million worth of assets including a
luxury hotel and a GBP 100,000 Bentley
have been taken off alleged members
of an international money laundering
group after an eight-year investigation.
The orders are the culmination of a complex
civil recovery investigation into businessman
Jonathan Nuttall. The assets were recovered
from three defendants, including a practising
barrister and associated companies. As
part of the investigation the NCA uncovered
an international money laundering network
that saw hundreds of millions of pounds
transferred through more than 100 bank
accounts held globally including in the UK,
Russia, Hong Kong, and Switzerland.
Nuttall’s activities first came to light during
another NCA civil recovery investigation
involving convicted drug smuggler Amir
Azam. According to the NCA, Nuttall
amassed a fortune but structured his wealth
so that it was in his wife’s name, Amanda
Nuttall. Mrs Nuttall won more than GBP 2.5
million on the National Lottery in 2008 but
could not give the NCA a consistent account
of how the money was spent.
The High Court endorsed consent orders
agreed by the NCA and Mrs Nuttall, property
developer Eric Grove, and barrister Timothy
Becker, who between them held some of
the proceeds of crime. Grove has been
described in the media as “one of the most
successful property entrepreneurs in the
country” and Becker has practised law for
nearly 30 years.
Eleven properties will be handed over
including the White Horse Hotel and
Brasserie in Romsey and property in prime
London locations. NCA investigators, who

33

The NCA uncovered
an international
money laundering
network that saw
hundreds of millions
of pounds transferred
through more than
100 bank accounts
held globally
analysed around 100,000 financial
transactions, collected a vast amount of
evidence of money laundering through
a series of companies. The NCA’s
evidence was that it is likely that funds
embezzled from the Russian state or
from frauds committed in the UK were
passed through these companies
incorporated in countries including
the UK, Russia, Austria, US, Croatia,
Seychelles and British Virgin Islands.
Sandro Stipancic and Igor Krota,
two former directors of one of the
companies involved in the NCA case, are
also under investigation in Croatia for
involvement in financial irregularities at
Dinamo Zagreb football club.
Separately, the NCA announced on 8
May that officers working as part of the
Paramilitary Crime Task Force (PCTF)
have obtained a property freezing order
over nine residential properties in County
Down and County Antrim under the
Proceeds of Crime Act. The properties
have a combined estimated value of
around GBP 2 million. The PCTF was
established to tackle criminality linked to
paramilitarism.

NY prosecutors
bring charges
for money
laundering
involving
cryptocurrency

Manhattan district attorney Cyrus
Vance announced on 23 April that
Callaway Crain and Mark Sanchez
have pleaded guilty to laundering
USD 2.8 million in cryptocurrency
and Western Union payments,
generated through the sale of
anabolic steroids and controlled
substances on the dark net.
Between March 2003 and January
2018, the two defendants are alleged to
have sold injectable and oral steroids,
medication to counteract those steroids
as well as other drugs via a series
of websites called “NextDayGear.”
Customers typically paid in bitcoins,
which the defendants laundered
through one or more intermediary
cryptocurrency wallets. The bitcoin was
then converted into US dollars using
a cryptocurrency exchange service,
before the money was deposited
into the defendants’ bank accounts.
Western Union payments were
laundered through the use of false
identities or international wire transfers
from foreign-based receivers.
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Central Bank
of Ireland fines
broker for AML
breaches
The Central Bank of Ireland
announced on 10 May that it has
reprimanded and imposed a fine
of EUR 280,000 on Campbell
O’Connor & Company for five
breaches of the Criminal Justice
(Money Laundering and Terrorist
Financing) Act 2010.
The Central Bank’s investigation
commenced following a themed
supervisory inspection which was part
of its ongoing engagement with the
investment firm sector. The inspection
identified failings in the firm’s antimoney laundering and countering the
financing of terrorism framework.
The breaches occurred between July
2010 and November 2016 and related
to the following: a failure to conduct
appropriate ML/TF risk assessment;
a failure to adopt adequate policies
and procedures for preventing and
detecting ML/TF; a failure to monitor
and scrutinise customer transactions;
a failure to provide staff training on
suspicious transactions; and a failure to
ensure that all necessary arrangements
were in place with third parties whom
the firm relied on to conduct customer
due diligence measures.
The Central Bank confirmed that
the firm took the necessary steps to
rectify the failings that gave rise to
the breaches by 9 August 2018 and
that the investigation is now closed.
The Central Bank determined that the
appropriate fine was EUR 400,000,
which was reduced by 30 percent.

BaFIN orders N26 Bank GmbH to
improve money laundering controls
Germany’s Federal Financial
Supervisory Authority (BaFin)
issued an order against N26
Bank GmbH on 20 May to take
appropriate internal safety
measures and to comply with
general customer due diligence
(CDD) obligations pursuant to the
German Money Laundering Act.
BaFIN’s order requires the bank to:
• Remove backlogs in IT monitoring;
• Establish process descriptions and
workflows in writing; and
• Reidentify a specified number of existing
customers.
Furthermore, N26 Bank GmbH must
ensure the existence of adequate

personnel and technical-organisational
equipment in order to comply with
its obligations under the Money
Laundering Act. The measures must be
implemented within the time specified.
In March, German media reported that
EUR 800,000 had been stolen from
customer accounts at N26, which
drew criticism that the online bank had
neglected security and compliance in its
rush to increase its customer base.

Deutsche Bank reportedly fails to
file certain suspicious transactions
The New York Times reported on 19
May citing claims by five current and
former Deutsche Bank employees
that the institution’s management
unduly blocked the filing of multiple
Suspicious Activity Reports (SARs)
tied to US president Donald Trump,
his son-in-law Jared Kushner, their
various corporate entities and
Russian businesses and individuals.
Following the media reports, the
allegations dominated a Senate Banking
Committee hearing on AML and beneficial
ownership. Democratic lawmakers
questioned Financial Crimes Enforcement

Network (FinCEN) director Kenneth
Blanco about his bureau’s response to the
allegations. US Treasury secretary Steven
Mnuchin was also urged during a House
Financial Services Committee to prioritise
investigating the claims.
The Financial Times reported on 22 May
that poorly defined software parameters at
Deutsche Bank had allegedly resulted in its
failure to flag suspicious transactions related
to corporate and investment bank clients
since around 2010. A Deutsche spokesman
was reported to have told the Financial
Times that the errors had impacted several
of its anti-financial crime systems.

34

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2019

PRESS & MEDIA | MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

Fitch Ratings report finds financial
crime compliance issues drive
relevance scores for credit ratings
Fitch Ratings published a new report
entitled “ESG Factors Influencing
Financial Institution Ratings” on 9 May,
which has found that financial crime
compliance and conduct issues drive
the highest impact Environmental,
Social & Governance (ESG) relevance
scores for bank credit ratings in
developed markets.
“Governance is the most influential ESG
factor for both banks and NBFIs [non-bank
financial institutions] and this is apparent
in several recent negative credit rating
actions resulting from inappropriate antimoney laundering practices, shortcomings
in operational risk management and
inconsistent financial strategies,” said
Monsur Hussain, senior director at Fitch.
Misconduct and financial crime related
compliance failures have driven several
negative rating actions over the last few
years among higher-rated developed market
bank issuers – e.g. Swedbank, Danske Bank,
Commonwealth Bank Australia, and National
Australia Bank, whereas management

Misconduct and
financial crime
related compliance
failures have driven
several negative
rating actions over
the last few years
among higher-rated
developed market
bank issuers
strategy is the most material credit
rating driver for NBFIs – e.g. Apollo
Investment Corporation, Russell
Investments.
The report provides several case
studies on selected financial
institution issuers with high ESG
relevance scores together with a
summary of all Fitch-rated issuers
with high relevance scores.

Indian prosecutors charge Islamic
preacher with money laundering
India’s Enforcement Directorate (ED)
filed money laundering charges against
controversial Islamic preacher Zakir
Naik in a court in Mumbai on 2 May,
over allegations that he acquired USD
28 million of criminal assets. Naik is
also accused of spreading hate speech
and inciting terrorism.
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Naik promotes a radical form of Islam
on Peace TV, banned in India, but
estimated to have 200 million viewers
worldwide. Peace TV is owned by the
Islamic Research Foundation, a group
headed by Naik. Many detained al-Qaeda
followers have reportedly told officials
that Naik was an influence on them.

Reuters reports
on new Nordic
KYC Utility
According to a report by Reuters
on 10 May, the Nordic region’s
six major banks – Danske Bank,
Swedbank, Handelsbanken, Nordea,
SEB and DNB – have agreed a
joint venture to set up a customer
checking centre to crack down on
money laundering, as part of efforts
to recover from a series of scandals.
The new Nordic KYC Utility is expected
to create a standardised KYC process
for large and midsize Nordic corporate
customers across the six banks and
is expected to start providing services
from 2020. It is also expected to sell
its services to other banks. Fredrik
Millde, project manager of the Nordic
KYC Utility, is reported to have told
Reuters that the utility may also include
a common onboarding process, which
would allow banks to use the utility to
assess whether to take on a customer.
Separately, Clipeum, a French project
launched by Societe Generale’s
employees, with support from the
bank, is building a platform where
companies and individuals can upload
KYC documents and authorise financial
institutions to consult the documents,
states Reuters. Allianz, Banque Postale,
BpiFrance, Commerzbank, Credit
Agricole, Euler Hermes, Natixis, Tikehau
and UniCredit are reported to have
joined Clipeum. The initiative, which will
become a joint venture with institutions,
is expected to be ready in 2020.
Meanwhile, Loomis AB announced on
9 May that it will investigate allegations
that it played a role in the AML scandal
involving Danske Bank.
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Judge refuses
to block Trump
bank record
subpoenas
A New York judge refused on
22 May to block congressional
subpoenas seeking financial
records from two banks that did
business with president Donald
Trump. In issuing the ruling, US
district court judge Edgardo Ramos
said that Trump and his company
were “highly unlikely” to succeed
in a lawsuit arguing that the
subpoenas seeking records from
Deutsche Bank and Capital One
were unlawful and unconstitutional.
House of Representatives Intelligence
and Financial Services committees
subpoenaed the banks in March,
and Trump sued, asking the court
to invalidate the subpoenas on the
grounds that they were designed
to “harass” him. Ramos said that
the subpoenas have “a legitimate
legislative purpose.” The House
Financial Services and Intelligence
committees state that they need
access to the bank documents to
investigate possible foreign influence
in the US political process and possible
money laundering from abroad.
The ruling follows a similar case before
a federal judge in Washington, which
ruled against Trump in finding that
the president cannot block a House
subpoena for information from financial
services firm, Mazars USA, that had
done accounting work for him and the
Trump Organization. State lawmakers
have also passed a measure allowing
the president’s tax returns to be
released to congressional committees.

Europol takes down cryptocurrency
laundering service Bestmixer.io
Europol announced the first law
enforcement action of its kind against
a cryptocurrency mixer service on
22 May, which involved the Dutch
Fiscal Information and Investigation
Service (FIOD), in close cooperation
with Europol and the authorities in
Luxembourg, clamping down on one
of the world’s leading cryptocurrency
mixing service Bestmixer.io.
Initiated in June 2018 by the FIOD with
the support of McAfee, the investigation
resulted in the seizure of six servers
in the Netherlands and Luxembourg.
Bestmixer.io offered services for mixing the
cryptocurrencies bitcoins, bitcoin cash and
litecoins and guaranteed that the customers
would remain anonymous.
A cryptocurrency tumbler or cryptocurrency
mixing service is a service offered to
mix potentially identifiable or “tainted”
cryptocurrency funds with others, to obscure
the trail back to the fund’s original source.

The investigation has shown that many of
the mixed cryptocurrencies on Bestmixer.
io had a criminal origin or destination and
the mixer was probably used to conceal and
launder criminal flows of money.
The Dutch FIOD has gathered information
on all the interactions on this platform in
the past year, which includes IP addresses,
transaction details, bitcoin addresses and
chat messages. This information will now
be analysed by the FIOD in cooperation with
Europol and intelligence packages will be
shared with other countries.

Arrest of former Airbus India chief
sought over alleged money laundering
Local media reported on 23 May that
India’s Enforcement Directorate (ED)
is seeking the arrest of former Airbus
India chief Kiran Rao over suspicions
of money laundering. The ED has
reportedly accused seven people,
including Rao, of money laundering
relating to an INR 80 billion deal to
supply aircraft to Indian Airlines in 2005.
The Central Bureau of Investigation (CBI)
had initiated investigations into alleged

irregularities in the order for 43 A320 aircraft
in 2013. It questioned seven executives of
Indian Airlines, which subsequently merged
with Air India, on allegations of corruption.
The ED applied for a non-bailable warrant
against Rao before the special CBI Court of
Special Judge Santosh Snehi Mann in New
Delhi. The judge took cognisance of the
fact that Rao is a British national and asked
the ED how it proposed to summon him for
questioning. The matter was adjourned.
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President and CEO of investment
company sentenced to 50 years in
prison for running a Ponzi scheme
The US Department of Justice
announced on 23 May that Edwin
Fujinaga, the former president and
CEO of MRI International Inc (MRI),
a purported investment company
and medical collections business
located in Las Vegas and Tokyo was
sentenced to 50 years in prison for his
role in a USD 1.5 billion Ponzi scheme.
Fujinaga was also sentenced to three
years of supervised release, ordered to
pay restitution of USD 1,129,409,449
and forfeiture of USD 813,297,912.65. In
November 2018, Fujinaga, was found guilty
of eight counts of mail fraud, nine counts
of wire fraud and three counts of money
laundering in connection with the scheme.
According to evidence, from 2000 until
2013, Fujinaga fraudulently solicited over
USD 1 billion in investments in MRI from
over 10,000 Japanese victims. The victims

would wire their funds from Japan to
bank accounts in Las Vegas under
Fujinaga’s control. Fujinaga approved
and disseminated marketing materials
that promised investors that their funds
would only be used for purchasing
medical claims and that an escrow
agent would ensure that MRI used
investor funds for only that purpose.
In truth, Fujinaga spent less than two
percent of investor funds to purchase
medical claims. Fujinaga used the
majority of new investors’ funds to pay
off old investors and used the balance
of investors’ funds for impermissible
expenses. When the Japanese
government revoked MRI’s licence to
market securities in 2013, MRI owed
investors over USD 1.5 billion.
Co-defendants Junzo Suzuki and Paul
Suzuki were extradited from Japan in
April and are currently awaiting trial.

USD 40 million worth of bitcoin
stolen from exchange Binance
One of the world’s largest
cryptocurrency exchanges, Binance,
announced on 7 May that it has
discovered a large-scale security
breach, which saw hackers able to
withdraw 7,000 bitcoins, worth about
USD 40 million, in one transaction. The
hackers used a variety of methods
including phishing and viruses to
access the exchange’s “hot wallet,”
which holds about 2 percent of
Binance’s total assets.
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Binance released a statement
explaining that the hackers had the
patience to wait and execute wellorchestrated actions through multiple
seemingly independent accounts at the
most opportune time. The transaction
was structured in a way that passed
existing security checks. Binance said
it would conduct a review of its security
protocols and that there may also be
additional affected accounts that have
not been identified yet.

Report reveals
GBP 7 million
lost to holiday
booking fraud

UK travel association, ABTA,
announced on 3 May that fraudsters
stole over GBP 7 million from
holidaymakers and travellers in 2018,
according to a new report compiled
by Action Fraud and the National
Fraud Intelligence Bureau. The report
details the most commonly targeted
areas of travel and the methods used
to defraud the travelling public.
Over 5,000 people reported to Action
Fraud that they had lost a total of just over
GBP 7 million to holiday and travel related
fraud, an increase from the previous year,
which saw 4,382 victims reported losing
GBP 6.7 million.
Over half, 53 percent, of the crimes
reported were related to the sale of
airline tickets. These reports were made
consistently throughout the year, however
the largest individual loss, of over GBP
425,000, was made in August 2018. The
next most common fraud at 25 percent,
related to the sale of accommodation,
with a peak in reported losses in October.
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New York attorney general secures court order against
cryptocurrency company under investigation for fraud
The New York attorney general
announced on 25 April that her office
has obtained a court order enjoining
iFinex Inc, operator of the Bitfinex
virtual asset trading platform, and
Tether Limited, issuer of the “tether”
virtual currency, and their related
entities, from further violations of New
York law in connection with an ongoing
investigation into allegations that they
may have defrauded New York investors
that trade in virtual or cryptocurrency.
In papers filed with the Manhattan Supreme
Court, the Office set out certain findings of
its ongoing investigation. The court order
requires that the operators of the companies
immediately cease further dissipation of
the US dollar assets which back “tether”
tokens while the investigation continues,
and produce information, including material
called for by previously-issued subpoenas.

The filings explain how
Bitfinex no longer has
access to over USD
850 million dollars of
co-mingled client and
corporate funds that
it handed over to a
Panamanian entity
In November 2018, the Office issued
subpoenas to Bitfinex and Tether, which
are owned and operated by the same small
group of individuals, and claim not to do
business in New York. As alleged in court
papers, the Bitfinex trading platform allows
New Yorkers to purchase and trade virtual
currencies, including the so-called “tether”
stablecoin, a virtual currency the companies

long claimed was “backed 1-to-1” by US
dollars held in cash reserve.
The filings explain how Bitfinex no longer has
access to over USD 850 million dollars of
co-mingled client and corporate funds that
it handed over, without any written contract
or assurance, to a Panamanian entity called
“Crypto Capital Corp,” a loss Bitfinex never
disclosed to investors. In order to fill the gap,
executives of Bitfinex and Tether engaged in
a series of conflicted corporate transactions
whereby Bitfinex gave itself access to up to
USD 900 million of Tether’s cash reserves.
According to the filings, Bitfinex has already
taken at least USD 700 million from Tether’s
reserves. Those transactions – which also
have not been disclosed to investors –
treat Tether’s cash reserves as Bitfinex’s
corporate slush fund and are being used to
hide Bitfinex’s undisclosed losses.

SEC obtains asset freeze over alleged insider trading
The US Securities and Exchange
Commission (SEC) announced on
29 April the entry of an emergency
court order freezing assets related
to alleged insider trading that yielded
approximately USD 2.5 million in
profits in connection with the 12
April announcement that oil-and-gas
conglomerate Chevron Corporation
intended to acquire Anadarko Petroleum
Corporation.
The SEC’s complaint, which was filed in US
District Court for the Southern District of
New York, identifies a series of suspicious
transactions prior to the announcement that
Chevron intended to acquire all of Anadarko’s
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outstanding shares for USD 65 per share in
cash and stock, representing a 38 percent
premium over Anadarko’s pre-announcement
closing price.
The traders, who are currently unknown,
allegedly used foreign brokerage accounts
in the UK and Cyprus to purchase out-ofthe-money call options through US-based
brokerage firms and on US-based exchanges
in the days leading up to the announcement.
Following the acquisition announcement,
Anadarko’s shares rose and the brokerage
account customers profited by either selling
many of the option contracts at a profit
or exercising the options to acquire large
positions of Anadarko stock at discount. The

court’s order freezes the proceeds related to
the foreign accounts’ trading.
The emergency court order freezes assets
or proceeds in accounts resulting from the
suspicious trading and requires the traders
to repatriate any funds or assets located
outside the US that were obtained from the
alleged insider trading. The SEC’s complaint
charges the unknown traders with violating
the anti-fraud provisions of the Securities
Exchange Act of 1934 and Exchange Act
Rule 10b-5. The SEC is seeking a final
judgment ordering the traders to disgorge
their allegedly ill-gotten gains plus interest,
imposing civil penalties, and permanently
enjoining them from future violations.
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FTC charges
operator of
crowdfunding
scheme
The US Federal Trade Commission
(FTC) announced on 6 May that
it has taken legal action against
the operator of a deceptive
crowdfunding scheme, Douglas
Monahan, operating through his
company, iBackPack of Texas LLC,
who allegedly told consumers he
was raising money to develop a
high-tech backpack, but failed to
deliver any of the products and
used much of the funds for himself.
According to the FTC, Monahan
raised more than USD 800,000 from
consumers through four crowdfunding
campaigns, falsely claiming the funds
would be used to develop products.
Monahan first sought funding in 2015
for the iBackPack through Indiegogo,
saying contributions would go to
develop, produce, and distribute the
product by March 2016. Despite
missing the delivery date for the
iBackPack, Monahan started a second
crowdfunding campaign via Kickstarter
to produce and distribute the iBackPack
2.0, an updated version of the still
unproduced original iBackPack.
Despite repeated assurances, Monahan
did not use the contributions received
for the products, the FTC alleged.
Instead, he spent most of the money
on personal expenses and marketing
efforts to try to raise additional funds.
Hundreds of consumers complained
on the platforms about Monahan and
his company’s failure to provide the
promised products and about threats
they received after they contacted him.

“Malvertiser” extradited to the US to
face hacking charges
The US Department of Justice
announced on 3 May that Ukrainian
national, Oleksii Petrovich Ivanov,
charged with participating in an
international scheme to infect
computers with malware through
online advertisements – so-called
“malvertising” – will appear in
Newark, New Jersey federal court
after being extradited from the
Netherlands.
Ivanov is charged with one count of
conspiracy to commit wire fraud, four
counts of wire fraud, and one count
of computer fraud. According to the
indictment and other court filings,
between around October 2013 through to
May 2018, Ivanov conspired to defraud
millions of internet users around the world
by launching malicious online advertising
campaigns that appeared legitimate,
but attempted to direct the internet
browsers of victim computers towards
malicious computer programs, unwanted

advertisements, and other computers
that could install malware. As a result,
Ivanov and others caused unsuspecting
internet users to view or access
malicious advertisements on more than
one hundred million occasions.
Ivanov and co-conspirators also
allegedly used false identities to
register internet domains that hosted
malicious ads, and launch purported
ad campaigns. Ivanov and others
also allegedly offered to sell access
to networks of infected devices or
“botnets.”

Alibaba Group Holding Ltd to settle
US securities fraud allegations
Alibaba Group Holding Ltd
announced on 29 April that it will
pay USD 250 million to resolve a
US investors’ lawsuit that accused
the company of not disclosing a
regulatory warning about its ability
to stop counterfeiting before it went
public in 2014.
The lawsuit accused Alibaba of securities
fraud for failing to disclose that it had

met with China’s State Administration for
Industry and Commerce in July 2014, two
months before the company’s USD 25 billion
initial public offering.
The settlement, which requires court
approval, resolves claims against Alibaba
officials including founder and executive
chairman Jack Ma. Alibaba denied any
wrongdoing and said the settlement ends all
pending securities litigation.
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EU VAT carousel fraud report; leaks
concerning carbon credit fraud
CORRECTIV, the German non-profit
investigative journalism newsroom,
published a report entitled “Grand
Theft Europe” on 7 May, which
investigates what is considered to
be the EU’s biggest fraud industry
that involves fraudsters stealing EUR
50 billion annually from EU member
states through VAT carousel fraud.
The CORRECTIV investigation tracks
one fraudster who played a major role in
VAT fraud carousel and reveals how this
type of organised crime works and how
EU governments struggle to combat it.
The report states that the fraud losses
are made worse by a lack of cooperation
between EU members. “Germany in
particular is obstructing joint measures in
fighting the tax fraud,” states CORRECTIV.
Fraudsters are also now said to be looking
at the market for green power certificates.
The report also finds that the illicit gains
from carousel fraud are being used,
amongst other things, to finance terror
networks. According to the report, in the

hunt for Osama bin Laden, US special
forces found a laptop in Pakistan that
contained data on companies involved
in VAT fraud. The report also cites
the example of Al-Qaeda commander
Zakaria Said, who was registered
as the managing director of Danish
company Q Transport. Allegedly the
terror cell’s companies stole EUR 22
million from the Danish government.
Separately, documents leaked to
CORRECTIV and shared with publishers
around Europe, reportedly show that
Irish banks and shell companies
were used in transactions involving
companies and individuals under
investigation for tax fraud. The leaked
files allegedly reveal that clients of
both the Bank of Ireland and Ulster
Bank had dealings with counterparties
suspected of involvement in tax fraud
associated with the trading of carbon
credits. The files are reported to detail
how fraudsters allegedly used opaque
markets and complex chains of
companies for suspected tax evasion.

SFO and Dutch authorities probe
biodiesel trader Greenergy
The UK’s Serious Fraud Office (SFO)
issued a press statement on 16
May indicating that it has opened
a joint investigation with the Dutch
Human Environment and Transport
Inspectorate concerning certain
aspects of biodiesel trading at
Greenergy and various third parties.
The SFO stated that it has conducted
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searches at five sites in the UK and
additional sites in the Netherlands and
Belgium on 30 April. Four individuals
have been arrested and released
without charge. The investigation is
ongoing. Greenergy is the UK’s leading
supplier of road fuel to oil companies,
supermarkets, petrol stations and fleet
users. In 2015, it agreed to acquire Royal
Vopak’s UK storage sites.

Creator of the
Kronos banking
Trojan pleads
guilty to US
charges
The US Department of Justice
announced on 3 May that Marcus
Hutchins, aka “MalwareTech,”
pleaded guilty to two counts
relating to his creation and
distribution of the Kronos banking
Trojan and UPAS Kit malware. This
includes one count of conspiracy
to commit computer fraud and
one count of advertising a device
used to intercept electronic
communications.

The UPAS Kit and
Kronos malware was
specially tailored
to target victims’
banking information
According to admissions, Hutchins
developed UPAS Kit and Kronos and
then worked with an accomplice to
sell the malware programs. Both UPAS
Kit and Kronos were designed to be
deployed secretly on victim computers,
and then to intercept communications
and transmit personal information to the
person controlling malware program.
The malware was specially tailored to
target victims’ banking information.
Since 2014, Kronos has been used to
infect numerous computers around the
world and steal banking information.
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Emergency
relief sought to
halt developer’s
Ponzi-like
investment
scheme
The US Securities and Exchange
Commission (SEC) announced
on 23 May that it has filed an
emergency action charging
Robert C. Morgan, a major New
York residential and commercial
real estate developer, and two of
his entities, Morgan Mezzanine
Fund Manager LLC and Morgan
Acquisitions LLC, with fraud for
allegedly siphoning and misusing
investor funds. The SEC is seeking
an asset freeze and other relief.
The SEC’s complaint alleges Morgan
financed his development projects in
different ways, including through sales
of securities directly to more than 200
retail investors. Morgan represented
to investors that their money would
be used to improve properties, and
based on these representations, raised
more than USD 80 million. Instead, as
alleged in the complaint, Morgan and
his entities diverted investor funds to
facilitate Ponzi scheme-like payments
to earlier investors. In addition, the
complaint alleges Morgan’s improper
use of more than USD 11 million in
investor funds to repay an inflated,
fraudulently-obtained loan for an
unrelated apartment complex.
The SEC’s complaint charges Morgan
and his two entities with violating the
anti-fraud provisions of securities laws.

Operators of payment processing
firm settle FTC fraud charges
The US Federal Trade Commission
announced on 21 May that payment
processor Allied Wallet, its CEO and
owner Ahmad (“Andy”) Khawaja,
and two other officers, Mohammad
(“Moe”) Diab and Amy Rountree,
have agreed to settle charges that
they assisted numerous scams by
knowingly processing fraudulent
transactions to consumers’ accounts.
The FTC alleges that the defendants
helped numerous dubious merchants
hide their fraud from banks and the credit
card networks. The defendants’ deceptive
practices included creating fake foreign
shell companies to open accounts in
their names, submitting dummy websites
and other false information to merchant
banks, and evading card network rules
and monitoring designed to prevent fraud.
The stipulated final orders regarding
Khawaja, his four corporations that do

business as Allied Wallet, and Allied
Wallet’s former VP of Operations,
Amy Rountree, prohibit them from
processing payments for certain types
of merchants. The orders impose
screening and monitoring requirements
on payment processing for certain other
categories of merchants.
The order against Khawaja and his
companies, AlliedWallet Inc, Allied
Wallet Ltd, GTBill LLC, and GTBill Ltd,
imposes a USD 110 million equitable
monetary judgment. After Khawaja
turns over a residence in Los Angeles,
the remainder of the judgment will
be suspended due to inability to pay.
The order against Rountree imposes
a USD 320,429.82 equitable monetary
judgment that is suspended due to
inability to pay. The final order against
chief operating officer Diab permanently
bans him from payment processing and
requires him to pay USD 1 million.

India arrests 11 on suspicion of
misappropriating investor funds
According to local media reports on
25 May, India’s Special Operations
Group (SOG) of the state police has
arrested eleven office-bearers of a
cooperative society on charges of
duping investors of funds worth INR
80 billion, citing SOG director general
Bhupendra Singh Yadav.
Those arrested include Virendra Modi
and Kamlesh Chaudhary who are former
chairmen of the Adarsh Co-operative
Society. The DG said the SOG Jaipur
headquarters had received information

in August 2018 about opening of Adarsh
Credit Cooperative Society Limited
Ahmedabad by Mukesh Modi. The society
opened 806 branches in 26 states and four
union territories.
It is alleged that the accused invested the
funds in their shell company. Those arrested
include Ishwar Singh Sinhal, chairman; Vivek
Purohit, director of six companies of Adarsh
Credit Co-operative Bank; Bharat Modi,
Aditya Mega project company director;
and Bharat Das Vaishnav from Technical
Infrastructure Limited Company.
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World Bank debars two companies
over fraudulent practices
The World Bank announced on 22
May the 20-month debarment of
China-based Jiangsu Zhongtian
Technology Co Ltd (ZTT), a company
that manufactures and distributes
fibre optic cable, in connection
with fraudulent practices under the
Lusaka Transmission and Distribution
Rehabilitation Project in Zambia.
The debarment makes ZTT ineligible to
participate in World Bank-financed projects.
It is part of a settlement agreement
under which the company acknowledges
responsibility for the underlying
sanctionable practices and agrees to meet
compliance conditions. According to the
facts of the case, ZTT misrepresented its
past contract experience by submitting
falsified documents in its bid for the
contract, which is a fraudulent practice.
As a condition for release from sanction
under the terms of the settlement
agreement, the company commits to
developing an integrity compliance
program and further cooperation.

Seperately, the World Bank announced the
15-month debarment of Shanghai-based
Sieyuan Electric Co Ltd, on 14 May, in
connection with fraudulent practices under
the Inter-Zonal Transmission Hub Project,
which was part of the Western Africa Power
Pool Program.
The debarment makes Sieyuan, a
company that specialises in research and
development relating to electric power
technology, and its affiliates ineligible to
participate in World Bank-financed projects.
More than two dozen of Seiyuan’s affiliates
in various countries have been named in the
World Bank’s debarment action. According
to the World Bank, Seiyuan falsified its
past contract experience to meet the
requirements of a contract under the
project, which is a fraudulent practice.
The settlement agreement, under which
the company acknowledges responsibility
for the underlying sanctionable practices,
provides for a reduced period of sanction
in light of the company’s cooperation and
voluntary remedial actions.

HMRC raises
millions from
tax evading
dog breeders
The UK’s HM Revenue & Customs
(HMRC) announced on 5 May that
more than GBP 5 million has been
raised by a taskforce tackling
dishonest dog breeders selling
puppies on the black market.
Officers uncovered fraudsters selling
puppies on a mass scale and for a huge
profit, but because of the underground
nature of the activity – they were failing
to declare their sales.
Using a full range of civil and criminal
enforcement powers, HMRC has
recovered GBP 5,393,035 in lost taxes
from 257 separate cases since the
formation of the taskforce. Several
arrests have been made in relation to
the taskforce’s work over the past four
years. Durham kennel owner, Kevin
Knox, pleaded guilty to the fraudulent
evasion of tax and VAT in March 2018.

Morgan Stanley enters settlement with California AG for
misleading investors over mortgage-backed securities
California’s attorney general announced
on 25 April a USD 150 million
settlement with Morgan Stanley for
misleading investors. The settlement
resolves allegations that the company
concealed the high risk of mortgagebacked securities sold to the California
Public Employees’ Retirement System
(CalPERS) and the California State
Teachers Retirement System (CalSTRS)
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from 2003 to 2007. Morgan Stanley’s
scheme resulted in millions in losses to
CalPERS and CalSTRS.
An investigation and litigation by the
Attorney General’s Office found that the
descriptions of these mortgage-backed
securities to investors failed to accurately
disclose the true characteristics of many
of the underlying mortgages, and that due

diligence to remove poor quality loans
from the investments was not adequately
performed. Morgan Stanley was also
allegedly aware of the misrepresentations
but failed to correct them.
The settlement resolves allegations that
Morgan Stanley violated California’s False
Claims Act, the Corporate Security Law, and
the False Advertising Law.
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Lessons learned from disrupting Daesh financing must be
applied to unchecked funding of Al-Shabaab, states RUSI
The Royal United Services Institute
(RUSI) published commentary entitled
“Reinvigorating the Forgotten Financial
Fight Against Al-Shabaab” on 8 May,
which states that the lessons learned
from disrupting Daesh financing must
be applied to the unchecked funding of
Al-Shabaab, the jihadist fundamentalist
group based in East Africa.

particular the way in which the international
community organised its response, should
be applied to a reinvigorated effort to disrupt
the financing of Al-Shabaab as the parallels
between the financial modus operandi of
each group bear considerable similarities.
A similar strategy is urgently needed in and
around Somalia if the unchecked sources of
funding of Al-Shabaab are to be addressed.

disruption of the Al-Shabaab’s finances must
be established under strong leadership.

RUSI states that as the focus on Daesh’s
financing evolves and becomes less
systematic and strategic, and more
focused on intelligence gathering and
tactical interventions, the lessons learned
from disrupting the group’s financing, in

Firstly, states RUSI, the threat posed by
Al-Shabaab needs to be fully articulated.
Furthermore, the rebooted UN Panel of
Experts on Somalia must be provided with
greater profile and a platform for influence.
Finally, a taskforce dedicated to the

Separately, RUSI published a “Guide
to Conducting a National Proliferation
Financing Risk Assessment” on 13 May,
which offers information and guidance
for governments to conduct a national
proliferation financing risk assessment.

“The survival of Al-Shabaab is due, in no
small part, to its unchecked access to
funding, funding that will remain plentiful
if policymakers fail to exploit the lessons
learned from the successful efforts to
disrupt Daesh’s funding,” concludes RUSI.

NASA uncovers 19-year metals fraud scheme that it
alleges caused two failed rocket launches
The US Department of Justice
announced on 23 April that aluminium
extrusion manufacturer Hydro Extrusion
Portland Inc, formerly known as Sapa
Profiles Inc (SPI), and its corporate
parent, Hydro Extrusion USA LLC,
formerly known as Sapa Extrusions
Inc (SEI), have agreed to pay USD 46
million to NASA, the Department of
Defense, and others to resolve criminal
charges and civil claims relating to a
19-year fraud scheme that included
falsifying thousands of certifications
for aluminium extrusions provided to
hundreds of customers.
According to court documents, SPI and
SEI, admitted to providing customers,
including US government contractors, with
falsified certifications after altering the
results of tensile tests designed to ensure
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and commercial customers. SPI has also
agreed to forfeit USD 1.8 million in ill-gotten
gains and pay USD 34.6 million as part of a
civil settlement to resolve its liability under
the False Claims Act.

the consistency and reliability of aluminium
extruded at the companies’ Oregon-based
facilities. SPI has agreed to plead guilty to
one count of mail fraud, and SEI has entered
into a deferred prosecution agreement (DPA)
in connection with criminal information filed
charging the company with mail fraud.
As part of the plea agreement, SPI has
agreed to pay USD 34.1 million in combined
restitution to NASA, the Department of
Defense’s Missile Defense Agency (MDA),

NASA maintains that it identified SPI’s outof-specification extrusions as the cause of
two failed rocket launches, which resulted in
the loss of important scientific missions. SPI
disputes NASA’s positions, and except for
those facts admitted to in the DPA and the
plea agreement, the claims resolved by the
civil settlement are allegations only. There
has been no determination of liability.
The companies did not receive more
significant mitigation credit, either in the
penalty or the form of resolution, because
the companies did not voluntarily selfdisclose the full extent of their misconduct.
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Former
Autonomy CFO
sentenced to 5
years in prison
for HP fraud

Photo: Financial Times

The former chief financial officer,
Sushovan Hussain, of British
software company Autonomy was
sentenced to five years in prison on
13 May, after a US jury found him
guilty of fraud linked to the USD 11
billion sale of Autonomy to HewlettPackard. Hussain was fined USD 4
million and ordered to forfeit USD
6.1 million.
A court in San Francisco found that
Hussain had made false statements
to investors about Autonomy’s
performance ahead of the 2011 sale,
which saw HP write down the value
of its acquisition by USD 8.8 billion.
Hussain was convicted in April 2018
on 16 counts of wire fraud, securities
fraud and conspiracy. Hussain plans to
appeal against the conviction.
Hussain and former Autonomy
chief executive Mike Lynch are also
defendants in a USD 5 billion civil fraud
trial in London’s High Court, over claims
that they caused Hewlett-Packard to
overpay for Autonomy by fraudulently
inflating its value. US prosecutors
have also charged Lynch and former
Autonomy VP of finance Stephen
Chamberlain over the acquisition.

Philippines files charges against
RCBC executives involved in
Bangladesh money laundering case
The Philippines Department of
Justice has filed charges for money
laundering against officials of Rizal
Commercial Banking Corporation
(RCBC) in connection with the theft
of USD 81 million from the Bank of
Bangladesh in 2016.
Those individuals charged before the
Makati City Regional Court include: Raul
Victor Tan, head of RCBC Retail Banking
Group; Ismael Reyes, national sales
director; Brigitte Capina, regional sales
director; Romualdo Agarrado, customer
services head; and Angela Ruth Torres,
senior customer relationship officer.
The DOJ denied an appeal by the five
respondents, finding they had been
instrumental in removing the restrictions
on four accounts to where money stolen
from Bangladesh Bank was remitted. The

DOJ said the officials had allowed the
transaction to proceed even though “red
flags were all over.”
The DOJ also agreed with the AntiMoney Laundering Council that “wilful
blindness doctrine” applied in this
case, which the law defines as “the
deliberate avoidance or knowledge of
a crime, especially by failing to make
a reasonable inquiry about suspected
wrongdoing, despite being aware that it
is highly probable.”
Legal counsel for RCBC has denied
the claims, stating that there has
been an independent investigation
which concluded the defendants had
no knowledge of the alleged money
laundering activities. Legal counsel for
RCBC expects the charges against them
to be dismissed.

Whistleblower sues Estée Lauder
chairman and actor for alleged fraud
Whistleblower Bradley Birkenfeld
filed suit on 9 May in the US District
Court for the Southern District of
Florida, against actor and director
Kevin Costner and Estée Lauder
chairman emeritus Leonard Lauder
over allegations of fraud, negligent
misrepresentation and “intentional
interference with advantageous or
business relationship.”
Birkenfeld was responsible for voluntarily
disclosing to US law enforcement the

existence of 19,000 Americans with secret,
offshore bank accounts at UBS that were
used to evade US income taxes, capital
gains taxes, estate taxes, or otherwise
engage in illegal conduct.
The action stems from a dispute over
Birkenfeld’s book, Lucifer’s Banker: The
Untold Story of How I Destroyed Swiss
Bank Secrecy. Birkenfeld said that the
denials from Costner and Lauder’s lawyers
over tax evasion claims and their threats of
legal action hurt the sales of his book.
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US Internal Revenue Service authorised to proceed with
Finnish tax evasion probe
The US Department of Justice
announced on 1 May that a federal
court in North Carolina has authorised
the Internal Revenue Service (IRS) to
serve John Doe summonses on Bank of
America, Charles Schwab, and TD Bank,
seeking information about persons
residing in Finland that have payment
cards linked to bank accounts located
outside of Finland. The filing does not
allege that Bank of America, Charles
Schwab, or TD Bank violated any US or
Finnish laws concerning the accounts.
The US District Court for the Western
District of North Carolina was petitioned
to authorise the summons at the request
of the government of Finland under the tax
treaty between Finland and the US. The IRS

The IRS summons seeks
the identities of Finnish
residents who have
payment cards linked to
bank accounts located
outside of Finland
summons seeks the identities of Finnish
residents who have payment cards linked to
bank accounts located outside of Finland so
that the Finnish government can determine
if those persons have complied with Finnish
tax laws. Finland has advised the IRS that, in
circumstances where the payment cards are
used only at ATMs or in other transactions
where authorisation is by PIN code, and the

cardholder need not identify themselves to
the merchant, the cardholders cannot be
identified from sources in Finland.
The request is part of a foreign payment
project being conducted by the Finnish Tax
Administration (FTA), in which information
on the use of payment cards issued by
foreign financial institutions is used to
identify non-compliant Finnish taxpayers.
Earlier FTA investigations of 120 to 150
Finnish taxpayers who used foreign payment
cards have yielded extremely high rates of
tax non-compliance, as noted in the United
States’ memo in support of the petition,
which indicates that it is likely that the John
Does sought by the summons are Finnish
residents who are failing to report these
foreign accounts and associated income.

Zurich Life Insurance and Zurich International Life enter
NPA over allegations it assisted customers to evade taxes
The US Department of Justice (DOJ)
announced on 25 April that Zurich Life
Insurance Company Ltd, headquartered
in Zurich, and Zurich International Life
Limited, headquartered in the Isle of
Man, have reached a resolution with the
US and have agreed to pay a penalty
of USD 5,115,000 over allegations it
assisted US customers in evading taxes.
According to the DOJ, from January
2008 to June 2014 Zurich issued or had
certain insurance policies and accounts
of US taxpayer customers, who used their
policies to evade US taxes and reporting
requirements. In particular, Zurich had
420 US related policies with an aggregate
maximum value of USD 102 million, for
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which the US taxpayer customers did not
provide evidence that they had declared their
policies to US tax authorities.
To qualify for favourable tax treatment
under the US tax code, insurance must
meet certain minimal requirements. The
policies offered by Zurich Life and Zurich
International Life did not meet these
requirements. The increase of the principal
in these policies was therefore subject to
taxation, and the policies were required to
be disclosed to the Internal Revenue Service.
In issuing or having undeclared US related
policies, Zurich knew or should have known
that they were helping US taxpayers conceal
ownership of undeclared assets, maintained
as insurance policies or accounts.

In at least one instance, uncovered during
Zurich Life’s internal review, a former US
citizen, who pleaded guilty to a fraud offence
after purchasing a Zurich International Life
policy, is alleged to have used that insurance
policy to hide assets, despite owing USD
900,000 in restitution to his victims.
Following the commencement of the DOJ’s
Swiss Bank Program, the Zurich Group
initiated a global review of the life insurance,
savings and pension business sold by all of
its non-US operating companies to identify
policies or accounts with US indicia. In
July 2015, Zurich informed the DOJ of the
initial findings of its self-review. Since this
disclosure, Zurich has conducted a thorough
investigation and has reported its findings.
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IAV GmbH fined USD 35 million for
role in Volkswagen emissions fraud
The US Department of Justice
announced on 22 May that IAV
GmbH (IAV), a German company that
engineers and designs automotive
systems, was sentenced in federal
court in Detroit to pay a USD 35 million
criminal penalty as a result of the
company’s guilty plea for its role in
a scheme for Volkswagen AG (VW)
to sell diesel vehicles using a defeat
device to cheat on US emissions tests.
The plea agreement includes the
appointment of an independent corporate
compliance monitor for a period of two
years. IAV pleaded guilty in December 2018
to participating in a conspiracy to defraud
the US and VW’s US customers and to

violate the Clean Air Act by misleading
the US Environmental Protection
Agency about whether certain VW- and
Audi-branded diesel vehicles complied
with US emissions standards. IAV
admitted that it and its co-conspirators
knew the vehicles did not meet US
emissions standards and collaborated
to design, test and implement cheating
software. IAV further admitted that it
was aware that VW concealed material
facts about its cheating from federal
and state regulators and customers.
IAV’s fine was set according to the
company’s inability to pay a higher
fine amount without jeopardising its
continued viability.

US arms dealer arrested on
suspicion of illegal arms broking to
Nigeria and money laundering
A Bulgaria-based US arms dealer,
Ara Dolarian, was arrested on 15 May
in Fresno, California, on suspicion
of brokering the sale of arms and
munitions to the Nigerian government,
without having obtained the relevant
US Department of Commerce and
investment licences. Dolarian was also
charged with money laundering and
conspiracy by the US Attorney’s Office.
Court documents show that Dolarian
was the owner and president of Dolarian
Capital Inc (DCI). Between 2013 and 2014,
DCI allegedly brokered international arms
deals even though the company was not
authorised to do so. This allegedly included
multi-million-dollar transfers of high-
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explosive bombs, rockets, military-grade
firearms, and aircraft-mounted cannons
from Eastern Europe and South Africa to
the government of Nigeria.
A brokering application submitted to
the State Department in June 2014
for a proposed deal with French arms
broking company Societe D’Equipments
Internationaux, acting on behalf of
the Nigerian government, was never
approved. The deal however proceeded,
and court documents allege that the
funds were, in part, channelled by
Nigeria through a purported furniture
company in Hong Kong, before
being routed through numerous shell
companies held by Dolarian, and others.

Royal Bank of
Scotland Group
investigates
Coutts and
ABN AMRO
payments
following Troika
Laundromat
allegations
The Royal Bank of Scotland (RBS)
Group announced on 26 April in its
quarterly earnings filing that it has
launched an internal investigation
into whether its subsidiary Coutts
and Co and a unit of ABN AMRO
processed payments linked to a
Russian and Lithuanian money
laundering scheme.

“RBS is investigating
these reports, and in
particular whether the
relevant business unit of
ABN Amro was part of
the business acquired
by RBS in 2007”
The investigation was prompted by
allegations by the Organized Crime and
Corruption Reporting Project and Dutch
media outlets that leaked documents
indicated that a unit of ABN AMRO
acquired by RBS in 2008 processed EUR
190 million in transactions linked to the
so-called “Troika Laundromat.”
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Organised crime group dismantled
by unprecedented operation
Europol announced on 22 May that a
professional international organised
crime group has been dismantled after a
complex investigation carried out in the
framework of a Joint Operational Task
Force, established at Europol, between
the Lithuanian Criminal Police Bureau,
the British HM Revenue and Customs,
the Polish Police Central Bureau of
Investigation, the Estonian Central
Criminal Police under the Police and
Border Guard Board and the Spanish
Guardia Civil and Policia Nacional.
Operation “Icebreaker” is described by
Europol as the biggest of its kind to date in
Europe against such an organised crime
group, comprising nationals of Lithuania
and other EU countries, involved in drug
and cigarette trafficking, assassinations
and money laundering. Over 450 police

and customs officers in Poland,
Lithuania, the UK and Spain carried
out coordinated raids targeting the
members of the criminal network. As
a result, the suspected ringleader – a
Lithuanian national, was arrested in
Spain. A further 21 suspects were
detained in Poland, Lithuania, Spain
and the UK. Police seized EUR 8 million
in cash, diamonds, gold bars, jewellery
and luxury vehicles.
It is believed these criminals acquired
EUR 680 million as a result of their
criminal activities during 2017-2019
alone. The criminal group would traffic
drugs and cigarettes into the UK, before
smuggling the cash to Poland. The
money was then laundered via currency
exchange offices and invested in real
estate in Spain and elsewhere.

GozNym cyber network dismantled
in international operation
Europol announced on 16 May that
police in six countries have dismantled a
complex cybercrime network operating
from Eastern Europe that used GozNym
malware to steal an estimated USD 100
million from more than 41,000 victims,
primarily businesses and their financial
institutions. The operation involved
unprecedented initiation of criminal
prosecutions against members of the
network in four different countries as a
result of cooperation between the US,
Georgia, Ukraine, Moldova, Germany,
Bulgaria, Europol and Eurojust.
The GozNym network exemplified the
concept of “cybercrime as a service.”
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According to the indictment, the
defendants advertised their technical
skills and services on underground,
Russian-language, online criminal
forums. The GozNym network was
formed when these individuals were
recruited from the online forums and
came together to use their technical
skills in furtherance of the conspiracy.
Ten members of the GozNym network
have been charged in the US with
conspiracy to commit computer fraud,
conspiracy to commit wire fraud and
bank fraud, and conspiracy to commit
money laundering. Another member was
charged in a related indictment.

Former DG of
Nigeria agency
convicted
Nigeria’s Economic and Financial
Crimes Commission (EFCC) secured
the conviction of the former acting
director general of the Nigerian
Maritime Administration and Safety
Agency, Callistus Obi, and aide, Alu
Dimas, on 23 May, on charges of
conversion and money laundering
totalling NGN 136 million. The
accused were arraigned alongside
two companies, Grand Pact Limited
and Global Sea Investment.
According to the EFCC, the prosecution
proved that the accused used NGN 136
million, which belonged to the Agency,
for their personal use on 5 August 2014.
At trial, Justice Olatoregun discharged
and acquitted the defendants of the
charge of conspiracy. The pair were due
to be sentenced on 28 May.

Short seller
makes fraud
accusations
against Jumia
Africa’s online marketplace, Jumia,
saw its share price drop after it was
accused of fraud by short seller
Citron Research on 9 May.
Citron Research states that it has
obtained a confidential presentation
made by Jumia to investors in
October 2018, and alleges that there
are discrepancies between this
presentation and the numbers reported
by Jumia in its IPO filing in April.
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Austrian chancellor ousted in no-confidence vote over
corruption scandal involving coalition partner
Austria’s chancellor Sebastian Kurz
was ousted in a no-confidence
vote on 27 May, despite the centreright party being successful in the
European elections, after opposition
politicians lost faith in his handling of
a corruption scandal that has engulfed
his former far-right coalition partner.
Kurz had called for snap elections
on 20 May following the resignation
of vice chancellor Christian Strache
from the far-right Freedom Party
(FPÖ) over allegations of corruption.
Strache resigned after German
news publications, Der Spiegel and
Süddeutsche, published a video

Photo: Reuters

purporting to show Strache offering
government contracts to a woman
claiming to be a Russian investor and
niece of an oligarch.
Kurz, who represents the conservative
People’s Party (ÖVP) claimed the Freedom

Party “damages the reputation of our
country.” Kurz’s call for elections effectively
put an end to Austria’s ruling coalition
between the FPÖ and the ÖVP. During a
debate before the vote of no-confidence,
rightwing populist politicians accused the
chancellor of trying to use the scandal to
consolidate his power. Opposition delegates
said Kurz had not shown enough willingness
to enter into a dialogue with parliament
during his time as chancellor.
Austria will now be governed by a
technocratic administration of experts and
senior civil servants until new elections take
place in early September.

RUSI publishes paper on the role of Pakistan’s financial
institutions in preventing transfer of corrupt proceeds
The Royal United Services Institute
(RUSI) published an Occasional Paper
entitled “Security through financial
integrity: Mending Pakistan’s leaky
sieve” on 23 May, which focuses on the
role of Pakistan’s financial institutions in
detecting and preventing the transfer of
the proceeds of corruption.
The RUSI paper identifies the challenges in
relation to the capacity of banks, exchange
control companies and other financial
institutions to prevent, detect and report
suspicious activities that may be related
to corruption. Financial institutions are
advised to share best practices in relation
to identifying higher-risk customers – for
instance, customers operating in industries
known to be particularly susceptible to
criminal infiltration – and establishing the
source of their funds and wealth. As two
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RUSI workshops held in Karachi suggest, this
conversation is still in its infancy, with most
of the banks’ compliance efforts to date
being directed at establishing automated
transaction monitoring processes.
Outside the banking sector, the activities
of exchange companies appear to pose
money laundering risks, states the report.
Unlike banks, the ownership of exchange
companies is opaque and potential links
to politically exposed persons, who pose
higher corruption risks, are impossible
for an outside observer to ascertain. Very
little is known about compliance practices
in the sector and there is evidence that at
least some Pakistani banks are wary of
doing business with exchange companies
due to money laundering risks. These
are exacerbated by the historical ties
of exchange companies with hawala/

hundi businesses, which are known for
moving money surreptitiously. More visible
supervision of exchange companies is
essential, as are enforcement efforts by
the Federal Investigation Agency against
unlicensed hawala/hundi operators.
In regard to the international aspect, the
role played by overseas banks in their
interactions with Pakistani financial
institutions is highlighted. Non-Pakistani
correspondent banks enable Pakistani
banks to make transfers to a wider range of
banks all over the world. With correspondent
banks, including those in London that
were interviewed for the research, being
aware of money laundering challenges
that Pakistan faces, they seek to ensure
that their Pakistani respondent banks have
appropriate AML controls. However, this
does not negate the need for changes.
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Former Credit
Suisse banker
pleads guilty
over “tuna
bond” scandal
Former vice-president of Credit
Suisse Group AG’s global
financing unit, Detelina Subeva,
pleaded guilty to one count of
money laundering conspiracy
before a US district court in
Brooklyn on 20 May, for helping
to launder money from a kickback
scheme involving USD 2 billion in
loans to state-owned companies
in Mozambique, dubbed the “tuna
bond” scandal.
Subeva said that in 2013 her boss,
Andrew Pearse, told her he had
received a USD 1 million kickback in
connection with a USD 372 million
loan to a Mozambican state-owned
company. She said the kickback
came from Privinvest, an Abu Dhabibased company that contracted with
Mozambican state-owned companies.
Subeva said Pearse transferred USD
200,000 of the kickback to her.
Subeva is one of three Credit Suisse
bankers charged by US prosecutors in
January. Pearse is also charged along
with Surjan Singh. Both are fighting
extradition to the US from the UK.
Separately, the US urged South Africa
on 22 May to extradite Mozambique’s
former finance minister Manuel Chang
to the US to face charges related to
the tuna bond scandal, after it was
decided he can be sent to his home
country. Chang has been in custody
since December at the US’ request.
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Roger Ng to face US charges relating
to 1MDB and US rapper charged in
conspiracy alongside Jho Low
The US Department of Justice (DOJ)
announced on 6 May that Malaysian
national Ng Chong Hwa, also known
as “Roger Ng,” was extradited to
the United States from Malaysia on
charges of conspiracy to embezzle
and to violate the Foreign Corrupt
Practice Act’s (FCPA) bribery and
accounting provisions in connection
with a scheme relating to a
Malaysia government-run strategic
development fund, 1Malaysia
Development Berhad (1MDB).
The indictment against Ng, a former
managing director at Goldman Sachs
Group Inc, alleges that between 2009
and 2014, he conspired with others to
launder billions of dollars embezzled from
the development fund, including money
from three bond offerings underwritten by
Goldman Sachs in 2012 and 2013, and that
he conspired to bribe government officials
in Malaysia and Abu Dhabi to obtain and
retain business for the financial institution,
including the bond transactions. In his first
court appearance, Ng pleaded not guilty to
the charges, and is reportedly engaged in
plea negotiations with the DOJ.
In addition to this, the DOJ announced
on 10 May that a US entertainer and
businessman, Prakazrel “Pras” Michel, and
Malaysian financier, Low Taek Jho, also
known as “Jho Low,” were charged in a fourcount indictment in the District of Columbia
for conspiring to make and conceal foreign
and conduit campaign contributions during
the US presidential election in 2012.
The pair were charged with one count of
conspiracy to defraud the US government
and for making foreign and conduit

According to the
indictment, Low directed
the transfer of USD
21,600,000 from foreign
entities and accounts to
Michel for the purpose
of funnelling money into
the US election
campaign contributions. Michel was also
charged with one count of a scheme to
conceal material facts and two counts
of making a false entry in a record in
connection with the conspiracy.
According to the indictment, between June
and November 2012, Low directed the
transfer of USD 21,600,000 from foreign
entities and accounts to Michel for the
purpose of funnelling significant sums of
money into the US presidential election. To
facilitate the excessive contributions and
conceal their true source, Michel paid USD
865,000 of the money received from Low to
about 20 straw donors, or conduits, so they
could make donations in their names to a
presidential joint fundraising committee.
Low was indicted previously, along with
Ng in the Eastern District of New York for
conspiring to launder billions of dollars and
to violate the FCPA relating to 1MDB.
Meanwhile, Tommy Thomas, Malaysia’s
attorney general, said in a statement on 7
May that the US will soon remit USD 139
million to Malaysia linked to the sale of a
stake in New York City’s Park Lane Hotel
allegedly bought using 1MDB funds.
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Romania votes against emergency ordinances, Dragnea
sentenced and other corruption related developments
On 26 May, the referendum initiated
by Romania’s president Klaus Iohannis
passed the minimum threshold with 80
percent of voters choosing to forbid the
government from issuing emergency
ordinances on criminal penalties
and the pardoning of sentences for
corruption. The Constitution will now
have to be amended for the result of the
referendum to become law and any new
legislation on these issues will have to
take into account the outcome.
On 27 May, after a long delayed judicial
process, the High Court sentenced president
of the Chamber of Deputies, and Romania’s
most powerful politician, Liviu Dragnea,
to over three years in prison, for hiring of
fictitious civil servants that were actually
working for the Social Democratic Party
(PSD). Dragnea was subsequently arrested.

Meanwhile, also on 26 May, the ruling
Social Democrat Party (PSD) and the Liberal
Democrats (ALDE), their junior coalition
partners, suffered a clear defeat in the
European Parliament elections. PSD came
second followed by a recently formed alliance
of anti-establishment parties (USR+) that
ran on an anti-graft agenda. The National
Liberals (PNL), the main opposition party,
came first with 27 percent of the vote.
Given the unprecedented defeat of the PSD
coalition, the government is expected to
soften its attitude towards the judiciary and
independent magistrates. A new governing
majority is possible if the opposition brings
down the current government.
Then, on 29 May, the judicial committee of
the Romanian Senate approved the request
of the National Anti-Corruption Directorate to
lift immunity from prosecution from former

The judicial committee
of the Romanian Senate
approved the request
of the National AntiCorruption Directorate
to lift immunity from
prosecution from former
prime minister Calin
Popescu Tariceanu
prime minister Calin Popescu Tariceanu,
currently the president of the Senate. If the
Senate plenary votes in favour of the request,
Tariceanu could be investigated for an alleged
USD 800,000 bribe paid by Fujitsu Siemens
Gmbh Austria in 2014. The Senate vote may
take place at the start of June.
Photo: Financial Times

Israeli construction firm Shikun & Binui and its senior
executives face bribery charges
The Lahav 443 unit of the Israeli Police,
which deals with fraud investigations,
and the Israel Securities Authority
(ISA) announced on 26 May that it has
completed an investigation into an
extensive bribery case – named Case
1445 – involving Shikun & Binui Ltd, the
largest construction firm in Israel, and
that there are sufficient grounds to bring
a prosecution against the company, its
business units and senior executives.
Prior to its sale in August 2018, Shikun &
Binui was majority-owned by Arison Group,
which in turn is controlled by American-

Israeli billionaire Shari Arison. Arison was
reportedly among the individuals charged.
Investigations began in February 2018. At the
time, the company said that four current and
former employees of a foreign subsidiary
had been detained for questioning by Israeli
police on suspicion of bribery in Africa. The
alleged offences include bribery of a foreign
government official, misrepresentation of
corporate documents, conspiracy, disruption
of legal proceedings, money laundering and
misreporting to authorities between 2008
and 2016. The ISA said the investigation
focused in particular on Kenya, where the

company is alleged to have been involved in
the payment of tens of millions of shekels
in bribes, resulting in the award of contracts
worth hundreds of millions of shekels.
Bribes were allegedly paid directly or through
other companies, including via AG SBI, a
Swiss company owned by Shikun & Binui.
The investigation was reportedly undertaken
in cooperation with the Kenyan anticorruption unit in Nairobi which was involved
in the interrogation of 50 suspects, including
19 Kenyan public servants. The investigation
file will be transferred to the State Attorney’s
Office, for review and a final decision.
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Criminal complaint filed against
Credit Suisse over “tuna bond” loans
Switzerland-based advocacy group,
Public Eye, announced on 29 April
that it has filed a criminal complaint
with the Office of the Attorney
General (OAG) in Bern against Credit
Suisse, over alleged fraud in the
arrangement of USD 2 billion of loans
to Mozambique.
Public Eye states that the public debt of
Mozambique rocketed due to loans of
over USD 2 billion that were subject to
embezzlement, half the sum of which was
granted by Credit Suisse’s UK subsidiary.
“There are sufficient indications to justify
the opening of criminal proceedings in
Switzerland to determine the responsibility
of the Zurich-based parent company in
the granting of the loans and in relation to

payments suspected of being corrupt,”
states Public Eye. With its criminal
complaint, Public Eye is calling on
the Office of the Attorney General to
investigate whether Credit Suisse Group
AG fulfilled its corporate responsibility
to oversee its subsidiary and prevent
unlawful conduct as required of
companies by the Swiss criminal code.
In December, the US Department of
Justice indicted eight individuals in
connection with the case, notably for
their involvement in the corruption and
money laundering scheme. Alongside
Mozambique’s former minister of
finance, three former senior managers
of Credit Suisse International are being
investigated in the case.

The Independent Office for Police
Conduct investigates officers from
Scotland Yard’s anti-corruption unit
Eight officers and one member of
staff in Scotland Yard’s anti-corruption
unit are being investigated on
suspicion of abusing their positions
to affect ongoing investigations, the
Independent Office for Police Conduct
(IOPC) announced on 21 May.
The investigation by IOPC into the nine
employees at the Directorate of Professional
Standards (DPS) will focus on 21 allegations
of misconduct relating to 25 internal
investigations at Scotland Yard. The officers
investigated range in rank from chief
inspector and chief superintendent.

The allegations include interfering in
investigations to lower the severity of
charges against an officer, assisting
an officer accused of wrongdoing
despite a conflict of interest, and failing
to properly engage with evidence and
abuse of process while conducting an
investigation.
The investigation is also considering the
culture within the institution as well as the
existence of systemic issues within DPS
processes that hinder the anti-corruption
unit’s performance.

Three gardaí
arrested in
corruption
investigation
A superintendent, an inspector,
and another member of the gardaí,
Irish police force, were arrested on
16 May as part of an investigation
into alleged corruption in public
office. Deputy commissioner John
Twomey said three members of the
force are in custody and that the
force is committed to investigating
any alleged wrongdoing.
The arrests were made in the
course of an operation led by the
Assistant Commissioner, Special
Crime Operations (SCO), and
involving personnel attached to the
Garda National Bureau of Criminal
Investigation (GNBCI) and the Garda
National Drugs & Organised Crime
Bureau (GNDOCB).
Gardaí said the superintendent had
been arrested for suspected breach
of Section 62 of the Garda Síochána
Act, which relates to the disclosure
of information obtained in the course
of carrying out duties. The inspector
was arrested for suspected breach of
provisions of the Misuse of Drugs Act,
and a member of the rank had been
arrested for suspected conspiracy to
pervert the course of justice.
Meanwhile, local media reported on 8
May that an anti-corruption unit in the
gardaí will be in operation by the end
of the year, according to commissioner
Drew Harris. The new unit will
investigate members of the force
suspected of criminal activity.
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EU investigates alleged match-fixing
in Spanish football’s top divisions
Europol announced that the Spanish
National Police (Policía Nacional)
searched eight houses in six
provinces across Spain on 28 May
in connection with match-fixing,
money laundering and criminal gangs.
Spanish law enforcement officers
arrested eleven people, including
current and retired football players
and senior club figures, and seized
EUR 100,000 in cash.
Operation Oikos established that those
under investigation made deals with
different football players to fix at least
three games in Spain’s top football
divisions. The criminal network selected
matches to fix and approached players to
take part in the scam. To make the most
money possible, the criminals placed
combined bets on half-time results or on
the number of corners. Once the matchfixing deal had been organised, a payment
was made – in cash – in two instalments,

one before the game and the other once
the agreed result had been achieved.
Spanish media reported that those
arrested include former Real Madrid
and Spain player Raúl Bravo, Agustín
Lasaosa, the Huesca president, and
several others connected with the club.
“Match-fixing has reached extensive
proportions and sports manipulation
knows no borders; that is why a
coordinated international response is
required to tackle it,” stated Europol.

Italian PM intervenes in corruption
scandal that threatened coalition
Junior transport minister, Armando
Siri, from Matteo Salvini’s League,
has been dismissed over corruption
allegations after Italy’s prime
minister, Giuseppe Conte, intervened
in a dispute between the Italian
government’s coalition partners on 8
May by recommending Siri step down.
Siri, who is being investigated over
allegations that he took bribes from a wind
farm entrepreneur who has been linked
to the Sicilian Mafia in return for pushing
renewable energy policies, became a point
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of conflict between Salvini and Luigi Di
Maio, the leader of his coalition partner the
Five Star Movement. Conte belongs to no
party and presents himself as the mediator
between the two coalition partners. Siri
denies the allegations.
Relations between Five Star and Salvini’s
League have grown increasingly
fraught in the run-up to European Union
parliamentary elections on 26 May, the
results of which could potentially reverse
the balance of power within the coalition.

Two convicted
for bribing
college
basketball
coaches
The chief executive of a fledgling
sports management company,
Christian Dawkins, and a former
Adidas AG employee, Merl Code,
were convicted by a jury in a
Manhattan federal court on 8
May for bribing college basketball
coaches in exchange for those
coaches’ exerting influence over
the student-athletes that they
coached in order to retain the
services of Dawkins and a new
sports management business
that he had recently started.
Dawkins was found guilty of
bribery and conspiracy to commit
bribery from efforts to lure clients
to the company he founded. Code
was convicted on a single count
of conspiracy to commit bribery.
Dawkins and Code were both
previously convicted for their roles
in a scheme to defraud an Adidassponsored university by funnelling
payments from Adidas to the family of
a high-school college basketball player
and then concealing those payments
from the school. Dawkins and Code
were acquitted of the other charges in
the indictment.
Three former assistant coaches
charged in the case — Arizona’s
Book Richardson, Oklahoma State’s
Lamont Evans and USC’s Tony Bland
— had previously pleaded guilty to
involvement in the scheme as part of
deals with US prosecutors.
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Telefônica Brasil S.A. fined by the
SEC over World Cup hospitality
The US Securities and Exchange
Commission (SEC) fined Telefônica
Brasil S.A. USD 4.1 million on 9 May
for providing football tickets and
hospitality to government officials
who were directly involved with, or
in a position to influence, legislative
actions, regulatory approvals, and
business dealings involving the
company, in violation of the Foreign
Corrupt Practice Act (FCPA).
According to the SEC, Telefônica Brasil paid
USD 5.1 million to buy 2014 World Cup tickets
and USD 428,000 for 2013 Confederations
Cup tickets, which were not accurately
reflected in Telefônica Brasil’s books and
records, booking the costs as “Publicity
Institutional Events” and “Advertising &
Publicity.” The company also failed to devise
and maintain a sufficient system of internal
accounting controls. This conduct arose in an
environment in which the company failed to
adequately enforce its corporate anti-bribery
and anti-corruption policies.
In total, Telefônica Brasil provided World
Cup tickets and related hospitality to 93
government officials and Confederations

Telefônica Brasil paid
USD 5.1 million to
buy World Cup tickets
and USD 428,000 for
Confederations Cup
tickets, which were not
accurately reflected in
its books and records
Cup tickets and related hospitality to 34
government officials. Brazil hosted both
tournaments.
Telefônica Brasil settled without
admitting or denying the SEC’s findings,
which were resolved via an internal
administrative order. The SEC’s
settlement took into account Telefônica
Brasil’s remedial action and cooperation,
which saw the company enhance
its internal accounting controls and
compliance functions and the adoption
of a new anti-corruption policy and
compliance structure.

Iranian court sentences president’s
brother for corruption
Hossein Fereidoun, the brother of
Iranian president Hassan Rohani, was
sentenced to prison on 4 May by a court
on charges of corruption, according to
Iranian media.
Fereidoun, who is considered to be a close
confidant of the president, was arrested

in 2017 and released on bail over the
corruption allegations. Iran’s semi-official
ISNA news agency has reported that
Fereidoun will be able to appeal. Rohani’s
supporters have suggested that the
corruption case against Fereidoun is part
of efforts by hardliners to undermine the
Iranian president.

Executive
pleads guilty
to charges
relating to
Venezuela
bribery
scheme
The US Department of Justice
announced on 29 May that Jose
Manuel Gonzalez Testino, a
dual US-Venezuelan citizen who
controlled multiple US-based
companies has pleaded guilty
for his role in the Petroleos de
Venezuela S.A. (PDVSA) foreign
bribery scheme. The case
involves bribes paid to PDVSA
officials — Venezuela’s stateowned and state-controlled
energy company — and its
Houston based subsidiary Citgo
Petroleum Corporation, to secure
and retain energy and logistics
contracts.
Gonzalez pleaded guilty to one count
of conspiracy to violate the Foreign
Corrupt Practices Act (FCPA), one
count of violating the FCPA and one
count of failing to report foreign
bank accounts. Gonzalez admitted
that beginning in November 2012
and continuing until at least June
2013, he and a co-conspirator paid
at least USD 629,000 in bribes to
Cesar Rincon David Godoy, the former
general manager of Bariven, PDVSA’s
procurement subsidiary. Gonzalez
also admitted to making bribe
payments to several PDVSA officials
who were based in Houston and
employed by Citgo.
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France recommends former IAAF president face trial
over corruption, files charges against CEO of BeIN
media, and charges Paris Saint-Germain chief
France’s financial prosecutor
recommended on 20 May that the
former president of world athletics
ruling body the International
Association of Athletics (IAAF), Lamine
Diack, and his son Papa Massata Diack,
stand trial for alleged corruption and
money laundering. The indictment
accuses Diack and his son of a host of
illicit practices, including bribe taking
and money laundering, with the active
involvement of international athletes
and their federations.
Lamine Diack was also put under formal
investigation in 2015 on suspicion of
receiving bribes to cover up doping violations
by Russian athletes. The investigative judge
has three months to decide whether Diack
and his son should stand trial.

According to the prosecutors, Diack and
his son, who oversees a sports consulting
business called Black Tidings, solicited
payments from athletes, either directly
or indirectly, in exchange for covering up
positive doping tests.
Meanwhile, French prosecutors also filed
bribery charges against Yousef al-Obaidly,
CEO of beIN media group this month,
over alleged attempts to bring the World
Track and Field Championships to Qatar.
Prosecutors allege that he is connected
to allegations that USD 3.5 million was
paid by a Qatari investment fund to a
company owned by Papa Massata Diack.
The two payments from Oryx Qatar Sports
Investments, an investment fund linked
to the Qatari government, were made to
Pamodzi Sports Marketing in 2011.

In addition to this a French judge charged
the president of Paris Saint-Germain (PSG)
football club, Nasser Al-Khelaifi, with
corruption on 23 May, as part of an inquiry
into the bidding process for the 2017 and
2019 athletics World Championships. A
French judicial official said the preliminary
charge of “active corruption” was filed
against Khelaifi, also the chair of the beIN
media group, in relation to the payment of
USD 3.5 million to an IAAF official.

Former managing director of J.P. Morgan Securities
(Asia Pacific) Limited charged with bribery
Hong Kong’s Independent Commission
Against Corruption (ICAC) announced
on 16 May that Catherine Leung KarCheung, a former managing director of
J.P. Morgan Securities (Asia Pacific)
Limited (JPMS), has been charged
with bribing the chairman of a logistics
company, employing the chairman’s
son with the bank in exchange for the
chairman showing favour to the bank in
the engagement of investment banks or
institutions for the initial public offering
(IPO) of the company.

Prevention of Bribery Ordinance. The
defendant was a managing director at JPMS,
a subsidiary of JPMorgan Chase & Co (JPM),
where she was responsible for sourcing
business for JPMS, JPM and its affiliates.

Leung faces two charges of offering an
advantage to an agent, contrary to the

One of the charges alleges that on 19
January 2010, the defendant offered to
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According to the ICAC, around 2007, JPMS
began to hire candidates referred by its
clients or potential clients under the client
referral programme. Senior staff at or above
the rank of executive director or managing
director could refer candidates to JPM or
JPMS for the post of analyst or associate.

the chairman of the logistics company
an advantage, namely a contract of
employment for the chairman’s son with
JPMS, as a reward for the chairman
showing favour to JPMS in the engagement
or employment of investment banks or
institutions for the IPO of the company.
The other charge alleges that between
28 June 2010 and 28 October 2011, the
defendant offered to the chairman of the
logistics company an advantage, namely the
employment of his son with JPMS, for the
same purpose.
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African National Congress retains power in South Africa
The African National Congress (ANC)
and president Cyril Ramaphosa
celebrated its victory in the national
elections in South Africa on 11 May,
despite gaining the lowest ever
parliamentary majority. Ramaphosa has
vowed to purge his party of “bad and
deviant tendencies” and said he will not
appoint leaders who work “to fill their
own pockets.”
Low voter turnout of 65 percent is believed to
reflect the frustration of many South Africans
after corruption scandals around the ANC that
led former president Jacob Zuma to resign
in 2018. The results saw the ANC gain 58
percent of the votes, which is the first time the
party’s share has fallen below 60 percent in
national elections. After the election victory,

from official positions. The ANC’s list of
candidates for the new parliament includes
allies of former president Zuma who is
currently on trial for corruption. Ramaphosa
has already appointed a veteran lawyer to
lead a newly formed anti-graft unit.
Photo: Sky News

Ramaphosa told supporters: “We are going
to end corruption whether they like it or not.”
The revelations by a government commission
investigating graft, “must be things of the
past,” the president said.
Ramaphosa made a high-profile pledge
before the vote to bar the corrupt in his party

The presidency has confirmed that
Hermione Cronje will lead the Investigating
Directorate, an arm of the National Director
of Public Prosecutions, which is tasked with
investigating serious and complex corruption.
Separately, the corruption trial of former
South African president Zuma has been
postponed this month until October, after
Zuma asked the case to be dropped over
political interference and an “overzealous”
investigation into his wrongdoing.

UN Assistance Mission in Iraq extended by one year
The UN Security Council extended
the UN Assistance Mission in Iraq
(UNAMI) for one year on 21 May in light
of the “manifold” challenges facing
the country, including the scourge of
corruption, which was described by
Jeanine Hennis-Plasschaert, head of
the UNAMI as being “pervasive at all
levels in Iraq [...] taking money that
should be spent on public services [and]
placing it instead in private pockets,”
deterring economic activity and
hindering business development.
A full year after national elections, it was
recognised that ministerial appointments
have yet to be made to the key posts in
Iraq, including interior, defence, justice and
education. Iraqi authorities, institutions,
mechanisms and systems also continue to
struggle with deep rooted problems, often
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hampering swift and robust responses from
the government to pressing needs, such as
reconstruction, development and security.
Among the dominant security concerns
raised were returning ISIL-fighters from
Syria to Iraq, along with their families, and
the issue of armed actors operating outside
State control, engaged in illegal or criminal
activities and exerting economic and social
influence throughout the country. The
Security Council unanimously adopted a
resolution in which it decided to extend the
mandate of UNAMI until 31 May 2020.
Seperately, according to local media reports,
Iraq Parliament’s Integrity Commission
revealed on 13 May possible corruption
associated with contracts between state-run
Basra Oil Company and two international
firms over the purchase of loading arms.

The contracts between the parties are
reported to be valued at USD 126 million,
while the actual price should not have
exceeded USD 40 million, the Commission
is reported to have explained in a statement
seen by Kurdistan24. The two international
companies have not been named. The case
is expected to be presented to a judge to
take appropriate legal action.
Separately, local media reported on 15 May
that Iraq’s Parliament is planning to establish
a special committee to fight corruption,
according to parliamentary sources. In
addition to this, the Integrity Commission
discussed possible amendments to the
draft law on recovering assets of the country
on 28 April. The inclusion of a new item
in the draft law was proposed concerning
a requirement to report to the public on a
quarterly basis about the assets recovered.
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Kyrgyzstan
committee
chair resigns
amid corruption
allegations

Glencore
investigated
by CFTC over
possible corrupt
practices

Microsoft
discloses
cooperation with
US over FCPA
compliance

Kyrgyzstan’s presidential press
service reported on 15 May that
the chairman of Kyrgyzstan’s
State Committee for National
Security (UKMK), Idris Kadyrkulov,
has resigned amid widespread
allegations of corruption. President
Sooronbai Jeenbekov has accepted
Kadyrkulov’s resignation.

Glencore Plc announced on 25
April that it has been informed
that the US Commodity Futures
Trading Commission (CFTC) is
investigating whether Glencore
and its subsidiaries may have
violated certain provisions of the
Commodity Exchange Act and/
or CFTC Regulations through
corrupt practices in connection with
commodities.

Microsoft disclosed its cooperation
with US authorities in relation to
the Foreign Corrupt Practices Act
(FCPA), in a quarterly filing with
the SEC on 24 April. “Specifically,
we have been cooperating with
authorities in the U.S. in connection
with reports concerning our
compliance with the Foreign
Corrupt Practices Act in various
countries,” states the filing.

Glencore understands that the CFTC’s
investigations are at an early stage and
have a similar scope in terms of subject
matter as the ongoing investigation by
the DOJ. Glencore announced in July
2018 that it had received a subpoena
from the DOJ requesting documents on
compliance with the US Foreign Corrupt
Practices Act and money laundering
statutes, related to the company’s
business in the Democratic Republic of
Congo, Venezuela and Nigeria.

Microsoft’s disclosure appears within a
broader discussion about competition
and trade sanctions risks. “Operations
outside the U.S. may be affected by
changes in trade protection laws,
policies, and measures, sanctions, [...].
We may be subject to legal liability and
reputational damage if we sell goods
or services in violation of U.S. trade
sanctions on countries such as Iran,
North Korea, Cuba, Sudan, and Syria,”
states Microsoft’s filing.

Kadyrkulov is reported to have issued
a statement that he resigned to end
allegations that he was “interested in a
certain result of investigations launched
into purchase of blank biometric
passports” from a foreign country
by Kyrgyzstan’s State Registration
Service (MKK). In February, the MKK
announced that Lithuanian company,
Garsu Pasaulis, had won a tender to
print biometric passports for Kyrgyzstan,
but the results were cancelled and an
investigation launched into irregularities
that allegedly bolstered the firm’s bid.

Initiative to fight corruption in Bosnia and Herzegovina
The EU launched on 16 May a
EUR 2.2 million initiative to fight
corruption and organised crime in
Bosnia and Herzegovina. The project
called EU4Justice aims to increase
cooperation between facets of the
criminal justice system in Bosnia
in order to improve the country’s
response to serious crime.
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French Ambassador to Bosnia and
Herzegovina, Guillaume Rousson, said at
the launch of the initiative that in light of
the upcoming opinion from the European
Commission on Bosnia and Herzegovina’s
membership application, many EU member
states, especially France, are taking a keen
interest in the area of Rule of Law which
the project supports.

Over the next two years the new project
will work to strengthen the supervision
and control of prosecution offices and
to increase the capacity, resources, and
control of the Office of the Disciplinary
Council in Bosnia and Herzegovina,
according to the EU’s press release.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2019

PRESS & MEDIA | BRIBERY | CORRUPTION
TECHNICAL UPDATES

The Sentry publishes a report on an investment bank
linked to former president of the DRC
The Sentry published a new report
entitled “Covert capital: The Kabila
family’s secret investment bank” on
22 May, which details the findings of
an investigation into the activities of
an investment bank linked to former
president of the Democratic Republic of
the Congo, Joseph Kabila.
In addition to maintaining extensive links to
a bank run by members of Kabila’s family,
Kwanza Capital reportedly participated
in multiple acquisition attempts in
the Congolese banking sector. These
attempts involved a host of individuals
and companies, including a Swiss-Angolan
financier, a Chinese conglomerate, and a
lawyer formerly affiliated with the French
office of a US-based law firm. While each
attempt to take over a bank failed, a review
of Kwanza Capital’s financial records and
those of its minority shareholder reveals
indicators of money laundering states the

report, as well as signs these companies
may have received millions of dollars in
misappropriated funds from the Congolese
government. In total, the records reviewed
by The Sentry indicate that as much as USD
140 million may have circulated through
these accounts and that they appear to have
functioned as a source of cash for family
and friends of former president Kabila.
The recommendations in the report include:
• Targeted sanctions: The US and EU should
investigate and, if appropriate, impose
targeted sanctions pursuant to existing
Congo sanctions authorities against
members of former president Kabila’s
network and others in connection with the
transactions described in the report; and
• Bank due diligence: US and international
financial institutions should employ a
range of actions to improve due diligence

The Sentry
recommends that
institutions take followup actions if they have
processed transactions
in connection with the
individuals and entities
outlined in this report
on transactions involving Congolese
companies and PEPs or individuals known
to operate on their behalf. The Sentry also
recommends that these institutions take
follow-up actions if they have processed
transactions in connection with the
individuals and entities outlined in this
report and that Congolese correspondent
banking partners should more robustly
conduct enhanced due diligence.

The trial of Cristina Fernández de Kirchner begins
The trial of Argentina’s former president
Cristina Fernández de Kirchner began
before a Buenos Aires court on 21 May,
over accusations that she led a criminal
organisation and received kickbacks
from the construction companies of
Lázaro Báez.
The trial, which could last for a year, will
address multiple corruption allegations
dating from Fernández’s two terms as
president from 2007 to 2015, which include
accusations that she received kickbacks
from construction firms that got lucrative
sweetheart deals on projects. Lázaro Báez,
an associate of her deceased husband and
predecessor Néstor Kirchner, is believed
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to have won more than 50 lucrative public
works contracts worth about USD 1 billion in
the Patagonian province of Santa Cruz where
Néstor Kirchner launched his political career.
Fernández announced this month that she
will run for vice president in the October
elections. Fernández insists that the case is
a “smokescreen” and an “act of persecution”
aimed at undermining her coalition’s
presidential bid this year.
There are four more cases against
Fernández due to go to trial, including those
known as “Los Sauces” and “Hotesur,”
which both refer to properties in Patagonia
owned by Fernández’s family. The cases

concern accusations that Báez and others
rented the properties in return for public
works contracts, as well as being used for
money laundering. The other two cases
concern Fernández’s alleged role in the
authorisation of the sale of US dollar futures
contracts at below-market rates in 2015,
and allegations of covering up a deal to
protect those accused in the bombing of
a Jewish community centre in 1994 in
return for improved trade with Iran. Of the
remaining cases, which are at earlier stages
of the legal process, the most serious is the
“bribery notebooks,” which concerns a set of
journals that detail the kickbacks received
from Argentine companies to officials in
Fernández’s government.
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Guatemala prosecutors investigate
minister, presidential candidate and
deputies over state capture
The International Commission
against Impunity in Guatemala
(CICIG) and the Special Prosecutor’s
Office against Impunity of the Public
Ministry announced on 6 May that
preliminary injunctions have been
launched against Guatemala’s
minister of economy Acisclo
Valladares Urruela, presidential
candidate Estuardo Ernesto Galdámez
Juárez and six deputies of Congress,
on suspicion of corruption.
The joint statement from the CICIG and
the Special Prosecutor’s Office explains
that those accused had overseen the
approval and distribution of bribes worth
USD 7.5 million for 62 deputies between
2012-2015 during the administration of
former president Otto Pérez Molina.

Separately, Spanish prosecutors are
reported to have arrested five people
who are suspected of being involved in
payoffs by a Barcelona port operations
company to Guatemala’s former
president Otto Pérez Molina and vice
president Roxana Baldetti, according to
local media reports on 8 May. The case
concerns the alleged payment between
2012 and 2015 of USD 30 million in
bribes by the Barcelona company for a
contract to build and operate a container
terminal in Puerto Quetzal.
Prosecutors are also investigating the
alleged payment of EUR 10 million in
2016 to a Spanish police commissioner
to stop the extradition of the CEO of
Grup Maritim Terminal de Contenedores
de Barcelona to Guatemala.

Wife of Ukraine president reportedly
bought flat for half the market rate
According to a Reuters exclusive
published on 1 May, the wife of
Ukrainian president-elect Volodymyr
Zelenskiy, Olena Zelenska, allegedly
bought a luxury apartment for less
than half the market rate from
business tycoon Oleksandr Buryak,
according to official records.
In a statement issued after Reuters reported
the apartment deal, Zelenskiy’s campaign
office said all Ukrainian taxes and fees had
been paid and that the apartment’s price
was consistent with the then market level.

Buryak is a former member of the
Ukrainian parliament who, with
his brother Sergei, was controlling
shareholder in Ukrainian lender
Brokbiznesbank from at least 2010 until
they sold the majority stake in mid2013, according to data from Ukraine’s
securities and exchange commission
and a disclosure statement from the
bank. Unnamed former Brokbiznesbank
executives are under investigation on
suspicion that they embezzled money
from the bank, according to court
documents, states Reuters.

Guatemalan
court rejects
candidacy
of former
prosecutor in
presidential
election
A Guatemalan court barred on 15
May former prosecutor Thelma
Aldana’s candidacy in Guatemala’s
upcoming presidential election,
on the grounds that she lacked a
document accrediting that she did
not have any outstanding accounts
after having been responsible for
public funds during her time in
office. Aldana is known for her
work to combat corruption. The
rejection of her appeal means
at least two of the top three
candidates in the polls will not
appear on the ballot.
Zury Ríos Sosa, the daughter of former
dictator Efraín Ríos Montt, has been
ruled ineligible due to a constitutional
clause on relatives of former leaders
running for president. Mauricio Radford
has been barred for having an ongoing
corruption case against him. Mario
Estrada has been denied candidacy
after he was arrested in the US on drug
trafficking charges. Former first lady
Sandra Torres is also awaiting a court
ruling on whether she will be able to run
after allegations of illicit party financing
dating back to a 2015 presidential bid.
The 16 June election will pick a
successor to president Jimmy Morales,
who is constitutionally prohibited from
seeking a second term.
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Turkey to rerun
Istanbul’s
mayoral
election
Turkey’s Supreme Electoral Council
nullified on 6 May the results
of Istanbul’s mayoral election
held on 31 March, which saw the
opposition’s Ekrem Imamoglu defeat
the ruling party’s candidate, former
prime minister Binali Yildirim.
President Recep Tayyip Erdogan
praised the decision to repeat the
election, which his party the Justice
and Development party (AKP) lost,
saying a new vote would remove
the shadow cast by allegations of
organised corruption.
The decision to rerun the mayoral
election has outraged the opposition,
with the head of Imamoglu’s Republican
People’s party (CHP) accusing the
electoral board of colluding with the AKP.
Imamoglu’s surprise victory, by a margin
of 13,000 votes out of 10 million eligible
voters, marked the first time in 25 years
that Erdogan’s AKP or its predecessors
had failed to win control of Istanbul. The
new election will be held on 23 June.

Kenya arrests
75 tax officials
over alleged
corruption
The Kenya Revenue Authority
(KRA) issued a statement on 10
May explaining that 75 Kenyan tax
agency staff have been arrested on
suspicion of abetting tax evasion
and facilitating access to services
through bribery and corruption.
The practices in question include
facilitation of irregular/fraudulent
clearance of cargo, fraudulent
amendment of tax returns to help
individuals evade taxes and the irregular
issuance of tax compliance certificates.
Of those arrested, 61 are from Domestic
Taxes Department and 14 are from
the Customs and Border Control
Department. The bulk of the cases
concern staff based in Nairobi.
The arrests are part of the KRA’s
enhanced anti-corruption push which
has gained momentum following the
establishment of the Intelligence and
Strategic Operations Department.

EUR 840M
bribery suit
against
Deutsche
Bank begins
The EUR 840 million bribery suit
against Deutsche Bank AG brought
by Dutch housing corporation,
Stichting Vestia, began in a London
court on 8 May. Stichting Vestia
accuses Deutsche Bank AG of
being “vicariously liable” for the
bribes paid by Dutch company, First
in Finance Alternatives.
According to the allegations brought by
Stichting Vestia, EUR 1.75 million of the
commission paid by Deutsche Bank to
First in Finance Alternatives was paid to
Vestia’s treasury and control manager
Marcel de Vries, who conducted
Vestia’s derivatives trading. De Vries
and Arjan Greeven, an intermediary
who traded under First in Finance’s
name, were convicted of bribery in the
Netherlands in 2018. Stichting Vestia
claims that Deutsche Bank either knew
or suspected De Vries was benefiting
from fees paid to First in Finance.

Insys Therapeutics founder convicted in bribery scheme
The founder and chairman of Insys
Therapeutics, John Kapoor, was
found guilty on 2 May by a jury in
Boston of bribing doctors to prescribe
a painkiller to patients who did not
need it, in the first criminal conviction
of a pharmaceutical company
executive tied to the opioid epidemic.
Kapoor was also found guilty of
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defrauding insurance companies in
the push to sell Subsys, a spray made
from fentanyl, a synthetic opioid.
According to the allegations, Kapoor
oversaw a marketing strategy at Insys that
hired doctors as speakers at seminars as
cover to pay them more than USD 1 million
to prescribe Subsys to patients who did

not need it. The defendants were also
accused of conspiring to mislead and
defraud health insurance providers who
were reluctant to pay for the drug when
prescribed to patients without cancer.
The company’s former VP of managed
markets, national sales director, and two
sales directors were also convicted.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | MAY 2019

PRESS & MEDIA | BRIBERY | CORRUPTION

Administrators of DeepDotWeb
arrested over dark web kickbacks
Two suspected administrators of a
website known as “DeepDotWeb”
were arrested on 6 May in France and
Israel, Europol has announced. The
US Department of Justice issued a
press release on 8 May that the two
individuals, Tal Prihar and Michael
Phan, have been charged after the
internationally coordinated operation,
supported by Europol, which also
resulted in the DeepDotWeb website
being seized by law enforcement.
The two suspects, both Israeli citizens,
have been charged by a US federal jury with
money laundering conspiracy, relating to
millions of dollars in kickbacks they received
for purchases of fentanyl, heroin and other
illegal goods, by individuals referred to dark
web marketplaces by DeepDotWeb. The
two suspects had allegedly owned and
operated DeepDotWeb since 2013. The
website provided users with direct access
to numerous online dark web marketplaces,
where vendors sold illegal drugs, firearms,
malicious software and hacking tools, stolen
financial information and payment cards.

To conceal the
illegal proceeds,
they transferred the
money to other bitcoin
accounts and to
bank accounts they
controlled in the name
of shell companies
The payments were made in virtual
currency and paid into a bitcoin wallet
controlled by DeepDotWeb. To conceal
the illegal proceeds, they transferred
the money to other bitcoin accounts
and to bank accounts they controlled in
the name of shell companies. In total,
more than 8,150 bitcoins in kickback
payments were received. Due to bitcoin’s
fluctuating exchange rate, the value
of the DeepDotWeb bitcoin wallet
amounted to EUR 7.5 million, when
adjusted for the trading value of bitcoin
at the time of each transaction.

Former chairman of Federal Savings
Bank charged with bribery
Stephen Calk, the former chairman
and CEO of Federal Savings Bank was
indicted on 23 May for allegedly giving
USD 16 million in loans to former Trump
campaign chairman Paul Manafort
in exchange for Manafort’s help in
soliciting a high-level post in the Trump
administration. Calk, who served as a
former campaign adviser to president
Trump, was charged by federal

prosecutors in Manhattan with one
count of financial institution bribery.
Calk pleaded not guilty during a brief
appearance in Manhattan federal court.
Calk’s name came up during Manafort’s
2018 financial fraud trial in Virginia, with
prosecutors alleging that Calk approved
the loans for Manafort in exchange for
help securing a senior post under Trump.

Two pharma
companies
agree to
resolve
kickback
allegations
The US Department of Justice
announced on 25 April that two
more pharmaceutical companies
– Astellas Pharma US Inc and
Amgen Inc – have agreed to pay
a total of USD 124.75 million to
resolve allegations that they each
violated the False Claims Act
by illegally paying the Medicare
copays for their own products,
through purportedly independent
foundations that the companies
used as conduits.
The Anti-Kickback Statute prohibits
a pharmaceutical company from
offering or paying, directly or
indirectly, any remuneration to induce
Medicare patients to purchase the
company’s drugs. This prohibition
extends to the payment of patients’
copay obligations.
Amgen and Astellas each entered
five-year corporate integrity
agreements (CIAs) as part of their
respective settlements. The CIAs
require the companies to implement
measures, controls, and monitoring
designed to promote independence
from any patient assistance
programs to which they donate.
In addition, the companies agreed
to implement risk assessment
programs and to obtain compliance
related certifications from company
executives and board members.
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Former French president faces trial
over alleged illegal election financing
The former president of France, Nicolas
Sarkozy, will stand trial over alleged
illegal financing of his failed 2012
election campaign, following a ruling of
the French Constitutional Court on 17
May. The case centres on accusations
that the UMP, Sarkozy’s political party
at the time, colluded with Bygmalion, a
public relations firm, to hide the actual
cost of his re-election campaign.
It is alleged that Sarkozy avoided strict
legal limits on campaign financing by
having the PR firm invoice the UMP,
rather than his election campaign. The
investigating magistrate found that
Sarkozy had played no role in setting up or
administering the scheme but concluded it
was unlikely he had delegated decisions on
the matter entirely to his staff. Sarkozy has
denied any wrongdoing.
Sarkozy had sought to set aside the
proceedings on the basis he faces “double-
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jeopardy” given his earlier conviction in
2013 for breaching campaign finance
rules, in which he was ordered to pay
EUR 360,000. The Constitutional Court
however ruled that the 2013 conviction
was for different violations and different
amounts to the current proceedings.
Sarkozy has lodged a separate appeal
with France’s top appeals court, the Cour
de Cassation. Should the court decide
against Sarkozy’s appeal, prosecutors
will decide whether to proceed to trial.

Former Honduran president Lobo
investigated over alleged corruption
The anti-corruption unit of the
Honduran mission of the Organization
of American States (OAS) is
reportedly investigating the former
president of the country, Porfirio
Lobo, on suspicion of involvement in
money laundering as part of a wider
investigation into his 2010-2014
administration.
The OAS said the investigation began after
Devis Leonel Rivera, a leader of the “Los
Cachiros” drug cartel, testified in a US
court that he had given money to Lobo’s
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2010 election campaign. Prosecutors in
a case referred to as “Narcopolitica” by
the mission, which implicates a former
cabinet minister, Lobo’s son Fabio and
Rivera on suspicion of laundering drug
money, believe that the laundered funds
passed through 21 public works contracts
for companies established by Los
Cachiros with the ministry for public works.
According to the indictment, the contracts
had a value of USD 2.8 million. Most of the
works were never undertaken. In 2017, a
federal court sentenced Fabio Lobo to 24
years in prison for drug trafficking.

US judge rules
suit accusing
president of
accepting
payments
from foreign
governments
can proceed
A US federal judge ruled on 30
April that Democrats in Congress
can move forward with a lawsuit
accusing president Donald
Trump of violating the law by
accepting gifts or payments from
foreign governments through his
businesses.
US District Judge Emmet Sullivan
denied a motion by Trump to dismiss
the lawsuit filed by 198 members
of Congress. The lawmakers allege
that the president violated the
Constitution’s emoluments clause,
which prevents federal officeholders
from accepting payments from
foreign governments without the
consent of Congress. The provision
is designed to prevent corruption and
foreign influence.
Sullivan said that he found
Trump’s attempt to narrowly define
the emoluments clause to be
“unpersuasive and inconsistent”
and agreed with congressional
Democrats who brought the case
that the clause should be read more
broadly as barring an official from
taking any payment of any kind
whatsoever from a foreign state
without congressional approval.
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China probes
former
chairman of
the securities
regulator over
corruption
The former chairman of China’s
Securities Regulatory Commission,
Liu Shiyu, is the subject of an
investigation by the anti-corruption
agency, the National Supervisory
Commission, according to an agency
statement issued on 19 May.
Liu left the China Securities Regulatory
Commission in January 2019 and is
reported to have turned himself in. He
is reported to be cooperating with the
investigation, in which he is suspected
of violating party discipline and laws. Liu
currently heads the All-China Federation
of Supply and Marketing Cooperatives,
which operates a network of 30,000
agricultural collectives and dates back
to the era of China’s centrally planned
economy. He became chairman of the
Agricultural Bank of China in late 2014.

Former vice
justice minister
Kim Hakeui arrested
over bribery
allegations in
South Korea
Kim Hak-eui, a former prosecutor
who was briefly the vice justice
minister of South Korea in 2013
during the administration of former
president Park Geun-hye, was
arrested on 16 May on allegations
of bribery, including being provided
with prostitutes by a construction
contractor.
Kim is accused of accepting bribes
worth KRW 130 million (around USD
110,000) and sexual entertainment on
over 100 occasions from businessman
Yoon Jung-cheon. Seoul Central District
Court granted an arrest warrant against
Kim after learning of the possibility of
“fleeing and tampering with evidence.”

London court
filing names
Shell and Eni
executives
in Nigerian
bribery suit
The Nigerian government has
accused former president
Goodluck Jonathan and his then oil
minister, Diezani Alison-Madueke,
of accepting bribes and breaking
the country’s laws to broker a
USD 1.3 billion oil deal in 2011, a
London court filing in April shows.
The deal, in which Anglo-Dutch
company Royal Dutch Shell and
Italy’s Eni SpA jointly acquired the
rights to the OPL 245 offshore
oilfield, has resulted in legal cases
in several countries.
In papers advancing a London
commercial court suit against Shell
and Eni, lawyers for the Nigerian
government said Jonathan and AlisonMadueke conspired to receive bribes
and make a profit.

Russian security service head charged for bribery
The head of the financial
counterintelligence branch of the
economic security department of
Russia’s Federal Security Service
(FSB) has been charged for bribery,
according to a report by the RBC
news website on 16 May. RBC quoted
a Moscow military judge as having
said that Colonel Kirill Cherkalin
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received USD 850,000 in 2013-2015
“for acts or inactions in favour of
the bribe-giver and commercial
structures.”
Cherkalin was dismissed from his post
in 2013, after investigative newspaper
Novaya Gazeta published a report showing
his connections to a property in an Italian

lakeside resort valued at between EUR
1-3 million. Two of Cherkalin’s former
colleagues, Dmitry Frolov and Andrei
Vasilyev, have also been arrested on
charges of fraud, according to reports.
They are reportedly accused of stealing
RUB 490 million from a businessman
embroiled in a court battle with the former
deputy mayor of Moscow in 2011.
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Operation Car Wash developments
in Brazil, Peru and Mexico
On 8 May, Brazilian police arrested
three executives from Sao Paulo
bank, Banco Paulista SA, in the latest
phase of Operation Car Wash, over
allegations that the bank was part of a
scheme orchestrated by Odebrecht SA
to launder up to BRL 328 million from
2009 to 2015.
Seperately, the board of Brazilian
petrochemicals producer Braskem SA
approved an agreement with authorities
to pay BRL 410 million to settle its
involvement in the scandal, Braskem said
in a filing on 27 May.
Brazil’s Congress then voted on 28 May
to limit the powers of the country’s most
famous anti-corruption crusader, removing
justice minister Sergio Moro’s financial
oversight authority. The Senate approved
a measure reversing president Jair
Bolsonaro’s effort to move a key financial
watchdog agency from the Economy
Ministry to Moro’s department as part
of an anti-graft drive. Moro led the Car

Wash probe until the end of last year,
when he accepted the justice post after
Bolsonaro’s electoral victory.
In addition to this, prosecutors in
Peru stated on 7 May that they have
gathered evidence implicating former
president Ollanta Humala and his
wife, Nadine Heredia, in the scandal,
alleging that Humala received over
USD 3 million from Odebrecht SA. Also,
in Peru, a judge on 14 May ordered
Susana Villaran, the former mayor of
the Peruvian capital Lima, to 18 months
in pre-trial detention linked to alleged
bribes from Odebrecht SA and OAS.
Separately, Mexico’s attorney general
Alejandro Gertz Manero announced on
6 May that Mexico will launch a criminal
probe into Odebrecht SA within 60 days.
According to a Reuters report on 28
May, Mexican president Andres Manuel
Lopez Obrador is targeting, Emilio
Lozoya, the former chief of state oil firm
Pemex, for alleged financial crimes.

Report on alleged insider trading by
South African investment firm
The Organized Crime and Corruption
Reporting Project (OCCRP) published
an article on 8 May entitled “South
African investment firm looted
pension fund with insider information,”
which alleges that evidence uncovered
shows that investment company
Regiments Capital likely knew about
the forthcoming dismissal of finance
minister Nhlanhla Nene in December
2015 and that the firm profited from
that knowledge by leveraging one of
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its retirement funds for state-owned
railway and transport company
Transnet, which resulted in Transnet’s
50,000 pensioners suffering a
corresponding loss.
The article alleges that “Regiments’ inside
information on Nene’s upcoming firing
allowed Wood [Eric Wood, a director at
Regiments] to capitalize on the inevitable
fallout, specifically by setting up a trade
that would pay off if bond prices fell.”

Switzerland
opens
disciplinary
investigation
into AG over
handling of
FIFA case
The Swiss Federal Council
announced on 10 May that the
Supervisory Authority of the
Federal Public Prosecutor’s Office
(AS-MPC) has decided to open a
disciplinary investigation against
attorney general Michael Lauber
related to his handling of a fouryear investigation into FIFA, over
suspected money laundering in
the World Cup bidding process.
At an extraordinary meeting on 9
May, the AS-MPC decided to open
a disciplinary investigation into
Lauber, the purpose of which is to
clarify possible violations of the
duties of the Attorney General of the
Confederation within the framework
of the FIFA procedural process. In
order to ensure that the inquiry is
objective and fair, the AS-MPC will
appoint an external expert to carry
out the investigation.
Lauber commented in November
that his office was under attack
by defence lawyers following the
allegations made in the Football
Leaks reports that raised questions
about the integrity of his team’s
work. Lauber has also overseen
investigations linked to the PetrobrasOdebrecht affair and 1MDB scandal.
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US-Iran tensions escalate: Iran suspends certain JCPOA
commitments, US sanctions Iran-related trade in metals
The US secretary of state Mike Pompeo issued a
statement on 3 May tightening the restrictions on Iran’s
nuclear program. Starting 4 May, “assistance to expand
Iran’s Bushehr Nuclear Power Plant beyond the existing
reactor unit could be sanctionable,” stated Pompeo,
revoking two Iran sanctions waivers to “prevent Iran
from shortening the time it would take to produce fissile
material for a nuclear weapon.” One waiver had allowed
Iran to store excess heavy water produced in the uranium
enrichment process in Oman, and the other allowed Iran
to swap enriched uranium for natural uranium.
Maja Kocijancic, the High Representative of the EU and the Foreign
Ministers of France, Germany and the UK, issued a statement
on 4 May expressing concern over the US decision not to renew
the waivers and underlined the EU’s commitment to the Joint
Comprehensive Plan of Action (JCPOA), indicating that the
“shareholders are committed to significantly increasing their
financial contributions to INSTEX’s operational budget” to facilitate
trade. The US did renew five waivers for 90 days that allow JCPOA
parties to engage in non-proliferation activities and nuclear
research at three sites – Fordow, Bushehr and Arak – in Iran.
In reaction to this, Iran’s Ministry of Foreign Affairs issued a
statement on 8 May that it had suspended its commitments
under the JCPOA to sell surplus of enriched uranium in exchange
for natural uranium, and to make excess heavy water available
on the open market. Iran said that unless the remaining JCPOA
signatories – Britain, France, Germany, China and Russia – fulfil
their banking and oil commitments to Iran in the next 60 days, Iran
may not respect the current limits on uranium enrichment and may
take measures to modernise the Arak heavy water reactor.
US president Donald Trump issued Executive Order (EO) 13871
on 8 May imposing sanctions on the iron, steel, aluminium, and
copper sectors of Iran subject to a 90-day wind-down period
that will expire on 6 August 2019. The new EO authorises the US
government to designate as a Specially Designated National (SDN)
any person or entity that meets the following criteria:
• Operating in the iron, steel, aluminium, or copper sector of Iran, or
being a person that owns, controls, or operates an entity that is
part of the iron, steel, aluminium, or copper sector of Iran;
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• Knowingly engaging in a “significant” transaction for the sale,
supply, or transfer to Iran of significant goods or services used in
connection with the iron, steel, aluminium, or copper sectors of Iran
on or after 8 May;
• Knowingly engaging in a “significant” transaction for the purchase,
acquisition, sale, transport, or marketing of iron, iron products,
aluminium, aluminium products, steel, steel products, copper, or
copper products from Iran on or after 8 May;
• Materially assisting, sponsoring, or providing financial, material, or
technological support for, or goods or services in support of, any
person designated as an SDN pursuant to the EO; or
• Being owned or controlled by, or having acted or purported to act
for or on behalf of, directly or indirectly, any person designated as
an SDN pursuant to EO 13871.
The new EO authorises the imposition of sanctions on non-US
financial institutions involved in certain financial transactions
involving these metal-related sectors of the Iranian economy.
In particular, the EO authorises the imposition of correspondent
account and payable-through account sanctions on non-US financial
institutions that, on or after 8 May, knowingly conduct or facilitate
any “significant” financial transaction:
• For the sale, supply, or transfer to Iran of significant goods or
services used in connection with the iron, steel, aluminium, or
copper sectors of Iran;
• For the purchase, acquisition, sale, transport, or marketing of
iron, iron products, aluminium, aluminium products, steel, steel
products, copper, or copper products from Iran; or
• For or on behalf of any person designated as an SDN under the EO.
The OFAC’s guidance clarifies that entering into new business that
would be sanctionable under the EO will not be considered winddown activity, and could be sanctioned during the wind-down period.
This new EO is considerably broader than the pre-existing sanctions
on Iran’s industrial metals sector, which have applied since US
secondary sanctions on Iran came back into effect in 2018, notably
section 1245 of the Iran Freedom and Counter-Proliferation Act.
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Assad family funds forfeited in UK
court over sanctions evasion
The UK’s National Crime Agency
(NCA) announced on 21 May that
Aniseh Chawkat, the niece of Bashar
al-Assad, president of Syria, who
received hundreds of thousands of
pounds while studying in London
has forfeited the contents of her UK
bank account following the use of the
account to evade sanctions and hold
funds from the Syrian regime.
Following an NCA investigation, a forfeiture
order was granted at Westminster
Magistrates Court on a sum of GBP
24,668.24 held by Chawkat. Fifty-six cash
deposits were paid into Chawkat’s account
at branches of Barclays across England
during 2017 and 2018, totalling more
than GBP 150,000, despite her having no
identifiable source of income. Chawkat’s
account was made subject to an Account
Freezing Order in November 2018, after the
NCA informed Barclays that Chawkat had
family links to the Syrian regime.
The NCA asserted that this activity is
consistent with the use of an informal
value transfer system which may result

Chawkat’s account was
subject to an Account
Freezing Order, after the
NCA informed Barclays
that Chawkat had links
to the Syrian regime
in the laundering of criminal cash and,
in this particular case, had the effect of
circumventing EU financial sanctions
designed to restrict the use and
availability of Syrian regime funds.
Both Chawkat’s mother, Bushra al-Assad
(also known as Bushra Shawkat or
Chawkat), and her uncle, Bashar al-Assad,
are designated subjects of international
sanctions. Her father, Assef Shawkat,
was Syrian deputy minister of defence
between 2011 and his death in 2012, and
also subject to international sanctions.
The NCA found that Chawkat rented a
London flat for over GBP 60,000 per year.

First cases filed under revived Title III
provision of the Helms-Burton Act
Exxon Mobil Corp issued
proceedings against Cuba’s
state-owned Cuba-Petroleo and
CIMEX Corp in a federal court in
Washington on 2 May to recover
USD 280 million for alleged unlawful
trafficking in confiscated property –
the Standard Oil refinery in Havana
Bay, gasoline stations and other
assets – which has been brought
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under the newly revived Title III
provision of the Helms-Burton Act.
This action follows a lawsuit filed by
two US citizens against cruise operator
Carnival Corporation under Title III of
the Act for alleged trafficking in stolen
properties – port terminals and warehouse
facilities in Santiago de Cuba nationalised
by Castro following the Cuban Revolution.

UK may
ban travel to
designated
areas in
Syria under
the CounterTerrorism
and Border
Security Act
UK home secretary Sajid Javid
announced in a speech on
counter-terrorism to New Scotland
Yard on 20 May that the UK may
impose a travel ban on an area
designated in Idlib and the North
East of Syria under new powers in
the Counter-Terrorism and Border
Security Act 2019.
The Act creates an offence of entering
or remaining in an area that has been
designated by the home secretary,
making it unlawful for a UK national
or resident to travel to or remain there
without a legitimate reason, such as
providing humanitarian aid.
The home secretary may designate an
area if he is satisfied that designation
is necessary to protect the public from
a risk of terrorism. The explanatory
notes explain that “Such a risk may
arise, in particular, if a conflict in a
foreign country, potentially involving a
proscribed terrorist organisation, acted
as a draw to UK nationals or residents
to travel to that country to take part in
the conflict or otherwise support those
engaged in the conflict.”
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US determines persons in defence and security sector of
Venezuelan economy may be subject to sanctions
US secretary of the treasury Steven
T. Mnuchin, in consultation with
secretary of state Mike Pompeo, and
pursuant to Executive Order (EO)
13850, as amended, determined on
10 May that persons operating in the
defence and security sector of the
Venezuelan economy may be subject to
sanctions. In addition, the Department
of the Treasury’s Office of Foreign
Assets Control (OFAC) designated two
companies that operate in the oil sector
of the Venezuelan economy, pursuant
to EO 13850, as amended. The OFAC
has also identified two vessels, which
transported oil from Venezuela to Cuba,
as blocked property owned by the two
companies.
The designations, which according to the
OFAC are a direct response to the National
Intelligence Service’s (SEBIN) illegal arrest of
National Assembly members, are intended
to target those actors who have supported
the defence and intelligence sector, which
includes Venezuela’s oil sector. The
designations are:
• Monsoon Navigation Corporation, based in
Majuro, Marshall Islands, and the registered
owner of the vessel, Ocean Elegance.
• Ocean Elegance is a crude oil tanker (IMO:
9038749) that delivered crude oil from
Venezuela to Cuba from late 2018 through
to March 2019.
• Serenity Maritime Limited, based in
Monrovia, Liberia, and the registered owner
of the vessel, Leon Dias.
• Leon Dias is a chemical and oil tanker
(IMO: 9396385) that delivered crude oil
from Venezuela to Cuba from late 2018
through to March 2019.

the Venezuelan minister of foreign affairs,
and Carol Bealexis Padilla de Arretureta, the
judge in charge of the First Special Court
of First Instance in Control Functions, both
of whom were determined to be current
or former officials of the government of
Venezuela.
Photo: CNN

All property and interests in property of these
entities, and of any entities that are owned,
directly or indirectly, 50 percent or more by
the designated entities, that are in the US or
in possession or control of US persons are
blocked and must be reported to the OFAC.
On 7 May, the OFAC removed sanctions
imposed on former high-ranking Venezuelan
intelligence official Manuel Ricardo
Cristopher Figuera after his public break
with Venezuela’s president Nicolas Maduro.
Figuera, the former director general of SEBIN,
has been delisted because according to
the OFAC he “broke ranks with the Maduro
regime and rallied to the support of the
Venezuelan constitution and the National
Assembly.” The OFAC used the removal of
sanctions against Figuera as an example
that the removal of sanctions is available
for persons designated under EO 13692
or EO 13850, both as amended, who take
concrete and meaningful actions to restore
democratic order, refuse to take part in
human rights abuses, speak out against
abuses committed by the illegitimate
Maduro regime, or combat corruption in
Venezuela.
Prior to that on 26 April, the OFAC
designated, pursuant to EO 13692, as
amended, Jorge Alberto Arreaza Montserrat,

Meanwhile, the United States is reportedly
preparing sanctions and other criminal
measures against Venezuelan officials
involved in the country’s food aid programme
operated by the military, who are suspected
of laundering money for president Maduro’s
government. According to sources quoted
by The Wall Street Journal, multiple US
authorities, including the Treasury, State
and Justice Departments, and the National
Security Council, are involved in designing
the new measures which are intended to
restrict the flow of funds to Maduro and
his allies. The indictments reportedly under
consideration include sanctions and fraudrelated charges. Targeting Venezuela’s
food aid programme would represent a
new departure for the Trump administration
which thus far has imposed sanctions on
specific Venezuelan officials, companies and
other entities.
In addition to this, on 24 May, the US
Commerce Department’s Bureau of
Industry and Security (BIS) issued a final
rule amending the Export Administration
Regulations (EAR) to (1) remove Venezuela
from Country Group B, which affords
favourable treatment for certain exports
of national security-controlled items, and
(2) add Venezuela to Country Group D:1,
which includes countries of national security
concern, and to Country Groups D:2, D:3, and
D:4, which include countries with nuclear,
chemical and biological weapons, and
missile technology concern.
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US reports on Magnitsky Act and
designates 5 individuals and 1 entity
The US Department of State
submitted to Congress the sixth
annual report on the US government’s
actions to implement the Sergei
Magnitsky Rule of Law Accountability
Act (Magnitsky Act) on 16 May.
As part of this report, the State
Department, in consultation with the
Treasury Department, submitted to
Congress a list of five individuals and
one entity determined as meeting the
criteria described in the Act: Ruslan
Geremeyev, Sergei Kossiyev, Abuzaid
Vismuradov, the Terek Special Rapid
Response Team, Gennady Karlov, and
Yelena Trikulya.
Among the new names added to the list
this year are those deemed responsible for
gross human rights violations, including the
extrajudicial killing of Russian opposition
leader Boris Nemtsov, and the torture and
extrajudicial killings of LGBTI persons in
the Republic of Chechnya. The US has
also designated two individuals for having

The US has now
sanctioned 55
individuals and groups
under the 2012
Magnitsky Act
participated in efforts to conceal the legal
liability of the detention, abuse, or death
of Sergei Magnitsky. The US reiterates its
call for the Russian Federation to bring to
justice those responsible for his detention,
abuse and death.
The individuals have also been added
to the Office of Foreign Assets Control’s
List of Specially Designated Nationals
and Blocked Persons. The Magnitsky Act
also renders listed individuals ineligible to
receive a visa to enter the US and ineligible
to be admitted to the US. The US has now
sanctioned 55 individuals and groups
under the 2012 Magnitsky Act.

US extends sanctions on Syria
The US announced on 8 May that it is
continuing its sanctions on Syria for
one year by extending the national
emergency declared in Executive
Order 13338, as amended, due to the
regime’s brutality and repression of
the Syrian people, including the use
of chemical weapons, and policies
supporting terrorist organisations,
and obstructing the Lebanese
government’s ability to function,
which continue to foster the rise of
extremism and sectarianism.
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The White House press release explains
that the United States condemns the
Assad regime’s use of brutal violence
and human rights abuses.
The US calls on the Assad regime to
stop violence against the Syrian people,
uphold existing ceasefires, enable the
delivery of humanitarian assistance,
and allow a political transition in Syria
that will forge a credible path to a
future of greater freedom, democracy,
opportunity, and justice.

EU renews
Syria
sanctions
for one year
and updates
listings
The Council of the European Union
extended EU restrictive measures
against the Syrian regime until 1
June 2020 on 17 May. In line with
the EU strategy on Syria, the EU
decided to maintain its sanctions
“against the Syrian regime and its
supporters as the repression of
civilian population continues.”
The Council removed five deceased
persons from the list, as well as one
entity which ceased to exist and one
entity for which there were no longer
grounds to keep it under restrictive
measures. The list now includes 270
persons and 70 entities targeted by a
travel ban and asset freeze for being
responsible for the violent repression
against the civilian population in Syria,
benefiting from or supporting the
regime, and/or being associated with
such persons or entities.
More broadly, sanctions currently
in place against Syria include an
oil embargo, restrictions on certain
investments, a freeze on the assets
of the Syrian central bank held in the
EU, export restrictions on equipment
and technology that might be used
for internal repression as well as on
equipment and technology for the
monitoring or interception of internet or
telephone communications.
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NK cargo vessel seized by US in
connection with sanctions violations
The US Department of Justice (DOJ)
announced on 9 May the filing of a
civil forfeiture complaint against M/V
Wise Honest (the “Wise Honest”), a
17,061-ton, single-hull bulk carrier
ship registered in the Democratic
People’s Republic of Korea. The Wise
Honest, one of North Korea’s largest
bulk carriers, was allegedly used to
illicitly ship coal from North Korea
and deliver heavy machinery to North
Korea. Payments for maintenance,
equipment, and improvements to the
Wise Honest were made in US dollars
through what the DOJ described as
“unwitting US banks.”
According to the documents filed in a
Manhattan federal court:
From 2016 to 2018, the vessel was used
to ship coal illicitly from North Korea
and deliver heavy machinery to that
country, whilst payments for the vessel’s
maintenance, equipment and improvements
were made in USD via the US banking
system in contravention of UN and US
sanctions regimes. On or about 14 March
2018, the Wise Honest was loaded with
coal in Nampo, North Korea. On or about
2 April 2018, foreign maritime authorities

Photo: Time Magazine

detained the Wise Honest. Maritime
regulations require vessels like the Wise
Honest engaged in international voyages to
operate an automatic identification system
(AIS) capable of providing information
about the vessel to other ships and
coastal authorities. However, despite its
March 2018 voyage from North Korea, the
Wise Honest had not broadcast an AIS
signal since August 2017. Participants
attempted to conceal the Wise Honest’s
DPRK affiliation by falsely listing different
countries for the Wise Honest’s nationality
and the origin of the illicit coal in shipping
documentation. Payments totalling more
than USD 750,000 were transmitted through
accounts at a US financial institution in
connection with the March 2018 shipment
of coal on board the vessel.

US judge orders Chinese banks to provide
records linked to alleged sanctions violations
A US district judge has ordered three
Chinese banks to comply with US
investigators’ demands that they
hand over records connected to the
alleged movement of tens of millions
of dollars in violation of international
sanctions on North Korea, Reuters
reported on 1 May.

In a redacted court opinion, Washington
DC’s chief federal district judge, said the
subpoenas were for records of dealings
between a now-defunct Hong Kongbased front company and a North Korean
state-run entity. It said the Chinese
government had ownership stakes in the
banks, two of which have US branches.

RUSI publishes
commentary
on North
Korea’s nuclear
ambition
The Royal United Services Institute
(RUSI) published commentary
entitled “The financing of North
Korea’s nuclear ambition remains
alive and well” on 29 April, which
states that a lack of awarenessraising by governments and
misinterpretation by the private
sector mean efforts to restrict
North Korea’s finances are failing.
“At the heart of the challenge lies
awareness of both the risks posed by
North Korea and the role the private
sector can play in blunting that threat,”
states author of the commentary Tom
Keatinge, director of RUSI’s Centre for
Financial Crime and Security Studies.
In Singapore this lack of awareness
was illustrated at a recent bankers’
conference where in response to an
audience poll posed by Keatinge, 57
percent of participants admitted that
they were not aware of the bi-annual
reports published by the UN North
Korea Panel of Experts. “Anyone who
does read them will know that for
a banking compliance officer – or
anyone else responsible for ensuring
that his or her company does not
facilitate fundraising or the procurement
of resources and commodities by
North Korea – they are a goldmine of
names and indicators of activity that
can materially improve an employer’s
understanding and awareness,
and assist with the development of
mitigation measures,” adds Keatinge.
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US sanctions telecoms transactions, adds Huawei to
the BIS Entity List and issues temporary general licence
US president Donald Trump issued
an Executive Order on Securing the
Information and Communications
Technology and Services Supply
Chain on 15 May, declaring a national
emergency in response to findings that
“foreign adversaries are increasingly
creating and exploiting vulnerabilities
in information and communications
technology and services,” which store
sensitive information, facilitate the
digital economy, and support critical
infrastructure and emergency services.
The Executive Order, which has been issued
pursuant to the International Emergency
Economic Powers Act (IEEPA), prohibits
certain transactions involving information
and communications technology or services
and transactions “designed, developed,
manufactured or supplied by persons owned
or controlled by […] a foreign adversary” that
pose an “unacceptable” national security risk.
In addition to this, the Bureau of Industry
and Security (BIS) of the US Department of

Commerce announced that it will be adding
Huawei Technologies Co Ltd and 68 of its
affiliates to the Bureau’s Entity List, which
means that it needs a licence to buy or sell
US technology. This action stems from
information that provides a reasonable
basis to conclude that Huawei is engaged
in activities that are contrary to US national
security or foreign policy interest. This
information includes the activities alleged
in the Department of Justice’s superseding
indictment of Huawei, including alleged
violations of the IEEPA, conspiracy to violate
IEEPA by providing prohibited financial
services to Iran, and obstruction of justice in
connection with the investigation of those
alleged violations of US sanctions.

involving the export, reexport, and transfer of
items subject to the Export Administration
Regulations (EAR) to Chinese-headquartered
Huawei Technologies Co Ltd and its 68
non-US affiliates, which were added to the
BIS Entity List on 16 May. The TGL will be
effective through to 19 August.

The sale or transfer of US technology to a
company or person on the Entity List requires
a licence issued by BIS, and a licence may be
denied if the sale or transfer would harm US
national security or foreign policy interests.
Effective 20 May, BIS then issued a final rule
creating a 90-day Temporary General License
(TGL) authorising certain transactions

Meanwhile, Huawei has brought a claim in
the Eastern District of Texas challenging US
sanctions, arguing that Section 889 of the
2019 National Defence Authorisation Act,
which prohibits the use or procurement of
certain telecommunications or surveillance
services or equipment on national security
grounds, is unconstitutional.

The TGL mitigates the impact of the Entity
List designation by partially restoring to the
EAR licensing requirements for transactions
with Huawei and its designated affiliates
that were in place prior to the Entity List
designation. Prior to engaging in any
authorised transactions, a certification
statement must be made specifying how the
transaction meets the scope of the TGL.

US adds foreign entities and persons to BIS Entity List
The Bureau of Industry and Security
(BIS) of the US Department of
Commerce announced on 13 May
that it will add 12 foreign entities and
individuals to the Bureau’s Entity List.
This list contains the names of foreign
parties that are subject to specific
licence requirements for the export,
reexport, and/or in-country transfer of
controlled items, ensuring that sensitive
technologies do not fall into the hands
of those who would threaten US national
security. Organisations or persons who

violate the rules are subject to criminal
penalties and administrative sanctions.
In total, the additions include four entities
with locations in both China and Hong Kong,
and a further two Chinese, one Pakistani, and
five Emirati persons. According to BIS, the
four new entities located in both China and
Hong Kong attempted to procure US-origin
commodities that would have supported
Iran’s weapons of mass destruction and
military programmes, in violation of US export
controls. Four Emirati persons are included

for obtaining US-origin items for an existing
entity list member without a licence and for a
denied party, Mahan Air, which is subject to a
temporary denial order.
Two Chinese entities participated in the
prohibited export of controlled technology,
which was then supplied to organisations
affiliated with the People’s Liberation Army.
Additionally, one Pakistani company is
included for procuring controlled technology
on behalf of that country’s unsafeguarded
nuclear activities.
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OFAC sanctions Argentina-based Goldpharma and
entities located in Canada, the UK, and the Netherlands
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) identified the Argentinabased Goldpharma Drug Trafficking
and Money Laundering Organization
(Goldpharma DTO/MLO) as a significant
foreign narcotics trafficker on 23 May
pursuant to the Foreign Narcotics
Kingpin Designation Act. The OFAC also
designated eight Argentine nationals
for their role in the Goldpharma DTO/
MLO, as well as nine entities located in
Argentina, Colombia, Canada, the UK,
and the Netherlands.
The Goldpharma DTO/MLO, while physically
based in Buenos Aires, operates virtually, via
a network of online “pharmacy” websites,

which sell both legitimate and clandestinely
produced Schedule II and Schedule
IV narcotics to customers (including
Oxycodone, Hydrocodone, and Tramadol),
without a prescription. Goldpharma sells the
majority of its illicit opioids to customers
located in the US. Five of the Argentine
individuals designated have been indicted in
the US District Court for the Eastern District
of Wisconsin for their role in the Goldpharma
DTO: Conrado Adolfo Frenzel, Jorge
Alejandro Paura, Luciano Brunetti, Lucas
Daniel Paura, and Santiago Videmato.
The OFAC action also targets Argentine
nationals Sergio David Ferrari, Gaston
Tomaghelli, and Roberto Javier Perez
Santoro for their involvement in

Goldpharma’s money laundering activities.
Ferrari operates a network of entities in
multiple countries, known collectively as the
“Smile Group,” which funnels the proceeds of
Goldpharma’s sales back to Argentina.
Several of the entities belonging to the “Smile
Group” were designated, including Smile
Technologies S.A. (registered in Argentina),
SmileWallet S.A.S. (registered in Colombia),
Smile Property & Travel Ltd (registered in
the UK), Smile Technologies Canada Ltd
(registered in Canada), and SmileWallet B.V.
(registered in the Netherlands).
Seven US companies owned or controlled by
designated members of Goldpharma have
also been blocked.

OFAC designates Mexican perpetrators of corruption
and their networks including a former governor
The US Department of the Treasury’s
Office of Foreign Assets Control (OFAC)
designated a Mexican magistrate
judge and a former Mexican governor
on 17 May due to their involvement in
corruption activities. OFAC designated
Mexican magistrate judge Isidro Avelar
Gutierrez pursuant to the Foreign
Narcotics Kingpin Designation Act
because of his actions on behalf of the
Cartel de Jalisco Nueva Generacion
(CJNG) and the Los Cuinis Drug
Trafficking Organization (Los Cuinis),
two closely allied narcotics trafficking
organisations designated pursuant
to the Kingpin Act in 2015. Avelar
Gutierrez allegedly received bribes
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from these narcotics trafficking
organisations in exchange for providing
favourable judicial rulings to their senior
members.
OFAC has also designated Roberto Sandoval
Castaneda, the former governor of the
Mexican state of Nayarit, pursuant to
Executive Order (EO) 13818, which builds
upon and implements the Global Magnitsky
Human Rights Accountability Act and
targets perpetrators of serious human
rights abuse and corruption. According to
OFAC, Sandoval Castaneda has engaged
in an array of corruption activities, such as
the misappropriation of state assets and
the receipt of bribes from Mexican drug

trafficking organisations, including CJNG.
Additionally, OFAC designated six other
Mexican individuals and six Mexican entities
linked to CJNG or Los Cuinis pursuant to the
Kingpin Act, as well as three other Mexican
individuals and four Mexican entities
pursuant to EO 13818 because of their links
to Sandoval Castaneda.
As a result, all property and interests in
property of the individuals and entities
named, and of any entities that are owned,
directly or indirectly, 50 percent or more by
one or more designated persons, that are
in the United States or in the possession or
control of US persons, are blocked and must
be reported to OFAC.
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Travelex (UK) Ltd penalised by OFSI
The UK HM Treasury’s Office of
Financial Sanctions Implementation
(OFSI) announced on 24 May that it
had issued a penalty of GBP 10,000
on Travelex (UK) Ltd on 8 March for
breaching the EU’s Egypt financial
sanctions regime after dealing with the
funds of a designated person.

The value of the transaction dealt with
by Travelex was GBP 204. No discount
was applied for voluntary disclosure. The
OFSI’s monetary penalty explains that
Travelex’s breach is linked to a penalty
issued to Raphaels Bank in January. This
is the second monetary penalty issued by
the UK’s OFSI.

UK fines exporter for brokering
military goods without a licence
The UK Department for International
Trade Export Control Joint Unit
announced on 14 May that Her
Majesty’s Revenue & Customs
(HMRC) has issued a penalty of
GBP 10,234.26 to an unnamed UK
exporter/trader in relation to the
unlicensed trading of body armour
(classified as military goods)

exported outside of the UK, as
controlled by the Export Control
Order 2008.
The Notice to exporters 2019/06 reminds
exporters of the requirement to obtain a
licence when moving military goods to
and from non-EU countries even if the
goods do not pass through the UK.

MPs urge the UK government to
impose “Magnitsky Amendment”
The chairman of the UK House of
Commons All-Party Group on Russia,
Chris Bryant, and 51 Members of
Parliament from all main political
parties wrote a letter to UK foreign
secretary Jeremy Hunt on 13
May asking why the “Magnitsky
Amendment” to the Sanctions and
Anti-Money Laundering Act has not
been imposed. The authors of the
letter state that Brexit should not be
used as an excuse for dropping the
ball on human rights issues and call

on the government to harmonise
its sanctions list with those of its
allies without delay.
“In our view there is no legal
impediment to the ‘Magnitsky powers’
in the Sanctions and Money Laundering
Act 2018 being brought into force
before the United Kingdom leaves the
European Union,” reads the letter. Other
countries are cited as having passed
Magnitsky Acts and sanctioned human
rights abuses and corrupt individuals.

US extends
sanctions on the
Central African
Republic
The US announced on 8 May that
it is continuing sanctions on the
Central African Republic for one
year by extending the national
emergency declared in Executive
Order 13667. The EO imposed
asset freezes and travel bans on
those responsible for a breakdown
of law and order, intersectarian
tension, and widespread violence
and atrocities.
The White House press release
explains that the sanctions have been
continued because the situation in
and in relation to the Central African
Republic continues to pose an unusual
and extraordinary threat to US national
security and foreign policy.

Altair Engineering
discloses
possible breach
of US sanctions
Altair Engineering, a US software
company, disclosed in its Form
8-K to the US Securities and
Exchange Commission on 10 May
that it is investigating a potential
breach of US sanctions on Iran.
According to the filing, an unaffiliated
third-party consultant in Poland may
have disclosed proprietary software to
an Iranian individual subcontractor in
contravention of US sanctions.
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OFAC settlement with MID-SHIP Group over alleged
sanctions violations
The US Department of the Treasury’s
Office of Foreign Assets Control (OFAC)
announced on 2 May a USD 871,837
settlement with MID-SHIP Group LLC
over its potential civil liability for five
apparent violations of the Weapons
of Mass Destruction Proliferators
Sanctions Regulations (WMDPSR).
Specifically, between on or about 18 February
2011 and 14 November 2011, MID-SHIP
processed in its role as a ship broker
five electronic funds transfers, totalling
USD 472,861, that pertained to payments
associated with blocked vessels identified
on the OFAC’s List of Specially Designated
Nationals and Blocked Persons. These
transactions, associated with blocked vessels
identified on OFAC’s SDN list as being owned
or controlled by the Islamic Republic of Iran

Shipping Lines (IRISL), appear to have violated
the WMDPSR, states the OFAC.
In arriving at the settlement amount, the OFAC
considered aggravating factors, such as (1)
the alleged violations constitute an egregious
case and were not voluntarily self-disclosed;
(2) the company recklessly disregarded its
obligations to comply with US economic and
trade sanctions; (3) managers were aware of,
and participated in, the conduct leading to the
alleged violations; and (4) the company is a
global, commercially sophisticated company
operating in a high-risk industry.
The OFAC also considered numerous
mitigating factors, including that the company
has not received a penalty or finding of
a violation in the five years prior to the
transactions at issue, and the company

The transactions,
associated with blocked
vessels identified on
the SDN list as being
owned or controlled by
the Islamic Republic
of Iran Shipping Lines,
appear to have violated
the Weapons of Mass
Destruction Proliferators
Sanctions Regulations
cooperated with the OFAC during the
investigation and has undertaken remedial
efforts to minimise the risk of similar
violations from occurring in the future.

The United Nations adds leader of Jaish-e-Mohammed
(JeM) to ISIL and Al-Qaida sanctions list
The United Nations (UN) added Masood
Azhar, the leader of Pakistan-based
militant group Jaish-e-Mohammed
(JeM) to its ISIL and Al-Qaida sanctions
list on 1 May, which imposes an asset
freeze, travel ban and arms embargo set
out in Security Council Resolution 2368
(2017), adopted under Chapter VII of the
UN Charter.
JeM has been proscribed as a terrorist
organisation since 2001, but Azhar’s
designation comes as a result of diplomatic
efforts from states including India, France and

the UK following JeM’s attack in Pulwama,
India in February. China had repeatedly
opposed efforts at the UN by Western powers
to directly sanction JeM founder Azhar.

encourage robust and sustained action
against these groups, and will work tirelessly
to address the ongoing threat they pose to the
UK and the international community.”

The UK Foreign & Commonwealth Office
issued a statement on 2 May welcoming the
UN’s decision, which explains that “The UK
Government believes the listing is a positive
development for the security and stability
of the South Asia region. We welcome the
commitment by the Government of Pakistan
to tackle terrorist groups and the extremism
that sustains them. The UK continues to

The United States also welcomed the
addition of Azhar to the United Nations’ (UN)
1267 ISIL and Al-Qaida Sanctions List. JeM
was designated by the United States as a
Foreign Terrorist Organization and Specially
Designated Global Terrorist (SDGT) in 2001
and Azhar was designated as an SDGT in
2010.
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US senators
propose
sanctions bill
targeting those
involved in
Nord Stream 2
pipeline
A group of Republican and
Democratic US senators
introduced legislation on 14 May
that would impose sanctions on
those involved in Russia’s Nord
Stream 2 pipeline that would
carry natural gas from Russia to
Germany.
The legislation introduced by US
senators John Barrasso, Ted Cruz,
Jeanne Shaheen and Tom Cotton
would impose targeted sanctions
against vessels that would be used
to construct deep sea pipelines
for Russian energy export projects
including Nord Stream 2.
“Russian President Vladimir Putin
uses Russia’s natural gas to extort and
threaten our allies and our partners.
The Nord Stream 2 pipeline would
only make them more susceptible
to Russia’s coercion and undermine
European energy security,” said
Barrasso. “I’m proud to join Senators
Cruz, Shaheen and Cotton in
introducing bipartisan legislation that
puts into place tough sanctions aimed
at ending construction of the Nord
Stream 2 pipeline. The United States
must use all of the tools at our disposal
to stop this pipeline and eliminate
Russia’s geopolitical weapon.”

UN designates Islamic State in Iraq
and the Levant – Khorasan
The UN Security Council imposed
an asset freeze, travel ban and arms
embargo on Islamic State in Iraq and
the Levant – Khorasan (ISIL-K) on 14
May, pursuant to Resolutions 1267
(1999), 1989 (2011) and 2253 (2015)
concerning ISIL (Da’esh), Al-Qaida,
and associated individuals, groups,
undertakings and entities.
The group was formed by a former
Tehrik-e Taliban Pakistan (TTP)
commander, supported by former Taliban
faction commanders and has claimed
responsibility for attacks in Afghanistan
and Pakistan. The United States
welcomed the UN’s action to designate
ISIS-Khorasan (ISIS-K), an ISIS affiliate that

has carried out terrorist attacks primarily
in Afghanistan. The US designated
ISIS-K as a Specially Designated Global
Terrorist under Executive Order 13224
in September 2015, and as a Foreign
Terrorist Organization under Section
219 of the Immigration and Nationality
Act in January 2016. ISIS-K is the first
ISIS affiliate to be designated by the UN,
according to the US Department of State.
On the same day, the UN Security Council
announced the delisting of Nessim ben
Mohamed al-Cherif ben Mohamed Saleh
al-Saadi from its ISIL (Da’esh) and AlQaida Sanctions List following a request
submitted through the Office of the
Ombudsperson.

RUSI launches the future of UK
sanctions policy taskforce
The Royal United Services Institute
(RUSI) launched a high-level
taskforce on 28 May to provide
recommendations on what UK
sanctions policy should look like
after Brexit. The creation of RUSI’s
Task Force on the Future of UK
Sanctions Policy, composed of
former officials, academic and policy
experts and private sector senior
executives, will examine pertinent
issues over the next 12 months.
As the UK prepares to leave the European
Union it is at a critical juncture of its
sanctions policy, states RUSI. While
the government has established the
necessary architecture to continue to
design and implement sanctions after

As the UK prepares to
leave the European Union
it is at a critical juncture
of its sanctions policy,
states RUSI
Brexit, it is less clear how these powers
will be used in practice. RUSI states
that the UK could use its newly-gained
independence to become a leader,
designing sanctions that are proactive
tools of its foreign policy objectives.
Alternatively, RUSI states that the UK
could also choose to closely align its
future policy with that of the EU’s, whilst
balancing the needs of its other strategic
partners such as the US.
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State Street Bank sanctions breach
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) issued a Finding of Violation
to State Street Bank and Trust Co
(SSBT) on 28 May for violations of the
Iranian Transactions and Sanctions
Regulations (ITSR).
Between January 2012 and September
2015, SSBT acted as trustee for a

customer’s employee retirement plan. In
this capacity, SSBT processed at least
45 pension payments totalling USD
11,365.44 to a plan participant who was
a US citizen with a US bank account, but
who was resident in Iran. This matter was
voluntarily self-disclosed to OFAC. There
is no monetary penalty associated with a
Finding of Violation.

Ukraine
imposes new
sanctions on
Russia

US renews sanctions on Yemen
The US announced on 13 May that it
is continuing sanctions on Yemen for
one year by extending the national
emergency as declared in Executive
Order 13611. “The actions and
policies of certain former members
of the Government of Yemen and
others in threatening Yemen’s peace,
security, and stability continue to
pose an unusual and extraordinary

threat to the national security and
foreign policy of the United States,”
states the White House.
Executive Order 13611 imposes
asset freezes and travel bans on
those responsible for obstructing the
political process in Yemen and blocking
implementation of the 2011 agreement
which provided for a peaceful transition.

EU continues Burma/Myanmar
sanctions for one year
The European Council announced
on 29 April that it has renewed its
sanctions regime on Myanmar/
Burma for one year until 30 April 2020
pursuant to Council Implementing
Regulation 2019/672 and Council
Decision (CFSP) 2019/678.
The sanctions regime includes an embargo
on arms and equipment that can be used
for internal repression, an export ban of
dual-use goods for use by the military
and border guard police, and export
restrictions on equipment for monitoring

communications that might be used
for internal repression. It also prohibits
the provision of military training to and
military cooperation with the Myanmar
Armed Forces (Tatmadaw).
The sanctions include targeted
restrictive measures against 14
individuals for serious human rights
violations, or association with such
violations, committed against the
Rohingya population, ethnic minority
villagers or civilians in Rakhine, Kachin
and Shan States.

Ukraine’s Cabinet of Ministers
approved the decision of the
Ministry of Economic Development
and Trade on 15 May to expand the
list of banned goods originating
from Russia. The sanctions now
prohibit imports of portland
cement, alumina cement, slag
cement, sulphate-resistant cement
and similar hydraulic cements,
ready or in the form of clinkers,
as well as plywood, glued panels,
veneered panels and similar
materials to laminated wood.
In addition to this, the government
also approved the decision of the
Ministry of Economic Development
and Trade, initiated by the Ministry
of Justice, to impose a special duty
on all goods originating from the
Russian Federation from 1 August.
Sensitive imports, such as coal, coke,
gasoline, liquefied petroleum gas and
pharmaceuticals, will be exempt from
the additional duty.
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UN Security Council renews
sanctions against South Sudan
The UN Security Council decided on
30 May to renew until 31 May 2020
the arms embargo it imposed on
South Sudan last year, as well as the
sanctions put into place in 2015 on
those blocking peace in the country.
Adopting Resolution 2471 (2019) under
Chapter VII of the United Nations Charter
— by a vote of 10 in favour to none against,
with five abstentions (China, Côte d’Ivoire,
Equatorial Guinea, Russian Federation,
South Africa) — the UN Security Council
also extended until 30 June 2020 the
mandate of the Panel of Experts overseeing
the sanctions regime, with instructions to
provide monthly updates, an interim report
by 1 December 2019 and a final report by 1
May 2020.
Via Resolution 2428 (2018), the Council
decided on 13 July 2018 that all member
states must prevent the supply, sale or
transfer to South Sudan — from or through
their territories — of arms and related
material, and withhold training, technical
and financial assistance related to military
activities or materials.

The representative of the United States, the
main sponsor of the resolution, expressed
disappointment that African members of
the Council did not support it, three months
after the Council unanimously adopted
Resolution 2457 (2019) supporting the
African Union’s “Silencing the Guns in Africa
by the Year 2020” initiative. Acknowledging
some initial progress towards peace since
sanctions were strengthened 10 months
ago, he said the United States is ready to
consider adjustments and he encouraged
regional actors to assume a greater
leadership role.
South Africa’s delegate said that, given the
ongoing political process in South Sudan,
sanctions are not helpful at this time. He
encouraged the Council to support efforts
being made by the Intergovernmental
Authority on Development (IGAD) and the
African Union, citing reduced violence, as
well as efforts among the parties to build
confidence. Concurring, Côte d’Ivoire’s
delegate said the Council’s role cannot be
to simply continue imposing sanctions: it
must also appreciate the progress being
made and proceed from that dynamic.

US ready to impose sanctions on
Orbán’s associates, reports the WSJ
According to a report in The Wall
Street Journal on 14 May, the US
has drawn up a list of associates of
Hungarian prime minister Viktor Orbán
who could be targeted with sanctions
if negotiations fail to convince Orbán
to meet his NATO commitments.

The reported sanctions threat emerged
after US president Donald Trump praised
Orbán at a White House meeting. The
US has focused for almost a decade
on isolating Orbán over his erosion of
democracy and deepening ties with
Russia and China.

US appeals
court revives
lawsuit against
BNP Paribas
over Sudanese
genocide
A US appeals court revived a
lawsuit against BNP Paribas SA on
22 May brought by alleged victims
of the genocidal regime in Sudan,
who sought to hold the bank liable
for aiding in the government’s
atrocities. The decision comes
nearly five years after BNP Paribas
pleaded guilty and agreed to pay
USD 8.97 billion to settle charges
it transferred billions of dollars
for Sudanese, Iranian and Cuban
entities subject to sanctions.
Circuit judge Barrington Parker said
claims against BNP Paribas, brought by
21 refugees now living in the US, based
on genocide in Sudan were subject
to US judicial review. The class action
suit instigated in 2016 claims that BNP
Paribas’ processing of thousands of
illegal transactions through its New York
offices from 1997 to 2007 furthered
the regime’s campaign of murder, rape,
torture and deliberate HIV infection
against its own people.

The suit claims that
BNP Paribas’ processing
of illegal transactions
through its New York
offices furthered the
regime’s campaign
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Algeria
State television reported at the end of May that
Algerian prosecutors have asked the supreme court
to investigate two former prime ministers and eight
former ministers for alleged corruption. The two former
prime ministers are reported to be Ahmed Ouyahia and
Abdelmalek Sellal. The former government ministers
are Amara Benyounes, Abdelakader Zaalane, Amar
Ghoul, Karim Djoudi, Abdessalam Bouchouareb,
Boudjemaa Talai, Amar Tou and Abdelkader Bouazghi.
Most of the accused served in the cabinet just before
president Abdelaziz Bouteflika resigned in April.

Belgium
The interim head of UNICEF Belgium, Bernard Sintobin,
has been removed from office this month after
allegations of adoption fraud emerged against him.
Sintobin, who had only just been appointed interim
director, was asked to step down by president Eddy
Boutmans after a series of Tweets alleged that Sintobin
was linked to a federal investigation into an adoption
fraud case.

Cayman Islands
Bulgaria

Australia
The Australian government has commissioned
the Australian Law Reform Commission (ALRC) to
undertake a comprehensive review of the corporate
criminal responsibility regime with a view to examining
how it can be simplified and strengthened. Announcing
the review in April, attorney general Christian Porter said
that the review would “consider reforms to the Criminal
Code and other relevant legislation to provide a simpler,
stronger and more cohesive regime for corporate
criminal responsibility” including consideration of any
practical challenges to investigating and prosecuting
these crimes.

Bulgarian agriculture minister Rumen Porozhanov
resigned on 14 May, over a scandal involving purchases
of luxury properties and the building of guest houses
with EU aid for private use. Prosecutors have launched
an investigation into possible fraud with EU rural
development aid at over 700 guest houses. Local
media reported that Porozhanov bought a spacious
apartment in 2004 at below market price. Other reports
said he had failed to declare real estate deals carried
out by his wife in 2017. Porozhanov has denied any
wrongdoing and said he did not want the attacks
against him to influence the work of the government,
the government’s press office said in a statement.

Brazil
Bahamas
The Securities Commission of the Bahamas consulted
on the Digital Assets and Registered Exchanges Bill
2019 during May, which is designed to regulate the
issuing of digital assets. The Bill will regulate the
issuance and sale of digital tokens, as well as the
conduct of issuers and providers of intermediary
services related to the issuance of digital tokens.
Participants will also be expected to adhere to antimoney laundering/combating terrorism financing laws.
The consultation closed on 28 May.

Belarus
According to local media reports on 10 May, Belarus
Prosecutor General’s Office in cooperation with other
government agencies has prepared amendments
to the anti-corruption legislation. The proposed
amendments to the anti-corruption law, the Criminal
Code, Labor Code, Civil Code, and Administrative
Offenses Code have reportedly been sent to the
Belarusian president. The measures aim to improve
the interaction between government and other
agencies in fighting corruption, to strengthen preventive
mechanisms, and toughen penalties for corruption.

accordance with Bill C 86, the Budget Implementation
Act, 2018, No. 2. The purpose of the register is to help
align Canada with international standards for corporate
transparency and beneficial ownership. Provincial
and territorial governments are expected to introduce
similar requirements in the future, which supports the
collaborative approach by the federal, provincial and
territorial governments to improve transparency across
Canada and combat money laundering.

According to local media reports on 9 May, Brazil’s
National Treasury has announced that citizens must
declare all domestic cryptocurrency transactions by 1
August, in an attempt to combat money laundering, tax
evasion, weapons trafficking and terrorism financing.
Meanwhile, Brazilian police launched an operation on
9 May to arrest 17 people suspected of involvement
in a scheme to launder money and siphon off
funds at state-controlled Banco do Brasil SA. The
investigation targeted employees of Banco do Brasil
and businessmen linked to firms set up to collect debt
in arrears on behalf of the bank. The group may have
siphoned off BRL 26 million, authorities said.
On 7 May, Normative Instruction No. 1,888/2019 (NI)
was published in the Official Gazette, establishing which
entities and individuals must provide the Brazilian IRS
with information on cryptocurrency transactions.

Canada
Private companies incorporated under the Canada
Business Corporations Act will have to establish, as of
13 June, a securities register detailing all “individuals
with significant control” over the corporation in

The Cayman Islands Department for International
Tax Cooperation (DITC) has advised that Cayman
financial institutions (CFIs) that complete their 2018
reporting obligations under the Foreign Account Tax
Compliance Act (FATCA) and the Common Reporting
Standard (CRS) on or before 31 July 2019, will not
be subject to compliance measures for late filing
beyond the previously notified 31 May 2019 reporting
date, and filing by such date will not attract adverse
consequences, enforcement measures or penalties.

China
The former head of China’s securities regulator, Liu
Shiyu, is being investigated by the country’s corruption
watchdog just months after leaving the job, China’s
Central Commission for Discipline Inspection
announced on 19 May. Liu, who remains a senior
Communist Party official, is cooperating with the probe,
according to the Commission. Liu was chairman of
the China Securities Regulatory Commission for three
years before being replaced in January by Yi Huiman.
Senior executives at eight banking institutions in
Tianjin were warned by the city’s Communist Party
official, Li Hongzhong, against corruption, the Central
Commission for Discipline Inspection (CCDI) said on 22
May. Li said his warning to the eight institutions, most
of which are either partially held or owned by Tianjin’s
municipal government, sends a strong message
about the government’s determination to stamp out
corruption-linked “misdeeds.”

Cyprus
New Central Bank Governor Constantinos Herodotou
called on Cypriot banks to invest in technology and
staff training to speed up due diligence checks for
anti-money laundering purposes, speaking at an event
organised by the Cyprus Chamber of Commerce
and Industry. There were many examples where
businessmen opt to carry out their lawful transactions
in other countries due to delays in the Cyprus banking
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system, Herodotou is reported to have stated. Cypriot
banks take more time to carry out due diligence checks
compared with their EU peers, according to Herodotou.

Denmark
Denmark’s gambling regulator, Spillemyndigheden,
launched its whistleblower initiative on 16 May,
designed to allow anonymous reporting of violations.
Specifically geared towards anti-money laundering
legislation, employees of operators can now report a
company’s violation or potential violation to a contact
listed on the regulator’s website. This will send an
anonymous and encrypted report to the Danish
Gambling Authority, which will then conduct its own
legal assessment and subsequently decide if further
action is needed.

2 May of corruption involving nearly ETB 700 million.
The First Criminal Bench of Lideta High Court alleges
that the defendants caused the loss of public funds
in the procurement of four million quintals of milling
wheat. Nine of the defendants are from the Service,
while Mengistu Kebede is from the Ethiopian Trading
Businesses Corporation.

Finland
The Finland Supervisory Authority (FIN-FSA),
Finanssivalvonta, became the registration and
supervisory authority for virtual currency providers
in Finland under a new law implementing the EU
Fifth Anti-Money Laundering Directive. The FIN-FSA
issued a statement on 15 May explaining that virtual
currency providers are to be covered by supervision of
anti-money laundering, but that this supervision will not
extend investor protection to virtual currencies.

Israel
The Tel Aviv District Court issued a ruling on a case
concerning a bank’s conduct with funds whose
source is digital currencies. The court ruled that Union
Bank of Israel’s blanket ban on the opening of bank
accounts by clients engaging in digital currency activity
is unreasonable. In April, Union Bank of Israel closed
the account of Israminers Ltd, an Israeli crypto-mining
company, refusing to accept monies originating from
the conversion of digital currency into fiat money.
Israminers filed a lawsuit, alleging that the bank’s
decision was unreasonable pursuant to the Banking
Law (Customer Service). The court ruling outlines
principles enabling companies engaging in digital
currencies to prove that they are compliant with the
banks’ obligations pursuant to legislation prohibiting
money laundering and terror financing. The court ruling
stated that a currency mined or received from a known
and identifiable source raises no concern of money
laundering or terror financing.

El Salvador
Former El Salvador first lady, Ana Ligia de Saca, has
pulled out of a deal with prosecutors to plead guilty to
corruption charges on 13 May after they demanded she
return USD 17.3 million in alleged ill-gotten gains. The
deal would have given her an abbreviated legal process
and community service instead of three years in prison,
in exchange for confessing her role in laundering USD
25 million in public money.

Estonia
Estonia’s Financial Supervision Authority (FSA)
launched a consultation on 23 May asking for input on
financial innovation. The consultation aims to help the
FSA map the financial innovation landscape in Estonia.
Participants are asked for input on opportunities,
problems and possible solutions for using financial
technology. The consultation closes on 6 June.
Separately, the FSA announced on 27 May that it has
annulled the licence of GFC Good Finance Company
AS due to “significant violations of law,” which includes
violations of the requirements of the Money Laundering
and Terrorist Financing Prevention Act and the Paying
and E-money Institutions Act. Problems were found
concerning the company’s implementation of AML
and customer due diligence procedures and despite
being given the opportunity to comply with its legal
requirements, the company had failed to do so.

Germany
Prosecutors in Germany announced on 7 May that
they are seeking to fine UBS Group AG subsidiary, UBS
Deutschland AG, EUR 83 million for allegedly helping
customers evade taxes. The prosecutors in the city of
Mannheim allege that executives at the German unit
helped several customers violate tax laws between
2001 and 2012, while being aided by executives at the
Swiss parent company.
The German Federal Ministry of Finance has reportedly
prepared and circulated to certain interest groups a first
draft bill on the national implementation of the Fifth AntiMoney Laundering Directive (Directive (EU) 2018/843).
The draft bill has not yet been officially published.
The Frankfurt Prosecutor’s Office announced on 15
May that a nationwide raid on eight homes and six
asset managers has been carried out as part of an
investigation into wealthy individuals suspected of
tax evasion. The action was a follow-up on a police
raid of Deutsche Bank in November over money
laundering allegations linked to the Panama Papers.
The eight individuals involved are said to have founded
companies in tax havens with the help of a former
subsidiary of Deutsche Bank in the British Virgin Islands
to hide capital gains from the German tax authorities
and to evade taxes.

Public prosecutors in Ethiopia charged Yigezu Daba,
former director general of the Public Procurement &
Property Disposal Service, and nine defendants, on

Local media reported on 10 May that a spokesman
for Liberia’s president George Weah has confirmed
that the government withdrew donor funds without
their approval, but insisted that the money – partly
used to pay salaries – would be returned. Isaac Solo
Kelgbeh made the admission after a leaked letter,
written to Weah and signed by nine ambassadors, put
the spotlight on how the government had withdrawn
donor aid kept in accounts at Liberia’s central bank. The
letter urged the government to return the funds taken
and was signed by the ambassadors of the EU, US, UK,
France, Germany, Ireland, Japan, Norway and Sweden.

Liechtenstein
The government of Liechtenstein passed a new
tokenisation, virtual asset service provider and
blockchain regulation on 7 May. The new Token and
VT Service Providers Act aims to improve investor
protection, combat money laundering and establish
clarity. The new law regulates “transaction systems
based on trust technologies,” to make sure it stays
relevant when new technologies emerge.

Madagascar
Iran

Ethiopia

Liberia

Local media reported on 15 May that Iran’s vice
president for economic affairs, Mohammad
Nahavandian, announced the adoption of a
transparency bill by the government. The bill reportedly
aims to eradicate corruption.

According to local media reports on 17 May,
Madagascar’s Anti-Corruption Agency (BIANCO) gave
federal prosecutors the names of 79 members of the
National Assembly that it believes were involved in a
corruption scandal last year linked to former president
Hery Rajaonarimampianina. It is alleged that the 79
members of the National Assembly took payments
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to vote for amendments to change the election laws
of the country, seemingly to favour sitting president
Rajaonarimampianina. Following protests against the
changes, the country’s High Constitutional Court ruled
that some of the amendments were unconstitutional
and annulled them. The prosecutor’s office will now
have to assess which members will be charged.

Nigeria
Nigeria’s Economic and Financial Crimes Commission
(EFCC) sent a letter to the Kwara State Government
House seeking an investigation into the senate
president Dr Bukola Saraki’s earnings as the Kwara
State governor from 2003 to 2011 on 26 April.
The EFCC then published a statement on 8 May
criticising the reactions of Saraki to the EFCC’s
inquiries regarding his earnings as governor as well
as on the quality of his financial stewardship in the
senate. The EFCC condemns Saraki’s criticisms of the
inquiry as a “desperate attempt to cast a slur on its
investigative activities by portraying Saraki as a victim
of persecution.” The EFCC reiterates that it is obliged
by law to up-hold probity and accountability and that
the EFCC’s investigation into Saraki’s financial activities
either as a former governor or president of the senate
are driven by public interest and due process. Since the
EFCC’s request for an investigation, Saraki has been
appointed as the ambassador of the International
Human Rights Commission.

Pakistan
Pakistan will implement fiscal and regulatory reforms,
including strengthening its controls against financial
crime, as part of a three-year, USD 6 billion bailout
agreement reached with the International Monetary
Fund (IMF) on 12 May. The agreement, which has
to be approved by the IMF’s board, requires Pakistan
to implement reforms to strengthen its institutions’
governance as well as to combat money laundering
and the financing of terrorism.

Panama
Centre-left candidate Laurentino Cortizo has been
declared the winner of Panama’s presidential election,
which was held on 5 May. Cortizo finished two
percentage points ahead of his centre-right rival,
Rómulo Roux. The election was dominated by pledges
to fight corruption and to tackle Panama’s image as a
money laundering country. Corruption has been at the
forefront of the presidential race, spurred by scandals
surrounding Brazilian construction company Odebrecht
and the Panama Papers leak. Cortizo has vowed to
fight corruption by reforming laws that govern how
public contracts are awarded.

On 11 April, the Board of Directors of the
Superintendency of Banks of Panama (SBP) approved
Rule 2-2019 modifying Articles 14, 15 and 30 of Rule
10-2015 on preventing the misuse of banking and trust
services. Regarding the criminalisation of tax fraud in
Panama, this new provision includes aspects related
to due diligence covered by the Financial Action Task
Force’s (FATF) recommendations on mutual legal
assistance in tax matters, aimed at establishing the
mechanisms to prevent their services and operations
from being used with funds related to tax fraud.

South Korea
Three businessmen were sentenced to prison terms
by the Seoul Southern District Court on 1 May for
fraud after convincing investors to fund the recovery
of billions of dollars worth of gold they claimed was
aboard a Russian “treasure ship” that sank 114 years
ago. The former vice chairman of the Shinil Group,
identified only by his family name, Kim, was sentenced
to five years in prison for defrauding investors. Another
senior executive, named Ryu, was given a two-year
term, local media reported, while a third defendant was
sentenced to four years in prison.

Qatar
The Qatar Advisory Council sat on 27 May to
discuss the report of the Legal and Legislative
Affairs Committee on the draft law on combating
money laundering and terrorism financing. Following
discussion, the council approved an amended
version of the draft law and decided to forward its
recommendation to the government.

Russia
Local media reported on 17 May that the government
has introduced into the State Duma, the lower house
of Russia’s Parliament, a bill seeking to extend the
duration of administrative inquiries into foreign legal
entities operating in Russia over corruption allegations.
The government proposes to amend Russia’s Code
of Administrative Offences to empower the heads of
higher prosecutor’s offices to extend administrative
investigations into cases over illegal gratification
received from legal persons, where legal assistance is
sought, for terms of up to 12 months.
According to the Russian news agency TASS,
the Russian government has postponed the
implementation of its planned cryptocurrency
regulations, the “On Digital Assets” Bill, blaming the
Financial Action Task Force (FATF). FATF’s antimoney laundering and counter-terrorism guidelines
published in October 2018 contain references to the
terms “cryptocurrency” and “token” however Russia
had hoped to avoid references to such terms in its
legislation to avoid legitimising cryptocurrency.

South Africa
South Africa’s Department of Trade and Industry has
reportedly begun an investigation into the National
Lotteries Commission following allegations of fraud
and corruption involving grant allocations to good
causes. The investigation follows reports over the
past 18 months by investigative journalists describing
alleged fraud and corruption involving lottery grants.

Turkey
According to local media reports on 27 May, police
in Turkey have arrested 113 individuals suspected
of running illegal gambling dens. The arrests were
reportedly part of a bigger crackdown on illegal activity,
with 709 suspects arrested for other crimes as well.
An estimated 28,000 police officers raided over 20,000
locations, many of them coffee houses where gambling
operations tend to gravitate.

Ukraine
The National Bank of Ukraine (NBU) unveiled the
details of operation of current accounts held by foreign
companies at Ukrainian banks on 3 April. The operation
of such offshore accounts by foreign companies is
now possible under the new foreign currency rules that
came into effect in February. To ensure compliance with
anti-money laundering rules, the NBU has amended
the rules for finance monitoring applied by banks.
Such current accounts cannot be operated by a “shell
company” and the commercial bank must ensure that
the account holder is not regarded as such. The bank is
responsible for conducting thorough checks of foreign
companies holding accounts and for detecting any
indicators of those companies being “shell companies.”

United Arab Emirates
The Abu Dhabi Global Market (ADGM) announced on
15 April that it has enacted changes to its regulatory
framework for combating money laundering, terrorist
financing, and the financing of unlawful organisations.
The ADGM’s amendments follow recent revisions made
by the Dubai Financial Services Authority (DFSA) to its
anti-money laundering (AML) regime in October and
correspond with updates to the United Arab Emirates’
(UAE) federal legislation Federal Law No. 20 of 2018 on
Anti-Money Laundering, Combating the Financing of
Terrorism and Financing of Illegal Organisations.
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