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About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to make better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support us regularly in undertaking local enquiries 
on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Find out more about the Aperio Intelligence team at:     
 www.aperio-intelligence.com
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UK issues consultation on the implementation of 5MLD

Welcome to the April edition of the Financial Crime Digest, 
Aperio Intelligence’s monthly newsletter, an informative 
summary of the most recent developments relating to the 
world of money laundering, fraud and terrorist financing, bribery 
and corruption, and sanctions.

info@aperio-intelligence.com 
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The UK’s HM Treasury launched 
a consultation on 15 April on the 
transposition of the Fifth Money 
Laundering Directive (5MLD) into 
national law. The consultation includes 
questions on important changes being 
brought in by the Directive, including 
relating to beneficial ownership 
requirements. 

Reporting discrepancies to Companies House

A key change for the UK required by 5MLD is 
the requirement to put in place “mechanisms” 
to ensure that the information held on the 
public register of beneficial ownership is 
“adequate, accurate and current.” 5MLD 
requires that the mechanisms to achieve 
greater accuracy of information should 
include that obliged entities and authorities 
report any discrepancies.

Where an obliged entity notices a discrepancy 
between information they can see on the 
register at Companies House and other 
information they have regarding the company, 
the government’s consultation proposes that 
the obliged entity could be required to report 

this to Companies House through a bespoke 
reporting mechanism. Companies House 
would then have to resolve the discrepancies.

Checking the register before entering into new 
business relationships

5MLD also requires that whenever an 
obliged entity enters into a new business 
relationship with a company or trust that is 
subject to beneficial ownership registration 
requirements, it must collect either proof of 
registration on that register; or an excerpt of 
the register. The UK government proposes 
in the consultation to put the onus on 
the company or trust to provide proof of 
registration to an obliged entity, upon request.

New obliged entities

5MLD expands the scope of obliged entities 
that will be subject to the UK’s Money 
Laundering Regulations. In regards to the 
requirements for crypto-asset exchanges 
and custodian wallet providers introduced 
by 5MLD, the government is seeking further 
evidence as to whether the UK may wish to go 
further than 5MLD, given the risks posed by 

the use of crypto-assets for illicit activity, and 
also bring within the scope, crypto-to-crypto 
exchange and P2P exchange providers.

Other changes

Other changes that need to be implemented 
include the introduction of a new set of 
enhanced due diligence (EDD) measures; 
expansion of the scope of trusts required 
to be registered with the Trust Registration 
Service; and the establishment of a 
centralised mechanism that allows 
identification of natural and legal persons 
who hold or control bank accounts in the UK.

In implementing 5MLD, the UK is catering for 
the scenario where an implementation period 
is in place after the UK leaves the EU. The 
intention is that the new provisions will come 
into force by 10 January 2020. The closing 
date of the consultation is 10 June.
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The consultation can be found HERE.

The press release can be found HERE.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/795670/20190415_Consultation_on_the_Transposition_of_5MLD__web.pdf
https://www.gov.uk/government/consultations/transposition-of-the-fifth-money-laundering-directive
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Select Committee recommends break-up of the “Big 
Four” and that the detection of fraud must be a priority 
The UK House of Commons Business, 
Energy and Industrial Strategy (BEIS) 
Committee published its report on 
“The Future of Audit” on 2 April, which 
recommends that the Competition and 
Markets Authority (CMA) should aim 
for the full structural break-up of the 
“Big Four” firms into audit and non-
audit businesses to tackle conflicts of 
interest and provide the “professional 
scepticism” needed to deliver high-
quality audits.

Regarding the detection of fraud, the BEIS 
report states that the detection of material 
fraud must continue to be a priority and 
recommends that, in light of the failings at 
Patisserie Valerie, audits must state how they 
have investigated potential fraud.

The CMA published its final report on 18 
April with recommendations to address 
serious competition problems in the UK audit 
industry. The CMA’s final report does not 
demand a full break-up rather it recommends 
the separation of audit from consulting 

services, a mandatory “joint audit” to enable 
firms outside the Big 4 to develop the capacity 
needed to review the UK’s biggest companies, 
and the introduction of statutory regulatory 
powers to increase accountability of 
companies’ audit committees. The CMA also 
calls for “an end to profit-sharing between 
audits and consultancy, and promotions and 
bonuses paid on the quality of audits.” The 
CMA chair said that if conflicts of interest 
persist, a full break-up might be needed. 

The UK’s HM Revenue and Customs 
(HMRC) published on 4 April the 
responses received to questions 
about the way it charges fees to the 
businesses it supervises relating to 
anti-money laundering, and also the 
resulting decision and fee changes.

Following consideration of all the responses 
received during the consultation period, 
HMRC propose introducing a reduced “small 
business fee” from May 2019. Businesses 
with turnover less than GBP 5,000 will 
pay a GBP 180 fee, with other businesses 
continuing to pay under the existing per 
premises basis. The existing per premises 
renewal fee will be increased to GBP 300 
per premises from May 2019, to ensure 
HMRC has sufficient funding to tackle risks 
related to illicit finance. This also builds on 
the recommendations in the recent Financial 

Action Task Force (FATF) assessment of the 
UK’s measures to combat money laundering 
and terrorist financing, according to HMRC. 

The report explains that HMRC needs to 
increase the number of staff working on 
compliance activity, both face-to-face and 
desk-based, to provide greater coverage of its 
supervised business population. Respondents 
also raised concerns about the complexity of 
the fees structure and stated a preference for 
a single fee. HMRC are therefore removing 
the one-off charge to customers currently 
levied when they first register from January 
2020 and will not introduce the fit and proper 
re-test fee proposed in the consultation. 
Instead, HMRC will increase the existing fee 
charged for fit and proper tests to GBP 150. 

The consultation highlighted other issues 
HMRC will consider in more detail, which will 

HMRC publishes changes to fees for AML supervision  
taken into account in planning future reviews: 

• The impact of fees on the smallest 
businesses on the register;

• The level of support HMRC provides to the 
businesses on its register; and 

• The length of time before a business’ 
registration is completed. 

HMRC also updated its high value dealer 
guidance for money laundering supervision 
on 18 April, relating to customer due diligence.  

The responses paper can be found HERE.

CMA press release can be found HERE.

BEIS press release can be found HERE.

The HMRC update can be found HERE.

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/791419/AMLS_Fee_Discussion_2019_summary_of_responses.pdf
https://www.gov.uk/government/news/cma-recommends-shake-up-of-uk-audit-market
https://www.parliament.uk/business/committees/committees-a-z/commons-select/business-energy-industrial-strategy/news-parliament-2017/future-of-audit-report-published-17-19/
https://www.gov.uk/government/consultations/anti-money-laundering-supervision-discussion-about-fees?utm_source=c9ad5ca9-1836-41a0-8297-8a27b08a15e5&utm_medium=email&utm_campaign=govuk-notifications&utm_content=immediate
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FCA to give full effect to MLRs via criminal prosecutions
The UK Financial Conduct Authority’s 
(FCA) director of enforcement and 
market oversight, Mark Steward, 
delivered a speech on 4 April at the 
Global Investigations Review Live 
event in London, in which he shed light 
on the current pipeline of anti-money 
laundering (AML) investigations now 
that the FCA is conducting “dual track” 
AML investigations, i.e. investigations 
into suspected breaches of the Money 
Laundering Regulations (MLRs) that 
might give rise to criminal or civil 
proceedings. Steward also highlighted 
three issues arising from recent 
enforcement action. 

“We have a large number of investigations 
on foot, some of them entering important 
phases, tackling some very serious issues, 
including suspected financial crime in our 
markets, suspected false or misleading 
statements by listed issuers, and suspected 
significant AML system and control issues 
under the Money Laundering Regulations,” 
explained Steward. 

It is important that the FCA gives effect to 
the full intention of the Money Laundering 
Regulations which provides for criminal 
prosecutions, Steward stated. “This does 
not mean every investigation where we think 

there is a case to answer will or should be 
prosecuted in this way,” said Steward. “I 
suspect criminal prosecutions, as opposed to 
civil or regulatory action, will be exceptional. 
However, we need to enliven the jurisdiction 
if we want to ensure it is not a white elephant 
and that is what we intend to do where we 
find strong evidence of egregiously poor 
systems and controls and what looks like 
actual money laundering.”

Steward also highlighted three issues that 
have arisen in cases involving Tesco Bank, 
Carphone Warehouse, Santander and UBS:

1. First, firms will be held accountable for 
“foreseeable harm,” what happened to 
Tesco and Carphone Warehouse was or 
should have been foreseeable;

2. Secondly, reasonable systems and 
controls do not work well by themselves: 
they need to be accompanied by strong 
escalation protocols. In each of the 
cases, senior management was either 
invisible or lacking influence because 
there had been little or no escalation or 
management data was insufficient to 
alert senior management that problems 
had arisen; and

3. Finally, these cases raise the question 
of whether poor escalation protocols 
and/or inadequate lines of sight are 
consistent with the senior management 
obligation to take “reasonable steps” 
to prevent a breach. While these cases 
involve conduct that pre-dates the senior 
managers’ regime, they signal that in 
any assessment of “reasonable steps,” 
escalation and senior management sight 
lines over problems that are not solved 
effectively will be an issue.
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The official transcript can be found HERE.

FCA begins regulating claims management companies 
The UK’s Financial Conduct Authority 
(FCA) began regulating the claims 
management industry on 1 April, which 
means that all claims management 
companies (CMCs) in England, 
Scotland and Wales have to gain 
authorisation and must demonstrate 
that they meet and maintain minimum 
standards set by the FCA. 

The new FCA requirements include:

• Due diligence on lead generation and rules 
to prevent firms encouraging customers 
to make fraudulent, frivolous or vexatious 
claims or claims which have no good basis;

• Providing clear, upfront information to 
customers about the fees and services; 

• Telling customers about free alternatives 
such as the Financial Ombudsman Service 
(FOS); and 

• Recording and retaining customer calls for a 
year after their final contact with a customer. 

The press release can be found HERE.

“I suspect criminal 
prosecutions, as 
opposed to civil or 
regulatory action, will be 
exceptional. However, 
we need to enliven the 
jurisdiction if we want to 
ensure it is not a white 
elephant and that is 
what we intend to do” 

https://www.fca.org.uk/news/speeches/partly-contested-cases-pipeline-and-aml-investigations
https://www.fca.org.uk/news/press-releases/claims-management-companies-enter-fca-regulation-today
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UK’s Serious Fraud Office to publish new guidance to 
encourage companies to report fraud   
Director of the UK’s Serious Fraud Office 
(SFO), Lisa Osofsky, announced in a 
speech at the Royal United Services 
Institute on 3 April that the SFO will 
publish guidance on its expectations 
in relation to self-reporting. Osofsky 
suggested that waiver of privilege over 
internal investigations material will be 
an important factor as to whether a 
company will be invited to enter into 
deferred prosecution agreement (DPA) 
negotiations. “I will soon be issuing 
guidance for corporates and their legal 
advisers to provide them with added 
transparency about what they might 
expect if they decide to self-report fraud 
or corruption to my office,” said Osofsky. 

Osofsky stated that the suggestion that 
privilege be waived over initial investigative 

material is made “in light of the comments of 
Sir Brian Leveson, in the decision of the Court 
of Appeal in the SFO v ENRC, that a court ‘will 
consider whether the company was willing to 
waive any privilege attaching to documents 
produced during internal investigations, so 
that it could share those documents with the 
SFO.’ The President of the Queen’s Bench has 
spoken. Especially in a jurisdiction where the 
judge plays such a critical role in determining 
whether to accept a DPA, it behooves us all to 
listen—and to take heed.”

Osofsky also responded to the 
recommendation put forward by the Select 
Committee on the Bribery Act 2010 that 
the SFO outline how it will speed up bribery 
investigations. “To be clear, our cases will 
always take a comparatively long time 
because of their nature and the fact that 

our evidence is frequently located in the far 
reaches of the globe,” said Osofsky. “But 
there are things we can do. Some of what 
I’ve talked about today will increase pace and 
efficiency. Better international cooperation 
reduces delays when we seek evidence 
abroad. Better coordination with intelligence 
partners, whether international or domestic, 
can help us shorten lines of inquiry and get us 
to the key evidence faster. Better technology 
reduces delays caused by the flood of digital 
records. We are also exploring, as an agency, 
other strategies we can use to focus our 
cases more sharply, earlier on – including our 
information infrastructure – so that we cut 
down on any friction in our processes.”
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The official transcript can be found HERE.

UN SC adopts landmark terrorist financing resolution   
The UN Security Council (SC) adopted 
Resolution 2462 on Countering 
the Financing of Terrorism on 28 
March, in what is being described as 
a landmark step in suppressing the 
funding of terror groups worldwide. The 
Resolution calls on member states to 
“ensure that their laws and regulations 
make it possible to prosecute and 
penalize, as serious criminal offences, 
the provision or collection of funds, 
resources and services,” which may 
benefit terrorist organisations, and to 
conduct financial investigations into 
terrorism-related cases.

The Resolution pulls together previous 
resolutions to create a consolidated 
document that also covers several key 

emerging issues. The UN’s counter-terrorism 
chief, Vladimir Voronkov, said that the 
adoption comes at a “critical time,” with 
recent attacks demonstrating that terror 
groups continue to have access to both 
legal and illegal sources of funding. Experts 
discussed the importance of international 
and private sector cooperation and the need 
to balance financial inclusion in regions 
most affected by terrorism with measures to 
combat terrorist financing.

There is a call for the UN Office of Counter-
Terrorism (UNOCT) to play a leading role 
in identifying ways to suppress terrorist 
financing, priorities of which include 
expanding the focus of the UNOCT to cover 
intelligence sharing, risk assessments and 
public-private partnerships. Another priority 

is for the UNOCT to work closely with the 
Financial Action Task Force (FATF) and 
regional regulators.

FATF president, Marshall Billingslea, briefed 
the Security Council. Mr Billingslea welcomed 
the fact that the new resolution calls on states 
to do more to prevent ransom payments 
to terrorists, which incentivise the use of 
kidnapping as an important revenue stream. 
He also noted that two-thirds of states are 
not effectively prosecuting terrorist financing, 
which extends beyond the banking and 
financing sectors, to include construction, 
drug trafficking and the used car trade.

The press release can be found HERE.

https://www.sfo.gov.uk/2019/04/03/fighting-fraud-and-corruption-in-a-shrinking-world/
https://news.un.org/en/story/2019/03/1035671?utm_source=UN+News+-+Newsletter&utm_campaign=74c0e78526-EMAIL_CAMPAIGN_2019_03_29_12_00&utm_medium=email&utm_term=0_fdbf1af606-74c0e78526-106887337


The Parliamentary Assembly of the 
Council of Europe (PACE) expressed 
deep concern on 11 April at the extent 
of money laundering in member 
states, noting recent scandals such 
as the “Global Laundromat,” the 
“Azerbaijani Laundromat” and the 
“Troika Laundromat,” and has urged 
improved national mechanisms and 
cooperation to combat the problem.

In the resolution, the Assembly said these 
“Laundromats” involved large sums 
of money from wealthy businessmen, 
organised criminals and high officials that 
exploited weaknesses across multiple 
jurisdictions, including shell companies, 
often based in the UK or its Overseas 
Territories, and poorly regulated banks, 
notably in the Baltics. It was noted that none 
of these scandals have been adequately 
investigated by national authorities.

Analysis of the Laundromats and other 
recent large-scale money laundering 
schemes point to problems at various 
levels, states PACE, which includes:

• Inadequate implementation of AML 
requirements by trust and corporate 
service providers, financial institutions and 
other regulated entities, including failure 
to apply KYC and source of funds/wealth 
procedures, incompatible IT systems 
preventing application of AML standards 
and procedures, branches relying on 
crucial documents in languages not 
understood in the head office and failure 
to fill key AML positions;

• Deliberate or negligent minimisation of 
money laundering risks by top and senior 
management of financial institutions;

• Inadequate AML frameworks, including 
provisions allowing for opaque beneficial 
ownership of companies and trusts;

PACE resolution on “Laundromats” 
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• Under-resourced supervisory bodies and 
fragmentation of AML responsibilities 
between agencies; and 

• Vulnerabilities in the banking systems and 
AML systems in the Baltic States.

The resolution puts forward a series of  
recommendations for the EU and each 
country implicated in the scandals. The UK’s 
recommendations are to: 

• Ensure full implementation of the 
requirement that the authorities of British 
Overseas Territories introduce a public 
register of beneficial ownership within their 
jurisdictions;

• Consider extending that requirement to 
the Crown Dependencies Jersey, Guernsey 
and the Isle of Man;

• Consider requiring full transparency of 
beneficial ownership of all UK-based 
companies and trusts, including LLPs, with 
a publicly accessible register;

• Ensure that trust and corporate service 
providers comply with AML requirements 
and are effectively supervised;

• Ensure that the National Economic Crime 
Centre operates effectively to avoid 
fragmentation of AML activity;

• Ensure that the new Unexplained Wealth 
Order is fully exploited; and

• Ensure that there is no weakening of AML 
standards or activity following the UK’s 
departure from the EU.

Dutch proposal 
for beneficial 
ownership 
register 
submitted

The Dutch minister of finance 
submitted a legislative proposal 
to the Dutch Parliament on 4 April 
for the introduction of a register 
of beneficial ownership (BO) in 
the Netherlands. 

The BO register will contain details on 
individuals that are ultimate beneficial 
owners of legal entities based in the 
Netherlands (BOs of foreign entities 
active in the Netherlands will not be 
included in the register). All member 
states, including the Netherlands, are 
required to introduce a BO register 
pursuant to the Fourth Money 
Laundering Directive (4AMLD). 

In April 2018, it was announced that 
implementation of the Dutch BO 
register would be postponed to the 
beginning of 2019 as a result of the 
Fifth Money Laundering Directive, 
which includes changes to the register.

The BO register will become part of the 
Dutch Chamber of Commerce’s Trade 
Register and will be partly public. 

The proposal can be found HERE. The resolution can be found HERE.

The press release can be found HERE.

https://www.rijksoverheid.nl/documenten/kamerstukken/2019/04/04/bijlage-1.-wetsvoorstel-ubo-register
http://assembly.coe.int/nw/xml/XRef/Xref-XML2HTML-en.asp?fileid=27674&lang=en
https://www.coe.int/en/web/portal/-/pace-urges-international-action-against-money-laundering-laundromats-


Report finds police response to fraud 
“inconsistent” irrespective of whether 
victim is an individual or a business
A report by Her Majesty’s Inspectorate 
of Constabulary and Fire & Rescue 
Services (HMICFRS) entitled “Fraud: 
Time to Choose,” published on 2 April, 
has found that the police response 
to fraud is “inconsistent” irrespective 
of whether the victim is an individual, 
business or public sector organisation 
and that while featured as one of 
nine national threats in the National 
Strategic Assessment of Serious and 
Organised Crime 2018, fraud and 
economic crime are not identified by 
the National Crime Agency (NCA) as a 
national priority threat. Consequently, 
the NCA does not have dedicated 
fraud teams but will allocate resources 
to complex frauds case-by-case. 

The report finds that only one of the police 
forces inspected routinely identified and 
mapped organised crime groups primarily 
involved in fraud. The report is based on 
HMICFRS inspections of 11 police forces 
in England and Wales, all nine regional 
organised crime units, the National Crime 
Agency, Action Fraud, the National Fraud 
Intelligence Bureau and Europol, between 
March and July 2018. The HMICFRS also 
interviewed staff involved in implementing 
the new National Economic Crime Centre. 

In terms of how well police forces 
investigate fraud, the report found 
significant problems at all levels, including 
inefficient and ineffective processes. “There 
are unacceptably wide variations in the 
quality of case handling and prioritisation, 
unnecessary delays in the system and a lack 
of proactive targeting of fraudsters, with 
little evidence of forces trying to prevent 
or restrict them from committing further 
offences,” states the report. 

The report also found no formal process 
to request City of London Police, as the 
national lead force for fraud, to take on 
an investigation. National and regional 
tasking processes were generally not used 
for fraud so individual forces became 
responsible for major cases that involved 
cross-border or national criminality. “We 
were told of large-scale frauds ‘bouncing 
around’ between agencies with no agency 
taking responsibility for them,” states the 
report. Some police forces actively seek 
reasons to drop investigations into fraud, 
the report states, with one police officer 
telling the inquiry that if it did not “bang, 
bleed or shout” then the crime was not 
considered a priority.

The report’s recommendations include: 

• The National Police Chiefs’ Council 
Coordinator for Economic Crime should 
develop a national policing strategy for 
fraud by 31 March 2020;

• With immediate effect, the director of 
the NCA should ensure that NCA tasking 
powers are used effectively in the case 
of serious and organised fraud; and

• By 31 August 2019, the Economic Crime 
Strategic Board should extend its remit 
to include all forms of fraud.

TECHNICAL UPDATES
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FATF gets new 
open-ended 
mandate  
Financial Action Task Force (FATF) 
president Marshall Billingslea 
proposed a new ministerial 
declaration and revised open-
ended mandate for the FATF on 12 
April, which sets out priorities for 
the FATF to address challenges 
by strengthening its internal 
governance and its capacity to 
respond to threats. 

The new mandate, which was agreed at 
the ministerial meeting marking the 30th 
anniversary of the FATF, will also allow 
ministers to have a greater opportunity 
to discuss FATF-related issues, provide 
greater political awareness, and 
reinforce member’s commitment, with 
ministerial meetings taking place more 
frequently, every four years.  

FATF members also agreed to extend 
the term of the FATF presidency and a 
new funding model for the organisation. 
FATF’s new mandate recognises the 
need for FATF to continue to lead 
effective global action to counter the 
threats of the abuse of the financial 
system by criminals and terrorists, and 
strengthens its capacity to respond to 
threats. Xiangmin Liu from China will 
assume the FATF presidency in July.

Meanwhile, the FATF published its report 
on 8 April to the G20 Finance Ministers 
and Central Bank Governors’ meeting, 
which details FATF’s ongoing work and 
initiatives to combat money laundering 
and terrorist financing. 

The transcript can be found HERE.The report can be found HERE.

If it did not “bang, 
bleed or shout” then 
the crime was not 
considered a priority

http://www.fatf-gafi.org/publications/fatfgeneral/documents/speech-fatf-ministerial.html
https://www.justiceinspectorates.gov.uk/hmicfrs/wp-content/uploads/fraud-time-to-choose-an-inspection-of-the-police-response-to-fraud.pdf


UK’s Payment 
Systems 
Regulator 
publishes 
2019/20 annual 
plan and budget

The UK’s Payment Systems Regulator 
(PSR) published its annual plan 
and budget for 2019/2020 on 27 
March, which includes the aims to 
protect people from authorised push 
payment scams and implement 
confirmation of payee.

The PSR’s annual plan includes aims to 
promote innovation, such as via Pay.UK 
and overseeing the delivery of the new 
payments architecture, as well as the 
aim to continue making sure access to 
payment systems is fair and transparent, 
enabling participants to provide new and 
innovative products and services. 

The PSR has also committed to ongoing 
work with HM Treasury, the Bank of 
England and Financial Conduct Authority to 
prepare for Brexit.
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The UK’s National Crime Agency 
publishes annual plan for 2019/20 
The UK’s National Crime Agency 
(NCA) published its annual plan for 
2019/20 on 16 April, which sets out 
the NCA’s operational priorities for the 
year ahead and how the NCA will lead 
a whole-system response to serious 
and organised crime.

The NCA’s operational priorities are:

• To enhance the intelligence picture 
of existing and emerging serious and 
organised crime threats to the UK, 
using the intelligence to drive, lead and 
support the UK’s response to serious and 
organised crime; 

• To operate proactively at the high end 
of high-risk, undertaking significant 
investigations resulting in offenders being 
brought to justice through prosecution or 
disrupted through other means; 

• To lead, task, coordinate and support 
operational activity proactively sharing 
intelligence, assets and capabilities with 
partners at local, regional, national and 
international levels;

• To develop and deliver specialist serious 
and organised crime capabilities 
and services where this is best done 
nationally, enabling their availability where 
and when needed for the benefit of all UK 
law enforcement; and

• To enhance NCA capability by ensuring 
that officers are equipped with the right 
skills, facilities and technology to lead the 
fight to cut serious and organised crime 
and that the NCA retains the trust and 
confidence of the public.

NCA director General Lynne Owens said: 
“The launch of the NECC has been an 

exciting step for us this year. Another 
notable success has been the Capability 
Strategy, enhancing our ability to tackle 
serious and organised crime in all its 
forms, by providing the right response to 
the right partner at the right time.”

The National Economic Crime Centre 
(NECC) will, amongst other things: 

• Work on new and innovative methods 
to tackle economic crime, not just by 
responding to criminal attacks on the 
system but understanding how the public 
and businesses can be better protected 
and crime better prevented;

• Jointly identify and prioritise the most 
appropriate type of investigations – 
whether criminal, civil or regulatory to 
ensure maximum impact;

• Seek to maximise new powers, such as 
Unexplained Wealth Orders and Account 
Freezing Orders, across all agencies to 
tackle illicit finance for all threat types;

• Ensure that criminals defrauding citizens, 
attacking UK industry and abusing UK 
financial services are effectively pursued, 
that the UK’s industries and government 
agencies know how to prevent economic 
crime, and that the UK’s citizens are 
better protected; and

• Ensure that ‘professional enablers’ are 
actively identified and pursued, reducing 
the ability of criminals to abuse and 
exploit the UK financial system.

The annual plan can be found HERE. 

The press release can be found HERE.

The annual plan can be found HERE.

https://www.psr.org.uk/sites/default/files/media/PDF/PSR-Annual-Plan-2019.pdf
https://www.nationalcrimeagency.gov.uk/news/nca-publishes-annual-plan-2019-20?src=ilaw
https://www.nationalcrimeagency.gov.uk/who-we-are/publications/289-nca-annual-plan-2019-20/file
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Financial Conduct Authority publishes new business plan
The UK’s Financial Conduct Authority 
(FCA) published its business plan 
2019/20 on 17 April, which contains key 
themes and hints at areas of enquiry it 
may focus on in the coming year.

Financial crime remains a clear priority area in 
the business plan, with priorities being to: 

• Share intelligence with the government and 
other relevant agencies; 

• Use intelligence, data and technology 
to improve the approach to anti-money 
laundering, bribery and corruption; and 

• Strengthen the approach to tackling fraud 
by developing the FCA’s understanding of 
the risks in specific financial sectors and 
ensuring firms have safeguards in place. 

The FCA is also going to develop a 
programme to understand types of fraud 
and identify priorities. For pensions and 
payments, the FCA will build on the current 
approach to better identify the specific types 
of frauds operating in these sectors, as well 
as sector susceptibilities. The FCA will also 
increase its use of data and analysis to 
enhance its understanding of risk at a firm, 
portfolio and cross-sector level – for example, 
linking fraud to other types of crime such as 
money laundering, market abuse, bribery and 
corruption. The FCA’s stated aim is to become 
a “catalyst for industry-led initiatives to ‘design 

out’ fraud,” which includes supporting the use 
of innovative technologies through RegTech. 

The FCA will also continue to examine how 
firms are implementing MiFID II and bringing 
in the new EU Prospectus Regulation from 
July. Operational resilience is also highlighted 
as a key priority, which includes change 
management, outsourcing, cybersecurity 
and resilience. Going forward, the FCA notes 
longer term priorities including innovation, 
data and changing customer demographics. 

Separately, the FCA announced on 25 
March that it will be holding a follow-up AML 
and financial crime information sharing 
TechSprint in London from 29 July to 2 
August to explore the potential for new 
technologies to enhance information-sharing 
across jurisdictions. The TechSprint will be 
held in conjunction with the Abu Dhabi Global 
Markets (ADGM), Australian Transaction 
Reports & Analytics Centre (AUSTRAC) and 
Monetary Authority Singapore (MAS), in 
consultation with Europol.

The FCA is also acting as an observer for 
several consortia who are developing AML 
related proofs of concept resulting from the 
TechSprint, which include:

• Catch the Chameleon: A collaboration 
between Santander and other financial 
and technology industry partners that uses 
blockchain to allow the cross-referencing 

The business plan can be found HERE.
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of KYC/KYB data on SMEs with suspicious 
characteristics; 

• Webs of Suspicion: A collaboration between 
Solidatus, Grant Thornton UK LLP, Ashurst 
LLP, Solace and Privitar, to explore ways to 
help firms safely detect and share data on 
financial crime, using machine learning, AI, 
encryption and smart contract protocols, 
underpinned by open standards; and 

• Pooled Transactional Data: A collaboration 
between Deloitte and three large UK 
retail banks to assess whether using 
advanced analytics techniques on pooled 
transactional data from multiple financial 
institutions may identify potential money 
laundering activity which would not have 
been identified by conventional practices.

The EBA’s opinion can be found HERE.

FCA’s aim is to become 
a “catalyst for industry-
led initiatives to ‘design 
out’ fraud,” which 
includes supporting the 
use of RegTech

EBA opinion on passport notifications relating to e-money 
The European Banking Authority 
(EBA) published an opinion on 24 
April on the nature of passport 
notifications of payment institutions 
and e-money institutions using agents 
and distributors located in another 
EU member state, under the Second 

Payment Services Directive, the Second 
E-Money Directive and the Fourth 
Money Laundering Directive (4MLD). 

Meanwhile, the EBA announced on 3 April that 
it has brought together, on its website, links 
to national competent authorities’ websites 

where users are able to access information 
on sanctions and administrative measures 
authorities have imposed for breaches of 
AML/CFT obligations under 4MLD. 

The press release can be found HERE.

https://www.fca.org.uk/publication/business-plans/business-plan-2019-20.pdf
https://eba.europa.eu/documents/10180/2622242/EBA+Opinion+.pdf
https://www.fca.org.uk/publications/corporate-documents/our-business-plan-2019-20


Eurojust’s 
annual report 
shows increase 
in investigations 
of serious 
organised cross-
border crime 
Eurojust published its annual report 
2018 on 2 April, which highlights 
three key cases in cross-border 
criminal justice: halting drug 
smuggling, acting swiftly against the 
spread of child pornography online 
and dealing with the return of foreign 
terrorist fighters to Europe. 

In 2018, Eurojust provided support in 191 
terrorism cases, 219 cybercrime cases 
and 157 migrant smuggling cases. The 
number of cases brought to Eurojust by 
national authorities has steadily increased, 
with Eurojust involved in more than 6,500 
new cases involving investigations of 
serious organised cross-border crime 
in 2018, a 19 percent increase on the 
previous year, and the biggest increase 
since Eurojust was established in 2002.

The European Judicial Counter-Terrorism 
Register enables Eurojust to quickly detect 
links between ongoing terrorism cases, 
but a further full digitalisation of justice is 
necessary, states the report, to effectively 
combat terrorism and as well as other 
forms of serious organised crime. 
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SWIFT report reveals evolution of 
threats facing financial community
SWIFT published a new cyber 
report on 10 April, “Three years 
on from Bangladesh: tackling the 
adversaries,” which provides new 
insights into the evolving nature of 
the cyber threats facing the global 
financial community. 

The key findings include that:

• Four out of five of all fraudulent 
transactions were issued to beneficiary 
accounts in South East Asia;

• 70 percent of attempted thefts were 
USD-based, but the use of EU currencies 
has increased; and 

• The value of each individual attempted 
fraudulent transaction decreased – from 
more than USD 10 million to between 
USD 250,000 and USD 2 million. 

Based on investigations conducted over 
the last 15 months, the report shows how 
closer industry collaboration resulted 
in the quick identification of financial 
institutions targeted by cyber criminals. 

The report features a detailed look at 
how cyber attackers are adjusting their 
methods to avoid detection. For example, 
attackers have continued “silently” 
operating for prolonged periods of 
reconnaissance to discover more about 
a target. Malicious actors have previously 
favoured issuing fraudulent payments 
outside business hours to avoid detection 
but have recently turned this approach on 
its head, acting during business hours to 
blend in with legitimate traffic.

Financial Stability Board publishes 
directory of crypto-assets regulators  

The press release can be found HERE.

The Financial Stability Board (FSB) 
published its “Crypto-assets regulators 
directory” on 5 April, which aims to 
provide information on the regulators 
in FSB jurisdictions and international 
bodies dealing with crypto-asset 
issues and aspects covered by them. 

The directory, which was delivered to the 
G20 Finance Ministers and Central Banks 

Governors’ meeting, provides detailed 
information on the regulatory authorities 
in each jurisdiction that deal with crypto-
assets and the applicable laws, which 
includes anti-money laundering and 
counter-terrorist financing laws. 

The press release can be found HERE.

The press release can be found HERE.The annual report can be found HERE.

https://www.swift.com/news-events/news/swift-report-shares-insights-into-evolving-cyber-threats
http://www.eurojust.europa.eu/press/PressReleases/Pages/2019/2019-04-02.aspx
http://www.fsb.org/wp-content/uploads/P050419.pdf
http://eurojust.europa.eu/doclibrary/corporate/eurojust%20Annual%20Reports/Annual%20Report%202018/AR2018_EN.pdf


12

TECHNICAL UPDATES

aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2019

The EU Supervisory Authorities (ESAs) 
published on 10 April two pieces of 
joint advice in response to requests 
made in the Commission’s FinTech 
Action Plan: advice on the need for 
legislative improvements relating to 
ICT risk management requirements 
in the financial sector, and advice on 
the costs and benefits of a coherent 
cyber resilience testing framework for 
significant market participants and 
infrastructures in the financial sector. 

The proposals presented in the joint 
advice document aim to promote stronger 

operational resilience and harmonisation in 
the EU financial sector by applying changes to 
their respective sectoral legislation. The ESAs 
call for streamlining aspects of the incident 
reporting frameworks across the financial 
sector and suggest that a legislative solution 
for an appropriate oversight framework to 
monitor the activities of critical third-party 
service providers should be considered.

Regarding the costs and benefits of a 
coherent cyber resilience testing framework, 
the ESAs see benefits of such a framework. 
However, at present there are significant 
differences across and within financial 

ESAs advice on ICT risk management and cybersecurity 

IMF publishes fiscal monitor on curbing corruption   
The International Monetary Fund 
(IMF) published its new fiscal monitor: 
curbing corruption on 4 April, which 
analyses how corruption impacts 
government policies and operations, 
and makes suggestions as to how 
institutions can help fight corruption.

The IMF analysed more than 180 countries 
and found that more corrupt countries 
collect fewer taxes, as people pay bribes to 
avoid them, including through tax loopholes 
designed in exchange for kickbacks, and that 
when taxpayers believe their governments 
are corrupt, they are more likely to evade 
paying taxes. The Fiscal Monitor shows that 
overall, the least corrupt governments collect 
4 percent of GDP more in tax revenues than 
countries at the same level of economic 
development with the highest levels of 
corruption. The IMF’s research also shows 
that resource-rich countries, on average, have 
weaker institutions and higher corruption.

The IMF puts forward lessons for countries 
to help build effective institutions that curb 
vulnerabilities to corruption:

• Invest in high levels of transparency and 
independent external scrutiny. For example, 
Colombia, Costa Rica, and Paraguay 
are using an online platform that allows 
citizens to monitor the physical and 
financial progress of investment projects. 
Norway has developed a high standard 
of transparency to manage its natural 
resources. The IMF’s analysis also shows 
that a free press enhances the benefits of 
fiscal transparency. 

• Reform institutions. The chances for 
success are greater when countries design 
reforms to tackle corruption from all angles, 
states the IMF. For example, reforms to tax 
administration will have a greater payoff 
if tax laws are simpler and they reduce 
officials’ scope for discretion. To help 
countries, the IMF has built diagnostics on 
the quality of fiscal institutions, including 
public investment management, revenue 
administration, and fiscal transparency.

• Build a professional civil service. 
Transparent, merit-based hiring and pay 
reduce the opportunities for corruption. The 

heads of agencies, ministries, and public 
enterprises must promote ethical behaviour 
by setting a clear tone at the top.

• Keep pace with new challenges as 
technology and opportunities for 
wrongdoing evolve. Focus on areas of 
higher risk, such as procurement, revenue 
administration, and management of natural 
resources, as well as effective internal 
controls. In Chile and Korea, for example, e- 
procurement systems have been powerful 
tools to curtail corruption by promoting 
transparency and improving competition.

• More cooperation to fight corruption. More 
than 40 countries have made it a crime for 
companies to pay bribes to gain business 
abroad under the OECD anti-corruption 
convention. Countries can also pursue 
AML activities and reduce transnational 
opportunities to hide corrupt money in 
opaque financial centres, states the IMF. 

sectors as regards the maturity level of 
cybersecurity. In the short-term, the ESAs 
advise a focus on achieving a minimum 
level of cyber-resilience across the sectors, 
proportionate to the needs of the entities. The 
ESAs propose establishing on a voluntary 
basis an EU-wide testing framework together 
with other authorities taking into account 
existing initiatives, and with a focus on Threat 
Lead Penetration Testing. In the long term, the 
ESAs aim to ensure a sufficient cyber maturity 
level of identified cross-sector entities.

The fiscal monitor can be found HERE.

The press release can be found HERE.

https://www.imf.org/en/Publications/FM/Issues/2019/03/18/fiscal-monitor-april-2019
https://eba.europa.eu/-/esas-publish-joint-advice-on-information-and-communication-technology-risk-management-and-cybersecurity?src=ilaw


Cyber breach survey finds attackers 
are targeting fewer businesses 
The UK government published 
the cyber breaches survey 2019 
on 3 April, which suggests that 
cyber attackers are targeting fewer 
businesses, but may be attacking 
those businesses more frequently 
or substantively. The report also 
highlights that there is still a gap 
between perceived risk and action, 
and that it can be difficult to 
determine, as an organisation, if you 
are “doing enough.” 

The new statistics show a reduction in 
the percentage of businesses suffering 
a cyber breach or attack in the last 
year, with 32 percent of businesses 
identifying a cybersecurity attack in the 
last 12 months, down from 43 percent 
the previous year. The reduction is said 
to be partly due to the introduction of 
the Data Protection Act and the General 
Data Protection Regulation. However, of 
those businesses that suffered attacks, 
the median number of breaches has risen 
from 4 in 2018 to 6 in 2019. 

The most common breaches or attacks 
were phishing emails, followed by 
instances of others impersonating their 
organisation online, viruses or other 
malware including ransomware.

The latest survey, which is intended to 
represent UK businesses of all sizes and 
sectors, also found that cyber is not a 
board level issue yet. In regard to supply 
chain risks, the survey found that only 
18 percent of businesses required their 
suppliers to adhere to cyber standards. 
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ESMA issues conflict of interest 
guidelines for central counterparties 
The European Securities and Markets 
Authority (ESMA) published on 5 April 
the official translations of its guidelines 
on central counterparty (CCP) conflict 
of interest management. 

The guidelines will apply from 5 June 2019 
and member state national competent 
authorities must notify the ESMA as to 
whether they comply or intend to comply with 
the guidelines by this date. 

The guidelines aim to provide clarification 
and a consistent approach to the 
requirements regarding the management 
of conflicts of interest by CCPs as set 
out in the European Market Infrastructure 
Regulation and Commission Delegated 
Regulation (EU) No. 153/2013. 

Final adoption 
of EU Criminal 
Records 
Information 
System on 
convicted 
third country 
nationals
The Council of the European Union 
formally adopted new rules on 9 
April to improve the way member 
states exchange information 
on convictions of third country 
nationals. The reformed European 
Criminal Records Information 
System (ECRIS) will now include 
a centralised database with 
information on convictions of third 
country nationals and stateless 
persons (the so-called ECRIS-TCN).

The ECRIS package consists of a 
regulation and a directive. The regulation 
lays down the rules for the creation of 
the system and specifies the data and 
rights of access. The system will include 
data to identify a person and information 
relating to third country nationals but 
also dual EU/third country nationals. The 
information on the conviction can only 
be obtained from the convicting member 
state. The regulation also sets out the 
division of responsibilities between the 
member states and eu-LISA, the agency 
tasked with operating the system.

The regulation and the directive will now 
be published in the Official Journal.

The guidelines can be found HERE. The press release can be found HERE.

The survey can be found HERE.

The new statistics 
show a reduction in 
the percentage of 
businesses suffering a 
cyber breach or attack

https://www.esma.europa.eu/sites/default/files/library/esma70-151-1439_guidelines_on_ccp_conflict_of_interest_management.pdf
https://www.consilium.europa.eu/en/press/press-releases/2019/04/09/exchanging-criminal-records-eu-agrees-a-reformed-ecris-system/
https://www.gov.uk/government/statistics/cyber-security-breaches-survey-2019


Parliament 
approves new 
EU-wide rules 
to protect 
whistleblowers 
Members of the European Parliament 
approved new rules that strengthen 
the protection of whistleblowers on 
16 April, which will establish EU-wide 
standards to protect whistleblowers 
revealing breaches of EU law in a 
wide range of areas including public 
procurement, financial services, 
money laundering, and consumer and 
data protection.

Rapporteur Virginie Rozière said: “Recent 
scandals such as LuxLeaks, Panama 
Papers and Football leaks have helped to 
shine a light on the great precariousness 
that whistle-blowers suffer today. On the 
eve of European elections, Parliament has 
come together to send a strong signal that 
it has heard the concerns of its citizens, 
and pushed for robust rules guaranteeing 
their safety and that of those persons who 
choose to speak out.”

The law now needs to be approved by EU 
ministers. Member states will then have 
two years to comply with the rules.
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FCA signs MOUs with SEC, BaFin, 
ASIC and the UK’s SRA and IFB 
The UK’s Financial Conduct Authority 
(FCA) and the US Securities and 
Exchange Commission (SEC) 
signed two updated Memoranda of 
Understanding (MOUs) on 29 March 
to ensure the continued ability to 
cooperate and consult with each 
other regarding the effective and 
efficient oversight of regulated 
entities across national borders. 

The first MOU is a supervisory 
arrangement covering regulated entities 
that operate across national borders. 
The second MOU, which is required 
under the UK Alternative Investment 
Fund Managers Regulations, provides a 
framework for supervisory cooperation 
and exchange of information. 

Germany’s Federal Financial Supervisory 
Authority (BaFin) announced on 17 
April that in preparation for Brexit, it 
has signed an MOU with the FCA and 
the Prudential Regulatory Authority 
(PRA). The agreement regulates 
cooperation in various supervisory fields, 
including cooperation in the licensing of 
companies, combating money laundering 
and the exchange of information.

Separately, the FCA and the Australian 
Securities and Investments Commission 
(ASIC) announced on 8 April that they 
have agreed two MOUs to ensure 
continuity once the UK leaves the EU. 
The MOUs cover trade repositories 
and alternative investment funds. The 
agreements will provide reassurance by 
ensuring arrangements are in place for 
cross-border cooperation between the 
FCA and ASIC. 

All of the MOUs will enter into force on 
the date EU legislation ceases to have 
direct effect in the UK. 

In addition to this the FCA signed an 
MOU with the UK’s Solicitors Regulation 
Authority on 13 March, to establish a 
formal basis for cooperation, including 
regarding exchanging information, 
communications, and investigative 
assistance. The FCA also signed an MOU 
with the Insurance Fraud Bureau (IFB) 
on 10 April, to provide a formal basis 
for cooperation in relation to claims 
management activities.  

Argentina’s new anti-corruption plan 

The Decree can be found HERE.

Decree No. 258/2019 was published 
in Argentina’s Official Gazette on 10 
April, which approves the country’s 
National Anticorruption Plan 2019-
2023. The government aims to 
consolidate progress in the fight 
against corruption via the new plan 
and has set out certain priorities 
for the next five years, in line with 
international conventions.

The Decree includes the creation of an 
Advisory Council, which will be composed 
of civil society organisations and private 
sector experts, to monitor implementation 
of the plan. The Decree also provides 
for the creation of public monitoring 
mechanisms for the plan.

The press release can be found HERE.

The SEC MOU can be found HERE.

The law now needs 
to be approved by EU 
ministers. Member 
states will then have 
two years to comply 
with the rules

https://www.boletinoficial.gob.ar/#!DetalleNorma/anexos/205233/20190411
http://www.europarl.europa.eu/news/en/press-room/20190410IPR37529/protecting-whistle-blowers-new-eu-wide-rules-approved
https://www.fca.org.uk/news/press-releases/uk-financial-conduct-authority-and-us-securities-and-exchange-commission-sign-updated-supervisory
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EU infringement procedure launched 
over Poland’s new regime for judges
The European Commission announced 
on 3 April that it has launched an 
infringement procedure to protect 
judges in Poland from political control 
by sending a Letter of Formal Notice to 
Poland regarding the new disciplinary 
regime for judges. The Polish 
government has two months to reply.

The Commission states that Poland’s new 
disciplinary regime undermines the judicial 
independence of Polish judges by not offering 
necessary guarantees to protect them from 
political control, as required by the CJEU. The 
Commission is of the opinion that Poland 
failed to fulfil its obligations under Article 
19(1) of the Treaty on European Union read 

in connection with Article 47 of the Charter of 
Fundamental Rights of the European Union, 
which enshrine a right to an effective remedy 
before an independent and impartial court.

Court judges in Poland can be subject to 
disciplinary investigations, procedures 
and sanctions, on account of their judicial 
decisions and the new disciplinary regime 
does not guarantee the independence and 
impartiality of the Disciplinary Chamber of 
the Supreme Court which reviews decisions 
taken in disciplinary proceedings against 
judges, states the Commission. 
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Concern over Romanian corruption
On 3 April, 12 countries (Austria, 
Belgium, Canada, Denmark, Finland, 
France, Germany, Ireland, the 
Netherlands, Norway, Sweden, and the 
US) issued a joint statement calling 
on all parties in Romania involved 
in drafting emergency government 
ordinances modifying justice sector 
laws to avoid changes that would 
weaken the rule of law and the ability to 
fight crime and corruption. 

“We are deeply concerned about the integrity 
of Romania’s justice system, which has been 
buffeted by unpredictable modifications 
that do not further Romania’s efforts to 
consolidate judicial progress,” reads the 
statement. “To the contrary, the cumulative 
effect of these modifications carries the risk 
of slowing the fight against corruption and 
undermining judicial independence.”

On 24 April, Romania’s parliament adopted 
changes that would further weaken the 

anti-corruption fight, including shortening 
the statute of limitations. The opposition 
is expected to attack the law at the 
Constitutional Court.

In addition to this, the Romanian parliament 
passed a bill on 17 April at the request 
of president Klaus Iohannis to hold a 
referendum on issues of national interest on 
26 May, which includes corruption related 
measures. To encourage turn-out, the 
referendum is due to be held on the same 
day as EU Parliament elections. 

Separately, on 3 April, Romania’s High 
Court lifted judicial control placed 
on Laura Codruţa Kövesi’s following 
demands from the EU Parliament that the 
Romanian authorities stop obstructing 
Kövesi’s candidacy to the European Public 
Prosecutor’s Office. 

US publishes 
white paper 
on the 
CLOUD Act   
The US Department of Justice 
announced on 10 April the 
release of a white paper 
“Promoting Public Safety, 
Privacy, and the Rule of 
Law Around the World: The 
Purpose and Impact of the 
CLOUD Act,” on the Clarifying 
Lawful Overseas Use of Data 
Act, otherwise known as the 
CLOUD Act, which provides the 
legal framework for how law 
enforcement authorities may 
request electronic evidence 
from service providers while 
respecting privacy interests 
and foreign sovereignty.

The white paper describes the 
interests and concerns that 
prompted the enactment of the 
CLOUD Act in March 2018 and 
provides a distillation of the effect, 
scope, and implications of the Act.

Deputy assistant attorney general 
Richard W. Downing said at 
the Academy of European Law 
Conference on Prospects for 
Transatlantic Cooperation on the 
Transfer of Electronic Evidence 
to Promote Public Safety on 5 
April that our collective safety and 
security depends on our ability 
to maintain lawful and efficient 
cross-border access to that 
evidence, and that the CLOUD Act 
should be embraced as a model for 
international cooperation. 

The paper can be found HERE.

The press release can be found HERE.

The joint statement can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.justice.gov/opa/press-release/file/1153446/download
http://europa.eu/rapid/press-release_IP-19-1957_en.htm
https://ro.usembassy.gov/major-partners-of-romania-express-concern-about-rule-of-law/
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House Financial Services Committee 
passes the US SAFE Banking Act 
The US House Financial Services 
Committee passed the Secure and Fair 
Enforcement (SAFE) Banking Act on 28 
March, which would protect financial 
institutions from being prosecuted by 
the federal government for servicing 
state-licensed marijuana-related and 
ancillary businesses. 

Under the SAFE Banking Act, proceeds from 
transactions conducted by cannabis or 
cannabis-related companies would not be 
considered as proceeds from an unlawful 
activity. Further, the legislation clarifies 
that protections would be extended to 
financial institutions that work with ancillary 
cannabis businesses, such as real estate 
owners and accountants. The Government 
Accountability Office would be required to 
examine suspicious activity reports on such 
businesses to see how effectively financial 
institutions can identify bad actors.

Despite FinCEN having issued guidance in 
2014 on how to service the cannabis industry 

in compliance with AML laws, most financial 
institutions remain reluctant to provide 
services to the industry over concerns they 
could be prosecuted for doing so. Forty-seven 
US states have legalised marijuana in some 
form, and as such the proposed bill aims 
to alleviate the disconnect between state 
legalisation and the continued illegality of 
cannabis under federal law. 

The bill will now advance to the House floor, 
but it remains uncertain as to whether the bill 
will advance to a vote in the Senate.
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France adopts crypto-asset regulation  
The French Financial Markets 
Regulator (Autorité des Marchés 
Financiers, AMF) issued a statement 
on 15 April confirming that the draft 
PACTE Bill was adopted by the French 
National Assembly on 11 April, which 
once enacted, will establish a legal 
framework for Initial Coin Offerings 
(ICOs) and digital asset services 
providers, and strengthen the AMF as 
the regulator of the industry.

The PACTE Bill provides the option for 
digital asset service providers to be 
licensed and placed under the supervision 
of the AMF. The Bill enables ICO issuers 

to apply for approval from the AMF if they 
meet certain requirements. For example, 
the issuer must be legally incorporated or 
registered in France and AML and counter 
terrorist financing measures must be in 
place. The AMF will be given the power to 
blacklist providers that do not comply and 
block access to fraudulent websites.

Reuters reported on 15 April that France 
intends to urge the EU to adopt the same 
regulatory framework for crypto-assets. 

Report on 
the use of tax 
exemptions 
by European 
governments
On the third anniversary of the 
Panama Papers, The Greens/
European Free Alliance group 
in the European Parliament 
published a report entitled 
“Competing for the rich: 
Tax exemptions and special 
schemes for the rich,” on 3 April, 
which reveals how governments 
in the EU compete to attract the 
super-rich through tax breaks 
and preferential treatment.

The report states that more than 
160,000 people in ten EU countries 
currently benefit from legal tax 
dumping and avoid contributing 
their fair share of income tax in their 
country. The frontrunners of tax 
injustice, states the report, are the 
Netherlands and the UK, each with 
more than 50,000 beneficiaries of 
dubious residence rules. The report 
calls on the European Commission 
to present an action plan to put an 
end to harmful tax competition, in 
particular to combat double non-
taxation and tax evasion.

Separately, the EU Parliament’s think 
tank published a study on “Protection 
of EU financial interest on customs 
and VAT: cooperation of national tax 
and customs authorities to prevent 
fraud,” on 8 April, which describes the 
current levels of fraud and current 
cooperation measures. 

The report can be found HERE.

The press release can be found HERE.

The press release can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
http://extranet.greens-efa-service.eu/public/media/file/1/5920
https://financialservices.house.gov/news/documentsingle.aspx?DocumentID=402523
https://www.amf-france.org/en_US/Reglementation/Dossiers-thematiques/Fintech/Vers-un-nouveau-regime-pour-les-crypto-actifs-en-France?xtcr=3&isSearch=true&lastSearchPage=https%3A%2F%2Fwww.amf-france.org%2FmagnoliaPublic%2Famf%2FResultat-de-recherche%3FisSearch%3Dtrue%26DOC_TYPE%3D%26TEXT%3Dcrypto%26REFERENCE%3D%26RG_NUM_ARTICLE%3D%26RG_LIVRE%3D%26DATE_PUBLICATION%3D%26DATE_OBSOLESCENCE%3D%26DATE_VIGUEUR_DEBUT%3D%26DATE_VIGUEUR_FIN%3D%26LANGUAGE%3Dfr%26INCLUDE_OBSOLESCENT%3Dfalse%26ORDER_BY%3DNOW_TO_OLD&xtmc=crypto
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Danish parliament approves agreement that includes 
initiatives to tackle financial crime 
The majority of the parties in the Danish 
parliament entered into an agreement 
to strengthen efforts to tackle financial 
crime on 27 March. The agreement, 
which is expected to be transformed 
into law within the next year, sets out 
rigorous requirements, particularly 
relating to compliance with anti-money 
laundering regulations. 

The agreement lists 16 initiatives that will 
provide the Danish Supervisory Authority 
(FSA) with “a more proactive and aggressive 
method of supervision,” which includes:

• The FSA will be allowed to appoint a 
qualified person to monitor the daily 
operations of a financial undertaking and 
attend board meetings; 

• The FSA will be allowed to prohibit a 
financial undertaking from taking on new 

customers until serious violations of AML 
regulation have been rectified; 

• There will be a prohibition against non-
disclosure clauses that forbid employees 
in financial institutions from raising 
concerns through the use of whistleblower 
arrangements; 

• A general duty will be imposed on financial 
institutions to disclose to the FSA any 
matters of importance concerning the 

US Supreme Court extends liability for securities fraud    

The court ruling can be found HERE.

The US Supreme Court held on 27 
March in Lorenzo v. Securities and 
Exchange Commission, that persons 
who do not themselves make false or 
misleading statements in connection 
with the purchase or sale of securities 
can be primarily liable for those 
statements in private securities fraud 
actions if they knowingly participate in 
disseminating them. 

SEC Rule 10b-5 deems it unlawful to make 
an untrue statement of a material fact in 
connection with the purchase or sale of any 
security. In Janus Capital Group, Inc. v. First 
Derivative Traders, the Supreme Court held 
that only persons who “make” the statements 
may be liable under the rule. 

In the case at hand, the SEC sanctioned 
Francis Lorenzo, an investment bank director, 
for deceiving investors by sending emails 
seeking investment in a startup company’s 
debt offering when he knew its energy from 
waste technology did not work. The SEC 
found Lorenzo liable in a scheme to defraud 
investors even though he did not make the 
fraudulent statements in the emails. The SEC 
fined Lorenzo USD 15,000 and barred him 
from working in the securities industry for life.

Lorenzo appealed the ruling to the US Court of 
Appeals for the DC Circuit, which held that in 
light of Janus, only the “maker” of a statement 
is liable for its falsity under SEC Rule 10b-5(b). 
However, the DC Circuit sustained the SEC’s 
finding that by knowingly disseminating false 

The agreement can be found HERE.

supervision of the institution;

• The FSA will be able to issue administrative 
fines for violations of the AML Act;

• Sentences will be increased, and the period 
of limitation will be extended with regard to 
violations of the Financial Business Act and 
the AML Act; and 

• A customer due diligence platform for the 
financial services sector will be created. 

The agreement also indicates that a 
working group will consider the possibility 
of increasing the standards of both criminal 
liability and liability for damages of members 
of management and other management 
personnel for regulatory violations.

information to prospective investors, Lorenzo 
violated other subsections of Rule 10b-5.

The Supreme Court held that a person who 
knowingly disseminates a false statement 
could be primarily liable for employing a 
“device, scheme or artifice to defraud” in 
violation of Section 10(b), Rule 10b-5(a) and 
Section 17(a)(1) of the Securities Act, or 
engaging in an “act, practice, or course of 
business which operates or would operate as 
a fraud or deceit,” in violation of Rule 10b-5(c).

The agreement also 
indicates that a working 
group will consider the 
possibility of increasing 
the standards of 
criminal liability 

https://supreme.justia.com/cases/federal/us/587/17-1077/
https://em.dk/nyhedsarkiv/2019/marts/bredt-flertal-i-folketinget-indgaar-forlig-om-styrkelse-af-indsatsen-mod-finansiel-kriminalitet/
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Russian prosecutor’s office publishes corporate bribery 
enforcement statistics for 2018   
The Russian General Prosecutor’s Office 
of the Russian Federation published 
corporate bribery enforcement statistics 
for 2018 on 21 March, which shows that 
more than 7,000 individuals, officials 
and legal entities were penalised for 
corruption related offences with fines 
totalling more than RUB 900 million.

The press release notes that Russia’s anti-
corruption efforts have been intensified – in 
particular by extending the scope of corporate 
liability and introducing self-reporting 
rules for companies. As such, the need for 
companies to adopt anti-corruption measures 

has become increasingly important. Public 
prosecutors and courts have begun to assess 
whether companies have implemented the 
anti-corruption measures of Article 13.3 
of the Russian Anti-corruption Law when 
prosecuting them for corporate bribery. 
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British Columbia proposes new legislation to establish 
registry of beneficial owners of property
The government of British Columbia 
(BC) introduced the Land Owner 
Transparency Act on 2 April to combat 
tax evasion and money laundering 
by putting an end to anonymous real 
estate owners hiding behind shell and 
numbered companies. The proposed 
legislation would establish a public 
registry of beneficial owners of property 
in BC, requiring corporations, trusts 
and partnerships, which currently own 
or buy land, to disclose their beneficial 
owners in the registry. 

Those that fail to disclose the necessary 
information could face fines of up to CAD 
100,000 or 15 percent of the assessed 
property value, whichever is greater. BC’s 
beneficial ownership registry would be the 
first publicly searchable registry of its kind in 
Canada. Information, including names of all 
corporate interest holders, beneficial owners 
and partners, would be publicly searchable. 

Tax authorities, law enforcement agencies 
and regulators would have access to more 
detailed information.

The BC government is also introducing 
amendments to the Business Corporations 
Act to crack down on tax evasion and money 
laundering by requiring private companies 
to hold accurate and up-to-date information 
about the true owners of their shares and 
eliminating bearer shares.

The BC government recently received a report 
from former deputy attorney general Maureen 
Maloney examining gaps in the real estate 
and financial sectors that could be exploited 
by money launderers, and former deputy 
RCMP commissioner Peter German delivered 
a report to attorney general David Eby on 
the scope of illicit activity in BC’s real estate 
market and whether money laundering is 
linked to horse racing and the sale of vehicles. 
Both reports are due be released publicly.

The press release can be found HERE.

The press release can be found HERE.

Legislative changes have also extended the 
scope of liability for corporate bribery under 
the Administrative Offences Code, however 
companies can exclude themselves from this 
liability by self-reporting to the authorities. 

The statistics shows that throughout 2018, 
Russian law enforcement authorities opened 
487 investigations against legal entities for 
bribery, which resulted in the conviction of 
439 legal entities according to Article 19.28 of 
the Russian Administrative Offences Code. 

Meanwhile, the Financial Transactions 
and Reports Analysis Centre of Canada 
(FINTRAC) announced on 9 April that it has 
signed a Memorandum of Understanding 
(MOU) with the Real Estate Council of British 
Columbia aimed at combatting money 
laundering in the real estate sector in BC. 
The MOU is the first of its kind between real 
estate regulators in Canada. It establishes 
a framework within which FINTRAC and 
the Real Estate Council of British Columbia 
can share compliance related information 
to strengthen the compliance of the British 
Columbia real estate sector with the 
Proceeds of Crime (Money Laundering) and 
Terrorist Financing Act.

FINTRAC’s MOU can be found HERE.

https://genproc.gov.ru/smi/news/archive/news-1575524/
https://news.gov.bc.ca/releases/2019FIN0037-000545
https://www.canada.ca/en/financial-transactions-reports-analysis/news/2019/04/fintrac-partners-with-the-real-estate-council-of-british-columbia-to-combat-money-laundering.html


Upper Tribunal 
agrees with 
FCA’s fine 
against Linear 
Investments 
The UK’s Upper Tribunal has 
agreed with the Financial Conduct 
Authority’s (FCA) decision to impose 
a GBP 409,300 penalty on Linear 
Investments for its lack of effective 
monitoring of potential market abuse, 
in a decision published on 9 April.  

This is the first decision by the Upper 
Tribunal under a process introduced for 
partly contested cases, which allows 
firms or individuals under investigation 
to enter into a contract called a Focused 
Resolution Agreement (FRA) by which 
they agree certain elements of the case.

In June 2018, the FCA issued a decision 
Notice in relation to Linear’s failure to take 
reasonable care to organise and control 
its affairs to ensure potential instances 
of market abuse could be detected and 
reported. Linear agreed the matters of fact 
and liability set out in the notice. However, 
it disputed the penalty and appealed 
the amount to the Upper Tribunal. In its 
decision, the Upper Tribunal agreed that 
the appropriate action for the FCA to take 
was to impose a penalty of GBP 409,300. 
It interpreted Linear’s submissions and 
evidence in a manner that did not conflict 
with the FRA, and did not consider it 
appropriate to re-open any matter agreed.

The period within which Linear could apply 
to appeal the Upper Tribunal’s decision 
expired on 23 April.
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EU adopts resolution on fight against 
corruption in Malta and Slovakia
The European Parliament adopted 
a resolution on 28 March on the 
rule of law and the fight against 
corruption in the EU, specifically 
in Malta and Slovakia, which calls 
on the government of Malta to 
terminate its investor citizenship and 
residence schemes, and commission 
an independent and international 
investigation into the impact of 
this scheme on Malta’s anti-money 
laundering enforcement capabilities, 
on further cross-border crime and on 
the integrity of the Schengen area. 

Malta is also asked to publish annually a 
standalone list of all persons who have 
purchased Maltese and EU citizenship, 
and that it ensures that all these new 
citizens have actually resided one full 
year in Malta prior to the purchase. The 
resolution also requests that Malta fully 
discloses and terminates its contract 
with Henley & Partners, the private firm 
that implements the Maltese investor 
citizenship and residence schemes. The 
Maltese government has also been asked 
to investigate the allegations concerning 
the mass sale of Schengen and medical 
visas, including the alleged involvement of 
Maltese government officials. 

It is requested that EU member states 
phase out all existing citizenship by 
investment and residency schemes as 
soon as possible. In addition to this the 
resolution calls on the Commission to 
address such schemes in the Schengen 
Evaluation Mechanism and develop a 
legislative proposal which sets clear limits 
to schemes. Europol and the European 
Border and Coast Guard Agency are asked 
to conduct a joint threat assessment of 
the consequences of schemes on the fight 
against organised crime. 

EU institutions and member states are 
called on to initiate an international public 
inquiry into the murder of Daphne Caruana 
Galizia and the allegations reported by her, 
which involve public officials of Malta. The 
Commission and the European Anti-fraud 
Office are urged to carry out investigations 
into all the cases that were brought to 
the attention of the Parliament’s ad hoc 
delegations in 2018, also relating to EU 
agricultural funds, and possible wrong 
incentives for land grabbing. 

On Slovakia, the resolution notes that 
the investigation into the murder of 
Ján Kuciak and Martina Kušnírová has 
uncovered other criminal activities, 
including an alleged plot to murder 
prosecutors Peter Šufliarsky and Maroš 
Žilinka and lawyer Daniel Lipšic. In 
addition to this the resolution cites deep 
concern about the Slovak government’s 
possible role in the abduction of a 
Vietnamese citizen from Germany and 
calls for a comprehensive investigation. 

Alongside calls for all EU member states 
to step up the fight against organised 
crime and corruption, in order to restore 
public faith in their institutions, it is 
specifically requested that the Maltese 
government launch an investigation into 
the Panama Papers revelations and the 
links between the Dubai-based company 
‘17 Black’ and the minister for tourism and 
former minister for energy and the prime 
minister’s chief of staff. 

The resolution also pinpoints concerns 
in Poland and Hungary, urging the EU 
Council to follow up on proposals as 
regards infringement procedures.

The press release can be found HERE. The press release can be found HERE.

https://www.fca.org.uk/news/press-releases/upper-tribunal-publishes-decision-on-linear-investments-limited-in-relation-to-penalty-imposed-by-fca?src=ilaw
http://www.europarl.europa.eu/sides/getDoc.do?type=TA&reference=P8-TA-2019-0328&format=XML&language=EN
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US narcotics control report identifies 
major money laundering jurisdictions
The US Department of State submitted 
the 2019 edition of the annual 
International Narcotics Control 
Strategy Report (INCSR) to Congress 
on 28 March. The two-volume, 
congressionally-mandated report 
assesses foreign governments’ efforts 
to reduce illicit drug production and 
trafficking, as well as work to counter 
related money laundering.

Volume I of the INCSR provides an overview 
of 2018 drug control efforts undertaken by 
nearly 70 countries and Volume II highlights 
the nature of drug trafficking-related money 
laundering – and specific vulnerabilities 
– in 80 countries and jurisdictions, as well 
as government efforts to strengthen their 
anti-money laundering regimes. The report 
includes a comparative table that provides an 
overview of the actions taken by governments 
to combat money laundering, as well as 
individual deep dives into the deficiencies 
identified in each jurisdiction, the specific 
money laundering methodologies and any 
enforcement action taken by the country. 

The major money laundering jurisdictions 
identified in the report are: Afghanistan, 
Albania, Algeria, Antigua and Barbuda, 
Argentina, Armenia, Aruba, Azerbaijan, 
Bahamas, Barbados, Belgium, Belize, Benin, 
Bolivia, Bosnia and Herzegovina, Brazil, 
British Virgin Islands, Burma, Cabo Verde, 
Canada, Cayman Islands, China, Colombia, 
Costa Rica, Cuba, Curacao, Cyprus, Dominica, 
Dominican Republic, Ecuador, El Salvador, 
Georgia, Ghana, Guatemala, Guyana, Haiti, 
Honduras, Hong Kong, India, Indonesia, Iran, 
Italy, Jamaica, Kazakhstan, Kenya, Laos, 
Liberia, Macau, Malaysia, Mexico, Morocco, 
Mozambique, Netherlands, Nicaragua, 
Nigeria, Pakistan, Panama, Paraguay, Peru, 
Philippines, Russia, St Kitts and Nevis, St 
Lucia, St Vincent and the Grenadines, Senegal, 
Serbia, Sint Maarten, Spain, Suriname, 
Tajikistan, Tanzania, Thailand, Trinidad 
and Tobago, Turkey, Ukraine, United Arab 
Emirates, United Kingdom, United States, 
Uzbekistan, Venezuela, and Vietnam.
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UK’s National Cyber Security Centre 
publishes findings of first cyber survey
The UK’s National Cyber Security 
Centre (NCSC) published the findings 
of the first UK cyber survey on 21 April, 
which has found that 42 percent of 
UK citizens expect to lose money to 
online fraud and that 23.2 million victim 
accounts worldwide used “123456” as 
a password. Alongside publication of 
the survey, the NCSC also published 
separate analysis of the 100,000 most 
commonly re-occurring passwords that 
are known to hackers. 

The polling was carried out independently 
on behalf of the NCSC, a part of GCHQ, and 
the Department for Digital, Media and Sport 
(DCMS). Amongst the results were that: 
the most regular concern was money being 
stolen – with 42 percent feeling it is likely 
to happen by 2021; and 89 percent use the 
internet to make online purchases – with 39 
percent on a weekly basis.

UK publishes 
further 
sanctions 
regulations 
that will apply 
post-Brexit 
The UK has published further 
regulations under the Sanctions 
and Anti-Money Laundering Act 
2018 in April, which will come 
into force if the UK leaves the 
European Union without a deal. 

The regulations include: Russia 
(Sanctions) (EU Exit) Regulations 
2019, SI 2019/855; Syria (Sanctions) 
(EU Exit) Regulations 2019, SI 
2019/792; and the Chemical 
Weapons (Sanctions) (EU Exit) 
Regulations 2019, SI 2019/618.

The UK has also released guidance 
on regulations on the Republic of 
Guinea-Bissau and South Sudan. 
The guidance explains prohibitions 
and requirements imposed by the 
regulations, how they are complied 
with and enforced, licensing and 
penalties for breach. The UK also 
updated guidance on operating 
within counter-terrorism legislation. 

At the end of March, the UK 
published the Sanctions Regulations 
(Commencement No. 1) (EU Exit) 
Regulations 2019, SI 2019/627, 
which brought into force the 
Sanctions and Anti-Money 
Laundering Act’s provisions relating 
to the designation of persons in post-
Brexit sanctions regulations. 

The regulations can be found HERE.

The report can be found HERE.

The press release can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.gov.uk/search/all?organisations%5B%5D=office-of-financial-sanctions-implementation&order=updated-newest&parent=office-of-financial-sanctions-implementation
https://www.state.gov/j/inl/rls/nrcrpt/2019/index.htm
https://www.ncsc.gov.uk/news/most-hacked-passwords-revealed-as-uk-cyber-survey-exposes-gaps-in-online-security


FCA publishes 
its approach to 
supervision and 
enforcement
The UK’s Financial Conduct Authority 
(FCA) published its approach to 
supervision on 24 April following on 
from its March 2018 consultation 
paper. The document provides an 
insight into the FCA’s approach to 
supervising firms and individuals, and 
sets out the FCA’s role in ensuring fair 
and honest markets; why and how the 
FCA prioritises supervisory work; and 
how the FCA supervises in practice. 

The FCA’s cross-market priorities include 
ensuring that firms and markets are not 
used as conduits for financial crime, such 
as money laundering, and sets out its 
work on cyber and resilience.

In regard to the identification of harm, the 
FCA approach stresses the importance 
of whistleblowers as a vital source of 
information and explains in brief the 
protection provided to them. 

The FCA’s four main objectives when 
things go wrong are: (1) to stop actual 
harm as quickly and proportionately as 
possible, (2) to ensure firms have put 
things right, (3) to address the root causes 
of potential harm, e.g. requiring firms 
to remedy poor anti-money laundering 
systems, and (4) to hold the firm and/or 
individuals in the firm to account, where 
there has been misconduct. 

The FCA also published its approach to 
enforcement on 24 April, which has been 
informed by a consultation in March 2018. 
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FBI report finds internet-enabled 
crime caused USD 2.7 bn in losses
The US Federal Bureau of 
Investigation (FBI) published its 
annual internet crime report on 22 
April, which according to the figures 
gathered by the FBI’s Internet Crime 
Complaint Center (IC3) shows that 
internet-enabled theft, fraud, and 
exploitation was responsible for USD 
2.7 billion in financial losses in 2018.

The FBI reports that IC3 received 351,936 
complaints in 2018 — an average of more 
than 900 per day. The most frequently 
reported complaints were for non-
payment/non-delivery scams, extortion, 
and personal data breaches. The most 
financially costly complaints involved 
business email compromise, romance 

or confidence fraud, and investment 
scams, which included Ponzi and pyramid 
schemes. The complaints came in from 
every US state and territory and involved 
victims of every age, however there was 
a concentration of victims and losses 
among individuals over the age of 50.

The positive developments reported 
by the IC3 include the establishment in 
February 2018 of the Recovery Asset 
Team and its success in recovering 
funds lost in business email compromise 
scams. The team recovered more than 
USD 192 million in funds.

FATF report on China identifies 
financial crime shortcomings 

The report can be found HERE.

The Financial Action Task Force (FATF) 
published the mutual evaluation report 
for the People’s Republic of China 
on 17 April, which has found that 
financial institutions and non-financial 
institutions have an insufficient 
understanding of the risks they face, 
and while the People’s Bank of China 
has a good understanding of how its 
financial institutions could be abused 
by criminals and terrorists, it has little 
to no understanding of the risks facing 
non-financial professions.

The report states that hiding the persons 
who ultimately own or control a legal 
entity is facilitated by fundamental legal 
shortcomings and effectiveness issues. 
Targeted financial sanctions related to 
both terrorist financing and proliferation 

financing was found to be poor, and China 
is advised to fundamentally strengthen its 
legal framework and the implementation 
of UN-mandated sanction regimes and 
work with financial institutions and 
designated non-financial businesses and 
professions to achieve implementation 
without delay.

China is also advised to extend preventive 
measures, including reporting of 
suspicious transactions, to designated 
non-financial businesses and professions 
and online lending institutions and 
introduce requirements on domestic 
politically exposed persons. 

The FCA approach to supervision can be 
found HERE and to enforcement HERE. 

The press release can be found HERE.

http://www.fatf-gafi.org/publications/mutualevaluations/documents/mer-china-2019.html
https://www.fca.org.uk/publication/corporate/our-approach-supervision-final-report-feedback-statement.pdf
https://www.fca.org.uk/publication/corporate/our-approach-enforcement-final-report-feedback-statement.pdf
https://www.fbi.gov/news/stories/ic3-releases-2018-internet-crime-report-042219?utm_campaign=email-Immediate&utm_medium=email&utm_source=fbi-top-stories&utm_content=%5B728053%5D-%2Fnews%2Fstories%2Fic3-releases-2018-internet-crime-report-042219


As president Trump vetoes a bipartisan 
resolution to force an end to US support 
for Saudi Arabia’s war in Yemen, and 
European governments seek to prop 
up a faltering peace process between 
the Houthis and the internationally-
recognised government of Yemen, 
other less prominent Yemeni political 
actors have been busy lobbying for their 
version of a future settlement. 

One of these is a broad coalition of 
activists from southern Yemen, who since 
the mid-2000s have been agitating for 
the re-establishment of an independent 
southern Yemeni state. Four years into an 
intractable civil war and a country which is 
de facto divided, they are inching closer to 
this objective. However, rivalries within the 
southern coalition remain and, as has been 
so often the case in the Arab world post-
2011, those with the loudest voices are often 
benefiting most from external kingmakers. 

Voice of the South 

West London. Summer 2010. From their 
television studio on the top floor of a 
multipurpose building in West London, a 
group of political activists from southern 
Yemen, calling themselves ‘Soutalgnoub’ 
(Voice of the South) were discovering the 
power of social media platforms to mobilise 
audiences in their home country. “For the 
first time, people in Aden can see that people 
in Mukalla are demonstrating at the same 
time as they are,” one of the activists said 
enthusiastically, “it’s now so much easier to 
share news and to organise protests. Every 

Yemen’s southern Intifada: who is in charge? 
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night we do a phone-in to our studio, and 
everyone can ask questions and listen to the 
responses via live-stream.”

The Arab Spring was six months away, but 
in southern Yemen, the technologies that 
would enable the eruption of mass protests 
across the Middle East and North Africa 
were already being used to mobilise against 
the perceived corruption and nepotism 
of former president Ali Abdallah Saleh. 
For these UK-based activists, their aim 
was simple: secession from the ‘northern 
occupation’ and the re-establishment of a 
state in the southern provinces of Yemen.

Early 2019. The Arab Spring has been and 
gone. The Voice of the South activists have 
left their West London studio. Their Twitter 
and Facebook pages are still active; but they 
have been joined by others, many of whom 
are better funded. 

Historical context 

Between 1967 (when British colonial forces 
withdrew from Aden) and 1990, there were 
two states in Yemen – the Yemen Arab 
Republic (YAR) in the north, and the People’s 
Democratic Republic of Yemen (PDRY) in the 

south. Unification of the two states in 1990 
was followed by political turmoil between 
the merged governments, a breakdown in 
security, and a civil war in May 1994. The 
southern forces were defeated, and the 
Yemeni state remained intact, with president 
Saleh consolidating his grip on the country. 
An attempt to declare a new southern state, 
the Democratic Republic of Yemen, failed to 
obtain international support. 

Throughout the late 1990s and the 2000s, 
economic, political and social grievances in 
southern Yemen intensified. Many felt that 
the northern elites were taking investment 
away from Aden and the hinterland, and 
that political and military posts were 
being unfairly allocated to those allied to 
Saleh. In May 2007, a group of retired and 
disenfranchised military officers began to 
organise demonstrations in Aden, which 
gathered pace in 2008. A heavy-handed 
reaction from the security forces and reports 
of human rights abuses contributed to a 
climate of fear and entrenched feelings 
of marginalisation. ‘Southern’ national 
sentiment was re-awakening. 

By the late 2000s, a loose coalition of 
political actors seeking the return of an 

By Tom Ready
Associate Director 
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independent South Yemen had emerged, 
under the banner of the ‘Southern 
Movement,’ Al-Hirak in Arabic. They lacked 
central leadership or effective organisational 
structures, but were supported by members 
of the Yemeni diaspora, such as the West 
London activists (the Yemeni community in 
the UK dates back to the early 1900s, when 
Yemenis came to work in the dockyards of 
Cardiff and Liverpool. Sheffield now has the 
largest community).  

At this time, Western capitals weren’t taking 
much notice of Al-Hirak, with foreign policy 
priorities in Yemen seen primarily through 
the lens of the terrorism threat from Al-
Qaida in the Arabian Peninsula (AQAP). On 
25 December 2009, AQAP had very nearly 
brought down an airliner about to land in 
Detroit, by hiding a bomb in the underwear of 
a Nigerian recruit. For the domestic Yemeni 
political scene, however, AQAP was not 
president Saleh’s primary concern. In many 
ways, Al-Hirak represented the greatest 
existential challenge to his rule. 

The Arab Spring

By mid-January 2011, Al-Hirak was no longer 
Saleh’s main concern. The streets of Sanaa, 
like those of Cairo, were now thronging with 
protesters calling for a change in leadership. 
As the crisis escalated, the Gulf Co-operation 
Council negotiated a plan to enable a 
political transition, but allow Saleh to save 
face. In February 2012, Saleh was succeeded 
as president by Abd Rabboh Mansour Hadi, 
a southerner and former vice president 
of Yemen. Saleh did not leave the scene, 
however, subsequently allying himself with 
the Houthi movement (ironically, given he 
had been fighting the Houthis for years while 
in power). By joining forces, the Saleh-Houthi 
coalition ousted Hadi from the capital Sanaa 
in early 2015 and took control of the north 
of the country. An international coalition, 

spearheaded by Saudi Arabia and the United 
Arab Emirates (UAE) intervened on Hadi’s 
side. In late 2017, the alliance between Saleh 
and the Houthis broke down, and Saleh was 
killed on 4 December 2017 by Houthi forces. 

Al-Hirak and Hadi 

The relocation of Hadi to the southern 
Yemeni port town of Aden in 2015 took 
Al-Hirak into a new phase, and radically 
raised expectations of southern self-rule. 
With military and political backing from the 
UAE, key southern groups have become 
better organised and heavily armed. The 
most prominent is known as the Southern 
Transitional Council (STC) under the 
leadership of former governor of Aden 
Aidarous Al-Zubaidi, and is closely aligned 
to the UAE. Yet the STC sits outside, and 
is a rival to, the internationally recognised 
government of president Hadi. Indeed, it was 
Hadi who fired Al-Zubaidi from his post as 
governor of Yemen in April 2017. In October 
2018, Al-Zubaidi called for an uprising 
against Hadi’s government, on grounds of 
incompetence and corruption. 

For Western governments, the STC is 
problematic. As Yemen expert Peter 
Salisbury has noted: “the STC structures 
represent the most organized, well-armed 
and most confident secessionist grouping 
the south has seen since the civil war of 
1994. This creates a major policy dilemma 

for international diplomats. They need to 
take the STC seriously, yet doing so risks 
legitimizing a non-state armed group or 
political movement.”

Complicating matters for the international 
community is the existence of several other 
powerful factions and political power bases 
across the south, particularly in the eastern 
provinces of Hadramout and Al-Mahra. 

The return of the PDRY? 

On 5 March 2019, Al-Zubaidi participated in 
a panel at the House of Commons, chaired 
by Gill Furness (MP for Sheffield Brightside 
and Hillsborough) and attended by members 
of the Yemeni diaspora in the UK. Al-Zubaidi 
took the opportunity to present his case 
for an independent southern Yemeni state. 
Iona Craig, an award-winning journalist and 
Yemen expert who spoke at the event, was 
unequivocal in her view that “centralised 
rule from Sanaa won’t happen again.” For 
Craig, however, the international community 
needs to be careful when dealing with the 
southern question, underlining in particular 
the danger of treating southern Yemen 
as a homogeneous block. She noted: 
“sometimes the loudest voices are not 
necessarily true representatives of the south, 
or comprehensive representatives of the 
south.”

It remains to be seen, therefore, if and when 
a southern Yemeni state might re-emerge, 
in what form, and under whose leadership. 
What is clear, however, is that four years of 
intense fighting and outside interference in 
the country has left a deadly mark, with an 
estimated 85,000 children under the age 
of five having died in the last three years, 
and 14 million Yemenis currently at risk of 
starvation. For many Yemenis, there are 
perhaps more immediate concerns than 
political self-determination. 

It remains to be seen if 
and when a southern 
Yemeni state might 
re-emerge, in what 
form, and under whose 
leadership



The UK’s HM Revenue and Customs 
(HMRC) announced on 27 March that it 
has won a legal case over tax avoidance 
scheme promoter Hyrax Resourcing Ltd, 
which will help the tax authority collect 
over GBP 40 million in unpaid taxes.

The ruling by the First-tier Tribunal that 
Hyrax Resourcing Ltd had not complied with 
the Disclosure of Tax Avoidance Schemes 
(DOTAS) rules, which requires promoters 
to tell HMRC about the schemes they sell, 
means that Hyrax must now disclose the 
details of their tax avoidance scheme to 
HMRC, along with the names and addresses 
of 1,180 high earners who used it. If Hyrax 
fail to provide the required information to 
HMRC they could face a penalty of GBP 6 
million, as well as GBP 5,000 per day for not 
fully disclosing the scheme. 

HMRC wins court case against tax avoidance promoters 

According to HMRC, the scheme promoted 
by Hyrax was a disguised remuneration 
avoidance scheme which worked by paying 
scheme users in loans, so they could 
avoid paying Income Tax and National 
Insurance on their earnings. Scheme users 
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were paid just enough to comply with 
the National Minimum Wage. The rest of 
their income was made up in loans which 
were transferred to an offshore trust in 
Jersey. The amounts received under loan 
agreements were not declared as income on 
the scheme user’s tax return, which meant 
they did not pay tax on all their earnings.

The Tribunal agreed with HMRC’s view 
that Hyrax was the successor to the K2 
tax avoidance scheme, the users of which 
HMRC is currently pursing through litigation. 
Scheme users who have not settled with 
HMRC will face the controversial loan 
charge, which requires those who received 
such loans to pay tax on all outstanding 
loans in a single tax year. HMRC has been 
criticised for the retrospective aspect of the 
policy and its impact on individuals.

The scheme promoted 
by Hyrax was a 
disguised remuneration 
avoidance scheme 
which worked by 
paying users in loans, 
so they could avoid 
paying Income Tax and 
National Insurance

Estonia inspections show decline in serving non-residents 
Estonia’s Financial Supervisory 
Authority (Finantsinspektsioon, FSA) 
published on 10 April the results of the 
extraordinary anti-money laundering 
inspections carried out at all the 
banks and branches of foreign banks 
operating in Estonia in late 2018 and 
early 2019. The FSA is of the opinion 
that the risks to the Estonian banking 
sector from serving non-residents have 
been “substantially reduced,” as the 
majority of the banking sector is now 
focused on serving local or related 
business and private clients. 

The inspections examined the due diligence 
measures of all 16 banks and their resilience 
to money laundering and terrorist financing. 
The FSA assessed how each bank identified 
the risks relating to its business activities, 

what risk the bank took on according to its 
risk appetite and business strategy, how 
this was reflected in the control systems of 
the bank, and which business sectors in the 
client portfolio were particularly high-risk. 
Meetings were held with the managers of 
seven of the banks and those responsible 
for fighting money laundering, chosen on the 
basis of their risk profile. 

According to the FSA, banks in Estonia have 
substantially improved their risk controls 
and have reduced exposure to risks in the 
very high-risk client segments. The share 
of non-residents in banking in Estonia has 
fallen from 19.10 percent at the end of 
2014 to 7.91 percent at the end of 2018, 
with the steepest fall from 8.50 percent to 
0.46 percent in deposits from very high-risk 
jurisdictions, including offshore locations.

The FSA recently published a new 
supervisory policy and introduced an 
advisory manual for credit and financial 
institutions on organisational solutions and 
preventive measures to combat money 
laundering and terrorist financing, which 
came into force from 1 March. The manual 
provides financial intermediaries with a 
framework for managing money laundering 
and terrorist financing risks. 

The FSA states that, given the assessment 
of the financial crime risks, banks in Estonia 
will have to show increased care, particularly 
when providing services to non-residents 
that have no link with the Estonian economy 
or business environment. The FSA also 
views providers of virtual currency and 
related services as a new source of risk that 
requires caution from banks.



The UK’s Financial Conduct 
Authority (FCA) announced 
on 28 March that it has fined 
Goldman Sachs International 
(GSI) GBP 34,344,700 for failing 
to provide accurate and timely 
reporting relating to 220.2 million 
transaction reports between 
November 2007 and March 2017. 
The fine tops the GBP 27.6 million 
penalty issued against UBS over 
similar reporting errors.

Transaction reports, a requirement of 
the Markets in Financial Instruments 
Directive, help the FCA identify potential 
instances of market abuse and help 
combat financial crime. GSI failed to 
ensure it provided complete, accurate 
and timely information in relation to 
213.6 million reportable transactions. 
It also erroneously reported 6.6 million 
transactions, which were not reportable. 
Altogether, over 9 and a half years, 
GSI made 220.2 million errors in its 
transaction reporting.

The FCA also found that GSI failed to 
take reasonable care to organise and 
control its affairs effectively. These 
failings related to aspects of GSI’s 
change management processes, 
its maintenance of the counterparty 
reference data used in its reporting 
and how it tested whether all the 
transactions reported were accurate. 

GSI agreed to resolve the case and as 
such qualified for a 30 percent discount 
in the overall penalty. 

FCA fines 
Goldman Sachs 
for transaction 
reporting failings 

The UK’s Financial Conduct Authority 
(FCA) announced on 9 April that it 
has fined Standard Chartered Bank 
(SCB) GBP 102,163,200 for anti-
money laundering (AML) breaches 
in two higher risk areas of its 
business. This is the second largest 
financial penalty for AML controls 
failings ever imposed by the FCA. 
The US authorities have also taken 
simultaneous action against SCB 
Group for violations of US sanctions, 
the FCA’s fine is part of a combined 
USD 1.1 billion settlement with US 
government partners. 

The penalty follows investigations into 
two areas of SCB’s business identified 
by the bank as higher risk: its UK 
wholesale bank correspondent banking 
business and its branches in the UAE. 
The FCA found serious and sustained 
shortcomings in SCB’s AML controls 
relating to customer due diligence 
and ongoing monitoring. SCB failed to 
establish and maintain risk-sensitive 
policies and procedures, and failed to 
ensure its UAE branches applied UK 
equivalent AML and counter-terrorist 
financing controls, explains the FCA. 

The FCA found significant shortcomings 
in SCB’s own internal assessments 
of the adequacy of its AML controls, 
its approach towards identifying and 
mitigating material money laundering 
risks and its escalation of money 
laundering risks. These failings exposed 
SCB to the increased risk of receiving 
and/or laundering the proceeds of crime. 
Examples include:

• Opening an account with AED 3 million in 
cash in a suitcase with little evidence the 
origin of the funds had been investigated;

FCA fines Standard Chartered Bank 
GBP 102,163,200 for AML breaches  
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• Failing to collect sufficient information 
on a customer exporting a commercial 
product which could, potentially, have 
a military application. This product was 
exported to over 75 countries, including 
two jurisdictions where armed conflict 
was taking or likely taking place; and

• Not reviewing due diligence on a 
customer despite repeated red flags 
such as a blocked transaction from 
another bank indicating a link to a 
sanctioned entity.

The failings occurred in SCB’s UK 
correspondent banking business from 
November 2010 to July 2013 and in its 
UAE branches from November 2009 to 
December 2014. SCB did not dispute the 
FCA’s findings and exercised the right 
to ask the FCA’s Regulatory Decisions 
Committee to assess the level of sanction. 
SCB’s acceptance of the findings saw it 
qualify for a 30 percent discount. 

SCB also entered into settlements with 
the US Department of Treasury’s Office 
of Foreign Assets Control (OFAC), the 
Board of Governors of the Federal Reserve 
System, the Federal Reserve Bank of 
New York, the US Department of Justice, 
and the New York State Department of 
Financial Services.  

The FCA found 
significant 
shortcomings in 
SCB’s own internal 
assessments of the 
adequacy of its AML 
controls



The New York State Department of 
Financial Services (DFS) denied the 
application of Bittrex Inc on 10 April 
for a DFS BitLicense and a Money 
Transmitter License, required in order 
for the company to continue conducting 
a virtual currency business in New 
York, due amongst other things to an 
inadequate anti-money laundering 
(AML) and economic sanctions 
compliance program. 

The letter sets out the DFS’s primary reasons 
for the denial, which includes an inadequate 
AML and economic sanctions compliance 
program. According to the regulations, a 
virtual currency licensee must have an AML 
program that at a minimum includes (1) 
internal controls, policies and procedures 
designed to ensure compliance with all 

New York DFS rejects Bittrex’s BitLicense application due 
to inadequate AML and sanctions program 

applicable AML laws and regulations, (2) 
independent testing for compliance, (3) 
designation of an AML compliance officer 
responsible for monitoring AML compliance, 
and (4) AML training for personnel.

The DFS criticised Bittrex’s: 

• Internal policies, procedures and controls 
as inadequate; 

• Expressed concern about the qualifications 
and effectiveness of the AML compliance 
officer; 

• Noted the lack of an adequate AML training 
program for employees; 

• Described inadequacies in the external 
audit commissioned by Bittrex; and 

The US Financial Crimes Enforcement 
Network (FinCEN) announced on 18 
April that it has issued a civil money 
penalty against Eric Powers for wilfully 
violating the Bank Secrecy Act’s (BSA) 
registration, program, and reporting 
requirements. According to FinCEN, 
Powers failed to register as a money 
services business (MSB), had no written 
policies or procedures for ensuring 
compliance with the BSA, and failed 
to report suspicious transactions and 
currency transactions. This is FinCEN’s 
first enforcement action against a peer-
to-peer virtual currency exchanger.  

Powers operated as a peer-to-peer 
exchanger of convertible virtual currency. 

FinCEN penalises P2P VC exchanger for AML violations 
As “money transmitters,” peer-to-peer 
exchangers are required to comply 
with the BSA obligations that apply to 
MSBs, including registering with FinCEN; 
developing, implementing, and maintaining 
an effective AML program; filing Suspicious 
Activity Reports (SARs) and Currency 
Transaction Reports (CTRs); and maintaining 
certain records.

According to FinCEN, Powers processed 
numerous suspicious transactions without 
ever filing a SAR, including doing business 
related to the illicit darknet marketplace 
“Silk Road,” as well as servicing customers 
through The Onion Router (TOR) without 
taking steps to determine customer identity 
and whether funds were derived from 
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• Deemed the “Know your Customer” AML 
due diligence program “seriously deficient.”

The denial of the Bittrex’s application was 
also due to the DFS’s concerns about a 
lack of adequate due diligence in launching 
tokens or products, and inadequate capital. 

The DFS required Bittrex to stop operating in 
New York or doing business with customers 
in New York as of 11 April. Bittrex was 
given until 24 April to provide its plan to the 
DFS on winding down its business. Bittrex 
issued a statement after the decision, which 
expressed disappointment and disputed the 
findings. Bittrex had been operating a virtual 
currency business in New York under a “safe 
harbor” provision that allowed it to operate 
while the DFS processed its application, 
which was originally filed in 2015. 

illegal activity. Powers conducted over 200 
transactions involving the physical transfer 
of more than USD 10,000 in currency, yet 
failed to file a single CTR. 

In addition to paying a USD 35,000 fine, 
Powers agreed to an ban that prohibits him 
from providing money transmission services 
or engaging in any other activity that would 
make him a money services business for the 
purposes of FinCEN regulations.

Powers processed 
numerous suspicious 
transactions without 
ever filing a SAR



The European Banking Authority 
(EBA) announced on 17 April that it 
has closed its formal investigation 
into a possible breach of EU law by 
the Estonian Financial Supervisory 
Authority (Finantsinspektsioon) 
and the Danish Financial 
Supervisory Authority 
(Finanstilsynet) in connection with 
the money laundering allegations 
linked to Danske Bank’s Estonian 
branch. The EBA’s Board of 
Supervisors concluded that there 
has not been a breach of EU law 
by either of the authorities and as 
such has closed the investigation 
without issuing a recommendation.

Valdis Dombrovskis, vice-president of 
the European Commission responsible 
for financial services policy, expressed 
disappointment in an interview with the 
Financial Times on 28 April that the EBA 
Board of Supervisors had not acted on 
one of the biggest money laundering 
scandals in Europe. The EBA’s internal 
draft, reportedly seen by the Financial 
Times, identified four breaches of EU 
law in how the bank was supervised 
by the Danish and Estonian authorities, 
and made recommendations to the two 
countries for follow-up action. Instead, 
the EBA’s Board of Supervisors, voted to 
close the investigation without adopting 
any findings, a move that has drawn 
criticism from senior EU policymakers.

EBA closes 
investigation 
into Estonian 
and Danish 
authorities over 
Danske Bank   

Swedbank AB announced on 25 
April that it has decided to set up 
an anti-financial crime unit within 
the bank. Swedbank also stated in 
the announcement that it is fully 
cooperating with the authorities in 
Sweden, the Baltics and the US that 
are conducting investigations into 
historical AML compliance at the 
bank, and has appointed Clifford 
Chance to lead an ongoing internal 
investigation. 

Chairman Lars Idermark announced 
on 5 April that he would be stepping 
down with immediate effect. “Following 
recent strong debate about Swedbank 
and questions about the bank’s control 
of suspicious money laundering in the 
Baltics, I have concluded that the media 
attention is not compatible with my CEO 

Swedbank announces setting up of 
new anti-financial crime unit
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Danish police to investigate Ernst 
& Young over Danske audit, and 
KPMG over stock exchange audit 
The Danish Business Authority 
(DBA) announced on 12 April that it 
has reported Ernst & Young to the 
domestic fraud squad to investigate 
whether the firm broke money 
laundering rules when it audited 
Danske Bank in 2014. 

The DBA states that it has conducted its 
own investigation into Ernst & Young’s 
2014 audit of Danske and found the firm 
had discovered information about potential 
money laundering issues at the bank. 
According to the DBA, on discovering the 
issues Ernst & Young should have made 

further inquiries and reported the matter 
to the authorities. The DBA launched 
an investigation into several auditors in 
October to assess whether they have 
fulfilled their AML obligations. 

The DBA announced on the same day 
that it has asked the Public Prosecutor 
for Special Economic and International 
Crime to initiate a police investigation 
into KPMG to ascertain whether the 
Money Laundering Act has been violated 
in regards to the audit of Copenhagen 
Stock Exchange’s annual financial 
statements for 2017. 

role at Södra. Therefore, I have decided 
that the best alternative is to leave the 
position as Chair of Swedbank with 
immediate effect,” said Idermark. 

Sweden’s Economic Crime Authority 
announced on 1 April that it will not 
proceed with investigations into Bill 
Browder’s money laundering allegations 
against Swedbank, as the limited 
transfers involving Swedish accounts 
had occurred before tighter AML 
legislation was introduced in 2014 and 
that a statute of limitations had expired.

Estonia’s State Prosecutor confirmed 
on 3 April that it has received a criminal 
complaint against Swedbank brought 
by Browder and  Reuters reported on 
17 April that Browder has also filed a 
complaint to the Latvian authorities. 



24 individuals charged over USD 1.2 billion fraud, with one 
also convicted for bribing coach to get son into university
In what is being described as one of 
the largest healthcare fraud schemes 
investigated by the FBI and the US 
Department of Health and Human 
Services Office of the Inspector 
General has resulted in charges 
against 24 defendants, including the 
CEOs, COOs and others associated 
with five telemedicine companies, the 
owners of durable medical equipment 
(DME) companies and three licensed 
medical professionals, for their alleged 
participation in healthcare fraud 
schemes involving more than USD 1.2 
billion in losses, the US Department 
of Justice (DOJ) announced on 9 
April. In addition to this, the US Center 
for Medicare Services, Center for 
Program Integrity (CMS/CPI) has also 
announced that it has taken adverse 
administrative action against 130 DME 
companies that have submitted over 
USD 1.7 billion in claims and were paid 
over USD 900 million.

The charges target an alleged scheme 
involving the payment of kickbacks and 
bribes by DME companies in exchange 
for the referral of Medicare beneficiaries 
by medical professionals working with 
fraudulent telemedicine companies for 
back, shoulder, wrist and knee braces 
that were medically unnecessary. Some 

of the defendants allegedly controlled an 
telemarketing network that lured elderly 
and disabled patients into the scheme, 
involving call centres in the Philippines and 
throughout Latin America. The defendants 
allegedly paid doctors to prescribe DME 
either without any patient interaction or 
with only a brief telephone conversation 
with patients they had never met or seen. In 
addition, two shipping companies allegedly 
shipped low-cost braces made in China 
to patients, whilst the DME companies 
fraudulently billed Medicare for the cost. The 
proceeds of the scheme were laundered 
through shell corporations and used to 
purchase real estate in the US and abroad. 
The investigation, dubbed Operation Brace 
Yourself, will see more than 100 equipment 
companies have Medicare payments cut off.
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In connection with the scheme, the DOJ 
announced on 5 April that a federal jury 
has found healthcare facility owner, Philip 
Esformes, guilty for his role in the fraud. 
Esformes was convicted of one count of 
conspiracy to defraud the US, two counts of 
receipt of kickbacks, four counts of payment 
of kickbacks, one count of conspiracy to 
commit money laundering, nine counts of 
money laundering, two counts of conspiracy 
to commit federal program bribery, and one 
count of obstruction of justice.

According to the evidence presented at 
trial, from January 1998 to July 2016, 
Esformes led an extensive healthcare fraud 
conspiracy involving a network of assisted 
living facilities and skilled nursing facilities 
that he owned. Esformes is alleged to have 
bribed physicians to admit patients into 
his facilities, and then cycled the patients 
through his facilities, where they often failed 
to receive appropriate medical services, or 
received medically unnecessary services, 
which were then billed to Medicare and 
Medicaid. Esformes also allegedly used the 
criminal proceeds to bribe the basketball 
coach at the University of Pennsylvania 
in exchange for his assistance in gaining 
admission for his son into the university. 
According to the evidence, Esformes 
received in excess of USD 37 million from 
the fraud scheme. 

The defendants allegedly 
paid doctors to prescribe 
durable medical 
equipment either without 
any patient interaction 
or with only a brief 
telephone conversation 
with patients they had 
never met or seen

Czech police recommend indicting Babis for fraud  
Prague’s prosecution office stated on 
17 April that it has received the results 
of the Czech police investigation into 
prime minister Andrej Babis’ alleged 
involvement in the EUR 2 million fraud 

involving EU subsidies. The Czech 
police recommend indicting Babis. 

The case involves a farm that received 
EU subsidies after its ownership was 

transferred from the Babis-owned Agrofert 
conglomerate of some 250 companies to 
Babis’ family members. It is alleged that 
Agrofert received EU subsidies that it was 
not eligible for. 



Senior bankers 
sentenced in 
UK for rigging 
EURIBOR rate 

The UK’s Serious Fraud Office 
(SFO) announced on 1 April 
that Carlo Palombo and Colin 
Bermingham have been sentenced 
to a total of 9 years imprisonment 
at Southwark Crown Court for 
manipulating the Euro Interbank 
Offered Rate (EURIBOR) at the 
height of the financial crisis.

According to the SFO, Palombo, former 
Barclays vice president of euro rates, 
and Bermingham, former managing 
director at Barclays, conspired together 
with former principal trader at Deutsche 
Bank, Christian Bittar and former 
Barclays director Phillipe Moryoussef 
to submit false or misleading EURIBOR 
submissions to change the published 
rate and benefit their positions.

Carlo Palombo was sentenced to 
4 years. Colin Bermingham was 
sentenced to 5 years. Both will face a 
further hearing to determine costs and 
proceeds of crime action.

29

aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2019

PRESS & MEDIA  |  MONEY LAUNDERING  |  FRAUD  |  TERRORIST FINANCING

Former HSBC and UOB bankers 
banned for fraudulent conduct   
The Monetary Authority of Singapore 
(MAS) issued three prohibition orders 
(POs) on 10 April against two former 
bank employees and a former insurance 
agent for fraudulent and dishonest 
conduct. Emeline Tang Wei Leng, a 
former representative of the Hong Kong 
and Shanghai Banking Corporation 
Limited (HSBC), has been issued with 
a prohibition order of 20 years; Nguyen 
Duy Minh, a former representative of 
United Overseas Bank Limited (UOB), 
has been issued with a prohibition 
order of 12 years; and Koh Zhan Loong 
John, a former representative of NTUC 
Income Insurance Co-operative Limited 
(NTUC Income), has been issued with a 
prohibition order of 10 years. 

The POs were issued against Tang, Nguyen 
and Koh following their convictions in the 
State Courts of Singapore for offences 
involving fraud and dishonesty. The three 
court cases are not related. The ban against 
the three individuals took effect on 5 April.

Tang is prohibited for a period of 20 years 
from (1) providing any capital markets 
and financial advisory services under 
the Securities and Futures Act (SFA) and 
the Financial Advisers Act (FAA); and (2) 
taking part in the management of, acting 
as a director of, or becoming a substantial 
shareholder of any capital market and 
financial advisory services firm under the 
SFA and FAA. Tang was found to have 
deceived five individuals into handing over 
more than SGD 5 million on the pretext 
of placing the monies into fixed deposit 
accounts with HSBC on their behalf. Forged 
documents were given to the victims to 
convince them that their monies had been 
deposited with the bank. In June 2018, 
Tang was convicted of cheating and forgery 
offences under the Penal Code (PC), as well 

as offences under the Corruption, Drug 
Trafficking and Other Serious Crimes 
(Confiscation of Benefits) Act (CDSA) 
for using the proceeds of her crime. 
She was sentenced to 10 years and 6 
months’ imprisonment.

Nguyen is prohibited for a period of 
12 years from providing financial 
advisory services, acting as a director, 
or becoming a substantial shareholder 
of any financial advisory firm under 
the FAA. Nguyen was found to have 
sold fictitious financial products to 
customers and forged documents 
to purchase financial products 
without their knowledge. Nguyen 
also misappropriated customer 
funds, instead of depositing them 
into the customer’s bank account as 
instructed. Nguyen’s actions caused 
eight customers to lose SGD 500,000. 
In June 2018, Nguyen was convicted 
of offences involving cheating, forgery 
and criminal breach of trust under the 
PC, and offences under the CDSA. He 
was sentenced to 3 years and 9 months’ 
imprisonment.

Koh is prohibited for a period of 10 
years from (1) providing financial 
advisory services, acting as a director, 
or becoming a substantial shareholder 
of any financial advisory firm under 
the FAA; and (2) carrying on business 
as, and taking part in the management 
of, any insurance intermediary under 
the Insurance Act (IA) for a period 
of 10 years. Koh was found to have 
misappropriated insurance premiums 
amounting to SGD 500,000. In June 
2018, Koh was convicted of one charge 
of criminal breach of trust under the PC 
and sentenced to 4 years’ imprisonment. 



The World Bank announced 
on 27 March the debarment of 
state-owned Vietnam Water 
and Environment Investment 
Corporation – JSC (VIWASEEN) 
for one year in connection with 
fraud relating to the Mekong Delta 
Water Resources Management 
for Rural Development Project 
and Urban Water Supply and 
Wastewater Project in Vietnam. 

According to the World Bank, 
VIWASEEN submitted its bids to win 
contracts under the projects and 
later transferred the entire works 
to its affiliates without informing 
or obtaining the approval from the 
procurement agencies. The company 
also misrepresented its role as the 
executor of both contracts throughout 
implementation when the contracts 
were executed by its affiliates. 

As a condition for release from 
sanction under the terms of the 
settlement agreement, the company 
commits to developing a compliance 
program consistent with the principles 
set out in the World Bank Group 
Integrity Compliance Guidelines. 
Following the one-year debarment, 
VIWASEEN will be sanctioned with 
conditional non-debarment for 18 
months, which means it will be eligible 
to participate in World Bank projects as 
long as it complies with the agreement. 

World Bank 
debars Vietnam 
state-owned 
company for 
fraudulent 
practices    

India’s Serious Fraud Investigation 
Office (SFIO) announced on 1 April 
that it has arrested the former 
chairman and managing director 
of Infrastructure Leasing and 
Financial Services (IL&FS), Hari 
Sankaran, under Section 447 of 
the Companies Act that deals 
with fraud, in connection with an 
investigation into the lender.

The SFIO said in a press statement that 
it has arrested Sankaran for allegedly 
abusing his powers at IL&FS by 
granting loans to companies that were 
not creditworthy, the loans of which 
eventually became non-performing. 
In February, the SFIO alleged that the 
company’s directors had knowingly 
laundered funds meant for employee 

India’s serious fraud office arrests 
former chairman of Infrastructure 
Leasing and Financial Services

PRESS & MEDIA  |  MONEY LAUNDERING  |  FRAUD  |  TERRORIST FINANCING

30

aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2019

Investigation to be carried out into 
London Capital & Finance
The UK’s Financial Conduct Authority 
(FCA) published a statement on 1 
April confirming that the FCA Board 
has decided that there should be 
an investigation by an independent 
person into the issues raised by the 
failure of London Capital & Finance.

The FCA explains that the investigation 
should cover questions in two areas: (1) 
whether the existing regulatory system 
adequately protects retail purchasers of 
mini-bonds from unacceptable levels of 
harm, and (2) the FCA’s supervision. 

“The Board decided that the FCA should 
ask the Treasury to use its formal powers 
to direct the FCA to commission this review, 
as this will ensure that the review has a 
broad and comprehensive remit,” reads the 
statement. FCA chair Charles Randell wrote 
to the economic secretary to the Treasury, 
John Glen MP, to inform him of the request. 
Information about the terms of reference of 
the review and identity of the independent 
reviewer will be published when it is available.

LC&F is also subject to a criminal 
investigation by the Serious Fraud Office. 

benefits and had approved investments 
in projects without guarantees. 

An infrastructure financing and 
construction company, IL&FS has a total 
debt of INR 910 billion and has been 
trying to sell its assets to repay debt after 
several defaults forced the government 
to overhaul its management.

The SFIO arrested 
Sankaran for allegedly 
abusing his powers at 
IL&FS by granting loans 
to companies that were 
not creditworthy



Father in law 
of former 
El Salvador 
president 
arrested and 
new arrest 
warrant issued 
against Funes
Police in El Salvador have stated 
that Juan Carlos Guzmán Berdugo, 
the father-in-law of former 
president Mauricio Funes, has been 
arrested in Costa Rica over money 
laundering allegations related to 
a corruption network allegedly led 
by Funes in which USD 351 million 
was purportedly diverted from 
government funds. The National 
Civil Police confirmed on 3 April 
that Berdugo is facing extradition. 
Funes and his partner, Ada Mitchell 
Guzmán, have also been implicated. 

In addition to this, at the end of March, 
local media reported that prosecutors in 
El Salvador have issued another arrest 
warrant for former president Funes for 
alleged tax evasion. The prosecutor’s 
office has reportedly stated that Funes 
is accused of failing to declare USD 
270,000 and evading USD 85,000 in 
taxes. Funes resides in Nicaragua, 
which has granted him asylum.
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Senior executives of Abraaj Capital 
Ltd arrested on US fraud charges
Arif Naqvi, founder and chief executive 
of collapsed Dubai-based investment 
advisory firm, Abraaj Capital Ltd, and 
a former managing partner, Mustafa 
Abdel-Wadood, were arrested on 12 
April on US charges that they defrauded 
investors. Naqvi was arrested in 
London, whilst Abdel-Wadood was 
detained in New York.

Abraaj collapsed in 2018 after the Bill 
& Melinda Gates Foundation and other 
investors raised concerns about the 
management of its USD 1 billion healthcare 
fund. US federal prosecutors allege that from 
about 2014 until Abraaj’s collapse, Naqvi and 
Abdel-Wadood lied about the performance of 
Abraaj’s funds, inflating their value by more 
than half a billion dollars. Prosecutors also 
claim that Naqvi and Abdel-Wadood caused 
investor funds to be misappropriated, to 
disguise liquidity shortfalls or for their 
personal benefit or that of their associates.

The US Securities and Exchange 
Commission (SEC) announced related 
charges on 11 April against Abraaj 
Investment Management Limited and 

Naqvi for misappropriating funds from 
a private equity fund client. The SEC’s 
indictment alleges that Naqvi and his 
firm raised money for the Abraaj Growth 
Markets Health Fund, collecting more 
than USD 100 million over three years 
from US-based charitable organisations 
and other US investors. According to 
the SEC, Naqvi misappropriated money 
from the health fund and commingled 
the assets with corporate funds of 
Abraaj Investment Management Ltd 
and its parent company and used it for 
purposes unrelated to the fund. Naqvi 
and his firm are also alleged to have 
made misrepresentations to investors 
and issued false and misleading 
financial statements. The SEC 
charges Naqvi and Abraaj Investment 
Management with violating the anti-
fraud provisions of the Investment 
Advisers Act. 

According to a Reuters report on 18 
April, former managing partner of Dubai-
based Abraaj, Sev Vettivetpillai, has 
also been arrested and is facing a US 
extradition request linked to the charges.

64 members of Albanian-speaking 
organised crime network arrested 
Europol announced on 5 April that 64 
members of an Albanian-speaking 
organised crime network have been 
arrested during a simultaneous 
operation carried out in Belgium, France, 
the Netherlands and Italy. The suspects 
are believed to have been illegally 
producing and trafficking drugs, with 
links to trafficking in human beings, 
prostitution and money laundering.

According to Europol, the suspects 
are believed to have been managing 
cannabis plantations across Belgium 
and in the north of France. Some of the 
suspects were also involved in a case of 
trafficking of human beings in France. 
The arrests follow an investigation into 
the activities of the organised crime 
group operating in Belgium, France, the 
Netherlands, Italy and the UK.

Another arrest warrant 
has been issued for 
former president Funes 
for alleged tax evasion



Former Russian minister Mikhail 
Abyzov has been arrested on 
suspicion of embezzling USD 62 
million, Russia’s Investigative 
Committee said in a press release 
on 26 March. Abyzov is alleged to 
have created and run a criminal 
enterprise from April 2011 to 
November 2014, which embezzled 
RUB 4 billion, in connection with 
his position as the beneficial 
owner of a number of offshore 
organisations. 

According to investigators, acting in 
partnership with five others — Nikolai 
Stepanov, Maxim Rusakov, Galina 
Freidenberg, Alexander Pelipasov and 
Sergey Ilyichev — Abyzov deceived 
the shareholders of Siberian Energy 
Company and Regional Power Grids in 
the Novosibirsk Region, of RUB 4 billion 
that was then laundered abroad.

Investigative action is being carried 
out against other individuals alleged 
to be involved in the case. Operational 
support was provided by officers of the 
Federal Security Service of Russia.

Former minister 
arrested on 
suspicion of 
embezzling 
RUB 4 billion 

The US Department of Justice 
announced on 9 April that UK 
pharmaceutical company Indivior Inc 
(formerly known as Reckitt Benckiser 
Pharmaceuticals Inc) and Indivior 
PLC (Indivior) have been indicted by 
a federal grand jury in Virginia for 
engaging in an illicit nationwide scheme 
to increase prescriptions of Suboxone 
Film, an opioid drug used in the 
treatment of opioid addiction.

The indictment charges Indivior with 
conspiracy to commit wire fraud, mail 
fraud, and healthcare fraud. In addition, the 
indictment charges the company with one 
count of healthcare fraud, four counts of 
mail fraud, and 22 counts of wire fraud. 

According to the indictment, Indivior 
obtained billions of dollars in revenue from 
Suboxone Film prescriptions by deceiving 
healthcare providers and healthcare benefit 
programmes into believing that Suboxone 
Film was safer, less divertible, and less 
abusable than other opioid-addiction 
treatment drugs. Indivior is also alleged to 

UK pharma company indicted in US 
for fraudulently marketing opioid drug 
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have sought to boost profits by using a “Here 
to Help” programme to connect opioid-
addicted patients to doctors the company 
knew were prescribing opioids at high rates 
and in a clinically unwarranted manner. 

Indivior developed Suboxone Film around 
2007 as a patent-protected alternative to the 
tablet form of Suboxone, which was then 
about to face generic drug competition. 
In particular, the indictment alleges that 
Indivior aggressively marketed Suboxone 
Film, without an established basis, as having 
a “lower risk of child exposure” and a “less 
divertible/abusable formulation.” Indivior 
made these and other false and misleading 
claims in marketing materials and through 
representations to physicians and healthcare 
benefit programs. The indictment also 
alleges that, to further its scheme, Indivior 
announced a “discontinuance” of its tablet 
form of Suboxone based on supposed 
concerns regarding paediatric exposure to 
tablets, when in fact Indivior executives knew 
the reason for the discontinuance was to 
delay the FDA’s approval of generic tablet 
forms of the drug.

Lawsuit filed against Czech billionaire 
over alleged USD 1 bn fraud scheme
New York hedge fund, Kingstown 
Capital Management LP, and Czech 
investment firm, Investhold Ltd, filed 
a lawsuit on 10 April against Czech 
billionaire Radovan Vitek, accusing him 
of fraud and racketeering of more than 
USD 1 billion through Orco Property 
Group SA. The complaint also alleges 
that Orco – along with Czech bank, J&T 
Banka, and Orco Germany, now known 

as CPI Property Group – aided and 
abetted Vitek, in crimes including wire 
fraud, mail fraud and money laundering.

Vitek is accused of using a web of shell 
companies and “straw owners” to gain 
control of Orco Property Group SA in which 
Kingstown Capital held a substantial interest, 
and then sold the assets at “distressed 
prices” to entities he secretly controlled. 

Photo: FT



Paris court 
convicts four 
over horse 
meat scandal 

The Criminal Court of Paris 
sentenced the former director 
of meat processing company 
Spanghero, Jacques Poujol, to 
two years in prison, 18-months 
of which will be on probation and 
confiscated EUR 100,000, on 16 April 
for deception relating to his role in 
the horse meat scandal. Poujol was 
accused of selling more than 500 
tonnes of horse meat labelled as 
beef to Tavola between 2012 and 
2013, in a fraudulent agreement with 
Dutch trader, Johannes Fasen.

Alongside Poujol, Fasen was also 
sentenced to two years in prison, and 
Patrice Monguillon, former director of 
the Castelnaudary site where the meat 
was packaged, and another Dutch trader, 
Hendricus Wimdmeijer, both received 
12-month suspended sentences. Poujol 
has also been prohibited from working in 
the meat industry for two years.

The court decided not to prosecute the 
defendants for fraud perpetrated in an 
organised gang, preferring to prosecute 
them for deception determining that the 
alleged acts were focused on a single 
action characterised by a single culpable 
intention: to deceive Tavola into buying 
horse meat instead of beef, benefiting 
from the higher price paid for beef.
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UK accepts jurisdiction in dispute 
between Russian fishing magnets 
The High Court of England & Wales 
issued its decision on 27 March in 
Tugushev v. Orlov, ruling that the court 
does have jurisdiction to hear the 
dispute between two Russian fishing 
magnates, Alexander Tugushev and 
Vitaly Orlov, in connection with “The 
Norebo Group,” because even when 
there is evidence demonstrating 
connections to another state, UK 
courts may affirm their jurisdiction, as 
long as there are some connections 
providing a basis to do so. 

The underlying case concerns claims 
made by Tugushev that he owns interest 
in The Norebo Group but is the victim of 
a conspiracy by Orlov to misappropriate 
or deny such interest. In July 2018, 
Tugushev obtained a without notice order 
freezing USD 350 million of Orlov’s assets 

worldwide, and permission to serve 
the order on Orlov outside of England. 
In doing so, Tugushev argued that the 
court had jurisdiction because Orlov 
was domiciled in England, however 
Orlov challenged this claim arguing that 
he is domiciled in Russia.

According to the High Court’s ruling, 
the evidence was sufficient to 
demonstrate that Orlov was domiciled 
in England and that as such the court 
had jurisdiction to hear the claim. 
Whilst the court found that Orlov 
spends the majority of his time in 
Russia, it concluded that England is a 
“usual place of abode” for Orlov on the 
basis of evidence that, among other 
things, Orlov owns two flats in England 
and had recently made significant 
payments in respect of the properties.

US government enters agreement 
with US gold refinery over AML  
The US Department of Justice 
announced on 17 April that the 
gold refinery Republic Metals 
Corporation (RMC) has executed a 
non-prosecution agreement with the 
US Attorney’s Office for the Southern 
District of Florida after cooperating in 
an investigation into alleged money 
laundering and violations of the 
Bank Secrecy Act (BSA) in the gold 
importation and refining industry. RMC  
has agreed to continue cooperating in 
the ongoing investigation, as well as to 
make improvements in its anti-money 
laundering and compliance programs.

RMC is the second US gold refinery that has 
been implicated in the Office’s investigation 

into the gold importation and refining 
industry. Previously, Elemetal LLC, 
doing business as “Elemetal” and “NTR 
Metals,” pleaded guilty to a single-count 
for failure to maintain an adequate 
anti-money laundering program under 
the BSA. The investigation into the 
gold importation and refining industry 
remains ongoing.

These cases are the result of the 
ongoing efforts by the Organized Crime 
Drug Enforcement Task Force (OCDETF) 
“Operation Arch Stanton,” a partnership 
between federal, state and local law 
enforcement agencies, to investigate, 
and prosecute high level members of 
drug trafficking enterprises.



Japanese investment company executives extradited 
to the US over USD 1.5 billion Ponzi scheme 
The US Department of Justice 
announced on 18 April that the 
Japanese authorities have extradited 
to the US two former executives of a 
Las Vegas investment company, Junzo 
Suzuki and Paul Suzuki who are father 
and son, in connection with their alleged 
roles in a USD 1.5 billion Ponzi scheme.

Both defendants were charged in a July 2015 
indictment with eight counts of mail fraud 
and nine counts of wire fraud. Junzo Suzuki 
was the executive vice president for Asia 
Pacific of MRI International (MRI), and Paul 
Suzuki was the general manager for Japan 
operations. MRI purportedly specialised in 
“factoring,” whereby the company purchased 
accounts receivable from medical providers 
at a discount, and then attempted to recover 
more than that amount from the debtor.
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Leaked Deutsche Bank report states bank is braced for 
potential fines and prosecution over Laundromat
A confidential Deutsche Bank report 
made public by The Guardian on 17 
April, states that the bank estimates 
it processed at least EUR 175 million 
for Russian criminals between 2011 
and 2014 and states that the bank has 
braced itself for potential fines, litigation 
and prosecution of senior managers as 
a result of its role in the USD 20 billion 
Russian money laundering scheme, 
dubbed the Global Laundromat. 

The report, a presentation made by Deutsche 
Bank’s anti-financial crime unit dated 24 April 
2018, states that the bank was unaware of 
the possibility that it was channelling billions 
in illicit cash until the Organized Crime 
and Corruption Reporting Project (OCCRP) 

broke the story. “Until the publication of the 
intelligence on the OCCRP website in March 
2017, Deutsche Bank was not aware of 
this money laundering scheme,” states the 
Deutsche Bank document.

In response to the 2017 OCCRP report, 
Deutsche Bank launched an internal review 
of 3,900 entities potentially tied to the money 
laundering network, the report states, and 
subsequently determined that just under 
2,500 of the entities posed high or medium 
risks. As of 16 March 2018, Deutsche Bank 
had filed 196 suspicious activity reports, 149 
of which involved 329 high-risk entities in 
the UK that had been involved in the transfer 
of GBP 62 million, the report states. In the 
report the bank admits there is a high-risk 

that regulators in the US and UK will take 
“significant disciplinary action” against it and 
concedes that the scandal has damaged its 
global brand and is likely to cause a decline 
in its market value.

The report states that the bank has cleaned 
up its act and that it has stopped doing 
business with the two banks at the centre 
of the Laundromat scandal – Moldova’s 
Moldindconbank and Latvia’s Trasta 
Komercbanka. Deutsche Bank also states in 
the report that it has “reduced its footprint” 
across the post-Soviet region and no longer 
has relationships with any banks in Moldova, 
Latvia, Estonia and Cyprus. The bank has 
scaled down its business activities in Russia 
and Ukraine too.

It is alleged that from at least 2009 to 2013, 
the Suzukis and their co-defendant Edwin 
Fujinaga, fraudulently solicited investments 
from thousands of Japanese residents. 
When MRI collapsed, it allegedly owed 
investors over USD 1.5 billion. Specifically, 
the indictment alleges that Fujinaga and 

the Suzukis promised investors a series of 
interest payments that would accrue over 
the life of the investment and that would 
be paid out along with the face value of 
the investment at the conclusion of the 
investments’ duration.  

The indictment further alleges that MRI 
operated as a Ponzi scheme, in which the 
defendants used new investors’ money to 
pay prior investors’ maturing investments. 
The defendants also allegedly used 
investors’ funds for other purposes, including 
paying themselves sales commission, 
subsidising gambling habits, funding 
personal travel and other personal expenses. 
In November 2018, Fujinaga was found guilty 
of eight counts of mail fraud, nine counts 
of wire fraud and three counts of money 
laundering in connection with the scheme. 

The indictment alleges 
that MRI operated as a 
Ponzi scheme, in which 
the defendants used 
new investors’ money 
to pay prior investors’ 
maturing investments



A US District Court for the Southern 
District of New York granted a 
motion to dismiss the case against 
nine banks on 28 March that were 
being sued by military personnel 
for providing banking services to 
Iran which financed militants to 
conduct 55 attacks against US 
armed forces in Iraq. 

The court found that there was not 
a sufficient link between the alleged 
misconduct and the attacks, which 
occurred from 2003-2001 and were 
linked to groups including Al-Qaeda 
and Hezbollah, to find civil liability. 
The court stated that there were no 
plausible allegations “that the provision 
of banking services, which are not 
inherently violent or dangerous, can 
be considered as acts dangerous to 
human life.” The banks were accused 
of concealing their work for Iran, but the 
court found the complaint “devoid” of 
allegations that the banks knew they 
were enabling attacks in Iraq linked to 
groups that the US government had 
designated as terrorist organisations.

Barclays Plc, BNP Paribas SA, 
Commerzbank AG, Credit Agricole 
SA, Credit Suisse Group AG, Deutsche 
Bank AG, HSBC Holdings Plc, Royal 
Bank of Scotland Group Plc and 
Standard Chartered Plc were the banks 
being sued by military personnel who 
survived the attacks, and relatives and 
estates of those killed.

US court 
dismisses 
terrorism 
financing case 
against banks

The US Department of Justice 
(DOJ) announced on 29 March that 
the South Korean authorities have 
extradited to the US a Ukrainian man, 
Aleksandr Musienko (aka “Oleksandr 
Serhiyovych Musiyenko,” “Robert 
Davis,” and “Ply”) in connection 
with allegations that he conducted 
an extensive money laundering 
and fraud campaign targeting US 
corporations and individuals.   

Musienko allegedly partnered with 
overseas cybercriminals who had hacked 
into, and stolen funds from, online bank 
accounts belonging to a large number 
of individual and corporate victims in 
the US. According to the DOJ, Musienko 
operated a network of “money mules” 
throughout the US. Using aliases that 
included “Robert Davis” and phony front 
companies that included “Vita Finance 
AG” and “Hilpert AG,” Musienko recruited 
money mules using a variety of fraudulent 
techniques, including by advertising 
employment opportunities to work as 
“Financial Assistants.” He promised to 
pay the money mules a fee of five percent 

Ukrainian man extradited to US to 
face charges in fraud scheme
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US lawsuit filed against Apple Inc 
over alleged securities fraud   
The City of Roseville Employees’ 
Retirement System filed a lawsuit 
in federal court in Oakland on 16 
April against Apple Inc, CFO Luca 
Maestri and chief executive Timothy 
D. Cook, for alleged securities 
fraud concerning accusations that 
the defendants concealed a fall in 
demand for iPhones, particularly in 

China, leading to a USD 74 billion fall in 
market value. 

The complaint seeks damages for investors 
who bought Apple stock in the two months 
before Cook reduced Apple’s quarterly 
revenue forecast on 2 January, due to falling 
demand for the iPhone, in part because of 
the intensifying US trade war with China.

for each overseas wire transfer they 
completed.

Once the network of money mules 
was in place, Musienko then offered 
his money mule services to his 
cybercriminal partners to assist them 
in transferring stolen funds. He directed 
his “money mules” to use their own 
bank accounts to receive and transfer 
proceeds from the compromised bank 
accounts overseas. As alleged in the 
indictment, Musienko’s criminal money 
mule operation effectuated the theft 
and laundering of at least USD 2.8 
million from 2009 to 2012. 

Once the network of 
money mules was 
in place, Musienko 
then offered his 
money mule services 
to his cybercriminal 
partners



Dexcar 
reportedly 
being 
investigated 
over alleged 
Ponzi scheme

According to German media reports 
on 15 April, state prosecutors 
in Germany are investigating 
car rental company Dexcar 
over allegations that it ran an 
illegal Ponzi scheme, defrauding 
customers across Europe. The 
scheme could be the largest ever 
run by a rental car firm in Europe.

According to information gathered by 
Süddeutsche Zeitung and broadcaster 
WDR, Dexcar is suspected of having 
cheated tens of thousands of customers 
across Europe, by promising customers 
a new car for a relatively small down 
payment and not delivering on those 
promises. Of the 40,000 cars alleged 
to have been ordered, only 500 have 
been delivered, with customers waiting 
many years for delivery of a car that has 
already been paid for. Media reports 
state that investigations are also 
underway in Austria and Italy.

Dexcar founder Mario Gai has reportedly 
denied the allegations.
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German prosecutors charge former 
Volkswagen CEO with fraud  
The public prosecutor in 
Braunschweig announced on 15 
April that it has charged the former 
boss of Volkswagen (VW), Martin 
Winterkorn, and four other executives 
who were not named with fraud over 
the carmaker’s systematic cheating in 
emissions tests on diesel vehicles.

Prosecutors accuse Winterkorn of a 
“particularly serious” fraud, infringement 
of competition law and embezzlement. 
Winterkorn is also accused of approving a 
“useless” software update costing EUR 23 
million, which was designed to conceal the 
real reason for the higher emission levels.

Winterkorn knew of the emissions cheating 
from at least May 2014, much earlier 

than admitted, German prosecutors 
have alleged. Winterkorn resigned as 
chief executive in September 2015 
after US authorities accused VW of 
deliberately manipulating its cars’ 
performance under emissions test 
conditions. Winterkorn and five other 
former executives have been charged 
by US authorities, but they cannot be 
extradited to non-EU countries.

If found guilty, Winterkorn faces a jail 
term of between six months and 10 
years. Prosecutors are also looking 
to confiscate bonuses paid by the 
company of between EUR 300,000 and 
EUR 11 million per person, which were 
allegedly boosted by the fraud.

Hungary seizes EUR 70 million in 
connection with VAT fraud network 
Europol announced on 12 April that 
financial investigators from the 
Hungarian National Tax and Customs 
Administration (Nemzeti Adó- és 
Vámhivatal) have disrupted an 
organised criminal network for value-
added tax (VAT) fraud associated with 
money laundering, which has resulted 
in EUR 70 million in assets being 
seized by the authorities. 

The operation has resulted in six criminals 
being arrested, which includes a business 
owner with a large-scale business network, 
his son, the managing director of the 
company involved in the fraud and three 
other people. In total, 16 properties in Spain 
and five in Italy were seized by authorities, 
several vehicles and other belongings worth 

a total of EUR 70 million. Given the 
assets seized, the Hungarian authorities 
expect to recover the amount lost from 
the state budget in full. 

According to Europol, the operation 
revealed that several employees had 
been falsely employed by a temporary 
employment agency for more money 
than reported to the Hungarian 
authorities, which caused millions of 
euros of losses in VAT and tax. The 
investigation also revealed that the 
criminal network was responsible for 
money laundering, as the profits of 
bogus transactions were paid out as 
a dividend (HUF 1 billion) to a Cypriot 
company, then further transferred to a 
Spanish business in the form of a loan.



The US Department of Justice 
(DOJ) announced on 4 April that 
Cesar Hernandez-Martinez has 
pleaded guilty in federal court 
to managing and supervising an 
“extensive” international money 
laundering organisation that 
smuggled, from the US to Mexico, 
through Southern California and 
elsewhere, under his direction, USD 
13 million of narcotics proceeds. 

According to the plea agreement, 
Hernandez-Martinez admitted that, 
from April 2013 until November 
2015, he owned and operated 
currency exchange houses in Tijuana 
that knowingly received smuggled 
proceeds. Hernandez-Martinez also 
coordinated couriers involved in 
smuggling currency from the US to 
Mexico, ensuring that the currency 
was picked up from sources primarily 
located in Southern California.

Separately, the DOJ announced on 
19 April that Gibran Rodriguez-Mejia 
has pleaded guilty to international 
money laundering in connection with 
his operation of a currency exchange 
that received the proceeds of cocaine, 
methamphetamine and heroin 
smuggled into the US by the Sinaloa 
Cartel. Through his plea agreement, 
Rodriguez-Mejia admitted to laundering 
USD 3.5 million in drug proceeds.  

Sinaloa 
Cartel money 
launderer 
pleads guilty to 
laundering USD 
13 million 

The South African Reserve Bank 
(SARB) announced on 2 April that 
it has imposed administrative 
sanctions on three authorised dealers 
in foreign exchange after inspections 
found weaknesses in their anti-
money laundering and counter-
terrorist financing control measures.

Tower Bureau de Change (Pty) Ltd was:

• Fined ZAR 100,000 for failing to 
implement suitable steps to screen 
clients against sanction lists, resulting in 
non-compliance with the provisions of 
the Financial Intelligence Centre Act 38; 

• Fined ZAR 80,000 for failing to 
sufficiently establish and verify the 
identity of its clients (KYC); and

• Fined ZAR 100,000 for failing to report 
suspicious and unusual transactions to 

South Africa fines dealers in foreign 
exchange for AML weaknesses 
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Sunday Times reports on alleged 
GBP 8 billion fraud against HMRC   
A report in the Sunday Times 
published on 31 March, alleges 
that according to leaked police 
and intelligence files, a network 
of criminals based in London, 
Buckinghamshire, Birmingham, 
northwest England and Scotland 
have stolen GBP 8 billion through 
VAT and benefit frauds against the 
UK’s HM Revenue and Customs 
(HMRC) over two decades and made 
further gains from mortgage and 
credit card fraud targeting banks 
and individuals, some of which was 
allegedly used to fund terrorism.

The gang, which allegedly has links to the 
7/7 London bombings, is reported to have 
sent GBP 80 million to al-Qaeda, where it 
funded madrasahs, training camps and 
other terrorist activities, according to the 
files. The report states that investigators 
found “20 potential internal fraud cases 
including (gang) members in government 
agencies” in one company alone, and that 
infiltration by members in UK government 
agencies was widespread. Reports 
of suspicious activity and fraud were 
reportedly documented by HMRC, however 
the issues were not pursued due to their 
complicated nature and a lack of resources.

the Financial Intelligence Centre.

Sikhona Forex (Pty) Ltd was: 

• Cautioned not to repeat its failure to 
establish and verify the identity of its 
clients; and 

• Cautioned not to repeat its failure to 
sufficiently keep records of business 
relationships and transactions. 

Travelex Africa Foreign Exchange (Pty) 
Ltd was:

• Cautioned not to repeat its failure 
to sufficiently identify and report 
suspicious transactions; and 

• Required to take remedial action in 
the form of training for employees 
on the identification and reporting of 
suspicious and unusual transactions.
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Owner of Woodbridge Group and two former directors 
charged with USD 1.3 billion Ponzi scheme
The US Department of Justice 
announced on 12 April that it has 
charged the owner of Woodbridge 
Group of Companies LLC, Robert 
Shapiro, and two former directors of 
investments, Dayne Roseman and Ivan 
Acevedo, with orchestrating a USD 1.3 
billion investment fraud (Ponzi) scheme 
involving 10,000 victims. 

According to the indictment, Shapiro, 
Acevedo and Roseman orchestrated a 
massive Ponzi scheme through Woodbridge 
Group of Companies LLC. The conspiracy 
ran from July 2012 to December 2017 
and involved material misrepresentations 
and omissions to investors in the sale of 
Woodbridge investments. For the fraud-
based investments, the defendants and 
their co-conspirators’ main business model 
was to solicit money from investors and, in 
exchange, issue investors promissory notes 

reflecting purported loans to Woodbridge 
that paid monthly interest and matured in 12 
to 18 months. The defendants claimed that 
the investments were tied to real property 
owned by third-party property owners. It 
is alleged that in reality new Woodbridge 
investor money was used to pay prior 
Woodbridge investors, and that third-party 
affiliates were property owners, when in 
fact Shapiro owned nearly all of the property 
at the centre of every investment product 
offered by Woodbridge. 

US company issued with permanent ban for violating 
order concerning fraudulent payment processing 
The US Federal Trade Commission 
(FTC) announced on 11 April that 
payment processing company, Priority 
Payout Corp, and its owner Thomas 
Wells, have agreed to settle FTC 
charges that they repeatedly violated 
a 2009 court order. The settlement 
permanently bans Wells and Priority 
Payout Corp from engaging in, and 
assisting others with, payment 
processing, and includes a USD 1.8 
million contempt judgment.

The 2009 court order found that Wells 
and his company (then called InterBill, 
Ltd) violated Section 5 of the FTC Act by 

processing debit transactions to consumers’ 
bank accounts on behalf of a fraudulent 
enterprise known as Pharmacycards, while 
knowing or consciously avoiding knowing 
that those debit transactions were not 
authorised by consumers. The order required 
Wells and his company to pay USD 1.7 
million. The order also required that InterBill 
review and monitor their merchant clients, 
and prospective clients, to ensure they were 
not engaged in deceptive or unfair practices.

The FTC alleges that Wells and InterBill’s 
successor, Priority Payout Corp, have 
repeatedly violated the terms of the 2009 
order by failing to properly review and 

monitor merchant clients. As a result, 
the FTC alleges, Wells and Priority have 
facilitated payment processing for numerous 
fraudsters, causing losses to consumers.

In agreeing to settle the FTC’s charges, 
Wells and Priority Payout Corp admit that 
the FTC has sufficient evidence to show 
that they violated the 2009 order. The new 
settlement order permanently bans Wells 
and his company from working in payment 
processing in any capacity, and includes 
a contempt judgment of USD 1,812,204, 
which is in addition to the more than USD 
1.7 million judgment in the 2009 order that 
remains outstanding.

The Securities and Exchange Commission 
(SEC) filed parallel civil enforcement action 
on 11 April against Acevedo and Roseman 
related to the Ponzi scheme. According to 
the SEC, although Acevedo and Roseman 
were not registered in any capacity with the 
SEC, they were responsible for fraudulently 
raising at least USD 1.2 billion from more 
than 8,400 retail investors, and together 
received more than USD 3 million in 
transaction-based and other compensation. 
According to the complaint, the defendants 
were responsible for hiring and training 
Woodbridge’s sales force, approved 
fraudulent marketing materials and scripts, 
and helped create the false appearance 
that Woodbridge was a legitimate operation 
when in reality it was a Ponzi scheme. The 
SEC charges Acevedo and Roseman with 
violating the securities registration, broker-
dealer registration, and anti-fraud provisions 
of federal securities laws.



New report on the cyber threat to 
the global financial system 
Think tank, Carnegie Endowment for 
International Peace, published a report 
on 25 March entitled “The cyber threat 
landscape: Confronting challenges to 
the financial system,” which states that 
targeted network intrusions against 
banks are now happening on a weekly 
basis, and that the financial sector 
must step up efforts to defend itself 
against the growing threat.

The trends emerging from the analysis are:

1. Attackers are increasingly building 
advanced capabilities to target core 
banking systems, particularly around 
payment messaging and transaction 
authorisation. Once these tools are 
built, attackers will use them for as 
long as they are effective. As security 
is tightened they will develop other 
routes to cash out.

2. Attackers are becoming more 
aggressive in disrupting their victims’ 
ability to respond. In 2011 and 2012, 
attackers staged DDoS attacks 
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NCA reportedly freezes assets of al-Assad’s niece and 
France to try al-Assad’s uncle over money laundering
Various media outlets reported on 
18 April that the UK’s National Crime 
Agency (NCA) has frozen a bank 
account held by Anisseh Chawkat, 
the niece of Syrian president Bashar 
al-Assad, over the suspicious origin of 
the funds. According to media articles, 
the NCA has targeted assets owned 
by Chawkat who recently completed a 
degree at a London university, whilst 

members of her family are subject to 
international sanctions. 

Duncan Hames, director of policy at 
Transparency International UK, issued a 
statement: “We welcome this reported action 
by the National Crime Agency in targeting 
these funds of suspicious origin. There is 
more to do, as this represents only a fraction 
of funds from the Syrian regime that has 

against US banks to disrupt banking 
services. Years later, the approach in 
the Bangladesh Bank case involved 
attempting to subtly hide the evidence. 
In 2018, attackers used wiper malware 
across a bank’s IT systems to perform 
the cyber equivalent of setting the 
bank on fire as part of the getaway. 
Unfortunately, these tactics seem to 
work, and so attackers are likely to 
return to them. 

3. Attackers continue to find ways to 
collaborate, bridging organised criminal 
gang activity across geographies. 
Online criminal marketplaces offer 
tools and services to facilitate cashing-
out and money laundering. These 
are components of modern criminal 
enterprises, but the siloed nature of 
cyber operations and financial crime 
prevention make it challenging for 
banks to tackle these problems. 

The report puts forward certain steps that 
can be taken to potentially improve the 
situation going forward. 

entered the UK economy, and a drop in the 
ocean compared to the amount of corrupt 
wealth already in the UK.” 

French media reported on 18 April that legal 
sources have confirmed that, Rifaat al-
Assad, the uncle of president al-Assad, is to 
stand trial in France for charges of organised 
money laundering concerning a EUR 90 
million property portfolio. 

CFTC charges 
forex trading 
firms and 
principals in 
USD 75 million 
fraud scheme
The US Commodity Futures Trading 
Commission (CFTC) announced 
on 22 April that it has filed a 
civil enforcement action against 
Oasis International Group Ltd, 
Oasis Management LLC, Satellite 
Holdings Company, Michael 
DaCorta, Joseph Anile, Raymond 
Montie, Francisco “Frank” Duran, 
and John Haas, on charges of 
operating a fraudulent foreign 
currency trading scheme.

On 15 April, the US district court judge 
for the Middle District of Florida issued 
a restraining order freezing the assets of 
the defendants and permitting the CFTC 
to inspect all relevant records of the 
defendants and the relief defendants. 



According to a report in the 
Kyiv Post on 22 April, Ukraine’s 
prosecutor has formally summoned 
allies of the nation’s outgoing 
president Petro Poroshenko over 
allegations of embezzlement 
and money laundering. Suspects 
include Valeria Gontareva, the 
former head of the National 
Bank of Ukraine, and Kostyantyn 
Stesenko, an executive with the 
investment bank ICU, who are 
suspected of embezzlement in 
connection with Sehiy Kurchenko, 
an associate of ousted president 
Viktor Yanukovych.

Poroshenko’s former chief of staff 
Borys Lozhkin and deputy chief of 
staff Oleksiy Filatov are also reportedly 
expected to be charged with conspiring 
to launder USD 440 million through 
the sale of media company UMH 
in 2013. Former ecology minister 
Mykola Zlochevsky is also expected 
to be charged with money laundering, 
according to the report.

Meanwhile, the Organized Crime and 
Corruption Reporting Project released a 
report on 19 April which claims that Ihor 
Kolomoisky and Hennadiy Boholiubov 
used their ownership of Ukraine’s 
PrivatBank to funnel USD 5.5 billion 
in funds stolen from the institution 
through its Cyprus subsidiary.

Alleged money 
laundering 
probes into 
Poroshenko’s 
allies follow 
election defeat 

US House Democrats have 
subpoenaed nine banks as part of 
an inquiry into president Trump’s 
financial interests as part of their 
investigations into illicit finance, 
according to a report in The Wall 
Street Journal on 17 April. The list 
includes JPMorgan Chase & Co, 
Citigroup Inc, Morgan Stanley, Wells 
Fargo & Co and Bank of America 
as well as Capital One Financial 
Corp, Deutsche Bank , Royal Bank of 
Canada and Toronto-Dominion Bank .

The subpoenas from the US House of 
Representatives intelligence and financial 
services committees mark an escalation 
of Democratic-led probes into Trump’s 
finances and his businesses. House 
Financial Services Committee and House 
Intelligence Committee investigators 

House Democrats subpoena banks 
in Trump probe, reports WSJ
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S&P Global report on financial crime
S&P Global published a report on 18 
April entitled “Europe’s Banks Must 
Step up to Crack Down on Financial 
Crime,” which finds that tolerance 
from investors, clients and regulators  
concerning financial crime risk 
missteps by banks is reducing, and 
that EU banks have reduced their 
inherent risk profiles but many are 
expected to review their governance 
in this area and step up investment in 
smart technology and data analytics. 

The latest report follows an examination 
of the European banking sector on the 
topic of AML and sanctions compliance 
in 2018, as further details and allegations 
concerning various money laundering 
scandals have been released. 

The rising costs incurred by EU banks 
for failing to prevent financial crime are 
due to a growing interest in compliance 
settlements among investors, stronger 
regulatory enforcement by national 
supervisory authorities, diminished 
tolerance of scandals by customers and a 
trend in the financial sector to focus less on 
credit and market vulnerabilities and more 
on other risks, S&P Global’s report states.

“The transparency of alleged transgression 
appears to be rising thanks to the efforts 
of investigative organizations, leaks 
from bank insiders, regulators’ greater 
willingness to reprimand banks publicly 
and the rapid and widespread sharing of 
information via social media,” explains the 
S&P report.

have reportedly focused their efforts 
on Deutsche Bank. Maxine Waters, the 
chair of the House financial services 
committee, said: “The potential use 
of the US financial system for illicit 
purposes is a very serious concern.”

In addition to this, US president Donald 
Trump and the Trump Organization 
sued the chairman of a congressional 
committee investigating the president’s 
financial affairs on 22 April, in an attempt 
to stop the committee getting access to 
documents from accountants used by 
Trump and his businesses. The House 
Oversight and Reform Committee, 
chaired by Elijah Cummings, has 
subpoenaed accounting firm Mazars 
USA for financial statements, supporting 
documents and internal communications 
about Trump going back eight years.



TECHNICAL UPDATES

EU Anti-Fraud Office partners with Romanian Anti-
Corruption Directorate to investigate EU funds scam 
The European Anti-Fraud Office 
(OLAF) announced on 9 April that it 
has taken part in operations led by the 
Romanian National Anti-Corruption 
Directorate (DNA) between 3 and 8 
April in Romania in a case of suspected 
misuse of EU funds. The allegations 
relate to possible large-scale corruption 
and fraud involving EU funds for 
infrastructure investments related to 
the rehabilitation of the Bucharest-
Constanta railway section. 

It is suspected that a kickback scheme 
amounting to over EUR 2 million was put 
in place and that public officials requested 
illegal commission in exchange for 
unblocking payments for the works that 
were due by the public administration. The 
kickback scheme was allegedly orchestrated 
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by an organised criminal group that was 
involved in corruption, influence peddling and 
money laundering.

The operation involved searches of several 
commercial premises and private homes, 
as well as interviews with suspects 
and witnesses. As a result, Romanian 
prosecutors from the DNA have ordered the 

start of criminal action against a company, 
Team Delta Proiect SRL, and have issued 
judicial control measures against three 
defendants:

• Szechely Mihaela Vasilica, who was 
an acting councillor for the Minister 
of Transport between July 2012 and 
December 2012, for alleged influence 
peddling and money laundering offences;

• Favino Pasquale Roberto, the husband of 
Szechely Mihaela Vasilica, who was an 
associate partner for Team Delta Proiect 
SRL, for alleged influence peddling and 
instigation of money laundering offences;

• Alexandra Mocanu, who was the 
administrator of Team Delta Proiect, for 
allegedly committing money laundering.

Nigeria’s Economic and Financial Crimes Commission 
finds NGN 1.3 trillion of public funds has been stolen

Nigeria’s Economic and Financial 
Crimes Commission (EFCC) disclosed 
on 25 March that over NGN 1.3 trillion 
of public funds has been stolen by 32 
entities (human and corporate) between 
2011 and 2015. A paper delivered on 
the behalf of the EFCC decried the huge 
financial loss to the country, with poor 
procurement processes cited as one of 
the reasons why corruption continues to 
thrive in government agencies.

Ibrahim Magu, the EFCC’s acting head, 
disclosed the sum in a keynote address at 

an event organised by the Bureau of Public 
Procurement (BPP), to mark the 2019 First 
Batch Conversion Training Programme to 
Procurement Cadre for Federal Parastatal 
and Agencies, which aims to increase 
efficiency and transparency. 

Some of the fraudulent practices in the 
procurement process identified in Nigeria 
include: kickbacks, fraud in the bidding 
process, bid suppression, collusive bidding, 
bid rotation, co-mingling of contracts, 
change order abuse, cost mischarging, 
defective pricing, phantom vendors, product 

substitution, unnecessary purchases and 
purchases for personal use or resale.



Guatemalan 
presidential 
candidate 
arrested in 
US in drug-
trafficking plot
Geoffrey Berman, the US attorney 
for the Southern District of New 
York, announced on 17 April 
that Guatemalan presidential 
candidate Mario Amilcar Estrada 
Orellana and Juan Pablo Gonzalez 
Mayorga have been arrested and 
charged with conspiring to import 
cocaine into the US and a related 
weapons offence of conspiring to 
use and possess machine guns.  

According to the indictment, since 
December 2018, the DEA has been 
investigating several individuals who 
attempted to solicit funding from 
international drug cartels to support 
Estrada’s presidential campaign.  
During certain of these negotiations, 
members of the Estrada conspiracy, 
including Estrada and Gonzalez, 
interacted with purported members 
and associates of the Sinaloa Cartel, 
who were, in fact, confidential sources 
acting at the DEA’s direction. 

Estrada, a candidate of the centre-right 
National Change Union, is accused of 
seeking between USD 10 and USD 12 
million from the Sinaloa Cartel to fund 
his campaign. The two men allegedly 
pledged that if Estrada won the 16 
June election, he would help the cartel 
transport drugs from Guatemalan 
airports. The two also conspired to kill 
unnamed rival candidates.
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Gambia’s official inquiry finds former 
president looted over GMD 1 billion
Gambia’s official inquiry into the 
financial dealings of former president 
Yahya Jammeh, and his close 
associates from 1994 to 2017, has 
found that he looted over GMD 1 
billion of public funds during his 
more than two decades in power. 
The Janneh Commission report, 
which involved 253 witnesses over 
22-months, was submitted on 29 
March to president Adama Barrow.

Surahata Janneh, the chair of the 
Commission, said: “In terms of 
accountability, the Commission has 
discovered a great number of weaknesses 
and flaws in managing Government 
monies, at the Treasury, the Central Bank 
and other financial institutions,” and that 
huge amounts of stolen government 
property have been discovered.

The 1,600 page report, which has not yet 
been made public, contains sections on: the 
bank accounts belonging to Jammeh and 
companies such as Kanilai Family Farm 
and Kanilai Family Group; the properties 
and companies owned by Jammeh as 
well as the properties of General Saul 
Badjie in the Kombos; government loans, 
grants and donations and whether they 
were profitably used, squandered or 
stolen; policy issues related to government 
institutions, the office of the president and 
the Central Bank of the Gambia; as well as 
recommendations as to who should pay for 
the losses and the individuals that require 
further investigation and prosecution.

President Barrow said his government 
will make sure that the right policies are in 
place to ensure financial discipline within 
government and that the Commission’s 
report will be fully considered. Jammeh is 
currently in exile in Equatorial Guinea. 

The OCCRP released its own extensive 
investigation of Jammeh’s corruption 
on 27 March, called “The Great 
Gambia Heist.” According to OCCRP’s 
investigation, Jammeh and his associates 
looted or misappropriated at least USD 
975 million in public funds and illicit 
timber revenue, which includes: 

• USD 363.9 million from the state-run 
telecoms company;

• USD 325.5 million in illicit timber 
revenue;

• More than USD 100 million in foreign aid 
and soft loans from Taiwan;

• USD 71.2 million from the Central Bank 
of the Gambia;

• USD 60 million from the Social Security 
and Housing Finance Corp, which 
manages disability, housing, and 
pension payments; and

• USD 55.2 million from the state-run oil 
company.

The OCCRP raises concerns that, at the 
time of the massive money laundering 
out of the Gambia, UK and US banks may 
have failed to conduct sufficient due 
diligence in their business dealings.

“The Commission 
has discovered a 
great number of 
weaknesses and 
flaws in managing 
Government monies”



43

aperio-intelligence.com FINANCIAL CRIME DIGEST | APRIL 2019

The US Department of Justice (DOJ) 
announced on 29 March that Fresenius 
Medical Care AG & Co KGaA, a German-
based provider of medical products and 
services, has agreed to pay USD 231 
million to resolve investigations by the 
DOJ and the Securities and Exchange 
Commission (SEC) into violations 
of the Foreign Corrupt Practices Act 
(FCPA) in connection with Fresenius’s 
participation in corrupt schemes to 
obtain business in at least 17 countries.

Between 2007 and 2016, Fresenius paid 
bribes to publicly employed health and/
or government officials to obtain or retain 
business in Angola and Saudi Arabia. In 
Angola and Saudi Arabia, as well as in 
Morocco, Spain, Turkey and countries in 
West Africa, Fresenius knowingly failed to 
implement reasonable internal accounting 
controls over financial transactions and failed 
to maintain books and records that accurately 
reflected the transactions. According to the 
DOJ and the SEC, Fresenius admitted to 
earning more than USD 140 million in profits 
from the corrupt schemes and that it paid 
nearly USD 30 million in bribes to government 
officials and others to procure business.

To resolve the case, Fresenius entered into 
a non-prosecution agreement with the DOJ 

and agreed to pay a total criminal penalty of 
USD 84,715,273. Fresenius, amongst other 
things, has agreed to implement rigorous 
internal controls and retain an independent 
corporate compliance monitor for at least two 
years, followed by an additional year of self-
reporting to the Department.

The DOJ reached this resolution based on the 
following factors:

• Although Fresenius voluntarily self-disclosed 
the misconduct in 2012, the company did 
not respond quickly to requests from the 
DOJ and, at times, did not provide fulsome 
responses to requests for information;

• The misconduct occurred in 13 countries, 
yielded profits of USD 140 million and 
continued in certain countries until 2016;

• The company has not yet had the 
opportunity to test the effectiveness of its 
compliance enhancements.  

Fresenius settled a related FCPA matter 
with the SEC and will pay USD 147 million in 
disgorgement and prejudgment interest to the 
SEC, which the DOJ credited in its resolution, 
bringing the total amount paid by Fresenius 
to over USD 231 million. The SEC’s order 
finds that Fresenius engaged in misconduct 
in Saudi Arabia, Morocco, Angola, Turkey, 
Spain, China, Serbia, Bosnia, Mexico, and 
eight countries in the West African region 
against a backdrop where the company 
failed to have sufficient internal accounting 
controls. Fresenius was also found to have 
made improper payments through a variety 
of schemes, including using sham consulting 
contracts and funnelling bribes through a 
system of third-party intermediaries.

“Despite known red flags of corruption since 
the early 2000s, FMC devoted insufficient 
resources to compliance,” states the SEC. “In 
some jurisdictions, Fresenius failed to take 
basic steps such as providing anti-corruption 
training or performing due diligence on 
its agents. In many instances, senior 
management actively engaged in corruption 
schemes and directed employees to destroy 
records of the misconduct.” 

Fresenius Medical Care agrees to pay USD 231 million to 
resolve FCPA charges involving at least 17 countries
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Fresenius admitted to 
earning more than USD 
140 million in profits from 
the corrupt schemes and 
that it paid nearly USD 30 
million in bribes

Sierra Leone audit finds USD 1 billion hole in public funds 
Sierra Leone’s minister of finance, 
Jacob Jusu Saffa, presented on 2 April 
the findings of an audit, commissioned 
to investigate corruption in Sierra 
Leone’s public sector between 2015 
and 2018, which has revealed that over 
USD 1 billion of public funds cannot 

be accounted for. The missing funds 
include USD 500 million in contracts 
awarded by ministers and officials.

According to news agency Agence France 
Presse, Saffa declared that individuals who 
have been found liable in the audit report will 

have to repay the monies before the end of 
June or “face the law.” 

Three commissions of inquiry were launched 
in January to investigate alleged corruption 
within the former government of president 
Ernest Bai Koroma.



The former president of Peru, Alan 
García, died on 17 April after shooting 
himself as police arrived at his home 
to arrest him over allegations that he 
took bribes from Brazilian construction 
company Odebrecht SA. 

Investigators claim García  took bribes 
from Odebrecht during his second term 
in office, linked to a metro line building 
project in the capital. García’s death follows 
the arrest of another former Peruvian 
president, Pedro Pablo Kuczynski, on 16 
April as part of the same investigation. The 
past five Peruvian presidents have all been 
implicated in the scandal.

Separately, local media reported at the 
end of March that Elisbán Ochoa, the 

Ex-president of Peru kills himself in 
face of arrest over Odebrecht bribes

governor of Peru’s Loreto province, 
is under investigation for allegedly 
receiving campaign funds from drug 
traffickers. According to RCR Peru, 
Ochoa is accused of receiving funding 
from Loreto’s Mamalancha clan, which 
controls drug distribution across the 
Amazonian region. 

A court in Brazil ordered on 15 April 
the seizure of BRL 39.7 million 
in assets belonging to seven 
defendants accused of receiving 
bribes from the Odebrecht group 
in response to a request from 
the Public Prosecutor’s Office, 
which includes the assets of 
former governor of São Paulo and 
presidential candidate Geraldo 
Alckmin. Alckmin is being 
investigated for allegedly receiving 
illegal campaign donations from 
Odebrecht. 

Prosecutors in Brazil have also asked 
for an extension this month of an 
inquiry into alleged payments made by 
Odebrecht to the speaker of the Lower 
House of Congress Rodrigo Maia. 

In addition to this, criticism has been 
wielded against the head of Brazil’s 
Supreme Federal Court (STF), Dias 
Toffoli, for issuing a decision ordering 
a magazine to withdraw a news story 
which suggested alleged links between 
him and Marcelo Odebrecht. A group of 
Brazilian MPs also announced in April 
that they want to summon Mr Odebrecht 
to a Congress hearing in May to ask him 
about loans the Brazilian government 
gave to the company.

Brazil seizes 
BRL 39.7 million 
in assets of 
those accused 
of receiving 
bribes from 
Odebrecht 
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Switzerland returns CHF 365 million 
to Brazil over Petrobras - Odebrecht
The Office of the Attorney General 
of Switzerland (OAG) announced 
on 9 April that it has so far returned 
around CHF 365 million to Brazil in 
a series of Petrobras - Odebrecht 
related investigations. At a bilateral 
meeting on 8 April, Brazilian 
prosecutor general, Raquel Dodge, 
and Swiss attorney general, Michael 
Lauber, signed a declaration 
reaffirming their commitment to 
intensify their cooperation. 

The OAG stated that the investigations 
conducted in connection with corruption 
at Petrobras and Odebrecht, has seen 
the OAG receive reports of suspicious 
transactions from the Money Laundering 
Reporting Office involving 1000 banking 

relationships. At present 70 criminal 
proceedings are pending. Two of these 
criminal proceedings are against financial 
institutions in Switzerland, stated the 
OAG. Around 15 of the proceedings 
opened by the OAG have been taken over 
by the Brazilian authorities. 

To date, Switzerland has returned around 
CHF 365 million to Brazil and assets 
seized by the OAG in connection with the 
scandal amount to CHF 700 million.

Separately, Reuters reported on 22 
April that Petrobras is re-examining its 
treatment of whistleblower complaints 
after the indictment of six traders in 
December indicated that efforts to root 
out corruption have faltered.

Photo: Bloomberg



Superseding indictment against 16 
parents in admissions scandal  
The US Department of Justice (DOJ) 
brought a superseding indictment on 
9 April against 16 parents involved 
in the college admissions scandal 
who had not already pleaded guilty 
to bribery. The 16 were additionally 
charged with conspiring to commit 
fraud and money laundering.

The superseding indictment makes 
specific allegations against Lori Loughlin 
and her husband Mossimo Giannulli 
relating to money laundering, specifically 
that they conspired with others to conceal 
their fraud scheme by funnelling bribe and 
other payments through The Key or KWF 
(the non-profit corporation the defendants 
allegedly funnelled the bribes to), including 
via payments to and from accounts in the 
District of Massachusetts, and to promote 
their fraud scheme via payments to The 
Key and KWF from outside the US.

Thirteen parents, including actress 
Felicity Huffman and former co-chair 
of Willkie Farr & Gallagher LLP Gordon 
Caplan, have agreed to plead guilty to 
one count of conspiracy to commit mail 
fraud and honest services mail fraud.
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1MDB trial of 
former prime 
minister Najib 
Razak begins 
The trial of Malaysia’s former 
prime minister Najib Razak 
began on 3 April, which centres 
on seven charges for abuse 
of power, breach of trust and 
money laundering linked to SRC 
International, a former subsidiary 
of the country’s scandal hit state 
investment fund 1Malaysia 
Development Berhad (1MDB). 
Najib is alleged to have received 
MYR 42 million from SRC. 

Najib faces an additional 38 charges 
linked to 1MDB and state entities, with 
the trial at hand being the first of four 
that he is expected to face this year.

Meanwhile, Najib’s wife Rosmah 
Mansor was hit with a new corruption 
charge over a solar energy contract 
on 10 April. Mansor is accused of 
accepting an MYR 5 million bribe 
from a manager at Jepak Holdings 
for helping secure a contract from 
the Education Ministry. She has also 
been charged with laundering illegal 
proceeds and tax evasion.

Uber discloses investigation for 
possible FCPA violations in Asia  

Uber Technologies Inc disclosed 
in a filing to the US Securities and 
Exchange Commission (SEC) on 
11 April that the US Department of 
Justice is investigating the company 
for possible violations of the Foreign 
Corrupt Practices Act (FCPA) related 
to its activities in Asia. 

According to Uber’s S-1 filing, the DOJ is 
investigating potential bribes in countries 
including Indonesia, Malaysia, China, and 
India. Uber’s filing reads as follows: 

“We received requests from the DOJ in 
May 2017 and August 2017 with respect 
to an investigation into allegations of small 
payments to police in Indonesia and other 
potential improper payments in other 
countries in which we operate or have 
operated, including in Malaysia, China, and 
India. [...] If we are determined to have 
violated the FCPA or similar laws, we may 
be subject to criminal sanctions and other 
liabilities, which would adversely affect 
our business, financial condition, and 
operating results.” 

Najib faces an 
additional 38 
charges linked to 
1MDB and state 
entities, with the trial 
the first of four that 
Najib is expected to 
face this year



Following the ousting of Sudan’s 
president Omar al-Bashir on 11 
April prompted by months of anti-
government protests, sanctioned 
general Awad Ibn Ouf, who had taken 
over in the palace coup, announced 
that he was stepping down on state TV 
on 12 April, naming as his successor 
as Lt-Gen Abdel Fattah Abdelrahman 
Burha. The ruling Transitional Military 
Council (TMC) has said it will stay 
in power for two years. Former 
president al-Bashir has been indicted 
by the International Criminal Court 
on charges of war crimes and crimes 
against humanity.

Tens of thousands of protesters have since 
converged on Khartoum to pressure the 
TMC to speed up the transition of power 
to a civilian government as the new rulers 
announced the arrests of former president al-
Bashir’s two brothers on corruption charges. 
Military council spokesman General Shams 
Eddin Kabashi was quoted by the SUNA news 
agency as having confirmed that Abdullah 
and Abbas al-Bashir were taken into custody. 
The Sudan Tribune reported that the brothers 
and al-Bashir’s wife are suspected of having 
accumulated illegal wealth during al-Bashir’s 
rule. The military have demanded that all key 
figures and ranking officials from the former 
president’s circle be arrested. 

Reuters reported on 20 April that Sudanese 
authorities have arrested several top 
members of the former ruling party. The 
TMC has said it will retire eight of the officers 
ranked lieutenant general in the National 
Intelligence and Security Service. Sudan’s 
public prosecutor is also reported to have 
begun investigating al-Bashir on charges 
of money laundering and possession of 
large sums of foreign currency without 
legal grounds. A source is cited as stating 

Multiple arrests follow ousting of 
Sudan’s president Omar al-Bashir

that the military intelligence officers 
who searched al-Bashir’s home found 
suitcases with more than USD 351,000, 
EUR 6 million, and SDG 5 million, in cash. 
Authorities have also reportedly arrested 
acting party head Ahmed Haroun, 
former first vice president Ali Osman 
Taha, former al-Bashir aide Awad al-Jaz, 
the secretary general of the Islamic 
movement Al-Zubair Ahmed Hassan 
and former parliament speaker Ahmed 
Ibrahim al-Taher.

According to a report by SUNA on 17 
April, TMC has ordered the Central Bank 
of Sudan to review financial transfers 
since 1 April and to seize suspect funds. 
The TMC has ordered the suspension of 
the transfer of ownership of any shares 
until further notice and for any large or 
suspect transfers of shares or companies 
to be reported to authorities, states the 
report. In a separate decree, TMC has 
requested that all state entities disclose 
financial holdings, which includes 
bank accounts and holdings of foreign 
currency as well as precious metals.

Prior to this, a report released by The 
Sentry on 2 April warned of the severe 
risks of money laundering, terrorist 
financing, and other criminal activity 
in the Sudanese financial system. The 
Sentry alert entitled, “Sudan’s Anti-
Corruption Whitewash: The Bashir 
Regime’s Hollow Commitment to 
Combating Illicit Finance,” details how 
the Sudanese government has protected 
deeply entrenched systemic corruption 
and continues to flout international 
anti-corruption standards, including 
those of the Financial Action Task Force. 
The alert proposes recommendations 
to the Sudanese government, the US 
government, and US banks. 
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ENRC 
reportedly 
sues UK’s SFO 
for GBP 70 
million over 
corruption 
probe
According to a report by the 
Financial Times on 26 March, the 
Kazakh mining group Eurasian 
Natural Resources Corporation 
(ENRC) is suing the UK’s Serious 
Fraud Office for GBP 70 million 
for alleged wrongdoing in the 
way it conducted its corruption 
investigation into the company. 

ENRC alleges that Neil Gerrard, a 
lawyer it hired to conduct an internal 
investigation after a whistleblower 
made claims of fraud and corruption, 
passed confidential information to 
senior officials at the SFO, according 
to a claim filed in the High Court. 
ENRC hired Gerrard in December 2010 
to investigate claims of fraud and 
corruption concerning its activities 
in Kazakhstan and its acquisition of 
assets in Africa. 

As well as damages of at least 
GBP 70 million, ENRC wants the 
SFO to declare it will not reveal any 
confidential or privileged material 
it acquired as a result of Gerrard or 
Dechert acting in breach of duty as 
alleged, and to have SFO officials who 
received any such material removed 
from the ENRC investigation. The 
SFO has not yet reached a decision 
on whether or not to charge ENRC, its 
owners or any of its employees. 



TECHNICAL UPDATES

Founder of investment company, consultant and two 
political figures charged with corruption and bribery  
The US Department of Justice 
announced on 2 April the unsealing 
of an indictment charging Greg E. 
Lindberg, the founder and chairman 
of multinational investment company 
Eli Global LLC and the owner of Global 
Bankers Insurance Group (GBIG); 
company consultant, John D. Gray; 
North Carolina state political party 
chairman Robert Cannon Hayes; and 
chairman of a Chatham County political 
party and an Eli Global executive John 
V. Palermo, with public corruption and 
bribery, for their alleged participation 
in a scheme involving independent 
expenditure accounts and improper 
campaign contributions.

The defendants have been charged with 
conspiracy to commit honest services wire 
fraud, bribery concerning programs receiving 
federal funds, and aiding and abetting. 
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The indictment alleges that in January 2018, 
the elected commissioner of insurance of 
the North Carolina Department of Insurance 
(NCDOI) reported concerns to federal law 
enforcement about political contributions 
and other requests made by Lindberg and 
Gray, and agreed to cooperate with the 
federal investigation that was initiated. 

According to allegations, from April 2017 to 
August 2018, Lindberg, Gray, Palermo and 
Hayes devised a scheme to defraud and 
deprive the citizens of North Carolina of the 
honest services of the commissioner, an 
elected state official, through bribery. The 
defendants are alleged to have engaged 
in a bribery scheme involving independent 
expenditure accounts and improper 
campaign contributions, for the purpose of 
causing the commissioner to take official 
action favourable to Lindberg’s company, 
GBIG. The defendants gave, offered, and 

promised the Commissioner millions of 
dollars in campaign contributions and other 
things of value, in exchange for the removal 
of NCDOI’s senior deputy commissioner, who 
was responsible for overseeing regulation 
and the examination of GBIG. 

Lindberg, Gray, Palermo and the 
commissioner held meetings at different 
locations and had communicated with 
each other, and with Hayes, to discuss 
Lindberg’s request for the personnel change 
in exchange for millions of dollars, and to 
devise a plan on how to funnel campaign 
contributions to the commissioner 
anonymously. In order to conceal the 
bribery scheme, Palermo allegedly set up, 
at the direction of Lindberg, two corporate 
entities to form an independent expenditure 
committee with the purpose of supporting 
the commissioner’s re-election campaign, 
and funded the entities with USD 1.5 million. 

Republic of Congo’s presidential family accused of 
misappropriating funds via Trump-affiliated properties 
Global Witness published a policy 
briefing on 10 April accusing Claudia 
Sassou-Nguesso (CSN), the daughter 
of Congolese president Denis Sassou-
Nguesso, of misappropriating public 
funds to buy an apartment in US 
president Donald Trump’s Trump 
International Hotel and Tower.

According to Global Witness, CSN appears 
to have embezzled USD 20 million in public 
funds and laundered part of the cash 
through US property by buying an apartment 
worth USD 7 million in president Trumps’ 
condo-hotel, raising further concerns about 
The Trump Organization’s business ties to 
international money laundering.

Global Witness alleges that in July 2014, 
CSN acquired apartment 32G in Trump 
International with the help of Portuguese 
middleman, José Veiga, a close associate 
of president Sassou-Nguesso, who relied on 
a network of shell companies to arrange the 
purchase of the apartment on behalf of CSN. 
The money trail reportedly started with a 
Brazilian company receiving public contracts 
from the Congolese government. In January 
2014, a Cyprus company received USD 20 
million from one of the contracts, although 
it did not appear to have the expertise to 
carry out the work. While CSN reportedly 
became the owner of the Cyprus company 
and its subsidiaries in July 2013, CSN 
allegedly arranged an opaque contracting 

arrangement with Veiga to hide the identity 
of the ultimate beneficial owner. In July 
2014, the Cyprus company, represented by 
Veiga, purchased the apartment. To facilitate 
the transaction, K&L Gates LLP, which 
represented the seller of the apartment, are 
alleged to have incorporated in New York a 
company named Ecree LLC for which neither 
Veiga nor CSN are a listed director. 

The Congolese government reportedly 
issued a statement denying the allegations 
and a spokesperson for the Trump 
Organization stated that the apartment 
was bought from an “unrelated party.” The 
Sassou-Nguesso family is also the subject of 
corruption investigations in France. 



TECHNICAL UPDATES

Netanyahu part of “Override Clause” negotiations as 
he looks to form a coalition following election success 
On 9 April, Israel held its legislative 
elections to elect the 120 members 
of parliament, the Knesset, which saw 
Benjamin Netanyahu claim victory in 
forming the government. The elections, 
originally scheduled for November 
2019, were brought forward by 
Netanyahu in December 2018, shortly 
after the general commissioner of 
the Israeli Police recommended that 
charges be brought against him and 
his wife Sara in Case 4000. According 
to the announcement, the police had 
sufficient evidence to indict them for 
bribery, fraud and breach of trust.

Since his victory in the elections, Netanyahu 
has been in negotiations with the heads of the 
other right-wing and ultra-orthodox parties, in 
the process of forming a coalition. One of the 
most important aspects of these negotiations 
is the possible adoption of the “Override 
Clause” (Piskat HaHitgabrut), through which 
the Supreme Court would not be able to 
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overturn judgments made by the Knesset. 
This would allow a majority in the Knesset to 
vote against removing Netanyahu’s immunity. 
The Override Clause would then prevent the 
Supreme Court from intervening, protecting 
Netanyahu from indictment.

It should be noted that Netanyahu would not 
be the only politician to benefit from such 
legislation. Aryeh Deri and Yaakov Litzman, 
chairmen of the ultra-orthodox parties Shas 
and United Torah Judaism, respectively, are 
both facing criminal charges. Deri, who was 
convicted of bribery, fraud and breach of trust 

in 1999, is facing new charges of similar 
offences, while Litzman is accused of 
obstructing the extradition of a paedophile 
to Australia. Chaim Katz and David Bitan, 
two members of Netanyahu’s Likud party, 
are also under investigation for bribery.

The negotiations on the proposed 
legislative changes have been criticised 
by Benny Gantz, the newly elected leader 
of the opposition, as well as by local civil 
organisations, who claim that the Override 
Clause would severely damage democracy 
in the country.

Case 4000 concerns allegations that 
Netanyahu took bribes and acted 
in conflict of interest by promoting 
regulations that would benefit Bezeq, 
the country’s largest telecoms company, 
and its then-majority shareholder Shaul 
Elovitch. In return, Netanyahu and his wife 
allegedly intervened in the content on 
Bezeq’s popular news site, Walla! News. 

President of Mongolia dismisses chief of justice 
following the passing of emergency amendments 
The president of Mongolia, Battulga 
Khaltmaa, dismissed the chief justice 
of the Supreme Court and removed 
the prosecutor general and his deputy 
from their official positions on 28 
March, the day after the parliament of 
Mongolia adopted amendments to the 
Laws on the Legal Status of Judges, 
Public Prosecutor’s Office and Anti-
Corruption, which enables the national 
security council to revoke the mandate 
of chief judges and the heads of the 
public prosecutor’s office and the anti-
corruption agency.

Currently 49 out of 75 parliamentarians are 
being investigated by public prosecutors and 
the anti-corruption agency over allegations 
of embezzling public funds. During an 
emergency session of the State Great Hural 
of Mongolia, the parliament justified the 
amendments as a matter of urgent national 
security and passed them within 24 hours, 
without a public consultation. 

Transparency International expressed 
extreme concern that Mongolia’s new 
amendments undermine the separation of 
powers and systems of checks and balances 

designed to prevent abuse and ensure 
respect for the rule of law. Delia Ferreira 
Rubio, chair of Transparency International, 
said, “Political interference in judicial issues 
is dangerous, and of grave concern. The 
arbitrary removal of judges and prosecutors, 
or the heads of the anti-corruption agency, 
will slow down recent gains in the fight 
against corruption in Mongolia. Whatever 
issues exist in the judicial and anti-
corruption system in Mongolia, a strong and 
independent judiciary and anti-corruption 
agency are essential parts of the country’s 
justice system and integrity infrastructure.”

Photo: The Times of Israel



Ex-Brazilian 
president 
Temer indicted 
on corruption 
charges 
Former Brazilian president Michel 
Temer was indicted on 2 April 
on corruption charges related to 
Operation Car Wash, brought by 
prosecutors who accuse him of 
taking part in a bribery scheme 
related to the Angra 3 nuclear power 
plant complex.

Federal prosecutors have charged 
Temer and his former energy minister 
Wellington Moreira Franco with taking 
part in a bribery scheme related to Angra 
and other state firms. Prosecutors state 
that the corruption at Angra was carried 
out by a criminal organisation that Temer 
ran during his time in public office, 
which they allege received or arranged 
upward of BRL 1.8 billion in bribes. 
The investigation involves the Brazilian 
subsidiary of Swedish consulting firm 
AF Poyry, and Brazilian engineering firms 
Engevix and Argeplan.
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Vodacom 
Tanzania 
managing 
director charged 
with economic 
crimes 
According to a report by Reuters 
on 3 April, the Tanzanian court 
authorities have charged 
employees of Vodacom 
Tanzania, a subsidiary of South 
African telecommunications 
company Vodacom Group, with 
economic crimes. Specifically, 
Vodacom Tanzania’s managing 
director, Hisham Hendi, and 
other employees are accused of 
organising a “criminal racket” 
and fraudulently using network 
facilities, resulting in the loss of 
TZS 11 billion in government funds.  

In addition to this, according to a 
report by Bloomberg on 11 April, 
Vodacom Tanzania has agreed to pay 
a settlement of TZS 5.3 billion to settle 
criminal charges against five employees 
in order to obtain their release.

McKinsey settlement over conflict of interest approved
A panel of judges approved a settlement 
agreement between McKinsey & Co 
and the US Department of Justice on 
18 April resolving allegations that the 
consulting firm neglected to disclose 
conflicts of interest in bankruptcy cases 
it was involved in, pursuant to strict 
disclosure requirements. McKinsey will 
pay USD 15 million. 

It was alleged that McKinsey made 
insufficient disclosures about its clients and 
investments in certain entities that were 
connected with the debtors that employed 
McKinsey to provide financial advice on their 
respective bankruptcy reorganisations.  

McKinsey was accused of failing to identify 
clients who were connected with the debtors 

Ace Magashule 
accused of 
systematic 
corruption 
A new book by journalist Pieter-
Louis Myburgh entitled “Gangster 
State - Unravelling Magashule’s 
Web of Capture,” published on 1 
April, accuses African National 
Congress (ANC) secretary-general 
Ace Magashule of systematic 
corruption under the Zuma 
government and states that he was 
nicknamed “Mr Ten Percent” for 
allegedly demanding a tenth of the 
money paid to secure provincial 
state contracts.

Magashule is alleged to have diverted 
funds from a government tender 
to conduct an audit of hundreds of 
thousands of homes for asbestos 
roofing. He is also alleged to be close 
to the Gupta brothers who are accused 
of using their close relationship with 
former president Jacob Zuma to 
win state contracts and influence 
government appointments. Myburgh 
has stated that has documents to 
substantiate the allegations.

it represented and lacked candour 
regarding its investments in entities that 
could create a conflict of interest. 

During the proceedings a federal 
bankruptcy judge authorised McKinsey 
to devise industry conflict of interest 
guidelines, which could serve as a model 
for all bankruptcy practitioners. 



According to a report by Reuters on 
15 April, the Confederation of African 
Football (CAF) has fired general 
secretary Amr Fahmy after he made 
corruption accusations against CAF 
president, Ahmad Ahmad. Fahmy 
accused Ahmad, who is also a vice-
president of FIFA, of bribery and 
misuse of hundreds of thousands of 
dollars, according to officials and an 
internal document seen by Reuters.

The document, sent on 31 March by 
Fahmy to the FIFA Ethics Committee, 
accuses Ahmad of ordering his secretary-
general to pay USD 20,000 in bribes 
into the accounts of African soccer 
association presidents. The document 
also accused Ahmad of costing CAF an 
extra USD 830,000 by ordering equipment 

Whistleblower fired after accusing 
president of African football’s ruling 
body of corruption, reports Reuters 

via a French intermediary company 
called Tactical Steel. Ahmad is also 
accused of violating statutes to increase 
Moroccan representation within the 
organisation and over-spending more 
than USD 400,000 of CAF funds on 
cars in Egypt and Madagascar, where a 
satellite office had been set up for him.

According to state television on 22 
April, Algeria’s wealthiest businessman 
and four other billionaires close to 
former president Abdelaziz Bouteflika, 
who resigned on 2 April following 
mass protests, have been arrested as 
part of an anti-graft investigation.

The five include chairman of the family-
owned Cevital company,  Issad Rebrab, who 
is considered to be the richest businessman 
in the country, and four brothers from 
the Kouninef family, stated the TV report. 
Army chief Lieutenant General Gaid Salah 
had commented after the resignation of 

Algerian billionaires arrested as 
part of anti-graft investigation
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Global 
Witness raises 
questions over 
payments 
made by 
Indonesia’s 
Berau Coal 

A new report from Global Witness 
entitled “Indonesia’s Shifting 
Coal Money” published on 2 April 
states that Indonesian politician, 
Sandiaga Uno – who was running 
for vice-president in the country’s 
elections and who with partners 
was a controlling owner of one 
of the country’s largest coal 
companies Berau Coal – may 
have benefited from payments to 
offshore company, Velodrome, 
made by Berau Coal.

The investigation shows how Berau 
Coal shifted vast sums of money 
into an obscure anonymously-owned 
firm, where it was hard to trace and 
highlights the adverse consequences 
for other investors: these payments 
contributed to the weakening of Berau 
Coal’s financial position, with the 
company later defaulting on hundreds 
of millions US dollars of its debts.

Global Witness state that whichever 
parties form the government after the 
April elections, they should investigate 
the questions raised in the report, 
requesting that Uno respond to provide 
full transparency on the payments. The 
official results of Indonesia’s election 
are due to be announced by 22 May.

Bouteflika that he expects members 
of the ruling elite to be prosecuted for 
corruption.

An Algerian court has already 
summoned former prime minister 
Ahmed Ouyahia and finance minister 
Mohamed Loukal, as part of an 
investigation into suspected misuse of 
public money, according to local media.

Bouteflika has been replaced by 
Abdelkader Bensalah, head of the upper 
house of parliament, for 90 days until a 
presidential election is held on 4 July.



The US Treasury Department’s Office of Foreign Assets 
Control (OFAC) announced on 17 April that it has 
designated Banco Central de Venezuela, Venezuela’s 
Central Bank, pursuant to Executive Order (EO) 13850 
for operating in the financial sector of the Venezuelan 
economy. Additionally, the OFAC has designated Iliana 
Josefa Ruzza Terán, who is believed to be a current or 
former official of the government of Venezuela. 

Treasury secretary Steven Mnuchin said, “While this designation 
will inhibit most Central Bank activities undertaken by the 
illegitimate Maduro regime, the United States has taken steps to 
ensure that regular debit and credit card transactions can proceed 
and personal remittances and humanitarian assistance continue 
unabated and are able to reach those suffering under the Maduro 
regime’s repression.”

The OFAC also issued a series of licenses to facilitate certain 
transactions involving Banco Central, including:

• A license to allow certain transactions between Banco Central 
and several international organisations, such as the International 
Committee of the Red Cross and the United Nations, to the extent 
the transactions are subject to US jurisdiction; 

• A license to authorise until 17 May certain actions related to 
the winding down of operations, contracts, or other agreements 
involving Banco Central that were in effect prior to 17 April; 

• A license to allow processing through US financial institutions of 
non-commercial personal remittances to persons in Venezuela 
through Banco Central and certain other Venezuelan banks; and 

• A license to allow processing of certain transactions with credit 
card companies and money transmitters involving Banco Central 
and certain other Venezuelan banks.

Additionally, the OFAC designated two companies operating in the 
oil sector of the Venezuelan economy, pursuant to EO 13850, on 5 
April. The OFAC identified one vessel, which transported oil from 
Venezuela to Cuba, as blocked property that is owned by one of 

US sanctions on Venezuela: Central Bank designated 
and companies operating in the oil sector targeted
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these companies. Separately, the OFAC also identified 34 vessels as 
blocked property of Petroleos de Venezuela S.A. (PdVSA). 

The designations target two companies that operate in the oil sector 
of the Venezuelan economy, delivering oil to Cuba on the vessel 
Despina Andrianna: Ballito Bay Shipping Incorporated, which is the 
registered owner of Despina Andrianna; and ProPer In Management 
Incorporated, which is the operator of Despina Andrianna.

The OFAC designated a further four companies that operate in the 
oil sector of the Venezuelan economy, pursuant to EO 13850, on 12 
April. Additionally, the OFAC identified nine vessels, some of which 
transported oil from Venezuela to Cuba, as blocked property owned 
by the four companies. The companies are: Jennifer Navigation Ltd; 
Lima Shipping Corporation; Large Range Limited; and PB Tankers 
S.P.A. The vessels are: Nedas; New Hellas; S-Trotter; Silver Point; 
Alba Marina; Gold Point; Ice Point; Indian Point; and Iron Point.

Separately, Geoffrey Berman, the US attorney for the Southern 
District of New York, announced on 12 April that the former head 
of Venezuelan military intelligence, Hugo Armando Carvajal 
Barrios, a/k/a “El Pollo,” has been arrested in Madrid on charges of 
participating in a conspiracy to import cocaine into the US. 

The US is reportedly considering introducing secondary sanctions 
for companies outside the US that conduct business with 
Venezuelan companies, including PdVSA, according to John Bolton, 
the national security adviser, in an interview with Reuters published 
on 29 March. Meanwhile, Reuters reported on 18 April that US 
sanctions on Venezuela have led the New York Federal Reserve 
to crack down on Puerto Rico’s USD 50 billion offshore banking 
industry, according to sources and a document seen by Reuters.

The Wall Street Journal reported on 24 April that Venezuela’s US-
backed opposition government headed by Juan Guaidó has taken 
steps to seek the Trump administration’s help in making a bond 
payment that would protect Citgo Petroleum Corp from creditors. 
Lawmakers in Venezuela’s opposition-controlled National Assembly 
were reportedly due vote on 30 April to seek approval from the 
Treasury Department to access USD 71 million frozen under US 
sanctions to make the interest payment. 



The EU issued a statement on 4 
April rejecting the decision taken 
by Venezuela’s “non-recognised” 
National Constituent Assembly to 
lift Juan Guaidó’s parliamentary 
immunity. 

“This decision constitutes a serious 
violation of the Venezuelan Constitution, as 
well as of the rule of law and separation of 
powers, as the only body authorised to lift 
the immunity of members of the parliament 
is the National Assembly. These acts 
undermine a political way out of the crisis 
and only lead to further polarisation and 
escalation of tensions in the country,” reads 
the statement. 

The EU calls for the full respect of the 
constitutionally mandated prerogatives 
and immunity of all members of the 
National Assembly, including its president. 
Montenegro, Serbia and Albania and 
the EFTA countries Iceland and Norway, 
members of the EEA, as well as Ukraine, 
the Republic of Moldova and Georgia 
aligned themselves with the EU declaration.

EU condemns Venezuela’s decision to 
lift Guaidó’s parliamentary immunity
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WTO report on Ukraine’s challenge 
against Russian sanctions  
The World Trade Organization 
(WTO) published a panel report 
entitled “Russia – Measures 
concerning traffic in transit” on 
5 April, which has found that 
measures imposed by Russia’s 
2014 sanctions, which prohibited 
the transit of goods from Ukraine 
through Belarus to third countries, 
via checkpoints in Russia, were 

In addition to this the EU Parliament 
passed a resolution on 28 March for 
a peaceful solution for Venezuela via 
free and credible presidential elections. 
The resolution calls for additional EU 
sanctions targeting illegitimate state 
authorities’ assets abroad and those 
individuals responsible for human rights 
breaches. It suggests visa bans for these 
individuals, as well as for close relatives.

Meanwhile, Canada’s Foreign Ministry 
announced on 15 April its fourth round of 
Venezuela sanctions against 43 individuals 
“most of whom are high level officials of the 
Maduro regime” implicated in systematic 
erosion of Venezuela’s democratic 
institutions and grave human rights abuses.  

necessary to protect its security 
interests due to the emergency in 
international relations. 

Ukraine challenged Russia’s sanctions in 
the WTO on the grounds that they were 
inconsistent with Russia’s obligations 
under the General Agreement on Tariffs 
and Trade. Ukraine can appeal the panel’s 
ruling within 60 days of the publication. 

OFAC 
designates 
Nicaraguan 
bank and 
president 
Ortega’s son 
The US Department of the 
Treasury’s Office of Foreign 
Assets Control (OFAC) designated 
Laureano Ortega Murillo, the son 
of Nicaraguan president Daniel 
Ortega, and vice president Rosario 
Murillo, as well as Nicaraguan 
bank Banco Corporativo SA on 17 
April, pursuant to Executive Order 
(EO) 13851, which targets corrupt 
financial operations and Ortega 
regime support networks. 

According to the OFAC, the individual 
and entity designated support a regime 
that, since April 2018, has cracked 
down on political opposition, leading to 
the death of 325 persons, the injury of 
more than 2,000, the imprisonment of 
hundreds of political and civil society 
actors, and over 42,000 Nicaraguans 
seeking refuge in Costa Rica.

In addition to this, the OFAC states 
that Banco Corporativo SA, as a 
subsidiary of ALBANISA, is ultimately 
owned by Petroleos de Venezuela S.A. 
(PdVSA) and, as such, was blocked 
following the designation of PdVSA 
pursuant to EO 13850. According to 
a letter seen by Reuters on 24 April, 
Banco Corporativo SA has requested 
permission from the country’s banking 
regulator to cease operations following 
the imposition of United States 
sanctions on the firm. 

Meanwhile, Canada’s 
Foreign Ministry 
announced on 15 April 
its fourth round of 
Venezuela sanctions 



Standard Chartered Bank enters into USD 1.1 billion 
settlement with authorities over sanctions violations
The US Department of Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 9 April a USD 
639 million agreement with Standard 
Chartered Bank (SCB) to settle its 
potential civil liability for apparent 
violations of US economic sanctions, 
as part of a combined USD 1.1 billion 
settlement with federal, state, local, and 
UK government partners. The bank has 
also agreed to a two-year extension of 
its deferred prosecution agreements 
(DPAs) with the Department of Justice 
(DOJ) and the New York County 
District Attorney’s Office (NYDA). 
The settlement resolves OFAC’s 
investigation into apparent violations of 
US sanctions programs, including those 
relating to Burma, Cuba, Iran, Sudan, 
and Syria. The OFAC is also settling a 
separate case involving violations of 
sanctions related to Zimbabwe.

The OFAC’s settlement with SCB is 
simultaneous with settlements with the 
UK’s Financial Conduct Authority (GBP 102 
million), the Board of Governors of the Federal 
Reserve System (USD 164 million), the US 
Department of Justice (a USD 480 million fine 
and USD 240 million forfeiture), the New York 
County District Attorney’s Office (USD 292 
million), and the New York State Department 
of Financial Services (USD 180 million).  

The DOJ announced that in connection with 
the conspiracy, a former employee of SCB’s 
branch in Dubai, referred to as Person A, has 
pleaded guilty in the District of Columbia for 
conspiring to defraud the US and to violate the 
International Emergency Economic Powers 
Act (IEEPA). A two-count criminal indictment 
was also unsealed in a federal court in the 
District of Columbia charging Mahmoud 
Reza Elyassi and a former customer of SCB 
Dubai, with participating in the conspiracy. 

According to the indictment, Elyassi and his 
co-conspirators registered numerous general 
trading companies in the UAE and used those 
companies as fronts for a money exchange 
business located in Iran. Between 2007 
and 2011, Elyassi used a business account 
at SCB’s Dubai branch to cause US dollar 
transactions to be sent and received through 
the US financial system for the benefit of 
individuals and entities ordinarily resident in 
Iran in violation of US sanctions.  

According to the OFAC, from June 2009 
until May 2014, SCB processed 9,335 
transactions totalling USD 437,553,380 
that were processed through the US, all 
of which involved persons or countries 
subject to US sanctions programs. The 
majority of the conduct concerned Iran-
related accounts maintained by SCB’s Dubai, 
UAE branches, including accounts at SCB 
Dubai, held for general trading companies 
and a petrochemical company. SCB Dubai 
processed USD transactions through SCB’s 
branch office in New York or other US 
financial institutions on behalf of customers 
that sent payment instructions to SCB Dubai 
while physically located or ordinarily resident 
in Iran. SCB also processed online banking 
instructions for residents of sanctioned 
countries. The actions constituted violations 
of the now-repealed Burmese Sanctions 
Regulations; the Cuban Assets Control 
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Regulations; the Iranian Transactions and 
Sanctions Regulations; the now-repealed 
Sudanese Sanctions Regulations; and the 
Syrian Sanctions Regulations, or EO 13582.

SCB has agreed to sustain its commitment to 
implementing robust compliance procedures 
by ensuring that it has a management team 
in place that: (1) is committed to a culture 
of compliance; (2) conducts regular risk 
assessments; (3) ensures that its internal 
controls mitigate the entity’s sanctions-related 
risks; (4) conducts regularised audits; and 
(5) provides ongoing sanctions compliance 
training throughout SCB.

Separately, between May 2009 and July 2013, 
SCB Zimbabwe processed transactions 
to or through the US involving Zimbabwe-
related Specially Designated Nationals 
(SDNs) or entities owned 50 percent or more, 
individually or in the aggregate, by one or 
more Zimbabwe-related SDNs. SCB agreed to 
pay USD 18,016,283 to settle potential liability 
for alleged violations involving Zimbabwe. 

The FCA’s fine against SCB relates to anti-
money laundering (AML) breaches in two 
higher risk areas of its business: its UK 
wholesale bank correspondent banking 
business and its branches in the UAE. The 
failings identified exposed SCB to the risk of 
breaching sanctions and increased the risk of 
SCB receiving and/or laundering the proceeds 
of crime, explains the FCA. 

SCB issued a press release accepting full 
responsibility for all the violations, which 
involved “two former junior employees” 
who conspired with two customers’ Iranian 
connections to break the law. The SCB states 
that it has undergone a comprehensive and 
positive transformation since the conduct 
occurred and has cooperated fully with the 
relevant authorities.

Photo: Business Insider



The UK’s Foreign & Commonwealth 
Office and the Ministry of Defence 
announced on 5 April that it has 
reported to the UN a prohibited ship-
to-ship transfer between a North 
Korean vessel and a ship of unknown 
nationality in the East China Sea.

The North Korean-flagged tanker SAEBYOL, 
which was transmitting as a fishing boat, 
was spotted alongside a vessel of unknown 
nationality on the high seas, conducting a 
prohibited ship-to-ship transfer, by Royal 
Navy vessel HMS Montrose. The activity 
was spotted in the early hours of 2 March.

Separately, the South Korean Foreign 
Ministry reported on 3 April that a South 
Korean ship, called P Pioneer, has been 
impounded since October 2018 over 
allegations that it was used to supply 
oil to North Korea through illicit ship-to-

Royal Navy identifies evasion of NK 
sanctions; SK impounds ship 

ship transfers in the East China Sea in 
September 2017. This is the first South 
Korean ship detained over alleged 
violations of international sanctions 
against the Democratic People’s Republic 
of Korea. Three foreign vessels are also 
currently being held on suspicion of 
providing oil to the regime and transporting 
North Korea-produced coal. 
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UN SC extends the mandate for the 
panel of experts on North Korea 

The UN Security Council announced 
on 10 April that it has extended the 
mandate of the panel of experts 
assisting the committee which 
oversees sanctions on North Korea 
until 24 April 2020, following the 
adoption of Resolution 2464 (2019). 

The US representative noted the methods 
of sanctions evasion are becoming 
“increasingly sophisticated,” and urged 
support for investigations of violations, 
including the illegal practice of obtaining 

petroleum beyond the allowed cap, as 
well as the cyber theft of currencies. 
The UK representative said that, with the 
panel’s support, the Council must ensure 
that sanctions are fully implemented. 
“While some blame sanctions for the 
humanitarian situation in the Democratic 
People’s Republic of Korea, that country 
has diverted billions of dollars into 
prohibited weapons programmes,” he 
noted, adding that the Council is right to 
continue monitoring the humanitarian 
exemption process.

Europe 
expresses 
concern 
over terrorist 
fighting in 
Libya 
The EU’s high representative 
Federica Mogherini issued a 
declaration on 11 April, expressing 
concern about the military 
attack launched by the Libyan 
National Army on Tripoli and 
the involvement of terrorist and 
criminal elements in the fighting, 
which includes sanctioned 
individuals listed by the UN 
Security Council. 

The European Union reminded the 
parties in the confrontation that 
they must respect international law, 
including international humanitarian 
law, and that “those who violate it will 
be held accountable.” The EU strongly 
urged all parties to resume political 
dialogue without delay and continue 
to engage in the UN-led process for an 
inclusive political settlement. A UN-led 
conference to set up elections had 
to be postponed due to the ongoing 
fighting in the region. 

Meanwhile, the European Union 
adopted Council Decision (CFSP) 
2019/539 on 2 April which extends its 
sanctions against Libya in respect of 
three individuals – Agila Gwaider Saleh, 
Khalifa Ghwell, and Nuri Abu Sahmain – 
for 6 months until 2 October 2019. The 
individuals are subject to asset freezes 
and EU-wide travel bans.

The South Korean 
Foreign Ministry 
reported on 3 April that 
a South Korean ship, 
called P Pioneer, has 
been impounded since 
October 2018



RUSI paper on mitigating risk posed 
by the use of cryptocurrencies to 
circumvent North Korea sanctions 
The Royal United Services Institute 
(RUSI) published a paper entitled 
“Closing the crypto gap: Guidance 
for countering North Korean 
cryptocurrency activity in Southeast 
Asia,” on 14 April, which reveals 
how North Korea can exploit 
cryptocurrency to circumvent 
international sanctions and provides 
guidance for countries in the region to 
combat the risk of such activity.

The paper states that cryptocurrencies 
likely play only a peripheral role in North 
Korea’s overall fundraising and sanctions 
evasion activity, however, the sophistication 
of North Korea’s cybercrime operations and 
its demand for financial resources present 
the risk that its cryptocurrency activity could 
become a security challenge, particularly as 
sanctions lead North Korea to seek financial 
lifelines outside the mainstream.

Cryptocurrencies could be used as part of 
proliferation financing efforts through:

• Fundraising: obtaining cryptocurrencies in 
order to convert them to fiat currencies in 
the short term;

• Stockpiling: accumulating reserves of 
cryptocurrencies with the aim of spending 

them or converting them into fiat currency 
in the future; and

• Circumvention: North Korea could use 
cryptocurrencies to pay directly for goods, 
services and resources that are explicitly 
prohibited by international sanctions.

Southeast Asia is pinpointed as a region 
that is particularly vulnerable to North 
Korea’s cryptocurrency-enabled activity. The 
paper states that gaps in local regulatory 
frameworks could allow North Korea, or 
other actors, to exploit cryptocurrency 
exchanges and other platforms. By 
taking steps such as developing effective 
regulatory frameworks and leveraging 
public-private partnership initiatives, 
countries in the region can mitigate North 
Korea’s cryptocurrency activity, states RUSI.
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US senators 
introduce 
DETER Act, 
which includes 
possible  
sanctions for 
interference  in 
US elections

US senators Marco Rubio and 
Chris Van Hollen reintroduced 
the Defending Elections from 
Threats by Establishing Redlines 
Act (DETER Act) on 3 April, which 
aims to deter foreign actors from 
interfering in US elections by 
threatening increased sanctions 
on Russia’s banking, energy and 
defence sectors and sovereign 
debt, as well as senior Russian 
political figures and oligarchs. 

Sanctions would be imposed under 
the proposed bill if the US Director of 
National Intelligence (DNI) determined, 
within 30 days of any federal 
election, that Russia or other foreign 
governments or anyone acting as an 
agent of that government, had engaged 
in election interference. The DETER Act 
is targeted at Russia but notes that US 
intelligence has identified China, Iran 
and North Korea as other major foreign 
government cyber threats.

The report by US special counsel Robert 
Mueller, which was made public on 18 
April, did not establish that members 
of Trump’s campaign conspired with 
Russia during the 2016 election. 

EU extends sanctions responding to 
serious human rights violations in Iran 
The Council of the European Union 
announced on 8 April that it has 
extended until 13 April 2020 its 
restrictive measures responding to 
serious human rights violations in Iran. 

The measures consist of a travel ban and 
an asset freeze against 82 people and 
one entity; and a ban on exports to Iran 
of equipment which might be used for 
repression and monitoring. 



Iran’s Islamic Revolutionary Guard Corps designated as 
a foreign terrorist organisation by the US
The US Department of State announced 
on 8 April its intention to designate as 
a Foreign Terrorist Organization (FTO), 
under Section 219 of the Immigration 
and Nationality Act, the entirety of the 
Islamic Revolutionary Guard Corps 
(IRGC), including the Qods Force. 
According to the White House, it is the 
first time that the US has designated 
a part of another government as an 
FTO. The IRGC was added to the State 
Department’s FTO list on 15 April.

The IRGC continues to provide financial and 
other material support, training, technology 
transfer, advanced conventional weapons, 
guidance, or direction to a broad range of 
terrorist organisations, including Hizballah, 
Palestinian terrorist groups like Hamas and 
Palestinian Islamic Jihad, Kata’ib Hizballah in 
Iraq, al-Ashtar Brigades in Bahrain, and other 
terrorist groups in Syria and around the Gulf, 
according to the Department of State. 
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In 2017, the Treasury designated the IRGC 
as a Specially Designated Global Terrorist 
pursuant to its counterterrorism sanctions 
authority (EO 13224) for its activities in 
support of the IRGC-Qods Force, which was 
previously designated in 2007 for providing 
support to terrorist groups. The IRGC is also 
designated pursuant to various Executive 
Orders, including sanctions designations in 
2007 for its support to ballistic missile and 
nuclear programs, and in 2011 and 2012 in 
connection with human rights abuses.

US will not issue additional Iranian oil sanctions waivers 

US secretary of state Mike Pompeo 
announced on 22 April that the United 
States will not issue any additional 
Significant Reduction Exceptions 
to existing importers of Iranian oil, 
when they expire in May. The Trump 
administration is demanding countries 
no longer import any oil from Iran, 
removing waivers from US sanctions 
granted to some countries in an effort 
to fulfil its promise to reduce Iran’s oil 
exports “to zero and deny the regime 
the revenue it needs to fund terrorism 
and violent wars abroad.”

“Entities that engage in sanctionable activity 
involving Iran risk severe consequences,” 
warned Pompeo. “These consequences could 
include losing access to the U.S. financial 
system and the ability to do business with the 
United States or U.S. companies.” 

The White House said it has had extensive 
and productive discussions with Saudi Arabia, 
the United Arab Emirates, and other major 
producers to ease the transition and ensure 
sufficient supply, which includes increasing 
US production. Pompeo did not provide 
details of what Saudi and the UAE had agreed.

In retaliation to the IRGC’s designation, the 
Supreme National Security Council of Iran 
designated the US regime as a “State Sponsor 
of Terrorism” and its Central Command as a 
“terrorist organization.”

The Trump administration granted 
exemptions on 24 April to the sanctions for 
foreign governments and businesses that 
have dealings with the IRGC and its affiliates, 
outlined by secretary of state Mike Pompeo in 
two notices published in the Federal Register.

The Trump administration has taken Iran’s oil 
exports to historic lows, and are dramatically 
accelerating the pressure campaign in a 
calibrated way that meets US national security 
objectives while maintaining well supplied 
global oil markets, said Pompeo. 

Overall, the US estimates that sanctions have 
denied the regime direct access to more than 
USD 10 billion in oil revenue since May 2018, 
a loss of at least USD 30 million a day.

Photo: WND



Acteon Group settles with US over sanctions violations  
The US Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) 
announced on 11 April a USD 227,500 
settlement with Acteon Group Ltd, 
and Acteon’s subsidiary 2H Offshore 
Engineering Ltd that has two Malaysian 
affiliates: 2H Offshore Engineering 
Sdn Bhd and 2H Offshore Engineering 
(Asia Pacific) Sdn Bhd. Acteon, a 
subsea service provider in the oil and 
gas industry based in the UK, and 2H 
Offshore, an engineering contractor 
based in the UK, have agreed to settle 
their potential civil liability for seven 
apparent violations of the Cuban Assets 
Control Regulations.

Specifically, about May 2011 and October 
2012, 2H KL performed engineering design 
analyses for oil well drilling projects in Cuban 
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Stanley Black & Decker settles over sanctions violations  
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 27 March a USD 
1,869,144 settlement with Stanley Black 
& Decker Inc and its Chinese subsidiary, 
Jiangsu Guoqiang Tools Co Ltd (GQ). 
Stanley Black & Decker, on behalf of 
itself and GQ, has agreed to settle its 
potential civil liability for 23 apparent 
violations of the Iranian Transactions 
and Sanctions Regulations.   

Specifically, about June 2013 and December 
2014, GQ exported and attempted to export 
23 shipments of power tools and spare 
parts, with a total value of USD 3,201,647.73, 
to Iran or to a third country with knowledge 
that such goods were intended for supply, 
transshipment, or reexportation to Iran. 

Stanley Black & Decker discovered GQ’s 
exports to Iran in 2011, when conducting 
due diligence during negotiations to buy GQ. 
Stanley Black & Decker required that the 
transactions with Iran stop as a condition of 
completing the acquisition, but GQ continued 
exporting to Iran. 

An internal investigation by Stanley Black 
& Decker found that GQ employees sought 
to conceal exports to Iran using six trading 
companies and by creating fake bills of 
lading with incorrect ports of discharge 
and places of delivery, according to the 
settlement agreement.

OFAC determined that Stanley Black 
& Decker voluntarily self-disclosed the 
apparent violations on behalf of GQ, and 

that they constitute an egregious case. As 
part of the civil settlement, Stanley Black & 
Decker also agreed to enhance its sanctions 
compliance program and internal controls.

territorial waters and sent its engineers 
to Cuba to conduct workshops on these 
analyses. The OFAC determined that 2H 
Offshore voluntarily self-disclosed the 
apparent violations, and that these apparent 
violations constitute an egregious case.

Separately, the OFAC also announced a 
USD 213,866 settlement with KKR & Co Inc, 
Acteon, and Acteon’s subsidiaries Seatronics 
Ltd, Seatronics Inc, and Seatronics Ptd 
Ltd. Acteon has agreed to settle: (1) it and 
Seatronics’, a geophysical services company 
based in the UK, potential civil liability for 
13 apparent violations of the Cuban Assets 
Control Regulations; and (2) KKR’s, a global 
investment firm based in New York City, 
potential civil liability for three apparent 
violations of the Iranian Transactions and 
Sanctions Regulations. 

Specifically, between on or about August 
2010 and March 2012, Acteon appears to 
have violated the Cuban Assets Control 
Regulations when Seatronics rented or sold 
equipment for oil exploration projects in 
Cuban territorial waters, and sent company 
engineers to service equipment on vessels 
operating in Cuban territorial waters. In 
addition, between on or about September 
2014 and November 2014, Seatronics 
appears to have violated the Iranian 
Transactions and Sanctions Regulations 
when Seatronics Ltd’s Abu Dhabi branch 
rented or sold equipment to customers who 
appear to have embarked the equipment on 
vessels that operated in Iranian territorial 
waters. The OFAC determined that Acteon 
voluntarily self-disclosed the apparent 
violations, and that these apparent violations 
constitute a non-egregious case.

An internal investigation 
by Stanley Black & 
Decker found that GQ 
employees sought 
to conceal exports to 
Iran using six trading 
companies and creating 
fake bills of lading



US extends Somalia sanctions 
The White House issued a notice on 10 
April regarding its decision to continue 
the sanctions on Somalia for one year 
by extending the national emergency 
as declared in Executive Order (EO) 
13536. The extension also includes 
the import ban on Somalian charcoal 
into the US, as imposed by Executive 
Order 13620. 

The sanctions have been extended 
due to the “deterioration of the security 
situation and the persistence of violence 
in Somalia, and acts of piracy and armed 
robbery at sea off the coast of Somalia, 
which have been the subject of the United 
Nations Security Council resolutions, and 
violations of the arms embargo imposed 
by the United Nations Security Council.” 
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UN Security Council removes nine 
entities from the Iraq sanctions list 
The UN Security Council announced 
on 4 April that it has approved the 
removal of nine entities from its Iraq 
sanctions list pursuant to Resolution 
1518 (2003).  

The nine entities are: General 
Establishment for Tharthar Project, 
Iraqi Broadcasting and Television 
Establishment, Iraqi News Agency, Ministry 

of Youth, State Enterprise for Irrigation 
Projects, State Establishment of 
Haditha Dam, State Establishment of 
Mosul Dam, and State Establishment 
of Small Dams and Regulators. 

The EU implemented the UN’s 
sanctions de-listings on 10 April under 
Council Implementing Regulation (EU) 
2019/567.

UN adds Tariq 
Gidar Group to 
ISIL and Al-Qaida 
sanctions list  
The UN Security Council 
Committee added the Tariq Gidar 
Group, a splinter group of Tehrik-e 
Taliban Pakistan to its ISIL 
(Da’esh) and Al-Qaida sanctions 
list on 22 March, pursuant 
to resolutions 1267 (1999), 
1989 (2011) and 2253 (2015) 
concerning ISIL (Da’esh), Al Qaida, 
and associated individuals, groups, 
undertakings and entities. 

The ISIL (Da’esh) and Al-Qaida 
Sanctions List of individuals and 
entities are subject to the asset freeze, 
travel ban and arms embargo set out 
in Security Council resolution 2368 
(2017), and adopted under Chapter VII 
of the Charter of the United Nations.

US extends South Sudan sanctions 
The White House issued a notice 
to Congress on 1 April regarding 
its decision to continue sanctions 
on South Sudan for one year by 
extending the national emergency 
as declared in Executive Order 
13663. According to US president 
Donald Trump’s notice, South Sudan 
continues to pose an unusual and 
extraordinary threat to the national 
security and foreign policy of the US.

The notice explains that the continuation 
of the national emergency is due to 
the situation in and in relation to South 
Sudan, which has been marked by 
activities that threaten the peace, security, 
or stability of South Sudan and the 
surrounding region, including widespread 
violence and atrocities, human rights 
abuses, recruitment and use of child 
soldiers, attacks on peacekeepers, and 
obstruction of humanitarian operations.  HMRC fines UK 

company for 
illegal exports 
The UK’s Export Control Joint Unit 
announced on 3 April that Her 
Majesty’s Revenue and Customs 
(HMRC) has issued a penalty of 
GBP 82,152.33 to a UK company 
in relation to unlicensed exports of 
military goods as controlled by the 
Export Control Order 2008. 

No further details were provided. 
Export control legislation is enforced 
by HMRC, working with the Crown 
Prosecution Service. 



Cuba: US moves to enforce Title III of the Helms-Burton 
(LIBERTAD) Act; EU and Canada, and UK issue statement
US secretary of state Mike 
Pompeo announced that the Trump 
administration will no longer suspend 
Title III of the Cuban Liberty and 
Democratic Solidarity Act, also known 
as the Helms-Burton (LIBERTAD) Act, 
on 17 April, which means that from 2 
May the right to bring an action under 
Title III of the Libertad Act will be 
implemented in full. 

For the first time, claimants will be able to 
bring lawsuits against persons trafficking in 
property that was confiscated by the Cuban 
regime. “Implementing Title III in full means 
a chance at justice for Cuban Americans 
who have long sought relief for Fidel Castro 
and his lackeys seizing property without 
compensation,” said Pompeo. The secretary 
of state advised those doing business in 
Cuba to fully investigate whether they are 
connected “to property stolen in service of a 
failed communist experiment.” 

The decision to no longer suspend Title III, 
is due to Cuba’s behaviour in the Western 
Hemisphere, which directly threatens United 
States national security interests, explained 
Pompeo. “The Cuban regime has for years 
exported its tactics of intimidation, repression, 
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and violence. They’ve exported this to 
Venezuela in direct support of the former 
Maduro regime. Cuban military intelligence 
and state security services today keep 
Maduro in power,” he added. 

The EU and Canada issued a joint statement, 
which called the US administration’s decision 
to renege on its longstanding commitment to 
waive Title III of the Helms-Burton (LIBERTAD) 
Act “regrettable.” The statement also 
expressed regret that the decision will have 
an important impact on legitimate EU and 
Canadian economic operators in Cuba. 

The EU and Canada consider the 
extraterritorial application of unilateral Cuba-
related measures contrary to international 

Department of State updates Cuba restricted list 
The US Department of State updated on 
24 April the Cuba Restricted List with 
five additional sub-entities owned by the 
Cuban military. The Department’s press 
release explains that it will continue to 
update the list as needed to ensure US 
funds do not directly support Cuba’s 
security apparatus. Cuba’s military, 
security, and intelligence services 

suppress the human rights of the Cuban 
people and are deeply entrenched in 
Venezuela, providing security services 
to the former regime of Nicolas Maduro 
and contributing to its oppression of the 
Venezuelan people, states the US. 

In accordance with the June 2017 National 
Security Presidential Memorandum-5, 

law. “We are determined to work together 
to protect the interests of our companies 
in the context of the WTO and by banning 
the enforcement or recognition of foreign 
judgements based on Title III, both in the EU 
and Canada,” adds the statement. The EU and 
Canada argue that the respective laws allow 
any US claims to be followed by counter-
claims in European and Canadian courts, so 
the US decision to allow suits against foreign 
companies “can only lead to an unnecessary 
spiral of legal actions.”

The UK Foreign & Commonwealth Office 
issued a statement on 18 April explaining that 
it considers the extraterritorial application 
of Title III sanctions “to be illegal under 
international law,” which threats to harm UK 
and EU companies doing legitimate business 
in Cuba by exposing them to liability in the US.

Separately, the US government has reversed 
a deal between Major League Baseball 
(MLB) and the Cuban Baseball Federation 
(CBF) which allowed players to compete in 
the US without having to defect from Cuba. 
The OFAC has now determined that the deal 
agreed in 2016 should be reversed on the 
basis that a payment to CBF is a prohibited 
payment to the Cuban government.  

“Strengthening the Policy of the United States 
Toward Cuba,” the US government generally 
prohibits direct financial transactions with 
listed entities and sub-entities because they 
would disproportionately benefit the Cuban 
military, intelligence, and security services 
or personnel, at the expense of the Cuban 
people or private enterprise in Cuba.

The UK Foreign & 
Commonwealth 
Office considers 
the extraterritorial 
application of Title III 
sanctions “to be illegal 
under international law”



OFAC designates Lebanese drug 
trafficker under Kingpin Act 
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) identified Lebanese national 
Kassem Chams and designated 
the Chams Money Laundering 
Organization as Specially Designated 
Narcotics Traffickers (SDNT) on 
11 April pursuant to the Foreign 
Narcotics Kingpin Designation 
Act. The OFAC also identified 
Kassem Chams and the Chams 
Money Laundering Organization 
as an affiliated network of 
Hizballah pursuant to the Hizballah 
International Financing Prevention 
Amendments Act and designated 
Chams Exchange, a money service 
business located in Lebanon. 

According to the OFAC, Lebanese 
narcotics money launderer Kassem 
Chams is the owner of Chams Exchange, 
which launders drug proceeds throughout 
the world on behalf of narcotics trafficking 
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Lawmakers 
call for 
sanctions 
over China’s 
treatment 
of Muslim 
minority 
A bipartisan group of US 
lawmakers sent a letter to US 
secretary of state Mike Pompeo, 
treasury secretary Steven 
Mnuchin and commerce secretary 
Wilbur Ross, on 3 April criticising 
the Trump administration for 
failing to impose sanctions over 
China’s alleged human rights 
abuses against its Muslim 
minority and calling for punitive 
measures against a senior 
Communist Party official and 
Chinese companies. 

The letter calls on the administration 
to impose sanctions pursuant to the 
Global Magnitsky Act on Xinjiang’s 
Communist Party chief Chen Quanguo 
and other Chinese officials “complicit 
in gross violations of human rights” 
and requests that financial disclosure 
requirements are strengthened to alert 
investors about the presence in US 
markets of Chinese companies that are 
complicit in human rights abuses.

Meanwhile, US senators, Roger Wicker 
and Ben Cardin, introduced on 9 April 
the Defending United States Citizens 
and Diplomatic Staff from Political 
Prosecutions Act of 2019, which 
would require the US administration to 
impose sanctions on Turkish officials 
responsible for the wrongful detention 
of US citizens and staff. 

organisations and facilitates money 
movements for Hizballah. Chams moves 
money to and from Australia, Colombia, 
Italy, Lebanon, the Netherlands, Spain, 
Venezuela, France, Brazil, and the US as 
part of his narcotics money laundering 
activities. The Chams Money Laundering 
Organization moves tens of millions of 
dollars a month for designated narcotics 
traffickers, such as the Colombian 
criminal group La Oficina De Envigado 
and Lebanese drug money launderer 
Ayman Said Joumaa. Transnational 
criminal groups from outside of Colombia, 
including Mexico’s Sinaloa Cartel, have 
come to rely on operatives of La Oficina 
for support in trafficking narcotics 
throughout the world.

The Chams Exchange operates under 
the supervision of the Central Bank of 
Lebanon, states the OFAC, despite US 
authorities long suspecting it of being a 
third-party money laundering operation.

US designates the chairman of 
the government of the Chechen 
Republic of the Russian  Federation 
The US Department of State publicly 
designated Muslim Khuchiev, 
the chairman (prime minister) of 
the government of the Chechen 
Republic of the Russian Federation, 
under Section 7031(c) of the FY 
2019 Department of State, Foreign 
Operations, and Related Programs 
Act, due to his involvement in gross 
violations of human rights. 

Section 7031(c) provides that, in cases 
where the Secretary of State has credible 

information that foreign officials have 
been involved in significant corruption 
or a gross violation of human rights, 
those individuals and their immediate 
family members are ineligible for entry 
into the US. The Department allegedly 
has credible information that Muslim 
Khuchiev was involved in torture.

In addition to the designation of Muslim 
Khuchiev, the Department of State has 
also publicly designated his spouse, 
Sapiyat Shabazova.



UniCredit Group banks settles over sanctions violations    
The US Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) 
announced three separate settlements 
on 15 April totalling USD 611 million, 
as part of a USD 1.3 billion settlement 
with federal and state government 
partners, with the following UniCredit 
Group banks: UniCredit Bank AG in 
Germany, UniCredit Bank Austria AG 
in Austria, and UniCredit S.p.A. in Italy. 
The settlements resolve violations of 
US sanctions programs, including those 
related to weapons of mass destruction 
proliferation, global terrorism, and the 
following countries: Burma, Cuba, Iran, 
Libya, Sudan, and Syria.

Between January 2007 and December 2011, 
UniCredit Bank AG processed over 2,000 
payments totalling over USD 500 million 
through financial institutions in the US in 
violation of multiple sanctions programs. 
During this time, UniCredit operated US 
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OFAC designates ISIS financial network   
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) designated seven individuals 
and one entity pursuant to Executive 
Order 13224 on 15 April, which targets 
terrorists and those providing support to 
terrorists or acts of terrorism. 

Specifically, the OFAC has designated 
key financial facilitators and conduits for 
the Islamic State of Iraq and Syria (ISIS) 
operating in Europe, Africa, and the Middle 
East. Six individuals, located in Iraq, Turkey, 
and Belgium, and the entity, an Iraq, Turkey, 
and Syria-based money services business 
(MSB), are alleged to be part of the Rawi 
Network, a key ISIS financial facilitation 
group based out of Iraq, which according 

to the OFAC has used hawalas and money 
service businesses to circumvent the formal 
banking sector and move terror funds for 
ISIS across Europe, Africa and the Middle 
East. The seventh individual designated is 
a Kenya-based financial facilitator who is 
alleged to have played an important role in 
an ISIS facilitation network in East Africa.

The entity is Al-Ard Al-Jadidah Money 
Exchange Company and the individuals are:

• Mushtaq Talib Zughayr al-Rawi, the leader 
and operator of the Rawi Network;

• Walid Talib Zughayr al-Rawi, “the brains 
behind the finance operation,” who was 
designated for supporting Mushtaq;

• Muhannad Mushtaq Talib Zughayr al-
Rawi, who operates a cycle of monetary 
transactions involving gold;

• Muhammad Abd-al-Qadir Mutni Assaf al-
Rawi, who facilitates ISIS transactions and 
supports Mushtaq;

• Umar Talib Zughayr al-Rawi and Abd-al-
Rahman ‘Ali Husayn al-Ahmad al-Rawi, 
both designated for managing the financial 
affairs for ISIS’ province Wilayah al-Furat 
from 2017; and

• Halima Adan Ali, a Kenya-based financial 
facilitator for ISIS in East Africa.

dollar accounts on behalf of the Islamic 
Republic of Iran Shipping Lines (IRISL) and 
several companies owned by or affiliated 
with IRISL, and managed the accounts of 
those companies in a manner that obscured 
the interest or involvement of IRISL in 
transactions sent through US intermediaries. 
For a number of years up to and including 
2011 (UniCredit Bank AG) and 2012 
(UniCredit Bank Austria AG and UniCredit 
S.p.A.), all three banks processed payments 
to or through the US in a manner that did not 

disclose underlying sanctioned persons or 
countries to US financial institutions which 
were acting as financial intermediaries. 

Pursuant to the settlement agreements, each 
bank is required to implement and maintain 
compliance commitments designed to 
minimise the risk of the recurrence of the 
conduct giving rise to the violations. The 
commitments include (1) a commitment 
from senior management to promote a 
“culture of compliance” throughout each 
organisation, (2) a commitment that each 
bank implements internal controls that 
adequately address the results of its OFAC 
risk assessment and profile, and (3) a 
commitment to provide adequate training to 
support each bank’s compliance efforts.

The OFAC determined that the apparent 
violations largely constituted egregious 
cases and that the banks did not voluntarily 
self-disclose the apparent violations.

Photo: WSJ



Russia expands Ukraine sanctions   
Russia adopted Governmental 
Resolution No. 460-25 on 18 April, 
which introduces additional sanctions 
against Ukraine, including banning the 
export of oil and oil products.

The Resolution sets out the following new 
Russian sanctions on Ukraine:

• Further extends the list of banned imports 
introduced by Resolution No. 1716-83. The 
list now also covers certain engineering 
products, light industry goods and 
metalwork products;

• These goods are prohibited from entering 
Russia if they originate from Ukraine, are 
supplied from Ukraine, or have been in 
transit through the territory of Ukraine;

• Listed products that cannot be exported 
from Russia to Ukraine include oil, oil 
products and other goods; and 

• Introduces a list of products that, starting 
from 1 June, cannot be exported from 
Russia to Ukraine without permission 
from the Russian Ministry of Economic 
Development, which includes certain fuel 
and energy products.

According to Russian prime minister Dmitry 
Medvedev, the Resolution was adopted in 
response to Ukraine’s decision to expand 
its own list of products the importation of 
which from Russia to Ukraine is prohibited.

Separately, Russian president Vladimir 
Putin announced on 24 April that expedited 
Russian citizenship would be provided 
to Ukrainians living in Russia-controlled 
eastern Ukraine. The US Department 
of State condemned the decision as a 
“highly provocative action,” which shows 
that Russia is “intensifying its assault 
on Ukraine’s sovereignty and territorial 
integrity.” Putin’s decision creates a serious 
obstacle to the implementation of the 
Minsk agreements and the reintegration of 
the Donbas region, states the Department 
of State. The Minsk agreements call for the 
full restoration of Ukrainian government 
control over eastern Ukraine.

The move follows the election of Volodymyr 
Zelenskyy as the new president of Ukraine. 
Zelenskyy has repeatedly expressed his 
readiness to engage seriously with Russia 
to implement the Minsk agreements, and to 
end the conflict in eastern Ukraine. 
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Ukraine 
government 
expands 
the list of 
prohibited 
Russian goods   
The Ukrainian government 
announced on 10 April that it has 
expanded its sanctions against 
Russia through prohibiting 
imports of specific Russian goods, 
including springs for freight 
cars, electrical equipment and 
communication devices. 

The new measures have been imposed 
in response to Russian import bans on 
goods of Ukrainian origin and Russian 
sanctions affecting transit of goods.

Specifically, the resolution adopted 
imposes a ban on the import of the 
following groups of goods originating in 
the territory of the Russian Federation:  

• Formalin, carbamide formaldehyde 
concentrate, carbamide-formaldehyde 
resin;

• Springs for carriages of freight cars; 

• Electrical apparatus for switching 
or protecting electric circuits used 
in devices within the railway and 
communications industries;

• Electrical conductors for voltage 
exceeding 1000 V; and 

• Cans for canning (sterilisation cans), 
bottles for food and beverages from 
colourless glass and coloured glass, 
other glass containers.

Royal Dutch Shell reportedly pulls out 
of project due to sanctioned partner
According to a Reuters report on 11 
April, Royal Dutch Shell has pulled out 
of a project to build a Russian liquefied 
natural gas plant partly because 
Gazprom suddenly added another 
partner with links to an ally of Russian 
president Vladimir Putin, citing five 
sources with knowledge of the matter.

After three years work on the Baltic Coast 
project, Shell reportedly discovered that 

Gazprom was bringing in a company 
called RusGazDobycha linked to Arkady 
Rotenberg, who is on a US sanctions 
blacklist, states the report. 

The change in the line-up of partners 
was cited as one of the key factors 
contributing to Shell’s announcement that 
it was pulling out of the project, according 
to sources close to Shell and other 
sources familiar with the project.



Reward for information on Hizballah’s financial networks    
The US Department of State’s 
announced on 22 April that the Rewards 
for Justice Program is offering a reward 
of up to USD 10 million for information 
leading to the disruption of the financial 
mechanisms of the global terrorist 
organisation Lebanese Hizballah. The 
announcement marks the first time that 
the Department has offered a reward 
for information on Hizballah’s global 
financial networks.

Rewards can be provided for information 
leading to the identification and disruption 
of: a source of revenue for Hizballah or 
its key financial facilitation mechanisms; 
major Hizballah donors or financial 
facilitators; financial institutions or exchange 
houses facilitating Hizballah transactions; 
businesses or investments owned or 
controlled by Hizballah or its financiers; 
front companies engaged in international 
procurement of dual-use technology on 
behalf of Hizballah; and criminal schemes 
involving Hizballah members and supporters 
which financially benefit the organisation.
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Conduits for Hizballah financiers targeted by OFAC
The US Department of the Treasury’s 
Office of Foreign Assets Control (OFAC) 
targeted the operations of Hizballah on 
24 April by designating two individuals 
and three entities acting as conduits for 
sanctions evasion schemes. 

Specifically, the OFAC designated Belgium-
based Wael Bazzi for acting for or on 
behalf of his father and Hizballah financier, 
Mohammad Bazzi, Belgium-based Voltra 
Transcor Energy BVBA, Belgium-based 
OFFISCOOP NV, and UK-based BSQRD 
Limited for being owned or controlled by 
Wael Bazzi. The OFAC also added Energy 

Engineers Procurement and Construction 
as an alias for Global Trading Group 
NV (GTG), one of Mohammad Bazzi’s 
companies, which was designated in May 
2018. Additionally, the OFAC has designated 
Lebanon-based Hassan Tabaja for acting 
for or on behalf of his brother and Hizballah 
member and financier, Adham Tabaja. These 
individuals and entities were designated 
under Executive Order 13224, which targets 
terrorists and those providing support to 
terrorists or acts of terrorism. 

“Treasury is relentlessly pursuing Hizballah’s 
financial facilitators by dismantling two 

of Hizballah’s most important financial 
networks. As Hizballah continues to attempt 
to obscure its activities by using seemingly 
legitimate businesses, we will continue to 
take action against the front persons who 
hide the movement of money, including 
the relatives of designated terrorists,” said 
Sigal Mandelker, treasury under secretary 
for terrorism and financial intelligence.  “By 
targeting Hassan Tabaja and Wael Bazzi 
and their European-based companies, this 
Administration is continuing to disrupt all 
avenues of financial support relied upon by 
Hizballah.”

According to the State Department, Hizballah 
generates about a billion dollars a year from 
a combination of direct financial support 
from Iran, international businesses and 
investments, donor networks, and money 
laundering activities. The State Department 
designated Hizballah as a Foreign Terrorist 
Organization (FTO) in October 1997 under 
the Immigration and Nationality Act, and as a 
Specially Designated Global Terrorist (SDGT) 
in 2001 under Executive Order 13224.

The State Department has also highlighted 
the following three individuals as examples 
of the type of key Hizballah financiers or 
facilitators about whom it seeks information. 
All three have been designated by the 
Treasury as SDGTs:

• Adham Tabaja is a Hizballah member who 
maintains ties to Hizballah organisational 
elements, including the group’s operational 
component, Islamic Jihad. 

• Mohammad Ibrahim Bazzi is a key 
Hizballah financier who has provided 

millions of dollars to Hizballah generated 
from his business activities in Europe, the 
Middle East, and Africa. 

• Ali Youssef Charara is a Hizballah financier 
as well as chairman and general manager 
of Lebanon-based telecommunications 
company Spectrum Investment Group 
Holding SAL, and has extensive business 
interests in the telecommunications 
industry in West Africa. 

The announcement 
marks the first time 
that the Department 
has offered a reward 
for information on 
Hizballah’s global 
financial networks



            Belgium

Police in Belgium raided the offices of Anderlecht and 
the Belgian Football Association on 24 April in relation 
to a money laundering investigation involving transfers 
and agents. Prosecutors are also reported to have 
raided an agent’s office in Brussels.  
 
 
 
             Bahrain

Bahrain’s reactionary regime was accused of corruption 
on 16 April after 138 citizens had their citizenship 
revoked following a mass trial over terrorism-related 
charges that resulted in many defendants being 
sentenced to life imprisonment. The Bahrain Institute 
for Rights and Democracy condemned the judiciary 
for a “deeply unfair trial” and demanded the authorities 
overturn the sentences and restore the citizenships.

             Cayman Islands

The Financial Action Task Force (FATF) published 
the mutual evaluation report for the Cayman Islands 
on 1 April, which was completed by the Caribbean 
Financial Action Task Force. The assessment is a 
comprehensive review of the effectiveness of Cayman 
Islands’ measures to combat money laundering and 
terrorist financing and its level of compliance with the 
FATF Recommendations.   

             China

China announced on 24 April that it has formally 
arrested former Interpol president Meng Hongwei on 
suspicion of accepting bribes. The indictment from 
the Supreme People’s Procuratorate follows Meng’s 
expulsion from public office and the Communist Party.

             Democratic Republic of Congo

Reuters reported on 19 April that an appeals court 
has overturned a conviction of exiled Congolese 
opposition leader Moise Katumbi for real estate fraud, 
ruling that the trial court had been pressured by former 
president Joseph Kabila’s government, citing Katumbi’s 
lawyer. Katumbi, the former governor of Democratic 
Republic of Congo’s copper-mining Katanga region, 
was sentenced in absentia to three years in prison in 
June 2016, after defecting from Kabila’s ruling party and 
announcing he would run for president later that year.

             Cyprus

The parliament of Cyprus approved a request from the 
Interior Ministry in April to release an annual budget of 
EUR 1.4 million over the next three years to carry out 
tighter checks on citizenship by investment scheme 
applicants. The budget was requested by the Ministry 
of Interior to perform due diligence checks on foreign 
investors wishing to obtain a Cyprus passport in 
exchange for an investment of EUR 2.5 million. 

             Europe

The EU Parliament Working Group on Responsible 
Business Conduct announced on 19 March the 
contents of its Shadow EU Action Plan on Responsible 
Business Conduct. The Plan sets out the priorities to 
ensure the promotion and protection of human rights 
in the EU business sector over the next six years. 
Objectives include: establishing human rights due 
diligence standards for business operations, supply 
chains and business relationships; strengthening the 
protection of human rights defenders; and creating 
safeguards to prevent human rights abuses through 
EU trade and investment, including a consistent legal 
framework for access to remedy.

             Finland

The Financial Action Task Force (FATF) published 
the mutual evaluation report for Finland on 16 April, 
which assesses Finland’s anti-money laundering and 
counter terrorist financing (AML/CFT) system. The 
report finds that Finland has a sound framework to 
combat money laundering and terrorist financing which 
is delivering some good results, but there are some 
areas to improve the effectiveness of the country’s 
framework, especially with regard to the AML/CFT 
supervision of financial and non-financial institutions. 
The money laundering risk in Finland comes primarily 
from the grey economy, but also from domestic and 
foreign frauds and the proceeds of drug crimes. The 
main terrorist financing risks in Finland stem from 
sympathisers of terrorist causes and foreign terrorist 
fighters, in particular ISIL’s foreign terrorist fighters 
(FTF) and returnees. Regarding terrorist financing risks, 
the changing environment, with increased focus on 
ISIL FTF and returnees, is not adequately reflected in 
terrorist financing cases investigated.

             Hong Kong

On 28 March, the Hong Kong Securities and Futures 
Commission (SFC) issued a policy statement on 
security token offerings (STOs) summarising the legal 

and regulatory requirements applicable to parties 
engaging in STOs. The guidance follows the SFC’s 
policy statement on initial coin offerings (ICOs) in 
September 2017.

On 22 March, the Stock Exchange of Hong Kong 
released a guidance letter that provides additional 
clarity on the types of activities by listing applicants 
in jurisdictions, or with persons or entities, which are 
subject to economic or trade sanctions that may be 
a concern to the Stock Exchange of Hong Kong as it 
evaluates an applicant’s suitability for listing.

             Iceland

Iceland’s district prosecutor charged members of the 
band Sigur Rós with tax evasion on 28 March, accusing 
the musicians of submitting incorrect tax returns 
from 2011 to 2014 and evading a total of ISK 151 
million. Assets belonging to the four band members – 
properties worth USD 6.5 million – will remain frozen 
by the authorities pending the trial. Two-thirds of the 
assets belong to frontman Jón þór Birgisson. Birgisson 
is charged with evading about USD 240,000 in income 
taxes and USD 105,000 in taxes on his investment 
income. Georg Hólm, Kjartan Sveinsson and Orri Páll 
Dýrason are alleged to have neglected reporting a total 
of USD 1.6 million in income, of which they should have 
paid USD 725,000 in taxes. Hólm and Dýrason are also 
accused of evading about USD 150,000 in taxes on 
investments. The band members blame their former 
accountant for the mishandling. 

 
 
             India

India’s Ministry of Corporate Affairs plans to start 
gathering “primary data” from persons who have 
invested their money in chit funds and deposit-taking 
schemes, an official said on 23 April, to help clamp 
down on illicit fundraising activities. The Investor 
Education and Protection Fund Authority, under the 
Ministry, would seek information from investors, 
including proof of investment and identity details. 
 
 
 
                  Ireland

According to a report in the Irish Examiner on 10 April, 
students are being warned not to allow their bank 
accounts to be used to transfer money on behalf of 
criminals, as part of an investigation by Gardai into 
a EUR 2 million fraud involving “money mules.” The 
investigation, led by the Garda National Economic 
Crime Bureau (GNECB), is believed to involve 200 
“mule” accounts that have transferred the proceeds of 
the fraud. According to the report, Gardai has stated 
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that the accounts being investigated are from across 
the country and were used for single transactions 
ranging from GBP 5,000 to GBP 35,000.  
 
    
             Italy

Italy’s Consob (the authority for the supervision on 
markets and listed companies) published a discussion 
document about initial coin offerings (ICOs) and 
crypto-assets exchanges on 19 March. The document 
summarises the main items Consob is considering in 
the development of a regulatory response to ICOs. The 
consultation is open until 19 May. 

             Japan

Former Nissan chief Carlos Ghosn was re-arrested in 
Tokyo on 4 April, while on bail pending trial over claims 
of financial misconduct, over new suspicions that he 
caused Nissan USD 5 million in losses. Ghosn was 
charged on 22 April of making personal gains from and 
causing damages of USD 5 million to the carmaker. 
Prosecutors also filed a separate criminal complaint 
against Ghosn related to the breach of trust charge. 
The Tokyo District Public Prosecutor’s Office said 
Ghosn was indicted on allegations that he devised a 
mechanism whereby a proportion of payments made 
by a Nissan subsidiary to an overseas distributor found 
its way into expenditure that directly benefited the 
former chairman. Ghosn said in a statement that the 
arrest was “outrageous and arbitrary.”

According to a Reuters report on 23 April, Japan’s 
financial regulator has raided two cryptocurrency 
exchanges, Huobi Japan Inc and Fisco Cryptocurrency 
Exchange Inc, to investigate their internal oversight, 
including customer protection and AML measures, 
citing sources familiar with the matter. 

             Kosovo

The parliament of Kosovo passed a bill on 28 March 
that bans all forms of gambling in the country for 
the next ten years, in an attempt to crack down on 
organised crime after two casino staff were murdered 
during separate armed robberies. Prime minister, 
Ramush Haradinaj, said the measure was aimed at 
“strengthening public security.” Only the state-controlled 
lottery will be allowed to operate. 

             Malta

Malta’s Financial Intelligence Analysis Unit (FIAU) 
published Legal Notice 77 of 2019 - The Prevention 
of Money Laundering and Funding of Terrorism 

(Amendment) Regulations, 2019 on 22 April. Malta’s 
FIAU also published a guidance note on submitting 
suspicious transaction reports by remote gaming 
licensees on 4 April. 

The Council of Europe’s Group of States against 
Corruption (GRECO) published its evaluation report on 
Malta on 3 April, which assesses the effectiveness of 
the framework in place in Malta to prevent corruption 
amongst persons with top executive functions and 
the Maltese Police Force. GRECO notes that Malta has 
on paper an impressive arsenal of public institutions 
involved in checks and balances but their effectiveness 
has been questioned in recent years due to a wave 
of controversies concerning the integrity of senior 
government officials in relation to the use of state 
resources and privatisations, tenders, energy supply, 
the sale of land, the award of contracts and public 
positions. The report highlights that there has been 
no visible disciplinary or criminal justice response to 
a number of these allegations, even when some of 
them have been confirmed by subsequent audits, for 
instance, of the National Audit Office. The report also 
underlines that the country lacks an overall strategy, 
a coherent risk-based approach, when it comes to 
integrity standards for government officials and a 
system of sanctions. GRECO is calling for stricter 
rules and their enforcement on ancillary business and 
other activities of top officials, conflicts of interest and 
declarations of assets.

             Mexico

Mexican president Andres Manuel Lopez Obrador 
announced on 15 April that he will create a “Robin 
Hood” institute to return the ill-gotten wealth seized 
from corrupt politicians and gangsters to the country. 
The president’s administration is currently drafting a 
bill to create an independent institute that would give 
confiscated assets back the public, the president told a 
press conference.

             The Netherlands

According to a report by Reuters on 5 April, Dutch 
prosecutors have arrested three former employees of a 
Dutch company suspected of laundering USD 1.2 billion 
for a client in India. The company is alleged to have 
bought materials and services for a client that since 
2006 has been involved in a major gas pipeline project 
in India, the prosecutors are cited as saying. The three 
are accused of forging invoices for the Indian company, 
enabling it to charge its own gas customers twice. The 
proceeds were then allegedly transferred through a web 
of international businesses to a company in Singapore, 
owned by the Indian client. The three arrested are 
believed to have received USD 10 million for forging 
documents and organising the money laundering.
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             Norway

The Council of Europe anti-corruption body (GRECO) 
published its Fourth Evaluation Round Report on 
Norway on 3 April concerning corruption prevention 
in respect of members of parliament, judges and 
prosecutors. GRECO commends the authorities 
of Norway for the substantial measures taken to 
implement all of the recommendations. “Norway is a 
role model whose experience and endeavours could 
inspire other GRECO members,” states GRECO. The 
adoption of the report terminates the Fourth Round 
compliance procedure in Norway.

             Pakistan

Pakistan’s Ministry of Foreign Affairs published 
guidelines on 12 April to assist domestic authorities 
to implement UN Security Council Resolution 1267 
sanctions, which imposes asset freezes, travel bans 
and an arms embargo on individuals and entities 
connected to ISIL/Da’esh, Al-Qaida and the Taliban. The 
guidance aims to help authorities to meet international 
standards on counter terrorism financing set out by the 
Financial Action Task Force. The guidelines cover the 
Pakistani legal framework, process for implementation, 
exemptions, delisting, submitting designations 
proposals and penalties for non-compliance.

             Peru

The Peruvian government published a decree on 8 April 
restoring the independence of OSINFOR, its agency 
in charge of combating illegal logging in the Peruvian 
Amazon, reversing a decision that had placed the 
organisation under ministerial control. Global Witness 
celebrated Peru’s decision, calling it a “dramatic U-turn.” 
The agency is considered an effective monitor and 
combater of illegal timber practices in Peru.

             Poland

The Congress of Local and Regional Authorities 
of the Council of Europe adopted a report and 
recommendation on local and regional democracy in 
Poland on 2 April, which expresses concern that the 
situation of local and regional democracy in Poland has 
changed significantly over the past years: formerly one 
of the top ten countries in the EU, in terms of the level of 
local autonomy, Poland now shows “alarming trends.” 

             Portugal

The Fiscal Action Unit of the Portuguese Republican 
National Guard (Guarda Nacional Republicana, GNR) 



carried out an operation on 4 April against an illegal 
sports betting network based in Portugal. The GNR 
seized assets of more than EUR 1 million on the action 
day, which was coined operation Showdown. The 
crime group was taken down for illicit online gambling, 
forming a criminal association and tax fraud. 

             Russia

Moscow police have reportedly opened a criminal 
case into alleged embezzlement of RUB 1 million from 
Russia’s Anti-Doping Agency (RUSADA), according to 
local media reports on 14 April. 

             Serbia

The Council of Europe anti-corruption body (GRECO) 
published its Interim Compliance Report in respect 
of Serbia on 2 April concerning the Fourth Evaluation 
Round (corruption prevention in respect of members of 
parliament, judges and prosecutors). 

             Switzerland

The Swiss Financial Market Supervisory Authority 
(FINMA) announced on 27 March that it has found 
that envion AG (now in liquidation) unlawfully received 
public deposits on a commercial basis from at least 
37,000 investors. FINMA discovered that the company 
had unlawfully accepted funds amounting to over CHF 
90 million from at least 37,000 investors in the context 
of an ICO without the necessary statutory licence.

             US

The family of an American killed when Malaysian 
Airlines Flight MH17 was shot down in 2014 filed a 
lawsuit on 4 April against two Russian banks and US 
money-transfer firms for allegedly providing services 
to the Russia-backed separatists accused of shooting 
the plane down over Ukraine. The complaint filed by the 
family of Quinn Lucas Schansman accuses Russia’s 
Sberbank and VTB Bank and the Western Union 
Co, Western Union Financial Services, MoneyGram 
International, and MoneyGram Payment System, of 
allowing large amounts of money, mainly from Russian-
diaspora sympathisers, to be sent to the separatists 
in the eastern part of Ukraine. The funds, it is alleged, 
allowed the separatists to acquire heavy weapons and 
to control many regions in eastern Ukraine.

The US Department of the Treasury’s Office of Foreign 
Assets Control  announced on 25 April that Haverly 
Systems Inc has agreed to pay USD 75,375 to settle 
its potential civil liability for two apparent violations of 
the Ukraine Related Sanctions Regulations (URSR). 
Specifically, from about May 2016 to January 2017, 
Haverly apparently violated Directive 2 under Executive 
Order 13662, “Blocking Property of Additional Persons 
Contributing to the Situation in Ukraine” and the URSR, 
when it transacted or otherwise dealt in new debt 
of greater than 90 days maturity of JSC Rosneft, an 
entity identified by OFAC on the Sectoral Sanctions 
Identification List.  

The US Federal Trade Commission announced on 
28 March that the operators of two purported sham 
charities, Disabled Police and Sheriffs Foundation Inc 
and American Veterans Foundation Inc, have agreed 
to settle charges that they deceived donors with false 
claims that their organisations helped disabled police 
officers and military veterans. The operators of both 
schemes are permanently banned from charitable 
solicitations or otherwise working for charities. 

Federal prosecutors in Los Angeles announced a 36 
count indictment against attorney Michael Avenatti on 
11 April, in addition to the embezzlement and extortion 
charges announced previously.

The US Department of Justice (DOJ) announced on 
12 April that General Electric (GE) will pay a civil penalty 
of USD 1.5 billion to resolve claims involving subprime 
residential mortgage loans originated by WMC 
Mortgage (WMC), a GE subsidiary. WMC, GE, and their 
affiliates allegedly misrepresented the quality of WMC’s 
loans and the extent of WMC’s internal quality and fraud 
controls in connection with the marketing and sale of 
residential mortgage-backed securities (RMBS). 

             Vietnam

According to local media reports, Pham Nhat Vu, the 
former chairman of Audio Visual Global (AVG), and the 
brother of Vietnam’s richest man, has been arrested 
for allegedly bribing officials in a telecoms scandal, the 
security ministry said on 13 April .
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