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About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to make better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support us regularly in undertaking local enquiries 
on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Find out more about the Aperio Intelligence team at:     
 www.aperio-intelligence.com
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MEPs express “serious concerns” over fight against 
corruption and organised crime in Malta and Slovakia

Welcome to the February edition of the Financial Crime 
Digest, Aperio Intelligence’s monthly newsletter, an informative 
summary of the most recent developments relating to the 
world of money laundering, fraud and terrorist financing, bribery 
and corruption, and sanctions.

info@aperio-intelligence.com 
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Members of the European Parliament 
(MEPs) have expressed “serious 
concerns” over the fight against 
corruption and organised crime, 
impartiality of law enforcement and 
judicial independence in Malta and 
Slovakia, states a 19 February press 
release. As such, the Civil Liberties 
Committee has adopted a draft 
resolution summarising the conclusions 
of a working group set up to monitor 
the rule of law in the EU, particularly 
in Malta and Slovakia, following the 
murder of journalists Daphne Caruana 
Galizia and Ján Kuciak and his fiancée 
Martina Kušnírová.

Concerning Malta, MEPs urge the Maltese 
government to set up a full and independent 
inquiry into the murder of Ms Caruana Galizia 
and demand that all libel cases brought by 
members of the government against her 
and her family be withdrawn. MEPs also 
denounce that the prime minister’s chief of 
staff and the minister of tourism are “the only 

acting high-ranking government officials in 
any EU member state who were found to be 
beneficial owners of a legal entity revealed 
in the Panama Papers,” insisting that all 
suspected government links with opaque 
structures should be investigated.

The resolution points to the many 
shortcomings in the rule of law in Malta 
identified by the Venice Commission and 
urges the Maltese government and parliament 
to implement all of the Commission’s 
recommendations. Regarding Malta’s investor 
citizenship and residence schemes, MEPs 
want them terminated without delay, as these 

programmes pose “serious risks” to the fight 
against money laundering and “result in the 
actual sale of EU citizenship.”

Concerning Slovakia, MEPs acknowledge 
the progress made in the investigation into 
the murder of Mr Kuciak and Ms Kušnírová, 
but insist it should continue both at national 
and international level. They also demand 
in depth investigations into all the alleged 
cases of corruption and fraud raised 
during their inquiries. The resolution voices 
concern about the allegations of corruption, 
conflicts of interest, impunity and revolving 
doors in Slovakia’s circles of power. It also 
warns against the politicisation and lack of 
transparency in appointment processes.

The draft resolution was passed by the Civil 
Liberties Committee and will be put to the 
vote by the full house in the March plenary.
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The press release can be found HERE.

Photo: Malta Today

http://www.europarl.europa.eu/news/en/press-room/20190218IPR26964/malta-and-slovakia-serious-shortcomings-in-the-rule-of-law
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E3’s INSTEX mechanism to facilitate trade with Iran
The E3 foreign ministers Jean-Yves 
Le Drian of France, Heiko Maas of 
Germany, and Jeremy Hunt of the UK, 
issued a joint statement on 31 January 
announcing the creation of INSTEX, 
“the Instrument for Supporting Trade 
Exchanges,” a new mechanism for 
facilitating legitimate trade with Iran to 
preserve the Joint Comprehensive Plan 
of Action (JCPOA). 

The new “special purpose vehicle” – which 
will be legally registered in France – is an 
attempt by the E3 to solve the difficulties that 
EU companies have faced when developing 
legitimate trading opportunities in Iran, 
stemming from concerns surrounding the 
extraterritorial effects of US sanctions on Iran, 
which were fully reimposed in November.

The joint statement explains that the 
operationalisation of INSTEX will follow a 
step-by-step approach: the E3 together with 
INSTEX will continue to work on concrete 

and operational details to define the way 
the company will operate; and the E3 will 
also work with Iran to create an effective 
and transparent corresponding entity to 
operationalise INSTEX.

INSTEX is designed to provide a barter 
system under which it serves as a trustee 
or depository agent to barter transactions. 
INSTEX will focus initially on the sectors most 
essential to the Iranian population – such as 
pharmaceuticals, medical devices and agri-
food goods. The long-term aim is for INSTEX 
to open up to economic operators from third 
countries who wish to trade with Iran.

US vice president Mike Pence described 
INSTEX on 14 February as an “ill-advised step 
that will only strengthen Iran, weaken the 
EU, and create still more distance between 
Europe and the United States.” 

Meanwhile, the Extraterritorial US 
Legislation (Sanctions against Cuba, Iran 

and Libya) (Protection of Trading Interests) 
(Amendment) Order 2018 came into force 
in the UK on 1 February, which ensures that 
UK criminal offences extend to conduct by 
UK nationals and entities within the scope of 
Europe’s amended Blocking Statute. 

The resignation of Iran’s foreign minister 
Mohammad Javad Zarif, a key architect of 
the JCPOA and the lead in Iran’s efforts to 
work with Europe to counter the impact of 
US sanctions, which was announced on 25 
February, has caused concern. 

INSTEX will focus 
initially on the sectors 
most essential to the 
Iranian population

The European Parliament and the 
Council reached a political agreement 
on 12 February on the Commission’s 
proposal to facilitate cross-border 
access to financial information by 
law enforcement authorities. The new 
measures will allow the police to quickly 
access financial information for criminal 
investigations, boosting the response to 
terrorism and other serious crimes.

Complementing the EU’s AML framework, the 
new measures will:

• Allow timely access to financial information: 
law enforcement authorities and asset 
recovery offices will have direct access 

to bank account information contained in 
national centralised bank account registries 
or data retrieval systems. Europol will also 
be able to access this information indirectly;

• Improve cooperation: the new rules enhance 
cooperation between national authorities, 
Europol and Financial Intelligence Units; and

EU agrees on enhanced rules to fight terrorist financing 
• Safeguard data protection: law enforcement 

will have access to limited information only 
on the identity of the bank account holder 
and in specific cases of serious crime 
or terrorism, ensuring that the rights and 
freedoms of individuals are protected.

The directive will now need to be formally 
adopted by the European Parliament and the 
Council. Once it enters into force, member 
states will have 24 months to implement the 
new rules into national legislation.

The press release can be found HERE.

Complementing the 
EU’s AML framework, 
the new measures will 
allow timely access to 
financial information

The statement can be found HERE.

http://europa.eu/rapid/press-release_IP-19-1049_en.htm
https://www.gov.uk/government/news/joint-statement-on-the-new-mechanism-to-facilitate-trade-with-iran


aperio-intelligence.com FINANCIAL CRIME DIGEST | FEBRUARY 2019

UK confirms public beneficial ownership registers will be 
established by British Overseas Territories by 2023
The UK government explained the 
timetable to the new 2023 deadline 
for the creation of public beneficial 
ownership registers in the British 
Overseas Territories on 28 January in 
response to a written request. 

The government has explained that draft 
legislation will be prepared by the end of 2020, 
as required by the Sanctions and Anti-Money 
Laundering Act 2018 and that British Overseas 
Territories will be expected to have public 

registers in place by the end of 2023, in line 
with the government’s campaign to make 
public registers the global norm by then.

The government also stressed the importance 
for British Overseas Territories to meet 
international standards on tax transparency 
and anti-money laundering. “It is important that 
the [British Overseas Territories] with financial 
centres meet international standards on tax 
transparency and anti-money laundering. 
Most [British Overseas Territories] are either 

currently being or due to be evaluated by 
the Financial Action Task Force and are also 
working to deliver their commitments to 
the EU Commission to prevent them being 
included on the EU’s list of non-cooperative tax 
jurisdictions,” reads the statement.
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The statement can be found HERE.

Committee report recommends timetable for publication 
of beneficial ownership in each British Overseas Territory 
The UK House of Commons Foreign 
Affairs Select Committee published a 
report entitled “Global Britain and the 
British Overseas Territories: Resetting 
the relationship,” on 21 February, which 
states that Overseas Territories must 
act to reduce areas of divergence 
and friction, which includes working 
with the foreign secretary to set out 
a timetable for the publication of 
registers of beneficial ownership in 
each British Overseas Territory.

The relationship between the UK government 
and British Overseas Territories (OTs) 
is “stuck in the past,” states the Report. 
To ensure the longstanding bonds are 
strengthened in the name of a “Global Britain,” 
the time is right for an independent review of 
cross-government engagement. 

Chair of the Committee, Tom Tugendhat, 
said, “Just as we must stick to the date 
Parliament set as part of the Sanctions and 
Anti-Money Laundering Act 2018, we must 

reopen the discussion on the best way to 
manage the relationships between us [that] 
will give voice to the Overseas Territories in 
Whitehall so that future changes required by 
our shared security include wider input from 
the Overseas Territories.”

Among the report’s recommendations, the 
Committee calls on the UK government to:

• Commission an independent review into 
cross-government engagement with the 

OTs, to include FCO management of its 
responsibilities and consider the costs, 
benefits and risks of moving primary 
responsibility for the OTs away from the 
Foreign Office;

• Provide a clear and detailed timetable for 
the publication of registers of beneficial 
ownership in each OT – in line with 
parliament’s recognition that this is a matter 
of national security; and 

• Provide clarity on funding for the OTs, 
including any lost EU funding, based on a 
“clear-eyed assessment” of how the UK will 
balance the needs of individual OTs against 
value for money for UK taxpayers. 

The Committee report can be found HERE.

The press release can be found HERE.

https://www.parliament.uk/business/publications/written-questions-answers-statements/written-question/Commons/2019-01-23/211611
https://publications.parliament.uk/pa/cm201719/cmselect/cmfaff/1464/1464.pdf
https://www.parliament.uk/business/committees/committees-a-z/commons-select/foreign-affairs-committee/news-parliament-2017/global-britain-overseas-territories-report-launch-17-19/


The Organisation for Economic Co-
operation and Development (OECD) 
published a report on 29 January, 
on Harmful Tax Practices - 2018 
Progress Report on Preferential 
Regimes, which presents findings 
that jurisdictions have delivered 
on their commitment to comply 
with the standard on harmful tax 
practices, including ensuring that 
preferential regimes align taxation 
with substance.

The report finds 44 regimes where 
jurisdictions have delivered on their 
commitment to make legislative changes, 
as a result all IP regimes identified in the 
2015 BEPS Action 5 report are now “not 
harmful”; four regimes were found to 
be out of scope or not operational, and 
two commitments were given to make 
legislative changes to abolish or amend a 

OECD publishes progress report on 
addressing harmful tax practices 

The Organisation for Economic Co-
operation and Development (OECD) 
launched a consultation on 18 January 
on its draft recommendation on 
digital security of critical activities 
that aims to replace the 2008 OECD 
Recommendation on the Protection of 
Critical Information Infrastructures. 

The draft recommendation aims to 
modernise the protection of critical 
information infrastructure protection by 
applying the OECD digital security risk 
management approach to the protection of 
critical economic and social activities.
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The consultation can be found HERE.

The draft recommendation clarifies how 
policies to enhance digital security of 
critical economic and social activities 
should integrate into broader national risk 
management, what measures operators 
should take, and how governments can 
support them. It also provides guidance 
for the establishment of partnerships to 
address challenges raised by cross-sector 
and cross-border dependencies.

The consultation ran until 28 February. 

regime (Malaysia, Trinidad & Tobago); one 
regime was found to be potentially but not 
actually harmful (Montserrat); and three 
regimes potentially harmful (Thailand).

Additionally, as part of the work of 
the Inclusive Framework on BEPS, the 
OECD published a consultation on 13 
February seeking comments on possible 
solutions to the tax challenges arising 
from the digitalisation of the economy. 
The OECD published a policy paper with 
four different solutions with the aim of 
reaching agreement by the end of 2020. The 
consultation is open until 6 March.  

UK to help 
developing 
countries 
combat tax 
evasion 
The UK government announced 
on 19 February support to help 
developing countries tackle 
tax evasion and avoidance and 
build effective tax systems to 
fund public services. Developing 
countries will benefit from a 
new package of support aimed 
at improving tax systems, the 
Department for International 
Development has announced, 
which aims to help end the 
reliance on aid.

The Department of International 
Development has allocated GBP 47 
million to help strengthen countries’ 
tax systems. The assistance will help 
developing countries generate greater 
revenues to support spending on 
essential services and will help support 
more transparent and accountable 
governments. The support will also 
contribute to economic growth by 
helping tackle tax avoidance and 
evasion and creating a more level 
playing field for businesses.

Additional funding will also be provided 
for the Tax Inspectors Without Borders 
Initiative, run by the OECD and the UN 
Development Programme, which helps 
developing countries to implement 
international tax standards by sending 
experts overseas.

The press release can be found HERE.

OECD consults on digital security of 
critical activities recommendation

The press release can be found HERE.

The OECD’s report can be found HERE.

http://www.oecd.org/tax/oecd-invites-public-input-on-the-possible-solutions-to-the-tax-challenges-of-digitalisation.htm?utm_source=Adestra&utm_medium=email&utm_content=Access%20the%20public%20consultation%20document&utm_campaign=Tax%20News%20Alert%2013-02-2019&utm_term=demo
https://www.gov.uk/government/news/new-uk-support-to-help-improve-tax-systems-in-developing-countries
https://www.oecd.org/sti/ieconomy/digital-security-of-critical-activities.htm
https://www.oecd.org/tax/beps/harmful-tax-practices-2018-progress-report-on-preferential-regimes-9789264311480-en.htm


EU adopts list of 23 third countries 
with AML/CTF deficiencies and US 
Treasury calls the list “flawed” 
The European Commission adopted 
its new list of 23 third countries with 
strategic deficiencies in their anti-
money laundering (AML) and counter-
terrorist financing (CTF) frameworks 
on 13 February, which includes Saudi 
Arabia, Panama, the US Virgin Islands 
and other jurisdictions that pose a 
threat due to poor money laundering 
and terrorism financing controls.

Banks and other entities covered by EU AML 
rules will be required to apply enhanced due 
diligence checks on financial operations 
involving customers and financial 
institutions from the 23 third countries to 
better identify any suspicious money flows. 
The list was established following analysis 
of 54 priority jurisdictions, which the 
Commission prepared in consultation with 
member states. The EU’s list includes 12 
countries listed by the Financial Action Task 
Force (FATF) and 11 additional jurisdictions. 

The countries assessed meet at least one of 
the following criteria: they have a systemic 
impact on the integrity of the EU financial 
system; they are reviewed by the IMF as 
international offshore financial centres; or 
they have economic relevance and strong 
economic ties with the EU.

The list has been adopted in the form of a 
Delegated Regulation, which will now go 
to the Parliament and Council, which have 
a month to approve it. Once approved, the 
Delegated Regulation will enter into force 20 
days after publication in the Official Journal.  

On the same day, the US Department of 
Treasury released a statement declaring 
that the Commission’s list, which includes 
United States’ territories, is “flawed.” The 

Treasury stated that the Commission’s 
process did not include “a sufficiently 
in-depth review necessary to conduct an 
assessment related to such a serious 
and consequential issue;” the list was 
created without any meaningful input 
from the US; and that the list contradicts 
the more careful analysis by the FATF. The 
Treasury rejects the inclusion of American 
Samoa, Guam, Puerto Rico, and the US 
Virgin Islands and states that it does not 
expect US financial institutions to take 
the Commission’s list into account in their 
AML/CTF policies and procedures. 

Nienke Palstra, senior anti-corruption 
campaigner at Global Witness, said 
“Despite the European Commission going 
further than anyone has been willing to 
before, an EU money-laundering blacklist 
that doesn’t include the world’s biggest 
secrecy jurisdictions – such as the US – 
is an exercise in diplomacy, not a tool to 
fight corruption. With huge global money 
laundering scandals coming out of Europe, 
such as Danske Bank, the EU should 
urgently be tackling financial crime within 
and beyond its borders. The EU led the 
world when it agreed new rules requiring 
full transparency of the real owners behind 
EU companies last year, but it has lost its 
nerve in pressuring others to do the same.”

TECHNICAL UPDATES
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TAX3 adopts 
roadmap 
on tackling 
financial crime
The European Parliament’s Special 
Committee on Financial Crimes, 
Tax Evasion and Tax Avoidance 
(TAX3) adopted a roadmap on 27 
February on more effective taxation 
and tackling financial crimes. 
The recommendations include 
overhauling the system for dealing 
with financial crime, tax evasion and 
tax avoidance, notably by setting up 
new bodies at EU and global level, 
such as an EU financial police force.

The recommendations include:

• Commission to work on a proposal for 
an EU financial police force;

• An EU anti-money laundering 
watchdog should be set up;

• A global tax body should be 
established within the UN;

• Golden visas should be phased out;

• Countermeasures should be envisaged 
against the US if it does not ensure 
FATCA’s reciprocity;

• Switzerland should be assessed to 
ensure that no harmful tax regimes are 
introduced; and

• Malta and Slovakia must do everything 
to identify the instigators behind the 
murder of investigative journalists. 

The press release can be found HERE.

The EU’s list includes 
12 countries listed 
by the FATF and 11 
additional jurisdictions

The press release can be found HERE.

http://www.europarl.europa.eu/news/en/press-room/20190225IPR28727/tax-crimes-special-committee-calls-for-a-european-financial-police-force
http://europa.eu/rapid/press-release_IP-19-781_en.htm;%20http:/europa.eu/rapid/press-release_MEMO-19-782_en.htm


FCA signs 
MoUs with EU 
regulators on 
cooperation 
and information 
sharing  
The UK’s Financial Conduct 
Authority (FCA) announced on 
1 February that it has agreed 
Memoranda of Understanding 
(MoUs) with the European Securities 
and Markets Authority (ESMA) and 
EU regulators to cover cooperation 
and exchange of information in the 
event that the UK leaves the EU 
without a withdrawal agreement and 
implementation period. 

There is a multilateral MoU with EU and 
EEA National Competent Authorities 
(NCAs) covering supervisory cooperation, 
enforcement and information exchange; 
and an MoU with the ESMA covering 
supervision of Credit Rating Agencies and 
Trade Repositories.

The ESMA published its 2019 supervisory 
convergence work programme on 6 
February, which includes a priority to 
ensure supervisory convergence in the 
context of the UK’s decision to withdraw 
from the EU. The ESMA states that it will 
consider forms of enhanced supervisory 
cooperation among authorities in the 
aftermath of the UK’s withdrawal. 
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New unit created to help UK police 
work with the EU if there is no deal
The UK National Police Chiefs’ Council 
(NPCC) announced on 11 February 
that a new unit has been established 
to assist UK police officers to use 
alternative mechanisms to share and 
access information about criminals 
and cooperate on operations if current 
EU law enforcement tools are lost in 
the event of a no deal Brexit.

The International Crime Coordination 
Centre is now operational and has been 
preparing to mitigate the effects of exiting 
the EU without a deal that maintains the 
existing security arrangements. The new 
unit is staffed by police officers, and teams 
from the National Crime Agency and the 
Criminal Records Office will offer guidance. 

The tools at risk include:

• Schengen Information System - an EU 
wide IT system that enables member 
states to share real-time information 
about wanted or missing people. Law 

enforcement officers in the UK accessed 
this database 539 million times in 2017;

• European Arrest Warrant - a framework 
that facilitates the extradition of 
individuals between EU member states to 
face prosecution. In 2017/18 over 1,400 
people were arrested on EAW in the UK;

• European Criminal Records Information 
System - enables member states to 
exchange information about criminal 
convictions. Currently criminal record 
checks with member states take six 
days, outside the EU it takes 66 days; and

• Europol - an agency that supports 
cooperation enabling information sharing 
and joint operations. The UK shared 
over 47,000 messages in 2017 and has 
supported over 130 investigation teams.

The press release can be found HERE.

Court rules that HMRC can request 
documents from a person abroad
The UK Court of Appeal ruled on 
31 January in Jimenez, R. (On the 
Application of) v. The First Tier Tribunal 
(Tax Chamber) that UK law allows 
HM Revenue & Customs (HMRC) to 
issue a notice to a person resident 
outside the jurisdiction requiring the 
production of documents to check 
that person’s UK tax affairs.

The case concerned a UK national who had 
previously lived in the UK but claimed to 

be resident in Dubai at the relevant time. 
Mr Jimenez challenged a notice sent by 
HMRC to his Dubai address, on the basis 
that HMRC did not have the power to 
issue a notice to a person outside the UK. 
Contrary to the stance taken by the High 
Court, appealed by HMRC, the Court of 
Appeal decided that the notice was valid. 

ESMA programme can be found HERE. The court ruling can be found HERE.

FCA press release can be found HERE. 

https://news.npcc.police.uk/releases/new-unit-ready-to-help-uk-police-cooperate-with-the-eu-in-event-of-no-deal-exit
https://www.esma.europa.eu/press-news/esma-news/esma-sets-out-2019-priorities-supervisory-convergence
https://www.gov.uk/government/publications/draft-money-laundering-and-transfer-of-funds-information-amendment-eu-exit-regulations-2018/money-laundering-and-transfer-of-funds-information-amendment-eu-exit-regulations-2018-explanatory-information
https://www.bailii.org/ew/cases/EWCA/Civ/2019/51.html
https://www.fca.org.uk/news/press-releases/fca-agrees-mous-esma-and-eu-regulators-allow-cooperation-and-exchange-information
https://www.fca.org.uk/news/press-releases/fca-agrees-mous-esma-and-eu-regulators-allow-cooperation-and-exchange-information
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FATF plenary sees Cambodia subject to monitoring, the 
suspension of counter-measures against Iran extended, 
and a request for comments relating to virtual assets 
The Financial Action Task Force (FATF) 
published the outcomes from its 
plenary meeting held in Paris on 20-22 
February, highlights of which include 
the identification of Cambodia as a 
jurisdiction with strategic AML/CTF 
deficiencies now subject to monitoring; 
the continuation of the suspension 
of counter-measures against Iran; an 
update on action to combat terrorist 
financing; and the publication of 
a request for comments on a new 
interpretive note on adequately 
mitigating the risks from virtual assets. 

In regard to Iran, the FATF welcomes the 
passage of the Anti-Money Laundering 
Act but expresses disappointment that the 
action plan remains outstanding and expects 
Iran to proceed swiftly in the reform path to 
ensure that it addresses all of the remaining 
items by implementing the necessary AML/
CTF reforms. If by June 2019, Iran does 
not enact the remaining legislation in line 
with FATF standards, then the FATF will 
require increased supervisory examination 
for branches and subsidiaries of financial 
institutions based in Iran. 

All jurisdictions must continue to advise 
their financial institutions to apply enhanced 
due diligence with respect to business 
relationships and transactions with Iran, 
consistent with recommendation 19, 
including: (1) obtaining information on the 
reasons for intended transactions; and (2) 
conducting enhanced monitoring of business 
relationships, by increasing the number and 
timing of controls applied, and selecting 
patterns of transactions that need further 
examination.

Recognising the need to adequately mitigate 
the risks associated with virtual asset 

activities, the FATF is setting out more 
detailed implementation requirements 
for effective regulation and supervision/
monitoring of virtual asset services providers. 
FATF has been working on an interpretive 
note to recommendation 15. The text of 
the interpretive note has been finalised, and 
will be formally adopted as part of the FATF 
standards in June. The FATF invites private 
sector entities and others to provide written 
comments on paragraph 7(b) by 26 April. 

The FATF also issued a public statement 
on combatting the financing of terrorism, 
including a public statement on FATF’s current 
actions. The FATF statement highlights the 
changing nature of the threats posed by ISIL, 
AQ and that to help jurisdictions better identify 
and understand the nature of the risks that are 
affecting them, and how they are developing 
over time, the FATF will publish guidance on 
terrorist financing risk assessments in June. 
According to the FATF, the current round of 
assessments of countries implementation of 
the FATF standards has demonstrated that 
significant vulnerabilities remain in countries 
CTF regimes. Nearly two-thirds of countries 
assessed are still not taking effective 
action to investigate and prosecute terrorist 
financing, and 80 percent are not effective in 
relation to targeted financial sanctions. 

At its February plenary, the FATF considered 
new priority actions for combatting CTF, and 
agreed a holistic approach that will extend its 
work to more comprehensively understand 
how TF risks are adapting, enhance efforts 
to improve global implementation of CTF 
standards, and also focus on supporting the 
development of CTF regimes in higher-risk 
regions through its Global Network.

The FATF plenary also saw the mutual 
evaluation reports of China and Finland 

The FATF update on TF can be found HERE.
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discussed. The plenary concluded that 
China has the foundation for a sound 
system to tackle money laundering and 
terrorist financing, but should strengthen 
its financial intelligence unit and use of 
financial intelligence. The plenary concluded 
that Finland’s measures to combat money 
laundering and terrorist financing are 
delivering good results, but that the country 
needs to improve supervision to ensure 
banks and others are properly implementing 
effective controls. The mutual evaluation 
reports are expected to be published by April.

FATF is also consulting on three risk-based 
approach guidance papers for lawyers; 
accountants; and trust and company service 
providers. The consultation runs until 8 April. 

The statement on Iran can be found HERE.

FATF on virtual assets can be found HERE.

The plenary outcomes can be found HERE.

The FATF consultation can be found HERE.

http://www.fatf-gafi.org/publications/methodsandtrends/documents/fatf-action-against-terrorist-financing-feb-2019.html
http://www.fatf-gafi.org/publications/high-riskandnon-cooperativejurisdictions/documents/public-statement-february-2019.html
http://www.fatf-gafi.org/publications/fatfrecommendations/documents/regulation-virtual-assets-interpretive-note.html
http://www.fatf-gafi.org/publications/fatfgeneral/documents/outcomes-plenary-february-2019.html
http://www.fatf-gafi.org/publications/fatfgeneral/documents/public-consultation-guidance-tcsp.html


UK announces 
new UK-EU 
dual-use export 
licence in the 
event of no deal 
The Department for International 
Trade (DIT) published on 1 February 
a new Open General Export licence 
(OGEL): export of dual-use items to 
EU member states, which will need 
to be used for the export of dual-use 
items to EU member states in the 
event that the UK withdraws from the 
EU without a deal.

The government’s technical notice on 
export controls explains that should the 
UK leave the EU without a deal, licences 
will be required to continue exporting dual-
use items to EU member states and the 
Channel Islands. 

Meanwhile, the DIT amended and updated 
on 18 February OGELs to add a software 
control list entry. The OGELs are: software 
and source code for military goods; 
military goods, software and technology; 
and military goods, software and 
technology: government or NATO end use.

Separately, the DIT published a notice 
on 25 January disclosing that over the 
last seven months, HMRC has issued 
compound penalties to three UK exporters 
related to unlicensed exports of dual-use 
goods and export breaches.
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UK sanctions technical note and 
laws rushed through parliament
The UK government published a 
technical notice on sanctions policy if 
there is no Brexit deal on 1 February, 
which aims to minimise disruption 
and ensure a smooth and orderly exit 
in such circumstances.

The guidance states that if the UK leaves 
the EU without a deal, the UK will carry 
over all EU sanctions at the time of 
departure and will implement sanctions 
regimes through new legislation, in the 
form of regulations, under the Sanctions 
and Anti-Money Laundering Act 2018. If 
the UK leaves the EU without a deal, the 
UK government has confirmed that it will 
publish further guidance on sanctions. 
Those seeking information about 
licences or exemptions are advised to 
contact the Office for Financial Sanctions 
Implementation (OFSI) and the Export 
Control Joint Unit. 

On the same day, HM Treasury and the 
UK OFSI published guidance on financial 
sanctions in preparation for the UK’s 
exit from the EU on the basis of a no 

deal. The guidance will go into effect 
when statutory instruments transfer EU 
sanctions into UK law. 

In addition to this, the UK has made 
the Civil Procedure (Amendment) (EU 
Exit) Rules 2019 (SI 2019/147) which 
amend the Civil Procedure Rules 1998 
so that procedures governing “closed 
material procedures” cover challenges to 
sanctions listings decisions under the UK 
Sanctions Act. The new rules come into 
force on 1 March.

A significant amount of UK sanctions 
legislation has been put before 
parliament in the last few weeks 
under the Sanctions and Anti-Money 
Laundering Act, to prepare for the 
possibility of the UK leaving without a 
deal. The proposed legislation will ensure 
that aspects of the financial sanctions 
regimes will continue to be implemented. 

OFAC’s OCE publishes guidance on 
updated data delivery standards 

The press release can be found HERE.

The US Department of Treasury’s 
Office of Foreign Assets Control 
(OFAC) Office of Compliance and 
Enforcement (OCE) published on 
26 February the OCE’s Data Delivery 
Standards Guidance: Preferred 
Practices for Productions to OFAC. 

The OCE’s Data Delivery Standards 
Guidance provides advice regarding 

submissions and technical standards for 
the preferred format in which to submit 
electronic document productions to the 
OCE, including administrative subpoena 
responses, self-disclosures, and other 
documents or reports. 

The updated OGELs can be found HERE.

The Civil Procedure (Amendment) (EU 
Exit) Rules can be found HERE.

The new OGEL can be found HERE.

https://content.govdelivery.com/accounts/USTREAS/bulletins/232a878
https://www.gov.uk/government/publications/notice-to-exporters-201904-software-control-list-entry-added-to-3-military-ogels/notice-to-exporters-201904-software-control-list-entry-added-to-3-military-ogels
http://www.legislation.gov.uk/uksi/2019/147/pdfs/uksi_20190147_en.pdf
https://www.gov.uk/government/publications/notice-to-exporters-201903-new-ogel-published-covering-export-of-dual-use-items-to-eu-member-states/notice-to-exporters-201903-new-ogel-published-covering-export-of-dual-use-items-to-eu-member-states


11

TECHNICAL UPDATES

aperio-intelligence.com FINANCIAL CRIME DIGEST | FEBRUARY 2019

The Financial Action Task Force (FATF) 
published a statement on Brazil on 22 
February in which it notes the passage 
of the terrorist financing law by Brazil’s 
legislature on 20 February, which aims 
to address shortcomings in identifying 
and freezing terrorist assets. 

The legislation will be reviewed for 
compliance with the FATF standards and next 
steps will be determined in June. The FATF 
has repeatedly called for Brazil to take action 
to address several idenitified deficiencies in 
combatting terrorist financing. 

Meanwhile, Brazil’s president Jair Bolsonaro 
also signed the Anti-Crime Bill into law on 
19 February, which includes a package 
of measures to combat corruption and 
organised crime. The Bill, which amends 14 
laws, aims to accelerate the enforcement of 
sentences for those found guilty of corruption 
or involvement in organised crime.

The new measures include changes to 
improve the confiscation of the proceeds 
of crime, amend the concept of criminal 
organisations, and measures to facilitate the 
prosecution of complex crimes.

FATF responds to the passing of a new terrorist financing 
law in Brazil, and anti-crime package signed into law 

UK launches inquiry into approach to autocratic states 

The policies of the UK government 
towards autocratic states are to be 
explored by the Foreign Affairs Select 
Committee in a new inquiry that was 
launched on 11 February, calling for 
written submissions. The Committee’s 
call for submissions to the inquiry, 
includes a request for evidence on what 
the UK can do to restrict illicit flows of 
money to and from autocratic states.

The UK government explains that the 
Committee aims to scrutinise both direct 
foreign policy relationships with autocracies 
and the ways in which autocracies interact 
with the rules based international system. 
The inquiry complements other work being 
undertaken by the Committee, particularly the 
inquiries into sanctions and media freedom.

The Committee is calling for written evidence 
on topics, which include:

• Should the UK and its partners aim 
to influence the domestic regimes of 
autocratic states, including to foster respect 
for the rules based international system, 
strengthen the rule of law and prevent the 
closing of space for civil society? 

• Are autocratic regimes attempting to 
interfere in the domestic affairs of the UK 
and its partners, and if so, in what ways? 

• How should the UK respond to the 
leveraging of energy and resources as a tool 
of geopolitical influence?

• Are autocratic regimes attempting to 
change the rules and institutions that 
underpin international order, and if so, in 
what ways? 

• How successfully is the UK cooperating 
with allies and partners in dealing with the 
challenges posed by autocratic states? 
What are the most effective mechanisms 
for such cooperation? Could, and if so, how, 
will Brexit affect this?

The deadline for written submissions to the 
inquiry is 19 March. 

The FATF has 
repeatedly called for 
Brazil to take action 
to address several 
idenitified deficiencies 
in combatting terrorist 
financing

The press release can be found HERE.

The FATF statement can be found HERE.

https://www.parliament.uk/business/committees/committees-a-z/commons-select/foreign-affairs-committee/news-parliament-2017/autocracy-launch-17-19/
http://www.fatf-gafi.org/publications/methodsandtrends/documents/fatf-statement-brazil-feb-2019.html


Commission negotiating mandates 
for cross-border rules on e-evidence 
The EU Commission proposed 
on 5 February two negotiating 
mandates on cross-border rules to 
obtain electronic evidence, one for 
negotiations with the US and the other 
on the Second Additional Protocol 
to the Council of Europe Budapest 
Convention on Cybercrime.

With the majority of investigations 
requiring access to evidence based online 
and often outside the EU, there is an 
urgent need to equip police and judicial 
authorities with efficient tools fit for 
modern reality, explains the Commission’s 
press release. Regarding the US, the 
negotiating mandate aims to:

• Ensure timely access to e-evidence for 
law enforcement authorities in the EU 
and US by shortening the time period 
for supplying requested data to 10 days 
(currently it takes 10 months);

• Address legal conflicts by setting out 
definitions and types of data covered, 
clarifying legal obligations and ensuring 
reciprocal rights for all parties; and

• Guarantee safeguards on data 
protection and procedural rights in 
respect of fundamental rights and the 
principles of proportionality.

Regarding the Budapest Convention, the 
Commission proposes a mandate to 
participate in negotiations to ensure:

• Compatibility of the Second Additional 
Protocol with EU law, including cross-
border access to e-evidence;

• Enhanced cooperation through more 
effective mutual legal assistance;

• Direct cooperation of law enforcement 
with other jurisdictions; and

• Stronger safeguards for the protection 
of personal data and national practices 
on cross-border access to data.

Both negotiating mandates need to be 
approved by the Council.
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Transparency changes approved to 
European Parliament’s internal rules 
The European Parliament adopted on 
31 January changes to its internal rules 
to operate in a more transparent way, 
which includes changes to the Rules 
of Procedure relating to members’ 
standards of conduct and parliamentary 
questions to the Council of Ministers 
and the European Commission.

To increase transparency, MEPs will be 
required to publish all scheduled meetings 

with interest representatives named on the 
Transparency Register. Other MEPs will 
be encouraged to publish any meetings 
they hold with interest representatives. The 
Parliament’s website will be adapted to 
allow MEPs to publish information on their 
use of the General Expenditure Allowance.

UK publishes 
interim report 
on transparency 
in supply chains 
as part of 
Modern Slavery 
Act review 

The UK government published 
the second interim report on 
transparency in supply chains as 
part of the independent review 
into the Modern Slavery Act on 
22 January, which puts forward 
recommendations to improve the 
quality of company statements on 
modern slavery, such as the removal 
of Section 54(4)(b), which allows 
companies to report they have taken 
no steps to address modern slavery 
in their supply chains.

As part of the review, members were 
invited to provide their views on 
transparency in supply chains. The report 
includes findings and a summary of 
the recommendations, which includes 
measures to improve the quality of 
company statements on modern 
slavery; embed modern slavery reporting 
into business culture; and increase 
transparency. 

The press release can be found HERE. The press release can be found HERE.

The press release can be found HERE.

http://www.europarl.europa.eu/news/en/press-room/20190123IPR24128/ep-approves-more-transparency-and-efficiency-in-its-internal-rules
https://www.gov.uk/government/publications/modern-slavery-act-2015-review-second-interim-report
http://europa.eu/rapid/press-release_IP-19-843_en.htm


EU adapts 
calculation 
methodology 
for financial 
sanctions  
The European Commission set out 
on 20 February how it will adapt its 
calculation method when proposing 
financial sanctions to the Court of 
Justice of the European Union in 
infringement proceedings. 

When calculating the proposed financial 
sanction, in addition to the seriousness 
of the infringement and its duration, the 
Commission takes into account both 
the economic situation of the member 
state, and its institutional weight. In order 
to translate those two elements into a 
number, the Commission has until now 
looked at the gross domestic product 
(GDP) of a member state and the number 
of votes allocated to it in the Council.

In a judgment, the Court of Justice 
considered that the Council voting rules 
could no longer be used for this purpose. 
Since the Commission believes that, in 
addition to relying on the member states’ 
GDP, the institutional weight should 
continue to be taken into account, a new 
method of reflecting that weight was 
needed. For this purpose, the Commission 
will use the number of seats for 
representatives in the Parliament allocated 
to each member state. 

The adapted calculation method will be 
applied from the date the Communication 
is published in the Official Journal.
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ENISA’s threat landscape report
The EU Agency for Network and 
Information Security (ENISA) 
published its Threat Landscape 
Report 2018 on 28 January, which 
identifies the top 15 cybersecurity 
threats in Europe and provides 
recommendations for businesses 
to increase resilience and foster 
improved cybersecurity in 2019. 

Amongst the Report’s findings is that: 

• DoS attacks, and especially DDoS 
attacks, have been used to target 
businesses across sectors. Defending 
against this type of threat has become 
a central challenge for the private sector 
with financial services and governments 
devoting significant resources to the 
issue. Although law enforcement 
activities have challenged this type of 
cyber activity, the Report notes that 
the increase in connected services 
globally and their dependency on the IoT 
increase the threat of DoS attacks. 

• The Report notes that, during 2018, 
botnets were active and used to 
advance various malicious activities. 

For example, the Report finds that 88 
percent of spam was found to have 
originated from botnets and new 
botnets have been developed around 
IoT, social media and online ads. 

• According to the Report, 2018 was 
the year of cryptojacking, which 
appears among the top 15 threats 
for the first time. Cryptojackers use 
a victim’s computer power to “mine” 
cryptocurrencies without consent.

The role of ENISA is set to increase in 
2019 following the adoption of the EU 
Cybersecurity Act, which will introduce 
cybersecurity certification schemes for 
ICT products, services and processes. 

Money Laundering and Transfer of 
Funds (Information) (Amendment) 
(EU Exit) Regulations published

The regulations can be found HERE.

The UK’s Money Laundering and 
Transfer of Funds (Information) 
(Amendment) (EU Exit) Regulations 
2019, were published on 14 February, 
together with an explanatory 
memorandum. 

This statutory instrument has been made to 
address deficiencies in retained EU law in 

relation to anti-money laundering (AML) 
arising from the withdrawal of the UK 
from the European Union, ensuring the 
legislation continues to operate effectively 
at the point at which the UK leaves the EU.

The press release can be found HERE.

The ENISA report can be found HERE.

http://www.legislation.gov.uk/uksi/2019/253/pdfs/uksi_20190253_en.pdf
http://europa.eu/rapid/press-release_IP-19-1288_en.htm
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018
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FINTRAC updates guidance on STRs
The Financial Transaction and Reports 
Analysis Centre of Canada (FINTRAC) 
updated its guidance on the filing of 
suspicious transaction reports (STRs) 
on 17 January. The guidance reflects 
FINTRAC’s increased expectations as to 
certain requirements for filing STRs. 

Highlights of the updated guidance include:

• Threshold of suspicion: An STR must 
be filed with FINTRAC where there are 
“reasonable grounds to suspect” that a 
transaction is related to a money laundering 
or terrorist financing (ML/TF) offence. 

• Identifying a suspicious transaction: 
FINTRAC sheds light on how suspicious 
transactions can be identified. This includes 
an assessment of facts, context, and any 
ML/TF indicators associated with the 
transaction. Based on these factors, the 
reporting entity must consider whether there 
are reasonable grounds to suspect that the 
transaction is related to a ML/TF offence. 

On 7 February, FINTRAC issued a new 
Compliance Framework and Assessment 
Manual, and a revised Administrative 
Monetary Penalties Policy. The purpose 
of the Administrative Monetary Penalties 
programme is to encourage compliance with 
the Proceeds of Crime (Money Laundering) 
and Terrorist Financing Act. The new tools 
provide insight into the assessment process 
of FINTRAC and follows several court rulings 
in which a monetary penalty was struck down 
as FINTRAC was found to have used an 
unpublished formula to assess the amount, 
which raised procedural fairness concerns.

Canada’s Office of the Superintendent of 
Financial Institutions issued an advisory on 
24 January on technology and cyber incident 
reporting, which sets out the obligations of 
financial institutions to report high or critical 
severity technology or cybersecurity incidents.
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Ireland’s new regulation on beneficial 
ownership of trusts enters into force 
Ireland’s Department of Finance 
has published the European Union 
(Anti-Money Laundering: Beneficial 
Ownership of Trusts) Regulations 2019, 
which came into force on 29 January.

The Regulations transpose into Irish 
law Article 31 of the Fourth Anti-Money 
Laundering Directive (4AMLD), which 
requires obligations to be imposed on 
trustees of trusts to identify beneficial 
owners. Trustees are required to take 
“all reasonable steps” to obtain and 
hold “adequate, accurate and current 
information” in respect of the beneficial 
owners of the trust. This information must 

include the name, date of birth, nationality 
and address of each beneficial owner.

The trustee – or manager in the case of 
a collective investment scheme – must 
establish a beneficial ownership register, 
which must contain details of all beneficial 
owners of the trust as well as information 
on the date on which each beneficial owner 
was entered on the register. The register 
must be made available to the Revenue 
Commissioners, Central Bank, Department 
of Finance and other authorities on request.

Commission 
adopts 
delegated 
regulation on 
RTS under 
4AMLD 
The European Commission 
adopted a Delegated Regulation 
on 31 January supplementing 
the Fourth Anti-Money 
Laundering Directive (4AMLD) 
with regard to regulatory 
technical standards (RTS) on the 
minimum action and the type of 
additional measures credit and 
financial institutions must take 
to mitigate money laundering 
and terrorist financing risk in 
certain third countries.

The RTS specify how credit and 
financial institutions should 
manage money laundering and 
terrorist financing risks where a 
third country’s law prevents the 
implementation in their branches 
or majority-owned subsidiaries of 
group-wide policies and procedures 
on anti-money laundering and 
countering the financing of terrorism. 
The Delegated Regulation will now 
be considered by the Council of the 
EU and the European Parliament.

Meanwhile, the EU Parliament Think 
Tank published a briefing paper on 
4 February entitled “Understanding 
money laundering through real estate 
transactions,” which provides an 
update on the progress in addressing 
the misuse of real estate for ML.

The regulation can be found HERE.

FINTRAC’s guidance can be found HERE.

The regulations can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://ec.europa.eu/transparency/regdoc/rep/3/2019/EN/C-2019-646-F1-EN-MAIN-PART-1.PDF
http://www.fintrac-canafe.gc.ca/guidance-directives/transaction-operation/Guide2/2-eng.asp
https://www.finance.gov.ie/wp-content/uploads/2019/01/SI-No.-16-of-2019-European-Union-Anti-Money-Laundering-Beneficial-Ownership-of-Trusts-Regulations-2019.pdf
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EU reaches agreement on closing 
information gaps to increase security 
The European Parliament and the 
Council reached political agreement 
on 5 February on the Commission’s 
proposal to close security gaps by 
making EU information systems 
for security, migration and border 
management interoperable.  

The new tools will allow EU information 
systems to be interoperable. They will:

• Crosscheck existing data with one click: an 
EU search portal will allow border guards 
and police to carry out simultaneous 
checks of identity documents against all EU 
information systems on a single screen;

• Better detect identity fraud: border guards 
and police will be able to better identify 
dangerous criminals thanks to the shared 
biometric matching service, which will use 
fingerprints and facial images to search 
across existing information systems, and 

a common identity repository, which will 
store biographical data of non-EU citizens. 
In addition, a multiple-identity detector will 
cross-check and flag anyone who is using 
fraudulent or multiple identities;

• Improve access for law enforcement: 
law enforcement officers will be able to 
consult EU information databases in a more 
efficient and secure way based on a two-
step approach; and

• Protect fundamental rights: the 
interoperability framework will not change 
the rules on access and purpose limitation 
of the EU’s information systems. 

The two regulations establishing the 
framework for interoperability need be to 
adopted by the Parliament and the Council.  
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FCA warns about investment scams 
following GBP 197 million in losses
The UK’s Financial Conduct Authority 
(FCA) issued a warning on 6 February 
to be vigilant to the threat posed by 
investment scammers, following the 
publication of figures from Action Fraud 
revealing that there were over GBP 197 
million of reported losses in 2018. 

According to data from the FCA call centre, 
the most commonly reported scams 
involved investments in shares and bonds, 
forex and cryptocurrencies by unauthorised 
firms. Together they accounted for 85 
percent of all suspected investment scams 
reported in 2018. The profile of investment 
scams is changing, according to Action 

Fraud, as more people are being targeted 
online, moving away from cold calls. 
Fraudsters are now contacting people 
through emails, websites and social media.

Separately, UK Finance announced on 18 
February that an estimated GBP 94.5 million 
of fraud was prevented in 2018 by the 
Dedicated Card and Payment Crime Unit, 
which is sponsored by the finance industry. 

UK supports 
AI project 
to tackle 
insurance 
fraud
The UK government announced 
support for 40 artificial 
intelligence (AI) and data 
analytics projects on 15 
February, which includes a 
project to develop breakthrough 
AI technology for the anti-
fraud sector to enable the UK 
accountancy, insurance and 
legal services industries to 
transform how they operate.

The AI software, being developed by 
Intelligent Voice Ltd, Strenuus Ltd 
and the University of East London 
will combine AI and voice recognition 
technology to detect and interpret 
emotion and linguistics to assess 
the credibility of insurance claims. 
Insurance fraud cost the UK GBP 
3 billion in 2017. The project is one 
of 40 backed by GBP 13 million in 
government investment to support 
collaborative industry and research 
projects to develop the next-
generation of professional services.

Separately, the International Maritime 
Bureau (IMB) launched on 14 
February a new initiative aimed at 
curbing bills of lading fraud carried 
out by non-vessel owning common 
carriers (NVOCCs). The launch of 
the IMB NVOCC Register aims to 
provide a solution to a business 
problem affecting parties involved in 
international shipping and trade.

The details can be found HERE.

The press release can be found HERE.

The FCA’s warning can be found HERE.

Action Fraud’s figures can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
https://www.gov.uk/government/news/artificial-intelligence-to-tackle-insurance-fraud-and-assess-flood-damage
http://europa.eu/rapid/press-release_IP-19-846_en.htm
https://www.fca.org.uk/news/press-releases/fca-warns-public-investment-scams-over-197-million-reported-losses-2018
https://www.actionfraud.police.uk/news/fca-warns-public-of-investment-scams-as-over-197-million-reported-losses-in-2018


Two months ago, Edoardo Archetta, 
manager of the Italian bistro Bucci 
on 195 Balham High Road in South 
London, a well-known family 
restaurant that opened 33 years ago, 
was jailed on suspicion of money 
laundering. Southwark crown court 
heard evidence that Archetta was 
the linchpin in a money laundering 
scheme operated by the world’s most 
powerful mafia, the ‘Ndrangheta. His 
arrest should come as no surprise: the 
Calabrian mafia is active in a number 
of sectors of the UK economy.  

The ‘Ndrangheta in a nutshell

The Ministry of the Interior of Italy estimates 
the yearly revenue of the ‘Ndrangheta as 
EUR 3.49 billion. With 6,000 active members, 
this makes Calabrian crime families more 
profitable than Dell’s operations in India. This, 
however, is a rather conservative estimate. 
In 2014, the Italian research institute 
Demoskopika published a paper suggesting 
that the ‘Ndrangheta pocketed an average 
of EUR 53 billion per year, of which EUR 24.2 
billion was thought to originate from drug 
trafficking and EUR 2.9 billion from extortion. 

This is no ordinary mafia organisation. The 
‘Ndrangheta originates in Calabria, the “toe” 
of the boot that is Italy, and was originally an 
offshoot of Sicily’s infamous Cosa Nostra. 

The UK must recognise Italy’s ‘Ndrangheta mafia as a 
threat to its integrity and economy
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Its name comes from the Greek andragathía, 
which means heroism, or manly virtue. As 
opposed to other Italian mafia organisations, 
the Calabrian mafia is the only one to be 
based on blood ties. In other words, to be 
a member of the ‘Ndrangheta, you must be 
born into a Calabrian mafia family1.  

That said, the family conscription criteria 
all but curbs the might of the ‘Ndrangheta. 
The blood ties which bind together the 
Calabrian mafia have allowed the mob to 
create solid outposts for operations in the 
north of Italy and the rest of Europe, and to 
come to control as much as 80 percent of 
Europe’s cocaine trade. Outside of Europe, 
the ‘Ndrangheta has developed a strong 

presence in North and South America, 
as well as in Australia. At present, the 
organisation has lucrative relations with a 
number of criminal organisations, including 
the Albanian, the Colombian and the 
Mexican mafia2.  

The ‘Ndrangheta in the UK

Over time, the ‘Ndrangheta has come 
to operate in the UK, too. According to 
a study of the Joint Research Centre 
on Transnational Crime of 2015, Italian 
organised crime groups are active in 
the hospitality, wholesale, gambling, 
construction, and real estate sectors 
across the UK. The Calabrian mafia has 

By Edoardo Fiora
Analyst
Aperio Intelligence

1  https://www.bbc.co.uk/news/world-europe-42794848

2 https://www.cambridge.org/core/journals/international-annals-of-criminology/article/between-local-and-global-the-ndranghetas-drug-trafficking-route/C3996BE6CBABCB974526B2DD9DF8FFC6/core-reader
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also reportedly infiltrated sectors of British 
public administration and economics, using 
local representatives to consolidate and 
grow its influence3. 

Of all cities, London is the one the 
‘Ndrangheta has chosen as its operational 
hub. The capital is home to over 250,000 
Italian nationals, making it, virtually, Italy’s 
fifth largest city. In London, the Fazzari and 
Bellocco families, from the Calabrian city 
of Reggio Calabria, and the Grande Aracri 
clan, from the Calabrian town of Crotone, 
are believed to be laundering large sums of 
money, investing in property and catering, as 
well as trafficking and selling drugs. Recent 
investigations by the Italian law enforcement 
agency Guardia di Finanza have revealed 
that the ‘Ndrangheta relies on London-based 
professional financial enablers to open and 
operate shell companies for the purpose of 
money laundering4.  

Professional enablers are key to the 
infiltration of the Italian mafia in the UK. 
Their circle comprises both individuals 
and businesses that intentionally facilitate 
fraud, acting, in the words of the National 
Crime Agency (NCA), as “vital cogs” in the 
money laundering machine. On the one 
hand, enablers may operate as middlemen, 

or counsels, offering direct administrative 
assistance to crime families by setting up 
and running trustee services on their behalf. 
On the other hand, they may simply and 
purposely fail to comply with reporting and 
regulatory obligations, allowing ‘Ndrangheta-
style organisations to launder their proceeds 
through UK-based companies5.  

Brexit, enforcement and cooperation

This does not appear to be set to change 
with Brexit. In fact, the UK’s exit from 
the European Union could weaken the 
country’s control over transborder criminal 
organisations, including the ‘Ndrangheta. The 
UK has stated on multiple occasions that it 
intends to continue close cooperation with 
the EU and its member states on crime and 
security matters, but uncertainty remains. 
In the event of a no deal, the UK stands to 
lose access to a number of EU security 
frameworks, including Europol and the EU 
arrest warrant regime. In the words of Nicola 
Gratteri, chief prosecutor in the Catanzaro 
province of Calabria, “if the process of the 
UK leaving the EU brings with it a weakening 
of cooperation regarding police and legal 
matters, and of the channels used to 
exchange information on financial and tax 
matters, a situation that is already favourable 
to the mafia could be transformed into a truly 
dangerous scenario.”6 

Brexit is thus an opportunity for the 
‘Ndrangheta. The Economist went as 
far as defining the UK’s exit from the EU 
as the most promising rearrangement 
of the European scene since the fall of 
communism for organised criminals. If, 

for instance, the UK was to leave Europol, 
it would instantly lose access to hundreds 
of readily available records concerning 
dangerous Calabrian mafia families, such 
as the Grande Aracri, the Morabito, and the 
Catrisano. According to Gratteri: “Brexit 
could definitely make a range of tools and 
judicial agreements useless, which now are 
the base of cooperation that, while not easy, 
has led to a good number of successes.”7 

The UK, a future mafia stronghold?

It is possible that the UK could turn into 
the ‘Ndrangheta’s favourite foreign base 
for operations. In the early hours of the 5 
December 2018, hundreds of police across 
Europe executed 90 arrest warrants against 
‘Ndrangheta affiliates in Italy, Germany, 
Belgium and the Netherlands. Though no 
arrests were made in the UK, this operation 
is evidence of the growing influence of the 

It is possible that the 
UK could turn into the 
‘Ndrangheta’s favourite 
foreign base for 
operations

3 https://www.telegraph.co.uk/news/uknews/crime/11046632/Aberdeen-identified-by-EU-researchers-as-stronghold-of-Italian-mafia.html

4 https://www.independent.co.uk/news/uk/crime/unstoppable-spread-of-calabrias-ndrangheta-mafia-sees-outposts-established-in-uk-and-ireland-7876558.html

5 https://www.youtube.com/watch?v=9BZYZDLCD5I

6 https://www.independent.co.uk/news/world/europe/brexit-mafia-italy-money-laundering-nicola-gratteri-organised-crime-financial-london-uk-regulations-a7666171.html

7 https://www.economist.com/britain/2018/01/24/brexit-presents-new-opportunities-for-organised-crime
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‘Ndrangheta in Europe, and should be a 
warning for the UK8. The impact of Brexit, 
the existing influence of the Calabrian 
mafia in the UK, and the country’s need 
to forge renewed international links with 
law enforcement agencies put it at risk of 
growing mafia influence. 

UK authorities are yet to grasp the dangers 
posed by the ‘Ndrangheta. To date, the 
NCA has not listed the Calabrian mafia 
organisation as a priority, nor even as a 
target, but cases like the Archetta’s signal 
that the ‘Ndrangheta is a reality that the UK 
needs to acknowledge and understand. 
Archetta, originally from Puglia, a region in 
the south of Italy, was 41, married, and a 
father of three at the time of his arrest. In 
typical ‘Ndrangheta fashion, he did not strike 
investigators as a criminal, which is why he 
was able to manage his restaurant for 33 
years before getting caught by the NCA. It is 
difficult to estimate how many “Archettas” 

currently operate in the UK, but his case is 
surely not an isolated one. In February 2018, 
five men with alleged links to the ‘Ndrangheta 
were arrested at Farnborough airport while 
attempting to smuggle GBP 50 million worth 
of cocaine from Colombia, which suggests 
that the Calabrian mafia is present, and 
strong, in the UK. 

This is already the case in Germany, a 
country at the mercy of Calabrian mafia 
crime. In 2007, six Italian men, aged between 
16 and 38, were killed in Duisburg, as part 
of a blood feud between the Strangio-Nirta 
and Pelle-Vottari ‘Ndrangheta clans. More 
recently, following operation STIGE of 
the Guardia di Finanza, public prosecutor 
Domenico Guarascio of the anti-mafia 
investigation district office of Catanzaro 
unveiled a system whereby German 
and Italian businessowners must sign 
agreements with the Farao-Marincola clan 
to operate ice cream shops, pizzerias, and 
Italian delicatessens across a number of 
German towns9,10.   

Preventive measures

There is still time for the UK to limit the 
operational space for the ‘Ndrangheta. In 
fact, the country has already taken steps 
to reduce its susceptibility to serious 
organised crime, introducing, for instance, 
unexplained wealth orders (UWO) via the 
Criminal Finances Act 2017. UWOs provide 
British law enforcement agencies with new 
powers to compel individuals suspected 
of involvement in serious crime, and who 
own property valued at least GBP 50,000, 
to explain the source of funds for those 
properties or face a confiscation order. On 

paper, UWOs are thus an effective tool to 
deter ‘Ndrangheta-style operations in the UK 
by denying criminals the ability to enjoy the 
benefits of their crimes. UWOs apply not 
only to assets within the UK, but worldwide. 
However, whether UWOs will be enforced 
against alleged criminals of the ‘Ndrangheta 
or not is yet to be seen11.  

Some effective anti-mafia measures are 
already in place. Account freezing orders, 
for instance, could prove to be a successful 
anti-‘Ndrangheta tool. Introduced in January 
2018, these can be requested by UK 
magistrates, who also have the option to 
turn them down with a forfeiture request. 
Thus far, in London, account freezing orders 
have allowed the Metropolitan Police Service 
(MET) to obtain the freezing of 199 accounts 
containing suspected illicit cash, with a total 
value of GBP 42,327,826. None of these 
sums has been ordered by magistrates to be 
forfeited. This is sign of progress.

It is not too late to stop the ‘Ndrangheta. The 
UK should keep up to date with overseas 
developments on serious organised crime 
and keep on top of how the different mafia 
groups, including those based in the south of 
Italy, are developing. 

Five men with alleged 
links to the ‘Ndrangheta 
were arrested at 
Farnborough airport 
attempting to smuggle 
GBP 50 million worth of 
cocaine from Colombia

8 https://edition.cnn.com/2018/12/08/europe/ndrangheta-mafia-raids-analysis-intl/index.html

9 https://www.dw.com/en/italian-mafia-invests-millions-in-germany/a-2237523

10 https://www.theguardian.com/world/2017/jun/29/mafia-gangs-move-to-germany-as-business-hits-hard-times-in-sicily

11 https://www.independent.co.uk/voices/harrods-16m-mcmafia-law-unexplained-wealth-order-zamira-hajiyeva-a8579021.html



UK industry body techUK published 
a report on 7 February, “The case 
for digital IDs,” which calls on the 
government to create a new policy 
to ensure that the approach to digital 
identities (digital IDs) is better joined up 
across the public and private sectors.  

According to the techUK report, developing a 
new digital ID scheme could save up to GBP 
10 billion in “reduced identity-linked fraud 
and greater operational efficiency,” whilst 
doing nothing could see identity theft grow 
and see an increase in the cost to business 
of complying with economic crime rules, 
such as know-your-customer and anti-money 
laundering requirements.

The new policy, which should facilitate the 
creation of a fully functioning digital identity 
ecosystem, should be underpinned by a 

techUK calls for policy on digital IDs to reduce identity 
fraud and future AML costs   

new framework of standards, which the 
government should seek to develop through 
the evolution of its existing ‘Verify’ scheme, 
states the techUK report.

Under the government’s Verify system, 
individuals using government online services 
can choose a certified ID assurance provider 
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with which to verify their identity. This 
involves answering security questions and 
entering a unique code sent to an individuals’ 
mobile number, email address or issued in a 
call. When using government services online, 
government bodies are then able to rely on 
the third party verifications of individuals’ 
identities. However, the numbers using the 
scheme has fallen short of expectations 
and the government recently announced 
that funding for the scheme will end when 
the contracts with third party ID assurance 
providers expire in 2020. 

The report by techUK also calls for a new 
lawful basis for processing biometric data 
for identity verification and authentication 
to be established in the UK, and for a single 
authority to be designated as responsible for 
digital ID in the UK.

The report by techUK 
also calls for a new 
lawful basis for 
processing biometric 
data for identity 
verification and 
authentication to be 
established in the UK

Bangladesh Bank files lawsuit against Philippines bank
Bangladesh’s central bank has filed a 
lawsuit in the Southern District Court 
of New York against Rizal Commercial 
Banking Corp, seeking damages and 
the return of USD 81 million stolen from 
its account with the Federal Reserve 
Bank of New York in 2016. 

The Federal Reserve Bank of New York and 
Bangladesh Bank issued a joint statement on 
1 February that they are continuing to work 
together to recover the funds stolen from 
Bangladesh Bank in the 2016 cyber fraud 
event and to further the recovery effort, the 
New York Fed and Bangladesh Bank have 
entered into a Resolution and Assistance 
Agreement where the New York Fed will 

provide technical assistance to Bangladesh 
Bank in its litigation, against those who were 
complicit in the fraud, to recover the funds. 

According to the lawsuit, hackers penetrated 
Bangladesh Bank’s computer systems and, 
posing as bank officials, sent dozens of 
payment orders with requests to transfer 
millions of dollars. It is alleged that the 
hackers worked with Filipino co-conspirators, 
including Rizal Commercial Banking Corp 
to receive the transfers. The bank has 
correspondent accounts in New York that 
served as intermediaries to receive the funds, 
the lawsuit said. From there, the money 
was transferred into US dollar accounts in 
the Philippines and then the funds passed 

through a series of transactions before being 
withdrawn from bank accounts and cashed 
out at casinos in the Philippines.

Bangladesh has also pushed for charges 
against those culpable for the theft. One 
of the defendants named in the lawsuit is 
Maia Deguito, the former manager of a Rizal 
Commercial Banking Corp branch, who is 
appealing a conviction for money laundering 
in the Philippines related to the case, 
according to local media reports. 

International payments network SWIFT 
has also reportedly signed an agreement 
with Bangladesh Bank to help it rebuild its 
infrastructure after the hack.



The US Office of the Comptroller 
of the Currency (OCC) announced 
on 22 February a cease and 
desist order against the New 
York (Primary), Chicago, and 
Los Angeles federal branches of 
MUFG Bank Ltd for violating the 
Bank Secrecy Act (BSA) and its 
underlying regulations.

The press release explains that after 
an examination of the branches’ BSA/
Anti-Money Laundering (AML) and 
Office of Foreign Assets Control (OFAC) 
compliance programmes, the OCC 
found the branches’ BSA compliance 
programme had deficiencies, dating 
back to June 2016. The examination 
identified deficiencies in the branches’ 
internal controls, suspicious activity 
monitoring, foreign correspondent due 
diligence programme, trade finance 
monitoring, independent audit, and BSA 
officer staffing functions. The findings 
cite violations of the statutory and 
regulatory requirements to maintain an 
adequate BSA compliance programme, 
file suspicious activity reports, and 
conduct appropriate due diligence on 
foreign correspondent accounts.

The OCC’s order requires the branches 
to take corrective actions to improve 
their BSA/AML compliance programme. 
The branches also continue to operate 
under an OCC consent order, issued in 
2017, requiring actions to improve the 
OFAC compliance programme.

US OCC issues 
cease and 
desist order 
against MUFG 
Bank Ltd

Hong Kong’s Securities and Futures 
Commission (SFC) announced on 
18 February that it has fined Guosen 
Securities (HK) Brokerage Company 
Limited HKD 15.2 million for anti-
money laundering and counter-
terrorist financing failings when 
handling third party fund deposits.

The SFC’s investigation found that 
between November 2014 and December 
2015, Guosen processed 10,000 third 
party deposits totalling HKD 5 billion and 
that: over 100 clients received third party 
deposits that were incommensurate 
with their financial profiles; some third 
party deposits were withdrawn shortly 
after receiving the funds without being 
used for trading; and third parties made 
deposits to client accounts that had no 
apparent relationship with the clients.

Hong Kong issues AML/CTF fine 
and restriction notice to brokers 
concerning certain client assets
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UBS Group AG fined EUR 3.7 billion 
in French tax fraud case
UBS Group AG was fined EUR 3.7 
billion and ordered to pay damages 
of EUR 800 million by a French 
court on 20 February for helping 
wealthy clients in France evade 
paying tax. The French court found 
UBS had illegally laundered the 
proceeds of tax evasion and broken 
laws on soliciting customers. 

The court found the bank guilty of illicit 
solicitation of clients and laundering 
the proceeds of tax fraud. French 
prosecutors had previously told the 
court UBS was “systematic” in its 

support of tax-evading customers and 
that the laundering of proceeds was 
done on an “industrial” scale. The ruling 
follows a seven-year investigation, 
which previously saw UBS reject a EUR 
1.1 billion settlement offer.

The size of the penalty – the largest 
ever issued in France – was likely a 
surprise to UBS, which had only set 
aside USD 640 million for litigation and 
other regulatory matters at its wealth 
management unit. UBS said it has 
consistently contested any wrongdoing 
and will appeal the ruling.

According to the SFC, Guosen failed to 
make enquiries about such third party 
deposits and did not submit suspicious 
transaction reports in a timely manner. 
It also emerged that staff members 
had brought some of the deficiencies 
to the attention of senior management 
as early as 2013. However, no steps 
were taken to ensure that the controls 
on third party deposits were effective.

Separately, the SFC announced on 15 
February that it has issued restriction 
notices to three brokers prohibiting 
them from processing assets held in 
various client accounts that are related 
to the suspected disclosure of false 
or misleading financial information in 
announcements and annual reports of 
a listed company, which were likely to 
induce transactions. 



Chairman of the US House Permanent 
Select Committee on Intelligence, Adam 
Schiff, issued a statement on 6 February 
confirming that the Committee will 
investigate efforts by Russia and other 
foreign entities to influence the US 
political process during and since the 
2016 US election. The Committee will 
also investigate the threat arising from 
any links or coordination between US 
persons and the Russian government 
and/or other foreign entities, including 
any financial or other leverage.

“During the prior Congress, the Committee 
began to pursue credible reports of money 
laundering and financial compromise related 
to the business interests of President Trump, 
his family, and his associates,” said Mr Schiff. 
“The President’s actions and posture towards 
Russia during the campaign, transition, 

US House Intelligence Committee to investigate links 
between Russia and Trump election campaign 

and administration have only heightened 
fears of foreign financial or other leverage 
over President Trump and underscore the 
need to determine whether he or those in 
his Administration have acted in service of 
foreign interests since taking office.”

The lines of inquiry to be pursued by the 
Committee include: whether any foreign actor 
has sought to compromise or holds leverage, 
financial or otherwise, over Donald Trump, 
his family, his business, or his associates; 
and whether president Trump, his family, 
or his associates are or were at any time at 
heightened risk of exploitation, inducement, 
manipulation, pressure, or coercion, or have 
sought to influence US government policy in 
service of foreign interests.

The Committee also plans to develop 
legislation and policy reforms to ensure the 

The Danish Financial Supervisory 
Authority (FSA) published on 13 
February its report on its anti-money 
laundering (AML) inspection of 
Capitolia ApS carried out in 2018. The 
inspection included an analysis of the 
company’s risk assessment, policies, 
procedures and internal controls as well 
as customer knowledge procedures, 
including the monitoring of customers.

The FSA has concluded that the company’s 
risk assessment does not adequately identify 
and assess the inherent risk of it being 

Denmark instructs Capitolia ApS to create AML policy
misused for money laundering, particularly 
regarding the risk of terrorism financing. As a 
result, the FSA has instructed Capitolia ApS to 
revise its risk assessment.

More specifically the company has been 
instructed to prepare an AML policy, as 
currently such a policy does not exist and thus 
the risk framework and strategic objectives 
for preventing money laundering and terrorist 
financing for identified risks has not been set. 

Capitolia ApS has also been instructed to 
revise its procedures so that they are based 
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US government is better positioned to counter 
future efforts to undermine political process 
and national security. 

Meanwhile, Donald Trump’s inaugural 
committee said in a statement that they 
received a subpoena for documents from 
federal prosecutors in New York on 4 
February, who are reportedly investigating 
the group for crimes including conspiracy 
against the US, mail fraud, wire fraud, money 
laundering, inaugural committee disclosure 
violations, and violations of laws prohibiting 
contributions by foreign nations and 
contributions in the name of another person. 

The investigation into the committee – which 
was first reported by the Wall Street Journal 
in December – involves possible financial 
abuses related to more than USD 100 million 
in donations raised for Trump’s inauguration.

on the company’s actual working procedures. 
The company must also ensure that the 
person responsible for AML approves the 
establishment and continuation of business 
relationships with politically exposed persons, 
and their related and close business partners.

The company has been 
instructed to prepare 
an AML policy, as such 
a policy does not exist



The UK’s Financial Conduct 
Authority (FCA) announced on 
5 February that it has fined Paul 
Stephany, a former fund manager 
at Newton Investment Management 
Limited, GBP 32,200 for his 
conduct in relation to an Initial 
Public Offering (IPO) and a placing. 
This is the first time that the FCA 
has fined an asset manager in 
relation to an IPO.  

According to the FCA, on two separate 
occasions, Mr Stephany submitted 
orders as part of a book build for 
shares that were to be quoted on public 
exchanges. Prior to the order books for 
the new shares closing, Mr Stephany 
contacted other fund managers at 
competitor firms and attempted to 
influence them to cap their orders at the 
same price limit as his own orders. 

The FCA found that Mr Stephany’s 
actions risked undermining the integrity 
of the market and the book build by 
trying to use their collective power. As 
such, Mr Stephany was found to have 
failed to observe proper standards of 
market conduct. He was also found 
to have acted without due skill, care 
and diligence by failing to give proper 
consideration to the risks of engaging in 
such communications.

Mark Steward, executive director of 
enforcement and market oversight 
at the FCA, commented: “This matter 
underscores the importance of 
fund managers taking care to avoid 
undermining the proper price formation 
process in both IPOs and placings.”

FCA fines fund 
manager over 
IPO pricing Action Fraud published figures on 

11 February revealing that over GBP 
50 million was lost due to romance 
fraud in the UK in 2018, a 27 percent 
increase on the previous year. The 
US Federal Trade Commission 
(FTC) released its own figures on 12 
February that highlight an increase 
in losses and complaints concerning 
romance fraud. Data released by 
the FTC shows that romance scams 
generated more reported losses 
than any other consumer fraud type 
reported to the FTC in 2018.  

In the UK, in 2018, 4,555 reports of 
romance fraud were made to Action 
Fraud, with the figures showing that the 
average age of a romance fraud victim is 
50 and 63 percent of dating fraud victims 
are female who lose twice as much on 
average than males.

In the US, the number of romance scams 
reported to the FTC has grown from 8,500 
in 2015 to more than 21,000 in 2018, 

The UK and the US see marked 
increase in romance fraud losses 
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Deutsche Bank AG ordered to 
review its correspondence banking 
risk management processes
Germany’s Federal Financial 
Supervisory Authority, BaFin, 
announced on 15 February, that 
it has ordered Deutsche Bank 
AG to review its group-wide risk 
management processes in the area of 
correspondence banking and adjust 
where necessary, to prevent money 
laundering and terrorist financing. 

In order to monitor the implementation 
of this measure, BaFin has expanded the 
mandate of the special representative 
appointed on 21 September 2018 under 
Section 45c (1) in conjunction with 
subsection (2) no. 6 of the German 
Banking Act. The special representative 
is to report on and assess the progress 
made in implementing the order.

while reported losses to these scams 
has more than quadrupled in recent 
years — from USD 33 million in 2015 to 
USD 143 million in 2018. For those who 
said they lost money to a romance scam, 
the median reported loss was USD 2,600, 
with those 70 and over reporting the 
biggest median losses at USD 10,000.

Romance scammers often find their 
victims online through a dating site or 
via social media. The fraudsters create 
phony profiles that often involve the use 
of a stranger’s photo they have found 
online. The goal of these scams is 
usually to gain the victim’s trust and love 
in order to get them to send money.



Danske Bank A/S: DKK 2 billion to be invested in AML, 
EBA and France launch investigations, Estonia orders 
termination of operations, and Swedbank links to scandal 
Danske Bank A/S issued its Annual 
Report on 1 February in which interim 
CEO Jesper Nielsen acknowledged that 
2018 was a challenging year, stating 
that “The serious and demanding issue 
concerning the terminated portfolio 
of non-resident customers in Estonia 
triggered justified criticism from our 
stakeholders and led to a number of 
changes at management level. We 
must use the lessons learned from this 
case to prevent something similar from 
ever happening again.”

The Annual Report 2018 explains that on 
the basis of what has been learnt from the 
Estonia case and a general review of efforts 
and ambitions regarding AML, Danske Bank 
will accelerate AML improvement efforts 
over the next three years through earmarked 
investments of up to DKK 2 billion. Danske 
Bank’s Annual Report sets out the details of 
the Estonia case, the actions taken so far and 
the key events that took place in 2018/2019. 

Prior to this, the Danish Financial Supervision 
Authority (DFSA) published a statement on 
the supervision of Danske Bank in respect 
of the Estonia case on 29 January, which 
proposes 23 initiatives to improve its 
AML supervision and attempts to address 
criticisms of the DFSA in relation to the 
case. The DFSA states that the Estonian 
Financial Services Authority (EFSA) has had 
responsibility for the AML supervision of 
the Estonian branch. The EFSA responded 
by pointing the finger at the DFSA, stating 
that the DFSA was the authority responsible 
for supervising Danske Bank, including its 
branches. So far, the EFSA has relied on the 
DFSA being the lead for AML supervision of 
Danske Bank, reads the statement.

Then on 19 February the EFSA issued a 
statement that Danske Bank must cease 
its activities in Estonia within eight months, 
concluding that the bank should not be 
allowed to operate in Estonia following 
analysis of the internal report into the money 
laundering scandal together with the results 
of onsite inspections at the branch and input 
received from the Estonian FIU. Chairman 
of the Board of the EFSA Kilvar Kessler said 
that the violations by Danske Bank and the 
damage done to the credibility of the Estonian 
financial environment require “unambiguous 
condemnation.” The EFSA will impose a 
penalty of EUR 100,000 per day for breach of 
the order until it has been executed in full, up 
to a maximum of 10 percent of the total net 
turnover of Danske Bank. Danske Bank must 
present an action plan for closing its branch in 
Estonia to the EFSA within 20 days. 

Danske Bank responded stating that the bank 
understands the severity of the case and will 
close down its remaining activities in Estonia. 
Independently of the request, Danske Bank, 
said it will also close down its business in 
Latvia, Lithuania, and Russia.

On 18 February, the European Banking 
Authority (EBA) opened a formal investigation 
into a possible breach of Union law by the 
EFSA and the DFSA in connection with money 
laundering activities linked to Danske Bank. 
The commencement of an investigation 
follows a letter from the Commission calling 
on the EBA to use its powers to examine 
whether there may have been a failure by the 
Estonian and Danish competent authorities to 
comply with their obligations. 

Separately, Danske Bank announced on 
7 February that it has been placed under 
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formal investigation by the Tribunal de 
Grande Instance de Paris in connection with 
an investigation into suspicion of money 
laundering related to its branch in Estonia. 

Danske Bank issued a statement on 21 
February confirming that it has received an 
inquiry from the US Securities and Exchange 
Commission, which is carrying out its own 
investigation into the allegations of money 
laundering, in addition to the ongoing criminal 
investigation being carried out by the US 
Department of Justice. 

Reuters then reported on 20 February 
that Swedish television’s (SVT) Uppdrag 
Granskning investigative programme has 
uncovered documents linking Swedbank AB 
to the money laundering scandal involving 
Danske Bank. At least SEK 40 billion was 
reportedly transferred between accounts 
at Swedbank and Danske in the Baltics 
between 2007 and 2015. The TV programme 
said that transactions by 50 clients should 
have raised red flags at Swedbank as they 
were companies with no visible operations, 
had unknown beneficial owners or were 
represented by people who only provided 
a front for an organisation. Citing a large 
quantity of classified documents detailing 
Danske Bank’s dealings with Swedbank, SVT 
said some of the funds were linked to the 
2007 Russian tax fraud uncovered by Sergei 
Magnitsky. Estonia’s state prosecutor is 
investigating the allegations.

In addition to this, Reuters reported on 4 
February that Deutsche Bank has scaled 
back its role as a correspondent bank due 
to the money laundering scandal, having 
acted as a correspondent bank for Danske 
Bank in Estonia.

Photo: Reuters



US convicts 
six for peso 
exchange ML 
scheme 
The US Department of Justice 
announced on 12 February that 
a federal jury in Texas has found 
four men and two women guilty 
for their roles in a peso exchange 
money laundering scheme. 

Adrian Arciniega-Hernandez, Adriana 
Alejandra Galvan-Constantini, Luis 
Montes-Patino, Ravinder Reddy 
Gudipati, Harsh Jaggi, and Neeru Jaggi, 
were convicted of a money laundering 
conspiracy and Harsh Jaggi and Adrian 
Arcinieg-Hernandez were convicted 
of two counts of money laundering 
and Neeru Jaggi was convicted of one 
count of money laundering. Gudipati 
was convicted of two counts of money 
laundering, two counts of causing a 
business to fail to file a Form 8300, and 
one count of causing a business to 
file a Form 8300 containing a material 
omission and misstatement of facts. 

Arciniega-Hernandez, Galvan-
Constantini, Montes-Patino, Gudipati, 
Harsh Jaggi, and Neeru Jaggi were 
allegedly part of a money laundering 
scheme whereby money derived 
from the sale of drugs in the US were 
laundered through businesses in 
Laredo, in order to return the proceeds 
to Mexican drug dealers. According to 
the evidence at trial, from 2011 through 
2013, Galvan-Constantini, Montes-
Patino and other co-conspirators helped  
move millions of dollars from the sale 
of drugs throughout the US. The US 
currency was moved by couriers and 
then distributed among downtown 
Laredo perfume stores. 
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Gold laundering network disrupted  
Europol announced on 5 February 
that the Gendarmerie Nationale 
(French Gendarmerie) and the 
Guardia di Finanza (Italian Finance 
Corps) targeted suspects across both 
countries on 21 January believed 
to be part of an organised crime 
group behind an international money 
laundering scheme with estimated 
cash flows of between EUR 5 million 
to EUR 7 million per month.

The operation followed a two-year 
investigation looking into money originating 
mainly from drug trafficking and tax 
evasion that was collected by couriers 
in different cities in France, before being 
laundered via two schemes – via the 
Hawala system, allowing the transfer of 
money without any physical transportation 
of cash – and via gold laundering, whereby 
part of the cash was sent to Italy to buy 

gold from business intermediaries. 
The precious metal was then 
transported to France and Spain to be 
exported by sea to Algeria.

Nineteen suspects were arrested and 
authorities in Algeria seized gold with 
a value of EUR 1 million, as a result 
of the coordinated raids, which took 
place in Paris, Ivry-sur-Seine, Bagnolet, 
Montpellier, Marseille, Fréjus, Grenoble 
and Orvault in France, and Florence, 
Arrezzo, Brescia and Rome in Italy. 
Europol supported the investigation by 
facilitating the exchange of information. 

Money laundering investigation 
opened into Flavio Bolsonaro  
Senator Flavio Bolsonaro the son of 
Brazilian president Jair Bolsonaro 
is under investigation by federal 
authorities for money laundering in 
connection to unexplained increases 
in his net worth, Brazil’s prosecutor 
general’s office said on 21 February.

The investigation follows accusations of 
money laundering against Flavio Bolsonaro 
in connection with at least two luxury 
apartments he purchased in Rio de Janeiro. 
A spokeswoman for Flavio Bolsonaro 
said he was innocent of any wrongdoing 
and “is the victim of political persecution 
and repudiates the attempt to ascribe 
wrongdoing and crimes that do not exist.”

Brazil’s Supreme Court rejected an 
appeal by Flavio Bolsonaro to halt a 
separate investigation into suspicious 
payments made into the account of 
his former driver, Fabricio Queiroz. The 
Council for Financial Activities Control 
has identified suspicious deposits into 
Flavio’s bank account and accounts 
belonging to Mr Queiroz.

19 suspects were 
arrested and authorities 
in Algeria seized gold 
worth EUR 1 million

Photo: Reuters



The World Bank announced on 6 
February the five-year debarment 
of Nigeria-based companies, 
Rojoke CNE Services Ltd and CNE 
Environmental & Waste Services 
Ltd, and their owner, Robinson 
Ekenedilichukwu Ojoko, for 
engaging in fraudulent practices 
during the procurement process 
for waste management contracts 
under the State Employment and 
Expenditure for Results Project.

According to the settlement agreement, 
Mr Ojoko was an employee of the Delta 
state government agency in charge 
of implementing the project when 
his companies, Rojoke and CNE, bid 
for two refuse collection contracts 
under the project. The companies 
misrepresented Mr Ojoko’s ownership 
interest in both companies, and Mr 
Ojoko and the companies submitted 
false documents in the process.

The five-year debarments are part of 
a settlement agreement under which 
Mr Ojoko, on behalf of his companies, 
acknowledges responsibility for 
the practices and agrees to meet 
compliance conditions. Mr Ojoko, 
Rojoke and CNE have committed to 
developing an integrity compliance 
programme consistent with the 
principles set out in the World Bank 
Group Integrity Compliance Guidelines. 

Two Nigerian 
companies 
and their owner 
debarred for 
fraudulent 
practices 

The US Department of Justice 
(DOJ) announced on 5 February 
that the former chairman and CEO 
of Inyx Inc, Jack Kachkar, has been 
found guilty for his role in a USD 
100 million scheme to defraud 
Westernbank of Puerto Rico, the 
losses of which triggered events 
leading to the bank’s eventual 
collapse. Mr Kachkar was also 
convicted of a USD 3 million 
scheme to defraud Mellon United 
National Bank of Miami. 

Mr Kachkar caused Westernbank to 
enter into a series of loan agreements 
in exchange for a security interest in 
the assets of Inyx and its subsidiaries, 
upon which Westernbank agreed to 
advance money based on customer 
invoices. Mr Kachkar orchestrated a 
scheme to defraud Westernbank by 
causing Inyx employees to make fake 
customer invoices and made fraudulent 
representations to Westernbank about 
purported repayments from lenders in 

Conviction in fraud scheme that led 
to collapse of Puerto Rican bank
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Senior directors jailed for Benin 
massive ponzi scheme 
Two senior directors of investment 
firm, ICC Services, in Benin were 
jailed for ten years on 7 February 
for defrauding more than 150,000 
people in a Ponzi scheme. Chief 
executive, Guy Aplogan, and 
director-general, Ludovic Dohou, of 
ICC Services, were convicted with 
two other colleagues at a court in 
Porto-Novo and ordered to pay fines 
of XOF 12 million.

The case, which has been described as 
the biggest financial scandal in Benin’s 
history, saw those accused charged 
with conspiracy, defrauding the public 
and practising illegal banking and micro-
finance. The International Monetary Fund 
has estimated that more than 150,000 
people were defrauded of more than XOF 
150 billion. The court has ordered that 
victims may be compensated, via the sale 
of ICC Services assets.

the UK, Norway, Libya and elsewhere 
to lull Westernbank into continuing to 
lend money to Inyx. Mr Kachkar also 
made false representations that he 
had additional collateral, including 
mines in Mexico and Canada worth 
hundreds of millions of dollars, to induce 
Westernbank to lend additional funds.  

In total, Mr Kachkar caused Westernbank 
to lend USD 142 million, based on 
fraudulent customer invoices. Around 
June 2007, Westernbank declared the 
loan in default and ultimately suffered 
losses exceeding USD 100 million on the 
Inyx loans. According to trial evidence, 
these losses later triggered a series 
of events leading to Westernbank’s 
insolvency and ultimate collapse.  

Mr Kachkar also allegedly deposited a 
USD 3 million cheque at Mellon Bank 
from the purported sale of his private 
jet. Mr Kachkar was convicted of eight 
counts of wire fraud affecting a financial 
institution and will be sentenced in April.  



Switzerland 
closes money 
laundering 
investigation 
into Teodorin 
Obiang

Geneva prosecutor’s office 
announced on 7 February that it 
has closed an investigation into 
Teodorin Obiang, the son of the 
president of Equatorial Guinea, over 
suspected money laundering and 
mismanagement of public assets. 

“After analyzing all aspects of its 
investigation, the Geneva Public Ministry 
decided to dismiss the proceedings 
against Teodoro OBIANG and two 
other defendants,” reads the statement 
from the prosecutor’s office. A criminal 
investigation was opened in October 
2016 into Mr Obiang and two others at 
the request of the French authorities. 

Equatorial Guinea has agreed to pay 
CHF 1.3 million to the Canton of Geneva 
to cover the cost of proceedings. 
Vehicles confiscated as part of the 
investigation will also be sold and 
the proceeds allocated to a social 
programme in Equatorial Guinea. The 
escrow of the Ebony Shine yacht, which 
was confiscated in December 2016 in 
the Netherlands, has also been lifted. 
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NGOs send letter to FATF over 
concerns that governments have 
too much sway in evaluations 
The Financial Times reported on 18 
February that three NGOs, Global 
Witness, Corruption Watch and 
Transparency International, have 
written to the Financial Action Task 
Force (FATF) alleging that the global 
standard-setter for rules on money 
laundering and terrorist finance, risks 
undermining its reviews by allowing 
governments too much sway before 
official evaluations are published, 
and by not canvassing independent 
organisations for their appraisals on 
how well a country is doing in the fight 
against dirty money. 

“We are concerned that in the absence 
of consistent engagement with non-
governmental stakeholders and experts, 
the FATF evaluators risk becoming reliant 
on the narrative and facts provided by the 
government under evaluation. The impact 
of this is to undermine the independence 
and quality of these evaluations and enable 
governments to influence the outcome in 
their favour,” reads the letter sent to Marshall 
Billingslea, the current FATF president. 

The Financial Times report states that 
the NGOs allege that private sector 
criticism of UK regulators was removed 
from a draft report submitted to the 
FATF’s plenary and that the task force’s 
recommendations were watered down. 
The allegations come two months after 
the UK received a better than expected 
evaluation from FATF.

The NGOs allege 
that private-sector 
criticism of UK 
regulators was 
removed from 
a draft report 
submitted to the 
FATF’s plenary and 
that the task force’s 
recommendations 
were watered down

Photo: Washington Post

South Africa’s wealthiest preacher 
arrested for money laundering 
South Africa’s wealthiest preacher, 
Shepherd Bushiri, appeared in court 
in Pretoria on 4 February charged 
with money laundering, fraud and 
contravention of the Prevention of 
Organised Crime Act (POCA), over 
allegations that he took cash out of 
South Africa in his private jet.

Mr Bushiri, who has reportedly amassed 
a personal fortune equivalent to GBP 
120 million since he established 
Enlightened Christian Gathering 
churches across Africa, appeared in 
court with his wife, Mary, following their 
arrest at a hotel in Johannesburg.



Sir Donald Brydon, chair of the 
independent review of the quality 
and effectiveness of the UK audit 
market launched in December, gave 
evidence to the Business, Energy 
and Industrial Strategy Committee’s 
inquiry on the Future of Audit on 
4 February, in which he confirmed 
that he will look into the extent to 
which auditors should be expected 
to detect fraud as part of the 
independent review. 

Mr Brydon stated before the Committee 
that “If there is material fraud, there is no 
doubt that that falls inside the auditor’s 
scope, because otherwise they cannot 
say the accounts are fair, reasonable 
and balanced.” The question to Mr 
Brydon followed evidence provided by 
Bill Michael, the UK chairman and senior 
partner of KPMG, who had stated that 
in connection with fraud, there is an 
obligation under auditing standards, but 
that auditor’s “are not responsible for 
the material detection of fraud.” Stephen 
Kerr, a member of the Committee 
expressed concern that “some of our 
top auditors do not feel it is part of their 
remit to be looking for fraud.” 

When asked whether he will be looking 
to see whether audits can go further in 
detecting material fraud as part of the 
independent review, Mr Brydon stated, “I 
do not know the answer to your question 
yet, because I want to talk to all the 
people involved, users and producers, 
to see what is possible, and then I will 
make some recommendations. Is the 
subject on the agenda? Yes.” 

Chair of the UK 
audit review to 
look into the 
issue of fraud 

Russian authorities detained six 
people on 14 February over alleged 
fraud involving the private equity 
group Baring Vostok, including the 
fund’s founder, Michael Calvey. 
Prosecutors allege that Mr Calvey 
and his associates embezzled USD 
37.7 million from Vostochny Bank, 
in which Baring Vostok holds a 52.5 
percent stake.

Mr Calvey was arrested alongside Baring 
partners Vagan Abgaryan, Phillipe Delpal 
and Ivan Zyuzin. Also arrested were Maxim 
Vladimirov, who runs a debt collection 
firm that Mr Calvey is accused of using to 
perpetrate the alleged fraud, and Alexei 
Kordichev, former CEO of Vostochny Bank.

Mr Calvey has called the charges baseless, 
and says they are due to a conflict 
with two minority shareholders, Artem 
Avetisyan and Sherzod Yusupov, whom 
Baring Vostok accuses of fraudulently 
withdrawing assets from a bank ahead of 
a merger with Vostochny in 2017.  

Russia arrests founder of Baring 
Vostok over alleged fraud 
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Royal Bank of Canada ordered to 
pay compensation to whistleblower 
An employment tribunal in London 
ordered on 1 February Royal Bank 
of Canada (RBC) to pay GBP 1.2 
million in compensation to former 
head of emerging markets currency 
trading in London, John Banerjee, 
who was fired in 2016 after blowing 
the whistle on compliance failings 
at the bank’s London office.

Mr Banerjee won his unfair dismissal 
case against RBC in July 2018 and UK 

employment judge Mr J Tayler has now 
ruled that the bank should pay Mr Banerjee 
compensation for his loss of earnings.

Meanwhile, former Barclays foreign 
exchange trader, David Fotheringhame, 
was awarded nearly GBP 1 million 
in compensation in late January. Mr 
Fotheringhame lost his job in 2016 after a 
settlement with the New York DFS identified 
him as a key player in the “last look” trading 
probe and ordered his dismissal.  

In an letter published on its website 
on 25 February, Baring Vostok asked 
Russia’s president Vladimir Putin “to take 
the criminal case under your personal 
control to ensure a full, independent 
and objective investigation” against Mr 
Calvey, three Baring employees and two 
other defendants. 

The US Embassy issued a statement 
on 21 February, stating that seven days 
after his detention, the US Embassy still 
has not received permission from Russia 
to visit Mr Calvey, contrary to Russia’s 
obligations under the Bilateral Consular 
Convention that requires consular 
access within four days.  

Photo: Financial Times



SEC charges 
former senior 
attorney with 
insider trading 
The US Securities and Exchange 
Commission (SEC) filed insider 
trading charges on 13 February 
against former senior attorney 
at Apple, Gene Daniel Levoff, 
whose duties included executing 
the company’s insider trading 
compliance efforts.    

The SEC’s complaint alleges that 
Mr Levoff, who previously served as 
Apple’s global head of corporate law 
and corporate secretary, received 
confidential information about Apple’s 
quarterly earnings announcements in his 
role on a committee of senior executives 
who reviewed the company’s draft 
earnings materials prior to their public 
dissemination. Mr Levoff then traded 
Apple securities ahead of three quarterly 
earnings announcements in 2015 and 
2016. The SEC’s complaint alleges that 
Levoff was responsible for securities 
laws compliance at Apple, including 
compliance with insider trading laws. 

The SEC’s complaint, filed in federal 
District Court in Newark, New Jersey, 
charges Levoff with fraud. In a parallel 
action, the US Attorney’s Office for the 
District of New Jersey also announced 
criminal charges against Mr Levoff for 
securities fraud.
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Standard Chartered fined USD 40 
million after forex rigging probe
The New York Department of Financial 
Services (DFS) announced on 29 
January that it has fined Standard 
Chartered Bank USD 40 million for 
attempting to rig transactions in 
foreign exchange markets between 
2007 and 2013. The consent 
order marks the last in a series of 
DFS consent orders following an 
investigation into manipulation in the 
foreign exchange markets. 

The investigation by DFS, and internal 
review by the bank, found that traders 
used a range of illegal tactics to maximise 
profits or minimise losses at the expense 
of the bank’s customers or customers 
at other banks. Under the consent order, 
Standard Chartered admitted that it failed to 
implement effective controls over its foreign 
exchange business, which is conducted in 
London and at its New York branch.

According to the DFS, between 2007 
and 2013, traders based in New York 
and elsewhere joined traders at other 
locations in a chat room called “Old 
Gits.” The chat room was formed so 
they could coordinate trading, share 
confidential information and otherwise 
affect foreign exchange prices. DFS 
also found that Standard Chartered’s 
management failed to effectively 
supervise the bank’s foreign exchange 
business and ensure compliance with 
rules, regulations and laws. 

Under the consent order, Standard 
Chartered is obligated to submit 
enhanced written internal controls and 
compliance programmes acceptable to 
the DFS, improve its risk management 
programme, and establish an enhanced 
internal audit programme. 

US court approves settlement in 
Barclays dark pool class action suit
An order preliminarily approving the 
proposed USD 27 million settlement 
in a dark pool class action suit against 
Barclays plc, its US subsidiary Barclays 
Capital Inc and former head of equities 
electronic trading at Barclays Capital, 
was signed in a New York Southern 
District Court on 4 February. 

The case concerns allegations that 
Barclays issued misstatements concerning 
the operation of its dark pool, known as 
Barclays’ Liquidity Cross or LX, specifically 
that Barclays misled investors by touting 
LX as a safe trading venue and failed to 

disclose that it did not effectively protect 
LX clients from predatory trading. 
The class action suit followed the 
New York State Office of the Attorney 
General’s commencement of a lawsuit 
in June 2014 against Barclays over 
misrepresentations regarding LX. 

The settlement is subject to a hearing 
to be held in May to determine amongst 
other things whether the proposed 
settlement of the litigation is fair, 
whether it should be approved by the 
court, and the compensatory awards 
granted to the class representatives.

Criminal charges 
against Mr Levoff for 
securities fraud have 
also been announced



Wirecard fraud allegations instigate 
legal action against the FT
Wirecard issued a statement on 8 
February following the publication 
of several articles in the Financial 
Times alleging that a senior 
Wirecard executive in Singapore was 
suspended last year over suspected 
forged and backdated contracts. 
Wirecard stated that it is taking 
legal action against the Financial 
Times due to “highly confidential 
documents from a compliance 
audit” having been used as the basis 
for “defamatory media coverage.”

An internal presentation described 
potentially fraudulent money flows at 
Wirecard, the Financial Times reported 
on 30 January. Titled “Project Tiger 
Summary,” the presentation outlined 
potential violations of Singapore law, 
including falsification of accounts and 
money laundering.  
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Mourinho 
fined for tax 
fraud 
Former Manchester United 
manager, José Mourinho, agreed 
to pay EUR 2.2 million in fines and 
was given a one-year suspended 
prison sentence by Madrid’s 
provincial court on 5 February after 
admitting engaging in tax fraud 
whilst the manager of Real Madrid.

Mr Mourinho’s plea deal concerns 
charges that he had defrauded the 
Spanish tax authorities of EUR 3.3 
million by failing to declare revenues 
from image rights. Prosecutors also 
accused Mr Mourinho of using offshore 
companies in Ireland, the BVI and New 
Zealand to conceal his earnings while 
resident in Spain. Mr Mourinho will 
pay EUR 1.9 million plus EUR 121,764 
in interest, and EUR 182,500 fine in 
exchange for avoiding going to prison. 

US indictment against online organised crime ring
The US Department of Justice 
announced on 7 February, that 20 
people, including 16 foreign nationals, 
have been charged for their roles in an 
international organised crime group 
that defrauded US citizens of millions of 
dollars through online auction fraud.

According to unsealed court documents, on 
5 July 2018, a federal grand jury in Lexington 
returned a 24-count indictment charging 
15 foreign nationals with RICO conspiracy, 
wire fraud conspiracy, money laundering 
conspiracy, and aggravated identity theft. 
More recently, on 6 February, the same court 
returned an 11-count indictment charging 
an additional foreign national and four 

Americans for their roles in the criminal 
enterprise. In all, 15 Romanian nationals and 
one Bulgarian national were charged in the 
two indictments. 

The indictment alleges that the defendants 
participated in a criminal conspiracy primarily 
located in Alexandria, Romania that engaged 
in a large-scale scheme of online auction 
fraud. Specifically, Romania-based members 
of the conspiracy and their associates 
posted false advertisements to popular 
online auction and sales websites for high-
cost goods that did not actually exist. The 
members of the conspiracy are alleged to 
have created fictitious online accounts to post 
the ads and communicate with victims, often 

using the stolen identities of US citizens to do 
so. They are alleged to have delivered invoices 
to the victims bearing trademarks of reputable 
companies to make the transactions appear 
legitimate. Once payment had been made, 
the indictment alleges that the conspiracy 
engaged in a money laundering scheme 
wherein domestic associates would convert 
the funds to cryptocurrency, and transfer 
proceeds in the form of cryptocurrency to 
foreign-based associates. Foreign-based 
money launderers, including Vlad-Călin Nistor, 
who owns Coinflux Services SRL, and Rossen 
Iossifov, who owns R G Coins, allegedly then 
exchanged cryptocurrency into local fiat 
currency on behalf of the Romania-based 
members of the conspiracy.

According to Wirecard’s statement, 
the documents at issue date from 
the beginning of May 2018 when an 
internal investigation was initiated at the 
company. Since then, the allegations 
have also been investigated by law 
firm Rajah & Tann. Neither the internal 
investigation, nor the investigation by 
Rajah & Tann has found any evidence 
confirming the allegations made, 
explained Wirecard. 

Reuters reported on 31 January that 
German prosecutors have launched 
a preliminary investigation over 
potential market manipulation relating 
to Wirecard. BaFin issued a General 
Administrative Act on 18 February 
prohibiting the establishment of net 
short positions in shares of Wirecard 
AG and increases in existing net short 
positions until 18 April. 



According to a new United Nations 
report to the Security Council on 11 
February, ISIL is still a global threat, 
despite evolving into a “covert” 
terrorism network, with countries 
continuing to face challenges from 
the growth of violent extremism.

The head of the Counter-Terrorism 
Committee Executive Directorate, 
Michele Coninsx, highlighted the 
challenges faced by EU member states, 
which includes ISIL’s ability to exploit 
new technologies and find innovative 
ways to finance itself and find new 
recruits. Ms Coninsx noted the risks 
linked to anonymous technologies 
like blockchain and cryptocurrencies, 
and other internet-based ways of 
avoiding detection. According to the 
press release, UN analysis shows that 
EU member states continue to face 
tremendous challenges across the 
world in tackling the threats posed by 
ISIL, with the threat level continuing 
to expand. Training camps have been 
identified in Afghanistan, and in South-
East Asia, where women and youths 
are increasingly mobilised for terrorist 
operations across the region. 

In terms of ISIL’s financial strength, the 
report notes that despite some loss 
of revenue due to territorial setbacks, 
ISIL could sustain its operations 
through accessible reserves, in cash or 
investment in businesses, ranging from 
between USD 50 and USD 300 million. 
ISIL cells are also generating revenue 
through criminal activities.

UN highlights 
ISIL’s ability to 
find new ways 
to finance itself 

Executive director of the UN Office 
on Drugs and Crime (UNODC), Yury 
Fedotov, warned the Security Council 
on 5 February, at the Council’s first-
ever debate targeting the global 
challenge of transnational maritime 
crime, that international maritime 
crime is becoming “increasingly 
sophisticated” as criminal groups 
exploit jurisdiction and enforcement 
challenges on the high seas. 

Mr Fedotov highlighted the root causes of 
transnational organised crime at sea and 
the links between terrorism, piracy and 
illegal trafficking. “Maritime crime by its 
nature involves vessels, cargoes, crews, 
victims and illicit money flows from many 
regions,” he said, adding that UNODC’s 
counter-piracy programme grew from its 
success off the coast of Somalia, which 
has been plagued by high seas crimes.

Through public/private cooperation, 
UNODC has made advancements through 
the Indian Ocean Forum on Maritime 

The UN discusses the challenge 
of transnational maritime crime
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Rabobank reportedly fined by the 
Dutch central bank for AML failings 
According to local media reports 
on 12 February, the Dutch central 
bank fined Rabobank over EUR 1 
million in September for not having 
its customer files in order, and 
failing to perform adequate checks 
on criminal money flows, Rabobank 
confirmed to the Volkskrant.

The fine reportedly applies to 
violations up to and including 2016, 

which include that information was 
missing from Rabobank’s customer files. 
For example, the bank did not always 
know what the ownership structure of a 
corporate client looked like, putting the 
bank at risk of unintentionally facilitating 
money laundering or other illegal activities. 
Rabobank confirmed the fine to Volkskrant 
but stressed that the failings were not 
comparable to the settlement with ING for 
facilitating money laundering.  

Crime, commented Mr Fedotov, which 
coordinates the response to heroin 
and charcoal smuggling that is funding 
terrorist groups and the Contact Group 
on Maritime Crime in the Sulu and 
Celebes Sea. The agency is working to 
secure the container trade supply chain; 
and is combatting terrorism, human 
trafficking and migrant smuggling, 
wildlife and fisheries crime, firearms 
trafficking and emerging crimes.

Separately, the UN Security Council 
discussed the activities of mercenaries 
as a source of destabilisation in Africa at 
a meeting on 4 February. 



RUSI report on 
driving change 
in the UK’s post-
FATF evaluation 
regime  
The Royal United Services Institute 
(RUSI) published a report on 19 
February entitled “No rest for the 
wicked: Driving change in the 
UK’s post-FATF evaluation AML 
regime,” which puts forward twelve 
recommendations for policymakers 
on mitigating money laundering 
and terrorism financing risks. 

The report examines specific elements 
of the UK’s AML response and seeks to 
challenge the intimation that the UK AML 
regime can be judged largely effective in 
real terms as the 2018 mutual evaluation 
report (MER) appears to suggest. On this 
basis, the report aims to focus post-
evaluation efforts by making a series of 
recommendations for the government’s 
AML efforts in the post-MER policy cycle.

RUSI also published a briefing paper 
on 11 February entitled “The scale of 
money laundering in the UK: Too big 
to measure?” which reports on how 
policymakers and researchers can gain 
a better understanding of the scale 
of money laundering in the UK than is 
currently available. 

RUSI also published a policy paper 
on 7 February entitled “Public-private 
collaboration to counter the use of 
the internet for terrorist purposes: 
What can be learnt from efforts on 
terrorist financing?” which puts forward 
recommendations from lessons learnt 
from combatting terrorist financing. 
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FCA fines three asset management 
firms for competition law breaches 
The UK’s Financial Conduct Authority 
(FCA) issued a decision on 21 
February, which finds that three asset 
management firms, Hargreave Hale 
Ltd, Newton Investment Management 
Limited and River and Mercantile 
Asset Management LLP (RAMAM), 
breached competition law. This is the 
FCA’s first formal decision under its 
competition enforcement powers.

The FCA’s press release explains that the 
infringements consisted of the sharing of 
strategic information, on a bilateral basis, 
between competing asset management 
firms during one initial public offering 
and one placing, shortly before the share 
prices were set. The firms disclosed and/
or accepted otherwise confidential bidding 
intentions, in the form of the price they were 
willing to pay and sometimes the volume 

they wished to acquire. This allowed 
one firm to know another’s plans during 
the IPO or placing process when they 
should have been competing for shares.

The FCA has fined Hargreave Hale GBP 
306,300 and RAMAM GBP 108,600, 
Newton did not receive a fine because 
it was given immunity under the 
competition leniency programme.

BT executives knew of accounting 
fraud at Italian unit, reports Reuters 
Reuters reported on 13 February 
that a preliminary investigation into 
an accounting scandal at the Italian 
unit of BT has alleged that three top 
executives of the group were aware 
of bookkeeping fraud at the unit, 
according to a document prepared by 
Italian prosecutors.

The document alleges that a network of 
people in BT Italy exaggerated revenues, 
faked contract renewals and invoices and 
invented bogus supplier transactions in 
order to meet bonus targets and disguise 
the unit’s true financial performance. The 

closing of the preliminary probe is the 
final step before prosecutors press 
charges against the suspects. 

According to Reuters, prosecutors name 
Luis Alvarez and Richard Cameron, 
former chief executive and former CFO 
of BT Global Services and Corrado 
Sciolla, formerly BT’s head of continental 
Europe, among 23 suspects. They are 
accused of setting unrealistically high 
business targets and complicity in false 
accounting. An Italian partner of BT’s 
auditor, PricewaterhouseCoopers, is 
also under investigation.

The infringements 
consisted of the 
sharing of strategic 
information between 
competing firms 
during one IPO and 
one placing 



TECHNICAL UPDATES

Sinaloa Cartel leader, Joaquín “El Chapo” Guzmán, 
convicted of running a criminal enterprise
Joaquín “El Chapo” Guzmán was 
convicted on 12 February by a federal 
jury in Brooklyn of being a principal 
operator of a criminal enterprise – the 
Mexican organised crime syndicate 
known as the Sinaloa Cartel – a 
charge that includes 26 drug-related 
violations and murder conspiracy. 
Guzmán was convicted of all 10 counts 
of a superseding indictment, including 
narcotics trafficking and participating in 
a money laundering conspiracy. 

The three-month trial, with testimony 
from more than 50 witnesses, offered an 
unprecedented look at the inner workings 
of the Sinaloa Cartel. The evidence included 
testimony from 14 cooperating witnesses, 
which included an engineer who set up 
an encrypted phone system for Guzmán. 
Guzmán oversaw the smuggling of narcotics 
to wholesale distributors in the US and 
the billions of dollars generated from drug 
sales was then transported back to Mexico. 
Guzmán also used “sicarios,” or hit men, 
who carried out acts of violence in Mexico to 
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enforce Sinaloa’s control of territories and to 
eliminate threats to the Sinaloa Cartel.

According to the DOJ’s press release, the 
evidence presented at trial demonstrated that 
to further the interests of the Sinaloa Cartel, 
Guzmán and his organisation took advantage 
of a vast network of corrupt government 
officials. These corrupt officials assisted 
Guzmán and his organisation in exchange 
for bribery payments. For example, according 
to the testimony of several witnesses, in 
many instances, Guzmán and his workers 
were warned of pending law enforcement 
operations which allowed Guzmán to avoid 
capture on multiple occasions.  

Guzmán allegedly used various methods to 
launder the proceeds of crime including bulk 
cash smuggling from the US to Mexico. In 
addition to the bulk cash smuggling, Guzmán 
allegedly oversaw shell companies, including 
a juice company and a fish flour company to 
launder the cartel’s trafficking proceeds.

When sentenced, which is scheduled for 
25 June, Guzmán faces a mandatory life 
sentence for leading a continuing criminal 
enterprise, and a sentence of up to life 
imprisonment on the seven drug counts. 
After the verdict, the government will seek 
a forfeiture money judgment for billions of 
dollars of drug trafficking proceeds.

Separately, the DOJ announced on 21 
February the unsealing of an indictment 
against Joaquin Guzmán Lopez and 
Ovidio Guzmán Lopez, charging them 
with conspiracy to distribute cocaine, 
methamphetamine, and marijuana for 
importation into the US. The  Guzmán Lopez 
brothers, believed to currently reside in 
Mexico, are the sons of Joaquín Guzmán . 

Micronesian official charged in foreign bribery scheme
The US Department of Justice 
announced on 12 February the 
unsealing of charges against a 
Micronesian government official, 
Master Halbert, for his alleged 
participation in a money laundering 
scheme involving bribes made to 
corruptly secure engineering and 
project management contracts from the 
government of the Federated States of 
Micronesia (FSM). 

Mr Halbert was charged in a criminal 
complaint filed in the District of Hawaii with 
one count of conspiracy to commit money 
laundering. According to the complaint, 
Mr Halbert was a government official in 
the FSM Department of Transportation, 
Communications and Infrastructure who 
administered FSM’s aviation programmes, 
including the management of its airports. 
The complaint alleges that between 2006 
and 2016, a Hawaii-based engineering 

and consulting company owned by Frank 
James Lyon paid bribes to FSM officials, 
including Mr Halbert, to obtain and retain 
contracts with the FSM government valued 
at approximately USD 8 million.  

In a related matter, on 22 January, Mr Lyon 
pleaded guilty for his role in a scheme to, 
among other things, bribe Micronesian 
officials, including Mr Halbert, in violation of 
the US Foreign Corrupt Practices Act.  

Guzmán allegedly used 
various methods to 
launder the proceeds 
of crime including bulk 
cash smuggling from 
the US to Mexico



Government 
sued over 
“secretive” 
procurement 
process

The BBC reported on 12 February 
that the UK government is being 
sued for its decision to charter 
firms to run extra ferries, including 
one with no ships, in the event of 
a no deal Brexit. According to the 
report, Channel Tunnel operator 
Eurotunnel, said the contracts 
were decided in a “secretive and 
flawed procurement process.”

At a High Court hearing in London, 
Eurotunnel claimed the government 
contracts, announced on 29 
December, were awarded without any 
public notice. A four-day trial will begin 
on 1 March. Three suppliers were 
awarded a total of GBP 102.9 million, 
aimed at easing congestion at Dover 
in the event of a no deal Brexit: GBP 
46.6 million to Brittany Ferries; GBP 
42.5 million to DFDS; and GBP 13.8 
million to Seaborne Freight. 

The decision to award a contract to 
Seaborne Freight, which had no ships 
and had never run a ferry service, 
has been heavily criticised. Seaborne 
Freight had its contract terminated 
on 9 February by the Department for 
Transport after its funding fell through. 
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Former Petrofac executive pleads 
guilty to eleven counts of bribery 
The former global head of sales for 
Petrofac International Limited, David 
Lufkin, pleaded guilty on 6 February 
to UK Bribery Act violations relating to 
over USD 50 million in bribes involving 
projects in Iraq and Saudi Arabia, the 
UK’s Serious Fraud Office (SFO) has 
announced. 

Mr Lufkin pleaded guilty in a UK court to 
eleven counts of bribery under sections 
1(1) and 1(2) of the Bribery Act 2010. The 
offences relate to the making of corrupt 
offers to influence the award of contracts 
worth in excess of USD 730 million in Iraq 
and USD 3.5 billion in Saudi Arabia.

The SFO opened its investigation into 
Petrofac in May 2017, which was related to 
the ongoing investigation into the activities 
of Unaoil. According to the SFO, Petrofac 
paid agents USD 4 million in 2012 to win 
oil and gas-related contracts in Iraq and 
regarding Saudi Arabia Petrofac paid agents 
USD 45 million between July 2012 and 

November 2015. Petrofac also made more 
bribe offers to its agents in Saudi Arabia 
and Iraq, but the offers were rejected. 

The SFO’s investigation into Petrofac’s 
use of agents in multiple jurisdictions, 
including Iraq and Saudi Arabia, is ongoing. 
Following Mr Lufkin’s guilty plea, litigation 
funder Innsworth announced that they are 
getting ready to launch a lawsuit on behalf 
of institutional shareholders who say they 
have suffered significant losses on their 
investments in Petrofac due to allegations 
of bribery and corruption at the company.

Barbadian insurance company execs 
charged with laundering bribes 
The US Department of Justice 
announced on 28 January that the 
former chief executive officer and 
senior vice president of Insurance 
Corporation of Barbados Limited 
(ICBL), have been charged with 
laundering bribes to the former 
minister of industry of Barbados 
in exchange for his assistance in 
securing government contracts for 
the company.  

Ingrid Innes and Alex Tasker were charged 
with conspiracy to launder money and 
money laundering. It is alleged Innes and 
Tasker, took part in a scheme to launder USD 
36,000 in bribes that they paid to a member 
of the parliament of Barbados who was 
also the minister of industry, international 
business, commerce and small business 
development of Barbados. In exchange, the 
minister leveraged his position to enable 
ICBL to obtain two government contracts.  

The offences relate to the 
making of corrupt offers 
to influence the award of 
contracts worth in excess 
of USD 730 million in Iraq 
and USD 3.5 billion in 
Saudi Arabia



The US Federal Reserve Board (FSB) 
announced on 21 February that it has 
permanently barred a former managing 
director of a J.P. Morgan Chase & Co. 
subsidiary, Timothy Fletcher, from the 
banking industry over his involvement 
in a referral hiring programme that 
violated US anti-bribery law. 

US Federal Reserve Board permanently bars former employee of J.P. 
Morgan Chase & Co employee over referral hiring scheme

Mr Fletcher oversaw a programme at J.P. 
Morgan’s Asia-Pacific region investment 
bank that offered employment 
opportunities. People referred by foreign 
government officials and clients were 
offered employment opportunities in 
exchange for winning business for the 
company, according to the FSB’s order. 
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The Securities Commission (SC) 
Malaysia announced on 30 January that 
it has imposed penalties on Deloitte PLT 
for breaches relating to an Islamic bond 
programme issued by a unit of scandal 
hit state investment fund 1Malaysia 
Development Berhad (1MDB). The four 
breaches relate to the MYR 2.4 billion 
Sukuk Murabahah Programme issued 
by Bandar Malaysia Sdn Bhd (BMSB).

Deloitte was the statutory auditor for BMSB 
and 1MDB Real Estate Sdn Bhd (1MDB RE) 
for the financial years ending 31 March 
2015 and 2016. 1MDB RE, now known as 
TRX City Sdn Bhd, was one of the third party 
security providers of the Sukuk Murabahah 
Programme and the immediate holding 
company of BMSB. 1MDB is the holding 
company of 1MDB RE and BMSB.

According to the SC, Deloitte failed to 
discharge its statutory obligation despite 
discovering irregularities when auditing the 
programme issued by BMSB, as such the 
SC has fined Deloitte MYR 2.2 million for 
committing two breaches of the Capital 
Markets and Services Act 2007, for failure to 
immediately report to the SC irregularities, 

which may have had a material effect on the 
ability of BMSB to fulfil its obligations under 
the Sukuk Murabahah Programme. 

Meanwhile, Malaysian prosecutors filed 
charges and issued an arrest warrant in 
absentia on 21 February against the former 
media adviser to Malaysia’s former prime 
minister, Najib Razak, relating to the 1MDB 
scandal. Paul Stadlen, a British national, has 
been accused of laundering MYR 14.3 million 
that was derived from illegal activities and 
placed in a client account at a law firm linked 
to Mr Najib and led by Hafarizam Harun. 
The charges allege that Mr Stadlen ordered 
the transfer of funds to individuals and 
firms between June 2014 and August 2015. 
Prosecutors have also filed money laundering 
charges against Mr Hafarizam, accusing him 
of helping deposit three cheques in Mr Najib’s 
name into a client account. 

In addition to this, a Malaysian court ruled 
on 15 February that former Goldman 
Sachs Group Inc banker, Roger Ng, who is 
facing charges related to suspected money 
laundering of funds from 1MDB, will be 
allowed to return to the US to face the criminal 
charges against him.

Photo: WSJ

Local media reported on 29 January that 
the Malaysian government has unveiled a 
five-year plan to clamp down on corruption 
in government. The plan, launched by prime 
minister Mahathir Mohamad, would involve 
changes to the appointment process for 
key posts, require lawmakers and ministers 
to publicly declare assets, and introduce 
laws on political funding and lobbying.

The trial of former prime minister Najib 
Razak, due to begin on 12 February in Kuala 
Lumpur’s high court, was postponed on 11 
February following a request by Mr Razak’s 
defence team. Mr Razak faces more than 
40 criminal charges linked to 1MDB.

The US Department of Justice announced 
on 22 February the filing of civil forfeiture 
complaints seeking the forfeiture and 
recovery of USD 38 million in assets 
associated with the alleged conspiracy to 
launder funds from 1MDB. Assets now 
subject to forfeiture in the US relating to 
the 1MDB scandal total USD 1.7 billion. 
Civil forfeiture complaints were also 
filed in 2016 and in 2017, with the case 
representing the largest action under the 
Kleptocracy Asset Recovery Initiative.

1MDB: Malaysia fines Deloitte PLT over audit breaches 
linked to 1MDB, and PR executive charged 
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US anti-bribery law prohibits companies 
and their employees from giving anything 
of value to foreign officials in an effort to 
improperly influence them. J.P. Morgan has 
reached settlements on the matter with the 
US authorities, including the DOJ and the SEC, 
and has agreed to pay USD 264 million in 
fines and penalties. 



The UK’s National Crime Agency (NCA) 
announced on 7 February that it has 
used its new powers to issue account 
freezing orders (AFOs) to make Vlad 
Luca Filat forfeit GBP 466,321.72 over 
suspicions that the funds derived from 
the illegal activity of his father Vladimir 
Filat, the former prime minister of 
Moldova, who is currently serving a 
nine-year prison sentence for his part 
in the disappearance of USD 1 billion 
from three Moldovan banks.

According to the NCA, freezing orders 
for three HSBC accounts held by Vlad 
Luca Filat, who is currently a student in 
London, were granted in May 2018 – under 
new forfeiture provisions introduced by 
the Criminal Finances Act 2017. With no 
registered income in the UK, HSBC records 

NCA freezes the accounts of the son 
of Moldova’s former prime minister 

showed that Vlad Luca’s accounts and 
living expenses were funded by large 
deposits from overseas companies, 
mainly based in Turkey and the Cayman 
Islands. Multiple cash deposits were 
also identified across the UK branch 
network, with GBP 98,100 paid in over 
one three-day period.

Rob MacArthur, from the NCA’s 
International Corruption Unit, said: 
“Account Freezing Orders are a valuable 
tool in the fight against illicit finance in 
the UK. Where we suspect money in 
an account is the proceeds of crime, 
we can apply to the court to freeze and 
then forfeit the sums. In this case, Vlad 
Luca Filat was unable to demonstrate a 
legitimate source for the money and the 
court determined it to be recoverable.”

The US Securities and Exchange 
Commission (SEC) announced on 
13 February that Deloitte Touche 
Tohmatsu LLC (Deloitte Japan) 
will pay USD 2 million to settle 
charges that it issued audit reports 
for an audit client at a time when 
dozens of its employees had 
bank accounts with the client’s 
subsidiary. According to the SEC, 
the accounts had balances that 
exceeded depositary insurance 
limits in violation of the SEC audit 
independence rules. 

Deloitte Japan’s former CEO Futomichi 
Amano and former reputation and risk 
leader and director of independence 
Yuji Itagaki settled the charges. 
According to the SEC, Deloitte Japan 
failed to adequately disclose that 
Amano maintained bank account 
balances with the audit client’s 
subsidiary bank that compromised 
his independence. An investigation 
by the firm revealed that 88 other 
employees had financial relationships 
with the client that compromised their 
independence. The SEC’s order also 
found that Deloitte Japan’s controls 
did not provide reasonable assurances 
that the firm and its auditors were 
independent from audit clients.  

Amano and Itagaki agreed to be 
suspended from practicing before the 
SEC as accountants and are able to 
apply for reinstatement after two years 
and one year, respectively. 

Deloitte Japan 
charged with 
violating auditor 
independence 
rules
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Serious Fraud Office ends investigations 
into GlaxoSmithKline and Rolls-Royce 
The UK’s Serious Fraud Office (SFO) 
announced on 22 February that it 
has closed its investigations into 
GlaxoSmithKline and Rolls-Royce. 

The investigation into Rolls-Royce resulted 
in a DPA with the company and one of 
its subsidiaries in respect of bribery and 
corruption to win business in Indonesia, 
Thailand, India, Russia, Nigeria, China and 
Malaysia. Following further investigation, 
a review of the evidence and the public 
interest, the SFO states that there will be 
no prosecution of individuals associated 
with the company. The GlaxoSmithKline 
investigation focused on commercial 
practices by the company, its subsidiaries 

and associated persons. Again, following 
a review of the evidence and the public 
interest the SFO stated that there will be 
no prosecution in this case.

“After an extensive and careful 
examination I have concluded that there 
is either insufficient evidence to provide 
a realistic prospect of conviction or it 
is not in the public interest to bring a 
prosecution in these cases,” said Lisa 
Osofsky, director of the SFO. “In the Rolls-
Royce case, the SFO investigation led 
to the company taking responsibility for 
corrupt conduct spanning three decades, 
seven jurisdictions and three businesses, 
for which it paid a fine of £497.25m.”



Concern over progress on corruption 
in Bosnia and Herzegovina 
Member of the European Parliament 
(MEPs) called on the authorities 
in Bosnia and Herzegovina on 
13 February to proceed with 
constitutional, political and electoral 
reforms, to advance the EU integration 
process. MEPs also expressed 
concern about widespread corruption, 
which according to the Parliament 
was seen in the general election 
held in October, and the preceding 
electoral campaign.

In a report assessing the progress made by 
Bosnia and Herzegovina towards possible 
EU accession, the European Parliament 
notes that, since mid-2017, there was a 
noticeable slowdown in the adoption of 
EU-related reforms. MEPs also stressed 
the need for rapid formation of Bosnia and 
Herzegovina’s Federation House of Peoples, 
in line with the rulings by the country’s 
constitutional court, while underlining 
that functioning democratic institutions 
are a prerequisite for advancing the EU 
integration process.

The European Parliament also, amongst 
other things: reiterated the need for 
Bosnia and Herzegovina to proceed with 
constitutional, political and electoral 
reforms to transform the country into a 
fully effective, inclusive and functional 
state based on the rule of law; expressed 
that it remains concerned by the 
widespread corruption, and the persistent 
gap between the declared political will to 
fight it and the lack of concrete results; 
and expressed regret over the lack of 
progress on freedom of expression and 
media independence.
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Swedish court 
acquits former 
Telia CEO in 
Uzbekistan 
bribery case
The former CEO of Telia 
Company, Lars Nyberg and two 
former executives, suspected 
of bribery in Uzbekistan were 
cleared of all charges by 
Stockholm district court on 15 
February. The three executives 
were suspected of having paid 
EUR 300 million in bribes to 
Gulnara Karimova, the daughter 
of Uzbekistan’s then-dictator 
Islam Karimov.

The court said there had been 
transactions to Takilant Ltd, a 
company that had links to Ms 
Karimova, but that it had not been 
proved that Ms Karimova was 
included in the group of persons who 
could be held liable for taking bribes. 
The court therefore acquitted the 
defendants of all charges.

The charges filed in 2017 against 
Mr Nyberg and the two former 
executives concern alleged bribery 
during 2007-2010 of an Uzbek 
local partner in connection with the 
company’s establishment in the 
country. Mr Nyberg and the others 
accused denied the charges.

 Telia previously agreed to pay USD 
966 million to settle US and EU 
charges relating to the case, covering 
the corporate liability of Telia in the 
corruption investigation, but not 
the individual liability of the former 
executives of the company.

UN concern over alleged threats to 
prosecutors in Guatemala 
The protection of human rights in 
Guatemala and an independent 
judiciary must be put at the centre 
of efforts by the state to combat 
impunity and corruption, said 
UN rights experts Juan Pablo 
Bohoslavsky, independent expert 
on foreign debt and human rights 
and Diego García-Sayán, special 
rapporteur on the independence of 
judges and lawyers, in a statement 
on 11 February. 

“There have been allegations of intimidation 
and threats against magistrates, judges 
and prosecutors. We are extremely 
concerned that these persons and their 
families could be at risk. This could affect 
their safety, integrity, right to privacy and 
reputation, and could have an impact on 
their independence,” the experts said. The 
concern follows a decision by Guatemala to 
end unilaterally an agreement with the UN, 
which created the International Commission 
Against Impunity in Guatemala (CICIG).



The US Securities and Exchange 
Commission (SEC) announced on 15 
February that Cognizant Technology 
Solutions Corporation has agreed to 
pay USD 25 million to settle charges 
that it violated the US Foreign 
Corrupt Practices Act (FCPA), 
and two of the company’s former 
executives were charged for their 
roles in facilitating the payment of a 
bribe to an Indian official. 

The SEC’s complaint alleges that in 2014, 
a senior government official of Tamil 
Nadu demanded a USD 2 million bribe 
from the construction firm responsible for 
building Cognizant’s campus in Chennai. 
Cognizant’s president Gordon Coburn 
and chief legal officer Steven E. Schwartz 
allegedly authorised the contractor to pay 
the bribe and directed their subordinates 
to conceal the bribe by doctoring the 
contractor’s change orders. The SEC 
alleges that Cognizant authorised the 
construction firm to make two additional 

Cognizant and two executives 
charged with FCPA violations 

bribes worth more than USD 1.6 million 
and used sham change order requests 
to conceal the payments it made to 
reimburse the firm.

Coburn and Schwartz were 
charged with violating anti-bribery, 
books and records, and internal 
accounting controls provisions of 
the federal securities laws. The SEC 
found that Cognizant violated the 
Securities Exchange Act of 1934. 
Without admitting or denying the 
allegations, the company agreed to 
pay disgorgement and prejudgment 
interest of approximately USD 19 
million and a penalty of USD 6 million.

The DOJ and the US Attorney’s Office 
for the District of New Jersey have also 
announced the indictment of Coburn 
and Schwartz on criminal charges of 
violating and conspiring to violate the 
FCPA’s anti-bribery and accounting 
provisions.
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Russian 
politician 
arrested for 
involvement 
in organised 
crime
Russian politician, Rauf 
Arashukov, was arrested on the 
floor of parliament on 30 January 
for his alleged role in ordering 
at least two contract killings. Mr 
Arashukov was detained during 
a session of the Federation 
Council, the upper house of the 
Federal Assembly of Russia, and 
charged with murder, witness 
tampering and involvement in 
organised crime.

Russian senators are generally 
protected by immunity, so Mr 
Arashukov’s colleagues had to agree 
to his arrest during an extraordinary 
session of the legislative body. 

Russia’s RBC news reported that 
the session was interrupted by the 
country’s prosecutor general and the 
head of its investigative committee, 
who announced the charges against 
Mr Arashukov, which include the 
2010 murders of a presidential aide 
and a youth politician from Karachay-
Cherkessia. Investigators have also 
detained Mr Arashukov’s father for 
suspected embezzlement.

Former president of the Maldives 
arrested for alleged corruption 
A criminal court in the Maldives 
ordered the arrest on 18 February 
of former president Yameen Abdul 
Gayoom on suspicion of money 
laundering. Yameen is accused 
of receiving USD 1 million of 
government money through SOF 
Private Limited, which has been 
implicated in a corrupt deal to lease 
tropical islands for development.

Prosecutors said that Yameen should be 
detained because he could try to influence 

witnesses. The court has frozen the former 
president’s bank accounts, but authorities 
suspect that millions of dollars may have 
been deposited in foreign accounts. 

President Ibrahim Mohamed Solih has 
also suspended two cabinet ministers, 
Ahmed Maloof and Akram Kamaludeen, 
over funds allegedly found in their accounts 
from the same resort development deal. 
The Maldives is set to hold a parliamentary 
election on 6 April, with the topic of 
corruption likely high on the agenda.

Investigators have also 
detained Mr Arashukov’s 
father for suspected 
embezzlement



TECHNICAL UPDATES

Two businessmen charged with foreign bribery in US 
in connection with Venezuela bribery scheme
The US Department of Justice 
announced on 26 February that a 
former sales representative and the 
president of a US-based company 
have been charged in an indictment 
on foreign bribery, wire fraud and 
money laundering charges for their 
alleged roles in a scheme to corruptly 
secure business advantages, including 
contracts and payment on past due 
invoices, from Venezuela’s state-
owned energy company, Petroleos de 
Venezuela S.A. (PDVSA).

Rafael Enrique Pinto Franceschi and Franz 
Herman Muller Huber were charged in a 
five-count indictment returned in the Southern 
District of Texas on 21 February and are 
each charged with one count of conspiracy 
to violate the Foreign Corrupt Practices Act 
(FCPA), one count of conspiracy to commit 
wire fraud, two counts of wire fraud, and one 
count of conspiracy to launder money.
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The indictment alleges that in or around 
2009 and continuing through to at least 
2013, Pinto, a sales representative for a 
Miami-based PDVSA supplier (“Company A” 
in the indictment), and Muller, the president 
of Company A, conspired with others to 
bribe three PDVSA officials in exchange 
for providing assistance in connection with 
Company A’s PDVSA business. According 
to the indictment, in exchange for bribe 

payments the PDVSA officials allegedly 
assisted Company A in obtaining additional 
PDVSA contracts, inside information and 
payment on due invoices. The indictment 
alleges that when Company A received a 
payment from PDVSA, Pinto would alert one 
of the PDVSA officials who would create a 
fictitious invoice from a Panamanian shell 
company charging Company A three percent 
of whatever payment Company A had 
received from PDVSA and directing Company 
A to send payment to a Swiss bank account.  
According to the charges, the false invoice 
would be sent to Muller, who would ensure 
that the invoices were paid. 

The wire fraud charges against Pinto and 
Muller are based on allegations that they also 
received kickbacks. In total, Pinto is alleged to 
have received over USD 985,000 in kickback 
payments, and Muller over USD 258,000. Two 
of the three officials that Pinto and Muller are 
accused of bribing have pleaded guilty.

US repatriates stolen assets to the Kyrgyz Republic
The US Department of Justice (DOJ)
announced on 26 February that it 
has repatriated stolen assets to the 
government of the Kyrgyz Republic from 
the corruption and theft of government 
funds by the prior regime of Kurmanbek 
Bakiyev and his son Maxim Bakiyev. 

The funds were identified in the US in the 
criminal prosecution of Eugene Gourevitch 
for insider trading and a USD 6 million 
forfeiture order was subsequently entered by 
the court. Following conviction, the Kyrgyz 
government filed a Petition for Remission 

with the DOJ claiming that the funds subject 
to the forfeiture traced back to monies 
stolen by Maxim Bakiyev from Kyrgyz state 
authorities and other banking institutions.  

So far, USD 4.5 million of the funds 
have been collected and are approved 
for repatriation. In a joint statement by 
the Kygyz Republic and the US State 
Department, the government of the Kyrgyz 
Republic confirmed that the repatriated 
assets will be used for the benefit of the 
Kyrgyz people, with a focus on social 
projects, anti-corruption and transparency. 

Such projects will include strengthening 
Kyrgyz institutions responsible for anti-
corruption programmes and promoting the 
transparency of court proceedings and the 
financial integrity of state organs.

It is alleged that PDVSA 
officials created 
fictitious invoices from 
a Panamanian shell 
company charging 
Company A three percent 
of whatever payment 
Company A had received 
from PDVSA



TECHNICAL UPDATES

Rodchenkov Anti-Doping Act introduced that would 
criminalise international doping fraud conspiracies 
US senators Sheldon Whitehouse and 
Roger Wicker and representatives 
Sheila Jackson Lee and Michael 
Burgess introduced on 29 January the 
Rodchenkov Anti-Doping Act, which 
would criminalise international doping 
fraud conspiracies.

The bill, named after Dr Grigory Rodchenkov, 
former head of Russia’s national anti-doping 
laboratory and the whistleblower who 
exposed the state-sponsored doping scandal 
at the Sochi Olympics, would establish 
criminal penalties for participating in schemes 
using prohibited substances. It would also: 

• Establish criminal penalties for participating 
in a scheme in commerce to influence 
a major international sport competition 
through prohibited substances or methods. 
This would apply to all major international 
sport competitions in which US athletes 
participate, and where organising entities 
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receive sponsorship from companies doing 
business in the US or are compensated 
for the right to broadcast their competition 
there. Penalties would include fines of up to 
USD 1,000,000, or imprisonment of up to ten 
years, depending on the offence;

• Provide restitution to victims of such 
conspiracies. Athletes and other persons 
who are victims of major international 
doping fraud conspiracies would be entitled 
to mandatory restitution for losses inflicted 
upon them by fraudsters and conspirators;

• Protect whistleblowers from retaliation, 
by criminalising participation in a major 
international doping fraud conspiracy. 
Whistleblowers would be included under 
informant protection laws; and

• Establish coordination and sharing of 
information with the United States Anti-
Doping Agency (USADA).

“We know from experience that we must 
meet the bad behavior of Russia’s corrupt 
government with strength. Anything less 
they take as encouragement,” said senator 
Whitehouse. “That’s why the responses 
of WADA and the International Olympic 
Committee to the Russian doping scandal 
fall woefully short. Now is the time to create 
stiff penalties for Russia’s cheating and send 
a signal that Russia and other sponsors of 
state-directed fraud can’t use corruption as a 
tool of foreign policy.”

DOJ files suit against Lockheed affiliates and others 
for inflated IT subcontract costs 
The US Department of Justice (DOJ)
announced on 8 February that the US 
has filed suit against Mission Support 
Alliance LLC (MSA), Lockheed Martin 
Corporation (LMC), Lockheed Martin 
Services Inc. (LMSI), and vice president 
Jorge Francisco Armijo, who also 
served as a president of MSA at the 
time in question, for alleged false claims 
and kickbacks in connection with a 
multi-billion dollar contract with the 
Department of Energy (DOE) to support 
the environmental clean up at the 
Hanford Site. 

The multi-billion dollar MSA contract with DOE 
required MSA to provide a number of services 
to DOE and other contractors involved in the 
clean up of the Hanford Site. The allegations 
relate to the management and technology 
solution services that MSA agreed to 
provide at Hanford. In January 2010, without 
competition, MSA awarded its affiliate, LMSI, 
a USD 232 million subcontract to perform the 
work from 2010 through to 2016.

The United States’ complaint alleges that the 
defendants knowingly made or caused false 
statements to the DOE regarding the amount 

of profit included in the billing rates for LMSI 
under the subcontract it was awarded by its 
affiliate, MSA. The complaint also alleges that 
the defendants’ claims for these inflated rates 
violated the False Claims Act.

It is also alleged that LMC made payments 
of more than USD 1 million to Mr Armijo and 
other MSA executives to obtain favourable 
treatment from MSA with respect to the 
award of the LMSI subcontract at the inflated 
rates, violating the US Anti-Kickback Act. 



Bukele wins 
El Salvador’s 
presidency 
based on anti-
corruption 
campaign 

Former mayor of San Salvador, 
Nayib Bukele, won El Salvador’s 
presidential election on 3 February, 
getting more votes than his rivals 
combined based on anti-corruption 
campaign that promises to end 
crime in the Central America nation.

The Supreme Electoral Court declared 
Bukele had won nearly 54 percent of 
the votes, surpassing the 50 percent 
threshold needed to avoid a runoff in 
March against the runner-up. All four 
candidates promised to end corruption 
and address crime. 
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Groupe Renault 
investigates 
Château de 
Versailles 
contribution 
given to Ghosn  
Groupe Renault issued a 
communication on 7 February, 
stating that as part of the 
compliance audits initiated within 
Groupe Renault on 23 November 
it has been identified that a 
contribution of EUR 50,000, under 
a charitable donation agreement 
signed with the Château de 
Versailles, was allocated to Mr 
Ghosn’s personal benefit. 

The donation made by the Château de 
Versailles was part of a sponsorship 
agreement signed with the French 
carmaker. The press release explains 
that the elements gathered so far require 
additional checks to be carried out and 
as such Groupe Renault has decided to 
bring these facts to the attention of the 
judicial authorities.

The Guardian questions lifestyle of Dmitry Peskov 
The Guardian reported on 6 February 
that Tatiana Navka, the wife of Vladimir 
Putin’s press spokesman, Dmitry 
Peskov, has accumulated a property 
empire worth over USD 10 million and is 
designing a palace, disclosures that are 
likely to raise fresh questions about the 
couple’s wealth and how they are able to 
afford such a lifestyle.

According to the Guardian’s detailed report 
on Mr Peskov and Ms Navka’s spending, 
Russian opposition leaders have criticised Mr 
Peskov’s lifestyle since his wedding in 2015 to 
Ms Navka. Though wealthy in her own right, 
research led by the investigative unit Dossier 
Center, together with the Guardian, reportedly 
suggests the couple’s assets and spending 
are greater than has been reported previously.

Saudi Arabia 
reportedly to 
open corruption 
office after 
crackdown 
success

According to state media reports 
on 5 February, Saudi Arabia has 
launched a new office to monitor 
state spending, in order to help 
keep up the fight against corruption 
after the closing of a 15-month 
crackdown on corruption. 

The Financial Reporting Office will be 
part of the state’s General Auditing 
Bureau, public prosecutor Saud al-Mojeb 
was quoted as saying by state news 
agency SPA. Crown Prince Mohammed 
bin Salman said the crackdown 
launched in November 2017 had 
achieved its objectives. The Royal 
Court said the operation had recovered 
more than USD 106 billion through 
settlements with senior princes, 
ministers and top businessmen. 

The Supreme Electoral 
Court declared Bukele 
had won nearly 54 
percent of the votes

Photo: All Russia



The World Bank announced on 29 
January the three-year debarment 
of Brazil-based construction and 
engineering company Construtora 
Norberto Odebrecht S.A. in 
connection with fraudulent and 
collusive practices during its 
participation in the Río Bogotá 
Environmental Recuperation and 
Flood Control Project in Colombia.

According to the World Bank, Construtora 
Norberto Odebrecht engaged in fraudulent 
practices by failing to disclose fees paid 
to commercial agents during the tender 
prequalification and bidding processes. 
These agents assisted the company 
in obtaining confidential information. 
Construtora Norberto Odebrecht, assisted 
by one of the agents to which it had paid 

Brazilian subsidiary of Odebrecht 
debarred for fraud and collusion 

undisclosed fees, further sought to 
improperly influence the tendering 
package that was part of the project, 
engaging in collusive practices 
prohibited by the World Bank.

The settlement agreement provides for 
a reduced period of sanction due to the 
company’s cooperation and voluntary 
remedial actions, including encouraging 
honest disclosures by employees, 
producing documentation classified 
as privileged, and coordinating internal 
investigations. As a condition for release 
from sanction under the terms of the 
settlement agreement, the company 
commits to developing an integrity 
compliance programme consistent with 
the principles set out in the World Bank 
Group Integrity Compliance Guidelines. 

Former SNC-Lavalin CEO Pierre 
Duhaime pleaded guilty on 1 February 
to helping a public servant commit 
breach of trust, relating to a CAD 1.3 
billion contract to build the MUHC super 
hospital in Montreal. Mr Duhaime was 
sentenced to 20 months house arrest 
and 240 hours community service.

In 2009, Mr Duhaime was informed that an 
employee from his company was in contact 
with Yanaï Elbaz, an official from the McGill 
University Hospital Centre, at the time SNC-
Lavalin was trying to secure the contract to 
build the MUHC super hospital. Mr Duhaime 
was arrested in 2012 on 15 charges, including 
fraud, conspiracy and forgery, 14 of which 
were withdrawn. SNC-Lavalin fired Mr 
Duhaime in 2012 following an review, which 

Ex-SNC-Lavalin CEO pleads guilty 
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Former CEO 
of ICICI Bank 
found in 
violation of 
the bank’s 
policies 
ICICI Bank stated on 30 January 
that an internal investigation – 
headed by a former Supreme 
Court judge – has found that 
former managing director and 
CEO Chanda Kochhar violated 
bank policies and identified 
instances of professional 
misconduct, following conflict of 
interest allegations concerning 
her husband’s business dealings 
with a client of the bank.

The allegations centre on an INR 
32.5 billion loan issued by ICICI bank 
to consumer electronics company 
Videocon Industries. It is alleged that 
Ms Kochhar approved the loans to 
Videocon Industries, violating the 
bank’s lending policies, in exchange 
for an investment by Videocon’s owner 
Venugopal Dhoot in a business led by 
Ms Kochhar’s husband.

Ms Kochhar resigned from her position 
in October, but after the investigative 
committee submitted its report, the 
bank stated that it would be treating her 
resignation as a termination. The report 
did not investigate whether Videocon 
invested in Deepak Kochhar’s company 
in exchange for loans.

The report follows the filing of a 
conspiracy and fraud case against Ms 
Kochhar and her husband by the Central 
Bureau of Investigation on 24 January.

discovered that he had approved CAD 
56 million in payments to undisclosed 
agents. Mr Elbaz pleaded guilty in 2018 to 
charges including conspiracy, admitting 
to receiving a bribe from SNC-Lavalin.

Meanwhile, Canada’s prime minister 
Justin Trudeau is facing an investigation 
for allegedly protecting SNC-Lavalin from 
criminal fraud and corruption charges 
relating to Libyan contracts. Independent 
ethics commissioner Mario Dion said 
on 11 February that he is investigating 
allegations of wrongdoing by officials 
raised by the Globe and Mail newspaper, 
that Trudeau officials pressured Jody 
Wilson-Raybould, when she was justice 
minister and AG, to help SNC-Lavalin 
avoid a trial over bribery and corruption.



The US Department of the Treasury’s Office of Foreign 
Assets Control (OFAC) designated five officials on 15 
February aligned with “illegitimate former president 
Nicolas Maduro, who continue to repress democracy and 
democratic actors in Venezuela and engage in significant 
corruption and fraud against the people of Venezuela.” 

The action, pursuant to Executive Order 13692, targets the head 
of the Venezuelan National Intelligence Service (SEBIN), Manuel 
Ricardo Cristopher Figuera, and SEBIN’s first commissioner, 
Hildemaro Jose Rodriguez Mucura; the commander of Venezuela’s 
Directorate General of Military Counter-Intelligence, Ivan Rafael 
Hernandez Dala; and the director of the Venezuelan National Police’s 
Special Actions Force (FAES), Rafael Enrique Bastardo Mendoza. 
Also designated is the “illegitimate president” of Venezuela’s state-
owned oil company, Petroleos de Venezuela, S.A. (PDVSA), Manuel 
Salvador Quevedo Fernandez.

All property and interests in property of these individuals, and of any 
entities that are owned, directly or indirectly, 50 percent or more by 
such individuals, that are in the US or in the possession or control of 
US persons are blocked and must be reported to the OFAC. 

Separately, the OFAC released guidance to clarify confusion over 
trading in the Venezuelan bond market caused by the new sanctions. 
The sanctions blocked US investors from buying bonds issued by 
PDVSA but allowed investors to hold on to previously purchased 
debt and to sell bonds to foreign entities. The OFAC clarified that 
US companies or individuals could serve as custodians as another 
US person or entity works to divest their holdings in Venezuelan 
bonds. The OFAC’s guidance on the matter has been in the form of 
two frequently asked questions (FAQs) issued on 1 February, and 
amended General Licence 3B and General Licence 9A in connection 
with the designation of PDVSA pursuant to Executive Order 13850. 

Venezuela: US designates 
officials and governors 
aligned with Maduro, 
publishes new FAQs 
and amends licences in 
connection with PDVSA
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General Licence 3C and General Licence 9B concerning Venezuela, 
and revised FAQs 650, 661, and 662, were issued on 11 February. As 
well as two amended FAQs, FAQ 595 and FAQ 648, and 11 new FAQs, 
issued on 31 January. 

Meanwhile, European countries including the UK, Spain, France, 
Germany, Sweden and Denmark have recognised Juan Guaidó as 
the interim president of Venezuela in a coordinated move made after 
a deadline for Nicolás Maduro to call presidential elections expired. 
Jeremy Hunt, the UK foreign secretary, said: “The oppression of 
the illegitimate, kleptocratic Maduro regime must end. Those who 
continue to violate the human rights of ordinary Venezuelans under an 
illegitimate regime will be called to account.”

Associated Press reported on 6 February that FBI agents have raided 
a bank in Puerto Rico, Banco San Juan Internacional, over alleged 
violations of US sanctions imposed on those who do business with 
Venezuela’s government. FBI spokesman Luis Rivera-Santana told 
Associated Press that agents had a search warrant to identify funds 
that might be linked to entities or individuals on the sanctions list and 
that federal officials suspect someone might have used the bank to 
launder money for a sanctioned person or entity.

The OFAC announced on 25 February that it has sanctioned four 
governors of Venezuelan states, pursuant to Executive Order 13692 
for their alignment with president Maduro and their involvement 
“in endemic corruption and in blocking the delivery of critical 
humanitarian aid.” The four officials designated are: Omar Jose 
Prieto Fernandez (governor of Zuila state); Ramon Alonso Carrizalez 
Rengifo (governor of Apure state); Jorge Luis Garcia Carneiro 
(governor of Vargas state); and Rafael Alejandro Lacava Evangelista 
(governor of Carabobo state).



The UN’s International Court of 
Justice (ICJ) ruled on 13 February 
that is has the jurisdiction to hear part 
of a case brought by Iran against the 
United States, aimed at unfreezing 
close to USD 2 billion in Iranian 
assets being held there. The ruling 
paves the way for the ICJ to hear 
Iran’s case on its merits, which news 
reports suggest, given the complexity 
of the case, could take several years. 
Iran filed the case in 2016, based on 
the 1955 Treaty of Amity between the 
two nations, from which the US later 
unilaterally withdrew, in 2018.

The case revolves around assets seized 
from the Iranian national bank, Bank 
Markazi, which were taken by the US to 
compensate victims of a 1983 suicide 
bombing of a Marine Corps base in Beirut, 

ICJ has jurisdiction to hear Iran’s case 
against the US over frozen assets 
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EU adopts conclusions on Iran
The Council of the EU adopted 
a set of conclusions on Iran on 
4 February, stressing the EU’s 
resolute commitment to the Joint 
Comprehensive Plan of Action 
(JCPOA), whilst expressing some 
grave concerns.

The conclusions state that, amongst 
other things, the EU deeply regrets the 
reimposition of sanctions by the US 
and underlines the efforts to preserve 
economic and wider benefits for Iran 
as foreseen by the JCPOA, which 
have been intensified by the initiative 
to operationalise the Special Purpose 
Vehicle, which has now been registered 
as a private entity. “The Special Purpose 
Vehicle will support European economic 

which the US blames on Tehran. Iran 
denies involvement in the attack that killed 
more than 300, injuring many more, most 
of whom were US military personnel. The 
US has argued that Iran’s claims to retrieve 
its assets based on the Treaty of Amity are 
void, given the US decision to withdraw.

The ICJ upheld one of five US objections, 
in this instance to the Court’s jurisdiction, 
based on Iran’s assertion of state 
immunity, but the judges unanimously 
rejected the US argument that measures 
freezing Iranian assets fell outside the 
scope of the Treaty. The judges also 
rejected the claim that the case was 
an abuse of process, and that it should 
be thrown out due to Tehran’s “unclean 
hands,” citing Iran’s alleged sponsorship 
of terrorism and ambitions to develop 
nuclear weapons.

operators engaged in legitimate trade 
with Iran, in accordance with EU law and 
with UN Security Council resolution 2231,” 
states the Council’s conclusions. 

The Council also urges Iran to adopt and 
implement the necessary legislation 
pursuant to its commitments under the 
Financial Action Task Force action plan. 

However, the Council also expressed 
concern at the growing tensions in the 
region and Iran’s role in this context, 
including the provision of military, financial 
and political support to non-state actors in 
countries such as Syria and Lebanon. The 
Council expressed grave concern about 
Iran’s ballistic missile activity and calls 
upon Iran to refrain from these activities. 

US targets 
Indian 
narcotics 
trafficker and 
network 
The US Department of the 
Treasury’s Office of Foreign 
Assets Control (OFAC) designated 
on 20 February Indian national 
Jasmeet Hakimzada as a 
Significant Foreign Narcotics 
Trafficker, pursuant to the US 
Kingpin Act, for running a “global 
drug trafficking network.” The 
OFAC also designated two 
Indian nationals and four entities 
registered in India or the UAE 
that form part of the narcotics 
trafficking organisation run by 
Mr Hakimzada, which includes 
the designation of his father 
Harmohan Singh Hakimzada and 
mother Eljeet Kaur for their roles 
in the operation. 

According to the OFAC, Indian 
narcotics trafficker Mr Hakimzada, 
who resides in the UAE, runs a global 
drug trafficking network that smuggles 
heroin, cocaine, ephedrine, ketamine, 
and synthetic opioids into the US, 
Australia, New Zealand, and the UK. 
Since at least 2008, Mr Hakimzada 
has laundered hundreds of millions 
of dollars of illicit proceeds using 
his UAE-based company Maiwand 
General Trading Company LLC through 
financial institutions in the US, Brazil, 
India, Panama, the UAE, and the 
UK. The four entities that have been 
designated are: Maiwand Exim Private 
Ltd; Maiwand Tobacco Ltd; Maiwand 
Beverages Ltd; and Maiwand General 
Trading Company LLC. 



UK adds Hezbollah and other 
organisations to terrorist list
A draft order was laid in the UK 
parliament on 25 February, which will 
proscribe Hezbollah in its entirety 
alongside Ansaroul Islam and JNIM 
who operate in the Sahel region in 
Africa, as terrorist organisations. 
Subject to parliament’s approval, 
the order is expected to come into 
effect on 1 March, being a member, 
or inviting support for Hezbollah, 
Ansaroul Islam and JNIM will be a 
criminal offence, carrying a sentence 
of up to 10 years’ imprisonment.

Hezbollah’s External Security Organisation 
and military wing including the Jihad 
Council were already proscribed in 2001 
and 2008. The government said that has 
taken the decision to proscribe Hezbollah in 
its entirety on the basis that it is no longer 
tenable to distinguish between the military 
and political wings of Hezbollah.

A separate order also laid in parliament 
proscribes: the Revolutionary People’s 
Liberation Front (DHKC), the Revolutionary 
People’s Liberation Party (DHKP) and the 
Revolutionary People’s Liberation Front/

Armed Propaganda Units (DHKC/SPB) 
as aliases of the Revolutionary Peoples’ 
Liberation Party—Front (Devrimci Halk 
Kurtulus Partisi-Cephesi) (DHKP-C) which 
is already proscribed; and Jaysh Khalid 
Bin Walid (JKbW) (JKW), Jaysh Khalid bin 
al-Walid (KBW) and Khalid ibn-Walid Army 
(KBWA) aliases of Daesh. These changes 
came into force from 26 February.

There are currently 74 terrorist 
organisations proscribed under the 
Terrorism Act 2000, and 14 organisations 
connected to Northern Ireland proscribed 
under separate legislation.
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OFSI issues first penalty, fining 
Raphaels Bank for a violation  
The UK HM Treasury’s Office of 
Financial Sanctions Implementation 
(OFSI) imposed its first monetary 
penalty on 21 January on R. Raphael & 
Sons plc trading as Raphaels Bank for 
violating EU Egypt sanctions. 

A monetary penalty of GBP 5,000 has 
been issued in accordance with s146 of 
the Policing and Crime Act 2017 for a 

contravention of regulation 3 of the 
Egypt (Asset-Freezing) Regulations 
2011. The violation occurred when 
Raphaels Bank dealt with GBP 200 in 
funds belonging to a designated person.

According to the press release, OFSI 
reduced the penalty by 50 percent 
because Raphaels Banks disclosed the 
breach and cooperated with the OFSI. 

EU launches 
procedure 
to suspend 
Cambodia’s 
trade 
preferences  
The EU Commission announced 
on 11 February that it has started 
the process that could lead 
to the temporary suspension 
of Cambodia’s duty free and 
quota free access to the EU 
Single Market for all products 
(except arms and armaments) 
under the Everything But Arms 
trade scheme. The procedure 
was launched following the 
deterioration of democracy, 
respect for human rights and the 
rule of law in Cambodia over the 
past 18 months. 

The Commission states that the 
withdrawal procedure does not 
entail an immediate removal of tariff 
preferences, which would be the last 
resort. Instead, it kicks off a period of 
intensive monitoring and engagement. 
The EU’s move to start the process 
aims to arrive at a situation where 
Cambodia is in line with its obligations 
under the UN and ILO Conventions.

The process involves a six-month 
period of intensive monitoring and 
engagement with the Cambodian 
authorities; followed by another three-
month period for the EU to produce a 
report based on the findings; and after 
a total of 12 months, the Commission 
will conclude the procedure with a final 
decision on whether to withdraw tariff 
preferences or not.

Home secretary Sajid 
Javid added that 
Hezbollah has been 
designated in its entirety 
as it is “continuing in its 
attempts to destabilise 
the fragile situation in 
the Middle East”



The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) designated on 13 February 
an Iran-based entity, New Horizon 
Organization, that organises 
conferences that allegedly support the 
Islamic Revolutionary Guard Corps-
Qods Force’s (IRGC-QF’s) efforts to 
recruit and collect intelligence from 
foreign attendees, and four associated 
individuals. The OFAC also designated 
an Iran-based entity, Net Peygard 
Samavat Company, and six individuals 
involved in the targeting of US 
government and military personnel as 
part of a campaign to implant malware 
on their computer systems.

The designated individuals affiliated with 
New Horizon Organization are: Gholamreza 
Montazami; Hamed Ghashghavi; Nader 
Talebzadeh Ordoubadi; and Zeinab 
Mehanna Talebzadeh. 

Net Peygard Samavat Company aka 
Net Peygard Samavat (In Sec) Company 
and associated actors were involved in 

US designates Iranian entities and persons 
involved in intelligence and cyber attacks 

a campaign to implant malware on the 
computers of current and former US 
counterintelligence agents, according to 
the OFAC. Behzad Mesri, Net Peygard 
Samavat Company’s CEO, was previously 
designated in March 2018, for his role in 
the attempted extortion of a US media and 
entertainment company. Also designated 
are: Hossein Abbasi aka Hossein Alavi; 
Hossein Parvar; Mojtaba Masoumpour; 
Milad Mirzabeygi; and Mohammad Bagher 
Shirinkar aka Mojtaba Tehrani.

In coordinated action, the DOJ 
announced on 13 February that former US 
counterintelligence agent, Monica Elfriede 
Witt, has been indicted for conspiracy 
to deliver information to representatives 
of the Iranian government. The same 
indictment charges four Iranian nationals, 
Mojtaba Masoumpour, Behzad Mesri, 
Hossein Parvar and Mohamad Paryar, with 
conspiracy, attempts to commit computer 
intrusion and aggravated identity theft, 
for conduct targeting former co-workers 
and colleagues of Ms Witt in the US 
Intelligence Community.  
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EU extends sanctions on Zimbabwe 
The Council of the European Union 
issued a decision concerning 
the restrictive measures against 
Zimbabwe on 19 February, in which 
the EU extended its sanctions on the 
country for one year until 20 February 
2020. The Council also removed 
two individuals from the Zimbabwe 
sanctions list, Happyton Mabhuya 
Bonyongwe and Augustine Chihuri, 
and updated Grace Mugabe’s grounds 
for designation.

The European Parliament also adopted a 
resolution on Zimbabwe on 15 February, 
in which, amongst other things, the 
Parliament underlined its unanimous 
desire for Zimbabwe to become a 
peaceful, democratic and prosperous 
nation in which all citizens are treated well 
and equally under the law and where the 
organs of the state act on behalf of the 
citizens and not against them; and strongly 
condemns the violence that occurred 
during the recent protests in Zimbabwe.

AppliChem 
GmbH fined 
for Cuban 
sanctions 
violations 
The US Department of the 
Treasury’s Office of Foreign Assets 
Control (OFAC) announced on 
14 February a USD 5,512,564 
penalty against Germany-based 
AppliChem GmbH for 304 
violations of the Cuban Assets 
Control Regulations.  

In 2012, Illinois Tool Works Inc (ITW), 
a company based in Illinois, acquired 
AppliChem, and while conducting 
acquisition negotiations discovered 
references to countries subject to US 
sanctions on AppliChem’s website. 
ITW warned AppliChem that it would 
be required to cease all Cuban 
transactions after its acquisition. 
Despite such warnings, AppliChem 
continued to complete and collect on 
existing orders with Cuban nationals 
under pre-acquisition contracts 
following its acquisition by ITW. 

According to the OFAC, between May 
2012 and February 2016, AppliChem 
violated the sanctions against Cuba 
when it fulfilled Cuba orders of 
chemical reagents on 304 invoices. 

AppliChem was 
warned that it would 
be required to cease 
all Cuban transactions 
after its acquisition



US fentanyl sanctions bill introduced 
US senator Charles Schumer 
announced on 10 February the 
introduction of a fentanyl sanctions 
bill “to hold China accountable” that 
would give law enforcement more 
tools to combat the opioid epidemic, 
empower the president to call-out 
foreign traffickers and use economic 
sanctions, “similar to the kinds used 
to respond to Putin and Russian 
oligarchs, to cripple foreign labs and 
apply economic pressure to countries 
turning a blind eye to fentanyl drug 
production and trafficking.”

Senator Schumer explained that the 
Fentanyl Sanctions Act would direct 
the president to publicly identify foreign 
traffickers of opioids and use policy 
tools to cripple their operations, including 
denying access to US markets, blocking 
transactions with US financial institutions 
and denying visas. The legislation broadly 

defines “traffickers of opioids” to hold 
accountable manufacturers in China 
and elsewhere who make fentanyl 
analogues and ship them illicitly to the 
US, transnational crime organisations 
who mix fentanyl with other drugs and 
traffic them into the US, and financial 
institutions that aide such entities. 

The legislation would only allow the 
president to waive certain sanctions 
on state-owned enterprises if a country 
scheduled the entire category of 
fentanyl-type substances as controlled 
substances and initiated regulatory 
reforms or increased prosecutions. 
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US places visa sanctions on Ghana 
The US Department of Homeland 
Security announced on 31 January, 
in coordination with the Department 
of State, the implementation of visa 
sanctions on Ghana due to lack 
of cooperation in accepting their 
nationals ordered removed from the 
United States.

Pursuant to the Immigration and 
Nationality Act , secretary of Homeland 
Security Kirstjen Nielsen notified secretary 
of state Mike Pompeo that the government 
of Ghana has denied or unreasonably 
delayed accepting their nationals ordered 
removed from the United States. As a 
result, Mr Pompeo has ordered consular 
officers in Ghana to implement visa 
restrictions on certain categories of visa 

applicants. Without an appropriate 
response from Ghana, the scope of these 
sanctions may be expanded to a wider 
population, states the Department of 
Homeland Security’s press release.

“Ghana has failed to live up to its 
obligations under international law to 
accept the return of its nationals ordered 
removed from the United States,” said 
Ms Nielsen. “The United States routinely 
cooperates with foreign governments in 
documenting and accepting U.S. citizens 
when asked, as appropriate, as do the 
majority of countries in the world, but 
Ghana has failed to do so in this case. 
We hope the Ghanaian government 
will work with us to reconcile these 
deficiencies quickly.”

Cosmetics 
company fined 
for violating US 
sanctions on 
North Korea

The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 31 January a 
settlement of USD 996,080 with e.l.f. 
Cosmetics Inc (ELF) for North Korea 
Sanctions Regulations violations.

The 156 violations involved the 
importation of false eyelash kits from two 
suppliers located in the People’s Republic 
of China that contained materials sourced 
from the Democratic People’s Republic 
of Korea. The materials were supplied 
by two of ELF’s China-based suppliers 
between 2012 and 2017 and during 
this period, ELF’s sanctions compliance 
programme was deemed by the OFAC to 
be non-existent or inadequate. The OFAC 
also criticised ELF for failing to exercise 
sufficient supply chain due diligence while 
sourcing products from a high risk region.  

Voluntary self-disclosure was one of the 
mitigating factors, which led the OFAC to 
reduce the penalty by USD 1,217,430. The 
OFAC also credited ELF with implementing 
supply chain audits with country-of-origin 
verification; adopting third party sanctions 
compliance certificates; and conducting 
an enhanced supplier audit.

The Act would direct 
the president to 
publicly identify foreign 
traffickers of opioids

Photo:  Elf Cosmetics



US sanctions Turkish affiliate and 
designates Turkish national as a 
Foreign Sanctions Evader 
The US Department of the 
Treasury’s Office of Foreign Assets 
Control (OFAC) announced on 
7 February that it has reached a 
settlement of USD 13,381 with 
Kollmorgen Corporation for 
potential civil liability on behalf of its 
Turkish affiliate Elsim Elektroteknik 
Sistemler Sanayi ve Ticaret Anonim 
Sirketi for six apparent violations 
of the Iranian Transactions and 
Sanctions Regulations.  

On six occasions between 2013 and 
2015, Elsim is said to have serviced 
machines containing Elsim products 
located in Iran and provided products, 
parts, or services valued at USD 14,867 
with knowledge that they were destined 
for Iranian end users. The OFAC 
determined that Kollmorgen voluntarily 
self-disclosed the violations on behalf of 
Elsim and that the apparent violations 
constitute a non-egregious case.

Kollmorgen Corp bought Elsim 
Electrotechnical Systems AS in March 
2013 and despite Kollmorgen’s efforts to 
get Elsim to comply with US sanctions 
regulations, Elsim continued to do 
business in Iran for two years after the 
deal, according to the OFAC. Kollmorgen 
had reviewed Elsim’s customer database 
both before and after the acquisition, 
identified its Iran-related customers and 
applied controls to block them from 
making future orders, circulated memos 
to Elsim employees notifying them of 
US sanctions on Iran, and conducted 
in-person training regarding trade 
compliance policies, the Treasury said. 
It ordered senior Elsim management 
to immediately end business, including 
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Russia 
requests that 
US sanctions 
against Reznik 
are withdrawn 
following his 
acquittal

Chairman of Russia’s State 
Duma, Viacheslav Volodin, 
requested on 23 January that 
the US withdraw the sanctions 
against Vladislav Reznik after he 
was cleared by a Spanish court of 
all charges brought against him 
concerning allegations of money 
laundering linked to the Russian 
mafia, which were the basis for 
the US sanctions against him.

Mr Volodin requested, during a plenary 
meeting, that a claim be filed to US 
senator Ben Cardin demanding that 
all US initiatives against Mr Reznik, 
who is a member of the State Duma, 
are withdrawn and that an apology 
is issued. Mr Reznik was designated 
pursuant to the Countering America’s 
Adversaries Through Sanctions Act 
in April 2018, amongst other Russian 
officials with alleged ties to organised 
crime. At the time Mr Reznik was 
standing trial in Spain alongside 
17 other defendants accused of 
laundering more than EUR 50 million 
for two mafia groups.  

technical support, with Iran, and required 
them to certify on a quarterly basis that 
no Elsim products or services were being 
sent to Iran. Despite this, Elsim dispatched 
employees to Iran to fulfil service 
agreements and engaged in other Iran-
related transactions, and management 
threatened to fire employees if they 
refused. Upon return, employees were 
told by management to falsify corporate 
records by listing the travel as vacation, 
rather than business-related.

“The settlement highlights the importance 
of performing heightened due diligence 
when U.S. persons, directly or indirectly, 
acquire companies with preexisting 
relationships with sanctioned persons and 
jurisdictions,” OFAC said. “It also identifies 
compliance measures the U.S. company 
took pre- and post-acquisition of a foreign 
company, and specific remedial actions.”

In concurrent action, the OFAC also 
designated Turkish national Evren 
Kayakiran as a Foreign Sanctions Evader 
(FSE), pursuant to EO 13608, for directing 
Elsim as its managing director to commit 
sanctions violations and for attempting to 
conceal them. According to the Treasury, 
this is the first time that the OFAC has 
designated an individual as a Foreign 
Sanctions Evader while resolving an 
enforcement matter, and “is a marked 
change to how the US will counter these 
acts of deception.” The Foreign Sanctions 
Evaders list (FSE List) is separate from the 
List of Specially Designated Nationals and 
Blocked Persons. The FSE List identifies 
foreign individuals and entities that have 
violated, attempted to violate, conspired 
to violate, or caused a violation of US 
sanctions against Iran or Syria. 

Photo:  The Times



US senators introduce new bill 
targeting Russian aggression 
US senators Lindsey Graham and 
Bob Menendez, and other members 
of the Senate Foreign Relations 
Committee, introduced on 13 
February the Defending American 
Security from Kremlin Aggression 
Act (DASKA), which would impose 
new sanctions on Russia over 
its meddling in US elections and 
aggression against Ukraine. 

The bill, amongst other things, targets 
residential real estate purchases made 
in cash by limited liability corporations. 
Title insurance companies are required 
to report the names of beneficial owners 
to the US Treasury Department, under 
the Geographic Targeting Order, for 
all-cash purchases of residential real 
estate above USD 300,000 made by 
shell companies in 12 US metropolitan 
areas. The new bill seeks to make such 
requirements mandatory nationwide.

Targets of the sanctions would include 
Russian banks that support efforts 
to interfere in foreign elections and 
individuals deemed to facilitate illicit and 
corrupt activities on behalf of Russian 
president Vladimir Putin. The bipartisan 
bill would also impose measures on 
Russia’s oil and gas sector, including 
sanctioning people who provide goods, 
services or financing to support the 
development of crude oil in the country. 
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EU extends Tunisia and Belarus sanctions for one year 
The Council of the EU extended its 
Tunisia sanctions on 28 January 
for one year, until 31 January 2020, 
targeting those responsible for the 

misappropriation of state funds. 

The Council announced on 25 February 
that it has decided to prolong the restrictive 

measures against Belarus for one year, until 
28 February 2020. The measures include an 
embargo on arms and on equipment that 
could be used for internal repression.

EU Foreign Ministers discussed 
Ukraine on 18 February, covering 
the reform process as well as 
the security and humanitarian 
situation, particularly in eastern 
Ukraine and the Sea of Azov, 
in which they agreed to add a 
number of people to its Russia 
sanctions list in response to 
recent events in the Sea of Azov. 
The designations will be added 
to the EU’s Russia sanctions list 
targeting those “undermining the 
territorial integrity, sovereignty or 
independence of Ukraine.”  

Ministers exchanged views on how the 
EU can help, following the developments 
in the Azov Sea and Kerch Strait region, 
particularly through strengthened 
support in the affected areas. They 
reiterated the EU’s call for all detained 
Ukrainian seamen to be released as well 
as for the return of the seized vessels 
and free passage of all ships through the 
Kerch Strait. The Council also stressed 
the importance of ensuring that the 
elections in Ukraine are well-conducted.

Russian state-owned energy projects 
outside of Russia would face sanctions.

According to senator Menendez, DASKA 
would require Senate consent should 
president Trump act on his desire to pull 
the US out of NATO. “To risk letting this 
President pull our nation out of a military 
alliance so vital to America’s security 
would be a tragedy fit for the ages,” said 
Mr Menendez. “The collapse of NATO 
is number one on Mr. Putin’s wish-list. 
And with leaders like Secretary Mattis no 
longer around to babysit this President, 
Congress has a responsibility to act. 
This bipartisan bill is essential to giving 
the United States a more solid footing 
against the Kremlin moving forward. We 
should treat DASKA with urgency.”

The senator also stated, during a 
speech to the US Senate on 14 February 
considering the possibility that the 
president of the United States may be 
compromised by a foreign government, 
the US must pass legislation to protect 
the Mueller investigation and to require 
all presidential candidates to release 
their tax returns. Senator Menendez 
told a media briefing in Brussels on 18 
February that the new sanctions bill will 
not affect the controversial Nord Stream 
2 pipeline carrying Russian gas to 
Germany underneath the Baltic Sea. 

EU adds 
to Russia 
sanctions list 
in response to 
Sea of Azov 



US senators introduce ZTE bill 
A bipartisan group of US senators 
introduced the ZTE Enforcement 
Review and Oversight (ZERO) Act 
on 5 February that would reimpose 
sanctions on ZTE Corp if the firm fails 
to live up to US laws and an agreement 
with the Trump administration.

The bill, introduced by US senators Marco 
Rubio, Chris Van Hollen, Susan Collins, Mark 
Warner, Jerry Moran, Elizabeth Warren, and 
Doug Jones, aims to enforce full compliance 
by ZTE with all probationary conditions in 
the Commerce Department’s July 2018 

deal to lift the denial order’s seven-year 
ban against the export of US parts and 
components to ZTE. If the Commerce 
Secretary cannot regularly certify ZTE’s 
full compliance with the deal and with 
relevant US export controls and sanctions 
laws, the denial order’s punishments 
would be reinstated against ZTE.

ZTE broke a previous agreement and was 
caught illegally shipping US-origin goods 
to Iran and North Korea. ZTE pleaded 
guilty in 2018 to sanctions violations.
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ZAG IP LLC settles with US over 
Iran sanctions violations  
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 21 February 
that it has entered into a USD 
506,250 settlement with ZAG IP LLC 
(formerly known as ZAG International 
LLC), for five violations of the 
Iranian Transactions and Sanctions 
Regulations.

According to the OFAC, between 11 July 
2014 and 15 January 2015, through five 

separate transactions, ZAG purchased 
a total of 263,563 metric tons of 
Iranian-origin clinker from a company 
located in the United Arab Emirates, with 
knowledge that the cement clinker was 
sourced from Iran, and then resold and 
transported it to a company in Tanzania. 

The OFAC determined that ZAG 
voluntarily self-disclosed the apparent 
violations, and that the violations 
constitute a non-egregious case.

US extends 
Libya and Cuba 
sanctions  

US president Donald Trump issued 
a notice on the continuation of the 
national emergency with respect 
to Libya on 19 February, which 
means that the sanctions regime 
pursuant to Executive Order 13566 
is extended by one year. On the 
same day, president Trump issued 
a notice on the continuation of the 
national emergency in respect of 
Cuba modifying and continuing 
its Cuba sanctions according to 
Proclamation 9699, which restricts 
the entry of US-registered vessels 
into Cuban territorial waters. 

The situation in Libya continues to 
pose an unusual and extraordinary 
threat to the national security 
and foreign policy of the United 
States, and measures are needed 
to protect against the diversion of 
assets or other abuses by members 
of Colonel Muammar Qadhafi’s 
family, their associates, and other 
persons hindering Libyan national 
reconciliation, states the notice. 

In respect of Cuba, “The unauthorized 
entry of any United States-registered 
vessel into Cuban territorial waters and 
the situation in Cuba continue to pose 
an unusual and extraordinary threat to 
the national security and foreign policy 
of the United States.”

Browder testifies before Committee
Bill Browder, the head of Hermitage 
Capital, testified before the House 
of Commons Foreign Affairs Select 
Committee on 13 February, in which 
he stated that he has evidence that 
members of the House of Lords were 
in the pay of Russian companies to 
block the enforcement of powers 

enabling the UK to sanction those 
who commit rights violations.

Mr Browder called for an absolute ban 
on members of parliament lobbying on 
behalf of foreign governments and said 
he would provide written evidence to 
substantiate his allegations. 



             Andorra

The Council of Europe’s Committee of Experts on the 
Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEYVAL) published 
its follow-up report on Andorra on 14 February, which 
as a result of Andorra’s progress in strengthening its 
framework to tackle money laundering and terrorist 
financing sees MONEYVAL re-rate the country on 
twelve recommendations. Andorra will remain in 
enhanced follow-up and will report back in December 
on further progress.

            Australia 

The Treasury Laws Amendment (Strengthening 
Corporate and Financial Sector Penalties) Bill 2018 was 
passed by Australia’s parliament on 18 February, which 
significantly increases penalties and prison terms for 
corporate and financial sector misconduct and adds 
penalties for provisions which were not previously 
the subject of financial penalty. The Bill amends the 
Corporations Act, ASIC Act, NCCPA and Insurance 
Contracts Act to strengthen civil and criminal penalties 
for corporate and financial sector misconduct. The 
parliament also passed the Treasury Laws Amendment 
(Enhancing Whistleblower Protections) Bill 2018 on 
19 February. The reforms, which will commence 
from 1 July 2019, aim to enhance the protection of 
whistleblowers who report company misconduct. 

The Guardian published a report on 10 February 
claiming that the Australian government has backed 
away from commitments to establish a register to help 
stamp out multi-national tax avoidance. According 
to the Guardian report the treasury department has 
said that there was never any commitment from the 
government to establish the register.

            Bulgaria

Bulgaria’s justice ministry announced on 23 January 
that it has revoked the Bulgarian citizenship of Russian 
millionaire Sergei Adoniev due to a fraud conviction he 
received in the US two decades ago. Bulgaria said it 
plans to stop providing the ability for wealthy foreigners 
to buy citizenship in return for investment. 

            Canada

A private members Bill entitled the “Modern Slavery 
Act” was tabled in the Canadian House of Commons 
on 13 December. The Bill, if passed, would require 
certain corporations linked to Canada to report on the 
measures they take to prevent and reduce the risk of 

forced or child labour in their businesses and supply 
chains. The Bill also proposes to give the Canadian 
Border Service Agency the power to ban the import 
of affected goods and impose fines of up to CAD 
250,000 for non-compliant corporations, as well as their 
directors and officers. 

            China

China has arrested 62 suspects abroad and seized 
CNY 10 billion in assets from 380 fraudulent peer-to-
peer (P2P) lending platforms since June as part of 
a crackdown on online finance, the public security 
ministry confirmed on 18 February. The ministry said 
their teams had successfully brought back 62 criminal 
suspects, suspected of crimes relating to illegal 
fundraising, from 16 countries and regions, including 
Thailand and Cambodia. 

             Croatia

The Council of Europe’s Group of States against 
Corruption (GRECO) published its report on Croatia on 
29 January, which amongst other things expresses 
regret that GRECO’s previous recommendation to the 
Croatian parliament to adopt a code of conduct for 
its members has still not been realised. Regarding 
the judiciary, the report states that more clarity and 
objectivity is required in connection with the respective 
appointment systems of the president of the Supreme 
Court and the Prosecutor General. Croatia must report 
back on progress by the end of September.

            Cyprus

Foreign minister Harris Georgiades said in a statement 
on 13 February that Cyprus has strengthened the 
eligibility rules for its “golden passport” programme, 
ruling out applicants who have already been turned 
down for such a scheme by another EU member state. 
Mr Georgiades said that from now on, applicants 
seeking a passport from Cyprus would be vetted by 
an international agency and required to have a visa 
permitting travel within the EU.

            Czech Republic

The Amendment to the Criminal Act and Criminal 
Procedure Code came into force in the Czech 
Republic on 1 February. The Amendment abolishes 
the individual crimes of sharing and sharing out 
of negligence and incorporates them into the 
Legalisation on the Proceeds of Crime and the 

Legalisation on the Proceeds of Crime of Negligence. 
The two crimes now explicitly cover all types of 
conduct, which concern the definition of money 
laundering as specified in relevant international 
treaties. The Amendment also, among other things, 
introduces a new crime of obstruction of justice. 

The Council of Europe’s Committee of Experts on the 
Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEYVAL) published its 
report on the Czech Republic on 11 February, which 
has found, despite progress in the Czech Republic to 
combat money laundering and terrorist financing, the 
authorities should take a more proactive approach 
with regard to investigations. The report finds that 
banks have an appropriate understanding of the ML/
FT risks whilst awareness is lower with other financial 
institutions. The report makes note of the recently 
established trust and beneficial ownership registers 
but acknowledges that these registers are yet to be 
fully populated with data. MONEYVAL has decided to 
apply its enhanced follow-up procedure and invited 
the Czech Republic to report back in mid-2020.

             Estonia

Reuters reported on 13 February that Estonia’s 
parliament has dropped a proposed law that would 
have toughen rules on money laundering. Lawmakers 
reportedly told Reuters that they expect the proposal, 
drafted after the scandal involving Danske Bank, to be 
revived later this year following the country’s general 
election in March.

             France

The French anti-corruption Agency (AFA) released 
its guide on the anti-corruption compliance function 
in companies on 4 February, the first of a series of 
six pieces of guidance that the AFA is due to release. 
The AFA’s guide clarifies that the chief compliance 
officer’s (CCO) main duty is the deployment and 
implementation of the anti-corruption compliance 
programme within the company. The guide identifies 
eleven tasks assigned to the anti-corruption 
compliance function and details the role of the CCO 
in implementing the eight pillars of the anti-corruption 
compliance programme imposed by Sapin II.

            Georgia

The government of Georgia has approved the National 
Strategy of Georgia on the Fight against Terrorism 
on 25 January, which sets forth the terrorist threats 
and challenges facing the country, as well as a unified 

50

aperio-intelligence.com FINANCIAL CRIME DIGEST | FEBRUARY 2019

COUNTRY UPDATES



vision, purposes and objectives of the government 
intended to tackle them. For the purposes of the three-
year strategy, an action plan has been developed 
as well. Before developing the strategy, the working 
group studied the experience and best practices of 
various countries, such as the US, the UK, Finland, the 
Netherlands, Belgium, France, and Germany. 

             Germany

Local media reported on 21 February that the German 
authorities have seized properties worth EUR 40 
million and millions more in cash in an investigation 
linked to the Russian Laundromat. Munich 
prosecutors reportedly said in a statement that the 
confiscation of properties in central and southern 
Germany came after three years of investigating three 
individuals. Approximately EUR 6.7 million was also 
reported to have been seized from German banks 
and another EUR 1.2 million from a Latvian bank, 
Associated Press reported. 

            Hungary

The Council of Europe’s Committee of Experts on the 
Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEYVAL) published 
its follow-up report on Hungary on 14 February, which 
as a result of Hungary’s progress in strengthening its 
framework to tackle money laundering and terrorist 
financing sees MONEYVAL re-rated the country 
on two recommendations. Hungary will remain 
in enhanced follow-up and must report back in 
December on further progress.

            Iran

Local media reported at the end of January that four 
Iranian banks – Bank Mellat, Bank Melli Iran, Bank 
Pasargad and Parsian Bank – have partnered with 
blockchain startup Kuknos Company to tokenise 
USD 1 billion of bank assets to facilitate cross-border 
transactions. Iran Fara Bourse, an over-the-counter 
exchange, is expected to host the initial coin offering, 
which will reportedly be similar to the launch of the 
national cryptocurrency Petro by Venezuela. 

            Italy

Banco BPM stated on 20 February that Italian tax 
police have seized EUR 84.6 million in funds as part of 
an investigation into alleged fraudulent diamond sales 
to customers. Italian police carried out a seizing order 
for EUR 700 million as Milan prosecutors investigated 
allegations of fraud over sales of diamonds as an 

investment at inflated prices, Reuters reported. The 
investigation targets Banco BPM, Intesa Sanpaolo, 
Monte dei Paschi and UniCredit and two diamond 
brokers. Banco BPM said the bank and the director 
general have been placed under investigation.

            Lithuania 

Reuters reported on 20 February that Lithuania has 
detained 26 people including eight top judges in an anti-
corruption probe, with the prosecutor general stating 
that some of the verdicts issued by the judges would 
be reviewed. The detained judges reportedly served at 
higher level courts including the Supreme Court. Five 
lawyers were also among those detained. 

The Financial Action Task Force (FATF) published 
MONEYVAL’s report on Lithuania on 12 February, which 
provides a summary of AML/CFT measures in place in 
Lithuania. It analyses the level of compliance with the 
FATF recommendations and the level of effectiveness 
of Lithuania’s AML/CFT system, and provides 
recommendations for improvements.

            Malta

Malta’s Financial Services Authority (MFSA) published 
its anti-money laundering and countering the financing 
of terrorism (AML/CFT) supervisory strategy on 4 
February, which explains how AML/CFT fits into the 
MFSA’s conduct and prudential supervisory framework 
and sets out the plans to enhance the MFSA’s approach 
to its role in regard to AML/CFT supervision. The 
strategy provides guidelines for regulated firms on the 
applicable procedures and controls expected of them. 

Bank of Valletta shut down its operations on 13 
February after hackers broke into its systems and 
transferred EUR 13 million overseas through false 
international transactions. Malta’s prime minister 
Joseph Muscat, addressed parliament on the matter, 
explaining that the false international payments were 
made to banks in Britain, the US, the Czech Republic 
and Hong Kong. The bank immediately advised its 
correspondent banks to block the transactions and the 
process was started to reverse the payments. 

             Mauritania

Mauritania signed the OECD’s Multilateral Convention 
on Mutual Administrative Assistance in Tax Matters on 
12 February. The Convention provides administrative 
assistance in tax matters, is a powerful tool in the fight 
against illicit financial flows and is a key instrument for 
the implementation of the transparency standards of 
the OECD/G20 Base Erosion and Profit Shifting Project. 
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            Montenegro

Protesters marched in Montenegro’s capital on 16 
February demanding the resignation of president Milo 
Đukanović and his social-democratic government 
over corruption allegations. President Đukanović, who 
has ruled Montenegro since 1991, has been accused 
by former ally Duško Knežević of corruption and 
involvement in financial crime. Đukanović refutes the 
allegations and the authorities are said to be looking for 
Mr Knežević, who has fled the country.

            Mozambique

Former Mozambican president Armando Guebuza’s 
son, Ndambi Guebuza, has been arrested in connection 
with a USD 2 billion government debt scandal, state-
owned media announced on 17 February. Three ex-
Credit Suisse bankers were recently charged in the US 
with fraud over their role in a 2013 deal in Mozambique 
that involved borrowing to fund projects including a 
state tuna fishery. 

            Panama

Panama adopted Law 70 on 31 January, which adds 
chapter number twelve “Crimes against the National 
Treasury” to title number seven of the Criminal Code, 
granting the Panama Tax Authority the ability to 
investigate tax crimes where the amount defrauded is 
less than USD 300,000. The new law also grants the 
competent authority the capacity to prosecute fraud 
equal or superior to USD 300,000. Legal entities used to 
carry out tax evasion will be fined up to three times the 
amount of the tax fraud. 

            Poland

The Council of Europe’s Group of States against 
Corruption (GRECO) published its report on Poland 
on 28 January, calling for more transparency and 
preventative measures to promote integrity in central 
government and law enforcement agencies. GRECO 
finds that the verification of asset declarations by 
Poland’s Central Anti-Corruption Bureau (CAB) is 
inadequate. GRECO invites the Polish authorities to 
submit a report on measures taken to implement the 
recommendations outlined by 30 June 2020. 

            Russia

Russia’s justice ministry has proposed new laws on 25 
January to exempt officials implicated in corruption 
if non-compliance with anti-graft laws is found to 
be unavoidable. As such individuals who fail to 



observe “prohibitions, restrictions and requirements 
established in order to combat corruption” could be 
absolved if failure to observe the law “is caused by 
objective circumstances that made it impossible to 
comply.” A consultation ran until 8 February. 

            Serbia

The Council of Europe’s Committee of Experts on the 
Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEYVAL) published 
the follow-up report on Serbia on 18 February, which 
in light of Serbia’s progress in strengthening its 
framework to tackle money laundering and terrorist 
financing has resulted in MONEYVAL re-rating the 
jurisdiction on ten recommendations. Serbia will 
remain in enhanced follow-up and will report back in 
December on further progress.

            Singapore

Singapore’s parliament passed the Precious 
Stones and Precious Metals (Prevention of Money 
Laundering and Terrorism Financing) Bill on 11 
February, which will require dealers in precious stones 
and metals to register with the law ministry and carry 
out stricter checks on customers. The Bill has been 
introduced to mitigate the money laundering and 
terrorist financing risks in Singapore’s precious stones 
and precious metals dealers sector.

            Slovenia

The Council of Europe’s Committee of Experts on the 
Evaluation of Anti-Money Laundering Measures and 
the Financing of Terrorism (MONEYVAL) published 
the follow-up report on Slovenia on 18 February, 
which in light of Slovenia’s progress in strengthening 
its framework to tackle money laundering and 
terrorist financing has resulted in MONEYVAL 
re-rating the jurisdiction on one recommendation. 
Slovenia will remain in enhanced follow-up and will 
report back in December on further progress.

            Spain

Spanish bank BBVA has apologised after hundreds 
of Chinese customers accused the group of racism 
for freezing their bank accounts without warning. 
BBVA customers staged a protest outside the Madrid 
offices on 15 February, demanding their accounts 
be activated. The bank apologised, claiming the 
accounts were frozen in compliance with Spanish 
anti-money laundering regulations. 

            Switzerland

The Office of the Attorney General of Switzerland 
announced on 14 February that it has concluded an 
investigation into cybercrime allegations and filed 
charges against one person before the Federal Criminal 
Court in Bellinzona. The accused is suspected of being 
a member of a criminal group that committed “voice 
phishing” offences in Switzerland between March 
2016 and July 2018. In the criminal proceedings, which 
were opened in May 2017, the OAG filed an indictment 
against a single accused on charges of commercial 
computer fraud. The accused, who was acting as 
part of an international group, is accused of making 
telephone calls to deceive persons into disclosing 
e-banking data also known as “voice phishing.” The 
data obtained was then used to make illegal money 
transfers, as a result of which around 50 victims in 
Switzerland lost a total of more than CHF 2 million.

            US

The US Federal Communications Commission 
announced on 4 February that it has voted to create 
a Fraud Division within its Enforcement Bureau, to 
support the ongoing work by FCC enforcement 
staff to combat misuse of taxpayer funds. The new 
Fraud Division will be dedicated to investigating and 
prosecuting fraud in the Universal Service Fund (USF) 
and will work closely with the FCC’s Office of Inspector 
General, the US Department of Justice, and other law 
enforcement agencies to prosecute unlawful conduct. 
The Fraud Division will be established following 
approval by the Office of Management and Budget and 
the House and Senate Appropriations Committees, as 
well as publication of the Order in the Federal Register.

The US Federal Trade Commission (FTC) announced 
on 1 February that it has secured a ruling from a federal 
bankruptcy court that the operator of a computer-
financing scheme, BlueHippo Funding LLC, BlueHippo 
Capital LLC and former CEO Joseph Rensin, cannot use 
a bankruptcy filing to avoid complying with a contempt 
order requiring payment of USD 13.4 million for violating 
a 2008 FTC order. A federal court in 2016 found 
BlueHippo Funding LLC, BlueHippo Capital LLC and 
former CEO Joseph Rensin in contempt for operating 
a deceptive computer-financing scheme in violation 
of a federal court order. Mr Rensin attempted to evade 
paying any of the judgment by filing for bankruptcy. A 
federal bankruptcy court for the Southern District of 
Florida, West Palm Beach Division sided with the FTC, 
stating that the 2016 contempt judgment could not be 
discharged because it was the result of Mr Rensin’s 
fraudulent conduct. The ruling will allow the FTC to 
proceed with recovering the money.
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