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About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to make better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support us regularly in undertaking local enquiries 
on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Find out more about the Aperio Intelligence team at:     
 www.aperio-intelligence.com
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EU reports on the risks posed by “golden visa” schemes

Welcome to the January edition of the Financial Crime Digest, 
Aperio Intelligence’s monthly newsletter, an informative 
summary of the most recent developments relating to the 
world of money laundering, fraud and terrorist financing, bribery 
and corruption, and sanctions.
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The EU Commission presented a 
report on investor citizenship and 
residence schemes operated by 
member states on 23 January, which 
identifies the risks posed by such 
“golden passport/visa” schemes, as 
threats to security, money laundering, 
tax evasion and corruption. 

The report finds that three member states 
– Bulgaria, Cyprus and Malta – currently 
operate investor citizenship schemes 
that grant investors nationality under 
conditions which are “less strict” than 
ordinary naturalisation regimes. There are 
no physical residence obligations. The 
following areas of concern are noted: 

• Security: checks run on applicants are 
not sufficiently robust;

• Money laundering: due diligence checks 
are necessary to ensure that rules on anti-
money laundering are not circumvented;

• Tax evasion: monitoring and reporting is 
necessary to make sure that individuals 
do not take advantage of these schemes 
to benefit from privileged tax rules; and 

The press release can be found HERE.

• Transparency: a lack of clear information on 
how the schemes are run has been found, 
including on the origins of the applicants. 
Also, member states do not exchange 
information on applicants.

In regard to investor residence schemes, the 
report finds that they pose “equally serious 
security risks.” Currently, 20 member states 
run such schemes, including Bulgaria, Ireland, 
France, Italy, Luxembourg, Malta, and the UK. 
The report identifies these areas of concern:

• Security checks: there is a lack of 
information on implementation of certain 
security obligations under EU law and about 
the approach to security concerns;

• Physical residence requirement: residence 
permits with limited or no required physical 
presence of the investor may provide a fast-
track to national and EU citizenship; and

• Lack of transparency: the report finds a lack 
of transparency and oversight.

Member states are advised to ensure, 
amongst other things, that all obligatory 
border and security checks are systematically 

carried out; and that funds paid by applicants 
are assessed according to EU AML rules. 

The Commission will monitor steps taken 
to address issues and will establish a group 
of experts to improve the transparency, 
governance and security of the schemes. The 
expert group will be tasked with developing a 
set of security checks for such schemes by 
the end of 2019. Concerning third countries 
setting up schemes that may have security 
implications for the EU, the Commission will 
monitor such schemes in candidate countries 
and potential candidates as part of the EU 
accession process. It will also monitor the 
impact of schemes by EU visa-free countries 
as part of the visa-suspension mechanism.

Bulgaria announced on 22 January that 
it would be suspending its citizenship 
programme, whilst Montenegro announced 
on 3 January the launch of a programme 
offering citizenship.
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UK’s NCA receives record number of SARs in 2018
The UK’s National Crime Agency (NCA) 
received a record number of reports 
flagging potential money laundering, 
terrorist financing and other suspicious 
activity in 2018, according to the NCA’s 
Suspicious Activity Reports (SARs) 
Annual Report 2018 published at the 
start of January. 

The 2018 report shows that the UK’s Financial 
Intelligence Unit (UKFIU) processed 463,938 
SARs, 22,619 of which were requests for a 
defence against money laundering (DAML), 
which resulted in a total of GBP 51,907,067 
being denied to criminals. In regard to 
terrorism financing, 2,688 SARs were 
identified and disseminated to the National 
Terrorist Financial Investigation Unit (NTFIU) 
and Counter Terrorism Unit (CTU) network, 
which involved the review of 21,260 SARs.

There was also an increase in the number of 
SARs assessed by the UKFIU and fast-tracked 
to law enforcement agencies. Over the year 

the UKFIU expedited the dissemination of 
3,615 vulnerable person SARs (up 37.61 
percent from the previous year). Similarly, 
1,419 PEP SARs were disseminated (up 64.62 
percent from the previous year).

The NCA’s figures show that lawyers filed 
around 12 percent fewer reports over 2018, 
contributing 2,660, whilst accountants filed 
5,140 reports in 2018, an increase of 13.2 
percent compared with the previous year. 
Schools filed 35 SARs over the past year, 
which was up from eight the previous year. 

The report also presents a set of activities 
that will take place over 2019 to improve 
the UKFIU, as set out in an internal Annual 
Management Plan for the year. This will 
include work to deliver the following: 

• Further develop and redefine the processes, 
operating procedures and culture that 
allows the UKFIU to be intelligence driven 
and law enforcement focussed; 

• Being visible to reporters and end users and 
delivering a law enforcement AML response; 

• Develop a more active and visible posture in 
international and terrorist financing spaces; 

• Seek out opportunities to improve the 
service to existing partners; and

• Develop new partnerships and stronger 
partnerships with existing stakeholders.

The NCA’s report can be found HERE.

Schools filed 35 SARs 
over the past year, 
which was up from 
eight the previous year

The UK’s Financial Conduct Authority 
(FCA) published its annual Sector 
Views, on 10 January, which states 
across all the Sector Views that it is 
increasingly important that firms’ 
and markets’ operational resilience is 
adequate to combat the growing threats 
from cyber-attacks and the prevention 
of financial crime across all financial 
services sectors. 

In regard to operational resilience the FCA 
states “Across all sectors we find systemic 
issues that can affect the integrity of financial 
services markets and consumers’ confidence 

in them. It is important that data and services 
are not compromised by threats, such as the 
increasing risk of cyber-attacks and technology 
outages. Barriers to financial crime may 
also be reduced by increased availability and 
advancement in cyber-attack tools.”

UK FCA’s annual Sector Views highlights importance of 
financial crime prevention across all financial sectors 

The FCA notes that the barriers to successful 
financial crime are being reduced as a result 
of improved technology, which is exacerbated 
by “gaps in controls and oversight” at some 
firms. Also, with regard to the use of more 
sophisticated technology, the FCA states 
that “inappropriate technology-led asset 
management decisions,” using techniques 
deriving from the likes of AI and big data, 
could also result in harmful side effects.

The Sector Views can be found HERE.

The FCA notes that the 
barriers to successful 
financial crime are being 
reduced as a result of 
improved technology

http://www.nationalcrimeagency.gov.uk/publications/992-2018-sars-annual-report/file
https://www.fca.org.uk/publication/corporate/sector-views-january-2019.pdf
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UK creates new taskforce to tackle economic crime 
The UK announced on 14 January the 
creation of a new government taskforce, 
the Economic Crime Strategic Board, to 
be chaired by the home secretary Sajid 
Javid and chancellor Philip Hammond, 
which will work with senior figures 
from the UK financial sector to tackle 
economic crime.

The government estimates the scale of this 
type of crime – which includes fraud, bribery, 
corruption and money laundering –to be 
at least GBP 14.4 billion per year. The new 
Economic Crime Strategic Board, which will 
meet twice a year, will set priorities, direct 
resources and scrutinise performance against 

the economic crime threat, which is set out in 
the Serious and Organised Crime Strategy.

At the board meeting, the Home Secretary 
will confirm that the Home Office will commit 
GBP 3.5 million in 2019/20 to support work to 
reform the Suspicious Activity Reports regime 
(SARs). The Home Office is co-designing 
a new system with the private sector, law 
enforcement and regulators, which aims to be 
more efficient and effective.

The board includes CEOs and chief 
executives from Barclays, Lloyds and 
Santander as well as senior representatives 
from UK Finance, the National Crime Agency 

(NCA) and the Solicitors Regulation Authority, 
Accountants Affinity Group and National 
Association of Estate Agents.

Meanwhile, the UK’s NCA announced on 16 
January the appointment of Graeme Biggar 
as the first permanent director general of the 
National Economic Crime Centre. Mr Biggar 
joins the agency from the Home Office where 
he was the director of national security, 
providing leadership on counter terrorism 
strategy and hostile state activity. 
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The press release can be found HERE.

ESMA and EBA reports state that anti-money laundering 
rules should apply to all cryptoasset activities  
The European Securities and Markets 
Authority (ESMA) published its Advice 
to the European Union (EU) Institutions 
– the Commission, the Council and the 
Parliament – on initial coin offerings 
(ICOs) and cryptoassets on 9 January. 
The Advice clarifies the existing EU 
rules applicable to cryptoassets that 
qualify as financial instruments and 
provides the ESMA’s position on gaps 
and issues in the current EU financial 
regulatory framework for consideration 
by EU policymakers.

The ESMA’s report follows a request by the 
EU Commission (EC) in its 2018 FinTech 
Action Plan for all European Supervisory 
Authorities to assess the suitability of the 
regulatory framework in respect of ICOs 
and cryptoassets. The European Banking 
Authority (EBA), also published the results of 
its assessment of the applicability of EU law 
to cryptoassets on 9 January.

The ESMA believes that anti-money 
laundering (AML) rules should apply to 
all activities involving cryptoassets, in line 
with the recommendations in the EBA’s 
report on the matter. The ESMA calls on EU 
policymakers to review AML requirements, 
including with regard to providers of crypto-
to-crypto exchange services providers and 
providers of financial services for ICOs.

The EBA’s report recommends that the EC 
carry out further analysis to determine the 
appropriate EU-level response to the risks and 
issues that are not addressed at EU level. The 
EBA also identifies a number of actions that 
it will take in 2019 to enhance the monitoring 
of financial institutions’ cryptoasset activities 
and consumer-facing disclosure practices. 

The EBA also advises the EC to take account 
of the October 2018 recommendations from 
the Financial Action Task Force (FATF) and 
other standards regarding “virtual asset” 
activities, and to take steps where possible 
to promote consistency in the accounting 
treatment of cryptoassets.

The EBA’s report can be found HERE.

The ESMA’s report can be found HERE.

https://www.gov.uk/government/news/new-taskforce-to-tackle-economic-crime
https://eba.europa.eu/-/eba-reports-on-crypto-assets?src=ilaw
https://www.esma.europa.eu/press-news/esma-news/crypto-assets-need-common-eu-wide-approach-ensure-investor-protection


EU ambassadors agreed the Council’s 
negotiating position on 19 December 
on the proposal to strengthen the role 
of the European Banking Authority 
(EBA) as regards risks posed to the 
financial sector by money laundering.

According to the agreed text, the EBA would 
be given the following tasks:

• collecting information from national 
competent authorities relating to 
weaknesses identified in the context of 
their action to prevent or fight money 
laundering and terrorist financing;

• enhancing the quality of supervision 
through the development of common 
standards and coordination among 
national supervisory authorities;

EU Council agrees to give greater 
AML supervisory powers to the EBA

The Great British Gambling 
Commission updated on 31 December 
its guidance for non-remote and 
remote casinos on the prevention of 
money laundering (AML) and counter 
terrorist financing (CTF), and its advice 
for all other operators on duties and 
responsibilities under the Proceeds of 
Crime Act 2002 (POCA), which came 
into effect on 1 January. 

The Gambling Commission stated that: “The 
purpose of these updates is to incorporate 
changes in relation to the submission 
of suspicious activity reports (SARs) by 
operators where the remote gambling 
equipment used in a transaction which 
is known or suspected to involve money 
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The press release can be found HERE.

laundering is located in Gibraltar and 
involves a British customer.” The changes 
are on page 69 of the updated casino 
guidance and page 38 of the updated POCA 
advice document. Paragraph 6.45 of the 
casino guidance has also been amended to 
provide further guidance.

• performing risk assessments on competent 
authorities to evaluate their strategies and 
resources to address the most important 
emerging AML risks at EU level;

• facilitating cooperation with non-EU 
countries on cross-border case; and 

• if national authorities do not act, the EBA 
would be able to address decisions directly 
to individual banks.

The Presidency of the Council will now 
negotiate with the Parliament on a final 
agreement before the rules can be adopted.

ESAs publish 
multilateral 
agreement on 
exchange of 
information 
pursuant to 
4AMLD
The European Supervisory 
Authorities (ESAs) published 
a multilateral agreement on 
15 January on the practical 
modalities for the exchange 
of information pursuant to the 
Fourth Anti-Money Laundering 
Directive (4AMLD).

The purpose of the agreement is to 
define practical modalities for the 
exchange of information between 
anti-money laundering (AML)/counter 
terrorist financing (CTF) authorities 
and the European Central Bank 
(ECB), where such information is 
needed for the performance of tasks 
of the ECB pursuant to the Single 
Supervisory Mechanism Regulation; 
or competent authorities pursuant to 
the requirements of 4AMLD or other 
laws in the area of AML/CTF.

The agreement, amongst other things, 
includes provisions addressing the 
underlying process for exchanging 
information, situations where the 
request for information can be 
refused, and the settlement of 
disputes procedures.

The ESAs multilateral agreement 
can be found HERE.

GB Gambling Commission updates 
AML and CTF guidance and advice 

The press release can be found HERE.

The purpose of 
the updates is to 
incorporate changes to 
the submission of SARs

https://www.consilium.europa.eu/en/press/press-releases/2018/12/19/anti-money-laundering-council-agrees-position-on-reinforced-supervision-for-banks/
https://esas-joint-committee.europa.eu/Publications/Other%20Documents/Agreement%20between%20CAs%20and%20the%20ECB%20on%20exchange%20of%20information%20on%20AML.pdf
https://www.gamblingcommission.gov.uk/for-gambling-businesses/Compliance/General-compliance/AML/Anti-money-laundering.aspx


NY State DFS publishes guidance 
on whistleblowing programmes
The New York State Department 
of Financial Services (DFS) issued 
guidance on internal whistleblowing 
programmes on 7 January, which 
calls a “robust” whistleblowing 
programme an essential component 
of a comprehensive compliance 
programme for regulated financial 
services companies.

The guidance provides details on the 
principles and best practices that 
all institutions regulated by the DFS 
should account for when designing 
and implementing their whistleblowing 
programmes. The guidance is organised 
around ten principles that DFS states should, 
at a minimum, be taken into consideration 
for an effective whistleblowing programme. 

The DFS guidance follows the issuance 
of a consent order in December resolving 
asserted violations of New York Banking 
Law by Barclays Bank plc, for failing to 

implement effective governance and 
controls with respect to its whistleblowing 
programme. The guidance issued by the 
DFS focuses on protecting independence, 
and confidentiality and anonymity.

TECHNICAL UPDATES
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UK JMLSG publishes amendments 
to AML and CTF guidance 
The UK’s Joint Money Laundering 
Steering Group (JMLSG) published 
an update on certain amendments 
to the Money Laundering, Terrorist 
Financing and Transfer of Funds 
(Information of the Payer) 
Regulations 2017, which came into 
effect on 10 January.

There are minor changes to the Guidance 
in Part I paragraphs 5.3.17 and 5.3.67. 

Regulation 29(6) (restrictions on 
anonymous accounts and passbooks) 
adds the restriction of anonymous safe-
deposit boxes, and Regulation 29(7A) 
has been inserted so that customer 
due diligence measures are applied to 
anonymous safe-deposit boxes.

MEPs express 
serious concern 
about the poor 
state of AML 
rules in the 
banking union 

Members of the European 
Parliament (MEPs) expressed 
serious concerns about the poor 
state of anti-money laundering 
(AML) rules in the banking union 
and issued a call for a more unified 
approach in supervising compliance 
with AML rules, during a meeting 
on 16 January setting out their 
priorities for the European Central 
Bank’s (ECB) actions in the coming 
year and those for moving ahead 
with completing the banking union. 

In two separate resolutions, the first on 
the work of the ECB adopted by 500 
votes in favour, 115 against and 19 
abstentions, and the second on progress 
made and to be made in the area of 
banking union, adopted by 497 votes in 
favour, 125 against and 14 abstentions, 
MEPs outlined their concerns and which 
elements needed to be specifically 
attended to over the coming year.

The press release can be found HERE.The amendments can be found HERE.

The guidance can be found HERE.

The guidance follows 
a consent order 
resolving violations 
by Barclays Bank 
plc for failing to 
implement effective 
governance and 
controls with respect 
to its whistleblowing 
programme

http://www.europarl.europa.eu/news/en/press-room/20190109IPR23016/meps-spell-out-priorities-for-the-european-central-bank-and-on-banking-union
http://www.jmlsg.org.uk/news/amendments-to-jmlsg-guidance
https://www.dfs.ny.gov/legal/dfs/Whistleblower%20Guidance.pdf


The UK’s FCA 
updates its 
Conflicts of 
Interest Policy 
The UK’s Financial Conduct 
Authority (FCA) published an 
updated Conflicts of Interest Policy 
on 1 January to protect employees 
of the FCA and the UK’s Payment 
Systems Regulator (PSR), and to 
ensure that the work carried out 
by both regulators remains free of 
“improper influence.”

The Policy outlines a set of guidelines 
over the acceptance of gifts and 
hospitality and how potential conflicts 
should be disclosed. The FCA encourages 
staff to “be open about the relationships 
and personal interests that could be 
seen as influencing your independent 
judgment.” The Policy also adds that staff 
should “exercise caution” in managing 
their finances and not seek to profit 
or avoid loss by using the information 
gained at work.
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ECB publishes single Code of 
Conduct for high-level officials
The European Central Bank (ECB) 
published a single Code of Conduct 
for all ECB decision-makers and 
high-level officials on 16 January, to 
further strengthen and refine its good 
governance and integrity frameworks. 
The Code improves the management 
of potential conflicts of interest 
by introducing specific rules for 
post-employment activities, private 
financial transactions and relations 
with interest groups.

The ECB’s press release explains that 
the Code foresees the publication of 
Declarations of Interests and monthly 
calendars, and includes measures for cases 
of non-compliance. The first Declarations of 
Interests are scheduled to be published on 
the ECB’s website in April 2019.

As a key element of the ECB’s good 
governance framework, the guiding 
principles for external communication 
by the ECB’s Executive Board members 

have been incorporated into the Code 
and their application has been extended 
to all Governing Council and Supervisory 
Board members. These principles are a 
key element of the ECB’s good governance 
framework and establish safeguards 
for interactions with interest groups and 
financial market participants.

The new Code was produced in response 
to requests from the European Parliament 
and  recommendations from the European 
Ombudsman.

The press release can be found HERE.

Ireland passes Criminal Justice Bill 
2019 transposing 5AMLD
Ireland’s Criminal Justice (Money 
Laundering and Terrorist Financing) 
(Amendment) Bill 2019 received 
Cabinet approval on 3 January, which 
transposes the provisions of Europe’s 
Fifth Anti-Money Laundering Directive 
(5AMLD) into law.

The Bill amends the Criminal Justice 
(Money Laundering and Terrorist 
Financing) Act 2010 which gave effect to 

Europe’s Third Anti-Money Laundering 
Directive and complements the provisions 
of the Criminal Justice (Money Laundering 
and Terrorist Financing) (Amendment) Act 
2018, which gave effect to Europe’s Fourth 
Anti-Money Laundering Directive.

The FCA’s Policy can be found HERE. The press release can be found HERE.

The Policy also adds 
that staff should 
“exercise caution” 
in managing their 
finances and not seek 
to profit or avoid loss 
by using information 
gained at work

https://www.ecb.europa.eu/press/pr/date/2019/html/ecb.pr190116.en.html
https://www.fca.org.uk/publication/corporate/conflict-of-interests.pdf
https://www.gov.uk/government/publications/draft-money-laundering-and-transfer-of-funds-information-amendment-eu-exit-regulations-2018/money-laundering-and-transfer-of-funds-information-amendment-eu-exit-regulations-2018-explanatory-information
http://www.justice.ie/en/JELR/Pages/General_Scheme_-_Criminal_Justice_(Money_Laundering_and_Terrorist_Financing)_(Amendment)_Bill_2019
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EU agreement on preventing the illicit trade of cultural 
goods, particularly when it involves terrorism financing
The European Commission welcomed 
the political agreement on 19 December 
reached by the European Parliament 
and the European member states on 
preventing illicit trade in cultural goods, 
particularly when it contributes to the 
financing of terrorism.

The agreement is an important step for the 
Commission’s Action Plan to strengthen the 
fight against terrorism financing. The EU 
already prohibits the import of cultural goods 
from Iraq and Syria, but there is no general EU 
framework for the import of cultural goods 
from other countries. The agreed rules will 
ensure that member states can clamp down 
on the illicit trade in cultural goods when they 
are exported to the EU from non-EU countries.

The following actions aim to make the import 
of illicit cultural goods more difficult:

• Customs authorities will have the power 
to seize and retain goods when it cannot 
be demonstrated that the cultural goods in 
question have been legally exported;               

• A new common EU definition for ‘cultural 
goods’ at importation which covers a broad 
range of objects including archaeological 
finds, the remains of historical monuments, 
manuscripts and rare books, artwork, 
collections and antiques. The new rules 
will apply to cultural goods that have been 
shown to be most at risk; 

• The introduction of a new licensing system 
for the import of archaeological objects 
and parts of monuments. Importers will 
have to obtain import licences from cultural 
authorities in the EU before they can bring 
such goods into the Union; and 

• For less sensitive categories of cultural 
goods, importers will have to exercise 
a higher degree of due diligence when 
purchasing items as they will be required to 
submit to customs a signed statement or 
affidavit that the goods have been exported 
legally from the third country.

EU member states will be obliged to ensure 
that effective penalties are in place for those 

The press release can be found HERE.
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High Court rejects challenge to sharing in terrorism trial
The UK High Court rejected, on all 
grounds, on 18 January the challenge 
to the UK home secretary’s decision 
to agree to a Mutual Legal Assistance 
request from the US to transfer 
evidence in the case of Shafee El 
Sheikh, without requiring death penalty 
assurances. Mr El Sheikh and Alexanda 
Kotey are accused of involvement in 
acts of terrorism in Syria.

Mr El Sheikh’s mother, Maha Elgizouli, 
challenged the UK’s decision to share 

witness statements gathered by the 
Metropolitan Police with US authorities 
under a Mutual Legal Assistance agreement, 
without seeking assurances that the men 
would not face execution if extradited 
and tried in the US. Lord Chief Justice 
Burnett and Mr Justice Garnham said 
the government’s decision to pass on the 
information was not unlawful.

In response to the judgment, the home 
secretary, Sajid Javid, said: “I am pleased the 
Court has upheld my decision on all grounds 

in this case. My priority has always been 
to ensure we deliver justice for the victims’ 
families and that the individuals suspected 
of these sickening crimes face prosecution 
as quickly as possible. Our longstanding 
opposition to the death penalty has not 
changed. Any evidence shared with the US in 
this case must be for the express purpose of 
progressing a federal prosecution.”

The court ruling can be found HERE.

who do not follow the rules, in particular 
for anyone who makes false statements or 
submits false information.

The provisional agreement must now 
be formally approved by the European 
Parliament and the Council of the EU. Further 
technical work is also needed in relation to the 
implementing measures.

http://europa.eu/rapid/press-release_IP-18-6733_en.htm
https://www.judiciary.uk/judgments/r-on-the-application-of-maha-el-gizouli-v-secretary-of-state-for-the-home-department/


UK drops to 
11th in the 
Corruption 
Perceptions 
Index 2019

Transparency International warned 
the UK government on 29 January 
about early warning signals on 
corruption after the UK dropped 
three places to 11th in the world in 
Transparency International’s annual 
Corruption Perceptions Index.

“A number of themes from this year’s 
index will serve as an important 
warning to the UK against complacency 
in tackling corruption, not least with 
the prospect of post-Brexit pressure 
to lower standards,” said Robert 
Barrington, Transparency International 
UK’s executive director.

Azerbaijan suffered the biggest fall in 
the index, dropping 30 places to 152nd.  
The US also fell in the rankings, to 22nd 
place, its lowest ranking in the index in 
seven years. The index does not include 
perceptions about private sector bribery 
or money laundering.
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The European Court of Auditors 
publishes a report criticising the 
fight against fraud in EU spending
The European Court of Auditors 
(ECA) published “Special report 
No 01/2019: Fighting fraud in 
EU spending: action needed,” on 
10 January, which criticises the 
European Commission and OLAF, 
the EU’s anti-fraud agency, for their 
handling of the fight against fraud in 
EU spending.

The ECA report raises concerns that 
the Commission lacks comprehensive 
information on the scale, nature and 
causes of fraud and that “Neither OLAF 
nor the Commission DGs have carried 
out a detailed analysis of the main 
causes of fraud.” The report also finds 
that OLAF investigations often include 
delays or failure to recover funds lost to 

fraud and that fewer than half of OLAF 
investigations have led to prosecution of 
suspected fraudsters. 

The ECA report puts forward four 
recommendations, which are (1) to 
gain better insight into the scale, nature 
and causes of fraud in EU spending; (2) 
ensure leadership of the Commission’s 
anti-fraud actions; (3) increase the use of 
fraud prevention tools; and (4) reconsider 
OLAF’s role and responsibilities in 
combatting fraud in EU spending in light 
of the establishment of the European 
Public Prosecutor’s Office (EPPO).  

The press release can be found HERE.

US SEC announces examination 
priorities for 2019

The priorities can be found HERE.

The Office of Compliance Inspections 
and Examinations (OCIE) of the US 
Securities and Exchange Commission 
announced its 2019 examination 
priorities on 20 December. The OCIE’s 
examination priorities for 2019 
include monitoring digital assets, 
including cryptocurrencies, coins and 
tokens; prioritising cybersecurity; 
and reviewing anti-money laundering 
(AML) programmes.

In regard to anti-money laundering, the 
OCIE states that in 2019 it will continue to 

prioritise examining broker-dealers for 
compliance with their AML obligations, 
including whether such entities are 
meeting their suspicious activity report 
(SARs) filing obligations, implementing 
all elements of their AML programme, 
and robustly and on a timely basis 
conducting independent tests of their 
AML programme. 

The press release can be found HERE.

https://www.eca.europa.eu/en/Pages/DocItem.aspx?did=48858
https://www.sec.gov/files/OCIE%202019%20Priorities.pdf
https://www.transparency.org.uk/press-releases/ti-uk-government-warning-signals/
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The US Department of the Treasury 
issued the National Strategy for 
Combating Terrorist and Other Illicit 
Financing on 20 December pursuant to 
the Countering America’s Adversaries 
Through Sanctions Act of 2017 
(CAATSA), which describes current US 
government efforts to combat domestic 
and international illicit finance threats 
in the areas of terrorist financing, 
proliferation financing, and money 
laundering, and discusses potential 
risks, priorities and objectives, as well 
as areas for improvement. 

The Strategy addresses the strengths of 
US counter-illicit finance efforts, including 
the legal and regulatory framework, as well 
as efforts to improve the effectiveness 

of national safeguards due to changes in 
technology and emerging threats. Recent 
efforts include a working group to explore 
ways to modernise the Bank Secrecy Act/
AML regime and encourage banks and credit 
unions to explore innovative approaches such 
as AI, digital identity technology, and internal 
financial intelligence units to combat money 
laundering and terrorist financing. 

The US Strategy can be found HERE.

US Treasury publishes National Illicit Finance Strategy 

Dutch Ministry of Finance publishes its own list of low-tax 
jurisdictions to help combat tax avoidance  
The Dutch Ministry of Finance published 
its own list of low-tax jurisdictions 
to help combat tax avoidance, on 28 
December, which includes the British 
Virgin Islands, Guernsey, the Isle of 
Man, and Jersey.

The list contains five jurisdictions that are 
currently blacklisted by the EU: American 
Samoa, the US Virgin Islands, Guam, 
Samoa, and Trinidad and Tobago, as well 
as another 16 low-tax jurisdictions: Anguilla, 
the Bahamas, Bahrain, Belize, Bermuda, 
the British Virgin Islands, Guernsey, the 
Isle of Man, Jersey, the Cayman Islands, 
Kuwait, Qatar, Saudi Arabia, the Turks and 
Caicos Islands, Vanuatu and the United 
Arab Emirates. According to the Ministry of 
Finance, these jurisdictions either have no 

corporation tax or have a corporation tax rate 
lower than 9 percent.

According to the Ministry of Finance, the 
list will be used in three ways to combat 
tax avoidance: The first relates to new 

measures on controlled foreign companies 
that came into force on 1 January, which 
aim to prevent companies from avoiding 
tax by moving mobile assets to low-tax 
jurisdictions. Secondly, the list will also 
be used to implement a conditional 
withholding tax on interest and royalties 
from 1 January 2021, which means that 
companies registered in the jurisdictions on 
the list will pay 20.5 percent tax from 2021 
on interest and royalties received from the 
Netherlands. Thirdly, the Tax and Customs 
Administration will no longer issue rulings on 
transactions with companies headquartered 
in jurisdictions on the list.

The Treasury also published the National 
Proliferation Financing Risk Assessment, the 
National Terrorist Financing Risk Assessment, 
and the National Money Laundering Risk 
Assessment. The assessments aim to help 
the public and private sectors understand the 
terrorist financing, proliferation financing, and 
money laundering methods, the threat actors 
behind them and vulnerabilities exploited, and 
the risks that these activities pose to the US 
financial system and national security.  

The Strategy addresses 
the strengths of US 
counter-illicit finance 
efforts, including the 
legal and regulatory 
framework

The press release can be found HERE.

The press release can be found HERE.

https://home.treasury.gov/system/files/136/nationalstrategyforcombatingterroristandotherillicitfinancing.pdf
https://www.government.nl/ministries/ministry-of-finance/news/2018/12/28/netherlands-publishes-own-list-of-low-tax-jurisdictions-in-fight-against-tax-avoidance
https://home.treasury.gov/news/press-releases/sm581


Member states that fail to combat 
corruption could risk losing EU funds
European member state governments 
that are found to be interfering with 
courts or failing to tackle fraud 
and corruption will risk suspension 
of EU funds, according to a draft 
law endorsed by Members of the 
European Parliament on 17 January.

According to the draft law the European 
Commission (EC) would be tasked with 
establishing “deficiencies as regards 
the rule of law” and decide on measures 
that could include suspending EU budget 
payments or reducing pre-financing. The 
decision would be implemented once 
approved by the Parliament and Council. 
The EC may establish that the rule of law 
is under threat in a member state if any of 
the following are undermined:

• the proper functioning of the authorities 
implementing the EU budget;

• the proper functioning of the authorities 
carrying out financial control;

• the proper investigation of fraud, 
including tax fraud, corruption or other 

breaches affecting the implementation 
of the EU budget;

• the effective judicial review by 
independent courts;

• the recovery of funds unduly paid;

• the prevention of tax evasion and tax 
competition; and

• cooperation with the EU Anti-Fraud 
Office and the European Public 
Prosecutor’s Office.

To assist the EC, a panel of independent 
experts, comprising one expert 
appointed by the parliament of each 
member state and five named by the EU 
Parliament, would assess the situation in 
all member states on a yearly basis.

Members of the Parliament will now 
enter negotiations on the final wording of 
the regulation with EU ministers.

TECHNICAL UPDATES
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EU launches debate on decision-
making in EU tax policy 
The European Commission launched 
the debate on reforming decision-
making for areas of EU taxation 
policy on 15 January, presenting 
a communication on how to move 
gradually from unanimity voting to the 
ordinary legislative procedure.

The communication explains that the need 
for unanimous agreement makes progress 

difficult and limits the potential of EU 
tax policy to support a well-functioning 
EU internal market, which can lead to 
proposals requiring years for member 
states to agree, or proposals simply being 
blocked without discussion taking place.

EU publishes 
Action Plan on 
fighting illegal 
tobacco trade 

The European Commission 
published its second Action Plan 
on fighting the illegal tobacco trade 
on 7 December, which aims to stem 
the inflow of smuggled tobacco 
products into the EU that is said to 
deprive the European Union and its 
member states of EUR 10 billion of 
revenue every year.

The Action Plan builds on the EU’s 2013 
Strategy on fighting the illicit tobacco 
trade. With the recent entry into force of 
the World Health Organization Protocol 
to Eliminate Illicit Trade in Tobacco 
Products (FCTC Protocol) and the roll-
out of the new EU traceability system, the 
Action Plan proposes initiatives focusing 
on policy and enforcement.

On the operational side, the European 
Anti-Fraud Office (OLAF) plans to carry 
out targeted customs operations on the 
EU’s land and sea borders, and on the 
supply of input materials used in the 
production of smuggled cigarettes. The 
Action Plan emphasises the importance 
of operational cooperation between 
police and customs forces to take down 
illegal production sites in the EU.

The press release can be found HERE. The Action Plan can be found HERE.

The press release can be found HERE.

http://europa.eu/rapid/press-release_IP-19-225_en.htm
https://ec.europa.eu/anti-fraud/sites/antifraud/files/communication_2nd_action_plan_fight_illicit_tobacco_trade_en.pdf
http://www.europarl.europa.eu/news/en/press-room/20190109IPR23011/member-states-jeopardising-the-rule-of-law-will-risk-losing-eu-funds
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EU Council adopts position on the 
protection of whistleblowers 
The Council of the European Union 
adopted its position on 25 January on 
the proposed directive on the protection 
of whistleblowers, which retains the 
scope proposed by the Commission 
that would see the directive cover 
areas such as financial services, the 
prevention of money laundering and 
public procurement.

The proposed directive would impose new 
rules for the creation of safe channels for 
reporting both within an organisation and to 
authorities, and would provide a high level 
of protection for whistleblowers against 
retaliation. The Council has provided more 
clarity on some provisions of the text to 
increase legal certainty. Some of the most 
notable elements of the position adopted by 
the Council include:

• Reporting system: whistleblowers will first 
have to use internal channels within their 
organisation before calling on external ones 

and, eventually, going for public disclosure. 
However, the principle of a three-step 
system includes exceptions for a person 
to go directly for external or even public 
disclosures in some specific cases;

• Feedback obligations for authorities and 
companies: they will have to respond and 
follow-up to the whistleblowers’ reports 
within three months (with the possibility 
of extending to six months for external 
channels in justified cases); and

• Public disclosures: the Council introduced 
an article setting out the conditions for a 
person to be protected by the new rules in 
case they publicly disclose information.

The Council will start negotiations with the 
Parliament, aiming to reach an agreement 
before the end of the parliamentary term.

The press release can be found HERE.
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MEPs adopt resolution to combat 
disinformation by hostile third parties 
Member of the European Parliament 
(MEPs) adopted a resolution on 22 
January, which proposes new actions 
to counteract hostile propaganda by 
third parties, such as Russia, China, 
Iran and North Korea that seek to 
undermine the foundations of EU 
democracies, influence elections and 
support extremist movements.

The recommendations include that: 

• The EU and its member states consider 
developing a legal framework for 

tackling hybrid threats, which would 
also cover targeted sanctions against 
those responsible for orchestrating 
disinformation campaigns; and

• The actions of social media companies, 
messenger services and search engine 
providers should be regulated.

A plenary vote is due in February. 

The press release can be found HERE.

Wolfsberg 
Group publish 
guidance on 
sanctions 
screening 
The Wolfsberg Group published 
guidance on how financial 
institutions should carry out 
sanctions screening on 21 
January, which aims to provide 
an industry perspective on 
effective financial crime risk 
management.

The guidance is not intended to 
suggest that all financial institutions 
should apply all elements in the 
guidance to the same level; rather, 
it attempts to demonstrate where 
sanctions screening can be an 
effective part of a wider sanctions 
compliance programme. The 
guidance includes sections on the 
definition of sanctions screening, 
consideration of a risk-based 
approach, and the fundamentals of a 
sanctions screening programme.

The guidance can be found HERE.

The fundamentals 
of the guidance are 
derived from legal 
requirements, as 
well as expectations 
and industry best 
practice

https://www.consilium.europa.eu/en/press/press-releases/2019/01/25/better-protection-of-whistleblowers-council-adopts-its-position/?utm_source=dsms-auto&utm_medium=email&utm_campaign=Better+protection+of+whistleblowers%3a+Council+adopts+its+position
http://www.europarl.europa.eu/news/en/press-room/20190122IPR24011/hostile-propaganda-the-eu-must-develop-a-firm-response
https://www.wolfsberg-principles.com/articles/publication-guidance-sanctions-screening
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FCA consults on cryptoassets guidance
The UK’s Financial Conduct Authority 
(FCA) published Consultation 
Paper 19/3 (CP19/3) on 23 January 
concerning its guidance on 
cryptoassets, which aims to help firms 
understand whether their cryptoasset 
activities fall under FCA regulation. 

The FCA’s guidance will mean that certain 
currently unregulated crypto-related 
businesses will need to seek authorisation 
under regimes such as the Markets in 
Financial Instruments Directive II (MiFID II), 
and those that remain unregulated, such as 
crypto exchanges, will need to comply with 
the Fifth Anti-Money Laundering Directive 
(5AMLD) once transposed into UK law. The 
FCA notes that, despite Brexit, upcoming 
legislation such as the transposition of 
5AMLD will still apply and is relevant, 
particularly for firms using exchange tokens.

The guidance is focused on where 
cryptoassets interact with the FCA’s perimeter, 
such as instances in which cryptoassets 

would be considered ‘Specified Investments’ 
under the Financial Services and Markets 
Act 2000 (Regulated Activities) Order 2001 
(RAO), ‘Financial Instruments’ such as 
‘Transferable Securities’ under MiFID II, or fall 
under the Payment Services Regulations or 
the E-Money Regulations. 

The consultation is the FCA’s response to 
industry request for greater clarity, and to the 
Cryptoasset Taskforce’s recommendation 
that the FCA provides additional guidance 
on the existing regulatory perimeter. Later 
this year the FCA will consult on banning the 
sale of derivatives linked to certain types 
of cryptoassets to retail investors. The UK 
government is also planning to consult on 
whether to expand the regulatory perimeter to 
include further cryptoassets activities.

The consultation is open until 5 April.
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FINRA publishes priorities for 2019 
The US Financial Industry Regulatory 
Authority (FINRA) released its 2019 
Risk Monitoring and Examination 
Priorities Letter on 22 January in which 
it identifies topics FINRA will focus on 
in the coming year. FINRA indicates that 
in 2019 it will review firms’ activities 
related to digital assets and assess 
compliance with applicable securities 
laws and regulations, which will include 
a review of whether such firms are in 
compliance with federal anti-money 
laundering rules and regulations.

The letter goes on to indicate that “in 
coordination with” the Securities and 
Exchange Commission, FINRA will 
“consider how firms determine whether a 

particular digital asset is a security” and 
whether the firms have adequate controls 
and supervision over compliance with rules 
related to the marketing, sale, execution, 
control, clearance, recordkeeping, and 
valuation of digital assets. 

Other topics identified as a priority for 2019 
include engaging with firms to understand 
how they are using innovative technology 
tools to make their compliance efforts more 
effective and risk-based; and in regard to 
market risks, review how firms comply with 
Best Execution practices, identify possible 
market manipulation and apply controls.

FINTRAC 
publishes 
Terrorist 
Financing 
Assessment 
The Financial Transactions 
and Reports Analysis Centre of 
Canada (FINTRAC) published 
on 13 December its Terrorist 
Financing Assessment, which 
provides an assessment of the 
terrorist activity financing risks 
presented by various countries 
around the world.

The assessment is the first of its kind 
in Canada and part of FINTRAC’s 
commitment to helping businesses 
comply with the Proceeds of Crime 
(Money Laundering) and Terrorist 
Financing Act. The assessment aims 
to assist businesses in identifying 
suspected terrorist financing. 

Takeaways include: 

• the Middle East, specifically Syria 
and Iraq, presents the greatest 
terrorist financing risk;

• the South Asia region, specifically 
Afghanistan and Pakistan, is of 
high importance in the risk of 
terrorist financing;

• prepaid cards, mobile payments 
and other alternative payment 
methods are an emerging area of 
terrorist financing risk; and 

• FINTRAC provided 645 disclosures 
in 2017-18 relating to terrorism 
financing.

The report can be found HERE.

The press release can be found HERE.

The priorities letter can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
http://www.fintrac-canafe.gc.ca/new-neuf/nr/2018-12-13-eng.asp
https://www.fca.org.uk/news/press-releases/fca-consults-cryptoassets-guidance
http://www.finra.org/industry/2019-annual-risk-monitoring-and-examination-priorities-letter


In January, the new Mexican 
government launched its battle against 
fuel theft in the country, which has 
resulted in a fuel shortage, growing 
civil unrest, and an explosion that has 
taken the lives of more than a hundred 
people. Over the past several decades, 
organised crime groups in Mexico have 
established their position as some of 
Mexico’s most powerful players with 
alleged links to state-run organisations 
and senior government officials. 

The battle against the fuel thieves

After a landslide victory in the July 2018 
presidential elections, on 1 December 2018, 
André Manuel López Obrador (AMLO) 
officially took office as the 58th president of 
Mexico. Many commentators believe that 
AMLO won the presidency due to his political 
campaigns, which focused on the promise 
to crackdown on organised crime and 
widespread corruption in the country. Indeed, 
one of the first steps in the government’s 
newly asserted policy to combat criminal 
gangs, was to shut off many of the country’s 
fuel pipelines, which for a long time have 
been targeted by fuel thieves.

Behind these fuel robberies are gangs of 
thieves, known in Mexico as Huachicoleros. 
For years, these criminal groups have 
targeted the thousands of miles of gas 
pipelines that run across the country, often 
through rural areas, from oil refineries to 
distribution points. The Huachicoleros have 
developed sophisticated techniques to steal 

Mexico’s new government starts the fight against 
organised crime and corruption
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gasoline: in order to manipulate the state’s 
supervisory control systems, while siphoning 
oil from the pipelines, water is injected 
into them, to keep the static pressure at 
normal levels. The stolen fuel has created 
a black market across the country, mostly 
across the rural communities in which the 
Huachicoleros operate.

Mexico’s gasoline shortage

In order to understand the gravity of the 
gasoline theft in Mexico, its impact on the 
economy and its importance to the new 
government, one must first understand 
the numbers: Octavio Romero Oropeza, 
the newly appointed CEO of the Mexican 
state-owned petroleum company, Petróleos 
Mexicanos S.A. de C.V. (Pemex), reported 
earlier this month that in 2018, a daily 

average of 58,200 fuel barrels were siphoned 
from the company’s pipelines, a consistent 
increase from the 43,400 and 26,000 in 2017 
and 2016, respectively. In terms of monetary 
value, according to AMLO’s statement on 
6 January, in 2018 fuel robbery cost the 
Mexican government over MXN 60 billion 
(approximately USD 3.14 billion).

It is with these figures in mind that AMLO 
ordered Pemex to cease the use of the 
pipelines, and instead distribute fuel via 
guarded tankers. Naturally, the sharp drop 
in gasoline supply to the distribution points 
has caused a severe fuel shortage, affecting 
millions of Mexican drivers. Numerous 
service stations have been forced to close, 
while queues at those that remain open 
have reached up to two kilometres of 
vehicles waiting to load gasoline, forcing 
some drivers to spend the night waiting in 
their cars. Remarkably, a survey conducted 
a week into the shortage by El Financiero, 
one of Mexico’s most prominent business 
newspapers, found that 64 percent of 
Mexicans supported the pipeline shutdown 
and 89 percent supported AMLO’s battle 
against the Huachicoleros. However, 
the shortage has also strengthened the 
arguments of AMLO’s opponents, who have 
warned that his domestic policies will see 
the country “end up like Venezuela.”

On 18 January, hundreds of residents 
from the poverty-stricken municipality of 
Tlahuelilpan, 100 kilometres from Mexico 
City, rushed to a puncture in the Tuxpan-
Tula pipeline connected to a nearby refinery 
run by Pemex, with containers in hand. An 
explosion in the pipeline occurred, causing a 
fire, which left at least 109 people dead and 
dozens injured. This incident, considered 
to be the biggest disaster caused by fuel 
theft in Mexico’s history, has started a 
national debate regarding the efficiency and 
consequences of AMLO’s policies.

By Maor (Mario) Levin
Associate
Aperio Intelligence
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Corruption in Pemex and by former 
president Peña Nieto

It should be noted that apart from shutting 
down the pipelines, AMLO’s fight against 
the Huachicoleros has also taken other 
forms. According to AMLO’s statements, 
the criminal groups’ extensive access to 
the country’s oil, sometimes directly from 
Pemex’s refineries, has been enabled 
as a result of inside collaboration with 
corrupt officials working for the state-
owned company. AMLO’s decision earlier 
this month to deploy armed forces in key 
areas of at least 11 Pemex facilities in 
different parts of the country was taken 
as a result of this internal corruption. 
On 15 January, Alejandro Gertz Manero, 
Mexico’s newly appointed Attorney General, 
stated that the Attorney General’s Office 
(Procuraduría General de la República) had 
already launched an investigation into 
three ex-employees assigned by Pemex to 
monitor the pipelines, due to their probable 
involvement in fuel theft.

January has also proven to be a troublesome 
month for Mexico’s former president 
Enrique Peña Nieto (EPN) and associated 
government officials. Two months into the 
trial of Joaquín Archivaldo Guzmán Loera, 

Mexico’s infamous drug kingpin, otherwise 
known as El Chapo, a witness has claimed 
that Guzmán paid USD 100 million in bribes 
to EPN in 2016. The witness statement, 
before the US District Court for the Eastern 
District of New York, was made by Alex 
Cifuentes Villa, a Colombian drug lord who 
worked closely with Guzmán between 
2007 and 2013, when the latter was hiding 
from the authorities in the Sierra Madre 
mountains. Francisco Guzmán, EPN’s former 
chief of staff, rejected the allegations on 
Twitter, adding that it was EPN’s government 
that detained and extradited Guzmán.

La Estafa Maestra

EPN, however, is not the only official 
who has been accused of corruption 
this month. On 24 January, following his 
previous announcement regarding the 
three ex-officials in Pemex, Alejandro Gertz 
Manero, announced the opening of a new 
investigation into what is known in Mexico 
as the Master Scam (La Estafa Maestra), 
a corruption case that implicates federal 
government officials from various state 
agencies. The case was first made public in 
September 2017 by a local anti-corruption 
NGO known as MCCI (Mexicanos Contra la 
Corrupción y la Impunidad), and was based 
on investigations carried out by the local 
media outlet Animal Político. According to 
the allegations, during EPN’s administration, 
from 2012 to 2018, government officials 
diverted MXN 7.67 billion (approximately 
USD 420 million) through the use of 
hundreds of front companies. 

On the same day as Manero’s announcement, 
AMLO ordered the country’s Secretariat of the 
Civil Service (Secretaría de la Función Pública) 
to publish, by the end of the month, the 
conclusions of its investigation into the three 
officials currently working at Pemex. The 
suspects, who have allegedly been involved 
in acts of corruption relating to La Estafa 
Maestra have been identified as: Miguel Ángel 
Lozada Aguilar, director of production and 
exploration; Héctor Salgado Castro, deputy 
director of operations and commercial 
coordination; and Luis Galván, manager of 
operations and financial control. 

On 28 January, AMLO stated that his 
fight against fuel theft has already proven 
successful as the fuel theft daily average 
in January decreased by 65 percent 
compared with November 2018, reportedly 
saving the government MXN 5 billion. The 
announcement of the new investigation into 
La Estafa Maestra has caused discomfort 
among public officials in state-owned 
entities, including Pemex. AMLO’s opponents, 
including former president Vicente Fox, who 
AMLO implied was in support of the fuel theft 
during his administration, have claimed that 
AMLO is leading a “witch hunt.” However, 
while the new administration’s battle against 
organised crime and corruption has only just 
started, it appears that the shift in policy may 
represent an opportunity for the Mexican 
economy to gain some much-needed 
legitimacy, which for decades has suffered 
from the negative consequences associated 
with rampant corruption and organised crime.

AMLO has stated 
that his fight against 
fuel theft has already 
proven successful

Photo: Animal Político



The New York Department of Financial 
Services (DFS) announced on 18 
December that it has fined Barclays 
Bank plc and its New York branch 
USD 15 million for violations of New 
York Banking Law for attempts by the 
bank’s CEO, Jes Staley, to identify the 
author/s of two whistleblowing letters 
in 2016 in contravention of Barclays’ 
whistleblowing policies and procedures.  

The DFS investigation found that 
shortcomings in governance, controls 
and corporate culture relating to Barclays’ 
whistleblowing function permitted a 
sequence of events that could have had 
a detrimental impact on the efficacy of 
Barclays’ whistleblowing programme. 

The investigation found that Mr Staley had 
discussed the confidential whistleblowing 
letter with two former colleagues who 
had never worked for Barclays, which was 
forbidden by the bank’s whistleblowing 
policies. Several members of senior 
management failed to apply whistleblowing 

US regulator fines Barclays over whistleblowing scandal  

policies and procedures in a manner that 
protected the CEO and the bank. 

The DFS investigation also found limited 
gaps in the bank’s whistleblowing policies 
and procedures, and that the cultural 
transformation that Barclay’s Group 
Compliance had been working hard to instil 
was not complete. The DFS described the 
conduct uncovered as “a step backwards 
for Barclays,” which had been implementing 
changes following several enforcement 
actions by government agencies. 

In the consent order, Barclays will submit to 
the DFS the following information:

• An enhanced written plan for internal 
controls and a compliance programme to 
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ensure implementation of and compliance 
with best practices for whistleblowing 
programmes; and

• A written plan to improve the Board’s and 
senior management’s oversight of Barclays’ 
implementation of and compliance 
with best practices for whistleblowing 
programmes.

In the consent order, Barclays will also submit 
to the DFS a report by 31 March 2019 that 
amongst other things provides an update on 
all instances since 1 January 2017 where 
Barclays received a whistleblowing complaint 
or concern that included allegations against 
one or more members of the Group Executive 
Committee or Board of Directors of Barclays 
Bank plc, and, for each instance, details about 
the complaint, handling and investigation, 
oversight, and any conclusions. 

The penalty from the US regulator follows a 
fine of GBP 642,430 imposed on Mr Staley by 
the UK Financial Conduct Authority. The bank 
docked GBP 500,000 from Mr Staley’s bonus.

The DFS described the 
conduct uncovered as 
“a step backwards for 
Barclays” 

UK solicitor penalised for not carrying out AML checks
The details of the daughters of 
Azerbaijan’s president, Leyla and Arzu 
Aliyeva’s, move to purchase two flats 
in London for GBP 59.5 million using a 
secret offshore company, emerged in 
a disciplinary tribunal in December into 
Khalid Sharif, a senior partner at Child 
& Child, who carried out the transaction, 
who admitted to failing to carry out 
money laundering checks. 

Mr Sharif is the first UK professional to be 
penalised following the publication of the 
Panama Papers from law firm Mossack 
Fonseca in 2016. Mr Sharif was fined GBP 
45,000 and GBP 40,000 in costs by the 
tribunal, according to the court judgment 
dated 4 January. 

Mr Sharif set up a British Virgin Islands 
company, Exaltation Ltd, on the Aliyeva sisters 
behalf, bought from Mossack Fonseca, in 

order to purchase the properties. Mr Sharif did 
not apply the necessary due diligence checks, 
applicable to politically exposed persons 
(PEPs), the tribunal were told, in contravention 
of the UK’s Money Laundering Regulations 
2007 and the Solicitors Regulation Authority 
Code of Conduct 2011. 

The ruling can be found HERE.

https://eba.europa.eu/news-press/calendar?p_p_id=8&_8_struts_action=%2Fcalendar%2Fview_event&_8_eventId=2522893
http://www.solicitorstribunal.org.uk/sites/default/files-sdt/11805.2018.Sharif.pdf


Latvia’s Financial and Capital 
Market Commission (FCMC) 
announced on 21 December that it 
has entered into an administrative 
agreement with BlueOrange Bank 
under the scope of the Law on the 
Prevention of Money Laundering 
and Terrorism Financing (AML 
Law) in order to improve the 
functioning of the bank’s internal 
control system. The FCMC has 
fined the bank EUR 1,246,798.

According to the FCMC, violations 
were detected in the 2016 and 2017 
inspections of the bank, which included 
that the bank had failed to comply 
with the provisions of the AML Law 
and FCMC’s regulatory requirements. 
More specifically, the bank had not 
paid sufficient attention to inter-related 
transactions with no apparent economic 
purpose, had not ensured timely, high-
quality customer due diligence, and had 
failed to carry out suspicious transaction 
detection and timely reporting. 

The FCMC considers the violations 
committed by the bank as serious; 
particularly as the bank had been 
punished previously for AML breaches. 
The parties have agreed to the follow-up 
measures for enhancing the AML/CTF 
internal control system at the bank. The 
FCMC will monitor compliance with the 
agreed commitments according to the 
deadlines specified in the agreement. 

Latvia fines 
BlueOrange 
Bank EUR 1.2 
million for AML 
weaknesses

The Hong Kong Monetary Authority 
(HKMA) announced on 28 December 
that it has fined JPMorgan Chase 
Bank, National Association, Hong 
Kong Branch HKD 12.5 million for 
breaching anti-money laundering 
(AML) rules, after a probe revealed 
amongst other things deficiencies in 
its customer due diligence (CDD).

The HKMA investigation found that, 
between April 2012 and February 2014, 
JPMorgan Hong Kong contravened six 
specified provisions of the Anti-Money 
Laundering and Counter-Terrorist 
Financing Ordinance as a result of 
deficiencies across several key control 
areas including CDD, periodic review 
of CDD information and wire transfers. 
In summary, JPMorgan Hong Kong did 
not establish and maintain effective 
procedures: (a) for the purpose of 

JPMorgan Chase Bank Hong Kong 
Branch fined for AML failings 
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Former Deutsche Börse chief settles 
insider trading investigation
German media reported on 
2 January that prosecutors 
in Frankfurt have closed the 
investigation into suspected insider 
trading by former Deutsche Börse 
chief executive Carsten Kengeter 
after he agreed to pay EUR 4.75 
million to settle the case. As part 
of the agreement Deutsche Börse 
was fined EUR 10.5 million, the 
prosecutors’ office said. 

Frankfurt prosecutors opened an 
investigation in February 2016 into 

allegations that Mr Kengeter had 
bought shares ahead of formal talks 
about a merger with the London Stock 
Exchange Group. Mr Kengeter resigned 
in late 2017 after a local court blocked 
an earlier settlement. 

Mr Kengeter’s share purchase was 
reportedly part of an incentive plan 
approved by Deutsche Börse’s 
supervisory board. The pay scheme 
encouraged Mr Kengeter to put EUR 
4.5 million of his wealth into Deutsche 
Börse shares and hold them until 2019. 

carrying out its CDD duties; (b) for 
the purpose of carrying out its duties 
to continuously monitor business 
relationships; and (c) for identifying 
and handling wire transfers which 
did not comply with the requirement 
to include the originator’s name 
in the message or payment form 
accompanying the wire transfer. 

JPMorgan Hong Kong must submit 
to the HKMA a report prepared by 
an independent external advisor 
assessing: (1) whether the remedial 
measures taken by JPMorgan Hong 
Kong are sufficient to address the 
contraventions and other deficiencies 
identified by the HKMA; and (2) the 
effectiveness of the implementation 
of such measures to address the 
contraventions and other deficiencies 
identified by the HKMA. 



The US Securities and Exchange 
Commission (SEC) announced on 
15 January charges against nine 
defendants for participating in a 
previously disclosed scheme to hack 
into the EDGAR system and extract 
non-public information to use for illegal 
trading. The SEC charged a Ukrainian 
hacker, six traders in California, Ukraine, 
and Russia, and two entities.  

The SEC’s complaint alleges that Ukrainian 
hacker Oleksandr Ieremenko used deceptive 
hacking techniques to gain access to EDGAR 
in 2016 and extracted files containing non-
public earnings results. The information was 
passed to individuals who used it to trade 
in the window between when the files were 
extracted from SEC systems and when the 
companies released the information to the 
public. In total, the traders traded before at 

SEC brings charges against EDGAR system hackers that 
used the non-public information for illegal trading 

least 157 earnings releases and generated at 
least USD 4.1 million in illegal profits.

The SEC’s complaint alleges that the 
following individuals traded using the hacked 
information: Sungjin Cho, Los Angeles; David 
Kwon, Los Angeles; Igor Sabodakha, Ukraine; 
Victoria Vorochek, Ukraine; Ivan Olefir, Ukraine; 
Andrey Sarafanov, Russia; Capyield Systems 
Ltd (owned by Mr Olefir); and Spirit Trade Ltd.

In a parallel action, the US Attorney’s Office for 
the District of New Jersey announced related 
criminal charges, against two Ukrainian men 
for their roles in the scheme. In a 16-count 
indictment Artem Radchenko and Oleksandr 
Ieremenko are charged with securities 
fraud conspiracy, wire fraud conspiracy, 
computer fraud conspiracy, wire fraud, and 
computer fraud. The criminal charges claim 
the alleged hackers sent emails to SEC staff 

Criminals are using the video game 
Fortnite to launder money through 
its in-game currency, a report by The 
Independent revealed on 13 January. 
The report claims that stolen credit 
cards are being used to purchase 
V-bucks – the virtual currency used to 
buy in-game items – and that by selling 
the V-bucks at a discounted rate to 
players, the criminals are effectively 
able to “clean” the money.

Fornite’s in-game virtual currency is being used to launder 
money, claims The Independent 

An investigation by The Independent 
newspaper into online black markets selling 
V-bucks, together with research by cyber 
security firm Sixgill, has revealed the scale of 
the money laundering operations. V-bucks 
are being sold in bulk outside of the game on 
the dark web as well as in smaller quantities 
on the open web by advertising them on 
social media platforms. According to the 
report, by posing as potential customers, 
Sixgill agents uncovered operations being 
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that appeared to come from colleagues at 
the agency, known as a “phishing” attack, 
which allowed them to install malware on SEC 
computers to steal information that helped 
them access the corporate filings.

The SEC’s complaint charges each of 
the defendants with violating the federal 
securities anti-fraud laws and related SEC 
anti-fraud rules and seeks a final judgment 
ordering the defendants to pay penalties, 
return the gains with prejudgment interest, 
and enjoining them from committing future 
violations. The SEC also named four relief 
defendants who profited from the scheme 
when defendants used the relief defendants’ 
brokerage accounts to place illicit trades.

Mr Ieremenko was previously charged in the 
US in 2015 with hacking newswire services to 
gain non-public corporate information.

conducted in Chinese, Russian, Spanish, 
Arabic and English.

Photo: Reuters



New York Attorney General (AG), 
Barbara Underwood, announced 
on 18 December that US president 
Donald Trump’s charity, the Trump 
Foundation, has agreed to dissolve 
following a lawsuit by New York’s 
AG claiming the foundation was 
misused to advance his 2016 
presidential campaign and his 
businesses. The charity’s assets 
will be distributed to charities 
vetted by Ms Underwood’s office. 

Ms Underwood, who filed the lawsuit in 
June stated that her investigation found 
“a shocking pattern of illegality involving 
the Trump Foundation — including 
unlawful coordination with the Trump 
presidential campaign, repeated and 
willful self-dealing, and much more.” 
The Foundation will be dissolved under 
judicial supervision. The state is also 
seeking restitution and penalties and 
to bar Mr Trump and his three children 
from serving on the boards of other 
New York non-profit groups for 10 
years. The deal must be approved by a 
New York state judge. 

The announcement of the dissolution 
came on the same day that Michael 
Flynn, president Trump’s former national 
security adviser, was reprimanded 
by a federal judge for lying to the FBI 
about his contacts with the Russian 
government. Judge Emmet Sullivan 
postponed Mr Flynn’s sentencing. 

The Trump 
Foundation to 
be dissolved 
following 
charges of 
“illegality” 

The US attorney for the Southern 
District of New York announced 
criminal charges on 19 December 
against Central States Capital 
Markets LLC (CSCM) for violating 
the Bank Secrecy Act (BSA), due to 
CSCM’s failure to file a suspicious 
activity report (SAR) on the activities 
of its customer Scott Tucker. This is 
the first criminal BSA charge to be 
brought against a US broker-dealer.  

CSCM entered an agreement in which 
it agreed to accept responsibility for its 
conduct by stipulating to the accuracy 
of a Statement of Facts, to pay a USD 
400,000 penalty, and that it will continue 
to enhance its BSA/AML compliance 
programme. The government has agreed 
to defer prosecution for two years. 

In October 2017, Scott Tucker and his 
attorney, Timothy Muir, were convicted 
for racketeering, wire fraud and money 

First criminal charges against US 
broker-dealer for failure to file SARs  
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UK’s SFO opens investigation into 
three failed regeneration schemes 
The UK’s Serious Fraud Office 
announced on 17 January that it 
has opened an investigation into 
suspected fraud related to three 
failed property developments in 
Manchester and Liverpool. 

In conjunction with Merseyside Police, as 
part of a joint investigation with North-West 
Regional Organised Crime Unit, search 
warrants were executed at a number of 
addresses. The raids were linked to the 
Angelgate development in Manchester, 
and the New Chinatown and North Point 

Pall Mall developments in Liverpool. All 
three developments were regeneration 
projects for the north-west of England, 
which collapsed within a few years.

laundering for their roles in perpetrating 
a payday lending scheme. According 
to court documents, CSCM failed to 
follow its written customer identification 
procedures and did not act on red flags 
prior to opening accounts for companies 
controlled by Mr Tucker. CSCM also 
failed to monitor any transactions 
using Actimize, the AML tool provided 
to CSCM for that purpose. Between 
December 2011 and December 2015, 
Actimize generated 103 alerts, but CSCM 
never checked any of them. Numerous 
suspicious transactions went undetected 
and unreported by CSCM, and despite 
producing documents in connection 
with the criminal investigation against 
Mr Tucker, CSCM did not file a SAR until 
after Mr Tucker was convicted. 

CSCM also reached a settlement with the 
Securities and Exchange Commission in 
which it agreed, amongst other things, to 
hire a compliance consultant. 



Danske Bank A/S: possible resumption of French probe, 
class-action suit and US investigations 
Danske Bank A/S issued a press 
release on 11 January, providing an 
update on possible violations of French 
anti-money laundering legislation 
(AML) in relation to the EUR 200 billion 
money laundering scandal after a 
complaint was made by anti-corruption 
campaigner, Bill Browder. Danske Bank 
confirmed that it had received a letter 
from an investigating judge of the 
French Tribunal de Grande Instance 
de Paris court summoning the bank 
to discuss matters relating to the 
ongoing investigation into “organised 
money laundering of tax evasion 
proceeds” and that the judge envisages 
placing Danske Bank under formal 
investigation. 

The bank explained that it had been charged 
in 2017 with violating France’s AML laws, 
but that in January 2018 its status was 
downgraded to assisted witness. The press 

According to a report by Reuters on 25 
January, the European Commission is 
due to adopt a blacklist of countries 
and jurisdictions that are failing to 
combat money laundering and terrorist 
financing, which according to the media 
outlet’s sources includes Saudi Arabia. 
 
Also on the list, which was provisionally 
endorsed by the Commission in January 
and is due to be adopted in early February 

EU AML/CTF blacklist reportedly to include Saudi Arabia 

release explains that Danske Bank may again 
become subject to formal investigation and 
that the letter also indicated that the scope 
of the investigation had been expanded 
to include EUR 28 million in transactions 
between 2007 and 2014. 

Mr Browder, CEO of Hermitage Capital 
Management, submitted a request to the 
French authorities in December for Danske 
Bank to be elevated back to a suspect in the 
case, accusing the bank of misleading the 
French authorities about its awareness of 
money laundering activity.  

Separately, the instigation of a class-action 
lawsuit against Danske Bank and four former 
executives by Plumbers & Steamfitters 
Local 773 Pension Fund was announced 
on 9 January, which alleges that the bank 
defrauded investors by failing to disclose 
the money laundering concerns involving its 
Estonian branch. Defendants include former 
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chief executive Thomas Borgen, former 
chairman Ole Andersen, and two former CFOs. 

IMF Bentham, Quinn Emanuel and Njord Law 
Firm, have also announced plans to file a 
shareholder lawsuit against Danske Bank by 
July over the money laundering scandal.

Estonian prosecutors announced on 19 
December the arrest of 10 former employees 
of the local branch of Danske Bank as part 
of its investigation into alleged money 
laundering, with more arrests are likely.

In addition to this, Bloomberg reported on 
23 January that the US Federal Reserve is 
investigating Deutsche Bank’s role in the 
money laundering scheme involving Danske 
Bank. According to the report, the US is 
investigating whether Deutsche Bank in New 
York properly monitored the transfer of funds 
performed on behalf of Danske Bank. 
 

following consultations with national 
government experts, is the US Virgin Islands, 
American Samoa, Libya, Panama, Iran, Iraq, 
Syria, Afghanistan, Yemen and North Korea.

According to the report, the EU’s new 
blacklist, the first of its kind from the 
Commission, is part of the ongoing efforts 
to get on the front foot following last year’s 
high-profile money laundering scandals 
involving EU banks. Europe is reportedly 

Photo: Reuters

seeking to draw up a more comprehensive 
list than the one compiled by the Financial 
Action Task Force (FATF), although the list 
is said to be based on the FATF list and 
other information points gathered by the 
Commission.  
 
European banks will, as a result of the 
blacklist, have to carry out enhanced due 
diligence checks on funds coming from the 
countries on the blacklist. 



The DOJ 
charges 
two hackers 
allegedly 
associated with 
the Chinese 
government  
The US Department of Justice 
announced the criminal indictment 
of two hackers, Zhu Hua (aka 
Afwar, aka CVNX, aka Alayos, aka 
Godkiller) and Zhang Shilong, 
(aka Baobeilong, aka Zhang 
Jianguo, aka Atreexp) associated 
with the Chinese government 
on 20 December, for conspiracy 
to commit computer intrusions, 
conspiracy to commit wire fraud, 
and aggravated identity theft. 

According to the indictment, Zhu and 
Zhang were members of a hacking 
group operating in China known as 
Advanced Persistent Threat 10 (the 
APT10 Group). The defendants worked 
for a company called Huaying Haitai 
Science and Technology Development 
Company and acted in association 
with the Chinese Ministry of State 
Security’s Tianjin State Security 
Bureau. It is alleged that through their 
involvement with the APT10 Group, 
Zhu and Zhang conducted global 
campaigns of computer intrusions 
targeting intellectual property and 
confidential business and technological 
information at managed service 
providers, technology companies, and 
US government agencies. Among other 
things, Zhu and Zhang engaged in 
illegal hacking operations.
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US seizes domains associated with 
DDoS-for-hire-services and charges 
those who facilitated the platforms 
The US Department of Justice 
announced on 20 December the 
seizure of 15 internet domains 
associated with DDoS-for-hire-
services, as well as criminal charges 
against three individuals, Matthew 
Gatrel, Juan Martinez, and David 
Bukoski, who allegedly facilitated 
the platforms. The websites, 
which included critical-boot.com, 
ragebooter.com, downthem.org and 
quantumstress.net, allowed users to 
pay to launch distributed denial-of-
service, or DDoS, attacks. 

In conjunction with the seizure warrants, the 
US Attorney’s Office for the Central District 
of California charged Matthew Gatrel and 

Juan Martinez with conspiring to violate 
the Computer Fraud and Abuse Act 
through the operation of services known 
as Downthem and Ampnode. According 
to the criminal complaint, Downthem 
offered DDoS services directly to users 
who wished to attack other internet 
users, and Ampnode offered resources 
designed to facilitate the creation of 
standalone DDoS services by customers. 

The US Attorney’s Office for the District 
of Alaska charged David Bukoski 
with aiding and abetting computer 
intrusions. The charging documents 
allege that Mr Bukoski operated 
Quantum Stresser, one of the longest-
running DDoS services in operation.  

JPMorgan Chase Bank N.A. fined 
for improper handling of ADRs   
The US Securities and Exchange 
Commission announced on 26 
December that JPMorgan Chase 
Bank N.A. will pay more than USD 135 
million to settle charges of improper 
handling of “pre-released” American 
Depositary Receipts (ADRs).

The SEC found that JPMorgan improperly 
provided ADRs to brokers in thousands of 
pre-release transactions when neither the 
broker nor its customers had the foreign 
shares needed to support the new ADRs. 
Such practices resulted in inflating the 
number of a foreign issuer’s tradeable 
securities, which resulted in abusive 
practices like inappropriate short selling. 

JPMorgan has agreed to pay 
disgorgement of more than USD 
71 million plus USD 14.4 million in 
prejudgment interest and a USD 49.7 
million penalty for total monetary relief 
of more than USD 135 million. 

JPMorgan will pay 
more than USD 
135 million to settle 
charges of improper 
handing of “pre-
release” ADRs



Short-seller Bonitas Research has 
accused, Hexindai, a US-listed 
Chinese peer-to-peer lender, of 
fraud, in a report published on 
15 January, alleging that the 
company lied to investors about 
performance indicators in the 
prospectus for its 2017 initial 
public offering on Nasdaq. The 
report, published on Bonitas 
Research’s website, states that the 
allegations are based on filings 
from Hexindai’s largest guarantee 
insurance supplier.

Shares in Hexindai fell following the 
release of the report, but closed up 
more than 6 percent. Johnson Zhang, 
Hexindai’s chief financial officer, has 
rejected the accusations, according 
to the Financial Times report. “We 
believe that the allegations made 
contain numerous errors and 
unsupported speculation,” Mr Zhang 
said in a statement.

Short-seller 
Bonitas 
Research 
accuses P2P 
lender, Hexindai, 
of fraud

The US Securities and Exchange 
Commission announced on 28 
January that a federal court in 
Florida has ordered Woodbridge 
Group of Companies LLC and its 
former owner to pay USD 1 billion 
in penalties and disgorgement 
for operating a ponzi scheme that 
targeted retail investors.

The US District Court for the Southern 
District of Florida approved judgments 
against Woodbridge and its 281 related 
companies ordering them to pay USD 
892 million in disgorgement, and ordering 
former owner and CEO Robert H. Shapiro 
to pay a USD 100 million civil penalty and 
to disgorge USD 18.5 million plus USD 2.1 
million in prejudgment interest.

Woodbridge ponzi scheme operators 
ordered to pay USD 1 billion
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Lawsuit filed against Deutsche Bank 
over “cum-ex” transactions
Hamburg-based bank M.M. Warburg 
& Co announced on 10 January that 
it has filed a lawsuit in a Frankfurt 
regional court against Deutsche 
Bank seeking EUR 46 million that 
the bank was ordered to pay in 
capital gains tax. The lawsuit relates 
to the share-trading scheme known 
as “cum-ex,” which is the subject of 
fraud investigation in Germany. 

Warburg said Deutsche Bank had failed to 
withhold taxes for a series of share trades 
that took place as part of the bank’s 
role as a custodian bank in 2010 and 
2011. The Hamburg tax authorities had 

told Warburg to repay those funds, which 
prompted the legal action. 

Meanwhile, the Financial Times reported 
on 18 January that Deutsche Bank’s head 
of investment banking, Garth Ritchie, was 
sent an email in 2007 that discussed a 
design flaw in Germany’s tax code that 
allowed its clients to trick tax authorities 
into refunding dividend tax that was never 
paid. Although the report states that it is 
unclear whether Mr Ritchie read the email, it 
is said to be part of the evidence collected 
by prosecutors. Two former London-based 
Deutsche Bank employees are among 
those being probed over the transactions.

In December 2017, the SEC filed 
an emergency action charging the 
company and other defendants with 
operating a USD 1.2 billion ponzi scheme 
that defrauded 8,400 retail investors 
nationwide. The SEC’s complaint alleged 
that Mr Shapiro made ponzi payments to 
investors and used shell companies to 
conceal the scheme.

Photo: South China Morning Post

The SEC alleged that 
Mr Shapiro made 
ponzi payments to 
investors and used 
shell companies to 
conceal the scheme



Indian court 
declares 
Vijay Mallya 
first “fugitive 
economic 
offender” 

A court in India set up under the new 
Fugitive Economic Offenders Bill 
2018 declared liquor and aviation 
tycoon Vijay Mallya a “fugitive 
economic offender” on 5 January, 
paving the way for the government 
to seize his assets, according to 
Reuters partner ANI.

India’s Directorate had sought to 
declare Mr Mallya a “fugitive economic 
offender” and to confiscate INR 125 
billion worth of his assets. Mr Mallya is 
the first person to be declared a fugitive 
under the new law. A London court 
ruled in 2018 that Mr Mallya should be 
extradited to India.

India has been trying to extradite Mr 
Mallya from Britain after the collapse 
of Kingfisher Airlines. It wants to bring 
fraud charges against the businessman 
over USD 1.4 billion in loans Kingfisher 
borrowed from Indian banks.
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UK opens inquiry into Jerusalem 
Merit over regulatory concerns 
involving the charity’s funds 
The UK government announced on 10 
January that the Charity Commission, 
the independent regulator of charities 
in England and Wales, has opened 
a statutory inquiry into CAWRM Ltd, 
known as Jerusalem Merit, over 
“serious regulatory concerns,” which 
include that the charity’s funds were 
held in the personal bank account 
of an individual linked to the charity, 
at a time during which the individual 
was under investigation for terrorist 
financing offences. 

The inquiry was instigated after the Charity 
Commission carried out a compliance visit 
to CAWRM Ltd, which highlighted serious 
regulatory concerns including:

• the charity’s funds having been held in the 
personal bank account of an individual 
linked to the charity, at a time during which 
the individual was under investigation for 
terrorist financing offences;

• that not all of the funds held by the 
individual had been repaid to the charity;

• charitable funds being put at risk by the 
couriering of significant amounts of cash 
out of the UK to the Middle East, with GBP 
45,000 transferred in this manner in the 
first half of 2018;

• the unauthorised employment and 
remuneration of a trustee;

• unexplained large payments to a limited 
company whose sole director is the 
individual linked to the charity; and

• the inability to account for the charity’s 
funds before it was registered with the 
Commission.

In order to address the concerns, 
the investigation will consider: the 
administration, governance and 
management of the charity by its 
trustees; the financial controls and 
management of the charity and 
whether its funds have been properly 
expended solely for exclusively 
charitable purposes and can be 
accounted for; and whether or not 
the trustees have complied with and 
fulfilled their duties and responsibilities 
as trustees under charity law.

In order to address 
the concerns, the 
investigation will 
consider, amongst 
other things, the 
financial controls 
and management 
of the charity and 
whether its funds 
have been properly 
expended solely for 
exclusively charitable 
purposes and can be 
accounted for
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The US Financial Industry 
Regulatory Authority (FINRA) 
published a report on “Selected 
Cybersecurity Practices - 2018,” 
on 20 December, which reviews 
effective information security 
controls at securities firms. The 
report represents the newest 
initiative in FINRA’s efforts to 
help broker-dealers develop their 
cybersecurity programmes.

The report’s five main topics are:

• Cybersecurity controls in branch 
offices;

• Methods of limiting phishing attacks;

• Identifying and mitigating insider 
threats;

• Elements of a strong penetration-
testing programme; and

• Establishing and maintaining controls 
on mobile devices.

The new report builds on a 2015 
cybersecurity report from FINRA, 
providing greater detail, for example, the 
section on branch controls lists effective 
practices across written supervisory 
procedures, asset inventories, 
technical controls and branch review 
programmes. The section on phishing 
highlights how to detect attacks, 
including phishes that appear to be 
from trusted sources.

FINRA issues 
report on 
selected 
cybersecurity 
practices 

Executive director of the UN Office 
on Drugs and Crime, Yury Fedotov, 
stated at the UN Security Council 
on 19 December, that West and 
Central Africa faces “disruptive and 
destabilising” new trends regarding 
drug trafficking, drug use and other 
crimes, including threats of arms 
trafficking, money laundering, human 
trafficking, smuggling of migrants, 
cybercrime, maritime piracy and 
threats posed by terrorism.

Mr Fedotov noted that there are strong 
links between illicit trafficking and the 

UN highlights new crime trends in 
West and Central Africa
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Congo voting data reveals election 
fraud, reports the Financial Times 
The Financial Times reported 
on 15 January that according 
to analysis of two separate 
collections of voting data, Martin 
Fayulu was the clear winner 
of the Democratic Republic of 
Congo’s presidential elections last 
month, contradicting claims from 
authorities that rival contender 
Felix Tshisekedi had won the vote.

Analysis by the Financial Times of 
leaked polling data “points to huge 
fraud” in the first change of power since 
Joseph Kabila took over the presidency 
of the central African nation almost 
18 years ago. According to election 
data seen by the Financial Times and 
representing 86 percent of total votes 
cast across the country, Mr Fayulu 
won 59.4 percent of the vote. Rival 

opposition candidate Mr Tshisekedi, 
who was declared the winner last 
week, finished second with 19 percent, 
according to the data set.

The electoral commission has denied 
its results were fraudulent and Congo’s 
Catholic Church has called on the 
electoral commission to publish the 
true results of the election.

financing of armed groups, a fact that 
the Security Council has recognised 
before, including in previous presidential 
statements. 

According to the UN agency, West 
and Central Africa, along with North 
Africa, accounts for 87 percent of all 
pharmaceutical opiates seized globally. 
Heroin trafficking is also on the rise with 
seizures across the region, especially in 
the airports of Lagos in Nigeria, Accra 
in Ghana and Cotonou in Benin, closely 
followed by Ouagadougou in Burkina 
Faso, Lome in Togo and Bamako in Mali.

Photo: The Financial Times



Tesco fraud 
trial collapse 
raises 
questions 
about DPAs

Three former Tesco executives 
were cleared of wrongdoing 
over Tesco’s GBP 250 million 
accounting scandal by a criminal 
court on 23 January, in a ruling that 
raises questions about why the 
company entered into a deferred 
prosecution agreement (DPA) with 
the UK’s Serious Fraud Office (SFO) 
that ascribed wrongdoing to the 
executives. 

Following the acquittal, the SFO 
published in full the terms of the DPA 
reached with Tesco Stores Ltd. Under 
the DPA, Tesco agreed to pay a GBP 129 
million fine and GBP 3 million in costs. 
The company also agreed to undertake 
an ongoing compliance programme 
during the three-year term of the DPA.

Carl Rogberg, former UK finance director, 
Christopher Bush, former managing 
director of Tesco UK, and John Scouler, 
former UK food commercial director, 
were cleared after a judge ruled the 
prosecution was “so weak” there was 
no case to answer. However, the DPA 
ascribed wrongdoing to the three former 
employees. The SFO’s DPA with Tesco 
was the first to publicly name individuals. 
The DPA states that the three men were 
“aware of and dishonestly perpetuated 
the misstatement [of figures]” and 
“thereby falsifying or concurring in the 
falsification of accounts or records 
made for an accounting purpose.” 
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Patisserie Holdings goes into 
administration as a result of fraud 
Patisserie Holdings plc announced 
on 22 January that it has gone into 
administration, as a “direct result of 
the significant fraud” uncovered in 
October 2018, that is suspected to 
be as much as GBP 40 million, with 
the company acknowledging on 16 
January that the problem was worse 
than initially feared. 

Patisserie Holdings issued a statement in 
which it explained that the work carried out 
by the company’s forensic accountants 
since discovery of the fraud has revealed 
that the misstatement of accounts was 

extensive, involving very significant 
manipulation of the balance sheet and 
profit and loss accounts. Among other 
manipulations, this involved thousands 
of false entries into company ledgers. 

The fraud is alleged to have involved 
finance staff and a supplier enlisted to 
provide fake invoices, according to a 
report by PwC commissioned by the 
company’s board. The report, which 
investigates the role of five individuals in 
the allegations, also identifies a supplier 
who allegedly assisted the fraud by 
submitting fake invoices. 

Ronaldo agrees to pay EUR 18.8 
million to settle tax fraud case  
Footballer Cristiano Ronaldo admitted 
to committing tax fraud while playing 
for Real Madrid and agreed to pay an 
EUR 18.8 million fine to settle the case 
brought by Spanish prosecutors on 
22 January in return for a 23-month 
suspended prison sentence. Ronaldo 
was accused of defrauding the 
authorities of EUR 14.8 million in 
unpaid taxes between 2011 and 2014.

Madrid’s state prosecutor alleged in 2017 
that Ronaldo had used a shell company in 
the Virgin Islands to hide his total income 
from Spain’s tax office. It said Ronaldo 
“intentionally” did not declare income of 
EUR 28.4 million related to image rights and 

declared EUR 11.5 million in earnings 
from 2011-14 when his real income was 
almost EUR 43 million. It was also alleged 
that Ronaldo falsely reported income 
as coming from real estate, which had 
greatly reduced his tax rate.

Madrid’s state 
prosecutor said 
Ronaldo “intentionally” 
did not declare income 
of EUR 28.4 million 
related to image rights



Drone maker 
uncovers CNY 
1 billion fraud 

SZ DJI Technology Co, the world’s 
largest drone maker, announced on 
18 January that it has discovered 
cases of fraud involving its 
employees in China that may cause 
losses of CNY 1 billion.

The corruption was found during an 
internal probe, as a result the company 
has fired multiple workers who inflated 
parts costs for personal gain and 
has contacted law enforcement. DJI 
said it was taking steps to strengthen 
internal controls and has established 
new channels for employees to submit 
anonymous reports relating to any 
violations of the company’s ethical and 
workplace conduct policies.
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Russian lawyer 
charged with 
obstructing 
justice
Natalia V. Veselnitskaya, the 
Russian lawyer who attended 
the meeting at Trump Tower 
with Trump campaign officials 
in 2016, was charged by federal 
prosecutors in New York on 8 
January, in a separate case, for 
the obstruction of justice. Ms 
Veselnitskaya was charged with 
seeking to thwart an investigation 
into money laundering that 
involved a Russian businessman 
and his investment firm.

The case stems from an investigation 
into the role that Ms Veselnitskaya’s 
clients, Prevezon Holdings and its owner 
Denis P. Katsyv, played in a scheme to 
launder money through NY real estate. 

Vatican 
hands down 
first money 
laundering 
sentence
The Holy See Press Office 
announced on 27 December that 
the first person in the Vatican’s 
history has been tried and found 
guilty of money laundering. The 
Vatican court sentenced on 17 
December Angelo Proietti, a 
builder who had done construction 
work for Vatican offices, to two 
and a half years in prison, and 
confiscated more EUR 1 million 
seized by authorities in 2014. 

The conviction is the first time that the 
Vatican has prosecuted someone for 
money laundering since it became a 
criminal offence in 2010.

Morgan Stanley Smith Barney fined for AML failings
The US Financial Industry Regulatory 
Authority (FINRA) announced on 26 
December that it has fined Morgan 
Stanley Smith Barney LLC USD 10 
million for anti-money laundering (AML) 
programme and supervisory failures 
that spanned more than five years.

Morgan Stanley’s AML programme failed to 
meet the requirements of the Bank Secrecy 
Act due to three shortcomings:

(1) Morgan Stanley’s automated AML 
surveillance system did not receive critical 
data from several systems, undermining the 
surveillance of wire and foreign currency 
transfers, including to and from countries 

known for having high money laundering risk;

(2) Morgan Stanley failed to devote sufficient 
resources to review alerts generated by its 
AML surveillance system, and analysts often 
closed alerts without sufficiently conducting 
and/or documenting their investigations; and

(3) The AML department did not reasonably 
monitor customers’ deposits and trades 
in penny stocks for potentially suspicious 
activity, despite the fact that its customers 
deposited 2.7 billion shares of penny stocks.

FINRA also found that Morgan Stanley failed 
to establish a supervisory system designed to 
comply with the Securities Act. In particular, 

Morgan Stanley divided responsibility for 
vetting its customers’ deposits and sales of 
penny stocks among its branch management 
and two home office departments without 
reasonable coordination. Instead, the firm 
relied on its customers’ representations that 
the penny stock they sought to deposit was 
not restricted from sale. As a result, Morgan 
Stanley failed to evaluate customers’ penny 
stock transactions for “red flags.”

FINRA also found that Morgan Stanley failed 
to implement its policies, procedures, and 
controls to ensure that it conducted risk-
based reviews on a periodic basis of the 
correspondent accounts it maintained for 
certain foreign financial institutions.



TECHNICAL UPDATES

Former Credit Suisse bankers charged in connection 
with Mozambique’s USD 2 billion “tuna bonds” scandal
An indictment unsealed on 3 January in 
the Eastern District of New York alleges 
that former Credit Suisse Group AG 
bankers, a Lebanese businessman, and 
former top officials in Mozambique, 
including the former minister of 
finance, participated in bribery and 
fraud connected to Mozambique’s USD 
2 billion “tuna bonds” scandal. 

The defendants, including three former 
members of Credit Suisse’s Global Financing 
Group, face charges of conspiracy to commit 
money laundering, wire fraud, securities fraud, 
and Foreign Corrupt Practices Act (FCPA) 
violations. Andrew Pearse, Surjan Singh, and 
Detelina Subeva, were charged in a federal 
court in Brooklyn, with conspiring to violate 
US anti-bribery law and to commit money 
laundering and securities fraud. The former 
bankers are alleged to have circumvented 
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Credit Suisse’s internal controls to convince 
the bank to fund illicit investment projects. 
They have been released on bail while the US 
seeks extradition. 

Former Mozambique finance minister Manuel 
Chang, was arrested in South Africa and 
Jean Boustani was arrested in New York. 
Mr Boustani worked as lead salesman for 
Privinvest - an Abu Dhabi-based holding 
company whose subsidiaries include a ship 

building firm hired to provide equipment and 
services to the Mozambican companies, 
according to the indictment.

It is alleged that, between 2013 and 2016, 
three Mozambican state-owned companies 
borrowed more than USD 2 billion through 
loans guaranteed by the government and 
arranged by Credit Suisse and another 
investment bank, which was not named. 
According to the indictment, the three state-
owned companies were created to undertake 
maritime projects, including a tuna fishing 
company, but were really “fronts” for Mr 
Chang, Mr Boustani and the bankers to enrich 
themselves. At least USD 200 million was 
said to have been diverted to the defendants 
and other Mozambican government officials. 

Mozambique has indicted 18 individuals for 
their alleged involvement in the scandal. 

President of Japan’s Olympic Committee formally 
investigated in France for corruption  
Le Monde reported on 11 January 
that the president of Japan’s Olympic 
Committee, Tsunekazu Takeda, has 
been placed under formal investigation 
in France over corruption allegations 
related to Japan’s winning bid to host 
the 2020 Olympic Games. French 
prosecutors have confirmed that Mr 
Takeda was placed under investigation 
in December on suspicion of “active 
corruption.”  

The case is related to an investigation in 
2016 into payments worth USD 2 million 

allegedly connected to Japan’s successful 
bid to host the Olympics. An alleged 
payment in July 2013 and a second three 
months later were made under the title of 
“Tokyo 2020 Olympic Game Bid” from a 
Japanese bank account to a Singaporean 
account held by Black Tidings, the French 
prosecutor’s office said in 2016. Black 
Tidings reportedly has links to Papa Massata 
Diack, son of Lamine Diack, the former world 
athletics chief. According to Le Monde, the 
payments are suspected of being designed 
to influence the African members of the 
International Olympic Committee. 

Mr Takeda denied any wrongdoing at a press 
conference on 15 January and said that he 
would fully cooperate with the investigation. 
Mr Takeda has said that the payments 
made to Black Tidings were legitimate 
remuneration for consultancy services. 

The former bankers 
are alleged to have 
circumvented Credit 
Suisse’s internal controls 
to convince the bank to 
fund illicit projects

Photo: New York Times



Lawsuit filed 
against HS2 
Ltd over 
allegations that 
it undervalued 
properties

The Financial Times reported 
on 18 January that HS2 Ltd is 
facing a GBP 500 million lawsuit 
brought by Sydney & London 
Properties over allegations that it 
undervalued properties in London 
that it compulsorily purchased to 
make way for the trainline. 

According to the report, Sydney & 
London Properties, which owned four 
office buildings and land in front of the 
HS2 railway line’s terminus at Euston 
station, has accused the government-
controlled company of failing to take 
into account the area’s redevelopment 
potential when purchasing the land. 
HS2 valued the site at less than GBP 
200 million, but Sydney & London said 
it is worth at least GBP 700 million. 

The lawsuit will bolster accusations 
from HS2 whistleblowers, who allege 
that the state-owned company’s 
management provided false figures in 
its budget and misled parliament over 
the cost of buying up property along 
its planned route, states the FT. 

29

aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2019

PRESS & MEDIA  |  BRIBERY  |  CORRUPTION

Concern over government contract 
granted to Seaborne Freight 
The Financial Times reported on 
14 January that UK government 
outsourcing has become less 
competitive over the past three years, 
with close to one quarter of public 
sector contracts awarded to sole 
bidders in 2018, following concerns 
about the government’s awarding of a 
GBP 14 million contract to Seaborne 
Freight — without a competitive tender 
— to provide ferry services in the event 
of a no-deal Brexit.

The Financial Times reported on 4 January 
that the Labour party was due to put 
pressure on transport secretary, Chris 
Grayling, to justify his decision to grant 
the contract to Seaborne Freight, which 
has yet to acquire any vessels. Concern 
over the contract grew after it emerged 
that Seaborne Freight’s chief executive, 
Ben Sharp, previously ran a business that 
was liquidated owing money to the UK tax 
authorities. According to Companies House, 
Mr Sharp ran Mercator Ship Chartering and 
Mercator International, which were both 
wound up following petitions by HMRC. 
Mercator International owed GBP 1.8 million 
to creditors in the final year it filed accounts.

The Financial Times published a further 
report on 7 January that one of the 
directors of Seaborne Freight, Brian 
Raincock, previously ran a business that 
went into liquidation owing money to the 
UK tax authority. According to the report Mr 
Raincock ran Litigation Protection Limited 
until it entered liquidation in April 2017. 
According to liquidators’ reports HMRC 
is owed GBP 580,000 in relation to the 
company’s use of employee benefit trusts.

According to the research by the Financial 
Times and OpenOpps, the proportion of UK 
public sector contracts awarded without a 
competitive tender rose from 15 percent in 
2016 to 23 percent in 2018.

SFO brings new charges against 
former VP of SBM Offshore 
A former vice president of SBM 
Offshore, Stephen Whiteley, who 
has already been charged with hiring 
Unaoil to pay bribes on behalf of SBM 
is facing a new charge of helping 
another contractor hire Unaoil to pay 
bribes in Iraq, the UK’s Serious Fraud 
Office announced on 21 December. 

In addition to his role at SBM, Mr Whiteley 
also worked for Unaoil as its general 
territories manager for Iraq, Kazakhstan, and 
Angola. According to the SFO, in 2009 and 
2010 Mr Whiteley “assisted Unaoil Limited to 
be engaged as a subcontractor to Leighton 
Contractors Singapore PTE Ltd for an oil 
pipeline project in Iraq.” 

Concern over the 
contract grew after it 
emerged that Seaborne 
Freight’s chief executive 
previously ran a business 
that was liquidated 
owing money to the UK 
tax authorities
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Three former executives of FH Bertling 
Group and a former ConocoPhillips 
employee received suspended prison 
sentences on 11 January, for their part 
in a bribery scandal involving illicit 
payments alleged to have been made 
by FH Bertling Ltd to secure contracts in 
Angola and in the North Sea, following 
an investigation and prosecution by the 
UK’s Serious Fraud Office (SFO). 

Colin Bagwell, the former FH Bertling chief 
commercial officer, received nine months’ 
imprisonment to be suspended for two years 
for his part in a bribery scheme to overcharge 
for freight forwarding services provided by FH 

Former FH Bertling Group executives and a former ConocoPhillips 
employee receive suspended sentences in bribery case

Bertling for a North Sea oil exploration 
project. He was also ordered to pay a 
GBP 5,000 fine. Christopher Lane, the 
head of logistics at ConocoPhillips Co, 
received six months’ imprisonment 
suspended for two years for the same 
offence. Giuseppe Morreale and Stephen 
Emler, both former FH Bertling directors, 
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The Guatemalan government 
unilaterally terminated the International 
Commission Against Impunity in 
Guatemala (CICIG), an independent 
body set up by the UN and Guatemala 
to investigate illegal security groups 
and high-level corruption in the country, 
during a meeting with UN secretary-
general António Guterres on 7 January.

Guatemalan foreign minister Sandra Jovel 
said that the UN body had 24 hours to leave 
the country and that president Jimmy Morales 
would continue the fight against corruption, 
but that there had been a misunderstanding 
about the investigations into his affairs by the 
CICIG. The CICIG had sought to prosecute Mr 
Morales over funding irregularities linked to 
his 2015 election campaign.

UN secretary-general Guterres “strongly 
rejected” the Guatemalan government’s 

decision to unilaterally terminate the CICIG. 
The mandate of the CICIG is scheduled to 
end on 3 September and the UN expects 
Guatemala to “entirely fulfil its legal 
obligations” under the agreement, said Mr 
Guterres. The European Council published 
a statement on 11 January that the EU fully 
concurs with the secretary-general of the UN 
that the government should allow the CICIG 
to complete its work until its current mandate 
ends in September 2019, respecting the 
integrity of CICIG national and international 
personnel and affording them all necessary 
protection. A UN spokesperson said on 9 
January that the team was looking at ways to 
continue to carry out its mandate.

Additionally, with demonstrations expected 
to take place in various Guatemalan cities on 
14 and 15 January organised by civil society 
groups to highlight issues, including the 
government’s decision to terminate the CICIG, 

UN human rights chief, Michelle Bachelet, 
urged the Guatemalan government to 
guarantee freedom of expression and 
opinion, and the right to peaceful assembly 
and association.

In addition to this, UN rights chief Michelle 
Bachelet issued a statement on 22 
January condemning steps taken by the 
Guatemalan Congress to approve an 
amendment to the National Reconciliation 
Law that would grant amnesty to all those 
found guilty of human rights crimes during 
Guatemala’s civil war. Ms Bachelet said 
that the amendment could represent a 
“drastic set-back” to the whole legal system 
and overall accountability in the country. 
If adopted, the amendment would see 
dozens of people in jail for human rights 
violations freed within 24 hours. Before 
the amendment can be adopted, Congress 
must approve it after three readings.

Guatemala terminates UN anti-corruption body
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also received sentences totalling 15 months 
and 12 months respectively, each suspended 
for two years, for their part in a scheme 
to secure contracts for FH Bertling in the 
North Sea. In relation to the SFO’s Angola 
investigation, Mr Morreale was sentenced 
to two years and Mr Emler 18 months 
imprisonment, to be suspended for two years. 
Mr Morreale was ordered to pay a GBP 20,000 
fine and Mr Emler GBP 15,000. 

The sentencing follows a four-year 
investigation and prosecution by the SFO 
against individuals involved in bribery 
schemes to secure contracts for FH Bertling 
in Angola and the North Sea. 

The sentencing 
follows a four-year 
investigation by the 
SFO against individuals 
involved in bribery 



An organised crime group involved 
in manipulating professional tennis 
competitions was dismantled in an 
operation led by Spain’s Guardia Civil and 
supported by Europol. The Guardia Civil 
announced on 10 January that 83 people 
were implicated in the match-fixing ring, 
including 28 professional players.

“Fifteen people have been arrested, among 
them the heads of the organisation, and 
another 68 are under investigation,” the 
Guardia Civil said. “Of those 83, 28 are 
professional tennis players who have either 
been detained or investigated – one of whom 
took part in the last US Open.” It is alleged that 
those responsible for the fraud were engaged 
in bribing professional players to profit from 
bets placed on fixed matches.

According to Europol’s press release a 
criminal group of Armenian individuals used 

Tennis match-fixing ring involving 
professional players dismantled 

a professional tennis player, as the link 
between the gang and the rest of the 
criminal group. Once they bribed the 
players, the Armenian network members 
attended the matches to ensure that 
the tennis players complied with what 
was agreed and gave orders to other 
members of the group to place bets at 
national and international level.

The investigation resulted in the freezing 
of 42 bank accounts and the confiscation 
of assets. “Those currently under arrest 
ran the money through different accounts 
before finally transferring it to those 
under their control, always using false 
names,” said the Guardia Civil. “They 
are suspected of membership of a 
criminal organisation, corrupting private 
individuals (in the sporting world), fraud, 
money laundering, illegal possession of 
firearms and identity theft.”

Former Alstom Power executive 
Nicholas Reynolds was found 
guilty on 19 December by a 
UK court for his role in bribing 
Lithuanian officials for power 
station contracts, following an 
investigation brought by the UK’s 
Serious Fraud Office (SFO). Mr 
Reynolds was sentenced on 21 
December to four and a half years 
in prison and was ordered to pay 
GBP 50,000 in costs.

The individuals involved in the scheme 
were found to have falsified records 
to avoid checks in place to prevent 
bribery and between them, the Alstom 
companies, paid more than EUR 5 
million in bribes to secure the contracts.

After restrictions on reporting on the 
conviction were lifted in December, 
the SFO said that Alstom Network 
UK Ltd had been found guilty in 
April of conspiracy to corrupt for 
making payments to win a tram and 
infrastructure contract in Tunisia. 
According to the SFO, Alstom Network 
paid EUR 2.4 million to a company 
it acknowledged was a front for 
corruption in exchange for help in 
securing an EUR 85 million contract. 

SFO secures 
conviction of 
former Alstom 
Power executive
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Clifford Chance admits role in sale of jet to 
Equatorial Guinea dictator’s son
Clifford Chance has been forced to 
address allegations that it advised 
on a deal for the son of Equatorial 
Guinea’s dictator, Teodorín Obiang, 
to purchase a USD 38 million private 
jet, the Guardian reported on 17 
December, following allegations 
published in Private Eye. Clifford 
Chance issued a statement that it had 
not acted for Mr Obiang in the deal to 
acquire the jet in 2006, but that it had 
advised a third party on the sale. 

The law firm also said it advised Mr Obiang 
personally when the US accused him 

of corruption and attempted to seize 
his assets in 2011. It said it would not 
accept him as a client today. There is no 
suggestion of criminal wrongdoing by 
Clifford Chance, however, the statement 
comes amid increasing focus on the 
role of “professional enablers.” Mr 
Obiang was convicted of corruption and 
embezzlement in 2017 in France. 

Clifford Chance also said in the 
statement that it would be initiating 
discussions with other London law firms 
to coordinate a statement by the legal 
sector on tackling corruption.

Photo: Sky News



Katanga Mining fined for hiding risks 
of doing business with Dan Gertler
The Ontario Securities Commission 
(OSC) approved a settlement 
agreement with Glencore-controlled 
mining company, Katanga Mining 
Limited, former members of its board 
of directors Aristotelis Mistakidis, 
Tim Henderson, and Liam Gallagher, 
former chief financial officers 
Jacques Lubbe and Matthew Colwill, 
former director and CEO Jeffrey 
Best, and current director and CEO 
Johnny Blizzard on 18 December, 
for disclosure violations and internal 
control failures, and conduct by the 
individual respondents that led to the 
company making misleading financial 
disclosures to investors.

As a part of the settlement, Katanga 
admitted that, between 1 January 2012 
and 31 March 2017, it failed to maintain 
adequate internal controls over financial 
reporting (ICFR) and disclosure controls 
and procedures, and that it failed to 
disclose material weaknesses in its ICFR. 
The individual respondents admitted that 
they engaged in conduct that undermined 
Katanga’s corporate governance, internal 
controls and culture of compliance 
and that resulted in Katanga making 
materially misleading disclosures relating 
to the results of its operations, including 
overstating USD 41.8 million of copper 
cathode production, improperly capitalising 
impaired ore and overstating concentrate 
inventories totalling USD 122 million.

Katanga also admitted that it failed to 
disclose material risks to its business, 
specifically the elevated risk of public sector 
corruption in the Democratic Republic of 
the Congo (DRC) and the nature and extent 
of Katanga’s reliance on individuals and 
entities associated with Dan Gertler. Mr 
Gertler’s close relationship with Joseph 

Kabila, the then president of the DRC, and 
allegations of Mr Gertler’s involvement in 
corrupt activities in the DRC were referred 
to in media reports.

Katanga has agreed to make a voluntary 
payment of CAD 28.5 million and has 
agreed to pay for an independent 
consultant to conduct a review of its 
metal accounting. The company has also 
agreed to pay CAD 1.5 million towards 
the costs of the investigation.

The individual respondents have agreed 
to pay a total of CAD 5.9 million in 
administrative penalties. Mr Mistakidis, 
Mr Lubbe and Mr Best are prohibited 
from becoming or acting as an officer 
or director of a reporting issuer for four 
years. In light of his role on Katanga’s 
audit committee, Mr Gallagher is 
prohibited from becoming or acting as 
an officer or director of a reporting issuer 
for six years. Mr Henderson is prohibited 
from becoming or acting as an officer 
or director of a reporting issuer for three 
years. Mr Colwill and Mr Blizzard are 
prohibited from becoming or acting as 
an officer or director of a reporting issuer 
for two years. Mr Blizzard is required to 
resign as CEO of Katanga within 30 days. 

In total, the monetary penalties amount to 
CAD 34.4 million.
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Glencore 
gave loans to 
businesses 
linked to 
suspect Congo 
dealings, 
reports WSJ
According to a report in the 
Wall Street Journal (WSJ) on 14 
January, Glencore plc provided 
nearly USD 1 billion in loans 
and advances to companies 
associated with Israeli 
businessman Dan Gertler, who 
is accused of having corrupt ties 
to government officials in the 
Democratic Republic of Congo 
(DRC), according to documents 
reviewed by the WSJ.

The loans were made over a 10-year 
period beginning in 2007, the Wall 
Street Journal said, to help finance 
some of Mr Gertler’s investments 
in the DRC. Mr Gertler filed royalty 
claims against Glencore in 2018 worth 
over USD 3.7 billion, which Glencore 
eventually agreed to pay.

The loans were 
made over a 10-year 
period beginning in 
2007, the Wall Street 
Journal said, to help 
finance some of Mr 
Gertler’s investments 
in the DRC
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The president of the European 
Commission Jean-Claude Juncker 
warned Romania that its proposed 
amnesty for those convicted of 
corruption would be a “step back,” at 
a meeting with Romania’s president 
Klaus Iohannis on 11 January. Mr 
Juncker urged the country not to let 
domestic battles derail the country’s 
presidency of the Council of the 
European Union, which runs from 
January until June 2019. 

Politicians from the Social Democrat 
party have proposed pardons for those 
convicted of corruption, which has 
caused concern in Europe. Critics say the 
move is aimed at protecting high-profile 
politicians, including Liviu Dragnea, head 
of the Social Democrats, who is barred 
from becoming premier because of a 
conviction for electoral fraud. 

Further concern has been raised following 
justice minister, Tudorel Toader’s 
request to president Klaus Iohannis 

Concern over corruption amnesty 
as Romania takes up EU presidency

that Romania’s prosecutor-general, 
Augustin Lazar, be dismissed. Mr Lazar 
believes that the proposed judicial 
reforms would hamper the fight against 
corruption. It was also announced 
on 8 January that the interim head of 
Romania’s National Anti-Corruption 
Directorate (DNA), Anca Jurma, would 
be stepping down, due to the “hostile 
environment.” Ms Jurma became 
interim head of the DNA after Laura 
Codruta Kovesi was removed. Ms 
Kovesi has announced that she will 
contest the manner of her dismissal at 
the EU Court of Human Rights.

Separately, Mr Dragnea has filed 
a lawsuit against the European 
Commission over claims of corruption 
made against him concerning EU 
funds based on investigations by the 
Commission’s anti-fraud office, OLAF. 
The case file at the European Court 
of Justice, lists the case Dragnea v. 
Commission, Case T-738/18, but has 
no further information available. 
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US House 
questions 
Deutsche 
Bank over links 
to president 
Trump
The Financial Times reported on 
24 January that the US House 
of Representatives has sent 
questions to Deutsche Bank as 
part of an investigation into the 
bank’s business relationship 
with US president Donald Trump. 
According to the report, Deutsche 
Bank said it had received an 
inquiry from the financial 
services and intelligence 
committees of the House, which 
are chaired by Democrats. 

After the Democrats regained control 
over the House of Representatives 
in November, Maxine Waters, the 
Democratic Party chair of the 
Financial Services committee, was 
expected to use her powers to 
investigate the president’s dealings 
with Deutsche Bank. Politico reported 
on 23 January that Ms Waters and 
Adam Schiff, the chairman of the 
House Intelligence committee, were 
preparing a joint investigation. 

Meanwhile, Roger Stone, an adviser 
to president Trump, was arrested on 
25 January in the first case brought 
by special counsel Robert Mueller 
to focus on the Trump campaign’s 
interest in hacked Democratic party 
emails obtained by WikiLeaks. Mr 
Stone has been charged with seven 
counts related to testimony about his 
attempts to contact WikiLeaks.

UN report on human trafficking 
The United Nations Office on Drugs 
and Crime (UNODC) published a new 
report on 7 January, which shows 
that human trafficking is on the rise. 
The report draws on information 
from 142 countries and examines 
trafficking trends and patterns.  

While the average numbers of reported 
victims fluctuated during the earlier years 
for which UNODC collected data, the 
global trend has shown a steady increase 
since 2010. Asia and the Americas are 

the regions which have seen the largest 
increase in the numbers of victims 
detected. Most victims of trafficking 
detected outside their region of origin are 
from East Asia, followed by sub-Saharan 
Africa, and whilst there has been an 
increase in the number of convictions 
for trafficking in these regions, the study 
concludes that large areas of impunity still 
exist in many Asian and African countries. 
The focus of the report is on the impact of 
armed conflict on trafficking. 



TECHNICAL UPDATES

Singapore bans former Goldman Sachs banker for life 
for role in 1MDB scandal and Malaysia files charges 
The Monetary Authority of Singapore 
(MAS) banned former Goldman Sachs 
banker Tim Leissner for life on 19 
December after his plea deal with 
the US Justice Department in which 
he admitted his role in the 1Malaysia 
Development Berhad (1MDB) scandal. 

Mr Leissner, the former chairman of Goldman 
Sachs in Southeast Asia, pleaded guilty in 
November to Foreign Corrupt Practices 
Act and money laundering conspiracies in 
connection with a scheme to steal billions 
of dollars from the Malaysian sovereign 
wealth fund 1MDB. The MAS order bars Mr 
Leissner from any regulated activity under the 
Securities and Futures Act and participating 
directly or indirectly in the management of any 
capital markets services firm in Singapore.

Separately, Reuters reported on 19 December 
that Malaysian prosecutors have filed criminal 
charges against Goldman Sachs Group Inc 
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and a second former banker, Roger Ng, in 
connection with their alleged roles in the 
scheme involving 1MDB. The charges against 
Goldman Sachs are in connection with its role 
as underwriter and arranger of bond sales 
that raised USD 6.5 billion for 1MDB. Mr Ng 
is charged with four counts of abetting the 
bank to provide misleading statements in the 
offering prospectus for the bonds that the 
bank helped sell for 1MDB. 

The Financial Times reported on 18 
December that Malaysia is to pursue 
criminal charges against Goldman Sachs 
units based in the UK, Singapore and Hong 
Kong in connection with the bonds arranged 
for 1MDB. The Financial Times then reported 
on 21 December that Malaysia’s finance 
minister has stated that Goldman Sachs 
should pay USD 7.5 billion in reparations 
over its business with 1MDB. Lim Guan 
Eng told the Financial Times that Goldman 
should return USD 6.5 billion — the sum of 

three 1MDB bonds arranged by Goldman in 
2012 and 2013, plus USD 1 billion to cover 
fees paid to Goldman, which were deemed 
excessive by Mr Lim, and bond coupons that 
were “higher than the market rate.” 

Meanwhile, the Wall Street Journal 
reported on 7 January that senior Chinese 
leaders offered to help bail out 1MDB in 
2016, according to minutes of previously 
undisclosed meetings reviewed by the 
media outlet. According to the report, 
Chinese officials said that China would use 
its influence to try to get the US and other 
countries to drop their investigations into the 
corruption allegations. In return, Malaysia 
offered stakes in railway and pipeline projects 
as part of China’s Belt and Road Initiative. 

According to media reports Malaysia’s 
securities regulator is also looking into the 
conduct of the auditors of 1MDB.

New misconduct allegations against Nissan chairman 
concern payments to Saudi businessman
Fresh misconduct allegations brought 
by Tokyo prosecutors against ousted 
Nissan chairman Carlos Ghosn centre 
on the use of company funds to pay a 
Saudi businessman who is believed to 
have helped Mr Ghosn out of financial 
difficulties, said two sources cited by a 
Reuters report on 26 December. 

Prosecutors accuse Mr Ghosn of aggravated 
breach of trust in transferring personal 
investment losses to the carmaker. 
Prosecutors believe that around October 
2008, Ghosn was trying to deal with losses of 

JPY 1.85 billion incurred on a swap contract. 
It is alleged that a person helped arrange a 
letter of credit for Mr Ghosn and a company 
run by the person later received USD 14.7 
million in Nissan funds between 2009 and 
2012. According to sources cited by Reuters, 
the person who helped Mr Ghosn is Khaled 
Al-Juffali, vice chairman of E. A. Juffali and 
Brothers, and a member of the board at the 
Saudi Arabian Monetary Authority. Mr Juffali 
is also majority owner of Al-Dahana which 
owns half of a regional joint venture called 
Nissan Gulf with the other half held by a unit 
of Nissan Motor Company.

The Financial Times reported on 7 January 
that Nissan’s investigation has expanded to 
key executives. José Muñoz, Nissan’s chief 
performance officer who oversaw operations 
in China has taken a leave of absence, 
following claims that the company had found 
issues with supplier contracts in Mexico 
and the US. The US Securities and Exchange 
Commission is also investigating Nissan 
Motor Co in connection with Mr Ghosn’s pay 
disclosures, the WSJ reported on 28 January.

Mr Ghosn resigned as chief executive and 
chairman of Renault in January.



French court 
fines Total for 
its role in Iran 
bribery case

A Paris court fined Total EUR 
500,000 on 21 December for bribing 
foreign public officials in a case 
related to Iranian contracts in 1997. 
The court charged Total for paying 
USD 30 million under the cover of 
a consultancy contract to facilitate 
a deal for the South Pars gas field, 
which the Paris prosecutor said 
covered “corruption payments.”

Court documents state that from around 
1995 to 2004, at the request of an Iranian 
official, Medhi Hashemi Rafsanjani, 
the son of Iran’s former president 
Akbar Hashemi Rafsanjani, Total and 
intermediaries made illicit payments to 
middlemen designated by Mr Medhi.
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French financial 
prosecutor’s 
office requests 
that former PM 
Fillon be tried 
for corruption 
France’s financial prosecutor’s 
office confirmed on 11 January the 
request that former prime minister 
Francois Fillon and his wife, 
Penelope, be tried on corruption 
charges, over allegations that Mr 
Fillon paid his wife and two of their 
children more than EUR 1 million 
euros over many years for jobs as 
parliamentary aides that involved 
no sustained work.

Mr Fillon was handed preliminary 
charges in 2017, including for misuse 
of public funds, receiving money from 
misuse of public funds and company 
assets and improper declaration of 
assets. His wife was also charged with 
misuse of public funds, receiving money 
from a misuse of company assets and 
receiving money from a fraud.

Former RBS employees jailed for trying to bribe staff
Two former Royal Bank of Scotland 
Group plc employees Dilbaagh Singh-
Derewal and Gurpal Singh, were jailed 
on 17 January, for offering bribes to 
RBS staff in an attempt to commit fraud. 

Mr Singh-Derewal asked two ex-colleagues 
who still worked at the bank to make a 
number of illegal transfers of GBP 200,000. 

The money was due to go from RBS’s 
‘suspense’ accounts into accounts under 
their control, with the men claiming they 
had bank contacts in India to assist with the 
crime. In exchange, they were offered bribes 
of between GBP 10,000 and GBP 25,000. 
The attempted fraud in February 2017 failed 
when the bank’s staff raised the alarm with 
their senior managers.

Mr Singh-Derewal admitted his part in the 
offence but Mr Singh denied involvement. 
The Crown Prosecution Service provided 
phone and text message evidence at trial at 
Birmingham Crown Court, proving Mr Singh’s 
role in the potential fraud. Mr Singh was 
sentenced to three years and two months in 
prison and Mr Singh-Derewal was jailed for 
30 months.

Law firm 
settles with 
the DOJ over 
violations of 
the FARA
The US Department of Justice 
(DOJ) announced on 17 January 
that Skadden Arps, Slate, Meagher 
& Flom LLP has agreed to pay 
USD 4.6 million as part of a civil 
settlement for its role in a 2012 
Ukrainian influence campaign led 
by US president Donald Trump’s 
former campaign chairman, Paul 
Manafort. The law firm has agreed 
to retroactively register as a 
foreign agent for the government 
of Ukraine in 2012, having been 
accused of misleading the DOJ 
and failing to register as a foreign 
agent as required under the Foreign 
Agents Registration Act (FARA).

The settlement relates to a 2012 report 
the Ukraine government commissioned 
Skadden to produce in an attempt 
to limit US and EU criticisms of the 
prosecution of former Ukrainian prime 
minister, Yulia Tymoshenko.

Total was charged for 
paying USD 30 million 
under the cover of a 
consultancy contract



Global Witness published new 
analysis on illegal logging in Peru 
on 17 January, which reveals that 
illegal logging in Peru’s forests is still 
widespread and systematic.

The report reveals how some of Peru’s 
sawmills are processing high rates of 
illegal timber and that logging companies 
are finding new ways to destroy the 
Amazon for profit, including by:

• Using new types of harvest areas to 
launder timber. These kinds of harvest 
areas are unable to be fined by the 
forest watchdog – the Organismo de 
Supervisión de los Recursos Forestales y 
de Fauna Silvestre (OSINFOR);

• Faking the locations of trees in official 
documents;

Global Witness calls on Peru to step 
up efforts to combat illegal logging

• Colluding with regional governments 
to get falsified documents approved; 
and

• Using areas the OSINFOR  is unable to 
inspect to falsely declare their timber 
originated there.

Global Witness explains that despite 
the high levels of illegal logging, 
the Peruvian government has been 
attempting to weaken the only state 
agency effectively tackling the problem, 
the OSINFOR. Global Witness is calling 
on the Peruvian government and 
international donors to step up their 
efforts to conserve the forest from 
rampant crime, by protecting and 
expanding the powers of the OSINFOR.

Former Bosasa executive Angelo Agrizzi 
testified, before the panel investigating 
allegations of corruption during former 
South Africa president Jacob Zuma’s 
tenure, how Bosasa paid bribes to 
secure contracts from the government 
and private businesses, according to a 
Bloomberg report on 17 January. 

Mr Agrizzi, Bosasa’s former chief operating 
officer, told a judicial commission that leading 
politicians were among 38 high-profile 
individuals who received payoffs during his 

Former Bosasa executive exposes 
extent of South African corruption
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Korea must 
step up 
foreign bribery 
enforcement 
says OECD

Korea must step up enforcement 
of its foreign bribery laws and 
strengthen the capacities of law 
enforcement agencies to detect 
and investigate the offence, 
according to a new report by 
the Organisation for Economic 
Co-operation and Development 
(OECD) Working Group on Bribery 
published on 13 December. 

Enforcement of foreign bribery 
has weakened since 2011 and the 
enforcement rate does not correspond 
to the significant level of exports 
and outward investment by Korean 
companies in countries and sectors at 
high risk of corruption, states the OECD 
press release dated 20 December. 
Korea needs to address key elements 
of its legislative framework, particularly 
a longstanding recommendation to 
increase the level of sanctions for 
foreign bribery, notably for companies, 
and ensure that application of its 
foreign bribery law is not subject to 
a restrictive interpretation by its law 
enforcement and judiciary. 

The report recommends that Korea 
“vigorously enforce” related offences 
of false accounting and money 
laundering predicated on foreign 
bribery; and enhance its detection 
capacities by mobilising government 
agencies and private sector 
professionals with particular potential 
for detecting foreign bribery. 

19 years at the company. According 
to Bloomberg, Mr Agrizzi’s testimony 
indicates that the corruption being 
investigated by the panel is far more 
widespread than originally thought. 

Officials at the South African Post Office 
and the Airports Company of South Africa 
were among those who received payoffs 
from Bosasa, said Mr Agrizzi. Bribes 
and gifts were also given to labour union 
officials who helped it secure contracts 
from Gold Fields Ltd and Sasol Ltd.



The US Department of the Treasury’s Office of Foreign 
Assets Control (OFAC) lifted the sanctions on 27 January 
imposed on En+ Group plc, UC Rusal plc, and JSC 
EuroSibEnergo, following the notification to Congress on 
19 December of the OFAC’s plans to terminate sanctions in 
30 days on the three major companies, designated for their 
ownership and control by Russian oligarch Oleg Deripaska.

Under the terms of their removal from the OFAC’s List of Specially 
Designated Nationals and Blocked Persons, En+, Rusal, and ESE 
have reduced Mr Deripaska’s direct and indirect shareholding stake 
in these companies and severed his control, explains the OFAC press 
release. This action ensures that the majority of directors on the En+ 
and Rusal boards will be independent directors – including US and 
EU persons – who have no business, professional, or family ties to 
Mr Deripaska, and that independent US persons vote a significant 
bloc of the shares of En+. The companies have also agreed to 
what the OFAC describes as “unprecedented transparency” into 
their operations by undertaking auditing, certification, and reporting 
requirements. All sanctions on Mr Deripaska continue in force.

Alongside the notification to Congress in December, the OFAC 
designated a former officer of Russia’s Main Intelligence Directorate 
(GRU), Victor Alekseyevich Boyarkin, for having acted on behalf of 
Mr Deripaska. The OFAC also issued new designations related to 
the Internet Research Agency (IRA), an entity previously sanctioned 
for its efforts to interfere in US elections. The action also included 
the designation of 15 members of the GRU, a previously designated 
Russian military intelligence organisation, for their involvement in a 
wide range of malign activity, including attempting to interfere in the 
2016 US election and an assassination attempt in the UK. The 15 
operatives were sanctioned pursuant to the Countering America’s 
Adversaries Through Sanctions Act.  

According to the press release, the OFAC has determined that the 
“significant restructuring and corporate governance changes” at the 
three companies have enabled them to meet the criteria for delisting. 
En+, Rusal, and ESE have agreed to a framework to undertake 
significant restructuring and corporate governance changes to 

OFAC lifts sanctions on 
three companies after 
severing the control of 
Oleg Deripaska
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address the circumstances that led to their designation, including, 
among other commitments: (i) reducing Mr Deripaska’s direct and 
indirect shareholding stake; (ii) overhauling the composition of the 
En+ and Rusal boards of directors; (iii) taking other restrictive steps 
related to their corporate governance; and (iv) committing to full 
transparency with the US Treasury by undertaking extensive, ongoing 
auditing, certification, and reporting requirements. This framework 
has been documented in a “Terms of Removal,” which forms a binding 
agreement between the companies and the OFAC.

En+ has named the new independent board members, which includes 
Christopher Bancroft Burnham, a former UN and US state department 
official. Nicholas Jordan, who helped run Goldman Sachs and UBS’s 
Russian operations will also join the En+ board, alongside, Igor 
Lojevsky, who was formerly a senior executive in Deutsche Bank’s 
eastern European operations.

The delisting has occurred despite concern in Congress. Following the 
OFAC’s notification to Congress, seven Democratic chairs of House 
of Representatives committees sent a letter to Treasury secretary, 
Steven Mnuchin, demanding that the lifting of sanctions be delayed 
to carry out further scrutiny and requesting that a briefing be held on 
the matter. Mr Mnuchin issued a statement on 10 January in advance 
of a bipartisan briefing for members of the House of Representatives 
on the sanctions against Mr Deripaska and the three companies, 
in which he stressed that “Treasury will be vigilant in ensuring that 
En+ and Rusal meet [the agreed] commitments. If these companies 
fail to comply with the terms, they will face very real and swift 
consequences, including the reimposition of sanctions.” Democrats in 
Congress proposed a joint resolution to block the OFAC’s plan, which 
saw on 16 January, 11 Republican senators join with Democrats to 
put the resolution to a final vote. The resolution however failed to 
receive the 60 votes necessary to proceed to a final vote. 

Photo:  Forbes



The Council of the EU imposed 
sanctions on 21 January on nine 
persons and one entity under the 
regime of restrictive measures 
against the use and proliferation of 
chemical weapons. The designations 
are the first listings made under the 
chemical weapons sanctions regime.

The designations include Igor Kostyukov, 
head of the GRU military intelligence 
organisation, and Alexander Alekseyev, 
his second-in-command, and the alleged 
attackers Alexander Petrov and Ruslan 
Boshirov, responsible for the toxic nerve 
agent attack in Salisbury. 

EU makes first designations under the 
chemical weapons sanctions regime 
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Huawei and CFO charged  over Iran 
A 13-count indictment was 
unsealed on 28 January in federal 
court in Brooklyn, charging four 
defendants, Huawei Technologies 
Co Ltd, Huawei Device USA Inc, 
Skycom Tech Co Ltd and chief 
financial officer (CFO) Wanzhou 
Meng, relating to Huawei’s 
business activities in Iran. 

Huawei and Skycom are charged with 
bank fraud, wire fraud, violations of the 
International Emergency Economic 
Powers Act (IEEPA), and conspiracy 
to commit money laundering. Huawei 
and Huawei USA are charged with 
conspiracy to obstruct justice. Ms Meng 
is charged with bank fraud, wire fraud, 
and conspiracies to both offences.

Huawei employees are alleged to 
have lied about Huawei’s relationship 
to a company in Iran called Skycom, 

The EU’s sanctions are also imposed 
on the Syrian entity responsible for the 
development and production of chemical 
weapons, the Scientific Studies and 
Research Centre (SSRC), as well as five 
Syrian officials directly involved in the 
SSRC’s activities. The SSRC was already 
listed under the Syria sanctions regime.

falsely asserting it was not an affiliate of 
Huawei and that Huawei had only limited 
operations in Iran. According to the DOJ’s 
press release, after the press reported in 
late 2012 and 2013 that Huawei operated 
Skycom as an unofficial subsidiary in 
Iran, and that Ms Meng had served on the 
board of directors of Skycom, she and 
other employees lied to banking partners 
about Huawei’s relationship with Skycom. 
They falsely claimed that Huawei had sold 
its interest in Skycom to an unrelated third 
party in 2007, the DOJ said. It is alleged 
that Huawei orchestrated the 2007 sale of 
Skycom to appear more distant from the 
company, but in reality Huawei controlled 
the company that purchased Skycom. 

In a separate US indictment, Huawei 
was charged with theft of trade secrets 
conspiracy, attempted theft of trade 
secrets, seven counts of wire fraud, and 
one count of obstruction of justice.

EU designates 
Iranian 
individuals in 
response to 
foiled terrorist 
attacks  

The Council of the European Union 
announced on 9 January that it 
has added two Iranian individuals 
and the Directorate for Internal 
Security of the Iranian Ministry 
for Intelligence and Security to 
the EU terrorist list, in response to 
recent foiled terrorist attacks in 
Denmark and France. Alongside 
the designations, the Council also 
renewed the restrictive measures 
on those previously listed, 
following the six-month review. 

Persons, groups and entities on the list 
published are subject to the freezing of 
their funds and other financial assets. 
It is also prohibited for EU operators to 
make funds and economic resources 
available to them. The legal acts were 
adopted by the General Affairs Council 
and have been published in the Official 
Journal of the European Union.

The EU’s sanctions are 
also imposed on the 
Syrian entity responsible 
for the production of 
chemical weapons



US designates Venezuelan PdVSA 
and exchange scheme members
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) designated on 28 January 
Venezuela’s state-owned oil company 
Petroleos de Venezuela S.A. (PdVSA) 
pursuant to Executive Order 13850 
for operating in the oil sector of the 
Venezuelan economy. PdVSA is a 
primary source of Venezuela’s income 
and foreign currency. 

The OFAC press release states that PdVSA 
has “long been a vehicle for corruption.” A 
variety of schemes have been designed to 
embezzle billions of dollars from PdVSA 
for the personal gain of corrupt Venezuelan 
officials and businessmen, with examples 
detailed by the OFAC. The OFAC also issued 
general licences that authorise certain 
transactions and activities related to PdVSA 
and its subsidiaries within a timeframe.

The OFAC designated seven Venezuelan 
individuals and 23 entities, pursuant to 
Executive Order 13850, on 8 January, for 
their involvement in a “significant corruption 
scheme designed to take advantage of 
the Government of Venezuela’s currency 

exchange practices, generating more 
than $2.4 billion in corrupt proceeds.” The 
designation targets individuals, including 
former Venezuelan national treasurer 
Claudia Patricia Diaz Guillen and Raul 
Antonio Gorrin Belisario, who allegedly 
bribed the Venezuelan Office of the 
National Treasury. 

The OFAC also issued Venezuela-related 
General Licence 6, which authorises 
US persons to engage in specified 
transactions related to winding down or 
maintaining business with Globovision 
Tele CA and Globovision Tele CA Corp 
until 8 January 2020, both companies of 
which have been designated. The OFAC 
reiterated that the path to sanctions 
relief is through divestment and the 
relinquishment of control by individuals 
on the sanctions list. 

US president Trump released a statement 
on 23 January recognising Venezuelan 
opposition leader Juan Guaido as the 
country’s “interim” president. Mr Trump 
also encouraged other governments to 
recognise Mr Guaido.
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Deutsche Telekom ordered to 
resume services with Bank Melli
According to German media reports, 
in late November, the Hamburg 
District Court ordered Deutsche 
Telekom to reactivate services for the 
Hamburg branch of Bank Melli Iran, 
rejecting Deutsche Telekom’s reasons 
for terminating service without notice. 

Deutsche Telekom cut off phone and 
internet services for Bank Melli Iran and two 

other Iranian banks from 16 November 
due to what it called doubts about 
their future solvency in the wake of 
the US sanctions on Iranian financial 
institutions. US secondary sanctions 
on Iran came back into force on 5 
November. Bank Sepah and European 
Iranian Trade Bank are reportedly said 
to have obtained similar injunctions in 
Frankfurt and Hamburg.

Venezuela 
submits 
complaint to 
WTO over US 
sanctions 
Venezuela has initiated World 
Trade Organization (WTO) 
dispute consultations with the 
US, claiming that certain US 
laws and regulations relating to 
goods of Venezuelan origin, the 
liquidity of Venezuelan public 
debt, transactions in Venezuelan 
digital currency, and the Specially 
Designated Nationals and Blocked 
Persons List are inconsistent with 
the WTO’s General Agreement on 
Tariffs and Trade and the General 
Agreement on Trade in Services. 
Venezuela’s request was circulated 
to WTO members on 8 January.

The request for consultations formally 
initiates a dispute in the WTO. 
Consultations give the parties an 
opportunity to discuss the matter and 
to find a satisfactory solution without 
proceeding further with litigation. After 
60 days, if consultations have failed to 
resolve the dispute, the complainant 
may request adjudication by a panel. 

After 60 days, if 
consultations have 
failed to resolve 
the dispute, the 
complainant may 
request adjudication 
by a panel



The German government imposed 
sanctions on Iranian airline Mahan 
Air on 21 January in connection 
with Iran’s illegal activities in Europe. 
Germany’s Federal Aviation Office 
withdrew Mahan Air’s operating 
permit with immediate effect.

A spokesperson for the German foreign 
ministry said that Mahan Air was engaged 
in transporting Iranian equipment and 
personnel to Middle East conflict zones 
such as Syria and that the airline had 
been informed it had to suspend all 
connections in and out of Germany.

The German government claims that 
it can not exclude the possibility that 
Mahan Air was using its flights to 
Germany to support the activities of 
Iran’s Revolutionary Guards, with the 
spokesperson for the foreign ministry 
stating that the guards were “frequently 
involved in acts of state terrorism.” 

Richard Grenell, US ambassador to 
Germany, said in a statement: “We 

Germany imposes sanctions on Iranian 
airline Mahan Air with immediate effect

applaud the German government’s 
decision today to stop allowing Mahan Air 
to fly in and out of Germany. The United 
States designated Mahan Air in 2011 for 
sanctions for providing financial, material, 
and technological support to the Iranian 
regime’s Revolutionary Guard Qods Force.”  

The spokesperson for the foreign ministry 
said that Germany remains committed to 
the Iranian nuclear deal and to preserving 
economic ties with the Islamic republic, 
but that Iran’s destabilising activities in 
the Middle East and the Iranian ballistic 
missile programme are not acceptable. 
“In addition there have been serious 
indications in recent times with regard 
to the actions of Iranian intelligence 
agencies in European countries,” said the 
ministry’s spokesperson.

The EU announced on 9 January that it 
has added two Iranian individuals and 
the Directorate for Internal Security of 
the Iranian Ministry for Intelligence and 
Security to the terrorist list, in response to 
foiled attacks in Denmark and France.  
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The US Congressional Research Service 
publishes a report on Iran sanctions 

The US Congressional Research 
Service published its Iran Sanctions 
report on 4 January, which provides 
detailed analysis of US and 
international sanctions against Iran. 

The report states that the recent 
reimposition of US sanctions has “begun to 
harm Iran’s economy as major companies 
exit the Iranian economy rather than risk 
being penalized by the United States.” The 

report acknowledges that EU diplomats 
have said that none of the EU sanctions 
will be reimposed by EU governments 
and that Europe intends to protect its 
economic relations with Iran despite the 
US withdrawal from the JCPOA. However, 
despite the update to the EU’s Blocking 
Statue, the report identifies that more than 
100 companies, mostly in Europe, have 
announced they are leaving Iran to avoid 
risking their position on the US market. 

Switzerland 
to launch Iran 
payments 
channel for 
humanitarian 
supplies 

The Financial Times reported on 
19 December that Switzerland is 
close to launching an initiative to 
let companies sell humanitarian 
supplies to Iran using a payments 
channel that would be the first 
such mechanism to win US 
approval since it reimposed 
sanctions on Iran.

The Swiss payments channel 
is consistent with Washington’s 
insistence that it will continue to allow 
humanitarian trade with Iran. The Swiss 
economic affairs department told the 
Financial Times it was “striving” to set 
up the humanitarian payments channel 
“as soon as possible” but could not 
give a start date. “Discussions are still 
ongoing with US authorities, Iran and 
Swiss companies,” it said.  

Meanwhile, according to media reports 
EU officials plan to approve and register 
in France the “special purpose vehicle” 
aimed at helping EU companies to 
continue doing business with Iran 
despite the US sanctions.

Photo:  Reuters



US reaches settlement with Zoltek 
over Belarus sanctions violations 
The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced on 20 December a 
USD 7,772,102 settlement with Zoltek 
Companies Inc and its subsidiaries 
worldwide over sanctions violations. 

Zoltek — the owner of Zoltek Corporation, 
located in the US, and Zoltek Vegyipari ZRT, 
located in Hungary — agreed to settle its 
potential civil liability for 26 violations of 
the Belarus Sanctions Regulations. The 
alleged violations involve the approval by 
Zoltek Corporation of 26 purchases of 
acrylonitrile between Zoltek ZRT and J.S.C. 
Naftan, a Belarusian entity designated 
by the US in 2011 pursuant to Executive 
Order 13405 on “Blocking Property of 
Certain Persons Undermining Democratic 
Processes or Institutions in Belarus.”

The OFAC determined that Zoltek 
and Zoltek Corporation voluntarily 
self-disclosed the violations and that 
the violations prior to February 2015 
constitute a non-egregious case, and the 
violations that occurred after February 
2015 constitute an egregious case.
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Russia expands sanctions list and 
the import ban on Ukrainian goods 

Russian prime minister Dmitry 
Medvedev signed Resolution 
No. 1656 on 25 December, which 
expands the list of Ukrainian 
individuals and legal entities subject 
to Russian sanctions.

The sanctions against Ukraine were 
introduced by the Russian Government on 
1 November under Resolution No. 1300 
and include (a) the blocking/freezing 
of non-cash funds, non-documentary 
securities and property located within the 
Russian Federation, and (b) a ban on the 
transfer of money from Russia abroad.

The new Resolution No. 1656 adds 
245 individuals and 7 companies 
to this list, which includes Ukrainian 
defence companies Ukroboronprom 
and Ukrspetsexport, energy company 
Tsentrenergo, and the State Export-
Import Bank of Ukraine. 

Mr Medvedev also announced 
on 29 December that Russia had 
expanded its “import ban on a range 
of Ukrainian goods” as part of a 
“retaliatory measure to Ukraine’s 
sanctions.” The expanded ban now 
covers 18 types of products. 

EU sanctions 
seven Burmese 
military officials 
for human 
rights violations 

The Council of the European 
Union added seven individuals on 
21 December to the list of those 
subject to restrictive measures in 
light of the situation in Myanmar/
Burma. The sanctions consist of 
an asset freeze and a travel ban. 

According to the EU, the sanctioned 
individuals are part of the Myanmar 
army (Tatmadaw) and the border 
guard police, and were listed for 
“serious human rights violations 
committed against the Rohingya 
population, ethnic minority villagers 
or civilians.” The sanctions follow 
the findings of the independent 
international fact-finding mission of 
the UN Human Rights Council and 
other reports which have concluded 
that gross human rights violations 
were committed in Rakhine, Kachin, 
and Shan States.

Zoltek — the owner 
of Zoltek Corporation, 
and Zoltek Vegyipari 
ZRT — agreed to settle 
its potential civil liability 
for 26 violations of 
the Belarus Sanctions 
Regulations

Photo:  New York Times



Ex-Standard Chartered employee to 
plead guilty to sanctions charges
According to a report by the 
Financial Times on 13 January, 
a former Standard Chartered 
employee is preparing to plead 
guilty to criminal charges in the 
US over alleged sanction breaches 
involving Iran-linked companies, 
according to sources. 

Multiple US authorities have been 
developing cases against two ex-
employees in connection with a broader 
investigation into the bank, over whether 
it continued to breach sanctions after 
it paid a fine to avoid criminal charges 
for similar activity in 2012. Although no 
formal charges have been brought, an 
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Indigenous leader reportedly urges 
EU to impose sanctions on Brazil  
Sônia Guajajara, the leader of 
Articulação dos Povos Indígenas 
do Brasil (APBI), which represents 
more than 300 Brazilian indigenous 
groups, has called on the Europe 
Union to impose trade sanctions on 
Brazil to prevent ecological disaster 
and “social extermination” by 
president Jair Bolsonaro, who took 
office on 1 January, reported the 
Guardian on 18 December. 

Mr Bolsonaro has concerned indigenous 
communities by promising to take 
their land, designate rights activists 
as “terrorists” and carve a motorway 
through the Amazon. “We are afraid of 
a new genocide against the indigenous 
population and we are not going to wait 
for it to happen. We will resist. We will 

Letter sent 
to German 
companies 
expressing 
concern over 
Nord Stream 
2 project 
Handelsblatt published a 
letter on 13 January from the 
US ambassador to Germany, 
Richard A. Grenell, to German 
companies concerning the 
Nord Stream 2 gas pipeline 
project. The letter expresses US 
support for Nord Stream 2, but 
describes “deep concerns” about 
Russia’s increasingly aggressive 
behaviour, especially regarding 
the use of energy resources for 
political and economic leverage.

According to the letter, if completed, 
Nord Stream 2 and the second line 
of TurkStream would make it easier 
to bypass Ukraine as a gas transit 
route to Europe, which could be the 
deterrent against Russia’s aggressive 
behaviour in Ukraine. As such, the 
companies who support the building 
of these pipelines are “actively 
undermining Ukraine and Europe’s 
security,” states the letter. 

On 11 December the US House of 
Representatives passed a non-binding 
bipartisan resolution supporting 
sanctions with respect to Nord 
Stream 2 pursuant to the Countering 
America’s Adversaries through 
Sanctions Act. There are also draft 
bills under consideration in Congress 
on the matter, states the letter. 

defend our territories, and our lives,” said 
Ms Guajajara.

According to the Guardian report Ms 
Guajajara said: “The EU must account 
for the social and environmental impacts 
of its trade policy and boycott products 
from conflict areas, such as soya from 
the mid-eastern part of Brazil.” 

Due diligence measures are needed 
across supply chains to source the 
origin of high-risk commodities including 
soya, beef and palm oil before they are 
exported to Europe, she argued. “The 
EU needs to monitor and control where 
these products come from,” she said. 
“It is not enough just to accept official 
information; they also have to look at the 
situation on the ground.”

internal Standard Chartered investigation 
found at least one of the bankers 
under scrutiny was receiving kickback 
payments, the FT’s source said. 

Separately, Standard Chartered 
announced on 22 December that it has 
agreed to a further extension of its US 
Deferred Prosecution Agreements until 
31 March 2019. Standard Chartered 
plc entered into the DPAs with the US 
Department of Justice and the New 
York County District Attorney’s Office in 
December 2012. The bank stated that 
it continues to cooperate fully with the 
investigation by the US authorities into 
historical conduct and controls issues. 



US continues 
global 
Magnitsky 
sanctions for 
one year
US president Donald Trump issued 
a notice on the continuation of the 
national emergency with respect 
to serious human rights abuses 
and corruption on 18 December, 
continuing for one year the national 
emergency declared in Executive 
Order (EO) 13818, which imposes 
asset freezes and travel bans on 
persons responsible for serious 
human rights abuses or corrupt acts 
anywhere in the world. 

The EO implements the provisions of 
the Global Magnitsky Human Rights 
Accountability Act.

43

aperio-intelligence.com FINANCIAL CRIME DIGEST | JANUARY 2019

PRESS & MEDIA  |  SANCTIONS

US sanctions  
Iran-backed 
militias
The US Department of the 
Treasury’s Office of Foreign Assets 
Control (OFAC) designated on 24 
January two Syria-based, Iran-
backed militias, the Fatemiyoun 
Division and Zaynabiyoun Brigade, 
for providing material support to 
the Islamic Revolutionary Guard 
Corps-Qods Force (IRGC-QF) 
and Iranian airline Qeshm Fars 
Air for being owned or controlled 
by Mahan Air, and for providing 
material support to the IRGC-QF. 
Armenia-based Flight Travel LLC 
was also designated for acting for 
or on behalf of Mahan Air.

The OFAC also identified two B747 
aircraft as property in which Qeshm Fars 
Air has an interest: EP-FAA and EP-FAB.

Europe adds to the Syria sanctions list
The Council of the EU added eleven 
businessmen and five entities to its 
Syria sanctions list on 21 January, 
on the basis that they support and/or 
benefit from the Syrian regime by being 

involved in luxury estate development 
and other regime-backed projects.  

Those designated will be subject to EU-wide 
asset freezes travel bans. The listed entities 

are: Rawafed Damascus Private Joint Stock 
Company; Aman Damascus Joint Stock 
Company; Bunyan Damascus Private Joint 
Stock Company; Mirza; and Developers 
Private Joint Stock Company.

UN issues first 
designations 
under the Mali 
sanctions 
regime
The UN Security Council 
Committee designated three 
individuals, Ahmoudou Ag 
Asriw, Mahamadou Ag Rhissa, 
and Mohamed Ousmane Ag 
Mohamedoune, on 20 December, 
pursuant to resolution 2374 (2017) 
concerning Mali. 

The designated individuals were added 
to the Sanctions List of individuals 
subject to the travel ban on 10 January 
set out Security Council resolution 2374 
(2017) and renewed by resolution 2432 
(2018) and adopted under Chapter VII of 
the Charter of the United Nations.

US signs Nicaragua Human Rights Act into law 
US president Donald Trump signed 
into law the Nicaragua Human Rights 
and Anticorruption Act of 2018 on 
20 December, which instructs the US 
to oppose international loans to the 

Nicaraguan government, unless they 
are  being sought for the purposes 
of addressing basic human needs or 
promoting democracy in Nicaragua. 

The Act imposes sanctions, asset freezes and 
travel bans, on any foreign person, including 
current or former government officials, 
determined to be responsible for serious 
human rights violations and corruption.



             Albania

Following the parliamentary elections in Armenia, the 
new government made public its draft anti-corruption 
strategy for 2019-2022 for public comments on 19 
December. The document requires the Ministry of 
Economic Development and Investments, the Ministry 
of Justice, and the Central Bank of Armenia to promote 
the adoption of anti-corruption compliance standards by 
private and state-owned companies. 

            Belize

Belize signed the Multilateral Convention to Implement 
Tax Treaty Related Measures to Prevent Base Erosion 
and Profit Shifting on 11 January, becoming the 86th 
jurisdiction to join the Convention. Measures included in 
the Convention address treaty abuse, strategies to avoid 
the creation of a “permanent establishment,” and hybrid 
mismatch arrangements.

            Brazil

Brazil’s attorney general, Raquel Dodge filed a request 
at the end of December asking the Supreme Court to 
charge president Michele Temer with corruption as soon 
as he leaves office. The case allegedly involves Grupo 
Rodrimar, a company accused of funnelling bribes 
through companies associated with the president. Mr 
Temer issued a statement denying the allegations. 

            British Virgin Islands

The British Virgin Islands has enacted new legislation, 
the Economic Substance (Companies and Limited 
Partnerships) Act 2018, setting out an economic 
substance test for tax-resident entities, which came 
into force on 1 January. The new law applies to all 
companies and limited partnerships (excluding limited 
partnerships without legal personality) registered in the 
British Virgin Islands (or foreign companies and limited 
partnerships doing business in the territory), other than 
British Virgin Islands registered companies or limited 
partnerships that are “non-resident” in the BVI. 

            Bulgaria

Bulgarian special police forces arrested 43 people on 
18 January in coordinated raids across the country 
targeting a suspected terrorism financing ring. The 
Bulgarian authorities suspect that the network is sending 
funds abroad via the hawala system. Prosecutors said 

that one of those arrested was a Syrian citizen residing 
in Bulgaria who is suspected of sending money to 
people who back what they termed international terrorist 
groups. Deputy chief prosecutor Ivan Geshev said, “The 
main suspect has been in contact and financed people 
engaged with providing logistics to international terrorist 
organisations and their financing.” The police raids were 
the culmination of a year-long investigation involving 
other EU member states, Mr Geshev said.

             Germany

The German Financial Supervisory Authority (BaFin) 
published its Guidance Notes on the German Money 
Laundering Act on 11 December, which accompany 
the transposition of Europe’s Fourth Anti-Money 
Laundering Directive (4AMLD). The Guidance Notes 
are immediately binding for the obliged entities, 
which means that internal compliance measures, 
guidelines and processes have to be adjusted with 
immediate effect. The Guidance Notes clarify some 
of the questions that had arisen in connection with the 
implementation of 4AMLD. 

            Ghana

Ghanaian undercover journalist, Ahmed Hussein-Suale, 
was shot dead on 16 January, according to local media 
reports, after a politician called for retribution against him. 
Mr Hussein-Suale was a member of Tiger Eye Private 
Investigations and had investigated corruption in Ghana’s 
football leagues, which led to a lifetime ban issued 
against the former head of Ghana’s Football Association. 
Ghana’s Anti-Corruption Coalition has condemned the 
murder of Mr Hussein-Suale and called it an attack on 
media freedom and the fight against corruption.   

            Iran

According to a report by news agency Ibena on 11 
December, Abolhassan Firouzabadi, the secretary of 
Iran’s Supreme Council of Cyberspace, has said that it is 
vital to legislate on cryptocurrencies given the increase 
in the number of cryptocurrency-related companies 
in the country. Mr Firouzabadi reportedly said that a 
cryptocurrency review is under way, after which the 
issue will be passed to the government’s cabinet for 
legislating.

Separately, Iran passed its anti-money laundering (AML) 
bill on 5 January, following referral to the Expediency 
Council. The AML bill passed is the second of four 
amendments that Iran needs to pass to fully adhere 
to Financial Action Task Force (FATF) standards. The 
new bill brings Iran closer to adherence with standards 

required by the FATF, which has given the country 
until February to comply with the action plan to rectify 
the strategic AML/CTF deficiencies in order to be 
removed from the FATF’s blacklist. Opponents to Iran’s 
FATF membership fear approving the bills will prevent 
Iran from extending financial assistance to groups 
such as HAMAS and Hezbollah.

             Israel

Israel’s parliament enacted the Law for the Reduction 
of Cash Use (5778/2018) on 18 March 2018, which 
came into force on 1 January. The law aims to 
reduce cash transactions to fight financial crime and 
money laundering and foster the use of more modern 
and efficient payment methods. The law imposes 
restrictions on the use of cash and cheques that do 
not name the payee. The law distinguishes between 
transactions to which a business selling products or 
providing services in the ordinary course of its business 
is party and transactions between private parties. The 
new law has introduced the following thresholds on 
cash transactions: ILS 11,000 for businesses; and 
ILS 50,000 for private persons. Where the value of 
a transaction is greater than the above thresholds, 
the cash portion cannot exceed 10 percent of the 
transaction value.

             Italy

The Italian parliament approved a package of 
measures to crack down on public sector corruption 
and improve the efficiency of the justice system at 
the end of December. The bill, which was presented 
by justice minister Alfonso Bonafede of the anti-
establishment 5-Star Movement, was approved in the 
Chamber of Deputies. Amongst the measures being 
brought in by the bill, people convicted of corruption will 
be banned from participating in government tenders, 
sentences for offering or taking bribes will be increased, 
and the police will gain new powers to pursue 
corruption using undercover operations, previously only 
allowed for mafia or terrorism investigations.

             Luxembourg

The Luxembourg parliament adopted bill of law 
N°7318 on 18 December transposing into law the five 
anti-abuse measures introduced by the EU Anti-Tax 
Avoidance Directive 2016/1164. The law introduces 
two adjustments to existing tax provisions. The law 
was due to enter into force on 1 January, except for 
the exit taxation rules, which will apply from 1 January 
2020 only.
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             The Netherlands

Dutch Minister of Finance, Wopke Hoekstra, sent 
a letter to the Dutch parliament on 18 January, 
addressing the joint recommendation made by the 
Netherlands Authority for the Financial Markets 
(AFM) and the Dutch Central Bank (DNB) on a 
regulatory framework for cryptocurrencies. The 
AFM and DNB believe that cryptocurrencies present 
significant risks, in particular in the area money 
laundering and terrorist financing, and that they are 
vulnerable to deception, fraud, and cybercrime. The 
letter explains that given the high money laundering 
and terrorist financing risks, the Minister will introduce 
a licence obligation for providers of exchange 
services between cryptocurrencies and fiat money 
and cryptocurrency wallets.

            Peru

Peru’s attorney general, Pedro Chavarry, resigned 
in January amid accusations that he hindered the 
corruption probe involving Odebrecht. Mr Chavarry 
dismissed a team investigating the Odebrecht 
corruption scandal on 31 December, which instigated 
street protests across the country. President Martín 
Vizcarra denounced the move, saying that it undercut 
Peru’s drive to purge corruption. Zoraida Avalos has 
replaced Mr Chavarry as Peru’s attorney general.

            Poland

The Polish Ministry of Justice published a proposed 
draft of a law on corporate criminal liability in 
December, which would introduce the concept 
of “culpability” for companies. The proposed law 
assumes that an organisation has internal rules to 
prevent crimes from being committed in relation to its 
business operations, as well as rules for reacting to 
incidents. The proposed bill requires that companies 
that employ more than 50 employees and achieve 
annual net sales of at least EUR 10,000,000 appoint a 
compliance officer or create an organisational unit in 
charge of supervising compliance. The draft bill also 
foresees that a collective entity can be liable for the 
actions of its contractors or third parties.

            Russia

Russian president Vladimir Putin signed an 
amendment on 27 December to Article 19.28 of the 
corporate bribery statute, which expands the scope of 
corporate liability for bribery. Article 19.28 allows for 
the prosecution of a legal entity for any bribe given by 
it, or a third party “in the interests of” such legal entity. 
The amendment now covers bribes given in the 
interests of any other “affiliated” entity. 

            Serbia

The Central Registry of Ultimate Beneficial Owners 
was established within the Serbian Business Registers 
Agency on 31 December, in line with the Law on 
Ultimate Beneficial Owners. Serbia’s Ministry of 
Economy has also issued guidelines which provide 
more information on the implementation of certain 
aspects of the law. Companies incorporated before 
31 December 2018 are obliged to prepare and keep 
documentation regarding their ultimate beneficial 
owners at their offices, and these companies are 
obliged to register their ultimate beneficial owners with 
the Registry by 31 January 2019. Newly established 
companies are obliged to register this information 
within 15 days as of their incorporation.

            South Africa

South Africa’s Financial Intelligence Centre (FIC), the 
Financial Sector Conduct Authority (FSCA), the National 
Treasury (NT), the South African Revenue Service 
(SARS) and the South African Reserve Bank (SARB) 
released a consultation paper on cryptoassets on 16 
January. At the start of 2018, a joint working group 
was formed to review the position on cryptoassets. 
The consultation paper is an outcome of this work. 
The consultation paper provides background and 
context for the review and provides the scope of the 
crypto activities assessed. The paper highlights the 
benefits and risks of the related activities, reviews 
the approaches by other jurisdictions, and presents 
recommendations for dealing with cryptoassets. The 
consultation is open until 15 February.

             Singapore

Singapore’s Ministry of Home Affairs published its 
Terrorism Threat Assessment Report 2019 on 22 
January, which finds that the terrorism threat to 
Singapore remains high. The assessment report finds 
that the most pressing threat to Singapore continues 
to emanate from ISIS. Even though ISIS has suffered 
heavy territorial losses in Iraq and Syria, states the 
assessment, its ideology persists in cyberspace, and 
continues to attract supporters in Singapore, the region 
and beyond. Other terrorist groups such as Jemaah 
Islamiyah and Al-Qaeda are also said to be regrouping. 

            Somalia 

The UN Secretary General issued a press release 
on 4 January expressing deep regret about the 
Somali government’s decision to expel UN Special 
Representative, Nicholas Haysom, from the country, 
over accusations that Mr Haysom violated diplomatic 
rules and oversteped his authority by questioning 
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the legal basis for the arrest of a former al-Shabab 
deputy leader, who was standing for election in South 
West state. Somali president Mohammed Abdullah 
Mohammed Farmajo’s administration declared Mr 
Haysom persona non grata on 1 January after he 
asked for an explanation for the arrest and detention of 
Mukhtar Robow Ali ‘Abu Mansur,’ a former al-Shabab 
commander, before he was due to stand in the 
presidential election in Somalia’s South West State. 

            Spain

The Spanish gambling regulator (DGOJ) published 
technical guidelines on the prevention, detection 
and management of fraud in online gambling on 21 
December. The guidelines aim to ensure that all online 
gambling operators licensed in Spain have an adequate 
policy for the prevention, analysis and management 
of fraud activities. Within the guidelines, the DGOJ 
analyses the main fraudulent activities identified in the 
past few years, which are: identity fraud; payment fraud; 
fraud relating to the origin of funds; geolocation fraud; 
and match-fixing related fraud.

            Sri Lanka

The International Cricket Council (ICC) announced 
on 9 January a 15-day amnesty for participants 
that have previously failed to report any information 
concerning corrupt conduct in Sri Lankan cricket. 
The amnesty, which ran from 16-31 January, applied 
to all participants under both the ICC and Sri Lankan 
Cricket Anti-Corruption codes. Under these codes, both 
domestic and international participants are obliged 
to report, without delay, full details of any approaches, 
incident or information that they receive to engage in 
corrupt conduct.

            US

Democratic US senator Elizabeth Warren criticised 
former senator Joseph Lieberman in a tweet on 2 
January for becoming a lobbyist for ZTE Corp. In the 
tweet Ms Warren said Mr Lieberman had “joined” 
lobbyists for ZTE, which had “violated serious U.S. 
sanctions” against Iran and North Korea. “Should that 
be legal? No,” she added, stating in a subsequent tweet 
that there should be a lifetime ban on lawmakers 
working as lobbyists. “Corruption in Washington isn’t 
about a single president or political party; it runs deep,” 
Senator Warren said, reiterating her ambition to pass 
anti-corruption reforms to reduce the influence of 
corporate funds in US politics.
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