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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support us regularly in undertaking local enquiries
on a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to make better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence Team at:
www.aperio-intelligence.com
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EC follows up on illegal tax breaks for yachts and aircraft
The EU Commission (EC) announced
on 8 November that it is stepping up
its efforts to tackle tax avoidance
in the yacht and aircraft sectors
by implementing infringement
proceedings on tax breaks applied in
the pleasure craft industries of Italy
and the Isle of Man. These provisions
can generate major distortions of
competition, as highlighted by the
“Paradise Papers” leaks, explains the
EC’s press release.
The EC has sent a letter of formal notice
to Italy for not levying the correct amount
of VAT on the leasing of yachts and a
reasoned opinion to Italy because of its
illegal system of exemptions for fuel.
A letter of formal notice has also been
sent to the UK concerning the Isle of
Man’s abusive VAT practices with regard
to supplies and leasing of aircraft. The
procedures concern:
•
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a reduced VAT base for the lease of
yachts offered in the tax law of Italy.
Italy has established VAT guidelines

according to which the larger the boat
is, the less the lease is estimated to take
place in EU waters.
•

excise duty rules for fuel in motor boats
in Italy. In breach of EU rules, Italy allows
chartered pleasure crafts to qualify as
“commercial” even when being enjoyed
for personal use.

•

abusive VAT practices in the Isle of Man.
The EC believes that the UK has not
taken sufficient action against abusive

VAT practices with regard to the supplies
and leasing of aircraft.
The Paradise Papers revealed widespread
VAT evasion in the yacht and aviation sectors,
facilitated by national rules which do not
comply with EU law. The European Parliament
has recently indicated that its TAX3
Committee following up on the Paradise
Papers will also look at this issue.

The press release can be found HERE.
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The US reimposes sanctions on Iran; France and
Germany likely to host special purpose vehicle
The United States fully reimposed the
sanctions on Iran that had been waived
under the Joint Comprehensive Plan of
Action (JCPOA) on 5 November, which
target critical sectors of Iran’s economy,
such as energy, shipping and financial
services. Described by the Department
of the Treasury as the “toughest U.S.
sanctions ever imposed on Iran,” the
reimposition of the final tranche of
sanctions against Iran pursuant to
Executive Order (EO) 13846, also saw
the imposition of blocking sanctions on
hundreds of additional targets.
Secretary of State Mike Pompeo announced
during a press briefing on 2 November that
eight jurisdictions have been granted a
significant reduction exception (SRE) relating
to Iranian petroleum sales: China, India,
Japan, Italy, Greece, Turkey and Taiwan, which
means that financial institutions facilitating
transactions involving Iranian petroleum or
petroleum products, are subject to secondary
sanctions unless they are facilitating
transactions for an entity from an SRE
jurisdiction. The jurisdictions granted an SRE
have significantly reduced their oil imports
from Iran and therefore have been granted
the right to continue to pay for petroleum
imported from Iran for six months.
The US Embassy in Iraq announced on 8
November that Iraq has been granted a 45day waiver to continue to import natural gas
and energy supplies from Iran. The temporary
waiver is conditional on Iraq not paying Iran
for imports in US dollars.
During the 2 November press briefing,
Secretary of the Treasury Steven Mnuchin
stated that SWIFT would be subject to US
sanctions if it provides financial messaging
services to designated Iranian financial
institutions and that SWIFT had been
advised that is must disconnect any Iranian
financial institution designated “as soon as

technologically feasible to avoid sanctions
exposure.” Humanitarian transactions to
non-designated entities however are allowed
to continue using SWIFT. SWIFT issued a
statement on 5 November that it would be
suspending “certain Iranian banks” from
accessing its system in the interest of the
stability of the global financial system.
The OFAC revised the Iranian Transactions
and Sanctions regulations to implement the
sanctions and published several Frequently
Asked Questions (FAQs) to provide guidance
on implementation issues. The OFAC also
added more than 700 individuals and entities
to the list of Specially Designated Nationals
and Blocked Persons (SDN List), covering
“hundreds of targets previously granted
sanctions relief under the JCPOA, as well
as more than 300 new designations.” These
include many Iranian banks, their foreign and
domestic subsidiaries, Iranian vessels, energy
firms, and Iranian airline Iran Air.
The sanctions include designations of
around 50 Iranian financial institutions
and many of their foreign subsidiaries and
branches. These designations include Bank
Melli and 13 of its subsidiaries, along with
the Export Development Bank of Iran, the
Iran-Venezuela Bi-National Bank, Bank Sepah,
and Bank Tejarat, among others. Notably,
the reimposed measures also include the
authority to sanction persons providing
specialised financial messaging services
to the Central Bank of Iran and the other
designated Iranian financial institutions.
Under the JCPOA, the US had suspended
secondary sanctions for certain dealings
involving parties on the List of Persons
Identified as Blocked Solely Pursuant to
Executive Order 13599. The OFAC has now
moved most persons designated pursuant
to EO 13599 to the SDN List, so transactions
by non-US entities with such persons will be
subject to secondary sanctions.

The US continues to maintain a general
licence for sales of agricultural commodities,
food, medicine, or medical devices to Iran.
Funds held at foreign financial institutions on
behalf of the Central Bank of Iran institution
can be used to facilitate humanitarian trade.
Despite the reimposition of US sanctions
on Iran, the EU remains committed to the
JCPOA. In a joint statement published on
2 November the EU expressed deep regret
about the US withdrawal and stated that it is
“determined to protect European economic
operators engaged in legitimate business
with Iran, in accordance with EU law and with
UN Security Council resolution 2231.”
The EU has updated its Blocking Statute
to penalise EU companies that comply
with certain US sanctions on Iran that are
inconsistent with the EU’s commitments
under the JCPOA. However, the EU has
not initiated any enforcement actions
despite some EU companies having already
abandoned trade and investment in Iran in
anticipation of the reimposed US sanctions.
The EU, Germany, France, Britain, Russia and
China have also agreed to set up a special
purpose vehicle (SPV) for non-US trade with
Iran, which is intended to enable European
companies to bypass US sanctions targeting
Iran’s oil and financial sectors. The Wall Street
Journal announced on 26 November that
France and Germany will likely host the SPV,
according to senior diplomats.

The US Resource Center on Iran
sanctions can be found HERE.
The US 2 November briefing on Iran
sanctions can be found HERE.
The EU’s joint statement on the Iran
sanctions can be found HERE.
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UK launches Serious and Organised Crime Strategy, and
the new National Economic Crime Centre
The UK’s Minister for Security and
Economic Crime, Ben Wallace, launched
the updated Serious and Organised
Crime Strategy on 1 November,
pinpointing London real estate, public
schools, sports teams and purveyors
of luxury goods as those sectors that
are turning a blind eye to illicit finance.
“Lawyers, accountants and estate
agents are too often woven into [the
criminal] web,” explained Mr Wallace.
Mr Wallace told the Guardian newspaper:
“We’re going to make sure that people who
are proactively being facilitators are at the
front of our queue as much as the actual
nominals of the organised crime groups
and we’re going to do everything we can to
prosecute them.”
During his speech launching the new Strategy,
Mr Wallace stated that there will be a second
session Bill to introduce a world-leading
register of overseas beneficial ownership of
companies that own UK property, “so we can

find out who really owns and controls real
estate and deter kleptocrats and criminals
from attempting to park their dirty money
in London.” Also, by the end of the year the
government will set out reforms to limited
partnerships, including Scottish Limited
Partnerships, which have been abused by
overseas criminals for money laundering.
Mr Wallace also announced that the system
by which banks, accountants and lawyers
report suspicious activity will be streamlined
with new technology and boosted with more
specialist staff. The Home Office is also
making an investment of GBP 48 million to
create a National Economic Crime Centre
(NECC), which will bring in fraud investigators
from both the public and private sectors. The
NECC, which will be hosted by the National
Crime Agency (NCA), will be the national
authority for the response to economic crime.
The NCA released a press release on the
launch of the new Strategy explaining that
the NECC has begun its work with a clear
mission to protect the public, prosperity
and the UK’s reputation. “Not only will the
NECC ensure that criminals defrauding
British citizens, attacking UK industry and
abusing UK financial services are effectively
pursued; it will ensure that UK’s industries and
government agencies know how to prevent
economic crime and the UK’s citizens are
better protected,” explains the NCA.
The NECC will promote the use of new
powers such as Unexplained Wealth Orders
and Account Freezing Orders to tackle
illicit finance across all threat types. NCA
Director General Lynne Owens said: “I am
delighted to be working closely with our
partners to shape this exciting development
in the fight against serious organised crime.

By the end of the year
the government will set
out reforms to limited
partnerships, including
Scottish Limited
Partnerships, which
have been abused by
overseas criminals for
money laundering
The NECC is part of a new, whole-system
approach which will significantly improve
the UK’s response to serious and organised
crime. Only together will we bring to justice
the most harmful criminals and prevent them
using or benefiting from their illicit finances.
And only together will we protect the UK from
economic crime.”
The Home Office published Research Report
103 on 1 November, to coincide with the
launch of the Strategy, which estimates the
cost of serious and organised crime to UK
society as at least GBP 37 billion per year.

The Serious and Organised Crime
Strategy can be found HERE.

The Home Office Research Report 103
can be found HERE.

The NCA’s press release on the NECC
can be found HERE.
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EC refers
Luxembourg
to CJEU and
calls on Estonia
and Denmark
to transpose
4AMLD
The European Commission
(EC) announced on 8 November
that it is referring Luxembourg
to the Court of Justice of the
European Union (CJEU) for
transposing only part of the
Fourth Anti-Money Laundering
Directive (Directive 2015/849)
(4AMLD) into national law.
The EC also announced that it
has sent a reasoned opinion to
Estonia and a letter of formal
notice to Denmark for failing to
completely transpose 4AMLD
into national law.
Regarding Luxembourg, the EC has
proposed that the CJEU charges a
lump sum and daily penalties until
Luxembourg takes the necessary
action. Regarding Estonia and
Denmark, despite both member
states declaring transposition
complete, the EC has concluded that
some provisions are missing. Estonia
and Denmark have two months to
take action otherwise the EC may
pursue the next infringement steps.

A press release on the EC’s key
decisions can be found HERE.

ESA consultation on the guidelines
on cooperation under 4AMLD
The Joint Committee of the European
Supervisory Authorities published a
consultation paper on 8 November
on draft guidelines on cooperation
and information exchange for the
purposes of the Fourth Anti-Money
Laundering Directive (4AMLD)
between competent authorities
supervising credit and financial
institutions.
The draft guidelines set out the rules that
govern the establishment and operation

of anti-money laundering/counter terrorist
financing (AML/CTF) colleges and provide
that all member state authorities should
carry out a mapping exercise to identity
those firms that require an AML/CTF
college to be set up.
The deadline for responses to the
consultation is 8 February 2019.

The consultation can be found HERE.

UK’s HMRC launches consultation
on the taxation of trusts
The UK’s HM Revenue & Customs
(HMRC) launched a consultation on 7
November, which seeks feedback on
whether the current taxation of trusts is
transparent, fair and simple.
The UK government said that it “wishes to
ensure that the many UK individuals and
companies using trusts legitimately benefit
from a clear and transparent regime that is
easy to understand, while also taking steps to
ensure that trust taxation does not produce
unfair outcomes and that trust structures do
not facilitate tax avoidance or evasion.”
HMRC aims to assess how transparent trusts
are in the UK, so “they cannot be used to hide
the beneficial ownership of funds or assets.”
The consultation mentions ongoing initiatives
that enhance trust transparency – the
Common Reporting Standard and the Trusts
Registration Service – and requests views on
whether further measures are required.

HMRC is looking for views on whether there is
a need for reform of trust taxation. Alongside
the launch of the consultation, HMRC also
published a research report entitled “Exploring
the use of trusts.” The consultation is open until
30 January 2019.

The consultation can be found HERE.
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Formal opinion on Malta FIAU’s supervision of banks
The European Commission (EC)
adopted a formal opinion on 8
November requiring Malta’s Financial
Intelligence Analysis Unit (FIAU) to
continue taking additional measures to
fully comply with its obligations under
the Fourth Anti-Money Laundering
Directive to effectively supervise
financial institutions, including by
having an effective sanctioning regime.
The press release explains that in this case,
the EC has used for the first time its power to
request the European Banking Authority (EBA)
to investigate potential breaches of Union law
by an authority of a member state. The EC has
since also requested the EBA to conduct an
enquiry on the competent authorities in Latvia,
Denmark and Estonia, where recent cases
have raised concerns about the enforcement
of the AML rules by national authorities.
At the EC’s request, the EBA investigated
and found that Malta’s FIAU was breaching
Union law and issued a recommendation on
11 July 2018. It considered that Malta failed
to correctly supervise financial institutions
and ensure their compliance with AML rules.
Building on the EBA’s recommendation and
acknowledging the measures adopted by
Malta to address the identified shortcomings,

the EC has adopted a formal opinion on the
basis of the EBA Regulation.

•

ensuring that its decision-making is
properly reasoned and documented; and

Specifically, the EC is calling on Malta’s FIAU to
take a number of measures, including:

•

adopting systematic and detailed recordkeeping processes for offsite inspections.

•

improving its methodology to assess ML
and terrorist financing risks;

•

enhancing its monitoring and supervisory
strategy by aligning resources with the
risk of ML posed by certain institutions;

•

ensuring that the authority is able to react
in an appropriate time when a weakness
is identified, including by revising its
sanctioning procedures;

Malta’s FIAU has ten working days upon
receipt of the formal opinion to inform the EC
and the EBA of the measures it intends to take
to comply with the obligations. This process
under the EBA Regulation is separate from the
EC’s prerogative of launching an infringement
procedure against Malta.

The press release can be found HERE.

US expands the coverage of real estate AML programme
The US Financial Crimes Enforcement
Network (FinCEN) announced on 15
November the issuance of revised
Geographic Targeting Orders (GTOs)
that require US title insurance
companies to identify the persons
behind shell companies used in
all-cash purchases of residential
real estate. The purchase threshold,
which previously varied by city, has

now been set at USD 300,000 for each
covered metropolitan area. FinCEN also
now requires that covered purchases
using virtual currencies be reported.
The changes adopted by FinCEN lower the
value threshold of potential acquisitions
subject to the requirement and expands
the coverage to five new US cities. Previous
GTOs provided data on the purchase of

residential real estate by persons implicated,
or allegedly involved, in illicit enterprises
including foreign corruption, organised crime,
fraud, and narcotics trafficking. Reissuing the
GTOs aims to assist in tracking illicit funds.

The press release can be found HERE.
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Regulation on mutual recognition of
freezing and confiscation orders and
rules to improve Eurojust adopted
The EU Council adopted the Regulation
of the Council and the European
Parliament on the mutual recognition
of freezing and confiscation orders on
6 November. The aim of the new rules
is to ensure the effective freezing and
confiscation of criminal assets across
the EU. This will help make the EU
more secure by tackling the financing
of criminal activities, including acts
of terrorism. The regulation will
come into effect 24 months after its
publication in the EU Official Journal.
The Council also adopted rules which
will improve the way Eurojust works. The

amended regulation reforms Eurojust’s
functioning and structure to improve its
operational effectiveness, update its data
protection framework and increase its
transparency and democratic oversight.
The regulation will enter into force one year
after publication in the EU Official Journal.

The Council’s press release on freezing
orders can be found HERE.

The Council’s press release on Eurojust
can be found HERE.

UK Budget includes plans to update
offshore tax compliance strategy
The UK’s Chancellor of the Exchequer
Philip Hammond presented his
Budget to Parliament on 29 October,
which includes plans to update the
UK’s offshore tax compliance strategy
to target overseas entities that
wealthy individuals use to conceal
their assets. The move “will build on
the substantial progress the UK has
made in tackling offshore tax evasion
and non-compliance since the
government’s previous strategy was
published in 2014,” the Budget states.
The government is also seeking to widen
its data sharing powers as part of the fight
against tax evasion. Its high net worth unit
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EU Directive
on combatting
money
laundering by
criminal law
published in the
Official Journal
Directive (EU) 2018/1673 of the
European Parliament and of the
Council of 23 October 2018 on
combating money laundering by
criminal law (the Sixth Anti-Money
Laundering Directive) was published
in the Official Journal of the
European Union on 12 November.
The Sixth Anti-Money Laundering
Directive provides a harmonised list of
22 predicate offences, which include
cybercrime, aiding and abetting, inciting
and attempting money laundering. The
Sixth Anti-Money Laundering Directive
establishes minimum rules for criminal
liability for money laundering by, among
other things, (i) harmonising the definition
of money laundering and the predicate
offences, (ii) imposing minimum
sanctions, and (iii) extending criminal
liability to legal persons.
The Directive enters into force on 2
December 2018. Member states must
transpose the Directive into national law
by 3 December 2020.

has brought in more than GBP 1 billion
since it was set up in 2009.

The UK’s Budget can be found HERE.

The entry in the Official Journal of the
European Union can be found HERE.
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UK publishes
draft Money
Laundering
and Transfer
of Funds
Regulations
The UK’s HM Treasury published the
draft Money Laundering and Transfer
of Funds (Information) (Amendment)
(EU Exit) Regulations 2018, together
with an explanatory memorandum on
13 November.

There are no substantive
policy changes within
the Regulations to the
wider AML regime
The Regulations address deficiencies in
the Money Laundering, Terrorist Financing
and Transfer of Funds (Information on the
Payer) Regulations 2017, the EU Funds
Transfer Regulation, and the Oversight of
Professional Body Anti-Money Laundering
and Counter Terrorist Financing
Supervision Regulations 2017 that arise
from the UK leaving the EU.
There are no substantive policy changes
within the Regulations to the wider AML
regime – the only changes are to ensure
that the UK’s AML regime continues to
operate effectively after Brexit.

The draft Regulations can be found
HERE and guidance HERE.

The UK’s Cryptoassets Taskforce
publishes its final report
The UK’s Cryptoassets Taskforce,
which comprises of the Financial
Conduct Authority (FCA), HM
Treasury and the Bank of England
(BoE), published its final report on
29 October on the UK’s policy and
regulatory approach to cryptoassets.
The report identifies a number of risks
posed by cryptoassets, which includes
risks of financial crime, including
opportunities for cryptoassets to be
used for illicit activity.
The next steps, set out in the report, include:
that the FCA will consult on guidance
for cryptoasset activities currently within
the regulatory perimeter by the end of
2018; HM Treasury to transpose the Fifth
Anti-Money Laundering Directive (5AMLD)
and broaden the scope of the anti-money
laundering/counter terrorism financing
regulation further, with a consultation in
the new year and legislation in 2019; and

HMRC to issue revised guidance on the tax
treatment of cryptoassets by early 2019.
Meanwhile, FCA executive director of
strategy and competition Chris Woolard
outlined, during a speech at The Regulation
of Cryptocurrencies event on 20 November,
several actions the FCA and HM Treasury
are considering taking to combat risks in the
cryptoasset market. To combat financial
crime, Mr Woolard stated that Treasury will
consult and legislate to transpose 5AMLD
and broaden the scope of AML and CTF
regulation further. It was also confirmed
that the Treasury will consult in early 2019
on whether and how cryptocurrencies and
related actors, such as exchanges and
wallet providers, can be regulated.

The final report can be found HERE.

UK committee report warns that
government is failing to act in face
of growing cyber threats
The UK’s Joint Committee on the
National Security Strategy published
its report on “Cyber Security of the
UK’s Critical National Infrastructure”
on 19 November, which states that
the government is failing to act with
enough urgency in the face of the
growing cyber threat from hostile
states such as Russia, China and Iran.

The report states that a new minister
should be appointed with responsibilities
for cyber security and raised concerns
that the UK’s National Cyber Security
Centre may not have the capacity to deal
with the scale of the cyber threat.
The report can be found HERE.
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The UK’s draft
withdrawal
agreement and
draft political
declaration
The draft agreement on the withdrawal
of the UK and Northern Ireland from
the EU and the European Atomic
Energy Community, published on 14
November, provides for a transition
period (until 31 December 2020)
during which EU law, including the
Common Foreign and Security Policy
(CFSP), will continue to apply in the
UK, unless an agreement governing
the future relationship in the area of
CFSP becomes applicable during the
transition period.
The UK government stated in accompanying
explanatory documents that there will be a
consultation on sanctions with the possibility
of adopting mutually reinforcing sanctions.
The draft political declaration, published on
22 November, sets out the framework for the
future relationship between the EU and the
UK. The declaration considers the future of
cooperation in the financial services sector,
which includes that both the UK and the EU
will support the FATF and the fight against
money laundering and terrorist financing.
Both parties have also agreed to end the
anonymity associated with the use of virtual
currencies, including through obliging VC
exchanges and custodian wallet providers to
apply customer due diligence checks.

The draft agreement can be found HERE.
The draft political declaration can be
found here HERE.

Committee launches inquiry on the
future of UK sanctions policy
The House of Commons Foreign
Affairs committee launched an
inquiry on 5 November into the future
of UK sanctions policy to “explore
and evaluate” different options for
the UK’s approach to sanctions policy
after leaving the EU.

•

how the UK might best make use
of the Magnitsky powers included
in the Sanctions and Anti-Money
Laundering Act 2018;

•

the extent to which the UK should
seek to align with the EU in sanctions
policy post-Brexit, versus areas in
which it may wish to diverge;

•

the use of sanctions alongside
other tools designed to combat dirty
money, such as UWOs; and

•

the FCO’s record in identifying those
that should be sanctioned; linking
specific sanctions recommendations
to broader policy goals; and working
with others to share intelligence and
implement sanctions effectively.

The committee has invited submissions
that address the following issues:
•

the effectiveness of sanctions as
an instrument of foreign policy,
including examples of successful
and unsuccessful use of sanctions
to influence foreign actors;

•

the advantages and disadvantages
of the EU’s approach to the use of
sanctions, both generally and in
specific cases;

•

how the US sets and uses sanctions
as an instrument of foreign policy,
and the pros and cons of its
approach particularly where that
differs from the EU;

The deadline for submissions to the
inquiry is 14 December.

The inquiry can be found HERE.

EU adopts strategy on illicit firearms
The Council adopted the EU Strategy
Against Illicit Firearms, Small Arms and
Light Weapons and their Ammunition
on 19 November, which acknowledges
the contribution of illicit small arms
and light weapons to instability, armed
violence, and organised crime, and the
role of such weapons in amplifying the
impact of terrorist attacks.

by EU institutions and member states
to prevent and curb the illicit acquisition
of small arms and light weapons and
their ammunition by terrorists, criminals
and other unauthorised actors, and to
promote accountability and responsibility
with regard to the legal arms trade.

The purpose of the new Strategy is to guide
integrated, collective and coordinated action

The press release can be found HERE.
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Ireland’s Law Reform Commission
recommends sweeping reforms
Ireland’s Law Reform Commission
published its Report on Regulatory
Powers and Corporate Offences on
23 October, which presents a set of
reforms to financial regulatory powers
and corporate criminal liability.
The recommendations include the
establishment of a corporate crime
agency to investigate and prosecute
serious corporate criminal offences; that
financial and economic regulators should
have a regulatory toolkit that includes the
power to impose administrative financial
sanctions or to enter into regulatory

compliance agreements; that deferred
prosecution agreements should be
introduced on a statutory basis; that
a due diligence defence should be
available for corporate bodies and
senior managers in the case of strict
liability corporate offences; and the
fault elements in the fraud offences in
the Criminal Justice (Theft and Fraud
Offences) Act 2001 should be expanded
to include subjective recklessness.

The report can be found HERE.

Committee report recommends
changes to Canada’s AML regime
The Canadian Parliament’s Standing
Committee on Finance presented its
report “Confronting Money Laundering
and Terrorist Financing: Moving Canada
Forward,” to the House of Commons
on 8 November, which puts forward 32
recommendations on modifications and
additions to the Canadian anti-money
laundering regime.

•

that Canada move to a risk-based
model of compliance for PEPs,
softening the requirements for those
with transparent financial portfolios;

•

that all regulated entities be subject
to the PEP and BO requirements
in the Proceeds of Crime (Money
Laundering) and Terrorist Financing
Act (PCMLTFA). If implemented, this
would subject other sectors including
casinos and real estate brokers to the
requirements of the PCMLTFA; and

The key changes proposed include:
•

the creation of a pan-Canadian beneficial
ownership (BO) registry for all legal
persons and entities for those who have
at least 25 percent of the voting rights or
a 25 percent ownership interest;

•

that the statutory definition of a PEP
be refined and clarified. The report
notes that the concept of “association
with a PEP” creates ambiguity among
institutions about who exactly is a PEP;
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•

that the government establish a
regulatory regime for crypto-wallets.

The report forms part of the statutory
review of the PCMLTFA.

The report can be found HERE.

EU’ Special
Committee
on Terrorism
adopts report
on improving
the EU’s
response to
the threat of
terrorism
The EU’s Special Committee on
Terrorism adopted a report on 13
November, which sets out a range
of measures EU member states
should take to combat terrorism
cooperatively. The report, amongst
other things, calls for Europol to
become a “hub” for international
collaboration and exchange of
information on counterterrorist
measures and potential threats at
EU level, and if necessary with a
stronger mandate.
The report, which will now be passed
to the plenary session of the European
Parliament for adoption in December,
marks the end of the Special Committee
on Terrorism’s mandate.
The Special Committee on Terrorism was
formed in 2017 in response to a marked
increase in terrorist attacks across the
EU and was charged with assessing the
extent of the threat posed by terrorism.

The draft report can be found HERE.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | NOVEMBER 2018

TECHNICAL UPDATES

TAX3 draft report recommends golden
visa schemes be phased out ASAP
The EU’s Special Committee on
Financial Crimes, Tax Evasion and Tax
Avoidance (TAX3) published a draft
report on 14 November which presents
findings and recommendations on how
to improve the EU framework in the area
of anti-money laundering and taxation,
notably as regards the fight against tax
fraud, against aggressive tax planning
and tax havens, golden visas, and
registers of beneficial ownership.
The draft report recommends that schemes
which offer citizenship or residency by
investment should be phased out as soon as
possible, expressing concern about Malta’s
Individual Investor Programme, which it
says could potentially pose high risks. The
draft report was due to be discussed on 27
November and will be open for amendments.
The Committee is due to vote on the report
on 27 February 2019.
Separately, TAX3 announced on 15
November that in light of the serious

allegations of money laundering involving
EU financial institutions, particularly Danske
Bank and ING Group, the TAX3 Committee
would hold a hearing on money laundering
in banks on 21 November with a view to
improving the financial supervisory system.
The first part of the hearing was to focus
on discussing with Danske Bank, ING
Group, the Swedish Bankers’ Association, a
whistleblower and an expert, recent serious
accusations of money laundering and how to
effectively implement anti-money laundering
policies internally within banks. The second
part was to consist of an exchange of
views with the European Banking Authority
(EBA) and the Commission about seamless
cooperation between anti-money laundering
and prudential supervisors in the EU and
the role of the EBA in anti-money laundering
supervision of the financial sector.

The draft report can be found HERE.

FCA publishes review of bank
whistleblowing arrangements
The UK’s Financial Conduct Authority
(FCA) published the findings of its
review of retail and wholesale banking
firms’ whistleblowing arrangements
on 14 November, which has found that
most banks are not assessing and
escalating whistleblower concerns
consistently and some need to improve
arrangements to protect whistleblowers.
Amongst the findings, the FCA said some
banks should improve how they document

whistleblowing investigations and should
differentiate training programmes for staff,
managers and internal investigators.
The publication of the FCA’s review
coincided with the settlement by Lloyds
Banking Group of a whistleblowing case
concerning how the bank handled a report by
former senior risk officer, Sally Masterton.
The FCA review can be found HERE.

ECB to set up
“AML office”
and “AML
network” to
tackle money
laundering
The European Central Bank
(ECB) published a speech on
20 November given by Daniele
Nouy, chair of the supervisory
board of the ECB, at an ordinary
hearing of the European
Parliament’s Committee on
Economic and Monetary Affairs
in which it was announced that
an “AML office” would be set up.
Commenting that “a more European
approach” to combatting money
laundering needs to be adopted,
Mr Nouy explained that a higher
level of harmonisation of the
applicable AML rules in the form of
a regulation needs to be considered.
The “AML office” is intended to
fulfil three roles: (1) it will act as a
single point of entry with respect
to the direct exchange of AML
information between the ECB
and AML authorities; (2) the AML
office will set up and chair “an AML
network” among joint supervisory
teams in charge of the banks whose
business model leads to a high level
of money laundering risks; and (3) it
will act as a centre of expertise on
the SSM related AML/CTF issues.

The transcript of the speech can
be found HERE.
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Ireland signs
new act into law,
which requires
firms to register
with the CBI for
AML purposes
Ireland signed into law the Criminal
Justice (Money Laundering and
Terrorist Financing) (Amendment)
Act 2018 on 14 November that gives
effect to provisions of Directive (EU)
2015/849 on the prevention of the
use of the financial system for the
purposes of money laundering or
terrorist financing (4AMLD).
The changes brought in by the new law
include that authorities will be empowered
to demand information relating to
suspicious financial transactions and the
remit of the Financial Intelligence Unit
will be expanded. The legislation also
widens the anti-laundering powers to cover
transactions in the gambling industry.
The Central Bank of Ireland (CBI) published
guidance on 27 November completing
the Schedule 2 Anti-Money Laundering
Registration Form with regard to new
provisions introduced by the Act. From 26
November, firms offering certain services
are required to register for anti-money
laundering purposes with the CBI.

The Criminal Justice Act can be
found HERE.

The CBI’s press release can be
found HERE.

FCA publishes the results of the
first annual financial crime survey
The results of the first Financial
Conduct Authority (FCA) annual
financial crime survey of over 2,000
UK firms were published on 13
November, which has found that
concerns related to financial crime
led to firms turning away 1.15 million
prospective customers.
The Financial Times has reported that the
FCA has pledged to scrutinise whether
lenders were terminating customer
relationships because of money laundering
concerns in a “proportionate and targeted”
way, or whether they were overly cautious.
The survey found that cybercrime is a
key concern, with many of the frauds
that were most frequently mentioned
enabled by technology. However, some
long-established crimes were highly
cited threats. The fraud types for which
customers were most often identified as
the victim were pension liberation fraud,
account takeover, and debit card fraud.
Meanwhile, industry was felt to be more
often the victim of expenses fraud, loan
repayment fraud, and mortgage fraud.

Institutions that responded to the FCA’s
survey identified 120,000 “politically
exposed persons” among their customer
bases and 1.6 million other “high-risk
customers.” This covers customers or
clients the firm categorised as being highrisk for reasons other than the customer
being a PEP or a non-EEA correspondent
bank. The survey also presents data on
which jurisdictions firms considered to be a
high financial crime risk. On aggregate Iran,
Panama and Russia were found to be the
highest risk jurisdictions for financial crime.
In regard to financial crime reporting, the
survey found that 923,000 suspicious cases
were escalated internally. This includes
reports filed to the MLRO that relate to staff
member concerns, suspicions or knowledge
of money laundering. After investigation,
363,000 of these cases were reported to the
National Crime Agency by firms’ MLROs.
Over 2,100 terrorism-related suspicious
activity reports were made to the authorities.

The findings can be found HERE.

Lisa Osofsky comments on DPAs
Director of the UK’s Serious Fraud
Office (SFO), Lisa Osofsky, delivered a
speech at the Trace European Forum
on 8 November, providing comments
directed at companies that might seek
a Deferred Prosecution Agreement
(DPA) in response to an investigation.
Ms Osofsky stated that DPAs would only
be offered to companies that cooperate
fully with the investigation - especially by

being forthcoming with new information;
and that companies must be able to
demonstrate that they have undertaken
reforms before they will be offered a DPA.
The SFO might produce guidance in the
future on how companies are expected
to cooperate with the SFO. Ms Osofsky
also indicated that SFO investigators will
increasingly be required to have a good
understanding of company compliance.
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PSR consults on implementation of
Confirmation of Payee to combat fraud
The UK’s Payment Systems Regulator
(PSR) published its consultation
on general directions for the
implementation of Confirmation of
Payee (CoP) on 23 November, in order
to get feedback on the proposed
approach to implementing CoP, which
aims to protect people from authorised
push payment (APP) scams.
The PSR’s consultation considers whether
regulatory intervention is needed to require
banks and payment service providers (PSPs)
to implement CoP. The PSR believes that for
CoP to be effective in protecting consumers
and banks, it needs to be implemented
quickly and be widely available, so the
consultation seeks views on the most
effective way to achieve this.

The PSR believes that
for CoP to be effective
in protecting consumers
and banks, it needs to be
implemented quickly
•

PSPs must be capable of receiving and
responding to CoP requests from other
PSPs by 1 April 2019; and

•

PSPs must send CoP requests and
present responses to their customers by
1 July 2019.

The consultation is open until 4 January
2019. The PSR will then consider the
feedback received and next steps.

The consultation considers timescales for
introducing CoP, specifically that:

The consultation can be found HERE.

FCA report on cyber and IT resilience
The UK’s Financial Conduct Authority
(FCA) published a report on 27
November on the findings from its
survey of cyber and technology
resilience, following a survey of 296
firms during 2017 to 2018.
The key takeaways from the report are:
•

the number of technology outages
reported to the FCA has increased by
138 percent in the past year;

•

firms identified governance as the
area where they have the strongest
capability;

•

most firms rank cyber resilience as
their top concern, nearly 80 percent of
respondents struggle to maintain a view
of what information they hold and of
their third parties; and

•

firms described challenges in managing
third parties.

The FCA suggests in the report that firms are
under reporting major technology outages
and cyber attacks.

The report can be found HERE.

Guernsey
FSC issues
revised
handbook on
countering
financial
crime and
terrorist
financing
The Guernsey Financial
Services Commission issued,
in final draft form, the revised
Handbook on Countering
Financial Crime and Terrorist
Financing on 12 November.
The issuance of the final draft
follows publication of the
Criminal Justice (Proceeds of
Crime) (Bailiwick of Guernsey)
(Amendment) Ordinance, which
once approved by the States
of Guernsey will update the
provisions of the two sets of
Criminal Justice (Proceeds of
Crimes) Regulations for financial
services and prescribed business.
The Commission will formally
make the rules in the Handbook
during the first quarter of 2019
to allow for any technical issues.
The revised legislation comes into
effect on 31 March 2019.

The revised Handbook can
be found HERE.
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OECD residence/citizenship by investment update
The Organisation for Economic Cooperation and Development (OECD)
announced on 20 November that as part
of its efforts to maintain the integrity of
the Common Reporting Standard (CRS),
the OECD has been working closely
with Panama to ensure that any risks
created by its Residence by Investment
(RBI) programmes are addressed. The
OECD confirmed in its press release that
guidance will be updated on an ongoing
basis where jurisdictions adopt effective
mitigating measures in relation to their
residence/citizenship by investment
programmes.
The OECD has provided further clarity in
relation to Panama’s Reforestation Investor
Permit, Economic Solvency Permit and
Friendly Nations Permit programmes. Under
each of these programmes, the OECD has
confirmed that Panama ensures that residence
documentation provided to successful
applicants is identified as issued under the
relevant programme.

The OECD has updated its guidance for
financial institutions on CBI/RBI schemes to
state that, where residence documentation
clearly identifies the programme under which
it was issued, only such specific residence
documentation, should be perceived as
potentially high-risk in the context of the CRS
due diligence procedures. When presented
with such documentation, financial institutions

may consider applying the enhanced CRS
due diligence procedures, to ensure that the
documentation is not misused.

The OECD’s press release can
be found HERE.

Singapore passes new AML law that requires property
developers to perform due diligence checks
Singapore’s Parliament passed the
Developers (Anti-Money Laundering
and Terrorism Financing) Bill on 20
November that will require property
developers to perform due diligence
on potential buyers and report any
suspicious activity.
The new law requires that developers
implement training for employees and
develop internal controls to manage money
laundering and terrorism financing risks.

The Parliament also passed the
Serious Crimes and Counter-Terrorism
(Miscellaneous Amendments) Bill on 19
November, which will see those engaging
in money laundering and terrorist financing
subject to harsher penalties.
The maximum penalty for money laundering
and terrorism financing offences has now
been increased to over SGD 1 million or twice
the value of the property, financial service, or
financial transaction. The penalties for failing

to report suspicious transactions has also
been increased. The Bill raises the individual
penalty to SGD 250,000 and the corporate
penalty to SGD 500,000.

The Developers Bill can be found HERE.

The Serious Crimes and CounterTerrorism Bill can be found HERE.
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The implications of Unexplained Wealth Orders
for professional services firms
By Adrian Ford
CEO
Aperio Intelligence

Unexplained Wealth Orders (UWOs)
were introduced in the UK in January
2018 via an amendment to the Proceeds
of Crime Act 20021 (POCA). UWOs
provide UK law enforcement agencies2
with additional investigatory powers in
High Court Civil Recovery Proceedings
to compel persons reasonably
suspected of involvement in serious
crime (or those connected to them) to
explain the nature and extent of their
connection to a particular property
and how it was obtained3. Providing
insufficient or no response to a UWO
can lead to a presumption that the
property is the proceeds of criminal
activity and is recoverable under POCA4.
Before the introduction of the UWO
law, enforcement authorities faced the
prospect of having to demonstrate a
property was in fact the proceeds of
criminal activity. UWOs are expected
to significantly reduce the burden on
enforcement authorities, by reversing
the burden of proof in the first instance.
The UK is an attractive location for capital
leaving riskier jurisdictions. As a result of
murky activities in the 1990s and 2000s,
significant wealth has flowed from the
countries of the former Soviet Union (FSU)

to the UK. Individuals who made their wealth
during a comparatively lawless period of
history in those countries have sought to
protect it, whether by acquiring valuable
assets, citizenship/residency, or both.
Dubbed “Londongrad” because of the high
percentage of Russian oligarchs settling in
the capital, London has also attracted a wide
range of high net worth individuals from
across the world. The provenance of their
funds is often uncertain.
A broad range of industries have developed
to service the influx of wealthy individuals,
covering everything from financial services
to dealers in high value goods and property.
This combination of sophisticated and
discreet professional services firms, with the
UK’s strong property rights, and legal and
political environment has underpinned its
attractiveness to foreign investors.

Against this background, certain parties
– whether part of the regulated sector or
not – have asked few if any questions about
the sources of funds. As the National Crime
Agency (NCA) has said, some professional
services firms have been at best complacent,
unwitting enablers of money laundering,
or at worst complicit in this activity. Some
professional services firms have sought
to justify their actions on the basis that
others would have undertaken Know-YourCustomer checks (such as real estate
transactions, involving multiple parties such
as banks, agents, and lawyers); or others on
the basis that the individual(s) concerned
were not subject to criminal convictions and
had, at least, a superficially valid explanation
as to their source of wealth or funds.
Campaigners have claimed that enforcement
measures have been insufficient, despite the
existence of comprehensive legislation.

1 Unexplained Wealth Orders were introduced via Section 1 of the Criminal Finances Act 2017, which introduces a section into Chapter 2, Part 8 of the Proceeds of Crime Act 2002 (POCA).
2 The National Crime Agency (NCA), the Serious Fraud Office, the Financial Conduct Authority, HM Revenue & Customs and the Crown Prosecution Service. To date, only the NCA has made use of UWO powers.
3 Defined as assets “held” by the respondent, valued at over GBP 50,000.
4 A person could also commit a criminal offence if they make false or misleading statements in response to a UWO.
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Several important developments have
however occurred since the enactment of
POCA that have fundamentally changed the
status quo. Firstly, revelations contained in
the Panama Papers leaks – one of a series
of data breaches that have proved acutely
embarrassing and damaging for those
named, and their advisers. The Panama
Papers shone a light on offshore corporate
vehicles commonly used to disguise asset
ownership, and particularly the ownership
of real estate in locations such as London.
Partly in response to these revelations,
the EU reacted by bolstering its efforts to
increase transparency and measures to
tackle Politically Exposed Person (PEP)related risks through the Fourth, Fifth and
Sixth Money Laundering Directives.
Meanwhile in the UK, suspicious about
alleged Russian interference in political
events such as Brexit, the brazen attempt
to murder the Skripals with a nerve agent
on British soil was a last straw. Russian
agents already stood accused of having
murdered dissident Alexander Litvinenko in
London, and the Skripal case showed that
no one was out of reach. Russian influence
in London re-emerged as a talking point,
coinciding with persistent cases of alleged
money laundering from the former Soviet
Union through the UK, and the misuse of UK
legal structures in the Russian laundromat
scandal. These incidents fuelled wider public
realisation of the impact of international
criminal activity through the UK, elevated by
TV programmes such as McMafia.

The UK Government’s introduction of
UWOs, long promoted by transparency
campaigners, is among a number of
measures introduced to reverse the tide
by making the UK “a hostile environment
for illicit finance5.” Given significant
vested interests, it is unrealistic to expect
immediate change. Nevertheless, UWOs
not only constitute a powerful and credible
deterrent to money laundering, they also
raise the bar for regulated firms to know their
clients and their sources of wealth.

The introduction of
UWOs has sent a
shockwave through
parts of the UK industry
that specialise in
servicing high net worth
individuals, particularly
those from countries
that are known to
face higher levels of
corruption
In particular, UWOs can be used to compel
a non-EEA PEP to provide an explanation
relating to their acquisition of a property,
without a requirement to demonstrate that
they have been involved in a serious crime.
UWOs tackle the issue that non-EEA PEPs

may enjoy political patronage and protection,
or only a remote threat of prosecution in their
home country.
UWOs also relate to individuals connected
to someone suspected of serious crime (not
only PEPs)6. Consequently, someone who
shares a close business interest with an
individual suspected of a serious crime could
also be impacted by UWOs. Additionally,
UWOs compel subjects to provide testimony
or documents – if they are to avoid the
presumption that a property has been
acquired with illicit funds and a possible civil
recovery order – the presentation of which
may implicate other individuals7. As a result,
those who are one step removed also face
the prospect of becoming implicated in a law
enforcement investigation.
The introduction of UWOs has sent a
shockwave through parts of the UK industry
that specialise in servicing high net worth
individuals, particularly those from countries
that are known to face higher levels of
corruption. Although in many cases these
professional services firms were already
under legal obligations to report suspicious
activities, relatively low levels of suspicious
activity reports – especially outside the
banking sector – is a recognised concern.
Those organisations now face elevated risks
that, as a result of a UWO, either former,
current or prospective clients could become
the subject of scrutiny, from regulators,
law enforcement, the courts, transparency
campaigners, and the public at large.

5 Other measures include the creation of The Office for Professional Body AML Supervision (OPBAS), which oversees the 22 accountancy and legal professional AML supervisors in the UK; and the UK Government’s
announcement of the creation of a register of beneficial owners of overseas companies that own UK property by early 2021.
6 “Connected to” is broadly similar to the definition of close associates under anti-money laundering legislation, who are deemed as such if they are “closely connected to a PEP.” Examples include close family
members, but also unmarried partners, or close business associates.
7 A statement provided by a respondent in response to a UWO cannot be used as the basis of a criminal action, so long as they do not provide misleading information, commit perjury, or they themselves introduce
the statement into proceedings.

17

aperio-intelligence.com

FINANCIAL CRIME DIGEST | NOVEMBER 2018

SPECIAL FEATURE

continues from previous page

Professional services firms and
organisations providing services to high net
worth individuals – particularly those who
could be subject to a UWO – should consider
carefully whether their existing knowledge
about clients’ source of wealth and source of
funds is sufficient to meet the evolving and
higher standards. These organisations may
consider the following steps to address the
risks affecting their customers’ source of
wealth and their reputation in general:
Adopting an iterative and investigative
approach. A customer’s acquisition of a
valuable asset is often the last stage of a
process that may have involved a significant
volume and variety of transactions.
Understanding the genesis and evolution
of these funds is key; not simply the
most recent source. For example, an
individual who exploited the legal void in
the period after the fall of Communism in

the FSU to acquire assets at a discount or
through privileged connections, and who
compounded this through political positions
or influence used to further their business
interests, some of which was then siphoned
abroad through a complex network of front
companies and nominees. Such assets may
not be reported in their home jurisdiction and
an absence of independent, credible public
information sources can make assessment
of their true background particularly
challenging. Nevertheless, merely relying on
limited public material, assessing only recent
transactions, or overlooking an early career
history may be insufficient to determine
whether or not the wealth used to acquire the
asset is in fact derived from or associated
with the proceeds of criminal activity.
Ask the customer, but do not treat
information at face value. The customer is
likely to be the best source of information,

since it is personal to them. However,
it is important not to simply accept this
information at face value and without
scrutiny. In the modern digital environment,
it is comparatively easy to create a positive
public persona, for example through
sponsored or self-publicised material.
Adverse information can be suppressed
through effective PR, legal tactics, or
exercising the “right to be forgotten.” Clientsupplied information should be treated
with necessary scepticism. Instead, weight
should be given to independent, preferably
primary sources of information (such as
the courts, stock exchanges, corporate
registries or regulators – assuming they
are sufficiently impartial) or credible and
independent media sources. Assessing
what is, or is not, a credible source requires a
degree of accumulated knowledge – if a firm
lacks such knowledge, it should consider
seeking appropriate advice.
Circumstances may change, and risks
should be re-evaluated. Western firms have
benefited from an influx of capital from
emerging markets for many years. When
those countries were stable and western
attitudes towards them were welcoming,
the risks associated with customers from
those countries appeared relatively lower
(certainly by reference to potential rewards).
However, numerous countries have been
affected by a significant change in the
political environment, including foreign
attitudes (tolerance of money laundering,
corruption risks, etc) and local attitudes
(tolerance of capital flight, corruption risks,
etc). In these situations, risks that were
previously considered remote or irrelevant
either reappeared or transformed. While it
is difficult to judge activity that happened
in certain periods, often decades earlier,
against evolved modern standards, it does
illustrate that standards may shift, requiring
a regular re-evaluation of risks.
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Danske Bank A/S: Correspondent banks under spotlight,
chairman ousted, and Denmark’s SØIK files charges
The former Danske executive turned
whistleblower, Howard Wilkinson, has
told Denmark’s parliament that of the
EUR 200 billion of potential dirty money
that flowed through its Estonian branch,
EUR 150 billion went through the US
subsidiary of a European bank. Mr
Wilkinson declined to name the bank,
but the Financial Times announced in a
report on 19 November that documents
from Danske and other sources have
identified Deutsche Bank as the
correspondent bank.
Deutsche Bank, Bank of America and
JPMorgan Chase acted as correspondent
banks for Danske’s Estonian branch. Mr
Wilkinson referred to a large US bank
during his discussions with the Danish
parliament, thought to be JPMorgan Chase,
which stopped its correspondent banking
relationship with Danske in 2013 over
concerns about the non-resident portfolio in
Estonia at the heart of the money laundering
scandal which ran from 2007 until 2015.

Mr Wilkinson told a public hearing at the
European Parliament that the “worst of all”
among combating corruption was the UK.
“The role of the UK is an absolute disgrace.
Limited liability partnerships and Scottish
liability partnerships have been abused for
absolutely years,” he added. Mr Wilkinson
was also critical of the US, estimating that
80-90 percent of the EUR 200 billion ended
up in dollars via the correspondent banks.
Stephen Kohn, Mr Wilkinson’s lawyer, is
calling for a complete overhaul of EU laws to
protect whistleblowers. He said that Europe
should adopt similar laws to the US, where
whistleblowers receive a financial reward.
The Financial Times reported on 6 November
that Danske Bank’s chairman Ole Andersen
is to step down following an extraordinary
meeting in which AP Moller Holding — the
investment company behind the Maersk
shipping business that owns 21 percent of
the bank’s shares — said it would propose
two new board members.

Separately, Denmark’s minister for public
sector innovation, Sophie Løhde, stated at a
parliamentary consultation on 7 November
that if found guilty of money laundering
Danske Bank would be precluded from being
responsible for carrying out state payments.
Danske Bank has been responsible for
state payments since October 2008 and
was awarded a new contract in October,
extending its right to transfer money on the
state’s behalf until 2023.
Danske Bank announced on 28 November
that the Danish State Prosecutor for Serious
Economic and International Crime (SØIK) has
filed preliminary charges against the bank for
alleged violations of Denmark’s anti-money
laundering act in relation to it Estonian branch.

The preliminary charges against
Danske Bank can be found HERE.

European Central Bank withdraws Pilatus Bank’s licence
Malta’s Financial Services Authority
confirmed in a press statement on
5 November the withdrawal of the
authorisation of Pilatus Bank as a credit
institution by the European Central
Bank’s Governing Council.
The move follows Pilatus Bank’s Iranianborn owner and former chairman Seyed Ali
Sadr Hasheminejad being charged by the
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US authorities with organising a scheme to
evade US sanctions against Iran by illegally
funnelling more than USD 115 million from
Venezuela to Iranian-controlled companies.
Pilatus Bank was at the centre of murdered
journalist Daphne Caruana Galizia’s reporting
on allegations of government corruption
and money laundering in the months before
her death in a car bombing in October 2017.

Defamation proceedings had been filed
against the journalist after a series of stories
claimed the bank had laundered funds from
allegedly corrupt schemes on behalf of
offshore companies and individuals, including
Keith Schembri, chief of staff to the Maltese
prime minister, Joseph Muscat.
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NCA investigates
Leave.EU and
Arron Banks
over suspected
electoral law
offences
The UK’s National Crime Agency
(NCA) announced on 1 November
that it has initiated an investigation
into the entities Better for the
Country (BFTC) and Leave.EU, as
well as Arron Banks, Elizabeth Bilney
and other individuals, following
a referral from the Electoral
Commission relating to suspected
electoral law offences.
The investigation concerns GBP 8 million
in loans and donations to pro-Brexit
campaign groups and the exact source
of those funds. Allegations include that
Mr Banks was not the true source of the
funds, and that one of the sources of
these funds was Rock Holdings Ltd, an
offshore company incorporated in the
Isle of Man, which cannot lawfully make
a donation related to UK elections.
The Electoral Commission’s press
release explains that there are
reasonable grounds to suspect that:
Mr Banks was not the true source
of the GBP 8 million reported as
loans; the parties to the financial
transactions included a non-qualifying
or impermissible company, Rock
Holding Ltd; and Leave.EU, Elizabeth
Bilney, BFTC, Mr Banks, and possibly
others, concealed the details of these
transactions, by knowingly making
statutory returns/reports which were
incomplete and inaccurate, or false.

RBI fines Deutsche Bank AG and
The Jammu and Kashmir Bank Ltd
for KYC/AML failings
The Reserve Bank of India (RBI)
announced on 14 November that it
has imposed monetary penalties on
Deutsche Bank AG and The Jammu
and Kashmir Bank Ltd for failure to
comply with anti-money laundering
(AML) norms.
Deutsche Bank AG has been fined
INR 30.10 million for non-compliance
with the directions issued by the RBI
on Income Recognition and Asset

Classification (IRAC) norms, KnowYour-Customer (KYC)/AML norms, and
on disclosure of monetary penalties
imposed by the regulator. The penalty
has been imposed according to the
provisions of the Banking Regulation
Act. The Jammu and Kashmir Bank
Ltd has also been fined for noncompliance with the directions issued
by the RBI on IRAC norms and KYC/
AML norms, with a monetary penalty of
INR 30 million issued against the bank.

Organised crime gangs generate
USD 31.5 billion in conflict zones,
expert tells Security Council
During the annual briefing to
the UN Security Council by UN
Peacekeeping operations on
6 November, Tuesday Reitano,
deputy director of the Global
Initiative Against Transnational
Organized Crime, described the
risks associated with organised
crime as a “global and accelerating
phenomenon,” that, in conflict areas
alone, is generating around USD
31.5 billion in illicit profits.
The link between conflict areas and
organised crime was described by Ms
Reitano as undeniable, adding that the
scale of money being illicitly generated
by organised crime in these areas is
“staggering.” This phenomenon, said

Ms Reitano, is sustaining conflicts
worldwide, with illegal exploitation and
taxation of gold, oil and other natural
resources overtaking traditional “threat
finance” sectors, such as kidnapping
and drug trafficking.
Ms Reitano warned the Security Council
that recent analysis carried out by
partner organisations, including the
Global Initiative Against Transnational
Organized Crime and Interpol, shows
links between illicit trafficking routes
in conflict zones – in Africa, Asia, the
Middle East and the Americas – and
international terrorism, and concluded
by stating that the UN system needs
a coherent and strategic approach to
address the problem.
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DOJ charges ex-Goldman Sachs bankers and Malaysian
financier for violating FCPA related to 1MDB scandal
A three-count criminal indictment was
unsealed in federal court in the Eastern
District of New York on 1 November
charging Low Taek Jho, also known
as “Jho Low,” and Ng Chong Hwa, also
known as “Roger Ng,” with conspiring
to launder billions of dollars embezzled
from 1Malaysia Development Berhad
(1MDB), Malaysia’s investment
development fund, and conspiring to
violate the Foreign Corrupt Practices
Act (FCPA) by paying bribes to
Malaysian and Abu Dhabi officials.
Mr Ng is also charged with conspiring
to violate the FCPA by circumventing the
internal accounting controls at Goldman
Sachs which underwrote more than USD
6 billion in bonds issued by 1MDB in three
separate bond offerings in 2012 and 2013,
while Mr Ng was employed as a managing
director. Mr Ng was arrested on 1 November
in Malaysia and Mr Low remains at large.

Also unsealed in federal court in the Eastern
District of New York was the guilty plea of
Tim Leissner, the former Southeast Asia
chairman and participating managing
director at Goldman Sachs, for conspiring
to launder money and conspiring to violate
the FCPA by paying bribes to Malaysian
and Abu Dhabi officials and circumventing
internal accounting controls. According to
court filings, Mr Leissner has been ordered
to forfeit USD 43.7 million.
Following the publication of the indictments,
Goldman Sachs published a disclosure
about the 1MDB case and ongoing
investigations in an SEC filing. Goldman’s
disclosure confirms that an unnamed
participating managing director of the
firm that is alleged to have been aware of
the bribery scheme and who agreed not
to disclose the information to the firm’s
compliance and control personnel, and who
has been identified as a co-conspirator, has

been put on leave. The Financial Times has
reported that the managing director has
been identified by sources as Andrea Vella,
who was co-head of the firm’s Asia-Pacific
ex Japan investment banking division.
During his plea hearing Mr Leissner admitted
to circumventing Goldman Sachs’ internal
controls and hiding his conduct, while
testifying that his conduct was “in line” with
the bank’s culture. Mr Leissner stated, “I
conspired with other employees and agents
of Goldman Sachs very much in line of its
culture of Goldman Sachs, to conceal certain
facts from compliance and legal employees
of Goldman Sachs […].”
The Financial Times reported on 27
November that Anwar Ibrahim, the likely
future prime minister of Malaysia, has
demanded reparations from Goldman Sachs
in excess of the USD 600 million the bank
gained in fees from 1MDB.
Photo: Reuters

The Sentry publishes report on abuse of South Sudan’s
banking sector by politically exposed persons
A new investigative report entitled
“Banking on War: Ending the abuse
of South Sudan’s banking sector by
political elites and pushing for peace,”
published by The Sentry on 24 October,
details how a set of banks has been
hijacked for the personal benefit of
leaders, powerful officials, and other
politically exposed persons (PEPs).
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The key findings of the report include that:
more than half of the 26 banks operating
in South Sudan are partially owned or
controlled by a PEP, suggesting an undue
level of political influence in the banking
sector; and regulatory, political, and money
laundering risks in South Sudan’s PEPinfluenced banking sector could lead South
Sudanese banks, and potentially other East

African banks, to lose connections to the
global financial system.
The report puts forward a number
of recommendations to address the
deficiencies in East Africa’s correspondent
banking network, regulatory and compliance
gaps, and correct PEP influence in South
Sudan’s banking sector.
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Assets seized
linked to first
UWO case

US sues UBS AG to recover civil
penalties for fraud in sale of RMBS
The US filed a civil complaint on
8 November against UBS AG and
several of its US affiliates in a federal
court for the Eastern District of New
York, alleging that UBS defrauded
investors throughout the US and
the world in connection with its sale
of residential mortgage-backed
securities (RMBS) from 2006 to 2007.
The complaint alleges that UBS’ actions
violated the Financial Institutions Reform,
Recovery, and Enforcement Act (FIRREA),
based on mail fraud, wire fraud, bank
fraud, and other misconduct. The FIRREA
authorises the Attorney General to seek

Photo: FT

The UK’s National Crime Agency
(NCA) seized 49 items of high
value jewellery from Christie’s
auction house on 30 October under
the “listed assets” provisions
introduced by the Criminal
Finances Act 2017. The items
seized relate to the Unexplained
Wealth Order (UWO) issued against
Zamira Hajiyeva.
District Judge Snow at Westminster
Magistrates Court granted detention
of the assets on 1 November for six
months to allow further investigation of
the property, to determine whether it is
recoverable.
Ms Hajiyeva was arrested in November
at the request of authorities in
Azerbaijan, where she is wanted on two
charges of embezzlement. She was
released on bail following a request for
her extradition to Azerbaijan.

civil penalties up to the amount of the
gain derived from the violation, or the
losses suffered by persons other than
the violator resulting from the violation.
As detailed in the complaint, from 2006
through 2007, UBS is alleged to have
misled investors about the quality of
billions of dollars in subprime and Alt-A
mortgage loans backing 40 RMBS deals.
Specifically, in offering documents,
UBS is alleged to have knowingly
misrepresented key characteristics of
the loans, concealing the fact that the
loans were much riskier and much more
likely to default than represented.

SA fines HSBC’s Johannesburg
Branch for AML failings
South Africa’s Prudential Authority
announced on 9 November that it has
imposed administrative sanctions
on the Johannesburg Branch of
HSBC Bank Plc for non-compliance
with aspects of the Financial
Intelligence Centre Act (FIC Act),
due to weaknesses in the bank’s
processes which inhibited HSBC from
proactively detecting potential money
laundering and terrorism financing.
The penalties imposed are: (1) a directive
to take remedial action in terms of
section 45C(3)(c) of the FIC Act to be
implemented to a stipulated timeline; and
(2) a financial penalty of ZAR 15 million,
of which ZAR 7.5 million is suspended for
a period of three years, subject to HSBC
adhering to certain conditions.

HSBC was not found
to have facilitated
transactions
involving money
laundering or the
financing of terrorism
The Prudential Authority, which operates
within the South African Reserve Bank,
stated that HSBC was not found to have
facilitated transactions involving money
laundering or the financing of terrorism.
According to the Prudential Authority,
HSBC has taken the necessary measures
to address the identified compliance
deficiencies and control weaknesses.
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MoneyGram International Inc agrees to extend DPA
due to AML and anti-fraud weaknesses
The US Department of Justice
(DOJ) announced on 8 November
that MoneyGram International Inc
has agreed to extend its Deferred
Prosecution Agreement (DPA)
and forfeit USD 125 million due to
significant weaknesses in MoneyGram’s
anti-fraud and anti-money laundering
(AML) programme, which has resulted
in MoneyGram’s breach of its 2012
DPA. In addition to the monetary
payment and extension of the DPA, the
company must enhance its anti-fraud
and AML compliance programmes.
According to the joint motion filed by the
DOJ and the Federal Trade Commission,
MoneyGram breached its 2012 DPA by
experiencing significant weaknesses
in its AML and anti-fraud programme,

inadequately disclosing those weaknesses
to the government, and failing to complete
all of the DPA’s required enhanced
compliance undertakings. The DOJ’s press
release states that as a result of these
failures, MoneyGram processed at least
USD 125 million in additional consumer
fraud transactions between April 2015 and
October 2016.
As a result of MoneyGram’s breach of the
DPA, the government filed a motion to
extend all the terms of MoneyGram’s DPA
and enhance MoneyGram’s compliance
requirements pursuant to the DPA. Under
the terms of the extension, the government
has agreed to continue to defer
prosecution for 30 months. As part of the
amended DPA, MoneyGram has agreed
to additional compliance obligations,

including creating policies/procedures to:
•

block certain reported fraud receivers
and senders from using MoneyGram’s
money transfer system within
two days of receiving a complaint
identifying individuals;

•

require individuals worldwide
to provide government-issued
identification to send or receive
money transfers;

•

monitor all transfers originating in the
US in its anti-fraud programme; and

•

terminate, discipline, or restrict
agents processing a high volume of
transactions related to reported fraud
receivers and senders.
Photo: Euronews

NAB working with regulators to address weaknesses
The National Australia Bank (NAB)
has confirmed in its Full Year Results
published on 1 November that it is
working with regulators to deal with a
number of issues related to its antimoney laundering (AML) and counterterrorism financing (CTF) programme
and related compliance issues. The
ongoing work to strengthen the AML
and CTF capability at the bank aims to
remediate specific compliance issues
and weaknesses.
“Investigation and remediation activities are
currently occurring in relation to a number
of identified issues, including certain

weaknesses with the implementation of
‘Know Your Customer’ requirements, as
well as systems and process issues that
impacted transaction monitoring and
reporting in some specific areas,” states
the NAB Full Year Results.
NAB continues to keep the Australian
Transaction Reports and Analysis Centre
(AUSTRAC) and where applicable, relevant
foreign regulators, informed of its progress
in resolving these issues. Since July 2016,
NAB has been progressing a programme
of work to “uplift and strengthen” the
AML and CTF programme and its
implementation.

“Investigation and
remediation activities
are currently occurring
in relation to a number
of identified issues,
including certain
weaknesses with the
implementation of
‘Know Your Customer’
requirements”
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FATF publishes enhanced follow-up
report for Denmark, and others
The Financial Action Task Force
(FATF) published the enhanced
follow-up report on Denmark on 21
November assessing Denmark’s
progress in strengthening its antimoney laundering and counter terrorist
financing framework since its 2017
mutual evaluation.
In reflection of the progress made, the
FATF has re-rated Denmark on a number of
Recommendations including:
10 – Customer due diligence from partially
compliant to largely compliant;
12 – Politically exposed persons from
partially compliant to compliant;

24 – Transparency and beneficial
ownership from partially compliant to
largely compliant;
33 – Statistics from partially compliant to
largely compliant; and
18 – Internal controls and foreign
branches and subsidiaries from partially
compliant to largely compliant.
The FATF also released the enhanced
follow-up report for Australia on 8
November, and the enhanced follow-up
report for Austria on 22 November.
In addition, the FATF also published
progress reports for Ethiopia and
Uganda in November.

22 – DNFBPs: Customer due diligence from
partially compliant to largely compliant;

Former Greek defence minister
held on money laundering charges
Former Greek defence minister,
Yannos Papantoniou, was detained
pending trial on 24 October on money
laundering charges that relate to
accusations that Mr Papantoniou had
more than EUR 3 million in undeclared
income in the name of his wife when
he was defence minister between
2001 and 2004.

Mr Papantoniou
is also accused of
accepting kickbacks
connected to a EUR
250 million contract

The Financial Times has reported that Mr
Papantoniou is also accused of accepting
kickbacks connected to a EUR 250 million
contract that Greece signed in 2003 with

French defence company Thales to
upgrade navy frigates. Mr Papantoniou’s
wife Stavroula Kourakou is also being
held in connection with the charges.
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Denmark arrests
key suspect in
DKK 111 million
fraud and finds
that the fraud
could have been
exposed earlier
A Danish woman has been
arrested in South Africa on
suspicion of having played a key
role in a fraud case that caused
the Danish National Board of
Health to lose at least DKK 111
million, Denmark’s prosecutor’s
office announced on 1 November.
Following an investigation into the
alleged fraud, the prosecutor’s office
stated that suspicious transactions
occurring over a number of years did
not initiate an investigation, which might
have stopped the fraud earlier. Attorney
General Morten Niels Jakobsen said,
“I fear that the main suspect had the
opportunity to continue the suspected
fraud that might have been stopped at
an earlier date.”
In view of the findings, the ongoing
investigation into the abuse of funds at
the National Board of Health has been
extended to the period between 1997 to
2018 - and not just 2002 as previously
thought. “Our investigation indicates
that the suspect has been cheating
for a number of years than previously
assumed. Namely, back to 1997. This
also means that we expect the total
amount to be higher than [DKK] 111
million,” explained Mr Jakobsen.
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DEA publishes
2018 national
drug threat
assessment

The United States Drug
Enforcement Administration (DEA)
published the 2018 National Drug
Threat Assessment on 2 November,
which outlines the threats posed to
the United States by domestic and
international drug trafficking and
the abuse of illicit drugs.
Among the key findings was that
Mexican transnational criminal
organisations, including the Sinaloa
Cartel and Jalisco New Generation
Cartel, remain the greatest criminal
drug threats in the US. The DOJ
announced new measures to dismantle
transnational criminal organisations in
October, which includes the creation of
a Transnational Organized Crime Task
Force of prosecutors to coordinate
the DOJ’s efforts to fight transnational
organised crime. The task force will
focus on top transnational organised
crime threats that include MS-13,
Cartel de Jalisco Nueva Generacion,
the Sinaloa Cartel, Clan del Golfo and
Lebanese Hezbollah, a majority of
which are included in the DEA’s National
Drug Threat Assessment.

EUR 16 billion laundered every year
in the Netherlands, study finds
Every year approximately EUR
16 billion is laundered in the
Netherlands, 90 percent of which
comes from drug trafficking and
fraud, a report by researchers
at Utrecht University has found
in a study commissioned by the
Research and Documentation Centre
WODC. The report “The Nature
and Size of Criminal Spending,”

published on 5 November, warns
that fraud is increasing.
The aim of the research was to assess
the extent to which money laundering
is undermining the economy and
financial system. According to local
media reports, the study will be used
as a starting point to help improve the
Netherlands’ AML policy.

Former PDVSA executive director
and procurement officer plead
guilty to money laundering
Former executive director of
financial planning at Venezuela’s
state-owned oil company Petróleos
de Venezuela SA (PDVSA), Abraham
Edgardo Ortega, pleaded guilty in
federal court in Miami on 31 October
to one count of conspiracy to commit
money laundering. Mr Ortega
admitted that he took USD 17 million
in bribes and conspired to launder
money taken from PDVSA.
Mr Ortega said he used his position to
profit from companies that had trouble
receiving payments from the company.
Mr Ortega’s guilty plea also confirmed that
in his position with PDVSA, he accepted
USD 5 million in bribes to give priority
loan status to a French company and a
Russian bank, which were both minority
shareholders in joint ventures with
PDVSA. Neither company were named in
the statement. Mr Ortega also admitted
that in his position with PDVSA, he
accepted USD 12 million in bribes for his

participation in a PDVSA embezzlement
scheme involving a loan and foreignexchange contract.
Separately, a former procurement
officer of PDVSA, Ivan Alexis Guedez,
pleaded guilty on 30 October for his role
in an international money laundering
scheme involving bribes paid by the
owners of US-based companies to
Venezuelan government officials
in exchange for securing additional
business with PDVSA and payment
priority on outstanding invoices.
In addition, former managing director
and vice chairman of Julius Baer,
Matthias Krull, was sentenced to ten
years in prison on 29 October, by a US
district court, for his role in a billiondollar scheme to launder money
embezzled from PDVSA. Mr Krull
pleaded guilty in August. The ruling also
saw Mr Krull ordered to pay a fine of
USD 50,000 and forfeit USD 600,000.
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Credit Suisse reportedly being
investigated by Geneva prosecutors
Geneva prosecutors have reportedly
stated that they are investigating
whether Credit Suisse exercised
adequate oversight of funds
deposited in accounts that belonged
to Turkish investors who suffered
losses, according to a Reuters report
on 13 November.
Two independent asset managers who
used Credit Suisse accounts to deposit
money from wealthy Turkish clients are
suspected of covering up losses linked
to the Turkish lira’s collapse in 2013.
Prosecutors have begun investigating
whether Credit Suisse should have done
more to halt transactions that led to losses,
the Tages-Anzeiger newspaper reported.
According to Reuters, prosecutors have
confirmed that they have expanded an
existing criminal investigation to include

Two independent
asset managers who
used Credit Suisse
accounts to deposit
money from wealthy
Turkish clients
are suspected of
covering up losses
linked to the Turkish
lira’s collapse
four people employed by Credit Suisse
SA at the time. “They have been heard
as defendants of complicity in fraud
and money laundering, with this part
of the procedure still in progress,” the
prosecutors said.

FINRA fines broker-dealer for antimoney laundering failings
The US Financial Industry Regulatory
Authority (FINRA) entered into a Letter
of Acceptance, Waiver, and Consent
on 30 October, fining broker-dealer
LPL Financial USD 2.75 million for
identified deficiencies in its antimoney laundering (AML) programme.
According to FINRA, design flaws in
the firm’s AML programme allegedly
resulted in the firm’s failure to properly
investigate certain third party attempts to
gain unauthorised access to its electronic
systems, and other potential illegal activity,
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Gazprom
Armenia
investigated
for tax evasion

which should have led to the filing of
Suspicious Activity Reports (SARs).
FINRA stated that the failure stemmed
from the use of an inaccurate “fraud
case chart,” which provided guidance to
employees about reporting requirements
related to suspicious activity where third
parties use “electronic means to attempt
to compromise a customer’s email or
brokerage account.” FINRA alleges that
the firm failed to file more than 400
SARs and did not investigate certain
cyber related events.

Armenia’s State Revenue
Committee announced the launch
of criminal proceedings against
Gazprom Armenia on 14 November,
over claims that the company
inflated its expenditures and underreported its earnings in 2016 and
2017, which resulted in “several
billion drams” in unpaid taxes.
A criminal case has been launched
against Gazprom Armenia under the
Criminal Code of Armenia and an
investigation is underway to identify
whether damage has been caused
to the state, and whether corrupt
practices have occurred.
Gazprom Armenia denies the
allegations.
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Nissan removes
Carlos Ghosn
as chairman
following arrest
for financial
misconduct
Nissan’s board of directors voted
unanimously to remove chairman
Carlos Ghosn on 22 November,
following his arrest on allegations
of underreporting his income to
government regulators over a
period of several years.
In a statement, Nissan said it had
uncovered misconduct committed by
Mr Ghosn that included underreporting
his compensation and using company
funds for personal expenses. Greg
Kelly, a human resources manager and
a member of the company’s board,
was also removed due to alleged
involvement in the misconduct.
Japanese media reported unnamed
sources close to the investigation as
saying Mr Ghosn used company-owned
residences in Brazil, the Netherlands
and elsewhere, located in places that
had little to do with Nissan’s business.
Renault has confirmed that Mr Ghosn
will remain its chairman and chief
executive, despite the allegations. The
company named an interim leadership
team to handle his duties as the
investigation continues.
According to media reports Mr Ghosn
had been planning a merger between
Nissan and Renault before his arrest, a
deal that Nissan’s board opposed and
was looking to block.

Iran’s Guardian Council rejects law
banning terrorist financing
Iran’s Guardian Council rejected
legislation banning terrorist financing,
which would have enabled the country
to join the UN convention against
terrorist financing, on 4 November.
The Guardian Council said aspects of
the bill were against Islamic law and the
constitution and sent it back to Parliament
for revision. The bill, which was narrowly
passed by the Parliament in October, aims
to adhere to one of the demands set by the
Financial Action Task Force.

Meanwhile, Mohammad Javad Zarif,
Iran’s foreign minister, came under
pressure from hardline conservatives
for saying that “money-laundering
is a reality” and accusing people
“with vested interests” of blocking
compliance with global standards. This
comes in the wake of reimposed US
sanctions and the Financial Action Task
Force’s February deadline for Iran to
pass the rules. Mr Zarif warned the EU
about delays to setting up the special
purpose vehicle (SPV).

Israel’s interior minister facing
indictment recommendation
Israel’s interior minister Aryeh
Deri, allegedly withheld ILS 2
million from tax authorities,
according to local media reports
on 22 November. Israeli police
said that they are recommending
indictments against Mr Deri, who
heads the ultra-Orthodox Shas
party, on charges of fraud, money
laundering, and tax offences, some
of which were committed while he
was a cabinet minister.
Police have said that they found
evidence of wrongdoing connected
to the purchase of a plot in the
Galilee moshav of Safsufa, the sale
of apartments and land to Mr Deri’s
brother in Givat Shaul, the failure
to repay or report on a loan from
businessman, Ilan Sharabi, and failure
to report on monies received from
business entities.

Photo: The Times of Israel

The investigation found irregularities “in
bank accounts related to Aryeh Deri and
his family, and pointed to significant
sums of money transferred from
businessmen to the Deri family, some
prior to his return to political activity and
others after his return to the Knesset,”
the police said. Investigators have
also recommended indicting Mr Deri’s
brother Shlomo Deri.
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President of
Sampdoria
arrested on
suspicion of
involvement in
financial crimes

Photo: ESPN

Italian media reported on 28
November that president of Italian
football club Sampdoria, Massimo
Ferrero, has been arrested and has
had his assets seized by Italian
authorities over suspected financial
crimes including embezzlement,
money laundering and fraud.
Reportedly, among the transactions being
investigated is the transfer of midfielder
Pedro Obiang to West Ham, from which
EUR 1.2 million has allegedly gone
missing from the Serie A club’s accounts.
Mr Ferrero is one of six people being
investigated regarding the allegations.
According to media reports, more than
EUR 2.6 million is said to have gone
missing from the club’s accounts with
up to EUR 500,000 having allegedly been
funnelled out of the club in the form
of falsified labour disputes in order to
buy property in Florence. A property in
Florence has reportedly been seized by
the Italian authorities.

Carmignac Gestion investigated
for suspected tax fraud
The French public prosecutor
has opened an investigation into
Carmignac Gestion over allegations
of tax fraud and laundering tax fraud,
reported Le Monde on 7 November,
which was subsequently confirmed
by the French prosecutor’s office.
The allegations concern Carmignac
Gestion’s choice to pay employees

dividends rather than a salary,
which reduced the fund
management company’s tax
burden.
Carmignac said: “The company
absolutely contests both the
assessment by the French tax
authority and the penal qualification.”

Professional football clubs in UK
probed for ML; and FIFA report
includes proposal for “clearing
house” to combat fraud and ML
During a Treasury Select
Committee on economic crime
held on 30 October, security
minister Ben Wallace revealed that
there are “professional football
clubs under investigation” for
money laundering.
Mr Wallace stated that he could not
reveal further details, such as how
many clubs are under investigation,
but that “The sports industry is as
susceptible as anything else to
dirty money being invested or their
organisations being used as a way to
launder money.” Mr Wallace added
that football authorities have not done
enough to help tackle the issue.
Separately, the task force established
by FIFA president Gianni Infantino
has produced a report proposing
reforms that would change the nature

“The sports industry
is as susceptible as
anything else to dirty
money being invested
or their organisations
being used as a way to
launder money”
of the player transfer system in world
football. The report has not been
made public, but it has been seen
by Reuters who published an article
outlining some of its key reforms,
which includes addressing concerns
about “fraudulent conduct and money
laundering” by citing the need for
establishing a “clearing house” to
process transfers and pay player
agents and other relevant parties.
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FSB publishes report on the decline
of correspondent banking
The Financial Stability Board
(FSB) published its progress
report for the G20 November
summit on 16 November on its
action plan to address the decline
in correspondent banking. The
progress report has found that
correspondent banking continued to
shrink last year, despite attempts by
regulators to halt the decline.

Group (CBCG) has committed to
explore how solutions developed
to address the reduction
in correspondent banking
relationships might also be used in
the context of trade finance;
•

The report assesses actions taken by the
FSB since its March 2018 progress report:
•

clarifying regulatory expectations: the
Financial Action Task Force (FATF) and
Basel Committee conducted surveys
of their membership to assess the
transmission and traction of the FATF
guidance on correspondent banking
and the revised Basel Committee
guidance on correspondent banking;

•

domestic capacity building: the
Correspondent Banking Coordination

•

strengthening tools for due
diligence by correspondent
banks: members of the Wolfsberg
Group have expressed their
intention to implement the use
of the Correspondent Banking
Due Diligence Questionnaire with
respondents by the end-2019; and
access of remittance providers to
banking services: In March 2018,
the FSB published a report taking
stock of existing initiatives to
address access to banking services
by remittance providers, which
included 19 recommendations
aimed at national authorities, banks
and remittance service providers.

Calls for Czech PM to step down
amid fraud scandal allegations
Opposition parties in the Czech
Republic have reportedly called for
prime minister Andrej Babis to step
down amid allegations that he ordered
the kidnapping of his son in a bid
to obstruct a fraud investigation. A
report by local news outlet Seznam
on 12 November quoted Andrej Babis
Jr, the prime minister’s son who had
been under investigation along with
his father for subsidy fraud, as saying
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that he was forced into hiding to
prevent him from testifying.
Prime minister Babis was investigated
by Czech and EU authorities in 2017
over allegations that he disguised the
ownership of a farm and conference
centre, so that they would qualify for
a EUR 2.25 million subsidy meant for
small businesses.

Philippines
to charge
Rappler news
site with tax
evasion

Photo: BBC

Prosecutors in the Philippines
announced on 9 November that
they will charge the major news site
Rappler with tax evasion and that
they have grounds to indict Rappler’s
founder Maria Ressa for violating
tax laws after allegedly not declaring
gains made in tax returns.

The government
accuses Rappler and
its chief executive of
failing to pay tax on
2015 bond sales which
resulted in PHP 162.5
million in gains
The government accuses Rappler and
its chief executive of failing to pay tax on
2015 bond sales which resulted in PHP
162.5 million in gains. Rappler, which has
been critical of president Rodrigo Duterte,
has denied all of the charges, calling
the case a “clear form of continuing
intimidation and harassment.”
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Oxfam briefing
paper on the
challenges to
collecting tax
revenue in the
petroleum sector

Aegean Marine Petroleum Network
is being investigated for fraud
According to a report by the
Financial Times on 1 November, an
investigation is being carried out
into a suspected USD 200 million
fraud at Aegean Marine Petroleum
Network involving fake transactions
with brass-plate companies.
According to the report, the investigation
has been scrutinising whether four

companies — one registered in the
United Arab Emirates, two in the
Marshall Islands, and one in Florida —
were involved in transactions used to
falsify commercial transactions and
cover up misappropriation of funds.
The companies were named in the
report as Abdul Azim Trading, Savina
Maritime, South Seas Maritime and
Miami Exports Group.

Commission shares views on
crypto-assets and ICOs; DOJ calls
for greater cooperation on crypto

Oxfam published a briefing
paper on 13 November entitled
“Examining the Crude Details:
Government audits of oil and gas
project costs to maximise revenue
collections,” which analyses
the cost auditing practices in
Ghana, Kenya, and Peru relating
to the petroleum sector and the
challenges facing governments on
collecting taxes owed.
The briefing paper proposes
recommendations to address the
challenges identified, which includes tax
evasion by companies, to ensure that
governments collect the taxes owed
for the exploitation of their finite, nonrenewable petroleum resources.

European Commission (EC) vicepresident Valdis Dombrovskis said
in a statement at the Parliament’s
plenary debate on regulating
virtual currencies and Initial Coin
Offerings (ICOs) on 13 November
that crypto-assets and ICOs
present opportunities and risks.
The EC was closely involved, and
subscribes to, the Financial Stability
Board’s assessment, that for the time
being, crypto-assets do not pose a
financial stability risk. However, this may
change, commented Mr Dombrovskis,
if the market grows quickly. The EC
has already expanded the scope
of the EU’s AML and CTF regime to
crypto-asset exchanges and wallet
providers, through the Fifth Anti-Money
Laundering Directive.
“The main question for financial
regulators is whether crypto-assets

are financial instruments, and are
therefore covered by financial
regulation,” said Mr Dombrovskis.
The EC is working with the European
Supervisory Authorities on this
question and conclusions are
expected by the end of the year.
Meanwhile, speaking at Interpol’s
general assembly on 18 November,
deputy attorney general Rod
Rosenstein called for the
implementation of policies to mitigate
the risks posed by virtual currencies
to prevent them from being abused
by “criminals, terrorist financiers, or
sanctions evaders.” Mr Rosenstein
noted that while virtual currencies
have “legitimate uses”, bad actors are
using them for illicit activities, such as
Alexander Vinnick, who allegedly ran
an exchange designed without any
means to control money laundering
and served as a hub for criminals.
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RUSI paper on how data analytics
can support financial intelligence
The Royal United Services Institute
(RUSI) published an occasional paper
on 15 November entitled “Sharpening
the Money-Laundering Risk Picture:
How Data Analytics Can Support
Financial Intelligence, Supervision
and Enforcement,” which reviews
the efforts of national authorities to
harness the opportunities of data

analytics for anti-money laundering
(AML) purposes.
The paper sets out possible methods
and their benefits, and other factors
that should be considered to ensure
the proportionality and sustainability of
innovative approaches applied to AML
supervision and enforcement.

Illicit Financial Flows conference
pinpoints “overreliance” on FATF
The Chatham House Illicit Financial
Flows conference on 19 November
delivered specialist insight into the
effectiveness of the current regulatory
frameworks to combat financial crime.
On the topic of UK money laundering
regulation, it was mentioned that
despite what the leaked version of the
FATF’s evaluation of the UK says, GBP
90 billion being laundered in the UK
every year and the UK being implicated
in the biggest AML scandals does not
look like success.
Commentators discussed “an overreliance
on FATF” and that one size does not fit all,
particularly in relation to banks, and that
FATF evaluations need to be reviewed as
currently there are inconsistencies. One
speaker suggested that the FATF could
try reviewing all countries in a six month
period on a specific requirement, such as
beneficial ownership.
In regards to bribery, it was observed that
half of the countries that have signed up
to the OECD’s Anti-Bribery Convention
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have not sanctioned anyone for foreign
bribery and that only 2 percent of foreign
bribery is detected by FIUs.
An expert on counter terrorist financing
stressed that there is too much focus
on compliance and the formal financial
sector, which means that we have not
been as successful as we should be in
combatting terrorist financing (CTF). The
approach to CTF needs to be reworked
and informed by evidence, it was
suggested, with less of a narrow focus
on the formal financial sector.
During the discussion on the use of
artificial intelligence (AI) to fight financial
crime, experts stated that whilst the
building blocks of AI have begun to
emerge, sound principles for putting
them together haven’t been developed
yet, which means that regulators are still
sceptical about AI. Money laundering
was highlighted as a particular type of
crime that is difficult for machines to
predict and identify when data on funds
are inherently illicit.

IMF says
governments
should offer
own cryptocurrencies
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International Monetary Fund
(IMF) managing director, Christine
Lagarde, said that governments
should consider offering their own
cryptocurrencies to prevent the
systems becoming havens for
fraudsters and money launderers,
during her speech at the Singapore
Fintech Festival on 14 November.
Ms Lagarde stated, “I believe we
should consider the possibility to issue
digital currency. There may be a role
for the state to supply money to the
digital economy. This currency could
satisfy public policy goals, such as (1)
financial inclusion, and (2) security and
consumer protection; and to provide
what the private sector cannot: (3)
privacy in payments.”
Ms Lagarde’s speech was given
alongside the publication of an IMF
report “Casting Light on Central Bank
Digital Currencies,” on the pros and
cons of central bank digital currencies.

aperio-intelligence.com

FINANCIAL CRIME DIGEST | NOVEMBER 2018

PRESS & MEDIA | MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

UN resolution
calls for greater
cooperation with
Interpol
It was announced on 26 November
that the UN general assembly has
called for increased cooperation
with Interpol in countering terrorism
and transnational organised crime
including human trafficking, migrant
smuggling and the illicit trade in
small arms and light weapons.

Interpol secretary
general Jürgen Stock
highlighted that biometric
data recovered from
improvised explosive
devices in the Middle
East and North Africa
has resulted in the
identification of suspects
Endorsing the review of GA Resolution
71/19 (2016), UN member states
recognised the importance of providing
Interpol with information from
battlefields, counter-terrorism military
operations and national prison systems
to increase the chances of positively
identifying terrorists.
Addressing the UN general assembly,
Interpol secretary general Jürgen
Stock highlighted that biometric data
recovered from improvised explosive
devices in the Middle East and North
Africa, and shared via Interpol, has
resulted in the identification of suspects
in Europe and Asia.

Gambling Commission fines Daub
Alderney GBP 7.1m for AML failings
The Great British Gambling
Commission (GC) announced on
13 November that it has fined Daub
Alderney t/a Stride GBP 7.1 million
for breaching licence conditions
relating to AML measures and
failing to comply with the social
responsibility codes of practice.
The GC found that Stride: did not have
an effective AML policy in particular
in relation to establishing the source
of funds; had not assessed its AML
policies and procedures; did not have
adequate staff engaged in its customer
due diligence teams, leading to delays

in processing information gathered
about customer activity; and had not
put in place any mitigation of the risk
at the time of the staff shortages.
The GC’s ruling deemed it appropriate
to issue Stride with a warning and
impose additional licence conditions
on their operating licence requiring
them to: appoint an appropriately
qualified Money Laundering Reporting
Officer; ensure that all relevant
staff undertake outsourced AML
training; and continue its review of
the effectiveness of its AML and SR
policies and procedures.

Deutsche Bank AG offices raided
for alleged money laundering in
connection with Panama Papers
The offices of Deutsche Bank
AG were raided by German
police on 29 November as part
of an investigation into alleged
money laundering connected to
the Panama Papers revelations.
Around 170 police officers,
prosecutors and tax inspectors
searched six Deutsche Bank
officers in and around Frankfurt,
the public prosecutor’s office said.
The authorities are investigating
the activities of two Deutsche
Bank employees, who have not
been named, who are alleged to
have helped clients set up offshore
companies to launder money.

The public prosecutor’s office said an
investigation by Germany’s Federal
Criminal Police Office prompted “the
suspicion that Deutsche Bank AG
was supporting clients in setting up
so-called ‘offshore businesses in tax
havens.’” According to the authorities,
there was also suspicion that “money
generated by criminal activity was
transferred on Deutsche Bank accounts
without the bank flagging suspected
money laundering to the authorities.”
Deutsche Bank confirmed that the bank
is cooperating with the authorities and
that more details will be communicated
as soon as they become known.
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EU Parliament resolutions on Moldova and Georgia
The European Parliament passed
resolutions on Moldova and Georgia on
14 November, which was highly critical
of Moldova, saying that the country
has become “trapped by oligarchic
interests” that exert their influence
over most parts of Moldova’s society,
and positively acknowledged Georgia’s
reform track.

“Moldova is trapped by
oligarchic interests, with
economic and political
power in the hands of a
small group of people”

The Parliament’s resolutions take stock of
the implementation of the EU association
agreements with the two countries.

parliament, the government, political parties,
the state administration, the police, the
judiciary and the media,” states the resolution.

In regard to Moldova, the Parliament
noted some achievements in the fields
of trade, energy, banking sector reform,
public administration and public financial
management, but was particularly concerned
about the levels of corruption, lack of
independent judiciary and backsliding on
democratic standards. “Moldova is trapped
by oligarchic interests, with economic and
political power in the hands of a small
group of people exerting their influence on

MEPs urge the Moldovan authorities to
address the concerns, reaffirming that EU
financial support to Moldova should only be
provided after the parliamentary elections in
the country scheduled for February 2019 and
on condition that they are conducted in line
with international standards and assessed
by specialised international bodies.

track and progress made in implementing
the EU association agreement. High level
corruption, full independence of the judiciary,
the depoliticisation of media content,
labour and human rights and environmental
protection also remain areas of concern,
stresses the resolution.
The resolution also recalls with regret that
after ten years, Russia still continues its
illegal occupation of Georgian territories.
Regarding the 2018 presidential elections
in Georgia, the Parliament welcomed their
competitive nature and the absence of
cases of violence.
The Parliament invited the Georgian
authorities to address the issues of concern,
highlighted by the International Election
Observation Mission, notably the misuse of
state resources, the excessively high caps
on campaign financing and the targeting of
independent civil society organisations.

In regard to Georgia the Parliament warmly
welcomed Georgia’s sustained reform

Russia files criminal charges against Bill Browder amid
concerns Russian could become new Interpol head
Russia announced new criminal charges
against Bill Browder on 19 November,
which accuse the head of Hermitage
Capital Management of leading an
organised crime group that laundered
“tens and hundreds of millions of
dollars,” through several European
countries. The announcement followed
reports that Russian major general
Alexander Prokopchuk was likely to
replace former Interpol president,
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Hongwei Meng, despite concerns that
Russia has used red notices to target
political opponents.
Mr Browder, who has campaigned for
sanctions against Russian officials
responsible for the death of Sergei
Magnitsky, Hermitage’s lawyer, says Russia
has requested seven red notices against
him, which have been rejected by courts in
Europe for being politically motivated.

Following concerns raised by several
countries, including the UK and Lithuania,
which passed a motion threatening to
quit the organisation if Mr Prokopchuk
was elected president, Interpol elected
Kim Jong Yang of South Korea on 21
November as its next president.
Mr Kim will hold the post of president
for two years until 2020, completing the
mandate of the former president.
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Israeli
police ask
prosecutors to
charge figures
in submarine
bribery case
Police in Israel advised state
prosecutors on 8 November to
indict prime minister Benjamin
Netanyahu’s former lawyer and
cousin David Shimron and other
high profile figures over suspected
bribery involving the purchase
of military submarines and
other navy vessels from German
industrial giant ThyssenKrupp.
The investigation into the deals
reportedly worth USD 2 billion, has
also seen the former chief of Mr
Netanyahu’s office, David Sharan,
suspected of bribery, and the former
head of the navy, Eliezer Marom. Two
other ex-navy generals have also been
named as suspects, as well as former
minister, Eliezer Zandberg.
Mr Shimron is suspected of promoting
the sale from ThyssenKrupp “while
using his status and closeness to the
prime minister and public officials,”
police said. The lawyer received
suspicious payments, which were
defined as a “reward for success.”
Mr Netanyahu is not a suspect in
the case. The findings from the
investigation by Israeli police will now
be passed to the attorney general,
who will decide whether the suspects
should be charged.
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Venezuelan TV network owner
charged with FCPA violations
The US unsealed an indictment on
19 November charging Venezuelan
TV network owner, Raúl Gorrín, with
violating the Foreign Corrupt Practices
Act (FCPA) and laundering money
using US banks and real estate deals.
Mr Gorrín is charged with paying USD
160 million in bribes to officials in
Venezuela over at least a decade. Mr
Gorrín owns Globovisión network in
Caracas and is the head of insurance
brokerage, Seguros La Vitalicia.
The indictment alleges that Mr Gorrín paid
millions of dollars in bribes to two high-level
Venezuelan officials, including Venezuela’s
former national treasurer, Alejandro
Andrade, to secure the rights to conduct
foreign currency exchange transactions
at favourable rates for the Venezuelan
government. In addition to wiring money
to and for the officials, Mr Gorrín allegedly
purchased and paid expenses for them
related to private jets, yachts, homes,

champion horses, high-end watches
and a fashion line. To conceal the bribe
payments, Mr Gorrín made payments
through multiple shell companies. Mr
Gorrín allegedly partnered with Gabriel
Arturo Jimenez Aray, former owner of
Banco Peravia, to acquire Banco Peravia,
to launder bribes paid to Venezuelan
officials and proceeds of the scheme.
Charges against Mr Andrade and Mr
Jimenez were also unsealed on 19
November. According to the indictment,
Mr Andrade, helped prosecutors bring the
case against Mr Gorrín, and agreed as
part of his own plea deal to forfeit USD 1
billion in personal assets. Mr Andrade was
sentenced to ten years in prison for his
role in the conspiracy on 27 November. In
addition to this, as part of Mr Jimenez’s
guilty plea, he admitted that, as part of the
scheme, he conspired to acquire Banco
Peravia, through which he helped launder
bribe money and proceeds.

The US Securities and Exchange
Commission enforcement report
The US Securities and Exchange
Commission’s (SEC) Enforcement
Division issued its annual report
on 2 November, which highlights
significant actions and initiatives
that took place in 2018. The
SEC’s press release describes the
“groundbreaking approach” to
addressing misconduct involving
ICOs and digital assets.

The SEC brought 821 enforcement actions,
including 490 standalone actions. A
significant number of the SEC’s standalone
cases concerned investment advisory
issues, securities offerings, and issuer
reporting/accounting and auditing,
comprising 63 percent of the standalone
actions. The SEC obtained judgments and
orders totalling more than USD 3.945 billion
in disgorgement and penalties.
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EC urges member states not to misuse privacy laws
Margaritis Schinas, the chief
spokesperson for the European
Commission, urged EU member
states during a press conference on
12 November not to misuse Europe’s
General Data Protection Regulation
(GDPR) to silence investigative
journalists, following Romania’s threats
to fine journalists if they do not reveal
their sources and Hungary’s decision
to charge a journalist for the alleged
misuse of personal information.

Romania’s Rise Project was threatened by
the Romanian Data Protection Authority
(ANSPDCP) to reveal its sources or face
a fine of up to EUR 20 million. “It is of vital
importance that Romanian authorities
implement that obligation to national law to
provide exceptions to journalists’ sources in
particular from the powers of the National
Data Protection Authority where necessary
and to respect the freedom of expression
and information in relation to the media,”
explained Mr Schinas.

The Committee to Protect Journalists
(CPJ) has called on Hungarian authorities
to drop charges against investigative
reporter Andreas Dezso whom they have
accused of misusing personal information.
“Hungarian authorities must immediately
drop criminal charges filed against Andras
Dezso in retaliation for his investigative
reporting,” Gulnoza Said, CPJ’s Europe and
Central Asia program coordinator, said.
“Investigative reporting based on publicly
available records is a service, not a crime.”

EC publishes CVM progress reports on Romania and Bulgaria
The European Commission published
progress reports for Romania and
Bulgaria on the Cooperation and
Verification Mechanism (CVM) on 13
November, which assess the steps
taken to meet commitments on judicial
reform, the fight against corruption and
organised crime.

•

suspending immediately the
implementation of the justice laws
and emergency ordinances;

•

revising the justice laws taking into
account the recommendations
under the CVM and issued by the
Venice Commission and GRECO;

Romania’s progress report notes that while
Romania has taken some steps to implement
the final 12 recommendations issued by the
Commission in January 2017, in order to fulfil
the CVM benchmarks, recent developments
have reversed the course of progress and
called into question the positive assessment
made in January 2017. This applies notably
to judicial independence, judicial reform and
tackling high-level corruption. Therefore, the
progress report sets out eight additional
recommendations for immediate follow up.

•

suspending immediately all ongoing
appointments and dismissal
procedures for senior prosecutors;

•

relaunching the process to appoint
a chief prosecutor of the DNA with
proven experience in the prosecution
of corruption and with a clear
mandate for the DNA to continue to
conduct professional, independent
and non-partisan investigations;

To remedy the situation in Romania a set of
measures are recommended, which include:

•

freezing the entry into force of the
changes to the Criminal Code and
Criminal Procedure Code; and

•

reopening revision of the Criminal Code
and Criminal Procedure Code taking
into account the need for compatibility
with EU law and international anticorruption instruments, as well as the
recommendations under the CVM and
the Venice Commission opinion.

Bulgaria’s progress report acknowledges
the steady progress in implementing
the final 17 recommendations issued by
the Commission in January 2017 and
positively notes Bulgaria’s continued
efforts and determination to implement the
recommendations.
The Commission is confident that Bulgaria
– if it pursues the current positive trend
– will be able to fulfil all the remaining
recommendations and thereby the
outstanding benchmarks. This will enable the
CVM process for Bulgaria to be concluded
before the end of this Commission’s mandate.
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Dmitry Rybolovlev charged in
Monaco corruption probe
Russian oligarch Dmitry Rybolovlev
was charged by police in Monaco on 8
November as part of an investigation
into corruption and influence peddling
based on claims that he attempted
to influence senior Monegasque
authorities involved in his ongoing
dispute with Swiss art dealer Yves
Bouvier. The charges relate to the
ongoing dispute between Mr Rybolovlev
and Mr Bouvier, who Mr Rybolovlev
claims illegally pocketed USD 1 billion
in undeclared transaction fees.
According to the Financial Times, in
addition to charging Mr Rybolovlev,
police also charged Tatiana Bersheda, Mr
Rybolovlev’s lawyer, and the wife and son of
Philippe Narmino, Monaco’s former minister
of justice. Though the exact charges
have not been confirmed, Mr Rybolovlev
and the three others are suspected
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of influence peddling and bribery
according to a statement by Monaco’s
chief prosecutor Sylvie Petit-Leclair.
Mr Rybolovlev and the others have
been released from custody, but their
movements are subject to constraints.
Mr Rybolovlev purchased 38 works of
art from Mr Bouvier over the course of
a decade for a total of around USD 2
billion, the prices of which he claims
were inflated by Mr Bouvier. Mr Bouvier
denies Mr Rybolovlev’s claims.

The Philippines orders the arrest of former
first lady Imelda Marcos for corruption
The Philippines’ anti-corruption court
ordered the arrest of former first lady
Imelda Marcos on 9 November after
finding her guilty of seven counts of
graft during the rule of her husband,
former dictator, Ferdinand Marcos.
The Sandiganbayan court sentenced Ms
Marcos to serve six to 11 years in prison
for each of the seven counts of violating
anti-corruption law when she illegally
transferred about USD 200 million to Swiss
foundations in the 1970s during her term
as Manila governor.

The court sentenced Ms
Marcos to serve six to 11
years in prison for each
of the counts of violating
anti-corruption law
Prosecutor Ryan Quilala said that Ms
Marcos and her husband opened and
managed Swiss foundations in violation
of the Philippine Constitution, using
aliases in a bid to hide stolen funds.

Peru jails Keiko
Fujimori whilst
prosecutors
investigate
corruption
allegations
linked to
Odebrecht
scandal
A judge in Peru issued an order on
31 October that opposition leader
Keiko Fujimori should serve three
years in prison as a preventative
measure while prosecutors
investigate claims she ran a “de
facto criminal organisation” within
her political party to launder
campaign donations.
Judge Richard Concepcíon
Carhuancho ruled that Ms Fujimori,
daughter of former president Alberto
Fujimori, should return to jail to keep
her from fleeing before a trial for
allegedly running a money laundering
racket within her party, Fuerza
Popular. Judge Concepcíon stated
during the ruling that Ms Fujimori
and her associates had sought to
obstruct the Odebrecht investigation.
Ms Fujimori has denied allegations
that she received USD 1.2 million
during her 2011 election campaign
from Brazilian construction firm
Odebrecht, the company at the
centre of Latin America’s biggest
corruption scandal.
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Founder of Interagro SA sentenced
on corruption charges
A court in Bucharest sentenced on 1
November the founder of Interagro
SA, Romania’s leading agricultural
and fertilizer conglomerate, Ioan
Niculae to three years and six months
in prison for corruption. Mr Niculae
was tried on bribery, tax evasion and
money laundering charges, in a case
relating to Interagro SA.

Libarom Agri SRL and SC Mike Trading
& Investment, will each have to pay
a civil penalty of RON 3.54 million as
compensation to the state. The court
has also frozen RON 24.8 million worth
of assets for recovering the damage.
Interagro and Libarom Agri SRL also
received criminal penalties of RON
150,000 and RON 250,000 respectively.

Nicoleta Mariana Toncea, Mr Niculae’s
wife and former president of Interagro SA,
was sentenced to three years in prison
for complicity to commit tax evasion and
money laundering while Viorel Barac,
the general manager of Interagro, was
sentenced to three years and six months in
jail for tax evasion and money laundering.

According to Romania’s National
Anticorruption Directorate (DNA),
between August 2008 and March 2009,
Interagro SA and Libarom Agri SRL
conspired to create a fictitious contract,
which enabled Interagro SA to record
unrealistic operations on the basis of
which the payment of taxes and duties
to the state budget were circumvented.

All those charged as well as four
companies involved in the alleged
activities, Interagro SA, Intervitt SRL,

The court decision is subject to appeal.

Former chief minister charged with
35 counts of corruption
Former Sabah chief minister Musa
Aman was charged on 5 November by
the Kuala Lumpur sessions court with
35 counts of corruption involving USD
63 million relating to logging contracts.
Mr Aman allegedly received bribes in
exchange for timber concessions in
the east Malaysian state.
Mr Musa was arrested by the Malaysian
Anti-Corruption Commission (MACC) and
granted bail of MYR 2 million. The MACC
said in a statement that it had received
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The MACC said that it
had received consent
from the Attorney
General’s chambers to
charge Mr Musa under
the Anti-Corruption Act
consent from the Attorney General’s
chambers to charge Mr Musa under
the Anti-Corruption Act.

Swiss head of
white-collar
crime unit to
leave despite
being cleared
of allegations
relating to FIFA
probe
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Swiss federal prosecutors
announced on 16 November that
the head of their white-collar
crime unit Olivier Thormann will
be leaving the Swiss Office of the
Attorney General despite being
cleared of bribery allegations
concerning his conduct during
the investigations into suspected
corruption at FIFA.
Mr Thormann was suspended, and
former Zurich public prosecutor Ulrich
Weder was called in to investigate
whether Mr Thormann had committed
breaches of official secrecy, accorded
preferential treatment to FIFA or
had accepted bribes. Mr Weder’s
investigations concluded that there
was no criminal matter, but it was
confirmed that Mr Thormann’s
employment would be terminated.
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Report alleges Manchester City and
Paris St. Germain deceived UEFA
over Financial Fair Play rules
Reuters published a report on 2
November revealing evidence alleging
that Manchester City and Paris
St. Germain deceived the Union of
European Football Associations (UEFA)
over its Financial Fair Play (FFP)
rules by artificially inflating or under
valuing sponsorship deals, which in
the case of Manchester City is alleged
to have resulted in tens of millions
of pounds thought to have been paid
by commercial partners actually
being paid by the club’s owner. Also,
Manchester City, under a scheme
called Project Longbow, is alleged to
have set up a shell company to pay
players for image rights.
Reuters states that an examination of
thousands of documents relating to the
affairs of leading clubs shows that president
of FIFA Gianni Infantino was involved in
negotiations that led to two of the richest
clubs agreeing favourable settlements
when they ran into problems over rules
governing finances. Those settlements with
UEFA’s Club Financial Control Body enabled
Manchester City and Paris St. Germain to
avoid sanctions, including potentially being
banned from competitions.
Manchester City is part of City Football
Group, which is majority owned by Sheikh
Mansour bin Zayed Al Nahyan, half-brother
of the ruler of Abu Dhabi. The sheikh is a
deputy prime minister of the United Arab
Emirates. Paris St. Germain is owned by
Qatar Sports Investments, a state-backed
body founded by the emir of Qatar, Sheikh
Tamim bin Hamad Al Thani. The evidence
provides insight into the activities of wealthy
Gulf individuals and organisations, who

have become increasingly influential in
football and other businesses.
According to the evidence, in 2015,
UEFA re-affirmed to Paris St. Germain
that it could record EUR 100 million a
year in revenue from the Qatar Tourism
Authority (QTA). Despite the value of
the sponsorship Paris St. Germain did
not grant the QTA the right to have its
name on players’ shirts, such branding
usually drives sponsorship of over
EUR 10 million a year, according to the
views given to UEFA’s control body by
independent experts.
It is also alleged that Manchester City
executives ignored internal warnings
about the reputational risk of striking a
sponsorship deal with a Dubai-based
construction company accused of
mistreating migrant workers, and that a
director sought to delay a response to
a Freedom of Information request over
a commercial deal with the city council.
The evidence behind the Reuters report
comes from materials obtained by
Der Spiegel, which shared access to
the documents with Reuters and other
media outlets in cooperation with
European Investigative Collaborations.
Der Spiegel’s source is purportedly the
founder of the Football Leaks website.
Separately, it was revealed at the end of
October that the tax payments of 171
players, 44 clubs and 31 agents are
being investigated by the UK’s HMRC.
A HMRC spokesperson said it is
examining a “range of issues, including
image rights abuse.”

FIFA bans
former
president of
Ghana FA for
corruption;
and FIFA judge
arrested in
Malaysia
FIFA announced on 30 October
that the adjudicatory chamber of
its independent ethics committee
has banned Kwesi Nyantakyi,
former president of the Ghana
Football Association (GFA),
for life from all football related
activities at both national and
international level for violating
the FIFA Code of Ethics relating
to conflicts of interest, bribery
and corruption and commission.
A fine of CHF 500,000 was also
imposed on Mr Nyantakyi. Mr
Nyantakyi, who was also a member
of the FIFA Council, was named
president of the GFA in 2005 and
became head of the West African
Football Union in 2011 after president
Amos Adanu was suspended
following allegations of corruption.
Separately, a FIFA ethics committee
judge, Sundra Rajoo, was arrested in
Malaysia on suspicion of corruption on
21 November, but was later released
unconditionally due to diplomatic
immunity. Following his release, Mr
Rajoo resigned as director of the Asian
International Arbitration Centre.
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Colombia
investigates
deaths of
Odebrecht
witness and
his son
The Colombian Attorney General’s
office has opened an investigation
into the death of a witness in
the Odebrecht corruption case,
Jorge Enrique Pizano, and his son,
Alejandro Pizano. Mr Pizano died
on 8 November at his home near
Bogota of what appeared to be a
heart attack, and three days later
his son, Alejandro Pizano, died from
cyanide poisoning after drinking
from a bottle in his father’s home.
Mr Pizano, an auditor for the Ruta del
Sol II road project in Colombia, raised
concerns about USD 30 million in bribes
Odebrecht allegedly paid to win the work.
Odebrecht is at the centre of a corruption
scandal spanning Latin America, which
as part of a plea deal with the DOJ, has
admitted paying bribes in 12 countries.

Billionaire’s son
and brother
arrested in
Israeli diamond
smuggling
case

According to court documents
released on 6 November, the son
and brother of Israeli billionaire
diamond magnate Lev Leviev are
among suspects arrested in Israel
in connection with a diamond
smuggling scheme.
Mr Leviev’s son Zevulun and brother
Moshe are accused of involvement in a
smuggling operation involving Mr Leviev’s
company, LLD Diamonds, that has
allegedly brought ILS 300 million worth of
diamonds into Israel illegally since 2010.

Former
chairman of
JBS arrested in
bribery probe
Brazil’s federal police arrested the
former chairman of meatpacking
giant JBS, Joesley Batista, on 9
November, as part of an ongoing
inquiry into bribery and illegal
campaign donations. Brazilian
police stated that the arrest was
part of Operation Capitu, which is
aimed at “dismantling a criminal
organisation that operated in the
Chamber of Deputies and in the
Ministry of Agriculture.”
Brazil’s tax authority confirmed that
there was a “supposed fraud involving
irregular donations by an animal protein
processing company for various
politicians and parties,” between 2014
and 2015. A scheme of bribe payments
to senior managers at the agriculture
ministry “by a large food company” in
exchange for legislation and regulations
“that benefited this large company”
was also discovered. The value of the
bribes paid to politicians and officials is
estimated at over BRL 22 million.

Global Witness says “corrupt” deal struck by Shell and
Eni reduces Nigeria’s expected revenue by USD 6 billion
Global Witness published the
findings of its analysis of the deal
struck by Shell and Eni for one of
Africa’s most promising oil blocks
on 26 November, which according
to the report has reduced Nigeria’s
expected revenue by USD 6 billion.
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A court in Milan is considering charges of
corruption against Eni and Shell regarding the
deal. Eni and Shell are accused of knowing
the money they paid to Nigeria would be used
for bribes. The court is weighing evidence of
how former Nigerian oil minister, Dan Etete,
awarded ownership of OPL 245 to a company

he controlled. Mr Etete is accused of paying
bribes to government officials, such as
former president Goodluck Jonathan, to
ensure that process went smoothly. Shell
and Eni are accused of knowing the USD 1.1
billion they paid to Nigeria would be used for
bribes, based on email evidence.
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Vantage Drilling agrees to pay USD
5 million to settle FCPA violations
The US Securities and Exchange
Commission (SEC) announced on
19 November that Vantage Drilling
International has agreed to disgorge
USD 5 million to settle alleged
US Foreign Corrupt Practices Act
(FCPA) internal accounting controls
violations related to drilling services
contracts with Petróleo Brasileiro SA
(Petrobras).
The SEC stated that a predecessor of
Vantage Drilling International, Vantage

Drilling Company, failed to devise a
system of internal accounting controls
with regard to Vantage’s transactions
with a former outside director who
was the largest shareholder in Vantage
and its only supplier of drilling assets.
According to the SEC, because of
these internal control failures, Vantage
provided funds and reimbursements
to the director who used the money
to pay bribes to officials at Petrobras
in connection with a USD 1.8 billion
drilling services contract.

Afghanistan Major Crimes Task
Force is corrupt says US report
The US Special Inspector General for
Afghanistan Reconstruction published
its quarterly report to the US Congress
on 30 October, which has found that
the Major Crimes Task Force (MCTF)
created to investigate corruption
by senior government officials
and organised criminal networks
throughout Afghanistan “is plagued by
both corruption and a high polygraph
failure rate.”
The report states that the US Department of
Justice was informed of the findings of an
Afghan government investigation into the
MCTF that revealed corruption by members
of the force, including a former director.
The corruption related Afghanistan
Compact benchmarks set out in the report

The report states that
the US Department of
Justice was informed of
the findings of an Afghan
government investigation
into the MCTF that
revealed corruption by
members of the force

include: executing Anti-Corruption
Justice Center warrants, prosecuting
high profile corruption cases,
implementing the State-supported Case
Management System, and collecting on
Kabul Bank cases.

EU to pursue
Orbán son-inlaw corruption
case despite
Hungary
ending its
investigation
According to a report published
by Politico on 8 November, the EU
will continue pursuing funds lost
in an alleged corruption scheme
involving Hungarian prime
minister Viktor Orbán’s son-in-law,
despite Hungary’s decision to drop
the investigation.
“At the end of 2017, OLAF concluded
an investigation into possible
irregularities related to 35 lighting
projects implemented under the
Hungarian Environment and Energy
Operational Program, and co-financed
by the European Cohesion Funds,” a
spokesperson for the EU’s anti-fraud
agency (OLAF) told Politico.
The company under investigation,
Elios, was co-owned by Mr Orbán’s
son-in-law István Tiborcz at the
time that the alleged irregularities
took place. The Hungarian police
announced at the beginning of
November that the investigation
triggered by the OLAF report has been
closed, because the police found no
evidence a crime had been committed.
Hungary’s move to drop the case has
been criticised in Brussels.
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Anti-corruption
teams to be
installed in
China’s state
banks and
insurance
companies
Chinese media reported on 6
October that anti-corruption teams
are to be installed at China’s state
banks and insurance companies that
will acting like “human surveillance
cameras” to spot malpractice.
According to local media reports, Zhao
Leji, chief of the Communist Party’s
watchdog the Central Commission for
Discipline Inspection (CCDI), the new
supervisory teams form part of the
increased efforts by the CCDI to curb
corruption and malpractice in the financial
industry’s state-owned enterprises.

US indictment
for conspiring
to bribe Haiti
officials

Egmont Group
publishes
corruption
indicators

The US Department of Justice
announced on 30 October that Roger
Richard Boncy, has been charged for
alleged participation in a scheme to
bribe senior government officials of
the Republic of Haiti in connection
with a USD 84 million port
development project, and to launder
funds in order to promote the bribery.

The Egmont Group published a set
of indicators for corruption related
cases on 23 November, which were
approved by the Heads of Financial
Intelligence Units (FIUs) during the
Egmont Group plenary meeting.

Mr Boncy was charged with one count of
conspiracy to violate the Foreign Corrupt
Practices Act (FCPA) and the Travel Act,
one count of violating the Travel Act and
one count of conspiracy to commit money
laundering. A superseding indictment also
charges Mr Boncy’s co-conspirator, Joseph
Baptiste, with the same crimes. The
indictment alleges that Mr Boncy and Mr
Baptiste solicited bribes from undercover
agents posing as potential investors in
connection with a project to develop a port
in the Mȏle St. Nicolas area of Haiti.

The accompanying press release
explains that in order to enhance the
intelligence available to FIUs, it is
important for FIUs and law enforcement
to work with financial institutions and
other front-line reporting entities to
improve the identification of suspicious
transactions and activities indicative of
corruption. To facilitate this work, the
Egmont Group has compiled a set of
indicators that may, when considered in
the context of a transaction or customer
interaction, assist in the identification of
corruption and of the laundering of the
proceeds of corruption

Romania investigating Senate president for bribery
Romania’s National Anticorruption
Directorate (DNA) is reportedly
investigating Senate president
Călin Popescu Tăriceanu for
allegedly receiving a EUR 800,000
bribe, while he was prime minister,
according to a report on 8
November by G4media.ro.
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It is alleged that the bribe was given in
exchange for Mr Tăriceanu’s helping an
Austrian company close several additional
agreements to a contract with the
Romanian state. The funds are alleged to
have been transferred to the former PM’s
account through fictitious contracts with
several offshore companies.
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Brother of
Honduran
president
charged
with drug
trafficking,
and bribery

Russian
mobile phone
company
MTS reserves
RUB 55.8bn
for FCPA
settlement

Federal prosecutors in New York
announced on 26 November that
drugs and weapons charges have
been filed against Juan Antonio
“Tony” Hernandez, a former
Honduran lawmaker and brother of
Honduran president Juan Orlando
Hernandez, accusing him of working
with drug traffickers across Latin
America to import drugs into the US.

MTS included a statement on 20
November in its 2018 Q3 financial
and operating results that it has
reserved RUB 55.8 billion as the
potential liability concerning the
investigation being conducted by
the US Securities and Exchange
Commission and the Department
of Justice in relation to its former
operations in Uzbekistan.

As part of the alleged drug trafficking
activities, Mr Hernandez and his coconspirators are also said to have bribed
law enforcement officials for sensitive
information to protect drug shipments
and solicited large bribes from major
drug traffickers for Mr Hernandez.

According to the company’s statement,
MTS continues to cooperate with the US
authorities in the ongoing investigation
in to violations of the US Foreign Corrupt
Practices Act, but there are no assurances
as to the form, timing or terms of any
resolution to the investigation.

Report on
Ukraine’s fight
against human
trafficking
The Council of Europe’s Group
of Experts on Action against
Trafficking in Human Beings
(GRETA) published its second
report on 22 November, which
assesses developments in
Ukraine’s implementation of the
Council of Europe’s Convention
on Action against Trafficking in
Human Beings.
The report notes the positive steps
taken since the first evaluation, which
include further developing the legal and
institutional framework for combatting
human trafficking, setting up specialised
police units, and designating specialised
prosecutors to investigate cases,
which has led to a threefold increase
in investigations initiated into criminal
offences relating to trafficking in human
beings. However, GRETA urges the
Ukrainian authorities to step up efforts
to prevent trafficking for the purpose of
labour exploitation.

More convictions in SFO’s FH Bertling investigation
The UK’s Serious Fraud Office
(SFO) announced on 27 November
the conviction of three former FH
Bertling Group senior executives and
a ConocoPhillips employee for their
role in a bribes-for-contracts plot.
According to the SFO press release,
Stephen Emler and Giuseppe Morreale
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pleaded guilty for their part in a corrupt
scheme to secure a ConocoPhillips freight
forwarding contract, eventually worth over
GBP 16 million, for FH Bertling as part of
the “Jasmine” North Sea oil exploration
project. Christopher Lane pleaded guilty
to a separate bribery scheme involving
overcharging. Colin Bagwell was also
convicted for the same offence.

By paying bribes and facilitation payments,
FH Bertling Group executives allegedly made
sure that their bid for the ConocoPhillips
“Jasmine” shipping contract was successful
and separately to obtain assurance that
inflated prices that the company charged for
additional services were waved through by
ConocoPhillips staff.
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Société Générale SA fined
USD 1.34 billion for US
sanctions violations
Société Générale SA entered into settlement agreements
with the US Department of Justice, the US Department of
Treasury’s Office of Foreign Assets Control (OFAC), the
New York County District Attorney’s Office, the New York
Department of Financial Services and the Federal Reserve
it was announced on 19 November for violations of US
sanctions and New York state anti-money laundering laws.
The penalties issued by the agencies total USD 1.34 billion.
Criminal charges were announced against Société Générale SA
for conspiring to violate the Trading with the Enemy Act and the
Cuban Asset Control Regulations for the firm’s role in processing
billions of dollars of transactions using the US financial system,
in connection with credit facilities involving Cuba. The agreement
under which the firm agreed to accept responsibility for its
conduct by stipulating an extensive Statement of Facts was also
announced, which includes penalties totalling USD 1,340,165,000
to federal and state prosecutors and regulators, refraining from
all future criminal conduct, and implementing remedial measures
as required. Assuming compliance with the agreement, the
government has agreed to defer prosecution for three years.
As part of the agreement Société Générale SA has agreed to a USD
53,966,916.05 settlement with the OFAC. The settlement resolves
the OFAC’s investigation into Société Générale SA’s processing of
transactions to or through US financial institutions in a manner
that removed, omitted, obscured, or otherwise failed to include
references to OFAC-sanctioned parties in the information sent to
US financial institutions that were involved in the transactions.
According to the OFAC, Société Générale SA processed 1,077
transactions totalling USD 5,560,452,994.36 in violation of the
Cuban Assets Control Regulations, the Iranian Transactions and
Sanctions Regulations and the Sudanese Sanctions Regulations.
The New York State Department of Financial Services (DFS)
has also entered into two consent orders with Société Générale
SA and its New York branch under which the bank will pay fines
totalling USD 420 million for violations of laws governing sanctions
and New York anti-money laundering laws. A DFS investigation
found that the bank executed billions of dollars in illegal and
non-transparent transactions to parties in countries subject to
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embargoes or otherwise sanctioned, including Iran, Sudan,
Cuba and Libya, and its New York branch violated New York
Anti-Money Laundering and recordkeeping laws in the New York
branch’s operations. In addition, the bank and the New York
branch violated provisions of the banks’ 2009 agreement with the
DFS to implement and maintain an effective Bank Secrecy Act/
Anti-Money Laundering Law (BSA/AML) compliance programme
and transaction monitoring system. Société Générale will pay the
DFS USD 325 million for sanctions violations and USD 95 million
for the BSA/AML violations.
The Federal Reserve Board has fined Société Générale SA USD
81.3 million for the firm’s practices primarily related to violations
of US sanctions against Cuba. The Federal Reserve fined Société
Générale SA for having insufficient policies and procedures to
ensure that the activities conducted at its offices outside of
the US complied with US sanctions laws and requires Société
Générale to implement an enhanced programme to ensure
global compliance with US sanctions administered by the OFAC
and prohibits Société Générale from re-employing the individuals
involved in the past actions or retaining them as consultants.
The agreement has also seen Manhattan District Attorney
Cyrus R. Vance Jr, together with the US Attorney’s Office for
the Southern District of New York (SDNY), issue a resolution
following a joint investigation into the criminal conduct of
Société Générale SA and the payment of USD 880 million in
penalties and forfeiture to criminal prosecutors. In the Deferred
Prosecution Agreement and corresponding Statement of Facts,
the firm admitted that it violated New York State law by falsifying
the records of New York financial institutions and will pay USD
162.8 million directly to the DA’s Office.
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UN renews Libya sanctions and adds
perpetrators of gender-based violence
to the possible measures
The UN Security Council voted to
extend, until 15 February 2020, the
mandate of the Panel of Experts
who oversee the sanctions targeting
the illicit export of oil from Libya
on 5 November and decided that
perpetrators of gender-based violence
can be subject to the measures.
Adopting resolution 2441 by a vote of 13 in
favour to none against, with two abstentions
(China, Russian Federation), the Security
Council condemned attempts to export
petroleum by entities outside the aegis of

Libya’s Government of National Accord. It
also reaffirmed the travel ban and assets
freeze laid out in resolution 1970 (2011),
which applies to those engaging in activities
that threaten the peace or undermine
Libya’s political transition.
In renewing the Panel’s mandate, the
Security Council decided that such
activities “may also include but are not
limited to planning, directing or committing
acts involving sexual and gender-based
violence,” and requested that its members
include expertise on such violence.

UN expert calls for greater protection
for civilians from punitive sanctions
Idriss Jazairy, the UN special
rapporteur on effects of sanctions
on human rights, commented on
8 November that measures that
seek to block a country’s trade
altogether, amount to economic
warfare against civilians. Innocent
civilians must not be exposed to
“collective punishment” in disputes
between states, commented Mr
Jazairy who is calling for greater
protection for those affected by
punitive sanctions.
Referring to Iran, Mr Jazairy said that
while fully re-imposed US sanctions
included humanitarian exemptions,
aid is currently frozen as businesses
await more clarification from the US
government. Commenting that there
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Referring to Iran, Mr
Jazairy said that while
fully re-imposed US
sanctions included
humanitarian
exemptions, aid is
currently frozen
are reports that the SWIFT mechanism of
bank-to-bank money transfer could make
such exemptions inoperative. Import of
food, medicine and other necessities
must be protected and not subjected to
lengthy and complex approval processes,
he reiterated. “I am deeply concerned that
it is the poor who are bearing the brunt of
these actions,” Mr Jazairy continued.

Denmark calls
for further
sanctions on
Iran following
foiled
assassination
attempt
Denmark called for fresh EU
sanctions against Iran after
its security services accused
the Iranian intelligence service
of plotting an assassination
on Danish soil. Denmark’s
foreign affairs minister Anders
Samuelsen stated at a press
conference on 31 October that the
Danish government has reacted
to “the very serious matter” by
recalling the Danish ambassador
from Tehran, summoning the
Iranian ambassador to Denmark
for discussions, and considering
whether to introduce further
sanctions against Iran in spring.
In regard to possible further EU
sanctions, Mr Samuelsen said so
far that had not gained full support
among EU countries, “but in light
of recent events, Denmark will now
be heading efforts to have the EU
discuss the need for further sanctions
against Iran once again.”
The Danish intelligence chief, Finn
Borch Andersen, revealed on 30
October that the alleged murder
plot had targeted the exiled leader
of the Arab Struggle Movement for
the Liberation of Ahvaz (ASMLA), a
separatist group that has a history of
carrying out attacks in Iran.
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EU Parliament calls for sanctions
mechanism to strengthen checks
on EU arms exports
The European Parliament passed a
resolution on arms export control on
14 November, calling for a sanctions
mechanism to address the systematic
failure of EU member states to apply
EU rules on arms export controls.

Netherlands, which have stopped selling
arms to Saudi Arabia, and criticised the
member states that have yet to do so.

“Despite commonly agreed rules, setting
the criteria on who could get an arms export
licence, member states have systematically
failed to apply them. Parliament is asking
for a mechanism to enforce sanctions on
EU members that break the rules,” states the
European Parliament’s press release.

MEPs also stated that they are “shocked
at the amount of EU-made weapons and
ammunition found in the hands of Da’esh,
in Syria and Iraq.” Under the EU common
position, member states must ensure
that the export licenses are not diverted
to undesirable end-users. However, some
EU members, commented MEPs, such as
Bulgaria and Romania, are failing to apply
this provision effectively.

During discussions MEPs highlighted some
particular cases, such as most arms exports
to Saudi Arabia getting a green light from EU
member states, even though arms exports
to the country violated six out of eight
criteria. MEPs applauded Germany and the

To avoid the risk of weapons ending up
in the wrong hands, Members of the
European Parliament are calling on all
European member states to “refuse
similar transfer in the future, notably to
the US and Saudi Arabia.”

UN lifts sanctions on Eritrea
International sanctions imposed
against Eritrea were unanimously
lifted by the UN Security Council on 14
November, following the signing of a
peace agreement with Ethiopia in July.
As part of the agreement, Ethiopia pushed
for the Security Council to lift the sanctions,
which concerned arms embargoes, travel
bans, asset freezes and targeted sanctions
focusing on certain groups and individuals.
The UK’s ambassador to the UN, Karen
Pierce, said that the resolution recognises

improvements in regional peace and
security in Eritrea, “Not only is it a very
important step for the countries in the
region, I think it sends a helpful wider
signal to the international community
that, if the right steps are taken, that
sanctions can be lifted.”
The Security Council meeting also
reaffirmed the arms embargo on
Somalia and requested that the UN
Secretary-General conduct a technical
assessment of the embargo in force
against the country.

US sanctions
officials
and entities
supporting
Russia’s
occupation of
Crimea and
forcible control
of Eastern
Ukraine
The US Department of the
Treasury’s Office of Foreign
Assets Control (OFAC) announced
on 8 November additional
financial sanctions on three
individuals and nine entities
supporting Russia’s attempt
to integrate the Crimea region
of Ukraine through private
investment and privatisation
projects or engaging in serious
human rights abuses in
furtherance of Russia’s occupation
or control over parts of Ukraine.
The sanctioned individuals are Andriy
Volodymyrovych Sushko, Aleksandr
Basov and Vladimir Nikolaevich
Zaritsky. The sanctioned entities
are the Ministry of State Security
of the Luhansk People’s Republic,
Mriya Resort and Spa, Garant-SV,
Infrastructure Projects Management
Company, Sanatorium AY-Petri, Dyulber,
Sanatorium Miskhor, KRIMTETS, AO,
and Southern Project.
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OFAC and France designate individuals for their role in killing Jamal
Khashoggi and EU considers collective sanctions mechanism
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) designated Saud al-Qahtani,
his subordinate Maher Mutreb, Saudi
Consul General Mohammed Alotaibi,
and 14 other members of an operations
team for their role in the killing of
Jamal Khashoggi. The individuals have
been designated pursuant to Executive
Order 13818, which implements
the Global Magnitsky Human
Rights Accountability Act, targeting
perpetrators of serious human rights
abuse and corruption.
Saud al-Qahtani is a senior official of the
government of Saudi Arabia who was part of
the planning and execution of the operation
that led to the killing of Mr Khashoggi. The
operation was coordinated and executed
by his subordinate Maher Mutreb and
involved participation of at least 14 other
Saudi government officials: Salah Tubaigy;
Meshal Albostani; Naif Alarifi; Mohammed
Alzahrani; Mansour Abahussain; Khalid
Alotaibi; Abdulaziz Alhawsawi; Waleed
Alsehri; Thaar Alharbi; Fahad Albalawi; Badr
Alotaibi; Mustafa Almadani; Saif Alqahtani;
and Turki Alsehri. The Saudi consulate in
Istanbul was overseen by Consul General
Mohammed Alotaibi. All of these individuals
are designated for being responsible for, or
complicit in, or having directly or indirectly
engaged in serious human rights abuse.

At a press conference on 15 November, Saudi
Arabia’s deputy public prosecutor Shalaan
bin Rajih Shalaan said that an intelligence
officer ordered Mr Khashoggi’s murder, after
being tasked with persuading the journalist to
return to the kingdom. The public prosecutor
has charged 11 people over the murder and
is seeking the death penalty for five of them.
Ten other suspects are being investigated.
Reuters reported on 17 November that
the CIA believes Saudi Crown Prince
Mohammed bin Salman ordered the killing
of Mr Khashoggi. Turkish officials have said
the killing was intentional and have been
pressuring Saudi Arabia to extradite those
responsible to stand trial.
The EU issued a statement on the latest
developments in the Khashoggi case on 17
November, taking note of the announcement
by Saudi authorities on 15 November on the
latest developments in their investigation, but
stressed that the need remains to shed full
clarity on the circumstances surrounding the
crime as well as to ensure accountability for
all those responsible for it.
Germany announced on 19 November the
banning of 18 Saudi citizens suspected
of being involved in Mr Khashoggi’s death
from entering Europe’s Schengen zone. The
German government is also halting previously
approved arms exports to Saudi Arabia.

France is also considering
with its EU partners the
possibility of a collective
sanctions mechanism
enabling the European
Union in future to take
necessary measures
in the event of serious
human rights violations
Meanwhile, it was announced on 19
November, in consultation with EU partners,
particularly Germany, that France has adopted
sanctions against 18 Saudi nationals in
connection with the murder of Mr Khashoggi.
The measures, adopted by the Ministry of
the Interior, aim to prevent those individuals
from gaining access to France or the rest
of the Schengen Area. They are protective
measures which may be reviewed or
extended depending on the progress of the
investigations under way.
France is also considering with its EU partners
the possibility of a collective sanctions
mechanism enabling the European Union
in future to take necessary measures in the
event of serious human rights violations.

ESMA publishes report on sanctions under Market Abuse Regulation
The European Securities and Markets
Authority (ESMA) published on 15
November its first annual report
concerning administrative and criminal
sanctions as well as other administrative
measures issued by National Competent
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Authorities (NCAs) under the Market
Abuse Regulation (MAR).
The report provides an overview of the
criminal and administrative sanctions
imposed on the basis of MAR from 3

July 2016 to 31 December 2017. The
infringements to which the ESMA’s
sanctions and administrative measures
refer include: insider dealing and unlawful
disclosure of inside information, as well as
market manipulation.
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US issues new Executive Order
targeting Venezuelan gold industry
US president Donald Trump issued
Executive Order (EO) 13850 on 1
November, which imposes sanctions
on the gold industry and corrupt
activities in Venezuela. Notably, the
EO authorises the Office of Foreign
Assets Control (OFAC) to sanction
additional, unnamed sectors of the
Venezuelan economy in the future.
The EO authorises the OFAC to impose
sanctions against those:
•

conducting business in the gold
sector of the Venezuelan economy;

•

operating in any other sector of the
Venezuelan economy that the OFAC
may designate; and

•

engaging in deceptive practices or
corruption involving the government

of Venezuela or projects or
programmes administered by the
government of Venezuela, or an
immediate adult family member of
such a person.
The OFAC also issued FAQs in which it
stated that it will target those operating
corruptly in the gold or other identified
sectors. The new sanctions aim to cut
off a critical source of funding for the
Venezuelan government – gold exports.

EU renews Venezuela sanctions
The European Council announced
on 6 November that in view of the
continuing deterioration of the
situation in Venezuela, the targeted
restrictive measures currently in place
will be renewed for one year until 14
November 2019.
The European Council put in place
targeted restrictive measures on
Venezuela on 13 November 2017, which
include an embargo on arms and on
equipment for internal repression as well
as a travel ban and an asset freeze on 18
individuals holding official positions and
responsible for human rights violations as
well as for undermining democracy and
the rule of law in Venezuela.

EU foreign ministers discussed the
situation in Venezuela and its impact
in the region at their last meeting on 15
October and reaffirmed this position.
Since the crisis can only be addressed
through a political process, they agreed
to explore the possibility of establishing
a contact group which could help
facilitate such a process.
Separately, according to a report by
Reuters on 5 November, Venezuela is
seeking to repatriate USD 550 million
in gold bars from the Bank of England
because of fears the assets could be
caught up in international sanctions
against the country, two sources have
told Reuters.

US Senators
push for
sanctions
against China
with Uyghur
Human Rights
Policy Act
US Senators Marco Rubio, chair
of the bipartisan CongressionalExecutive Commission on China
(CECC), and Bob Menendez,
ranking member of the Senate
Foreign Relations Committee,
introduced the Uyghur Human
Rights Policy Act on 14
November in response to what is
described as the gross violations
of human rights in China’s
Xinjiang Uyghur Autonomous
Region, including the mass
internment of over one million
Uyghurs and other predominantly
Muslim ethnic minorities, as
well as China’s intimidation and
threats against US citizens and
legal permanent residents.
The legislation urges high-level
US engagement on the issue, the
establishment of a new “doublehatted” position at the State
Department, the application of Global
Magnitsky and related sanctions,
the implementation of the Frank
R. Wolf International Religious
Freedom Act, a review of export
controls and end user restrictions
and the establishment of a voluntary
database where US citizens and LPRs
can provide information regarding
missing/detained family members.
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OFAC settles
with Cobham
Holdings over
sanctions
violations

The US Department of the
Treasury’s Office of Foreign
Assets Control (OFAC)
announced a USD 87,507
settlement with Cobham
Holdings Inc on 27 November,
which has seen Cobham settle
potential civil liability on behalf
of its former subsidiary Aeroflex/
Metelics Inc for three violations
of the Ukraine Related Sanctions
Regulations.
The violations involved the indirect
export of components to be
incorporated into commercial air
traffic control radar to a person
identified on the OFAC’s List of
Specially Designated Nationals
and Blocked Persons. The OFAC
determined that Cobham voluntarily
self-disclosed the violations on
behalf of Metelics and that they
constitute a non-egregious case.

OFAC designates Russia-Iran oil
network supporting Assad regime
and issues advisory
The US Treasury Department’s
Office of Foreign Assets Control
(OFAC) announced on 20 November
the designation of nine targets in
an international network through
which the Iranian regime, working
with Russian companies, provides
millions of barrels of oil to the
Syrian government. According
to the Treasury’s press release,
the Assad regime then facilitates
the movement of hundreds of
millions of US dollars to the Islamic
Revolutionary Guard Corps-Qods
Force (IRGC-QF) for transfer to
HAMAS and Hezbollah. Alongside
the designations, the OFAC also
published an advisory on the
sanctions risks of shipping oil to
the government of Syria.
The designations were made pursuant to
Syria-related EO 13582 and/or terrorismrelated EO 13224. The five individuals
designated are: Muhammad Qasim

al-Bazzal, Mohamed Amer Alchwiki,
Andrey Dogaev, Rasoul Sajjad and
Hossein Yaghoubi Miab. The four entities
designated are: Russia based Global
Vision Group, Promsyrioimport, Tadbir
Kish Medical and MB Bank, and Iran
based Pharmaceutical Company.
The OFAC’s advisory to the maritime
community regarding the sanctions
risks of shipping oil to the government
of Syria, includes a non-exhaustive list
of vessels that have delivered oil to Syria
since 2016. The advisory also provides
a list of deceptive practices that persons
in the petroleum shipping industry
have deployed and the risk mitigation
measures that parties should consider to
reduce the risk of engaging in prohibited
activities resulting from the petroleum
shipping industry’s deceptive practices,
which includes strengthening AML/CFT
compliance; monitoring for Automatic
Identification System manipulation; and
reviewing shipping documentation.

OFAC 2017 Terrorist Assets Report
The US Department of the Treasury’s
Office of Foreign Assets Control
(OFAC) published its 2017 Terrorist
Assets Report on 7 November,
which outlines the extent and
nature of the assets held in the US
by terrorism supporting countries
and organisations engaged in
international terrorism.

The report states that sanctions
targeting international terrorist
organisations resulted in the blocking
of USD 44 million in the US in 2017. In
addition to this USD 202 million in assets
relating to the four designated state
sponsors of terrorism – Iran, Sudan, Syria
and North Korea – were blocked in 2017.
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Russia Ukrainian Sanctions being
sanctions
considered after
Russia captures
Russia added 322 individuals and
68 entities to its Ukraine sanctions
Ukrainian vessels
list on 1 November, freezing the
Russian assets of hundreds of
politicians and officials along with
dozens of businesses owned by
Ukrainian businessmen, pursuant to
the decree signed by Russian Prime
Minister Dmitry Medvedev in October
in response to similar Ukrainian
measures against Russian citizens
and companies.

Russia’s move to capture three
Ukrainian vessels in the Azov Sea
and Kerch Strait on 25 November,
has caused widespread concern
amongst political leaders, with EU
politicians raising the possibility of
new sanctions against Russia.

According to the Russian government’s
press release, those designated include
business people, officials from the
Executive Office of the President of
Ukraine, heads of executive authorities of
Ukraine and large Ukrainian companies,
and legal entities controlled by Ukrainian
business people.

Reuters reported on 28 November that
the US wants Europe to consider further
sanctions against Russia over the
situation. President Trump announced
on 29 November that he was cancelling
bilateral talks at the G20 with the
Russian president “based on the fact
that the ships and sailors have not been
returned to Ukraine.”

Three UK individuals convicted for
exporting military parts to Iran
The UK’s HM Revenue & Customs
announced on 22 November the
conviction of three individuals –
Alexander Samuel George, Paul
Robert Attwater, and Iris Louise
Attwater – for evading export controls
in relation to Iran.

Paul Attwater and his wife Iris,
received suspended sentences of
six months’ imprisonment for having
sourced dual-use aircraft parts from
the US and shipped them to Alexander
George’s companies in Malaysia and
Dubai, which were then sent to Iran.

Alexander George was sentenced to
two and a half years’ imprisonment, for
shipping military items to Iran through
various companies and countries without
the appropriate licence.

Proceeds of Crime Act proceedings
will now follow to recover the money
made from the criminality. The three
offenders were also disqualified from
being a company director.

US Treasury
should report
on China’s
enforcement
of NK
sanctions
The US-China Economic and
Security Review Commission
(USCC) recommended in its
latest report published on
14 November that Congress
direct the US Department of
the Treasury to provide a report
within 180 days on the current
state of Chinese enforcement of
sanctions on North Korea.

The report should
include a classified
annex of Chinese
financial institutions,
businesses, and officials
involved in trading with
North Korea that could
be subject to future
sanctions
The report should include a classified
annex of Chinese financial institutions,
businesses, and officials involved in
trading with North Korea that could
be subject to future sanctions and
should explain the potential broader
impacts of sanctioning those entities,
recommends the report.
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DOJ files
complaint
seeking
forfeiture of
USD 3 million
from entities
alleged
to have
laundered
funds for NK
sanctioned
companies
The US Department of Justice
(DOJ) filed a complaint on
26 November seeking the
forfeiture of over USD 3
million in funds from three
entities involved in US dollar
transactions with sanctioned
companies, North Korean front
companies, and banks.
The three parties identified in the
complaint are Hong Kong-based
Apex Choice Ltd, China-based
Yuanye Wood Ltd and a third
Singaporean company identified as
“Cooperating Company 1,” which is
not contesting the forfeiture.
The three entities are alleged to
have laundered funds on behalf of
front companies explicitly linked to
North Korea’s sanctioned banks,
including the Foreign Trade Bank.

OFAC identifies digital currency
addresses associated with financial
facilitators for the first time
The US Department of the
Treasury’s Office of Foreign Assets
Control (OFAC) took action on 28
November against two Iran-based
individuals, Ali Khorashadizadeh
and Mohammad Ghorbaniyan, who
helped exchange bitcoin ransom
payments into Iranian rial on
behalf of Iranian malicious cyber
actors involved with the “SamSam”
ransomware scheme that targeted
over 200 known victims. For the
first time, the OFAC identified
two digital currency addresses
associated with the designated
financial facilitators, through which
7,000 transactions in bitcoin were
processed and 40 exchanges were
communicated with. The OFAC also
added digital currency identifiers
to flag targets on its sanctions
blacklist, and updated its FAQs to
provide guidance for companies
on how to comply with blocking
regulations when holding digital
currency tied to a person on the list.

In related action, the US Department
of Justice unsealed an indictment
against two Iranian criminal actors
for infecting data networks with
SamSam ransomware in the US, UK,
and Canada since 2015. The indictment
charges Faramarz Shahi Savandi and
Mohammad Mehdi Shah Mansouri
for a hacking and extortion scheme
involving the deployment of SamSam
ransomware, which caused over USD 30
million in losses.
Mr Savandi and Mr Mansouri have been
charged with conspiracy to commit
wire fraud, conspiracy to commit fraud
and related activity in connection with
computers. The indictment alleges that
Mr Savandi and Mr Mansouri, acting
from inside Iran, authored malware
capable of forcibly encrypting data on
the computers of victims. A ransom paid
in bitcoin was demanded in exchange for
decryption keys and the proceeds were
exchanged into Iranian rial using Iranbased Bitcoin exchangers.

New US EO targets Nicaragua
US president Donald Trump issued
a new Executive Order (EO) on 27
November targeting Nicaragua.
The new EO imposes US asset
freezes and travel bans on
individuals and entities engaged in
corruption, serious human rights
abuses, and actions or policies
which undermine democracy,
or threaten the peace, security
or stability of Nicaragua. It also

targets officials of the Nicaraguan
government who have served at any
time on or after 10 January 2007.
Pursuant to the new EO, two of Nicaraguan
president Daniel Ortega’s associates have
been sanctioned: Rosario Maria Murillo
De Ortega, vice president of Nicaragua
and first lady, and Nestor Moncada Lau,
national security advisor to the president
and vice president.
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Australia
Dozens of former Australian judges wrote a letter to
prime minister Scott Morrison in November, calling
for an anti-corruption body to be set up as they believe
public confidence in the democratic process has
been shattered and that there is public suspicion that
corruption is behind many government actions.

Belarus
The Tax and Duties Ministry of Belarus issued draft
legislation to amend the existing gambling law in the
country for public discussion in November. The draft law
aims to prevent the involvement of gambling operators
in money laundering, terrorist financing and the
proliferation of weapons of mass destruction.

Brazil
Brazil’s new president, Jair Bolsonaro, said in a tweet
on 8 November that he will investigate Brazil’s state-run
national development bank, BNDES, for corruption by
opening its “black box” of secret transactions. “I pledge
to start my mandate determined to open the black box
of BNDES and reveal to the Brazilian people what they
have done with their money in recent years,” reads the
tweet. Mr Bolsonaro, who takes office on 1 January,
criticised the BNDES during the election campaign for
funding projects that he stated had nothing to do with
Brazil’s national interests.

Canada
The Mutual Fund Dealers Association of Canada
(MFDA) published new sanctions guidelines on 15
November, which put forward a principles-based
approach to sanctioning members. The guidelines
include a list of factors that hearing panels should
consider in determining sanctions. In respect of fines,
the MFDA states “generally, the amount of a fine should,
at a minimum, have the effect of disgorging the amount
of the financial benefit received by the Respondent as a
result of the misconduct.”
A report published on 1 November by Enquete, an
investigative TV series of Radio-Canada, has alleged
that Health Canada has granted marijuana production
licences to companies employing individuals linked to
organised crime. Health Canada states that it has not
identified any cases of organised crime infiltration into its
more than 130 licensed cannabis producers since 2013.

Chile
Chile adopted Law N° 21,121 in November, which
amends the Criminal Code and adds anti-corruption
provisions to the existing law. The Law, amongst other
things, has expanded the legal definition of bribery of
a public officer and has expanded the types of bribe to
“other types of compensation” not just money.

China
According to state media reports on 7 November,
Chinese authorities have arrested Lai Xiaomin, the former
chairman of China Huarong Asset Management. No
details were given about the case but Mr Lai has been
under investigation by China’s anti-graft agency since
early this year. He was expelled from the Communist
party on accusations of taking bribes.
China amended its Criminal Procedure Law (CPL) on
26 October to encourage cooperation in government
investigations, align the law with the new national
supervision system, and introduce trials in absentia for
certain crimes, including bribery and corruption. The CPL
amendments took effect immediately.

Colombia
The International Monetary Fund (IMF) published a report
on 15 November entitled “Colombia: Financial Sector
Assessment Program-Detailed Assessment Report on
Anti-Money Laundering and Combating the Financing of
Terrorism,” which provides a summary of the AML/CFT
measures in place in Colombia. The report analyses the
level of compliance with the FATF Recommendations
and the level of effectiveness of Colombia’s AML/CFT
system, and provides recommendations on how the
system could be strengthened.

Ecuador
Ecuador signed the Multilateral Convention on Mutual
Administrative Assistance in Tax Matters on 29 October,
which provides administrative assistance in tax matters
including the exchange of information on request,
automatic exchange, tax examinations abroad, and
assistance in tax collection. Ecuador also signed the
CRS Multilateral Competent Authority Agreement (CRS
MCAA), which is the prime international agreement
for implementing the automatic exchange of financial
account information.

El Salvador
A Bill for the prevention and control of money
laundering is currently being studied by the Public
Security and Anti-Drug Trafficking Commission of the
Congress of El Salvador. The Bill aims to strengthening
the regulation against money laundering, the financing
of terrorism, and the financing of the proliferation
of mass destruction weapons. The Bill includes the
creation of a new unit of the Office of the Attorney
General of the Republic, called the Financial Analysis
Unit. If approved, the Bill would repeal El Salvador’s
current Anti-Money Laundering Law.

Estonia
Chair of the board of Estonia’s Financial Supervision
Authority, Kilvar Kessler, gave a presentation on 6
November on the experience of Estonian financial
supervisors in combating international money
laundering, as part of a discussion on matters of
significant national importance. Mr Kessler put
forward three proposals to counter money laundering
more effectively: changes to the misdemeanour part
of Estonian criminal law, which is not suitable for
the financial sector because of its short statutes of
limitation, complicated procedures and low conviction
rates; the need for a central analysis base in Estonia
for assessing the risks of money laundering, terrorism
funding and breaches of international financial
sanctions; and that an EU centre to combat money
laundering needs to be set up to coordinate the work of
the competent authorities.

Germany
BlackRock’s Munich offices were raided by
criminal prosecutors on 6 November, as part of the
criminal investigation into tax fraud in Germany. A
spokesperson for BlackRock confirmed the raid had
taken place and stated that the group was “fully cooperating with an ongoing investigation relating to cum
ex transactions in the period 2007-2011.”

Hong Kong
Hong Kong’s Securities and Futures Commission (SFC)
issued a statement on 1 November setting out a new
approach to bring virtual asset portfolio managers and
distributors of virtual asset funds under its regulatory
net. The statement also sets out a conceptual
framework for the potential regulation of virtual asset
trading platforms.
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Kazakhstan
Public Eye published the results of its investigation
into private oil trader, Vitol’s, move to become a
major player in Kazakhstan on 14 November, which
highlights one of the strategies used by traders to
gain market share: associate oneself with PEPs in a
joint venture. Public Eye stresses that this strategy
entails high risks of corruption and that the Swiss
Federal Council must act and impose due diligence
requirements on traders, in particular in relation to
their business partners. Public Eye also states that
the findings highlight the importance of obliging
traders to disclose payments made to producer
countries for the purchase of commodities.

Libya
The Central Bank of Libya (CBL) announced on 8
November the adoption of a national strategy to
combat money laundering and terrorist financing. The
National Committee to Combat Money Laundering
and the Financing of Terrorism, chaired by the
governor of the CBL, discussed Libya’s chair of the
Middle East and North Africa Financial Action Task
Force for 2019 and the priorities.

Malaysia
Rosmah Mansor, the wife of former Malaysian prime
minister Najib Razak, was charged on 15 November
with bribery related to a MYR 1.25 billion solar energy
project, in addition to corruption charges brought
in October. Ms Mansor is accused of soliciting
MYR 187.5 million from Jepak Holdings for help in
securing the contract and receiving MYR 1.5 million.

Malta
Malta’s Budget for 2019 was presented to the
House of Representatives on 22 November and
includes measures to strengthen Malta’s anti-money
laundering strategy, by increasing transparency and
accountability, strengthening its regulatory base,
finalising its risk assessment plan and setting up a
national coordinating committee. The Budget plans to
expand the Malta Individual Investor Programme and
the Malta Residency and Visa Programme.

Mexico
Mexico’s newly elected president Andrés Manuel
López Obrador has unveiled a security plan that will
bring peace to the country. The peace and security

plan, which will take effect on 1 December when Mr
López Obrador is sworn in, includes the creation of a
new national guard under the command of the army.

costs. The KYC utility was due to be a shared service
among banks, making it easier for financial institutions
to conduct customer due diligence. The MAS will
now work to facilitate financial institutions’ credit
assessment of small-and-medium enterprises (SMEs)
using government data.

Montenegro
President of Montenegro Milo Đukanović presented
a plan for introducing an individual investment
programme of economic citizenship based on
attracting foreign direct investment during the 12th
Global Residence and Citizenship Conference, held in
Dubai in November.

Namibia
The European Council removed Namibia from the EU’s
list of non-cooperative tax jurisdictions on 6 November.
The EU’s press release explains that Namibia has
made sufficient commitments at a high political level to
address the concerns. The EU’s list helps to prevent tax
avoidance by businesses.

Netherlands
The Dutch government published a preliminary
proposal implementing rules on hybrid mismatches
as required under the amended EU Anti-Tax Avoidance
Directive (ATAD2) on 29 October. The consultation is
open until 10 December.

South Africa
The National Treasury of the Republic of South Africa
published its final forensic investigation report on
Eskom and Transnet on 16 November, which sets out
the findings of investigations into allegations relating to
Transnet’s procurement of locomotives, procurement
of consultancy services from McKinsey, Regiments and
Trillian and Eskom’s procurement of coal from Tegeta.
South Africa’s president Cyril Ramaphosa assented
to the Public Audit Amendment Bill on 18 November,
which gives the Office of the Auditor-General South
Africa more power to act against those who waste
taxpayers’ money, as well as those who are aware
that money is being lost due to corruption but decline
to hold the culprits to account.

Sweden
Sweden’s Central Bank, Riksbank, published a report on
its e-krona virtual currency project on 22 November, on
considerations for a cashless future. The report states
that the e-krona will have to interact with other systems
and agents, such as banks and other companies, and
systems will have to be in place to enable AML checks.

Poland
The head of Poland’s financial regulator Marek
Chrzanowski stepped down on 13 November following
allegations that he solicited a bribe from one of the
country’s banks. Poland’s anti-corruption agency
announced on 27 November that it has detained Mr
Chrzanowski and that he will face charges.
Poland’s Federal Council published the final version of
three ordinances that supplement the Money Gaming
Act on 9 November, which includes the “Ordinance
of the FDJP on the Due Diligence Obligations of
the Organizers of Major Games to Combat Money
Laundering and the Financing of Terrorism.”

Singapore
The Monetary Authority of Singapore (MAS) managing
director Ravi Menon confirmed on 12 November
that the proposed centralised Know-Your-Customer
(KYC) utility has been shelved due to unexpected high

United Arab Emirates
The United Arab Emirates (UAE) issued Federal Law
No. 20 of 2018 on Anti-Money Laundering on 30
October, which establishes a legal framework to further
combat money laundering and financing of terrorism
and other illegal organisations. The new Law is in line
with the Recommendations of the FATF.

US
The US Department of the Treasury lifted sanctions
on two Turkish officials on 2 November that were
targeted following Turkey’s detention of American
pastor Andrew Brunson who was released in October.
Turkey’s minister of justice Abdulhamit Gul and minister
of interior Suleyman Soylu have been removed from the
US sanctions list. US president Trump said the US was
now on track to have “a terrific relationship with Turkey”
following Mr Brunson’s release.
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