
August 2018



About Us

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to take better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all major European languages, 
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.

We have both knowledge of and access to relevant public and 
proprietary data sources, as well as a longstanding network of reliable, 
informed local contacts in the regions where we operate, cultivated 
over decades, who support regularly in undertaking local enquiries on 
a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.

We operate a “Client First” policy that ensures strict adherence to the 
core principles of quality control, confidentiality and respect for time 
constraints, and provide cost-effective solutions, which allows our 
clients to obtain the highest quality standard of EDD at one of the best 
cost-to-benefit ratios in the marketplace. Our independence enables 
us to avoid many of the potential conflicts of interest that may affect 
our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

Founded in 2014, Aperio Intelligence is a specialist, 
independent corporate intelligence firm staffed by 
individuals who collectively have decades of experience 
in undertaking investigations and intelligence analysis. 

Our team has worked in over 150 countries, on 
thousands of cases, for a wide range of leading global 
corporations, financial institutions and law firms. 
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Find out more about the Aperio Intelligence Team at:     
www.aperio-intelligence.com
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The EU’s updated Blocking Statute enters into force

Welcome to the August edition of the Financial Crime 
Digest, Aperio Intelligence’s monthly newsletter, an 
informative summary of the most recent developments 
relating to the world of money laundering, fraud and 
terrorist financing, bribery and corruption, and sanctions.

info@aperio-intelligence.com 

TECHNICAL UPDATES

3

The EU’s updated Blocking Statute 
entered into force on 7 August, 
to protect EU companies doing 
legitimate business with Iran 
from the impact of US extra-
territorial sanctions, following the 
reimposition of the first wave of US 
sanctions on 6 August.

The updated Blocking Statute is part of 
the EU’s continued support for the Joint 
Comprehensive Plan of Action (JCPOA), 
including by sustaining trade and economic 
relations between the EU and Iran. The 
Blocking Statute allows EU operators to 
recover damages arising from US extra-
territorial sanctions from the persons 
causing them and nullifies the effect in the 
EU of any related foreign court rulings. It 
also forbids EU persons from complying 
with those sanctions, unless exceptionally 
authorised to do so by the Commission in 
case non-compliance seriously damages 
their interests or the interests of the EU. 

Individual member states have the authority 
to decide on the direct enforcement and 

The EU’s updated Blocking 
Statute can be found HERE.
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sanction mechanism of the Blocking Statute, 
and in some member states non-compliance 
with the Statute can be a criminal offence. 
Following the updates to the Blocking Statute, 
which now targets a major US sanctions 
programme, should the Commission and 
member states begin enforcing the Blocking 
Statute, many companies will find themselves 
in violation of either EU or US law.  

Following the reimposition of the first set of 
US sanctions several EU companies have 
suspended plans to invest in Iran. Notably, 
French energy and petrochemicals company 

Total confirmed on 21 August that it will be 
withdrawing from its investments in Iran after 
failing to obtain a business waiver from the US, 
which would leave it exposed to any secondary 
sanctioning. 

The 180-day wind-down period ends on 4 
November, at which time the remaining US 
sanctions that were lifted or waived pursuant 
to JCPOA will come back into effect. 

http://europa.eu/rapid/press-release_IP-18-4805_en.htm
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FCA publishes annual AML and enforcement reports
The UK’s Financial Conduct Authority 
(FCA) published its anti-money 
laundering (AML) annual report 
2017/18 on 19 July, which provides 
details on the weaknesses identified in 
firms’ AML controls. 

In assessing the findings and outcomes of 
the AML programmes reviewed by the FCA, 
the report states that despite significant 
improvements made in firms’ AML controls 
weaknesses were identified such as relating to 
client risk assessments that considered only a 
limited number of factors, which could result 
in inadequate due diligence and monitoring. 
The report also states that whilst firms were 
generally found to be taking a risk-based 
approach, there were instances in which firms 
failed to record the justifications for their 
decisions. In addition to this, some firms were 
identified as having more work to do to comply 
with the changes introduced by the Money 
Laundering Regulations 2017. During second 
round reviews completed with just three firms 
so far, the FCA identified weaknesses in firms’ 
anti-bribery and corruption frameworks and 
made it clear to those firms that they must 
manage and mitigate all their financial crime 
risks at all times. 

The FCA reports that it continues to find 
deficiencies, some serious, at some firms, 
mostly smaller overseas banks, during its 
regular AML inspections. One of the most 
common deficiencies was the ineffective 
application of enhanced due diligence, which 
led to poor identification and monitoring of 
customers who were PEPs or who were high 
risk. On revisiting those firms with weaknesses, 
some firms had improved their AML controls, 
others had made little or no progress, and in 
some cases were worse. The FCA states that 
additional action has been taken in regard to 
those firms, including launching four formal 
investigations and appointing the independent 
review of seven firms’ systems and controls.

The FCA states in its AML report that it 
is currently investigating around 75 firms 
and individuals for AML issues. The recent 
increase in the number of AML investigations 
is attributed to the FCA’s new enforcement 
approach, as set out in the March 2018 paper 
FCA Mission: Our Approach to Enforcement, 
which has resulted in investigations being 
opened earlier and more quickly where serious 
misconduct is suspected.  

The FCA also published its enforcement 
annual performance report 2017/18 on 19 
July, which provides an overview of the FCA’s 
enforcement activities during 2017/18 and a 
summary of firm feedback.

The report shows that on 1 April 2017, 55 
cases relating to financial crime were open, 46 
financial crime cases were opened during the 

year, and as of 31 March 2018 the number of 
open financial crime cases was 86. 

A further consultation paper will be published 
by the FCA later this year following the review 
of the FCA’s penalty policy. Work continues 
relating to enforcement-related legal and 
policy aspects of other FCA-wide projects 
such as expanding the Senior Managers 
and Certification Regime, and introducing 
the Office for Professional Body Anti-Money 
Laundering Supervision. 

The FCA’s AML annual report 
can be found HERE.

The FCA’s enforcement annual 
report can be found HERE.

The FCA reports that it continues to find 
deficiencies, some serious, at some firms, 
mostly smaller overseas banks, during its 
regular AML inspections.
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https://www.fca.org.uk/publication/corporate/annual-report-2017-18-anti-money-laundering.pdf
https://www.fca.org.uk/publication/corporate/annual-report-2017-18-enforcement-performance.pdf


The Financial Action Task Force (FATF) 
published a report on 26 July on 
professional money laundering, which 
aims to help authorities understand how 
professional money launderers operate. 

The FATF identified, following its fourth round 
of assessments, that many countries are not 
investigating and prosecuting complex and 
third-party money laundering sufficiently. This 
latest report from FATF provides insight into the 
key characteristics of the individual professional 
money launderer, the professional money 
laundering organisation and the professional 
money laundering network of associates and 
contacts that facilitate money laundering, 
as well as the techniques and tools used by 
professional money launderers.

FATF issues report on professional 
money laundering

The Financial Action Task Force 
(FATF) and the Asia/Pacific Group on 
Money Laundering (APG) published a 
report on 2 August on financial flows 
from human trafficking, which aims 
to raise awareness about the type of 
financial information that can identify 
human trafficking and the potential 
links between human trafficking and 
terrorist financing.

The FATF states in its introduction to the report 
that there has not been sufficient focus on 
how to use financial information to detect and 
disrupt human trafficking networks. The report 
provides an overview of the scale and scope 

FATF and APG issue report on financial 
flows from human trafficking
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The FATF report can be found HERE.

The FATF report can be found HERE.

of human trafficking, and good practices to 
help countries develop measures to address 
the issue, which includes red flag indicators 
to help identify those who are laundering the 
proceeds of crime.

The report states that the private sector, 
and particularly financial institutions, are on 
the frontline in regard to the risks posed by 
human trafficking, and that it is important 
that countries assess how they are at risk of 
human trafficking and the laundering of the 
proceeds of this crime.

The report presents real case studies to 
illustrate the different types of money laundering 
organisations and networks in operation, and 
how the case was investigated.

ECB publishes 
procurement 
guidelines 
for TIBER-EU 
framework
The European Central Bank 
(ECB) published on 7 August the 
services procurement guidelines 
for the Threat Intelligence-Based 
Ethical Red Teaming (TIBER-
EU) framework, to help entities 
select threat intelligence and red 
teaming service providers that 
can deliver an appropriate level of 
expertise and support.

The TIBER-EU framework enables 
European and national authorities to 
work with financial infrastructures and 
institutions to put in place a program to 
test and improve their resilience against 
sophisticated cyber attacks. 

The ECB’s guidelines: set out the 
requirements and standards that must 
be met by threat intelligence and red 
team providers to deliver recognised 
TIBER-EU tests; offer guiding principles 
and selection criteria for entities, as 
they look to procure services from 
prospective providers; and provide 
questions and agreement checklists 
that can be used when entities 
undertake their due diligence and look 
to formalise the procurement process 
with providers.

The ECB’s services procurement 
guidelines can be found HERE.

http://www.fatf-gafi.org/publications/methodsandtrends/documents/professional-money-laundering.html
http://www.fatf-gafi.org/publications/methodsandtrends/documents/human-trafficking.html
http://www.ecb.europa.eu/pub/pdf/other/ecb.1808tiber_eu_framework.en.pdf


FCA consults on proposals to 
introduce public register on people 
working in financial services 
The UK’s Financial Conduct Authority 
(FCA) issued a consultation paper 
on 4 July, entitled Introducing the 
Directory, seeking feedback on its 
policy proposals for a new public 
register of directory persons and 
senior managers who carry out work 
on behalf of FSMA firms. 

The FCA’s proposals are designed to reduce 
the potential harm arising from: consumers 
falling victim to financial crime, individuals 
who are not suitable to operate in the UK 
market, and limited visibility for customers 
when trying to access financial products or 
advice from all of those who provide services.

The proposals put forward in the consultation 
paper include that the new Directory would 
make information public on additional 
individuals who carry out a wider range of 
roles, including those that the FCA does not 

The FCA’s consultation can be 
accessed HERE.

approve and therefore who do not appear 
on the Financial Services Register, such 
as financial advisers, traders, portfolio 
managers and additional directors. In order 
to deliver these proposals, firms would 
need to provide the FCA with additional 
information on all relevant individuals who 
work on their behalf. 

The FCA is seeking feedback on: which 
individuals to include in the Directory; what 
information the FCA should publish about 
each individual; and when firms need to 
submit and update information about their 
employees. 

Responses to the consultation should be 
provided by 5 October. 

TECHNICAL UPDATES
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UK publishes research report on 
registers of beneficial ownership 
The UK’s parliamentary research 
department published on 24 August 
a paper on registers of beneficial 
ownership, outlining the beneficial 
ownership structure in the UK, 
assessing the development of 
beneficial ownership registers around 
the world and providing an overview 
of the issues around its Overseas 
Territories.

The paper comments that: “Around the 
world, many countries have created or 

have plans to create registers. Among 
British Overseas Territories and Crown 
Dependencies, public registers are the 
exception at the moment, but will become 
the norm for companies by the end of 
2020. In the EU, member states have until 
January 2020 to make public the data 
on the beneficial owners of legal entities 
such as companies.”

EC delegated 
regulation 4MLD 
RTS on central 
points of contact 
published in 
Official Journal

Commission Delegated Regulation 
(EU) 2018/1108 supplementing 
Directive (EU) 2015/849 of the 
European Parliament and of the 
Council with regulatory technical 
standards (RTS) on the criteria for the 
appointment of central contact points 
(CCP) for electronic money issuers 
and payment service providers and 
with rules on their functions was 
published in the Official Journal of the 
European Union on 10 August. 

The Regulation lays down regulatory 
technical standards on the criteria for the 
appointment of CPP for electronic money 
issuers and payment service providers and 
rules on their functions under the Fourth 
Money Laundering Directive (4MLD).

The Regulation comes into force on 30 
August 2018.

The entry in the Official Journal 
can be accessed HERE.

The UK’s parliamentary research 
report can be accessed HERE.

https://www.fca.org.uk/publications/consultation-papers/cp18-19-introducing-directory
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2018.203.01.0002.01.ENG&toc=OJ%3AL%3A2018%3A203%3ATOC
https://researchbriefings.parliament.uk/ResearchBriefing/Summary/CBP-8259#fullreport


Legal challenge 
to CRS and 
BO registers 
initiated by UK 
law firm
London based law firm, Mishcon de 
Reya has initiated a legal challenge 
against the Common Reporting 
Standard (CRS) and Beneficial 
Ownership (BO) registers, calling into 
question the impact of the obligations 
on fundamental privacy rights, the 
company announced on 1 August. 

The press release issued by Mishcon de 
Reya states, “Our contention is that the 
publication of sensitive data concerning 
the internal governance and ownership 
of private companies by the Beneficial 
Ownership Registers is not necessary to 
achieve the stated objectives. Similarly, we 
believe that the exchange of information 
under the CRS is excessive, as information 
is exchanged indiscriminately and affects 
all account holders regardless of the size 
of the account. The information exchanged 
under the CRS includes sensitive personal 
data (such as the name, date/place of 
birth and tax identification number of the 
account holder) as well as financial data 
about the financial account itself such as 
the account number and balance. This 
exposes compliant account holders to risk 
of hacking and data loss: it could lead to 
identity theft on a grand scale.”

A formal complaint has been issued to the 
UK Information Commissioner’s Office.
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Consultation on Global Financial 
Innovation Network published

The UK’s Financial Conduct Authority 
(FCA), in collaboration with 11 
financial regulators and related 
organisations, announced on 7 August 
the creation of the Global Financial 
Innovation Network (GFIN) and the 
launch of a consultation seeking 
views on the mission statement for 
the GFIN, and its proposed functions 
and priorities. 

The GFIN, which builds on the FCA’s 
proposal to create a ‘global sandbox,’ will 
seek to provide a more efficient way for 
innovative firms to interact with regulators, 
helping them navigate between countries 
as they look to scale new ideas. It will also 
create a new framework for cooperation 
between financial services regulators 
on innovation related topics, sharing 
experiences and approaches.

The consultation sets out the three main 
functions of the GFIN: to act as a network 

of regulators to collaborate and share 
experience of innovation in respective 
markets, including emerging technologies 
and business models; to provide a forum 
for joint policy work and discussions; and 
to provide firms with an environment in 
which to trial cross-border solutions. 

The group is also keen to hear from 
other interested regulators or related 
organisations who wish to get involved.

The consultation can be found HERE.

FCA opens more investigations 
than ever before, reports the FT
The Financial Times reported on 
13 August that the UK’s Financial 
Conduct Authority (FCA) had over 
500 investigations open in April 2018, 
which represents a fivefold increase 
in the number of open investigations 
compared to 2016.

According to the FT report, this increase 
in FCA investigations correlates with a 
significant drop in the value of financial 
penalties imposed by the regulator. The total 
value of penalties imposed in 2015/16 was 

GBP 884.6 million, which fell to GBP 
69.9 million in 2017/18.

These changes point to a new strategic 
approach from the FCA of opening 
more investigations to effect changes 
in firms and encourage a heightened 
culture of regulatory compliance. It 
is significant that there has been a 
notable increase in the number of open 
investigations focused on governance 
and culture alongside the general 
increase in activity.

The press release can be found HERE.

https://www.fca.org.uk/publications/consultation-papers/global-financial-innovation-network
https://www.mishcon.com/news/firm_news/legal-challenge-to-common-reporting-standard-crs-and-beneficial-ownership-bo-registers


State Attorneys General issue call to 
end anonymous shell companies 
Twenty-four Attorneys General from 
across the US sent a letter to the 
House Financial Services Committee, 
dated 2 August, expressing support for 
legislation that requires the disclosure 
of the owners of companies at the 
time of incorporation to prevent the 
use of anonymous shell companies 
to evade accountability, and setting 
out additional components that they 
believe should be adopted to improve 
corporate transparency. 

The letter explains that the use of 
anonymous shell companies by those 
engaged in illicit activities can stall law 
enforcement efforts. The letter urges 
lawmakers to ensure that the legislation 
adopted to improve corporate transparency 
addresses the following: 

•  Information must be available to state 
and local law enforcement for their use 
in civil and criminal investigations, and 
states’ authority to enact and enforce state 
laws to ensure corporate transparency and 
prevent wrongdoing must be maintained; 

•  Law enforcement should be able to 
access the information throughout their 
investigation, either by using subpoenas 
or through officials trained to use the 
Financial Crimes Enforcement Network 
(FinCEN) database; and

•  The definition of beneficial ownership 
must not allow loopholes that criminals 
can exploit.

During a House Financial Services 
Committee hearing on 12 July, Treasury 
Secretary Steven Mnuchin said that he 
supports legislative changes that would 
deter money laundering and terrorist 
financing through the use of shell 
companies and that corporate ownership 
information should be made available to 
law enforcement. 

Senators Marco Rubio (R-FL) and Ron 
Wyden (D-OR) introduced the Corporate 
Transparency Act in August last year, 
which would prevent individuals from 
using anonymous shell corporations to 
engage in illicit activities.

TECHNICAL UPDATES
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Lloyds signs partnership with City 
of London Police to fight crime
Lloyds Banking Group announced on 
20 August that it has signed a joint 
working partnership and sponsorship 
agreement with the City of London 
Police to combat economic crime, 
which will see the bank invest GDP 1.5 
million in unique policing initiatives. 

The money will be used to fund several 
projects over a three-year period, with the 
goal being to strengthen the UK’s capabilities 
to detect criminals and protect the public 

and businesses. Amongst the initiatives, 
an economic crime panel of experts will 
be established.

“Developing partnerships to tackle fraud 
is a cornerstone of our overall approach,” 
said City of London Police’s Assistant 
Commissioner, Alistair Sutherland. “This 
is a fantastic opportunity to work closely 
with a highly regarded, international 
private sector partner and to share our 
expertise and knowledge.”

FMSB publishes 
behavioural 
analysis study of 
financial market 
misconduct 

The FICC Markets Standards Board 
(FMSB) published on 27 July its 
behavioural cluster analysis study 
into the behavioural patterns in 
cases of misconduct in financial 
markets. 

According to the FMSB, the results of the 
study into 390 cases of misconduct over 
225 years and covering 26 countries and 
multiple asset classes, indicates that 
the behavioural patterns in instances 
of misconduct are not unique to each 
case but that 25 behavioural patterns are 
evident and that these consistently recur 
over time. 

The work undertaken by the FMSB 
involved researching and analysing 
information set out in a large body of 
enforcement cases. The materials were 
used to illustrate the behaviours in 
question, so that they can be understood 
by market participants and factored into 
systems and controls frameworks.

The study can be accessed HERE.

https://fmsb.com/fmsb-publishes-new-financial-markets-misconduct-research/
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ASIC publishes report on financial adviser fraud
The Australian Securities and 
Investments Commission (ASIC) 
published its report, REO 584 Improved 
Protections for Deposit Accounts with 
Third-Party Access, on 9 August, which 
details the findings of its review into 
banks’ deposit accounts with third-
party access to determine whether the 
compliance measures and controls in 
place are sufficiently robust to address 
the fraud risks. 

The review was instigated by concerns 
raised about the use of financial adviser-
operated deposit accounts by Sherwin 
Financial Planners Pty Ltd and Wickham 
Securities Pty Ltd. According to the report, 
while the ASIC did not find widespread 
misconduct in relation to adviser-operated 
deposit accounts offered by the five banks 
investigated, the ASIC considers that the 
banks could do more to manage the risks 
to customers associated with third-party 
access to funds in customers’ accounts. 

The banks involved in the review have agreed 
to make improvements to their current 
practices based on the findings set out in the 
report, which includes:

•  Ensuring account application forms 
adequately explain to customers that they 
will be giving the adviser the authority to 
operate on their account, and sending 
follow up communications to customers 
after the account is opened with details of 
the authority that has been given;

•  Better monitoring of advisers’ use of these 
accounts and their transaction requests, 
and investigation of any suspicious 
requests; and

•  Considering the circumstances of any 
fraud that occurs using these accounts 
and, where appropriate, remediating a 
customer who has lost funds due to 
unauthorised transactions by their adviser.

The ASIC’s report can be found HERE.
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The banks involved in 
the review have agreed 
to make improvements 
to their current practices 
based on the findings set 
out in the report.

Government provides AUD 70.1 million package for ASIC
Financial Services Minister, Kelly 
O’Dwyer, and Treasurer, Scott Morrison, 
announced on 7 August, a package 
of measures totalling AUD 70.1 
million for the Australian Securities 
and Investments Commission (ASIC) 
to ensure that the regulator has the 
resources and powers to combat 
misconduct in the financial services 
industry. 

The package of measures includes the 
implementation of a new supervisory 
approach in respect of Australia’s 
five biggest financial institutions – 

Commonwealth Bank, Westpac, NAB, ANZ 
and AMP Capital – by embedding dedicated 
staff within those institutions to monitor 
governance and compliance. 

The additional funding will also be used 
to establish a dedicated taskforce within 
the ASIC to conduct a thematic review into 
corporate governance to identify and pursue 
failings in large listed companies, which will 
include deploying staff to conduct onsite 
surveillance and investigations. 

The additional funding from the Government 
follows a decision by the new Chairman 

of the ASIC, James Shipton, to focus 
the strategic direction of the ASIC on 
proactive enforcement and increase 
onsite supervision. The biggest portion of 
the funding, AUD 26.2 million, has been 
earmarked to accelerate and increase the 
intensity of the ASIC’s enforcement activities 
and enhance its capacity to address serious 
misconduct.

The government’s press release 
can be found HERE.

https://asic.gov.au/about-asic/media-centre/find-a-media-release/2018-releases/18-235mr-banks-to-improve-fraud-protection-systems-following-asic-review/
http://kmo.ministers.treasury.gov.au/media-release/092-2018/
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Moldova passes controversial tax measures

Moldova’s parliament passed a package 
of fiscal reforms, including the Law 
on Voluntary Declaration and Fiscal 
Stimulation on 26 July, which have been 
widely criticised over concerns that the 
reforms could threaten fiscal stability 
and encourage corruption. The fiscal 
reforms introduced by the new law will 
provide tax incentives and an amnesty 
for registering assets.

The package of reforms includes three 
laws that provide a tax amnesty, legalise 
assets acquired illicitly, and change the 
taxation threshold for individuals, which 
Moldova’s government claims will stimulate 
investment. The International Monetary 
Fund has criticised the new measures as 
“regressive and risky.” The US embassy has 
commented that the new laws legitimise 
theft and corruption, and will damage 
Moldova’s business climate. 

The most controversial of the reforms allows 
individuals to legalise money and assets 

that they have acquired but not declared 
for tax purposes, with the state imposing 
a 3 percent fee on the assets declared. 
Moldova has also come under criticism for 
a law already in place that gives individuals 
Moldovan citizenship for EUR 100,000 or 
EUR 250,000 of investments.

The Council of Europe’s Committee on 
the Evaluation of Anti-Money Laundering 
Measures and the Financing of Terrorism 
(Moneyval) issued a statement on 27 
July to clarify that it was not consulted 
on the law in response to misleading 
media reports suggesting that Moldova’s 
new law had been analysed positively by 
a member of the Committee. Moneyval 
reiterated in its statement that “In line 
with its rules of procedure, MONEYVAL is 
responsible for analysing all voluntary tax 
compliance programmes adopted by its 
members with regard to their compliance 
with the applicable international anti-money 
laundering and counter-terrorist financing 
standards.”

Report on integrity in Australian sport published
A report commissioned by the 
Australian government into integrity 
in Australian sport in response to 
the growing global threat to sporting 
integrity was published on 1 August, 
setting out the serious crime risks 
facing sport in Australia and 52 
recommendations for combating 
threats of corruption.

The report, conducted by an independent 
panel of experts led by Hon James Wood 
QC, represents the most extensive review of 
Australia’s sport integrity measures. One of 

the major integrity threats identified in the 
report relates to the international growth in 
sports betting, which has created a low-risk, 
high-profit environment for the manipulation 
of sports competitions. Corruption occurs 
at all levels of sport, but particularly the ‘sub-
elite’ levels where there is less monitoring 
and visibility, making them attractive 
avenues for organised crime to engage in 
money laundering. 

The key recommendations of the report are 
the need to establish a ‘National Platform’ 
for the regulation of sports wagering in 

Australia, the need for a centralised sport 
wagering fraud detection and response 
capability, and stronger international 
connectivity; as well as the need to establish 
a national sports integrity commission that 
would have status as a law enforcement 
agency focused on corruption monitoring 
and investigations, and the regulation of 
sports wagering. 

The report can be found HERE.

The package of reforms 
includes three laws that 
provide a tax amnesty, 
legalise assets acquired 
illicitly, and change the 
taxation threshold for 
individuals.

http://www.health.gov.au/internet/main/publishing.nsf/Content/63F0A5D7BDA5A0B5CA2582CF0005E6F9/$File/HEALTH-RASIA-Report-Acc.pdf


On 10 August 2018, tens of thousands 
of people gathered in the streets of 
Bucharest to protest against what they 
perceived as constant attempts of 
the governing coalition to weaken the 
judiciary in Romania. The protesters 
rallied in the capital’s Victory Square, in 
front of Government House, to request 
the resignation of the government, 
just four months before Romania will 
assume the presidency of the European 
Union. This article considers the impact 
of these events on the current political 
and judicial situation in Romania, and 
how these events may impact future 
developments in the country.  

Background 

According to Transparency International’s 
Corruption Perception Index 20171, Romania 
still ranked among the most corrupt four 
countries in Europe in 20172. There is 
consensus among Romanian commentators 
that after the fall of Communist rule, 
corruption in the central and local 
administration has been one of the main 
causes of social unrest and political and 
economic instability in the country. Despite 

Romania’s anti-corruption struggle: protests, 
political confrontations and social turmoil
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some significant improvements, corruption 
is still a major issue. Successive Romanian 
governments have declared judicial reform 
and the fight against corruption as one of 
their priorities before and after the country 
joined the Council of Europe, NATO and the 
European Union. The IMF and the World 
Bank have assisted Romania’s government 
in its declared ambition to improve the 
judiciary and public administration. 

In 2002 a National Anticorruption 
Directorate (DNA)3 was created with the 
stated purpose of focusing on high level 
corruption. However, during its first years 
of operation, the agency was inefficient and 
politically dependent.

It was not until 2007 that the DNA became a 
noteworthy independent actor in Romania’s 
judicial sector. The country’s accession to 

1 The index shows the perceived level of public sector corruption among the citizens of a country.

2 Corruption Perceptions Index 2017, Transparency International, 21 February 2018, https://www.transparency.org/news/feature/corruption_perceptions_index_2017 

3 Initially called the National Anticorruption Prosecution Office.
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the EU in January 2007 offered an external 
institutional anchor for judicial reform and 
the fight against corruption. By creating a 
Cooperation and Verification Mechanism 
(CVM), which oversees and assists the 
country in making progress in regards 
to judicial reform and the fight against 
corruption, the EU offered an external 
guarantee that prosecutors and judges 
could work free from political pressure. 
Since 2007, the DNA started on a regular 
basis to investigate corruption-related acts 
of high profile politicians. Between 2013 
and 2018, under the last chief prosecutor 
of the institution, Laura Codruța Kövesi, 63 
politicians or high-ranking officials were sent 
to court, out of which 37 were convicted as 
follows: nine ministers and former ministers, 
21 deputies, six senators and one member of 
the European Parliament. 

The DNA’s investigations have usually 
attracted high media attention and have 
contributed to a reduction of confidence 
in political parties by the electorate. As a 
result, politicians on all sides have started 
criticising the DNA for alleged political bias.

Most recently, centre left parties like the 
Social Democrat Party (PSD) and their 
allies, the Liberal Democrats (ALDE) have 
repeatedly criticised the DNA for alleged 
human rights violations and called into 
question the usefulness of the CVM. On 
other hand, centre right political parties, 

such as President Klaus Iohannis’s The 
National Liberal Party (PNL) and The Save 
Romania Union (USR) have supported the 
DNA and what they called the institution’s 
success in the fight against corruption. 
These tensions, propagated throughout 
society by the party’s leaders and 
supporters, and by various NGOs, have led 
to the street protests that have occurred in 
Romania over the past 18 months.

Political and social turmoil

The last parliamentary elections in 
December 2016 were won by an alliance 
comprising of the PSD and ALDE, which 
formed a government supported by the 
Democratic Alliance of Hungarians in 
Romania and the MPs of ethnic minorities. 

The new ruling coalition stated in its 
governance program its willingness to 
combat what they described as abuses 
conducted by the Romanian anti-corruption 
prosecutors. The PSD and ALDE claimed 
that the DNA had illegally collaborated with 
the SRI, the Romanian intelligence agency, 
through secret protocols in carrying out the 
investigations. 

As a result, the Government and the 
Parliament made (or attempted to make) 
several key changes to the judicial codes 
which were generally opposed by President 
Iohannis, the opposition political parties, 

various NGOs, and a significant part of 
civil society, who viewed the changes as 
attempts to weaken the anti-corruption 
fight. Firstly, in January and February 2017, 
up to 600,000 people rallied in the streets 
of Bucharest to convince the PSD-led 
government to revoke its controversial 
Emergency Decree 13, which was widely 
seen as directly benefiting key politicians, 
including PSD President, Liviu Dragnea. 
Arguably the most controversial initiative 
was one which stipulated that the abuse 
of office was to be considered a criminal 
offence only if the damage caused to 
another individual or entity, including 
the state, exceeded RON 200,000 (~EUR 
38,600)4. The government backed down 
and revoked Emergency Decree 13 on 5 
February 20175.  

In August 2017, the governing coalition 
initiated a new series of legislative changes 
to Romania’s criminal code. According to 
these changes, the Minister of Justice could 
request the chief prosecutor of the DNA 
to present information about the activity 
of the body and to file, on request, reports 
about the ongoing investigations. Also, the 
new laws introduced additional regulatory 
actions against prosecutors or judges who 
commit “judicial errors.” These regulatory 
actions included the right of the Minister 
of Public Finances to file legal proceedings 
against prosecutors and judges found 
guilty of “judicial errors” in order to recover 

4 Protestele Anului. OUG care a Scos Sute de Mii de Romani in Strada, Mediafax, 25 December 2017, 

https://www.mediafax.ro/social/retrospectiva-2017-protestele-anului-oug-care-a-scos-sute-de-mii-de-romani-in-strada-16902564

5 Ziua a 6-a de Proteste: 600.000 de Oameni in Strada in toata Tara, Adevarul, 5 February 2017, 

https://adevarul.ro/news/eveniment/ziua-6-a-In-piata-victoriei-bucuresti-anuntat-astazi-mai-mare-protest-fata-oug-1_5896b6f95ab6550cb824818d/index.html
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6 Care Sunt Principalele Modificari Aduse Legilor Justitiei dupa Deciziile Curtii Constitutionale, HotNews, 20 Martie 2018, 

https://www.hotnews.ro/stiri-politic-22351945-sinteza-principalele-modificari-aduse-legilor-justitiei-dupa-deciziile-curtii-constitutionale-ccr-iordache-legile-justitiei-parlament.htm;

Legile Justitiei, Pe Intelesul Tuturor. Ce s-a schimbat, Dupa ce Legile Au fost Puse in Acord cu CCR, Realitatea, 20 Martie 2018, 

https://www.realitatea.net/legile-justitiei-pe-intelesul-tuturor-ce-s-a-schimbat-dupa-ce-legile-au-fost-puse-in-acord-cu-ccr_2140863.html

7 Legile Justitiei, Pe Intelesul Tuturor. Ce s-a schimbat, Dupa ce Legile Au fost Puse in Acord cu CCR, Realitatea, 20 Martie 2018, 

https://www.realitatea.net/legile-justitiei-pe-intelesul-tuturor-ce-s-a-schimbat-dupa-ce-legile-au-fost-puse-in-acord-cu-ccr_2140863.html

8 Anti-Government Protesters and Police Clash in Romania, CNN, 11 August 2018, https://edition.cnn.com/2018/08/11/europe/romania-protest-intl/index.html

9 Leader of Romania’s Ruling Party Sentenced for Corruption, The Guardian, 21 June 2018, https://www.theguardian.com/world/2018/jun/21/leader-of-romanias-ruling-party-sentenced-for-corruption

10 Sentinta ICCJ pentru Liviu Dragnea: Condamnare la 3 Ani si 6 Luni, Achitare pentru Fals Intelectual, Evenimnetul Zilei, 21 June 2018, https://evz.ro/sentinta-liviu-dragnea.html

any expenses paid by the state as a result 
of those errors6. The legislative initiatives 
were submitted to a vote in the Parliament 
by the ruling coalition. In March 2018, the 
Romanian Parliament passed them into law 
after a two-day consultation in the Senate 
and a one-day debate in the Chamber of 
Deputies, the higher and the lower chambers 
of the Romanian legislative. The Parliament’s 
vote was followed by small scale street 

demonstrations, which were largely ignored 
by the governing coalition7.   

In August 2018, groups of Romanian 
expatriates used social media to organise 
a large scale protest against what they 
perceived as the government’s drive 
to weaken the anti-corruption efforts. 
According to Romanian media, around 
100,000 people gathered in Victory Square, 

to request the resignation of the Romanian 
government8. These protests could also be 
seen in the context of two key events. 

Firstly, on 21 June 2018, President of the 
Chamber of Deputies and PSD’s leader Liviu 
Dragnea was sentenced to three years and 
six months in prison on corruption charges, 
a non-definitive decision of the High Court. 
DNA prosecutors proved that between 
2008 and 2010 he ordered two women to 
remain on the payroll of a family welfare 
agency, even though they worked for his 
party9. This was the second conviction for 
Dragnea. In 2015 he received a suspended 
sentence of two years’ imprisonment for 
illegally encouraging voters to take part in 
the 2012 referendum on suspension of then 
Romanian President Traian Băsescu. The 
court decided to merge the two verdicts 
and apply the most severe one10. Shortly 
after the sentence was published, Dragnea 
announced new measures against what he 
called the abuses of the DNA. 

Secondly, on 9 July 2018, Laura Codruța 
Kövesi, the head of the DNA, was dismissed 
by President Iohannis at the request of 
Minister of Justice, Tudorel Toader. 

Since 10 August, the protests have 
continued in Romania in front of 
Government House, although at a reduced 
scale. The main reason for the dispute 
between the governing coalition, on one 
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side, and President Iohannis, the political 
opposition and the protesters, on the other, 
relates to the appointment of the new DNA 
chief prosecutor. Analysts consider that 
Romania’s anti-corruption fight depends 
on whether the new DNA head is politically 
independent or not. 

The impact of recent events on the political 
and judicial situation in Romania

Leading local commentators were 
approached for their views on the likely 
impact of recent governmental actions and 
the subsequent anti-corruption protests on 
the political and judicial situation in Romania. 
The managing partner of a leading law firm 
considers “the current events in Romania 
have negative consequences on the proper 
functioning of the local judicial system both 
in the short and long term.” He explained 
that in order to be efficient, the legal system 
in one country needs to balance the rights 
and freedoms of individuals against the 
powers of state institutions. Once this state 
of equilibrium is broken, either by abuses of 
prosecutors, or by interference from political 
actors, the credibility of the whole legal 
system is affected.  

The president of an influential Romanian 
think-tank said the current political and social 
unrest determined by attempts to diminish 
the progress of the anti-corruption fight in 
Romania may have undesired consequences 
internally and externally. Internally, these 
attempts may alter the checks and balances 
between the three branches of the state’s 
government: risking the transformation of 
Romania into a form of illiberal democracy, 
as has arguably happened in Hungary. 
However, he states, in Romania, there is no 
significant political entity to assume an anti-
EU stance, with the majority of the Romanian 
population remaining pro-EU. Externally, 
the social unrest may lead to a decrease 
in the country’s attractiveness to foreign 
investors. Foreign entrepreneurs could see 
the current events as obstacles to investing 
in the country. Also, the current turmoil might 
render Romania more vulnerable to anti-EU 
and anti-Western propaganda.

Conclusion 

The current struggle against corruption 
in Romania reveals two major groups, 
with radically different sets of beliefs and 
values. On one side, there is a powerful 
patronage network which sustains the 
current political system and opposes any 
progress in the fight against corruption. 
This network consists of mayors, MPs, 
public service officials, and even members 
of the Orthodox church, who are currently 
under investigation or fear they might be 
subject to investigations carried out by the 
DNA. All of these individuals perceive the 
fight against corruption as a threat to their 
wellbeing and privileges.   

On the other side of Romanian society, 
there is a self-appointed progressive group 

which sees the anti-corruption fight as 
a crucial factor in the modernisation of 
the country. This side is represented by 
young people, the middle class and private 
sector employees. They claim that only by 
adopting measures against corruption can 
Romanian society implement long-desired 
transatlantic values such as the rule of law 
and liberal democracy. 

The current struggle against corruption in 
Romania, instead of generating a healthy 
discussion about legal aspects, democracy 
and transparency, has been presented in 
Romanian society as a competition for 
power between the two groups. Predicting 
the outcome is very difficult, since it will 
depend on the balance of power between the 
two groups. The essential question is which 
one of the two groups can better mobilise 
its supporters and resources during the next 
presidential and parliamentary elections? 

Equally important, however, is that only by 
re-initiating a healthy dialogue between 
the two groups, can Romanian society 
fully overcome its difficulties regarding the 
implementation of anti-corruption measures. 
Such a precedent is represented by the 
dialogue in Romanian society before the 
country’s accession to NATO and the EU. 
Then, all society united behind those aims. 
Even today, the country’s membership of  
these organisations represents a universally 
appreciated accomplishment across the 
country’s political spectrum. Restoring 
that dialogue may be a way to develop 
consensus on the need for effective anti-
corruption measures.

Foreign entrepreneurs 
could see the current 
events as obstacles to 
investing in the country. 
Also, the current turmoil 
might render Romania 
more vulnerable to anti-
EU and anti-western 
propaganda. 



The Hong Kong Monetary Authority 
(HKMA) announced on 17 August that 
it has fined Shanghai Commercial Bank 
(SCOM) HK 5 million for breaching the 
Anti-Money Laundering and Counter-
Terrorist Financing Ordinance (AMLO) 
by failing to continuously monitor its 
business relationship with customers 
and failing to carry out customer due 
diligence (CDD) measures in respect of 
certain pre-existing customers when a 
transaction took place that was unusual 
or suspicious.

The disciplinary action against SCOM follows 
an investigation by the HKMA which found 
that the bank contravened three provisions 
of the AMLO. In summary, SCOM did not: (1) 
continuously monitor its business relationship 
with 33 customers by examining the 

Hong Kong Monetary Authority fines Shanghai 
Commercial Bank for AML and CTF failings 

background and purposes of their transactions 
that were identified as complex, unusually large 
in amount or of an unusual pattern, and having 
no apparent economic or lawful purpose, and 
setting out its findings in writing; (2) establish 
and maintain effective procedures for the 
purpose of carrying out its duty to continuously 
monitor business relationships; and (3) carry 
out CDD measures in respect of certain pre-
existing customers when a transaction took 
place with regard to each of the customers 
that was, by virtue of the amount or nature of 
the transaction, unusual or suspicious, or was 
not consistent with SCOM’s knowledge of the 
customer or the customer’s business or risk 
profile, or with its knowledge of the source of 
the customer’s funds.

The HKMA’s disciplinary action also 
requires SCOM to submit a report prepared 

According to a report by the Financial 
Times, European member states 
offering ‘citizenship for sale’ schemes 
will face tougher scrutiny from Brussels 
as part of a wider drive to combat 
money laundering and corruption. The 
EU’s justice commissioner Vera Jourova 
alluded to concerns about the origins of 
wealth of Russian applicants looking to 
gain Maltese citizenship. 

European member states have the freedom 
to set their own criteria for citizenship and 
the offer of ‘citizenship by investment’ 
schemes can require applicants to make 
substantial investments in return for 
granting citizenship. The European member 

EU to confront member states on sale of citizenship
states offering such schemes include Malta, 
Cyprus, Austria, Greece, Hungary, Latvia, 
Lithuania and Portugal. 

Ms Jourova told the Financial Times, “In 
cases of any doubt, a person should not 
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by an independent external advisor 
assessing whether the remedial measures 
implemented are sufficient to address the 
contraventions, by a date and in a manner to 
be specified by the HKMA.

“This is a case concerning deficiencies in 
AML/CFT systems and controls in relation 
to transaction monitoring,” said Carmen Chu, 
Executive Director (Enforcement and AML) of 
the HKMA. “While banks are expected to adopt 
a risk-based approach (RBA) in their AML/CFT 
efforts and it is unrealistic to expect a ‘zero 
failure’ outcome, a RBA can only be effective if 
risk is adequately understood and managed. 
Risk assessments are not static; monitoring of 
customer transactions and ongoing reviews 
are fundamental components of a reasonably 
designed RBA, and banks should have robust 
systems and controls in place.”

have the privilege of citizenship. We 
have no power to ban such a practice 
but we have an obligation to put high 
requirements on the member states to 
be careful. They are granting citizenship 
for the whole of Europe.” 

The European Commission is expected 
to publish a report in autumn, part 
of the more general drive against 
money laundering, in conjunction with 
the European Central Bank and the 
European Banking Authority, that is 
likely to express concern about the 
government schemes not carrying out 
adequate due diligence on applicants 
and their sources of wealth. 

Ms Jourova told the 
Financial Times, “In 
cases of any doubt, 
a person should not 
have the privilege of 
citizenship.”



The Danish Customs and Tax 
Administration, SKAT, has filed 
a lawsuit at the High Court in 
London against 71 individuals 
and companies alleging that 
the defendants took part in a 
multinational fraud to cheat the 
Danish government out of GDP 
1 billion in reimbursed taxes, 
according to a 17 August report on 
legal news service Law360.

The Danish tax authorities are said to 
have opened 388 civil cases against 
firms and individuals in several countries, 
including Britain and the US, with claims 
totalling DKK 12.7 billion. The suit filed at 
the High Court in May marks the latest 
round of litigation filed against pension 
plans and investment funds it accuses 
of fraudulently receiving tax refunds 
between 2012 and 2015.

Denmark files 
GDP 1 billion tax 
fraud lawsuit at 
the High Court

Denmark’s public prosecutor for 
special economic and international 
crime (SØIK) and Estonia’s general 
prosecutor have separately 
announced the launch of a criminal 
investigation into Danske Bank for 
alleged money laundering offenses.

The two investigations have been instigated 
by allegations that the Estonia branch of 
Denmark’s largest bank was involved in the 
laundering of DKK 53 billion between 2007 
and 2015. Estonia’s parliament held an 
extraordinary meeting at the end of July to 
discuss the Danske Bank case, where it was 
announced that a criminal investigation into 
the bank had begun.

Morten Niels Jakobsen, attorney at SØIK, 
commented during the announcement of 

Investigations launched into Danske 
Bank money laundering allegations 
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Copenhagen Cooperative Bank 
investigated for alleged AML breach
The Danish Financial Supervisory 
Authority (FSA) announced on 
23 August that it has instructed 
Denmark’s state prosecutor to open 
an investigation into Copenhagen 
Cooperative Bank, after its own 
inspections revealed possible 
violations of the Danish Money 
Laundering Act.

The FSA said it had inspected 
Copenhagen Cooperative Bank in June 
and found that some areas of the bank’s 
business in payment services are at 
“high risk” of being misused by money 
launderers or for terrorist financing. A 
sample of red alerts triggered by the 
bank’s monitoring system revealed 

inadequate policies for investigating 
complex and unusual transactions, 
the regulator said in a press release. 
The bank also failed to carry out due 
diligence checks on some customer 
accounts.

The Copenhagen Cooperative Bank 
issued a statement confirming that 
two senior executives have been 
expelled and that it has asked police to 
investigate “irregularities” found by the 
FSA in its investigation. The executives 
and other former managers violated 
the bank’s policies and guidelines and 
ignored the Danish FSA’s orders, the 
bank’s new chairman, Morton Schwartz 
Nielsen, said in the statement.

the investigation by the Danish prosecutor 
on 6 August that “Due to the very serious 
nature and scope of the case, we have 
followed the case for a long time, but for 
good reasons we have naturally kept the 
cards close to the body. Now we are so 
far that I can confirm that we in SØIK have 
opened an investigation to investigate 
whether we can raise criminal proceedings 
against Danske Bank for violations of the 
Money Laundering Act in Denmark. The 
case has long been highly prioritized.” 

The investigations were instigated 
by complaints filed by Bill Browder 
of Hermitage Capital in Estonia and 
Denmark. Danske Bank has launched 
its own internal investigation into the 
allegations and is expected to present its 
findings in September.



The Council of Europe’s Committee of 
Experts on the Evaluation of Anti-Money 
Laundering Measures and the Financing 
of Terrorism (Moneyval) published 
on 23 August its report on the fifth 
round of the evaluation of the Latvian 
Anti-Money Laundering and Terrorist 
Financing (AML/CTF) system.

Moneyval’s report acknowledges that large 
financial flows passing through the country 
pose a significant money laundering threat. 
Latvia is a regional financial centre, with a 
majority of its commercial banks focusing 
on servicing foreign customers, mainly 
from the Commonwealth of Independent 
States (CIS) countries. One of Latvia’s key 
money laundering (ML) risks remains the 
vulnerability of CIS countries to economic 
crime, especially corruption. Latvia’s 
own level of corruption, vulnerability to 
international organised crime and significant 
shadow economy are also key factors of the 
overall ML risk faced by Latvia.

The report concludes that the overall 
appreciation of ML and financing of terrorism 
(FT) risk in the financial sector is not 
commensurate with the factual exposure of 
financial institutions in general, and banks in 
particular, to the risk of being misused for ML 
and FT. The general understanding of risks 
among designated non-financial businesses 
and professions is limited to risks relevant 
for their businesses and professions; it does 
not amount to an appropriate perception and 
awareness of ML/FT risks.

The report underlines that certain authorities, 
such as the Office for the Prevention of 
Laundering of Proceeds Derived from 
Criminal Activity and the Financial Capital 
Market Commission (FCMC), demonstrated 
a rather broad understanding of the risks 
within the AML/CTF system. However, there is 

Moneyval report on Latvia identifies shortfalls 
uneven and overall inadequate appreciation of 
the potentially ML related cross-border flows 
of funds passing through Latvia.

The supervisors demonstrate widely varying 
views and knowledge about ML/FT risks. 
Despite the knowledgeable and persistent 
approach taken by the FCMC to the non-
resident banking sector, change of risk-
appetite in this sector remains slow.

The report acknowledges that since the last 
evaluation, Latvia has taken steps to improve 
its AML/CTF legal framework. At the same 
time the report states that Latvia’s legal 
basis for targeted financial sanctions in the 
area of FT and proliferation financing calls 
for urgent clarifications and improvements. It 
is unclear whether the competent authorities 
have taken sufficient steps and have the 
necessary means to mitigate targeted 
financial sanctions evasion risks.

The Enterprise Register will be populated 
by beneficial ownership information 
obtained from all legal entities. However, this 
functionality was not up and running as of 
the time of the visit. When fully implemented, 
information contained in the Enterprise 
Register will be publicly accessible.

Moneyval’s report states that, until recently, 
the judicial system of Latvia did not appear 
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to consider ML as a priority. ML was not 
investigated and prosecuted in line with 
Latvia’s risk profile as a regional financial 
centre. While results from conviction-based 
confiscation are hampered by the modest 
number of ML convictions, non-conviction 
based confiscation was found to have had 
some encouraging results, with Latvian 
authorities confiscating considerable amounts 
in both domestic and international cases.

Latvia is to report back to Moneyval at the 
last Plenary meeting in 2019 about the 
implementation of its recommendations 
under enhanced follow-up procedures.

Ilze Znotiņa, head of Latvia’s Financial 
Intelligence Unit, said “Moneyval’s 
assessment objectively reflects the Latvian 
AML/CTF system through the end of 
2017, but it should be taken into account 
that several important reforms have been 
made in the first half of 2018 – reduced 
risk in the financial sector, improved access 
to information about beneficial owners, 
amendments made Law On International 
Sanctions and National Sanctions of the 
Republic of Latvia, and initiated changes in 
actions of the FIU Latvia. However, to improve 
the efficiency of our system, we must persist 
in the work that we have started. All public 
institutions involved and the private sector, 
including their representative organizations, 
share this responsibility.”

The evaluation was carried out by experts 
from Moneyval in accordance with 
international Financial Action Task Force on 
Money Laundering (FATF) standards during 
their visit from 30 October to 8 November 
2017. For the first time, the committee 
assessed both the technical compliance and 
operational efficiency of Latvia’s system.

There is uneven and 
overall inadequate 
appreciation of the 
potentially ML related 
cross-border flows of 
funds passing through 
Latvia.



UN report urges 
Somalia to 
ensure future 
elections not 
‘marred’ by 
rights abuses
The United Nations (UN) published a 
report on 13 August urging Somalia 
to take steps to ensure that future 
elections are not marred by the 
human rights violations committed 
during the 2016-2017 electoral 
process, which included violations 
and abuses by State security forces, 
including the police and intelligence 
agencies, and non-State groups, 
including Al-Shabaab, before, 
during and after parliamentary and 
presidential elections held in late 
2016 and early 2017. 

“Insecurity, weak justice institutions, 
and an insufficient human rights 
protection system contributed to the 
lack of accountability for human rights 
violations throughout Somalia,” states 
the report.

The report from the UN Assistance 
Mission in Somalia and the UN human 
rights office highlights repeated 
attacks, intimidation and other forms of 
harassment against reporters, human 
rights defenders and politicians, noting 
that the violence “impeded the free flow 
of information” and undermined “the 
ability of citizens to benefit from and 
contribute to democratic processes” in 
an informed manner.
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BRICS calls for comprehensive 
approach to combating terrorism 

The BRICS nations signed the 
Johannesburg Declaration 
on 27 July, which calls for a 
comprehensive approach to 
combating terrorism that should 
include countering radicalisation, 
blocking channels of terrorist 
financing, dismantling terrorist 
bases and preventing the misuse of 
the internet by terrorist entities.

“We call upon all nations to adopt a 
comprehensive approach in combating 
terrorism, which should include countering 
radicalisation, recruitment, travel of foreign 
terrorist fighters, blocking sources and 
channels of terrorist financing including, 
for instance, through organised crime 
by means of money-laundering, supply 
of weapons, drug trafficking and other 
criminal activities, dismantling terrorist 
bases, and countering misuse of the 
internet,” the press release stated.

The five member nations - Brazil, Russia, 
India, China and South Africa - asserted 
that those responsible for committing, 
organising, or supporting terrorist acts 
must be held accountable.

The bloc said the fight against terrorism 
must be conducted in accordance 
with international law and reaffirmed 
its commitment on increasing the 
effectiveness of the UN counter terrorism 
framework, including in the areas of 
cooperation and coordination among 
the relevant UN entities, designation of 
terrorists and terrorist groups and technical 
assistance to Members States.

The BRICS nations call for expeditious 
finalisation and adoption of the 
Comprehensive Convention on 
International Terrorism (CCIT) by the 
UN General Assembly. The declaration 
also emphasised the need for 
launching multilateral negotiations 
on an international convention for 
the suppression of acts of chemical 
and biological terrorism, including at 
the Conference on Disarmament, to 
address the threat of chemical and 
biological terrorism.

The group also reaffirmed its 
commitment to support international 
cooperation in combating illicit 
financial flows, including cooperation 
with the Financial Action Task Force 
(FATF) and the World Customs 
Organisation.

The BRICS nations 
call for expeditious 
finalisation and 
adoption of the 
Comprehensive 
Convention on 
International Terrorism 
by the UN General 
Assembly. 



Zürcher Kantonalbank settles DOJ tax evasion probe
Zürcher Kantonalbank (ZKB) 
announced on 13 August that it has 
entered into a deferred prosecution 
agreement with the US Department of 
Justice (DOJ), pursuant to which it will 
pay USD 98.5 million, putting an end to 
the DOJ’s investigation into the bank’s 
legacy business with US clients.

In a statement announcing the settlement, 
ZKB said that it has successively adjusted its 
cross-border wealth management business 
since 2009 and is committed to a strict 

Former managing director and vice 
chairman of a Swiss bank, Matthias 
Krull, pleaded guilty on 22 August to 
one count of conspiracy to commit 
money laundering, as part of a billion-
dollar international scheme to launder 
funds embezzled from Venezuelan 
state-owned oil company Petróleos de 
Venezuela, S.A. (PDVSA).

Krull admitted during the hearing that in his 
position with the Swiss bank, he attracted 
private clients, particularly clients from 
Venezuela. Krull’s clients included Francisco 
Convit Guruceaga, who was indicted on money 
laundering charges on 16 August, as well as 
three unnamed conspirators described in the 
16 August indictment. 

Krull admitted that the conspiracy began in 
December 2014 with a currency exchange 
scheme that was designed to embezzle around 
USD 600 million from PDVSA, obtained through 

Former bank executive pleads guilty to role in billion-
dollar Venezuelan money laundering scheme

tax-compliant business policy. The 
ZKB case followed a crackdown by US 
authorities on offshore tax evasion by 
wealthy Americans using undeclared 
Swiss bank accounts. 

Two ZKB bankers, Stephan Fellmann and 
Christof Reist, pleaded guilty to a single 
misdemeanor conspiracy charge, admitting 
at the hearing that they provided services to 
US clients while they “deliberately avoided 
learning” that the clients were using their 
accounts to avoid paying US taxes.
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“We are relieved that after seven 
years, we were able to conclude the 
investigation following an objective 
dialogue with the US authorities,” said 
Dr Jörg Müller-Ganz, Chairman of the 
ZKB Board of Directors. “The solution 
that has now been reached marks the 
end of this matter and removes any 
related uncertainties. We look forward 
to forging ahead with the positive 
development of our bank.”

Krull and members of 
the money laundering 
conspiracy used 
Florida real estate and 
sophisticated false-
investment schemes to 
conceal that the USD 1.2 
billion was embezzled 
from PDVSA.

bribery and fraud, and the conspirators’ efforts 
to launder a portion of the proceeds of that 
scheme. By May 2015, the conspiracy had 
doubled to USD 1.2 billion embezzled from 
PDVSA. Krull joined the conspiracy in or around 
2016 when a co-conspirator contacted him 
to launder the proceeds of a PDVSA foreign-
exchange embezzlement scheme. 

Ultimately, Krull joined the conspiracy to 
launder USD 1.2 billion worth of funds 
that were embezzled from PDVSA. Krull 
and members of the money laundering 
conspiracy used Florida real estate and 
sophisticated false-investment schemes 
to conceal that the USD 1.2 billion was 
embezzled from PDVSA. 

Krull also admitted that supporting 
these false-investment laundering 
schemes were complicit money 
managers, brokerage firms, banks and 
real estate investment firms in the US 
and elsewhere, operating as a network of 
professional money launderers. 

Co-conspirators indicted on 16 August 
include former PDVSA officials, 
professional third-party money launderers, 
and members of the Venezuelan elite, also 
known as “boliburgués.”

Photo: swissinfo.ch



Michael Cohen, the former lawyer of 
US president Donald Trump, pleaded 
guilty on 21 August in a Manhattan 
federal court to eight criminal 
charges of tax evasion, bank fraud 
and campaign finance violations. 

Mr Cohen pleaded guilty to five counts 
of tax evasion, one count of making 
a false statement to a bank and two 
campaign finance violations that 
involved wilfully causing an illegal 
corporate contribution and making an 
excessive campaign contribution. 

Mr Cohen’s guilty plea is believed to have 
directly implicated Trump in admitting 
to paying “hush money” to women 
with whom the president allegedly 
had affairs. The White House issued 
a statement on 22 August dismissing 
suggestions that a plea deal struck by 
Mr Cohen has implicated Trump in a 
crime. “Just because Michael Cohen 
made a plea deal doesn’t mean that that 
implicates the president on anything,” 
press secretary Sarah Sanders said at a 
White House briefing.

Lanny Davis, Cohen’s lawyer, commented 
following the guilty plea that Mr Cohen 
was open to talking to Robert Mueller 
relating to his ongoing investigation into 
Trump’s associates. The New York State 
Department of Taxation and Finance 
issued a subpoena on 22 August to Mr 
Cohen as part of its investigation into 
the Donald J. Trump foundation for 
suspected violations of state tax law. 

Trump’s former 
lawyer pleads 
guilty to fraud 
and campaign 
finance offences  

The man that led US president Donald 
Trump’s successful presidential 
campaign, Paul Manafort, was found 
guilty of eight financial crimes on 21 
August, which marks an important 
victory for special counsel Robert 
Mueller’s ongoing investigation into 
the US president’s associates.

The jury found Mr Manafort guilty of 
five counts of filing false tax returns on 
tens of millions of dollars in Ukrainian 
political consulting income. He was also 
convicted of failing to report foreign bank 
accounts in 2012 and of two bank fraud 
charges relating to a USD 3.4 million loan 
from Citizens Bank and a USD 1 million 
loan from Banc of California.

Former Trump campaign chairman 
found guilty of eight financial crimes
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Ameriprise Financial Services 
settles charges that it failed to 
safeguard client assets 
Ameriprise Financial Services Inc 
has agreed to pay USD 4.5 million 
to the US Securities and Exchange 
Commission (SEC) to settle charges 
that it failed to safeguard retail 
investor assets from theft by its 
representatives, announced a 15 
August SEC press release. 

According to the SEC’s order, five 
Ameriprise representatives committed 
fraudulent acts, including forging 
client documents, and stole more 
than USD 1 million in client funds 
over a four-year period. The SEC’s 

order charges Ameriprise with 
failing to have reasonably designed 
policies and procedures to prevent its 
representatives from misappropriating 
client funds and failing to reasonably 
supervise the five representatives. 

A judge declared a mistrial on 10 other 
counts that the jury could not reach 
a verdict on: three other foreign bank 
account charges, and bank fraud and 
conspiracy counts.

Mr Manafort faces another trial next 
month in Washington on charges that 
he failed to register as a lobbyist for the 
Ukrainian government and conspired to 
tamper with witnesses. 

The Manafort verdict came as Trump’s 
former lawyer, Michael Cohen, was 
pleading guilty in a New York court 
to campaign finance charges arising 
from hush money payments made to 
two women who say they had sexual 
relationships with the president.



The US Securities and Exchange 
Commission (SEC) announced on 16 
August that Citigroup has agreed to pay 
USD 10.5 million in penalties to settle 
two enforcement actions involving its 
books and records, internal accounting 
controls, and trader supervision. The 
charges are the result of USD 81 million 
of losses due to trader mismarking 
and unauthorised proprietary trading 
and USD 475 million of losses due to 
fraudulently-induced loans made by a 
Mexican subsidiary.  

“Today’s charges reflect the Commission’s 
view that Citigroup fell short of its 
obligations to supervise its traders and 
maintain appropriate controls to guard 

Citigroup to pay USD 10.5 million in penalties to SEC
against fraud,” said Marc P. Berger, Director 
of the SEC’s New York Regional Office. 
“Citigroup’s lax supervision and weak internal 
accounting controls allowed a handful of 
rogue traders to mismark positions over 
several years and, separately, resulted in the 
unnecessary loss of hundreds of millions of 
dollars of its shareholders’ assets to fraud.”

In the first action, Citigroup Inc and its US broker-
dealer subsidiary Citigroup Global Markets 
Inc (CGMI) agreed to pay a USD 5.75 million 
penalty to settle charges of inaccurate books 
and records and CGMI’s failure to supervise 
traders. In the second action, Citigroup agreed 
to pay USD 4.75 million to settle charges that it 
failed to devise and maintain adequate internal 
accounting controls. 

The US Department of Justice (DOJ) 
announced a USD 4.9 billion settlement 
with the Royal Bank of Scotland Group 
plc (RBS) on 14 August, resolving 
federal claims that RBS misled 
investors in the underwriting and 
issuing of residential mortgage-backed 
securities between 2005 and 2008. 

The penalty for financial crisis-era 
misconduct is the largest imposed on 
a single entity by the DOJ, under the 
Financial Institutions Reform, Recovery, 
and Enforcement Act, which empowers the 
US government to impose civil penalties 
on financial institutions that violate various 
offenses, such as wire fraud. 

The DOJ fines the Royal Bank of Scotland Group 
USD 4.9 billion for mortgage-backed investment fraud

The settlement includes a statement of 
facts detailing how RBS routinely made 
misrepresentations to investors about 
significant risks it failed to disclose about 
its residential mortgage-backed securities, 
including that RBS: failed to disclose 
systemic problems with originators’ loan 
underwriting; changed due diligence findings 
without justification; and provided investors 
with inaccurate loan data.
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The SEC’s order states that Citigroup 
subsidiary Grupo Financiero Banamex 
S.A. de C.V. loaned approximately USD 3.3 
billion to Oceanografia S.A. (OSA) between 
2008 and 2014 based on invoices and work 
estimates for services that OSA provided 
to Petroleos Mexicanos (Pemex), Mexico’s 
state-owned oil company. 

According to the order, many of the OSA 
work estimates were fraudulent and did 
not reflect amounts Pemex owed to OSA. 
The SEC’s order finds that Banamex and 
Citigroup lacked the controls necessary to 
verify the invoices before making loans to 
OSA and ignored red flags that should have 
led to discovery of the fraud.

Photo: Andy Rain/EPA

The penalty for financial 
crisis-era misconduct is 
the largest imposed on 
a single entity.

Photo: Institutional Investor



World Bank 
debars Chinese 
IT company

The World Bank announced on 1 
August the debarment of Chinese 
IT company Jiangsu Zhidehuatong 
Information Technology Co Ltd 
(TRACHTECH) for 15 months, 
in connection with fraudulent 
practices as part of the Hubei 
Xiangyang Urban Transport 
Project in China. 

According to the settlement agreement, 
TRACHTECH falsified a certificate 
related to technical equipment that it 
hoped to supply to a bidder on a traffic 
monitoring and management contract. 
The falsified certificate was designed 
to mislead procurement authorities and 
imply that the bidder met the tender 
requirements. The Hubei Xiangyan 
Urban Transport Project, financed in 
part by the World Bank, aims to improve 
mobility and accessibility within the 
Xiangcheng District of Xiangyang. 
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Iran’s Chamber of Commerce 
urges Tehran to join FATF 
Iran’s Chamber of Commerce 
has sent a letter to the Rouhani 
administration urging the 
government to join the Financial 
Action Task Force (FATF), an 
international anti-money laundering 
and counter terrorist financing 
standards setting body, the Iran 
Front Page reported on 20 August. 

In a statement approved by its members, 
the Chamber of Commerce warned 
that refusing to join FATF may lead to a 
decrease in financial transactions with Iran.

According to reporting from Reuters, Iran’s 
Guardian Council has demanded changes 
to anti-money laundering measures passed 
by parliament to help it attract investment 
following the reimposition of US sanctions, 
spokesman Abbas Ali Kadkhodaei was 
quoted by the judiciary’s news agency 
Mizan as saying on 18 August. 

Iran has been trying to implement 
the global anti-money laundering and 
counter terrorist financing standards 
set by FATF in order to be removed 
from the blacklist. FATF has given Iran 
until October to complete the reforms.

Iran’s Guardian Council 
has demanded 
changes to anti-money 
laundering measures 
passed by parliament.

Hardliners in parliament have opposed 
passing legislation aimed at moving 
towards compliance with FATF 
standards, arguing it could hamper 
Iranian financial support for allies such 
as Lebanon’s Hezbollah. 

Ex-Goldman Sachs director files 
whistleblowing dismissal lawsuit 
Former Goldman Sachs Group Inc 
managing director Christopher Rollins 
filed a lawsuit in a US federal court on 
9 August claiming that his decision 
to blow the whistle on the company’s 
failure to comply with AML policies 
led to his dismissal.  

Mr Rollins is seeking at least USD 50 
million in compensatory and punitive 
damages, claiming that the firm tarnished 
his reputation, falsely blamed him for its 

AML failures and eventually fired him in 
February 2017. Goldman Sachs denies 
any wrongdoing.

Meanwhile, the UK’s Financial Conduct 
Authority is reported to be scrutinising 
the whistleblower protections in place 
at the Royal Bank of Canada following 
an employment tribunal decision, which 
found that trader John Banerjee had 
been unfairly dismissed by the bank for 
raising concerns about compliance.



US magistrate judge, Cheryl Pollak, 
has issued an opinion in Freeman 
et al v. HSBC Holdings PLC et al 
recommending that more than 200 
former US military veterans and 
the families of US soldiers killed 
in Iraq be allowed to proceed with 
allegations that a number of global 
banks – HSBC, Credit Suisse, 
Barclays, Standard Chartered, 
the Royal Bank of Scotland and 
Commerzbank – conspired to 
provide material support for 
terrorism against US armed forces 
during the Iraq War, according to 
reporting by Reuters.  

Judge Pollak issued a report and 
recommendation on 27 July in which 
she found the military veterans 
adequately alleged that the banks 
provided material support for Iran-
sponsored bombings and attacks 
under the Antiterrorism Act and that the 
banks aided and abetted Iran-backed 
operations under the 2016 Justice 
Against Sponsors of Terrorism Act. 

Judge Pollak’s recommendation that 
the court deny the motion to dismiss is 
still to be reviewed by the court. 

In a joint letter dated 2 August, the 
banks and Iran’s Bank Saderat, a co-
defendant, asked for additional time to 
file objections to the judge’s report. 

US judge 
recommends 
banks face terror 
funding claims 
by US military 
veterans  

AstraZeneca has acknowledged that 
it is under investigation by the US 
Department of Justice (DOJ) over 
alleged corruption violations in Iraq, 
according to its quarterly filing with 
the US Securities and Exchange 
Commission.

The DOJ’s investigation is related a 
private lawsuit filed by US veterans and 
their survivors, which claims that bribe 
money from several drug companies and 
medical device makers helped to fund 
a terrorist militia that killed hundreds of 

DOJ probes pharmaceutical 
companies for alleged bribes 
linked to terror funding
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Obama administration 
reportedly approved funding to 
designated al-Qaeda affiliate 
The Obama administration 
approved a USD 200,000 grant to 
the Khartoum-based Islamic Relief 
Agency (ISRA), which had been 
designated as a terrorist-financing 
organisation due to its links to al-
Qaeda, the Middle East Forum has 
revealed. 

The US Agency for International 
Development (USAID) awarded USD 
723,405 to World Vision Inc., an 
international evangelical charity, in July 
2014 to improve water, sanitation and 
hygiene and increase food security in 
Sudan’s Blue Nile state, USD 200,000 
of which was to be directed to sub-
grantee the ISRA.

USAID, in response to the inquiry, 
explained that it had been alerted in 
November 2014 to the likelihood of 
the ISRA being on the terror list. USAID 
instructed World Vision to suspend all 
activities with the ISRA and informed 
the State Department, OFAC, and the 
Office of the Inspector General.

According to the revelations published 
in the National Review, despite 
confirmation from the OFAC that the 
ISRA was a sanctioned entity the OFAC 
issued a licence to a World Vision 
affiliate, World Vision International, 
authorising a one-time transfer to the 
ISRA for services performed under the 
sub-award with USAID. 

US soldiers and wounded thousands 
more after the 2003 invasion of Iraq. 
According to the lawsuit, filed in a 
federal court, the militia was trained by 
the terrorist group Hezbollah. 

The other major defendants include 
Johnson & Johnson, the General 
Electric Co, Pfizer Inc and Hoffmann-
La Roche Inc. AstraZeneca issued a 
statement that it “has a robust and 
dynamic compliance program, and we 
refuse to tolerate bribery or any other 
form of corruption.”



Deutsche 
Bank reviews 
reveal money 
laundering 
shortcomings
According to a report by Reuters 
published on 3 August, internal 
reviews carried out by Deutsche 
Bank AG in June and July have 
uncovered shortcomings in the 
German bank’s ability to fully 
identify clients and the source of 
their wealth, more than a year after 
it was fined over USD 630 million by 
US and UK regulators for failing to 
prevent USD 10 billion of Russian 
money laundering. 

The two reviews detail the results of 
tests on a sample of investment bank 
customer files in several countries, 
including Russia. According to Reuters, 
the findings of both reviews, which have 
been shared with the European Central 
Bank, showed gaps in the screening 
process that aims to meet know-your-
customer requirements.

Deutsche Bank told Reuters that the 
reviews showed its processes were 
too complex, but said it was making 
improvements and that overall controls 
to prevent financial crimes such as 
money laundering were effective.
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SEC bars perpetrator of ICO fraud
The US Securities and Exchange 
Commission (SEC) barred David 
Laurance, the founder of Tomahawk 
Exploration LLC, from serving on 
public companies’ boards on 14 
August, for perpetrating a fraudulent 
initial coin offering (ICO) to fund oil 
exploration and drilling in California.

In its press release announcing the order, 
the SEC said it had obtained permanent 
officer-and-director and penny stocks 
bars and issued a USD 30,000 penalty 
against Mr Laurance. According to 
the SEC, Mr Laurance and Tomahawk 
attempted to raise funds through the sale 
of blockchain based digital tokens called 
‘Tomahawkcoins’ that used misleading 
marketing materials and made false claims 
about oil drilling licences.

“The SEC’s order finds that the 
defendants’ promotional materials used 
inflated projections of oil production 
that were contradicted by the company’s 
own internal analysis and misleadingly 

suggested that Tomahawk possessed 
leases for drilling sites when it did 
not,” the statement said.

According to the SEC, the ICO failed to 
raise any money, but Tomahawk issued 
tokens through a ‘Bounty Program’ 
in exchange for online promotional 
services.

The officer-and-director bar prevents 
Mr Laurance from serving in either 
capacity in a public company, while 
the penny stock bar prevents him from 
trading or owning penny stocks.

Kenya charges officials with fraud 
over USD 3 billion railway project
A Kenyan court charged chairman 
of the National Land Commission, 
Mohammed Abdalla Swazuri, and 
managing director of the Kenya 
Railways Corporation, Atanas Kariuki 
Maina, and 16 other professionals and 
companies with fraud on 13 August 
for offences relating to the allocation 
of land for a USD 3 billion trainline.

Public prosecutor Noordin Haji ordered the 
arrests after investigations suggested that 

officials had siphoned taxpayer’s money 
through fraudulent compensation claims 
for land to be used by the railway. Court 
documents state that the fraud led to the 
loss of KES 221.4 million in public funds.

The trainline project that will run 
between Nairobi and Mombasa is one 
of the biggest infrastructure projects 
of President Uhuru Kenyatta, whose 
government this year embarked on an 
anti-graft drive.

The SEC’s order found 
that the defendants’ 
promotional materials 
used inflated 
projections of oil 
production.
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Hong Kong police are investigating 
exiled Chinese businessman Guo 
Wengui concerning allegations that 
he conspired with accomplices, 
including his son and daughter, to 
launder more than HKD 32 billion 
through numerous companies, 
according to court documents filed 
on 14 August. 

Court documents show that Guo 
Wengui has been accused, along with 
his daughter Guo Mei, his son Guo Qian 
and two others, of using their personal 
bank accounts and the bank accounts of 
Anton Development Limited and Hong 
Kong International Funds Investments 
Limited – both owned by Guo Mei 
– to launder HKD 32.9 billion, which 
was “known or believed to represent 
proceeds of an indictable offence.”

According to Chinese media, Guo 
Wengui is also accused of paying 
CNY 60 million to disgraced former 
state security vice-minister Ma Jian. 
Guo Wengui, who fled to the US in 
2014 where he is seeking asylum, has 
accused several senior Chinese officials 
of corruption. He is also the target of an 
Interpol ‘red notice.’

According to media reports, Guo Mei 
has filed a writ with the High Court 
to sue the police commissioner for 
freezing her father’s bank accounts. 

HK investigates 
Guo Wengui for 
alleged HKD 32 
billion money 
laundering 
conspiracy  

Former director of anti-corruption 
in Colombia, Luis Gustavo Moreno 
Rivera, and an attorney practicing 
in Colombia, Leonardo Luis Pinilla 
Gomez, pled guilty to conspiracy to 
launder money to promote foreign 
bribery in a federal court in Miami on 
14 August.

In November 2016, an individual referred 
to as a cooperating source of information 
(CS) in the court documents – believed 
to be a former Colombian governor 
being investigated for corruption – was 
approached by Moreno and Pinilla who 
attempted to entice a bribe. In exchange 

Colombia’s former director of 
anti-corruption pleads guilty to US 
money laundering charge 
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DOJ charges Barbados former 
minister with money laundering
The US Department of Justice 
(DOJ) released a statement on 6 
August announcing the arrest and 
initial court appearance of former 
minister of industry of Barbados, 
Donville Inniss, on charges that 
he laundered brides allegedly 
received from a Barbadian 
insurance company in exchange 
for official actions to secure 
government contracts. 

The indictment, which was initially 
issued under seal in March, charges 
Mr Inniss with one count of conspiracy 
to launder money and two counts 
of money laundering. It also seeks 

forfeiture of the funds received as 
alleged bribes. 

The indictment alleges that in 2015 
and 2016, Mr Inniss took part in a 
scheme to launder approximately USD 
36,000 in bribes into the US that he 
received from high-level executives of 
a Barbadian insurance company. 

It is alleged that in exchange for the 
bribes, Mr Inniss leveraged his position 
as the minister of industry to enable the 
Barbadian insurance company to obtain 
two government contracts. To conceal 
the bribes, Mr Inniss arranged to receive 
them through a US bank account.

for COP 100 million, Moreno and Pinilla 
offered to give the CS copies of sworn 
statements taken from cooperators 
who had testified against the CS. In 
June 2017, Moreno and Pinilla met 
with the CS who, under the direction 
of the DEA, provided a USD 10,000 
deposit. Moreno’s ability to control the 
investigation into the CS and his ability 
to inundate prosecutors with work so 
that they would be unable to focus on 
the CS’s investigation in exchange for 
COP 400 million were discussed. 

The pair are due to be sentenced on 19 
November. 



TECHNICAL UPDATES

Banker’s wife challenges unexplained wealth order
The wife of an unidentified banker 
is challenging a demand by the UK’s 
National Crime Agency (NCA) that she 
reveal the source of her wealth. The 
hearing before the Royal Courts of 
Justice, involving the wife of a politically 
exposed person (PEP) from outside the 
EEA, is the first time that an unexplained 
wealth order (UWO) has been used to 
force a foreign official and his family 
suspected of corruption to account for 
their wealth.

At the end of July, Transparency International 
reported that during the hearing it emerged 
that the NCA has identified details relating 
to the case which they regard as suspicious, 
including complex corporate structures 
involving a British Virgin Islands company 
and trusts in Guernsey used to hold the 
properties subject to the UWO. The NCA 
also presented evidence of the banker’s wife 
– referred to as Mrs A – spending millions 
of pounds over the course of ten years at 
Harrods. The court also heard evidence 
indicating that the family of Mrs A benefited 
from Tier 1 investor visas.

The NCA announced on 28 February that 
it had secured two UWOs to investigate 
assets totalling GBP 22 million, relating to 
two properties. Interim freezing orders were 
also granted, meaning that the assets subject 
to the UWOs cannot be sold, transferred or 
dissipated while subject to the UWO.

UWOs, which were introduced into UK law 
in January under the Criminal Finances Act 
2017, represent a significant shift in the 
UK’s approach to forfeiture. A UWO granted 
by the High Court compels a person to 
explain the nature and extent of their interest 
in particular property; explain how they 
obtained property, especially the funding 
for it; and disclose any other information 
specified in the order. Failure to comply 
with a UWO would create a presumption 

The NCA also presented evidence of the banker’s wife 
– referred to as Mrs A – spending millions of pounds 
over the course of ten years at Harrods.
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that the relevant property was obtained 
through unlawful conduct and it is therefore 
vulnerable to civil recovery proceedings. 

The High Court can grant a UWO where: 

• there is reasonable cause to believe an 
individual holds specific property valued at 
or above GBP 50,000; 

• there are reasonable grounds to suspect 
that the person’s known sources of income 
are insufficient to acquire that property; 

• and either the person is a PEP or there is 
reasonable suspicion that they (or a person 
connected to them) is or has been involved 
in serious crime in the UK or abroad. 

Where the individual is a PEP from outside 
the EEA, or an associate of such a person, 
the application for a UWO does not need to 
show suspicion of serious criminality.

According to Donald Toon, the Director for 
Economic Crime at the NCA, commenting 
on the issuance of the first two UWOs 
in February, “Unexplained wealth orders 
have the potential to significantly reduce 
the appeal of the UK as a destination for 
illicit income. They enable the UK to more 
effectively target the problem of money 
laundering through prime real estate in 
London and elsewhere. We are determined 
to use all of the powers available to us to 
combat the flow of illicit monies into, or 
through, the UK.”



The US Department of Justice (DOJ)
announced on 1 August the arrest of 
a dual US-Venezuelan citizen, Jose 
Manuel Gonzalez Testino, on foreign 
bribery charges for conspiring to 
make, and making, corrupt payments 
to an official of Venezuela’s state-
owned and state-controlled energy 
company, Petroleos de Venezuela S.A. 
(PDVSA), in exchange for favourable 
business treatment.

Mr Gonzalez, who controlled multiple 
companies, is charged with conspiring to 

DOJ arrests executive in connection 
with Venezuela bribery scheme

violate the Foreign Corrupt Practices Act 
(FCPA) and paying bribes to a foreign 
official in violation of the FCPA. 

According to the complaint, Gonzalez 
and a co-conspirator paid at least USD 
629,000 in bribes to a former PDVSA 
official in exchange for the official taking 
steps to: direct PDVSA contracts to Mr 
Gonzalez’s companies, give Gonzalez’s 
companies priority over other vendors, 
and award Mr Gonzalez’s companies 
PDVSA contracts in US dollars instead of 
Venezuelan bolivars.  

Israel’s Bank Mizrahi-Tefahot has 
reportedly rejected a USD 342 
million settlement offer from the US 
Department of Justice (DOJ) to settle 
an investigation into allegations that 
the bank helped US citizens evade 
taxes, The Times of Israel reported on 
8 August. 

According to the report, the bank’s board of 
directors rejected the offer, saying that any 
amount to be paid should be “significantly 
lower” than that suggested by the DOJ. 

US authorities have targeted three Israeli 
banks regarding tax evasion by US 
customers. Bank Leumi Le-Israel Ltd agreed 
to pay USD 400 million to US regulators in 
2014 after admitting it helped US taxpayers 
hide assets. Investigations into Bank 
Hapoalim and Bank Mizrahi-Tefahot are 

Bank Mizrahi-Tefahot rejects USD 
342 million fine to settle DOJ probe
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The World Bank 
debars Slovenian 
infrastructure 
firm for bribery
The World Bank announced 
on 22 August the 18 month 
debarment of Flycom d.o.o. 
(Flycom), a Slovenian provider of 
infrastructure services that was 
found to have engaged in corrupt 
practices under the Southern 
Africa Power Market Project 
(SAPMP) in the Democratic 
Republic of the Congo (DRC). 

Flycom engaged in corrupt practices by 
making improper payments between 
2010 and 2014 to a consultant engineer 
in relation to contracts Flycom received 
under the SAPMP.

The debarment is part of a negotiated 
resolution agreement, under which the 
company acknowledges responsibility 
for the underlying sanctionable 
practices and agrees to meet specified 
corporate compliance conditions as a 
condition for release from debarment.

As a condition for release from sanction 
under the terms of the settlement 
agreement, the company has 
committed to developing an integrity 
compliance program consistent with 
the principles set out in the World Bank 
Group Integrity Compliance Guidelines. 

ongoing. Bank Hapoalim announced on 
16 August that it would be suspending 
its quarterly dividend to save money that 
it may need to cover the costs of the US 
tax investigation. 

Bank Hapoalim 
announced on 16 
August that it would be 
suspending its quarterly 
dividend to save money 
that it may need to 
cover the costs of the 
US tax investigation. 
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IDB debars 
US software 
company
The Inter-American Development 
Bank (IDB) announced on 21 
August the debarment of GL 
Systems LLC (GL Systems), an 
American company, for four years 
in connection with allegations of 
prohibited practices in three IDB-
financed activities: (i) the Program 
for the Modernization of Customs, 
Excise and VAT Areas in Barbados, 
(ii) the Barbados Competitiveness 
Program, and (iii) an IDB corporate 
procurement contract.

This is the IDB’s first debarment resulting 
from a negotiated resolution agreement, 
which was negotiated and entered 
into by the IDB’s Office of Institutional 
Integrity (OII) and GL Systems on behalf 
of itself and the custom software 
product lines of the business formerly 
known as GreenLine Systems, Inc and 
A-T Solutions, Inc.

Under the terms of the settlement 
agreement, GL Systems commits 
to retain an independent third-party 
consultant in order to analyse its 
compliance program and identify any 
gaps with international standards, and 
address any deficiencies. 
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US Senator Warren introduces 
anti-corruption legalisation
US Senator Elizabeth Warren 
introduced the Anti-Corruption and 
Public Integrity Act on 21 August, 
which sets out policy solutions to 
eliminate the influence of money in the 
federal government. 

The proposed legislation, which Warren 
describes as “the most ambitious anti-
corruption legislation since Watergate,” 
would: eliminate financial conflicts 
of interest by amongst other things 
banning Members of Congress, cabinet 
secretaries, federal judges, and other 
senior government officials from owning 

Photo: ZUMA Press

and trading individual stock; “end lobbying 
as we know it” by exposing all influence 
in Washington, banning foreign lobbying, 
banning lobbyists from donating to 
candidates and Members of Congress, and 
instituting a lifetime ban on lobbying by 
former Members of Congress, Presidents, 
and agency heads; end corporate capture of 
public interest rules by requiring disclosure 
of funding or editorial conflicts of interest; 
strengthen enforcement of anti-corruption, 
ethics, and public integrity laws by creating 
an independent anti-corruption agency; 
and boost transparency in government by 
requiring elected officials and candidates to 
disclose more financial and tax information.

Warren said during her speech at the 
National Press Club introducing the bill, 
that this is a dramatic step to attempt to 
restore the American people’s faith in their 
institutions. Warren’s bill is being seen as 
a mission statement as the US Senator 
explores a 2020 presidential run, it being 
widely acknowledged by the media that the 
bill would have no chance of passing the 
current Republican Congress. 

Warren said during her 
speech at the National 
Press Club introducing the 
bill, that this is a dramatic 
step to attempt to restore 
the American people’s faith 
in their institutions. 



The UK’s Serious Fraud Office (SFO) 
has charged Dr Cansun Guralp, 
Founder, and Andrew Bell, Managing 
Director, both formerly of Güralp 
Systems Limited with conspiracy to 
make corrupt payments to a public 
official and employee of the Korea 
Institute of Geoscience and Mineral 
Resources.

The SFO’s 17 August press release 
announcing the charges states that the 
defendants committed the alleged acts 
between April 2002 and September 2015. 

The UK’s SFO charges two with corruption 
relating to South Korea contracts

The Korea Institute of Geoscience and 
Mineral Resources’ former director Heon-
Cheol Chi was sentenced to 14 months 
in prison in October 2017 by the US 
Department of Justice for using a US bank 
account to launder bribes received from 
two unnamed companies. 

Mr Guralp and Mr Bell have been charged 
with conspiracy to make corrupt payments 
under the Criminal Law Act and Prevention 
of Corruption Act, and were scheduled to 
appear at Westminster Magistrates Court 
on 20 August.
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A judicial inquiry into the alleged 
corruption of the South African state 
under former president Jacob Zuma 
began on 20 August, with deputy 
chief justice leading the inquiry 
Raymond Zondo, appealing for more 
witnesses to come forward to assist 
the inquiry. 

Mr Zuma was ordered to set up the 
commission of inquiry into allegations of 
state capture, corruption and fraud in the 
public sector including organs of state by 
the high court in December 2017 following a 
report by the public protector, South Africa’s 
anti-graft body, called State of Capture, which 

found evidence of possible corruption at 
the top level of Zuma’s government.

The commission will assess the 
evidence that the Gupta business 
family used their close ties to Mr Zuma 
to manipulate state decisions in their 
favour before the president was forced 
to step down in February this year. 

One of the allegations in the case 
relates to the offering of ZAR 600 
million by Ajay Gupta in 2015 to 
former deputy finance minister 
Mcebisi Jonas if he accepted the post 
of finance minister.

The public protector’s report also included 
claims that the Guptas bribed state officials 
to win contracts at state-owned electricity 
company, Eskom.

The commission could take up to two years 
to complete the inquiry. 
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The commission will 
assess the evidence that 
the Gupta business family 
used their close ties to Mr 
Zuma to manipulate state 
decisions.

Judicial inquiry begins into alleged corruption under 
former South African president Jacob Zuma
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Interpol carries out thousands of 
illegal gambling raids across Asia
Thousands of raids have taken place 
and suspects arrested in an Interpol 
led operation against illegal gambling 
conducted throughout Asia during 
the 2018 FIFA World Cup, Interpol 
announced on 17 August.  

Operation SOGA VII saw more than 14,900 
raids at illegal gambling dens across 
China – including Hong Kong and Macao 
– Malaysia, Thailand and Singapore, which 
were estimated to have handled some USD 
1.6 billion worth of bets. The operation 
targeted the organised crime networks 
behind illegal gambling in the region. 

Former president of the Brazilian 
Football Confederation, José Maria 
Marin, was sentenced to four years 
in prison, ordered to forfeit USD 3.3 
million in bribe receipts and fined 
USD 1.2 million by a US federal court 
on 22 August after being found 
guilty of racketeering and money 
laundering charges.

Mr Marin is one of seven FIFA officials 
arrested in May 2015 and is the first 
official to be sentenced following the US 
Department of Justice investigation into 
corruption at football’s world governing body. 

Mr Marin was found guilty on six of seven 
counts for money laundering, wire fraud 

Former head of Brazilian football fined USD 1.2 million

During the operation carried out between 
22 June - 16 July, police seized more than 
USD 1.7 million in cash, as well as 1,000 
computers and mobile phones. In Macao, 
police received intelligence that a criminal 
network had set up an illegal gambling ring 
targeting bettors in mainland China. A total 
of 16 individuals were arrested following 
raids at residential buildings and casinos.

With Operation SOGA VII highlighting a 
clear shift from physical betting operations 
to online betting, Interpol’s Director of 
Organized and Emerging Crime, Paul 
Stanfield, underscored how illegal gambling 

and conspiratorial racketeering. He 
took millions in bribes in exchange 
for the media and marketing rights 
to several football tournaments, 
prosecutors said. 

“For all their power and prestige, the 
soccer officials who corrupted ‘the 
beautiful game’ are not above the law,” 
said Richard Donoghue, U.S. attorney 
for the Eastern District of New York.
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Operation SOGA VII saw 
more than 14,900 raids 
at illegal gambling dens 
across China – including 
Hong Kong and Macao 
– Malaysia, Thailand and 
Singapore.

generates huge profits for criminal 
networks which are often linked to other 
serious crimes.

Photo:  Associated Press

Mr Marin is one of 
seven FIFA officials 
arrested in May 2015.  



The former president of Comoros, 
Ahmed Abdallah Mohamed Sambi, 
was charged on 20 August with 
corruption and embezzling public 
funds in relation to a scheme to sell 
Comorian passports, according to 
court documents seen by Reuters.

An investigation by the Comoros parliament 
earlier this year found that thousands of 

Former Comoros president charged 
with corruption 

passports had been sold outside official 
channels and at least USD 100 million of 
revenue was missing. 

An investigation carried out by Reuters 
in June 2018 found that some of the 
Comorian passports had been bought 
by Iranians, many of whom were 
allegedly involved in sectors targeted by 
international sanctions.

According to a 12 August 
report by Reuters, Israeli-
American billionaire Shari 
Arison has been questioned 
by Israeli police in connection 
with an ongoing bribery 
investigation into the country’s 
largest construction firm, 
Shikun & Binui.

In a joint statement, the Israeli police 
and the Israel Securities Authority 
said their investigation is focused on 
suspicions that executives at Shikun 
& Binui bribed foreign government 
officials to advance projects worth 
hundreds of millions of dollars in 
Kenya and other countries.

Arison’s investment arm Arison 
Group recently sold control of Shikun 
& Binui to Naty Saidoff.

Israeli police 
question 
billionaire 
Shari Arison in 
bribery probe
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Jordan investigates alleged million-
dollar cigarette scandal
On 25 July, the government of 
Jordan announced the arrest of 
14 individuals that are believed 
to be part of a criminal ring 
involved in the illegal production 
and smuggling of fake-brand 
cigarettes worth millions of dollars 
and rumoured to have links to 
senior government officials. 

The corruption scandal involves senior 
government officials and agencies that 
allegedly allowed a local businessman 
to run a number of unlicensed cigarette 
manufacturing plants for over five years 
without paying customs and income 
tax. The plants are also believed to have 
been forging international cigarette 
brands without permission and selling 
them in Jordan and abroad.

Jordan’s Prime Minister Omar al-Razzaz 
announced that the case has been 
referred to the state security court, 

which typically handles serious criminal 
and terrorism related cases. The public 
prosecutor has issued an international 
red notice against the main suspect in the 
case, who is reportedly in Lebanon.

Lower House deputy Musleh al-Tarawneh 
brought the cigarette scandal to light 
when he challenged the government 
of newly appointed Omar al-Razzaz to 
investigate how “influential parties” had 
facilitated the operation of a cigarette 
plant that was forging known brands.

The investigation 
is focused on 
suspicions that 
executives at Shikun 
& Binui bribed foreign 
government officials 
to advance projects 
worth hundreds of 
millions of dollars.



Microsoft 
reportedly being 
investigated 
over sales 
practices in 
Hungary 
The Wall Street Journal reported 
on 23 August that the US 
Department of Justice (DOJ) and 
the US Securities and Exchange 
Commission (SEC) are investigating 
potential bribery and corruption 
involving the sale of Microsoft 
products in Hungary.

The DOJ and SEC are reportedly looking 
into how Microsoft sold software to 
middleman firms in Hungary that then 
sold those products to government 
agencies in 2013 and 2014. The Wall 
Street Journal’s report stated that 
people familiar with the matter said 
Microsoft sold some of its products to 
intermediaries “at steep discounts, and 
then these firms sold the products to 
the Hungarian government at closer to 
full price.”

“Investigators are probing whether 
the middleman companies used the 
difference to pay bribes and kickbacks 
to government officials,” according to 
the Journal’s sources.

Microsoft told the Wall Street Journal 
that it fired four employees, including 
the country manager, related to its 
probe in Hungary and terminated 
business relationships with four 
partners in Hungary.
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Combating corruption is a high 
priority says Pakistan PM 
In his inaugural address to the nation 
on 19 August newly elected prime 
minister Imran Khan stressed that 
combating corruption in Pakistan will 
be a high priority for government. 

In one of the first decisions taken by 
Prime Minister Kahn’s new cabinet, it was 
announced on 20 August that Pakistan 
will bar former prime minister Nawaz 
Sharif from travelling abroad. Sharif was 
convicted of corruption alongside his 
daughter Maryam Nawaz in July. They are 
both appealing against their convictions. 

The Telegraph newspaper reported on 2 
August on a meeting between the newly 
elected prime minister and British High 
Commissioner Thomas Drew in which 
Khan stated that he aims to retrieve wealth 
looted from his country and hidden in the 
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UK by corrupt Pakistani politicians.

Khan’s anti-corruption drive was a focus 
of his election campaign and has been an 
important issue in Pakistan’s politics since 
the Panama Papers leak linked Nawaz 
Sharif’s family to offshore companies and 
properties in London. 

A spokesman for the British High 
Commission told the Telegraph that 
“Tackling corruption is a UK government 
priority and we will continue to work 
constructively with Pakistan on this issue.”

During his election victory speech in July, 
Khan stated that “no country can prosper 
when there is a small island of rich people, 
and a sea of poor,” vowing to increase 
accountability and strengthen state 
institutions to stop corruption. 



China: former officials charged 
with bribery and airport authority 
chairman investigated
Former deputy head of the publicity 
department of the Communist Party 
of China’s Central Committee, Lu Wei, 
has been charged with corruption, 
announced the Supreme People’s 
Procuratorate (SPP) on 30 July. Lu Wei 
was charged with taking advantage of 
his position, accepting bribes, and using 
officials to seek profits for others. 

The SPP also announced the prosecution 
of two former officials, Mo Jiancheng, 
former chief of the disciplinary inspection 
team, and Zhang Jiehui, former deputy 
director of the Standing Committee of the 

The first plea bargain has been entered 
into by Japanese prosecutors and 
Mitsubishi Hitachi Power Systems 
Ltd (MHPS) with respect to bribery 
charges involving a plant construction 
project in Thailand, under Japan’s new 
plea bargaining system that came into 
force on 1 June.

A system of plea bargaining has been 
introduced in Japan, pursuant to 
amendments to the Japanese Code 
of Criminal Procedure, with respect to 
certain types of crimes, which enables 
a prosecutor to enter into a formal plea 
bargaining agreement with a suspect or 
defendant (including corporate entities) 
to withdraw or reduce criminal charges 
or agree to a predetermined punishment 

First plea bargain entered into in 
Japan foreign bribery case

Hebei Provincial People’s Congress. Both 
were charged with taking advantage of 
their positions and accepting bribes.

Separately, China’s Communist Party is 
probing the chairman of the Shanghai 
Airport Authority, Wu Jianrong, for 
alleged corruption, reported Bloomberg 
on 7 August. 

Wu Jianrong is suspected of violating 
party rules and state laws, according 
to a statement posted on the website 
of the party’s disciplinary watchdog in 
Shanghai. 

when that suspect or defendant states 
the truth to a prosecutor or in court.

The plea bargain entered into by 
MHPS stemmed from an alleged bribe 
given by an ex-employee to a Thai 
official in connection with a power 
plant contract awarded to MHPS in 
2013. The employee is alleged to 
have given hundreds of thousands 
of US dollars in bribes to secure a 
permit to unload equipment. MHPS 
learned of the alleged payment and 
reported it to prosecutors in 2015. 
Relying on the new plea bargaining 
regime, the prosecutors agreed to 
forgo prosecuting MHPS in exchange 
for the information it provided on the 
ex-employee.
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Vietnam court 
convicts 46 
former bankers 
for corruption 

A court in Vietnam convicted 46 
former bankers and businessmen 
for corruption on 6 August relating 
to a multi-million dollar lending 
scam overseen by former chairman 
of the Vietnam Construction Bank 
(VNCB), Pham Cong Danh. 

According to the justice department 
of Ho Chi Minh City, the accusations 
included causing losses of more than 
USD 257 million in an elaborate lending 
scheme involving VNCB. VNCB’s former 
chairman Pham Cong Danh was found 
guilty of overseeing an illegal lending 
scheme between VNCB, other allied 
banks and 29 private companies. 
VNCB was acquired by the State Bank 
of Vietnam in 2015. Pham Cong Danh 
was given a 20-year jail term, while 
his accomplices were given jail terms 
ranging from 10 years to a two-year 
suspended sentence.

Pham Cong Danh was convicted for 10 
years in a related banking corruption 
trial in 2016. 



Argentina’s fourth federal tribunal 
sentenced former vice president 
Amado Boudou to five years and 10 
months in prison, imposed a fine of 
USD 3,200 and a lifetime ban from 
elective office on 7 August for bribery 
and corruption charges during his time 
in public office. 

The investigation was launched in 2012 
following allegations that Boudou was using 
shell companies and secret middlemen to 
gain control of a company that was given 

Former Argentina vice president 
charged with corruption

contracts to print Argentine currency 
as well as material for President 
Cristina Fernandez’s election 
campaign. Boudou pleaded not 
guilty to charges that he helped the 
company exit bankruptcy in exchange 
for an equity stake in 2010 when he 
was economy minister.

Dozens of business executives and 
former governments officials have 
been arrested in the past weeks as part 
of the case. 

The US National Collegiate Athletic 
Association (NCAA) adopted a series 
of reforms to the rules governing 
college basketball on 8 August 
following a federal investigation into 
corruption and recruitment scandals 
within the sport. The new rules 
follow recommendations made in 
April by a panel convened by NCAA 
President Mark Emmert to investigate 
the corruption crisis, which was 
led by former US secretary of state 
Condoleezza Rice.

The NCAA’s aim is that the reforms will 
promote integrity in the game, strengthen 
accountability and prioritise the interests of 
student-athletes. The most notable changes 
include: elite high-school recruits and college 
athletes will be allowed to hire an agent; and 

NCAA adopt reforms in wake of 
corruption scandal 
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Second circuit 
holds FCPA 
does not apply 
to foreigners 
without US ties
A US court of appeals for the 
second circuit issued its decision 
on 24 August that a non-resident 
foreign national cannot be 
charged with conspiracy to violate 
the Foreign Corrupt Practices Act 
(FCPA) or with aiding and abetting 
a violation of the FCPA, unless 
the government can show that 
the individual acted as an agent 
of a “domestic concern” or while 
physically present in the US.

The ruling relates to US v. Hoskins in 
which Lawrence Hoskins, a British 
national and former Alstom UK 
executive based in Paris, was charged 
with money laundering offenses and 
violations of the FCPA. 

It was alleged that Hoskins was involved 
in a scheme to win a USD 118 million 
project to build power stations for 
Indonesia’s state electricity company, 
approving payments in his capacity as a 
senior vice president at Alstom that were 
used to bribe Indonesian officials.

In mostly affirming the lower court 
decision, which rejected the DOJ’s 
argument for expansive personal 
jurisdiction in FCPA cases, the second 
circuit ruled that since Hoskins was 
not a US citizen, national, or resident, 
and wasn’t accused of having acted in 
furtherance of the bribery scheme while 
in the US, he could only be charged as an 
agent of a domestic concern.

agents will be required to be certified by 
the NCAA. New disclosure requirements 
will also apply to those companies that 
sponsor college basketball teams such 
as apparel companies as well as for 
coaches, which is intended to increase 
transparency.



The 6 August marked the final day of the first of two 90-day 
winding-down periods for activities involving Iran following 
President Trump’s announcement in May that the US would 
cease to participate in the Joint Comprehensive Plan of Act 
(JCPOA) and begin reimposing US nuclear-related sanctions.

President Trump issued Executive Order 13846 ‘Reimposing 
Certain Sanctions With Respect to Iran’ on 6 August, which 
reimposes the provisions of the following sanctions on associated 
services: 

• sanctions on the purchase or acquisition of US dollar bank notes 
by the Government of Iran; 

• sanctions on Iran’s trade in gold or precious metals; 

• sanctions on the direct or indirect sale, supply or transfer to or 
from Iran of graphite, raw, or semi-finished metals; 

• sanctions on significant transactions related to the purchase of 
sale of Iranian rials or the maintenance of significant funds or 
accounts outside the territory of Iran denominated in the rial; 

• sanctions on the purchase, subscription to, or facilitation of the 
issuance of Iranian sovereign debt; 

• and sanctions on Iran’s automotive sector. 

The US Government also revoked the following JCPOA related 
authorisations under US primary sanctions regarding Iran: the 
importation into the US of Iranian-origin carpets and foodstuffs and 
certain related financial transactions pursuant to general licenses 
under the Iranian Transactions and Sanctions Regulations; activities 
undertaken pursuant to specific licenses issued in connection with 
the Statement of Licensing Policy for Activities Related to the Export 
or Re-export to Iran of Commercial Passenger Aircraft and Related 
Parts and Services (JCPOA SLP); and activities undertaken pursuant 
to General License I relating to contingent contracts for activities 
eligible for authorisation under the JCPOA SLP. 

Companies involved in the activities listed above undertaken 
pursuant to the US sanctions relief provided for in the JCPOA 
should have already taken the steps necessary to wind down 
those activities to avoid exposure to sanctions or an enforcement 
action under US law.

Iran sanction developments
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High Representative Federica Mogherini and Foreign Ministers of 
E3 – Jean-Yves Le Drian of France, Heiko Maas of Germany and 
UK Foreign Secretary Jeremy Hunt – issued a joint statement 
on 6 August expressing regret about the reimposition of the 
sanctions. “We deeply regret the re-imposition of sanctions by 
the US,” reads the joint statement. “The lifting of nuclear-related 
sanctions is an essential part of the deal – it aims at having a 
positive impact not only on trade and economic relations with 
Iran, but most importantly on the lives of the Iranian people. 
We are determined to protect European economic operators 
engaged in legitimate business with Iran, in accordance with EU 
law and with UN Security Council resolution 2231. This is why the 
European Union’s updated Blocking Statute enters into force on 7 
August to protect EU companies doing legitimate business with 
Iran from the impact of US extra-territorial sanctions.”

The updated Blocking Statute is part of the EU’s support for the 
continued implementation of JCPOA, including by sustaining 
trade and economic relations between the EU and Iran. The 
Blocking Statute allows EU operators to recover damages arising 
from US extraterritorial sanctions from the persons causing 

The European Commission 
adopted its first package of EUR 
18 million for projects in support of 
sustainable economic and social 
development in the Islamic Republic 
of Iran on 23 August. 
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them and nullifies the effect in the EU of any foreign court rulings 
based on them. It also forbids EU persons from complying with 
those sanctions, unless exceptionally authorised to do so by the 
Commission in case non-compliance seriously damages their 
interests or the interests of the EU. 

Individual member states have the authority to decide on the 
direct enforcement and sanction mechanism of the Blocking 
Statute, and in some member states non-compliance with the 
Statue can be a criminal offence. Following the updates to 
the Blocking Statute, which now targets a major US sanctions 
programme, should the Commission and member states begin 
to enforce the Blocking Statute, many companies will have no 
choice but to be in violation of either EU or US law.  

Following the reimposition of the first set of US sanctions 
several European companies have suspended plans to invest 
in Iran. Notably, French energy and petrochemicals company 
Total confirmed on 21 August that it will be withdrawing from its 
investments in Iran after failing to obtain a business waiver from 
the US, which means that it would be exposed to any secondary 
sanctioning. British Airways and Air France have also announced 
that they will cease direct flights to Tehran in September.  

The joint statement reiterates that the remaining parties to 
the JCPOA have committed to work on the preservation and 
maintenance of effective financial channels with Iran, and the 
continuation of Iran’s export of oil and gas. 

The European Commission adopted its first package of EUR 18 
million for projects in support of sustainable economic and social 
development in the Islamic Republic of Iran on 23 August, including 
EUR 8 million assistance to the private sector. The EC’s projects are 
the first of a wider package of EUR 50 million for Iran, to support 
the country to address key economic and social challenges. They 
are part of the renewed cooperation and engagement between the 
EU and Iran following the conclusion of the JCPOA.

High Representative Federica Mogherini said: “Since the 
renewal of the EU-Iran relations as a result of the Iran nuclear 
deal, cooperation has developed in many sectors. We are 
committed to sustain it and this new package will widen 
economic and sectoral relations in areas that are of direct 
benefit to our citizens.”

German Foreign Minister Heiko Maas published his opinion in a 
German newspaper on 21 August that Europe needs to set up 

payment systems independent of the US if it wants to save the 
JCPOA. “That’s why it is indispensable that we strengthen European 
autonomy by creating payment channels that are independent of the 
United States, a European Monetary Fund and an independent SWIFT 
system,” Maas stated in the Handelsblatt business daily.

The 180-day wind-down period ends on 4 November, at which 
time the remaining US sanctions that were lifted or waived 
pursuant to JCPOA will come back into effect. US special 
representative for Iran commented in August that the Trump 
administration is prepared to impose sanctions on all countries 
that buy oil from Iran after the deadline in November.  

According to Reuters, Iranian lawmakers launched impeachment 
proceedings against finance minister Masoud Karbasian on 19 
August accusing the minister of being unable to manage the 
economy or form and implement policies. Iran’s President Hassan 
Rouhani is facing a growing domestic backlash since the US 
announced that it would be reimposing sanctions.

The United States defended its reimposition of sanctions on Iran 
on 24 August as a legal and justified national security measure 
that cannot be challenged by Tehran at the United Nations’ 
International Court of Justice. 

Iran filed a case with the International Court of Justice in July 
challenging the reimposition of US sanctions. Tehran alleges 
that the move breaches a 1955 bilateral agreement, the Treaty of 
Amity, that promotes economic and consular ties between the two 
countries.

Iran’s challenge before the International Court of Justice could 
take years to complete. The Court is currently holding hearings 
into Tehran’s request to urgently order a suspension of the 
sanctions while the case is being heard.

The United States defended its 
reimposition of sanctions on Iran on 
24 August as a legal and justified 
national security measure that cannot 
be challenged by Tehran at the United 
Nations’ International Court of Justice. 

Continued



The US announced on 8 August 
the imposition of new sanctions on 
Russia pursuant to the Chemical and 
Biological Weapons Control and Warfare 
Elimination Act, following the Russian 
government’s alleged attempt to 
assassinate former Russian spy Sergei 
Skripal and his daughter Yulia Skripal in 
the UK in March using a nerve agent.

According to US Department of State 
Spokesperson Heather Nauert, it has been 
determined that the Government of the 
Russian Federation has used chemical or 
biological weapons in violation of international 
law or has used lethal chemical or biological 
weapons against its own nationals.

Following a 15-day congressional 
notification period, the new US sanctions 
came into force on publication of a notice in 
the Federal Register, on 27 August.

US imposes sanctions on Russia over nerve agent 
attack, and UK urges EU to do the same

37

aperio-intelligence.com FINANCIAL CRIME DIGEST | AUGUST 2018

PRESS & MEDIA  |  SANCTIONS

BIS adds 44 Chinese companies to the Entity List
The US Department of Commerce’s 
Bureau of Industry and Security 
(BIS) added 44 Chinese entities 
to the Entity List on 1 August for 
activities deemed to be contrary to 
the national security or foreign policy 
interests of the US. 

Some of the entities were specifically 
listed for their involvement in the illicit 
procurement of US-origin commodities 
and technologies for unauthorised 
military end-use in China. 

Britain’s foreign minister, Jeremy 
Hunt, requested on 21 August that the 
European Union increase sanctions on 
Russia following the imposition of new 
sanctions by the US as a result of the 
chemical weapons attack in Salisbury. 

“Today the United Kingdom asks its allies 
to go further by calling on the European 

Photo:  Associated Press

BIS has imposed a licence requirement for 
all items subject to the Export Administration 
Regulations, and a licence review policy of 
presumption of denial, on all 44 entities. 

The licence requirements apply to any 
transaction in which items are to be exported, 
re-exported or transferred (in-country) to any 
of the 44 entities or in which such entities 
act as purchaser, intermediate consignee, 
ultimate consignee, or end user. In addition, 
no licence exceptions will be available for 
exports, re-exports or transfers to the entities. 

Union to ensure its sanctions against 
Russia are comprehensive, and that we 
truly stand shoulder to shoulder with the 
U.S.,” said Mr Hunt at a press conference 
in Washington. “That means calling out 
and responding to transgressions with 
one voice wherever and whenever they 
occur, from the streets of Salisbury to the 
heart of Crimea.”

Photo: AFP

Some of the entities 
were specifically listed 
for their involvement in 
the illicit procurement of 
US-origin commodities 
and technologies for 
unauthorised military 
end-use in China.



US advisory on sanctions risks: 
Supply chain links to North Korea
The US Department of State, the 
Department of the Treasury and the 
Department of Homeland Security 
issued an advisory on 23 July 
highlighting the sanctions evasion 
tactics used by North Korea that 
could expose businesses to sanctions 
compliance risks.

The two primary risks identified in the 
advisory are: the inadvertent sourcing of 
goods, services, or technology from North 
Korea; and the presence of North Korean 
citizens or nationals, whose labour generates 
revenue for the North Korean government, in 
companies’ supply chains. 

The use of North Korean citizens or nationals 
as laborer’s in supply chains could trigger US 
sanctions. There is a presumption within the 
Countering America’s Adversaries Through 
Sanctions Act (CAATSA) that goods produced 

by North Korean labour are ineligible for 
import into the US. The advisory includes 
a list of potential indicators to help 
companies detect the presence of North 
Korean overseas labour.

The advisory highlights other activities 
that could result in designation by the US 
Treasury’s Office of Foreign Assets Control, 
including operating in certain industries 
in North Korea, engaging in at least one 
significant importation from or exportation 
to North Korea, facilitating an abuse or 
violation of human rights by North Korea, 
facilitating the export of laborers from 
North Korea, or supplying or purchasing 
certain goods to or from North Korea or any 
person acting on behalf of its government. 

The advisory indicates factors of 
heightened risk of goods, services, and 
technology with a link to North Korea.
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Saudi Arabia sanctions Canada 
amidst diplomatic feud 
Following tweets posted on 2 August 
by Canadian foreign minister Chrystia 
Freeland criticising the detention of 
human rights activist Samar Badawi by 
the Gulf state, a diplomatic feud between 
the two countries has broken out, which 
has led to restrictions being imposed on 
trade with Canada by Saudi Arabia.

In response to criticisms of the Gulf state’s 
human rights record, Saudi Arabia has: begun 
selling its Canadian assets; expelled Canadian 
Ambassador Dennis Horak; frozen new trade 
and investment with Canada; suspended a 
student exchange programme to Canada; 
suspended all flights by state-owned Saudi 
Arabian Airlines to Canada; and suspended all 

medical treatment programmes in Canada, 
as well as transferring all Saudi Arabian 
patients out of Canada.

Ms Freeland issued a statement on 6 August 
in response to the decision by Saudi Arabia 
to expel Canada’s ambassador, “We are 
deeply concerned that Saudi Arabia has 
expelled Canada’s ambassador in response 
to Canadian statements in defence of human 
rights activists detained in the kingdom.”

Saudi Arabia’s Foreign Minister Adel al-
Jubeir commented on 8 August that all new 
investment in Canada would be on hold 
until the feud is resolved; existing trade and 
investment would not be affected.

South Korean 
firms violate 
sanctions by 
importing North 
Korean coal

Three South Korean firms 
imported coal from North Korea 
disguised as Russian products 
in violation of UN sanctions, 
reported Reuters on 10 August 
citing a statement from South 
Korea’s customs agency. 

According to the report, Seoul has 
been examining nine cases of potential 
imports of North Korean coal, which 
would breach a resolution passed by 
the UN Security Council in August 2017 
to halt funding for Pyongyang’s nuclear 
and ballistic missile programs.

South Korea’s customs agency did not 
identify the companies but said about 
35,000 tons of coal was brought into 
South Korea between April and October 
in 2017, worth KRW 6.6 billion. The 
government also plans to explore a ban 
or seizure of the ships found to have 
transported the coal.

No transactions occurred between 
the companies as coal was provided 
in exchange for mediating trade 
between North Korea and Russia, 
Reuters reported. 



A bipartisan group of US senators 
introduced legislation on 2 August 
that would impose “crushing 
sanctions” on Russia until President 
Vladimir Putin stops “meddling 
in the US electoral process, halts 
cyber-attacks on US infrastructure, 
removes Russia from Ukraine, and 
ceases efforts to create chaos in 
Syria,” said Senator Lindsey Graham 
(R-S.C.) on introducing the Defending 
American Security from Kremlin 
Aggression Act of 2018. 

The key elements of the proposed 
legislation include: 

• provisions aimed to pressure the Russian 
government to halt its obstruction 
of international efforts to investigate 
chemical weapons attacks as well as 
punish the Russian government for 
chemical weapons production and use; 

• making interfering in US elections 
a ground of inadmissibility under 
immigration law; 

• new sanctions on political figures, 
oligarchs, and family members and other 
persons that facilitate illicit and corrupt 
activities, directly or indirectly, on behalf 
of Vladimir Putin;

“Crushing” Russian sanctions posed in US Senate Bill

• sanctions on transactions related to 
investment in energy projects supported by 
Russia state-owned or parastatal entities; 

• a prohibition on and sanctions with respect 
to transactions relating to new sovereign 
debt of the Russian Federation; 

• sectoral sanctions on any person in the 
Russian Federation that has the capacity 
or ability to support or facilitate malicious 
cyber activities; 

• a requirement for the Secretary of State 
to submit a determination of whether the 
Russian Federation meets the criteria 
for designation as a state sponsor of 
terrorism; 

• a prohibition on licenses for US persons 
to engage in activities relating to certain 
projects to produce oil in the Russian 
Federation; 

• a requirement for domestic title insurance 
companies to report information on 
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The Treasury has 
warned Congress 
against legislation that 
would block transactions 
and financing for 
Russian sovereign debt 
over concerns that it 
could damage the global 
economy. 

the beneficial owners of entities that 
purchase residential real estate in high-
value transactions; 

• an extension on the cap of Russian 
uranium imports; and

• a report on the net worth and assets of 
Vladimir Putin.

The bipartisan legislation, posed by US 
Senators Lindsey Graham (R-S.C.), Bob 
Menendez (D-N.J.), Cory Gardner (R-CO), 
Ben Cardin (D-MD), John McCain (R-AZ) 
and Jeanne Shaheen (D-N.H.) “sends a 
strong message of unity and deterrence 
against the Kremlin, while closing security 
gaps that leave our nation and its citizens 
vulnerable,” said Senator Shaheen. 

The Treasury has warned Congress 
against legislation that would block 
transactions and financing for Russian 
sovereign debt over concerns that it could 
damage the global economy.



The US Department of Treasury’s 
Office of Foreign Assets Control 
(OFAC) placed two Turkish government 
officials, minister of justice Abdulhamit 
Gul and minister of interior Suleyman 
Soylu, on the Specially Designated 
Nationals (SDN) list on 1 August over 
their alleged role in the detention of 
American pastor Andrew Brunson. 

According to the US government, these 
officials serve as leaders of Turkish 
government organisations responsible for 
implementing Turkey’s serious human rights 
abuses, and are being targeted pursuant 
to Executive Order 13818, ‘Blocking the 
Property of Persons Involved in Serious 
Human Rights Abuse or Corruption,’ which 
builds upon the Global Magnitsky Act. 

Pastor Brunson has reportedly been a 
victim of unfair and unjust detention by the 
government of Turkey. He was arrested 
in Izmir, Turkey in October 2016, accused 
of aiding armed terrorist organisations 
and obtaining confidential government 
information for political and military 
espionage.  

US imposes sanctions against Turkey
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EU transposes UN Security Council resolution 
reinforcing sanctions on South Sudan
The Council of the European 
Union announced on 10 August 
the transposition of UN Security 
Council resolution 2428/2018, which 
imposes an arms embargo on South 
Sudan and adds two individuals 
to the list of persons subject to 
restrictive measures.

As a result of the OFAC’s designations, any 
property, or interest in property, of both Mr 
Gul and Mr Soylu within US jurisdiction is 
blocked, and US persons are prohibited from 
engaging in transactions with them. “Pastor 
Brunson’s unjust detention and continued 
prosecution by Turkish officials is simply 
unacceptable,” said Treasury Secretary 
Steven Mnuchin. “President Trump has made 
it abundantly clear that the United States 
expects Turkey to release him immediately.”

Turkey’s President Recep Tayyip Erdoğan 
said in a speech at the ruling Justice and 
Development Party’s congress on 4 August 
that “The latest step taken by the U.S. in the 
incident of Pastor Brunson in İzmir was not 
suitable to a strategic partner. The U.S. has 
displayed serious disrespect with this step.” 

In retaliation, President Erdoğan stated that 
he would give the necessary instructions to 
the relevant officials to freeze US attorney 
general and interior secretary’s assets in 
Turkey, if there are any.

During a Cabinet meeting on 16 August, US 
Treasury Secretary Mnuchin said that the 

The Council has adopted these additional 
sanctions due to the deteriorating 
humanitarian and security situation in South 
Sudan. The EU has had an arms embargo in 
place on South Sudan since 2011 and both 
individuals designated have been sanctioned 
since February 2018 for involvement in 
serious human rights violations. 

US government is prepared to put additional 
sanctions in place against Turkey if Mr 
Brunson is not released. 

Secondary sanctions could also be imposed 
by the US government on persons who are 
determined to “have materially assisted, 
sponsored, or provided financial, material, 
or technological support for, or goods or 
services to or in support of” the Turkish 
officials, according to the Executive Order. 

The White House reportedly rejected an 
offer by Turkey for the release of Mr Brunson 
in exchange for forgiveness of billions of 
dollars in US fines on a Turkish bank, an 
administration official told The Wall Street 
Journal on 20 August.

Photo: Reuters



Oleg Deripaska offers sanctions 
relief plan to the OFAC
Russian energy company En+ Group 
owned by Oleg Deripaska presented 
the final version of a plan to the US 
Department of the Treasury’s Office 
of Foreign Assets Control (OFAC) in 
August in a bid to free itself from US 
sanctions imposed on 6 April, which 
saw designations issued against 
seven Russia oligarchs, including 
Mr Deripaska, and the companies 
controlled by them. 

Under the proposal filed with the OFAC, Mr 
Deripaska has agreed to reduce his holding in 
En+ to below 45 percent, primarily through the 
transfer of shares to Russian bank VTB. VTB, 
a bank that is also subject to US sanctions, 
will then sell the shares into the market, 
but during the period it has control of those 
shares, voting rights will be controlled by two 
US citizens appointed by En+ Group. 

The OFAC has yet to issue its decision on 
the proposal. 

Meanwhile, following the signing into law of 
a proposal to create Special Administrative 

Regions in Russia, Bloomberg reported 
on 17 August that Mr Deripaska is 
considering re-domiciling his companies 
to a Russian offshore zone created by the 
Kremlin in response to US sanctions. 

The special administration zones 
established by the new law in Primorsky 
and Kaliningrad will allow companies 
registered internationally to move back to 
Russia, whilst retaining tax benefits. 

41

aperio-intelligence.com FINANCIAL CRIME DIGEST | AUGUST 2018

PRESS & MEDIA  |  SANCTIONS

Credit Suisse freezes CHF 5 billion 
of Russian funds due to sanctions 
Reuters reported on 22 August that 
Credit Suisse has frozen roughly CHF 5 
billion of funds linked to Russia to avoid 
falling foul of US sanctions, according to 
the company’s accounts.

The move by Credit Suisse, which owned 
aircraft surrendered by Oleg Deripaska 
and had lent money to Russian oligarch 
Viktor Vekselberg before the imposition 
of sanctions, underscores a widespread 

fear among banks of reprisals from 
Washington for working with targeted 
Russian individuals and entities.

US targets 
attempted 
circumvention 
of Russian 
sanctions
The US Department of the 
Treasury’s Office of Foreign 
Assets Control (OFAC) 
designated two entities and 
Russian individuals on 21 August 
for attempting to evade US 
sanctions on Russia. 

Vela-Marine Ltd, Marina Igorevna 
Tsareva, Anton Aleksandrovich 
Nagibin and Lancno SRO were all 
designated based on actions they 
undertook for Russian sanctioned entity 
Divetechnoservices. 

The action was taken by the OFAC 
pursuant to Executive Order 13694, 
Blocking Property of Certain Persons 
Engaging in Significant Malicious Cyber-
Enabled Activities, as amended, and 
codified by the Countering America’s 
Adversaries Through Sanctions Act.  

“The Treasury Department is disrupting 
Russian efforts to circumvent our 
sanctions,” said Steven Mnuchin, 
Secretary of the Treasury. “Today’s 
action against these deceptive actors 
is critical to ensure that the public is 
aware of the tactics undertaken by 
designated parties and that these 
actors remain blocked from the U.S. 
financial system.”     

All property and interests in property of 
the designated persons subject to US 
jurisdiction are blocked as a result of 
the designations, and US persons are 
generally prohibited from engaging in 
transactions with them. 

Mr Deripaska is 
considering re-
domiciling his 
companies to a 
Russian offshore zone 
created by the Kremlin 
in response to US 
sanctions.  

Photo: Bloomberg



The US Department of the Treasury’s 
Office of Foreign Assets Control 
(OFAC) announced a number of North 
Korea-related designations in August 
on Russian-registered Agrosoyuz 
Commercial Bank, Russian port service 
agency Profinet Pte Ltd, China-based 
Dalian Sun Moon Star International 
Logistics Trading Co Ltd and its 
Singapore-based affiliate SINSMS Pte 
Ltd, Russia-based shipping companies 
Primorye Maritime Logistics Co Ltd 
and Gudzon Shipping Co LLC, and the 
registered ship owners and managers 
of Russia-flagged merchant vessels, for 
breaching US sanctions.

“The United States will continue to enforce 
UN and U.S. sanctions and shut down 
illicit revenue streams to North Korea. 
Our sanctions will remain in place until 
we have achieved the final, fully-verified 
denuclearization of North Korea,” said 
Treasury Secretary Steven Mnuchin in 
the 3 August press release relating to the 
designation of Agrosoyuz Commercial Bank. 

Russian and Chinese firms designated for North Korea 
sanctions violations 
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Iraq to seek exemption from US sanctions on Iran
According to Reuters, an Iraqi 
delegation is to travel to the US to 
ask for a special dispensation from 
the sanctions to save its economy, 
which is closely tied to Iran, from 
collapse. Each Iraqi ministry is 
reportedly compiling a list of 
essential imports from Iran to inform 
the exemption request.

According to the Treasury, the OFAC 
sanctioned Agrosoyuz Commercial Bank for 
knowingly facilitating a significant transaction 
on behalf of an individual designated for 
weapons of mass destruction-related 
activities in connection with North Korea. At 
the same time, the OFAC also targeted one 
individual and two entities for facilitating 
North Korean illicit financial activity.  

In a 12 August statement the Treasury 
explained that Dalian Sun Moon Star 
International Logistics Trading Co Ltd and 
its Singapore-based affiliate SINSMS Pte Ltd 
had grossed more than USD 1 billion a year 
by exporting alcohol and cigarette products 
to North Korea. At the same time, the OFAC 
also sanctioned Profinet Pte Ltd and its 
director general, Vasili Aleksandrovich 
Kolchanov, for providing port services to 
North Korean-flagged ships.

The OFAC announced additional designations 
against Primorye Maritime Logistics Co 
Ltd and Gudzon Shipping Co LLC, and the 
registered ship owners and managers of 

The sanctions pose difficulties for Iraq as 
the neighbouring countries are trade allies, 
however Iraq is equally still reliant on the US 
which proves security support in the country.

Iraqi Prime Minister Haider al-Abadi stated 
on 20 August that his government would 
only respect the dollar ban in transactions 
with Iran.

Russia-flagged merchant vessels PATRIOT, 
BELLA, BOGATYR, NEPTUN, PARTIZAN, and 
SEVASTOPOL on 21 August. 

According to the OFAC’s press release, in 
early 2018, the PATRIOT conducted two 
ship-to-ship transfers of oil for the benefit 
of North Korea. The ultimate buyer was UN 
and US designated Taesong Bank, a North 
Korean entity subordinate to the designated 
Workers’ Party of Korea Office 39.  

“Ship-to-ship transfers with North Korea-
flagged vessels from Russia or elsewhere 
of any goods being supplied, sold, or 
transferred to or from the DPRK are 
prohibited under the UN Security Council 
resolutions on North Korea and are 
sanctionable under U.S. law,” said Treasury 
Secretary Steven Mnuchin. “Consequences 
for violating these sanctions will remain in 
place until we have achieved the final, fully 
verified denuclearization of North Korea.”

The US aims to pressure North Korea into 
giving up its nuclear weapons programme.



EU sanctions firms connected to 
construction of Kerch bridge
The Council of the European Union 
announced on 31 July the imposition 
of sanctions on six companies involved 
in the construction of the Kerch bridge 
between Russia and the annexed 
Crimea peninsula.  

The EU considers that five Russian 
entities and one Crimean company were 
actively involved in the construction of the 
Kerch bridge and therefore undermined 
the territorial integrity, sovereignty and 
independence of Ukraine. The construction of 
the Kerch bridge is viewed by the EU as a key 
step in consolidating Russia’s control over the 
illegally annexed Crimea and Sevastopol.

The designated companies now face an 
asset freeze in the EU, and EU citizens 
and entities are barred from allowing the 
companies to access those funds. The 

sanctioned companies are: Institute 
Giprostroymost; PJSC Mostotrest; 
JSC Zaliv Shipyard; Stroygazmontazh 
Corporation; Stroygazmontazh-Most; and 
CJSC VAD.

Stroygazmontazh is owned by Arkady 
Rotenberg, who has previously been 
designated for his actions undermining 
Ukrainian sovereignty. 

“Through their actions they supported the 
consolidation of Russia’s control over the 
illegally annexed Crimean peninsula, which 
in turn further undermines the territorial 
integrity, sovereignty and independence of 
Ukraine,” the Council said in a statement.

The number of parties listed by the EU for 
undermining the independence of Ukraine 
is now 44 entities and 155 individuals.
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Germany lifts sanctions on Turkey
According to German newspaper 
Frankfurter Allgemeine Zeitung, the 
German government confirmed on 21 
July that economic sanctions, placed 
on Ankara in July 2017 in response to 
the detention of a German human rights 
campaigner and five other activists, will 
be lifted. The decision follows the end to 
Ankara’s state of emergency imposed in 
the wake of the failed coup in 2016.

A government spokesperson reportedly 
confirmed that the sanctions that consisted 
of a EUR 1.5 billion limit on export guarantees 
to Turkey will not be renewed. German 
restraints on travel to Ankara were also 

eased, with the foreign ministry removing 
a warning from its website about the risk 
of arrest posed to German nationals when 
visiting Turkey.

Standard 
Chartered 
agrees further 
extension of 
US deferred 
prosecution 
agreements
Standard Chartered plc announced 
on 27 July that it has agreed to the 
further extension of its US deferred 
prosecution agreements (DPAs) 
until 31 December. 

The bank entered into the DPAs with 
the US Department of Justice and the 
New York County District Attorney’s 
Office in December 2012 paying a 
cash settlement of USD 327 million 
and agreeing to improve its sanctions 
compliance as a result of its processing 
payments for sanctions targets in Iran, 
Burma, Sudan and Libya. 

The DPAs were extended for three 
years in December 2014 and for a 
further nine months in November 2017. 
The agreement acknowledges that the 
bank has made significant progress 
toward compliance, but that the 
standard required by the DPAs has not 
yet been reached. 

According to the press release issued 
by Standard Chartered “The agreement 
also indicates that the [bank] continues 
to co-operate with an ongoing US 
sanctions-related investigation, but that 
additional time is needed to complete 
the investigation. [Standard Chartered] is 
committed to ongoing cooperation with 
the authorities and a comprehensive 
programme of improvements to its 
financial crime controls.”

A government 
spokesperson 
reportedly confirmed 
that the sanctions that 
consisted of a EUR 1.5 
billion limit on export 
guarantees to Turkey 
will not be renewed. 



             Armenia

Proposed amendments to Armenia’s Criminal Code 
that would introduce tougher punishments for electoral 
bribery have been published on the government’s 
website. The proposed changes include that the 
penalties for electoral bribery should be between 
one and three years’ imprisonment or a penalty of 
between AMD 500,000-700,000. Giving a bribe in any 
form, whether that be providing a repeat vote or voting 
for another person, would be punished with a fine of 
AMD 3-4 million or imprisonment for up to five years. 
An individual can avoid criminal liability for receiving a 
bribe if they inform law enforcement officers within five 
days of receipt of the bribe. The Armenian parliament 
adopted amendments to the Electoral Code in May that 
provide for tougher punishments for electoral bribery and 
criminalise coercion during campaigning.

             South Korea

Chairman of South Korea’s Fair Trade Commission 
(FTC) Kim Sang-jo announced new measures on 
21 August to combat corruption within the antitrust 
regulator following a scandal which saw former FTC 
officials hired by conglomerates that they oversaw whilst 
working for the FTC. According to Mr Sang-jo, the FTC 
will establish a framework to make it impossible for 
officials set to end their employment with the regulator 
to bypass a law that prohibits them from taking a job 
with a private company they oversaw during their official 
capacity at the FTC, private contact between current 
and former officials will be prohibited, and it will become 
obligatory for ex-FTC employees to provide details 
of their employment status for ten years after they 
cease to be employed by the FTC. Officials will also be 
banned from being paid to provide lectures or attending 
seminars sponsored by private companies, including law 
firms. Following an investigation in June into allegations 
that FTC officials had shut down cases prematurely to 
gain favour with local companies, Korean prosecutors 
indicted 12 past and present officials of the FTC in 
August for pressuring private companies to guarantee 
onward employment. Three individuals, including former 
FTC chairman Jeong Jae-chan, have been detained. 
The remaining nine officials were indicted without 
detention. The indicted officials face charges that they 
helped 18 former commission employees obtain jobs at 
16 private companies from 2012, and in return ignored 
antitrust law violations committed by those companies. 
Allegedly those accused also shuffled staff around 
within the commission to launder their work history and 
avoid a local law that forbids high-ranking government 
officials from taking jobs related to their official work 
during the first three years following the end of their 
employment. “I consider this incident the biggest crisis 
for the commission since its establishment that cost it 
the trust of the public,” said Mr Sang-jo during a press 
conference. “Through these measures, I hope we are 
able to straighten out the wrong and become a more 
transparent organization.”

             China

The People’s Bank of China issued several notices on 
26 July on strengthening anti-money laundering (AML) 
and counter terrorist financing (CTF). To further the 
implementation of a risk-based approach and to improve 
the effectiveness of AML and CTF controls, Notice 
130/2018 stipulates: measures for the strengthening of 
customer identity verification management; requirements 
relating to reliance on third-party agencies to carry out 
customer identification; and steps for the strengthening 
of the management of all areas identified as high-risk, 
such as control requirements relating to high-risk 
countries or regions. 

  Pakistan 

The European Commission published a Delegated 
Regulation on 22 August, which amends Delegated 
Regulation (EU) 2016/1675 supplementing the Fourth 
Anti-Money Laundering Directive (4MLD). The Delegated 
Regulation adds Pakistan to the Annex of Delegated 
Regulation (EU) 2016/1675 which details third countries 
with strategic deficiencies in their anti-money laundering 
and counter terrorist financing regimes. Obliged entities 
in all member states will be bound to apply enhanced 
due diligence measures when dealing with natural 
persons or legal entities established in high-risk third 
countries as set out in Delegated Regulation.

             India

The Prevention of Corruption (Amendment) Bill 2018 
has been passed by both houses of India’s parliament. 
The Bill amends the country’s anti-corruption legislation 
by, amongst other things, expanding the definition of 
bribery and bringing commercial organisations within 
scope of the law. The key amendments introduced by 
the Bill include: the definition of bribe has been revised 
to include ‘undue advantage’; commercial organisations 
and their representatives can be punished for awareness 
and involvement in an offence; and criminal misconduct 
of public officials can arise from indications of 
misappropriation of property or from holding property 
that is disproportionate to known sources of income. 
Notably, the Bill makes commercial organisations liable 
for corruption in instances in which individuals associated 
with the organisation give or promise to give any undue 
advantage for obtaining or retaining business or for the 
provision of an advantage during the course of business.

             Antigua and Barbuda

The Office of National Drug and Money Laundering 
Control Policy of Antigua and Barbuda announced 
on 1 August that the Caribbean Financial Action Task 

Force’s (CFATF) 2018 Mutual Evaluation Report has 
given a positive assessment of the country’s efforts 
to combat money laundering and terrorist financing. 
CFATF’s Report noted a high level of understanding of 
the ML/FT risks in the banking sector but commented 
that there is room for improvement in other areas 
of the financial sector. The areas identified for 
improvement include: identification of vulnerable non-
profit organisations; lack of awareness by lawyers of 
their AML/CFT obligations; and the need to implement 
the requirement for annual reports on beneficial 
ownership. The previous assessment of Antigua 
and Barbuda carried out in 2007 identified over thirty 
areas as having significant ML/FT weaknesses, which 
has been reduced to eight in the 2018 assessment. 
Recommendations for further improvements from 
the CFATF include: the creation of a serious offenses 
court; greater effort to increase money laundering 
prosecutions; stronger risk-based examinations 
of financial institutions; and measures to assist 
financial institutions and non-financial businesses and 
professions to better understand their ML/TF risks.

             Thailand

The Act Supplementing the Constitution Relating to the 
Prevention and Suppression of Corruption came into 
effect in Thailand on 22 July, which aims to enhance 
measures and mechanisms to prevent and suppress 
corruption and wilful misconduct. The Anti-Corruption 
Act repeals the previous anti-corruption law that 
had been in place since 1999. One of the significant 
changes brought in by the Act is the expansion of the 
definition of persons who commit bribery to include 
foreign persons registered abroad that operate a 
business in Thailand. 

  Belgium

The Belgian Financial Services and Markets Authority 
(FSMA) issued a circular on the implementation of a 
risk-based approach to combating money laundering 
on 7 August. The circular sets out the measures for 
the application of the provisions of the Law of 18 
September 2017 on the implementation, by obliged 
entities, of a risk-based approach to combating money 
laundering and terrorist financing. The circular also 
specifies the expectations of the FSMA regarding 
the implementation of the provisions and certain 
supervisory actions that the FSMA will take to ensure 
compliance with the Law. Further, the FSMA published 
its annual questionnaire on the prevention of money 
laundering and terrorist financing on 10 August which 
aims to inform obliged entities about the contents 
of the information, and the modalities for their 
transmission, used to assess the compliance and 
efficiency of systems for combating money laundering 
and the financing of terrorism. 
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            Saudi Arabia

The Saudi Arabian Monetary Authority’s 
standing committee for awareness on dealing in 
unauthorised securities activities in the foreign 
exchange market issued a warning on 12 August 
against trading in virtual currencies due to the high 
risks posed to traders and the lack of government 
supervision. The standing committee reiterated 
that virtual currencies, including Bitcoin, are illegal 
in the kingdom and no parties or individuals are 
licensed to carry out any such activities involving 
virtual currencies. The committee’s statement 
warned against “drifting after such illusion and 
get-rich scheme due to the high regulatory, security 
and market risks involved, not to mention signing 
of fictitious contracts and the transfer of funds to 
unknown recipients/entities/parties.”

            Solomon Islands

The Solomon Islands parliament passed the country’s 
first anti-corruption and whistleblower protection 
laws at the end of July, which includes provisions for 
the establishment of an independent commission 
against corruption. Although the new laws have been 
widely applauded as a big step forward in the fight 
against corruption, there have been criticisms that 
the laws will not apply retroactively so investigatory 
powers will not apply to alleged corruption that 
occurred before the bill was signed into law.

  United Arab Emirates

The Abu Dhabi Global Market (ADGM) has launched 
a legal framework to regulate cryptoasset activities, 
to address the potential risks posed by such 
activities including relating to money laundering and 
compliance with measures against financial crime 
and counter terrorism financing, as well relating to 
consumer protection, governance, and exchange 
operations. Separately, President of the United Arab 
Emirates Sheikh Khalifa bin Zayed Al-Nahyan passed 
amendments to the country’s cybercrime law on 13 
August, which increases the penalties – including 
jail terms of up to 25 years and fines of up to AED 
4 million – for cyber offences. The update to the 
UAE’s 2012 cybercrime law increases penalties 
for offenders that facilitate online communication 
between terrorists or unauthorised groups and 
their members. Penalties also apply to anyone who 
promotes or praises the ideas of illegal groups, 
finances their activities, or aids the manufacture of 
incendiary devices, explosives or any other materials 
used in acts of terrorism.

            Nepal

Nepal’s federal government discussed plans in August 
to set up a regulator to oversee the trading of precious 
metals to improve transparency and eliminate the 
flow of proceeds from financial crime into precious 
metals. The National Co-ordination Committee has 
recommended the government appoint a regulator. 
Meanwhile, a meeting of the Nepal House of 
Representatives passed a proposal on 21 August 
seeking an endorsement of the ‘BIMSTEC Convention 
on Cooperation in Combating International Terrorism, 
Transnational Organised Crime and Illicit Drug 
Trafficking.’ The Convention is focused on the fight to 
curb organised crime and drug smuggling. The fourth 
Bay of Bengal Initiative for Multi-Sectoral Technical and 
Economic Cooperation (BIMSTEC) summit took place 
in Kathmandu on 30-31 August.

             Togo

Togo’s ministerial council, under the supervision of 
President Faure Gnassingbé, issued a decree on 3 
August for the creation of a national committee for 
coordinating activities against money laundering and 
the financing of terrorism (CONAC). The creation 
of CONAC will replace the inter-ministerial council 
supervising anti-money laundering and the financing 
of terrorism. CONAC, under the supervision of the 
finance and economy minister, will be made up of 
representatives from ministerial departments as 
well as private and public institutions, and will focus 
on identifying, reviewing and alleviating the threat of 
financial crime. 

  Canada

Toronto lawyer Bruce McMeekin was interviewed by 
the Canadian Lawyer Magazine on 20 August in which 
he expressed concerns about the state of anti-money 
laundering enforcement in Canada. “We have in Canada 
a lacklustre record when it comes to the investigation 
and prosecution of financial crimes including money 
laundering,” McMeekin told the Magazine. The interview 
followed a recent report in the Wall Street Journal 
which stated that Canada has a poor record of fighting 
money laundering and that two-thirds of Canadian 
banks examined by regulators had “significant levels” of 
non-compliance.

            US

The US Financial Crimes Enforcement Network 
(FinCEN) issued on 8 August a notice to provide 
an additional 30 days of limited exceptive relief for 
covered financial institutions that are required to obtain 
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and verify the identity of beneficial owners of legal 
entity customers with respect to certificate of deposit 
rollovers and loans that renew automatically. The 
extension, which was due to expire on 9 August and 
applies to qualified products and services that were 
established before the Beneficial Ownership Rule’s 11 
May compliance date, will now end on 8 September. 

             Australia

Australia’s financial intelligence agency with 
regulatory responsibility for anti-money laundering 
and counter-terrorism financing, AUSTRAC, 
published an assessment of the money laundering 
and terrorist financing risks associated with 
traveller’s cheques on 16 July. 
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