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About Us
Founded in 2014, Aperio Intelligence is a specialist,
independent corporate intelligence firm staffed by
individuals who collectively have decades of experience
in undertaking investigations and intelligence analysis.
Our team has worked in over 150 countries, on
thousands of cases, for a wide range of leading global
corporations, financial institutions and law firms.

We have both knowledge of and access to relevant public and
proprietary data sources, as well as a longstanding network of reliable,
informed local contacts in the regions where we operate, cultivated
over decades, who support regularly in undertaking local enquiries on
a confidential and discreet basis.

We provide specialist investigation skills, together with local
jurisdictional knowledge, to enable you to identify and understand
financial crime, integrity and reputational risks arising from a lack of
knowledge of counterparties or local jurisdictions. We empower you
to take better informed decisions, allowing you to achieve positive
outcomes and realise the full benefits of your business activities.
Our enhanced due diligence (EDD) services help clients comply with
anti-bribery and corruption, anti-money laundering and other relevant
financial crime legislation, such as sanctions compliance, or the
evaluation of tax evasion risks. For banking and asset management
clients, our services are designed to support on-boarding new
customers or third parties, reviewing existing relationships, or as part
of a remediation process.
We support clients in assessing complex integrity and political risks
in opaque and high-risk markets through local insight and contact
networks. Critical to our intelligence-gathering capabilities are the
languages we speak in-house, including all major European languages,
as well as Russian, Arabic, Farsi, Mandarin, Cantonese and Japanese.
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As a specialist provider of corporate intelligence, we source our
intelligence and conduct research to the highest legal and ethical
standards.
We operate a “Client First” policy that ensures strict adherence to the
core principles of quality control, confidentiality and respect for time
constraints, and provide cost-effective solutions, which allows our
clients to obtain the highest quality standard of EDD at one of the best
cost-to-benefit ratios in the marketplace. Our independence enables
us to avoid many of the potential conflicts of interest that may affect
our larger competitors.
Should you like to know more about our services or discuss how we
may be able to help you, please do not hesitate to get in touch with our
London or Paris offices.

Find out more about the Aperio Intelligence Team at:
www.aperio-intelligence.com
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TECHNICAL UPDATES

Draft Registration of Overseas Entities Bill
HM Government has issued a
draft Registration of Overseas
Entities Bill, on which it is seeking
views, which sets out provisions
to establish a new register of
beneficial ownership of overseas
entities that own UK property.
The introduction of the draft Bill follows
commitments given by the Government
at the Anti-Corruption Summit in London
in 2016, when it undertook to establish a
public register of beneficial owners of nonUK entities that own or buy property in the
UK, or which participate in UK Government
procurement over certain thresholds.
The Bill will require any overseas entity that
wishes to own land in the UK to take steps
to identify their beneficial owner(s) and to
register them. Once registered, an overseas
entity will obtain an overseas entity ID and
will be required to update their information
annually, until such time as it successfully
applies to be removed from the live register
of overseas entities.
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The register forms part of a wider crackdown
on criminals laundering their dirty money in the
UK. Penalties included under the new Bill are:
•

•

a ban on any foreign entity selling or
leasing property without first publicly
declaring its beneficial owner; an
individual found to have committed this
offence could face up to five years in jail
and an unlimited fine;
individuals who fail to register overseas

entities when instructed face up to two
years in jail and an unlimited fine; and
•

individuals who knowingly try and deceive
the register by providing false information
face up to two years in jail and an
unlimited fine.

The draft Bill on Registration of
Overseas Entities can be found
HERE.
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HM Treasury issues advisory notice on
money laundering in overseas jurisdictions
HM Treasury has issued an advisory
notice on money laundering and
terrorist financing controls in overseas
jurisdictions.
The advisory notice draws attention to the
requirement for firms in regulated sectors
to apply enhanced due diligence measures
for higher risk jurisdictions, and the latest
publication by the Financial Action Task
Force (FATF) on high risk jurisdictions. At
its plenary session in Paris in June, the
FATF issued two statements relating to
jurisdictions with strategic deficiencies in
their AML/CFT regimes. North Korea and Iran
are considered high risk, and as such HM
Treasury recommends enhanced due diligence
measures for both; in respect to Ethiopia,
Pakistan, Serbia, Sri Lanka, Syria, Trinidad and
Tobago, Tunisia and Yemen, HM Treasury
recommends taking appropriate actions to
minimise the associated risks, which may
include enhanced due diligence measures in
high risk situations.
Concerning Iran, the FATF issued a
public statement on 29 June reporting
its disappointment with Iran’s “failure to
implement its action plan to address AML/CFT
deficiencies.”
Pakistan was placed on the FATF ‘grey list’
for failing to tackle terrorist financing. The
decision was widely expected, following a
process initiated in February 2018 when the
FATF approved the nomination of Pakistan for
monitoring under its International Cooperation
Review Group (ICRG), commonly known as
the grey list. The announcement followed the
submission by Pakistan of a 26-point action
plan to the FATF to tackle funding of militant
groups, including the JuD led by Hafiz Saeed,
the mastermind of the Mumbai terrorist attack.
The plan was endorsed by the FATF plenary
and Pakistan has been given a period of 15
months to address the concerns of the global

North Korea and Iran are considered high risk, and
as such HM Treasury recommends enhanced due
diligence measures for both; in respect to Ethiopia,
Pakistan, Serbia, Sri Lanka, Syria, Trinidad and Tobago,
Tunisia and Yemen, HM Treasury recommends taking
appropriate actions to minimise the associated risks.

community. Rejection of the plan would have led
to Pakistan being on FATF’s Public Statement,
also known as the black list. Pakistan has taken
legislative steps to address its weaknesses on
terrorist financing, including the publication on
20 June 2018 by the Securities and Exchange
Commission of Pakistan of the Anti-Money
Laundering and Countering Financing of
Terrorism Regulations 2018, in compliance
with FATF recommendations. Pakistan will also
publish an updated list of persons and entities
proscribed under the Anti-Terrorism Act and the
UN-designated entities by January 2019.
Separately, the FATF has removed Iraq and
Vanuatu from its list of countries subject

to the FATF’s ongoing global AML/CFT
compliance process. In relation to Iraq, the
FATF said the country has established the
legal and regulatory framework to meet the
commitments in its action plan regarding
the strategic deficiencies the FATF identified
in October 2013. Vanuatu had made similar
progress, following identification of strategic
deficiencies by the FATF in February 2016.

The HM Treasury advisory notice
can be found HERE.
The FATF public statement on Iran
can be found HERE.
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FATF issues report
on AML/CFT
for judges and
prosecutors

Joint FATF/Egmont group paper
on concealment of beneficial
ownership published
The Financial Action Task Force (FATF),
in conjunction with the Egmont Group of
Financial Intelligence Units, has published
a paper on concealment of beneficial
ownership.

The Financial Action Task Force
(FATF) has issued a report under
the Argentine Presidency (2017-18)
entitled: Anti-money laundering and
counter terrorist financing for judges
and prosecutors.
The report sets out the challenges faced by
judges and prosecutors when investigating
and prosecuting money laundering and
terrorist financing, and in recovering the
proceeds of crime. It highlights useful
elements and best practices in the conduct
of investigations, prosecutions, convictions
and confiscation. Information presented
in the report is based on the experiences,
challenges and best practices from over
400 judges and prosecutors from around
the world.

The FATF President’s Paper: Antimoney laundering and counter
terrorist financing for judges and
prosecutors can be found HERE.

The paper assesses vulnerabilities linked to the
concealment of beneficial ownership in order
to support further analysis by governments,
financial institutions and other professional
service providers. The report draws on over 100
case studies from 34 jurisdictions. It includes
information gathered from law enforcement
and other experts, the private sector, and opensource research and intelligence reports to
document methods used by criminals to hide
beneficial ownership.

The report on concealment of
beneficial ownership can be found
HERE.

FATF issues public consultations on draft
risk-based approach guidance for life
insurance and securities sectors
The Financial Action Task Force (FATF)
has initiated two public consultations
on its draft guidance on a risk-based
approach for the life insurance and
securities sectors.
The guidance includes information on the key
characteristics of the two sectors. In relation to
the securities sector, specific mention is made
of market abuse risk, which is relevant in the
AML/CFT context for two principal reasons.
Firstly, because certain types of market
abuse may constitute a predicate offence
for money laundering under certain national
laws. Secondly, because certain controls that

regulated institutions must implement to
comply with market abuse laws may also be of
benefit to monitoring for suspicious activity for
AML/CFT purposes.
The draft guidance for the life insurance sector
provides examples of life insurance products
and indicative risk ratings.
The draft RBA guidance for the
securities sector can be found HERE.
The draft RBA guidance for the life
insurance sector can be found HERE.
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Law Commission launches
consultation on AML legislation
The UK Law Commission has launched
a major review of anti-money laundering
legislation. The review focuses on the
‘consent regime’ included in Part 7 of
the Proceeds of Crime Act 2002 and
Part 3 of the Terrorism Act 2000.

•

a new power to require additional
detail and record keeping requirements
targeted at specific transactions;

•

The review aims to improve the effectiveness
of the regime and reduce the number of ‘low
quality’ suspicious activity reports submitted to
the National Crime Agency.

cutting back on low quality reports
by focusing on accounts where there
are reasonable grounds to suspect
property is criminal property;

•

providing detail as to what amounts to
a defence of ‘reasonable excuse’ for not
making a suspicious activity report; and

The Commission has set out a range of
provisional proposals, including:

•

asking whether organisations should
be liable for failure to prevent a criminal
offence when an employee fails to
disclose a suspicion.

•

statutory guidance on what to look for and
a set format for submitting suspicious
activity reports;

•

asking whether new tools could help
enforcement, like US-style Geographic
Targeting Orders;

The consultation closes on 5 October 2018.
The consultation can be accessed
HERE.

Despite 5MLD entering into force,
some EU Member States have not
fully implemented 4MLD
Although the EU Fifth Money
Laundering Directive (5MLD) entered
into force on 9 July 2018 (and must
be transposed into national law by 10
January 2020), a number of EU Member
States have still not implemented the
Fourth Money Laundering Directive
(4MLD).
On 19 July 2018, the European Commission
referred Greece and Romania to the Court of
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Justice of the EU for failing to implement
4MLD into their national law. Member
States were due to have implemented
4MLD into national law by 26 June 2017.
The Commission also sent reasoned
opinions to Latvia and Spain and an
additional reasoned opinion to Malta for
failing to transpose 4MLD fully into national
law (a reasoned opinion is the second step
in a three-tier infringement process).

BEIS signals
its intention
to implement
5MLD

The UK Department for Business,
Energy and Industrial Strategy (BEIS)
has reportedly confirmed in a private
letter to MP Margaret Hodge its
intention to implement the EU Fifth
Money Laundering Directive (5MLD).
Lord Henley, Parliamentary Under Secretary
of State at the BEIS, said in the letter of 16
July: “You ask about the government’s plans
in regard to complying with the requirements
of the fifth anti-money laundering directive.
The deadline for the transposition of the
directive falls within the implementation
period and the UK will transpose this
directive.”
Among other measures, 5MLD introduces
enhanced disclosure requirements for
trusts. Other than law enforcement agencies,
those with “legitimate interests,” including
NGOs and journalists, would have the right
to access information on beneficiaries of
trusts. Britain’s Crown Dependencies are not
required to implement the measures but
are expected to come under significant UK
pressure to do so, assuming the UK still goes
ahead with transposing new European laws,
even in the event of a hard Brexit.
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Tax authorities
unite to tackle
financial crime

Hong Kong SFC issues consultation
on proposed amendments to AML/
CFT guidance
The Hong Kong Securities and
Futures Commission (SFC) has issued
a consultation paper on proposed
amendments to its guidance on antimoney laundering (AML) and counterterrorist financing (CFT).

Representatives from five major tax
authorities in Australia, Canada, the
Netherlands, the United Kingdom and
the United States have entered into a
collaboration agreement to form the
Joint Chiefs of Global Tax Enforcement
(J5).
The J5 comprises the Australian Criminal
Intelligence Commission (ACIC) and
Australian Taxation Office (ATO), the
Canada Revenue Agency (CRA), the
Fiscale Inlichtingen- en Opsporingsdienst
(FIOD), HM Revenue & Customs (HMRC),
and the Internal Revenue Service Criminal
Investigation (IRS-CI). The group was
formed in response to a call for action from
the Organisation for Economic Co-operation
and Development for countries to do
more to tackle the enablers of tax crime.
The group will focus on international tax
and financial crimes, money laundering,
and cybercrime through the use of
cryptocurrencies, according to Johanne
Charbonneau, Director General of the
Canada Revenue Agency.
The announcement of the agreement
can be found HERE.

The Financial Action Task Force (FATF) will
commence an on-site mutual evaluation
of Hong Kong later this year to review the
effectiveness of the AML/CFT regime and
the implementation of FATF standards in
Hong Kong. The SFC has now proposed
a number of amendments to the SFC’s
Guideline on Anti-Money Laundering and
Counter-Terrorist Financing (AML/CFT
Guideline) to ensure it remains consistent

with the latest international AML/CFT
standards, and that its usefulness and
relevance is improved in light of industry
developments and stakeholder feedback on
AML/CFT issues. The key changes proposed
include measures to address enhanced FATF
standards in relation to Politically Exposed
Persons (PEPs), and the money laundering
or terrorist financing risks arising from the
use of new or developing technologies
for both new and pre-existing products
amongst financing institutions globally. The
consultation is open until 9 August 2018.

The consultation can be found HERE.

India approves
Fugitive Economic
Offenders Bill
The lower house of parliament of India
has approved a bill under which Indian
authorities will be able to seize assets
of fugitives who have been accused of
crimes involving sums in excess of INR
1 billion (GBP 11 million).
The bill will now go forward for approval to the
upper house of parliament and the president.
The new law will replace an existing executive
order that was introduced by the government
to target the assets of jewellers Nirav Modi
and his uncle Mehul Choksi. Both individuals
fled India after being accused of involvement
in a USD 2 billion bank fraud. They deny the

allegations. The bill is part of an initiative
by Indian authorities to prosecute
dozens of individuals who have fled
abroad in recent years, including the
businessman Vijay Mallya who is subject
to legal proceedings in the UK.
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Corruption and crime put Basra at the
epicentre of escalating Iraqi protests
By Barry Marston
Senior Consultant, Aperio
Intelligence

From its location in far southeast Iraq,
Basra was one of the cities which stood
to benefit most from the Coalition
invasion in 2003. Despite its massive oil
reserves, this large and cosmopolitan
city of around two million inhabitants
had been systematically neglected
under Saddam Hussein, and uprisings
by the Shia-majority population in 1991
and 1999 were brutally suppressed.
However, Basra today stands at the
centre of a spiralling grassroots protest
movement against poverty, corruption
and a failure to invest in services and
infrastructure.
City of militias
In the aftermath of 2003, Basra was seen
as a particularly lucrative prize for a range
of Shia factions with a foot in both politics
and militancy: On one hand, there was
the Tehran-funded Supreme Council for
Islamic Revolution in Iraq (SCIRI) and its
increasingly independent armed wing,
the Badr Brigades (subsequently the
Badr organisation). On the other hand,
were various branches and offshoots
of the Sadrist movement; adherents of
prominent cleric Ayatollah Mohammed
Sadiq al-Sadr, whose 1999 assassination
triggered a major uprising. However, some
Sadrist factions, like the Fadhilah Party
continues on next page
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whose powerbase was in Basra, rejected
Mohammed Sadiq’s son, Muqtada al-Sadr as
the legitimate bearer of Sadr’s legacy.
Increasingly bitter rivalries between these
factions were often wholly independent of
the political dynamics in Baghdad, and were
largely driven by the desire to monopolise
the legal and illegal components of the local
oil industry. For example, Fadhilah (Arabic
for “Islamic virtue”), which was initially in
the ascendancy under Mohammed al-Waili
(Basra governor 2005-09, assassinated
2012), essentially coopted the Oil Protection
Force as its own private militia; benefitting
from these assets to profit massively from
oil smuggling operations.
As Iraq’s then National Security Adviser
Mowaffaq al-Rubai noted1 concerning Basra:
“If you don’t understand what’s happening
there, follow the dollar sign. There is a
6,000-barrel-per-day difference between the
level of production for export and the level
of actual export [Basra’s 2006 production
was around 1.5mbpd, expanding to around
3.5mbpd in 2018, around 70 percent of Iraq’s
total production2]. It goes into the pockets
of these warlords, militias, organized
crime, political parties.” Kenneth Katzman
(Congressional Research Service) in 2006
estimated at least 10 percent of Basra’s oil
was illegally intercepted and smuggled into
Jordan and Syria. “Oil, and the siphoning
of it, is a large cash industry and organized
criminal elements recognize that better than
anyone else;” Sherman explained3. Iran was
also bankrolling a plurality of Basra militant
forces, towards the twin objectives of
bloodying the Coalition, and exerting control
over Basra’s oil industry.

Among the many grievances expressed
by protestors, a key trigger appears to
have been the sudden halting of electricity
coming from Iran, apparently over a dispute
concerning Baghdad’s failure to cover
electricity costs, with Tehran claiming that it
is owed around USD 1.5 billion.

Basra’s murder rate soared, reaching
around 90 killings per month by mid-2006,
with oil industry employees a favoured
target. Militias also proved successful in
Islamicising this traditionally laid-back city,
with women who failed to cover up subject
to brutal physical attacks. The British
Army was heavily involved in training local
security forces. However, new recruits were
rapidly drawn into militancy, crime and
assassinations of former regime officials
and other targets. After the “Serious
Crimes Unit” itself became responsible for
a significant proportion of Basra’s serious
crimes, it took a December 2006 raid4 by
1,000 British and Iraqi troops to forcibly
shut it down and destroy their headquarters,
known locally as the “station of death.”
By 2008, Prime Minister Nouri al-Maliki
launched the “Charge of the Knights”
operation to restore control of Basra from
Sadrist militants. Despite many Iraqi troops
immediately deserting or siding with the
militias, the operation was ultimately
successful and addressed one of
Maliki’s primary objectives of temporarily
neutralising the Sadrists as a political
and military force ahead of upcoming
elections.

2014 oil crunch
The 2008 operations against the Sadrist
Mahdi Army, which was henceforth
dissolved, allowed for a calming of the
situation in Basra and a changing of the
guard, without fundamentally addressing
militancy, crime and corruption. When Maliki
during 2013-14 redeployed Basra-based
security forces against a resurgent ISIS
further north, inter-militia turf wars soared
in the city. This coincided with a 60 percent
plunge in oil revenues, making the struggle
for control of resources increasingly bitter,
while undermining the “trickle-down system
of corruption and patronage” which had
sustained the status quo.
The result of convoluted post-2003 oil
legislation, designed to ensure the rights of
local people, often entailed that local tribes
were simply paid off. It was estimated5 that
three Basra tribes — the Battat, Halaf and
A’awaji — received payments totalling USD
105 million for allowing oil companies to
exploit their land, a system which invited a
culture of patronage and corruption. Western
companies were under intense pressure
to succumb to this system of payoffs
and patronage. As one industry source

1 https://www.nytimes.com/2006/06/13/world/middleeast/13basra.html
2 https://www.globalresearch.ca/oil-firms-multimillion-dollar-bribery-racket-bringing-death-to-the-streets-of-iraqs-basra/5634831
3 https://www.cfr.org/backgrounder/challenge-iraqs-other-cities-basra
4 https://www.telegraph.co.uk/news/worldnews/1537861/Soldiers-destroy-Basras-rogue-police-HQ.html
5 https://www.globalresearch.ca/oil-firms-multimillion-dollar-bribery-racket-bringing-death-to-the-streets-of-iraqs-basra/5634831
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explained6: “Foreign managers do not want
to stop work for any reason. Stopping work
for a day or two means losing millions of
dollars and this is unacceptable for them,
so they pay to get rid of the headaches
caused by the clans and to ensure the work
goes on.” An Iraqi businessman pointed out:
“In 2009, these guys were happy with $100
bribes. Then it became tens of thousands.
Now, some of them got used to getting
millions.”7
After 2014 when bribes went unpaid,
militias simply turned up8 at oil contractors’
worksites and opened fire, or ambushed
buses of workers. When oil companies
sought to terminate agreements with local
contractors due to poor services, they found
themselves subject to threats because
of these companies’ links to militias. As
the oil price crunch took hold, payments
back to Basra from the central government
stopped almost overnight, destroying
the livelihoods of thousands of Basrawis
dependent on salaries and state benefits.
By the time of the eruption of the 2018
protests, Basra Provincial Council claimed9
that Baghdad owed Basra USD 41 billion in
unpaid debts (including the city’s allotted
share of oil revenues). Businessmen owed
for providing public sector services had to
endure unsustainable losses; they were also
disproportionately subject to an epidemic of
extortion and abductions as militias looked
to diversify sources of revenue.
Discussing local Basra businesses, an
intelligence officer explained to the Guardian
newspaper10: “All these places are protected

by the militias – not just cafes but travel
agencies and car showrooms. Every
month they give their protectors a gift.” He
continued: “Basra is run by mafias. The
head of the mafia is the city council: they
divide the projects amongst them, and at
every stage they have to be bribed. There
are sharks that run the oil and electricity
projects; if you stand against them, they will
hit you. These are the tyrants of this city.”
With youth unemployment estimated in
excess of 50 percent, Basra became a
centre for the regional drug trade, with
paramilitaries acting as a conduit for
narcotics coming across the border from
Iran towards Europe. However, increasingly
Basra became a hub11 for manufacturing
and dealing in crystal methamphetamine,
with local drug addiction levels soaring far
in excess of other regions of Iraq.
Investment opportunities?
Given Britain’s substantial investment
in trying to restore stability to Basra and
neighbouring provinces, there were hopes
for a favourable climate for investment. The
British government’s trade envoy to Iraq,
Baroness Nicholson, this year pointed out12
that there is “more a concern about security
than corruption, and any company that goes
there with paying bribes in mind does not
have the right attitude from the start.”
Nevertheless, UK businessmen recall
meetings where ministers and senior
officials openly demanded bribes. Some
companies offset the risk of this by asking

that a British diplomat be present, although
this often isn’t possible. The 2012 closure
of the British Consulate in Basra, meant
that UK businesses lacked the presence of
a key facilitator and troubleshooter on the
ground. The decision attracted criticism from
British business leaders that the government
wasn’t doing “nearly enough” to champion
UK businesses13, particularly at a time when
several companies were beginning to gain a
foothold; such as BP, Shell, Mott MacDonald,
Kier Group, PwC and Deloitte Touche. The
general consensus in 2012 was that Basra
was safe, and with the province boasting
around 60 percent of Iraq’s 153 billion barrels
proven oil reserves, there was every reason
to believe that investment opportunities were
immense. However, many foreign companies
were forced to draw-down their presence as
violence intensified across Iraq in 2014.
As of 2018, with massive investment being
required for reconstruction efforts, nonWestern businesses, particularly those from
China, Russia and Turkey have made major
inroads. Meanwhile only a handful of major
UK firms – for example Biwater and Wood
Group, bidding for a major Basra desalination
project – have indicated significant interest.
One Iraqi engineer who has worked closely
with British companies explained14: “New
British firms coming here find it very hard
because they’re always being asked for
bribes, which isn’t their culture… The Turkish
companies get all the work because they
don’t mind paying up.”
In July 2017 the head of Basra’s provincial
council, Sabah al-Bazoni, was arrested15 and

6 https://www.globalresearch.ca/oil-firms-multimillion-dollar-bribery-racket-bringing-death-to-the-streets-of-iraqs-basra/5634831
7 https://www.ft.com/content/b2e05e80-8723-11e6-a75a-0c4dce033ade
8 https://www.ft.com/content/b2e05e80-8723-11e6-a75a-0c4dce033ade
9 https://almadapaper.net/Details/212160/ةرصبلا- ِرّيخُت-دادغب-نيب-ديدست-اهنويد-وأ-اهنالعإ-ًاميلقإ
10 https://www.theguardian.com/cities/2016/jul/04/basra-british-iraq-oil-boomtown-legacy-chilcot-saddam
11 https://www.alaraby.co.uk/english/society/2018/1/2/basra-the-epicentre-of-iraqs-drug-problem
12 https://www.thenational.ae/world/mena/iraqi-election-highlights-basra-corruption-1.728736
13 https://www.bbc.co.uk/news/uk-19957826
14 https://www.thenational.ae/world/mena/iraqi-election-highlights-basra-corruption-1.728736
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sacked on accusations of taking bribes and
misuse of power. Two months later Basra’s
governor Majid al-Nasrawi fled to Iran in the
context of anti-corruption investigations.
Many observers saw these developments
less as examples of successful anti-graft
efforts, and more to do with political
infighting ahead of the 2018 elections, with
Bazouni being a Nouri al-Maliki ally and
Nasrawi from the rival Islamic Supreme
Council in Iraq (formerly SCIRI).
Long running sanitation problems mean
that much of Basra stinks of sewage, while
salty brackish tap water is hardly drinkable.
Rubbish often goes uncollected, electricity
is erratic (with summer temperatures
approaching 50 degrees Celsius), and public
services, when they do still run, are often
sabotaged or diverted by local militias. Given
that Basra is one of the wealthiest localities
on the planet in terms of natural resources,
it’s not surprising local people feel betrayed.
Although the recent protests are increasingly
gaining national momentum, there have
been periodic bouts of demonstrations
and local activism in protest of poverty and
rampant corruption. In parallel to this, Basra’s
security vacuum throughout 2017 allowed
for a further exacerbation in factional
violence, adding to the sense of lawlessness;
although this was partly quelled when the
Prime Minister deployed forces in early 2018.
2018 elections: Grounds for hope, or more
of the same?
During Iraq’s May 2018 parliamentary
elections, Muqtada al-Sadr’s Sa’iroun list
came out on top in a fractured electoral
field. Since the substantial setbacks
suffered by the Sadrist movement in 2008,
Muqtada has tended to denounce the path

of militancy and – following in his father’s
footsteps – has adopted an Iraqi nationalist
stance, hostile to both Western and Iranian
interference. With his support base in the
marginalised regions of the Shia south
and the vast Sadr City in Baghdad (named
after his father), Sadr since 2014 sought
to energise a grassroots movement in
support of Prime Minister Haidar al-Abadi’s
reform efforts against corruption, cronyism,
sectarianism and militancy. This included
major 2016 anti-corruption demonstrations
in Baghdad which penetrated the heavilyfortified Green Zone, home to Iraq’s primary
organs of government.
Thus, despite his mixed legacy, Sadr was
seen by many Iraqis as their best hope for
reform and addressing the grievances of
ordinary people. However, having won only
54 out of 329 parliamentary seats (this
may change in the context of an ongoing
recount), Sadr has been forced to seek
an alliance with multiple other factions.
His most obvious partner would be Prime
Minister Abadi (whose Victory Alliance
performed underwhelmingly, winning only
42 seats), although Sadr has also appeared
willing to go back on earlier commitments
and countenance a deal with the Iran-backed
Fatah Alliance (47 seats), dominated by
factions affiliated with the Al-Hashd alShaabi (PMU) paramilitary coalition.
Thus, these protests in the aftermath of the
elections have been partly fuelled by the
perception that even if Sadr comes out on
top, there is little prospect of fundamental
change to the dysfunctional and unjust tenor
of everyday life experienced by millions of
Basrawis. Demonstrations in Basra kicked
off on 8 July and quickly spread to other
cities across the south (notably Amarah,

Nasiriyah, Karbala and Najaf), as well as
parts of Baghdad. Ayatollah Sistani, the
supreme Shia authority in Iraq added his
support to the demands of protestors. A
consistent target of anger has been Iranbacked paramilitary forces, with offices for
entities like Badr, the Hezbollah Brigades and
Asaib Ahlulhaq coming under attack across
the south. Although the blocking of roads
and holding of demonstrations is already
acting as an obstacle to local industry, it
remains to be seen whether demonstrators
will try and follow through on threats to
paralyse the oil sector.
Among the many grievances expressed
by protestors, a key trigger appears to
have been the sudden halting of electricity
coming from Iran, apparently over a dispute
concerning Baghdad’s failure to cover
electricity costs, with Tehran claiming that
it is owed around USD 1.5 billion. Prime
Minister Abadi has already responded by
promising USD 3 billion worth of investments
for Basra province, as well as pledges for
the provision of jobs, housing, schools
and services. Given the fundamental
breakdown in trust between local people
and the authorities, it remains to be seen
whether such promises have any impact
at all; particularly in a context where Iraq
consistently sits towards the bottom of
global corruption indexes, with this unlikely
to change any time soon.
As one anti-corruption official, Mishan
al-Jabouri, acknowledged16, with brazen
honesty: “Everybody is corrupt, from the top
of society to the bottom. Everyone. Including
me… I was offered $5m by someone to stop
investigating him. I took it and continued
prosecuting him anyway.”

15 https://www.reuters.com/article/us-mideast-crisis-iraq-oil-basra/tribal-clashes-political-void-threaten-oil-installations-in-iraqs-south-idUSKCN1BM1BJ
16 https://www.theguardian.com/world/2016/feb/19/post-war-iraq-corruption-oil-prices-revenues
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Danske Bank reportedly handled DKK 53 billion in
suspicious money flows
Berlingske, one of Denmark’s leading
broadsheet newspapers, reported on a
fresh leak of bank data from the Estonian
branch of Danske Bank A/S.
The newspaper reported that suspicious
money flows now total DKK 53 billion (GBP
6.26 billion), over twice the amount previously
estimated. Berlingske reported on documents
linked to 20 accounts. The report states
that companies behind the accounts are
typically based in known offshore havens
such as Panama, Belize and the British Virgin
Islands, but with a postal address in Moscow.
They have, according to the newspaper, no
discernible activities, website, or staff. Large
amounts of money transit these accounts
before being transferred to other offshore
companies or sellers of precious stones, luxury
cars or high value real estate. Citing anti-money

laundering experts, the report suggests such
transactions should have triggered red flags,
as they were suspicious in nature.
Bill Browder, CEO of Hermitage Capital, is
separately reported to have filed a criminal
complaint in Denmark with the Danish
public prosecutor for special economic and
international crime. The complaint focuses
on alleged suspicious transaction that
flowed through Danske Bank’s Estonian
branch between 2007 and 2015, totalling
USD 8.3 billion. An earlier complaint filed
by Browder in Denmark in 2013 was not
pursued by Danish investigators, citing the
statute of limitations. Browder is a prominent
critic of President Putin of Russia.
Against the backdrop of the growing money
laundering scandal, the head of compliance of

Danske Bank, Anders Jorgensen, resigned in
July. A new head of compliance, Philippe Vollot,
formerly at Deutsche Bank AG, has since been
appointed in his place.
Three US law firms are reported to have
solicited views of Danske Bank shareholders on
a possible class action lawsuit, as a result of a
10 percent fall in the bank’s share price after it
released disappointing second quarter results
and said it would forgo up to USD 234 million in
profits from the “suspicious” transactions at its
Estonian branch between 2007 and 2015. The
Danish government has signalled its intention to
confiscate any profits from illegal dealings.
Danske Bank is currently undertaking
an internal investigation into the money
laundering allegations, the results of which
are expected in around two months.

Malta FSA asks ECB to withdraw Pilatus Bank licence
The Malta Financial Services Authority
(MFSA) has reportedly written to the
European Central Bank (ECB) to request
that it withdraws the banking licence of
scandal-hit Pilatus Bank.
The MFSA gave a number of reasons for
its request. Firstly, the bank’s owner, Ali
Sadr Hasheminejad, was indicted in the
United States in March 2018 in relation to
charges of money laundering and violating
US sanctions. The MFSA is therefore no
longer satisfied he is a suitable person
as required by the Banking Act. Secondly,
Pilatus Bank has been persistently
breaching its liquidity requirements
required by law, since the indictment of
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its owner. The European Banking Authority
has opened a formal investigation into how
Malta’s Financial Intelligence Analysis Unit
(FIAU) enforced anti-money laundering
rules at Pilatus Bank. The FIAU carried out
an inspection of Pilatus Bank in March
2016, after the MFSA identified a high
concentration of accounts held by close
relatives of Azerbaijani politically exposed
persons at the bank.
The FIAU reportedly found “shortcomings,”
but these were contested by the bank
which appointed two external audit
reports from KPMG and Camilleri Preziosi
Advocates. It was reported that shortly
prior to Mr Hasheminejad’s arrest, the FIAU

had carried out a surprise inspection at
the bank, when they seized all its data,
including emails and other documents.

Photo: Times of Malta
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Commonwealth
Bank of Australia
served with AUD
128 billion class
action lawsuit

Rothschild Bank AG found to be in
serious breach of Swiss AML rules

Commonwealth Bank of Australia
(CBA), which previously agreed to
pay over AUD 700 million (GBP 391
million) to settle a civil lawsuit filed
by the financial intelligence agency
AUSTRAC, has been served with a
second claim for AUD 128 billion
(GBP 71.5 billion).

According to FINMA, the firms were in
breach of their obligations regarding due
diligence, reporting and documentation
relating to business relationships and
transactions connected to 1MDB, the
Malaysian sovereign wealth fund.

CBA has said it will
vigorously defend the
claim.
The second case was filed by the law
firm Phi Finney McDonald on behalf of
four leading US pension funds and is
funded by litigation financier, Therium
Australia Limited. CBA has said it will
vigorously defend the claim.
The closed class action lawsuit follows
another class action against CBA,
brought by Maurice Blackburn lawyers
in October 2017 and funded by Sydneybased litigation funders, IMF Bentham
Ltd. That case accused CBA of making
false and misleading statements and
failing to disclose breaches of the
Anti-Money Laundering and CounterTerrorist Financing Act 2006 and
invited registrations from shareholders
to participate in the class action in the
Federal Court of Australia.

FINMA has found Rothschild Bank AG
and its subsidiary, Rothschild Trust
(Schweiz), to be in “serious breach”
of anti-money laundering rules, as
part of its investigation into the 1MDB
scandal.

In a statement, FINMA said: “Although
there were early indications that this
client could be involved in money
laundering activities, the institutions

Photo: Keystone

decided nevertheless to enter into
the relationship and at a later stage
considerably expand it.” Despite its
findings, FINMA said it was closing its
investigation into Rothschild.

UBS censured by US authorities
for AML system weaknesses
UBS Group AG has been censured
by the Office of the Comptroller of
the Currency (OCC) for “systemic
deficiencies” in its anti-money
laundering systems at its branches in
New York, Connecticut, and Florida.
The OCC enforcement order did not
impose any monetary penalties,
although the bank could face future
fines if the shortcomings identified by
the regulator are not addressed. A UBS
spokesman said that the bank was
“working to full comply with the order’s

Photo: Wall Street Journal

requirements.” According to the OCC, the
branches violated US AML rules by having
inadequate systems for detecting illicit
financial transactions and weak oversight
of those systems, as a result of which it
did not file suspicious activity reports.
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Former Spanish King accused of
money laundering by ex-mistress
The former King of Spain, Juan Carlos,
has been subject to claims by his exmistress that he was involved in money
laundering, which has led to calls for a
parliamentary investigation.
The scandal broke after two Spanish websites
published recordings attributed to Corinna zu
Sayn-Wittgenstein in which she alleges that
Juan Carlos used her name to hide property
he held in Morocco. She further claimed he put
several Swiss bank accounts in the name of
a cousin, and that he pocketed money from a

high-speed rail contract with Saudi Arabia.
She has not denied the voice in the
recording is hers.
Juan Carlos abdicated in 2014. His
younger daughter, Cristina, was accused
in a corruption investigation involving
her husband, although she was later
acquitted. The recorded conversation is
reportedly between Sayn-Wittgenstein
and retired police chief Jose Manuel
Villarejo, who is himself currently under
investigation for money laundering.

Zurich-based Neue Privat Bank
pays CHF 5 million to settle US
criminal tax evasion investigation
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The US Federal Reserve has ordered
Pakistan’s United Bank Limited to
strengthen its anti-money laundering
policies, after the regulator criticised
the bank for not doing enough to
monitor suspicious transactions.
This is the second time in recent
years that the Fed has sanctioned
the bank.

This is the second
time in recent years
that the Fed has
sanctioned the bank.
In 2013, the Fed ordered the bank to
closely monitor remittances from New
York to Karachi and criticised the bank’s
AML oversight.

Neue Privat Bank of Zurich (NPB)
has paid a CHF 5 million fine to settle
a criminal tax evasion case in the US.
It was one of a small number of so-called
“category-1” Swiss or Swiss-based bank
branches that still faced sanctions at the
beginning of this year. The US Department
of Justice (DoJ) announced that NPB had
paid the fine to avoid a full prosecution
in the US courts. The DoJ reported that
between 1 August 2008 and 31 December
2015, NPB had 353 US-related accounts
containing a total of around USD 400
million. Although NPB stopped accepting
new US clients from 2010, the DoJ found it
made use of external agencies to manage
existing accounts, thereby facilitating tax
evasion by US citizens.

Federal Reserve
orders United
Bank of Pakistan
to strengthen its
AML policies

Photo: Business Insider

The DoJ found it made
use of external agencies
to manage existing
accounts, thereby
facilitating tax evasion
by US citizens.

Photo: Profit Pakistan Today
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Argentina freezes assets of group based in Triple Frontier
region suspected of financing Hezbollah
The intelligence agency of the Argentine
Ministry of Economy, la Unidad de
Información Financiera (UIF), announced
that it has frozen the assets of a group
suspected of financing Hezbollah in the
Triple Frontier region.
The seizure followed an investigation into
a group known as the Barakat clan, led
by Lebanese citizen Assad Barakat. The
UIF identified at least fourteen individuals
suspected of involvement in money
laundering, producing counterfeit money

and documents, drugs and arms trafficking,
and terrorism financing. It is alleged that
the individuals crossed over the Tancredo
Neves bridge into Argentina from Brazil.
Once in Argentina, they cashed in charges at
a casino in Iguazú worth over USD 10 million
without declaring the money to customs
officials when crossing the border. It is
suspected that these funds were then used
to finance Hezbollah activity.
The Triple Frontier region has been a wellknown area of Hezbollah-related activity

for over two decades, and Assad Barakat and
several of his associates were designated
as terrorists by the Office of Foreign Assets
Control in the US in 2006. In February 2018,
the United States and Argentina announced
that they would begin cooperating to cut
off Hezbollah’s funding networks in South
America. This operation by the UIF is the first
concrete move towards tackling Hezbollah’s
presence on the continent, which is home to
a sizeable Lebanese diaspora. Hezbollah has
been linked to two terrorist attacks in Buenos
Aires perpetrated in 1992 and 1994.

Revolut reports
suspected money
laundering to FCA
and NCA

French police seize ten Chineseowned wine châteaux on
suspicion of tax fraud and
money laundering

The digital bank Revolut has reported money
laundering concerns to both the National
Crime Agency (NCA) and the Financial
Conduct Authority (FCA), according to a
spokesman. The spokesman added that
the amounts involved were not significant.
Although Revolut’s normal reporting line is
to the NCA, the FCA expects to be informed
when the suspicious activity reports are
material.

Police in France have reportedly seized ten Chinese-owned wine
châteaux in Bordeaux on suspicion of tax fraud, forgery and money
laundering.

Like other financial technology companies, Revolut
has faced questions regarding its compliance
capabilities, given its rapid rate of growth. It does
not currently hold a banking licence and therefore
cannot offer services such as loans. Critics of digital
banks claim that dependency on highly automated
compliance systems potentially puts them at risk of
abuse by increasingly sophisticated criminals.

The châteaux, which are estimated to be worth around GBP 25 million, are owned
by the Haichang Group, based in the northeastern Chinese port city of Dalian, which
is controlled by Qu Naijie, an oil billionaire and one of China’s richest men. The group
owns 24 estates, including Châteaux Chenu Lafitte, which it acquired for GBP 9
million in 2001. Purchases of châteaux by the Haichang Group between 2010 and
2013 have been subject to investigation in France for the last four years. In 2013,
the French financial intelligence unit, Tracfin, warned about the risks of Chinese
investments in the French wine industry and called for “increased vigilance.”

Purchases of châteaux by the Haichang
Group between 2010 and 2013 have been
subject to investigation in France for the
last four years.
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Department of Justice subpoenas Glencore subsidiary
The US Department of Justice
reportedly subpoenaed Glencore Ltd, a
subsidiary of Glencore Plc, the world’s
largest commodity trader, to hand over
documents relating to its compliance
with the US Foreign Corrupt Practices
Act and money laundering legislation.
Glencore reported the subpoena relates
to its activities in Nigeria, the Democratic
Republic of Congo and Venezuela from
2007 to present. Glencore is already subject
to a potential bribery investigation by the
UK Serious Fraud Office over its dealings
with the Israeli billionaire businessman Dan
Gertler, who is subject to US Office of Foreign
Assets Control sanctions, together with 19
of his associated companies. Gertler is a
close acquaintance of Joseph Kabila, the
controversial President of the Democratic
Republic of Congo, and is accused by the
US of having siphoned over USD 1 billion
in revenue from the DRC to his offshore
companies. Gertler claimed USD 2.28 billion
in royalties from Glencore; Glencore recently
agreed to settlement of the legal dispute with
Gertler, indicating the outstanding monies
would be paid in Euros to avoid being caught
by US sanctions against Gertler.

Photo: The Independent

Glencore reported the subpoena relates to its
activities in Nigeria, the Democratic Republic of
Congo and Venezuela from 2007 to present.

ENRC appeals High Court decision granting SFO right to
information on company investigations
The UK Court of Appeal is currently
hearing an appeal by Eurasian Natural
Resources Corporation Plc (ENRC),
the former FTSE-100 mining company,
against a recent High Court decision
that granted the Serious Fraud Office
the right to demand it hand over details
of investigations carried out by the
company’s independent lawyers into
allegations of financial irregularities.
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At first instance, Mrs Justice Andrews
ruled that legal professional privilege
was no bar to disclosure in a criminal
prosecution of various documents
produced during the company’s internal
investigation. The hearing is ongoing.
Separately, the Serious Fraud Office has
issued an arrest warrant for Benedikt
Sobotka, the CEO of Luxembourg-based

Eurasian Resources Group S.à.r.l over
his failure to appear for questioning in
an ongoing corruption investigation into
ENRC and related companies. Sobotka
is wanted by the SFO for prosecution of
an offence of failing to comply with a
direction, contrary to Section 2(2) and (13)
of the Criminal Justice Act 1987.
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Credit Suisse agrees to pay USD
30 million to resolve Asia hiring
practices charges
The Securities and Exchange
Commission (SEC) announced that
Credit Suisse Group AG would pay
approximately USD 30 million to resolve
SEC charges that it obtained investment
banking business in the Asia-Pacific
region by corruptly influencing foreign
officials in violation of the US Foreign
Corrupt Practices Act (FCPA).
Credit Suisse also agreed to pay a USD 47
million criminal penalty to the US Department
of Justice. According to the SEC’s order,
several senior Credit Suisse managers in

the Asia-Pacific region sought to win
business by hiring and promoting
individuals connected to government
officials as part of a quid pro quo
arrangement.
Charles Cain, Chief of the SEC Enforcement
Division’s FCPA Unit said: “Bribery can
take many forms, including granting
employment to friends and relatives of
government officials. Credit Suisse’s
practice of engaging in these hiring
practices violated the law, and it is now
being held to account for having done so.”

Beam Suntory agrees to pay USD 8
million to settle FCPA charges
Beam Suntory Inc., a Chicago-based
spirits manufacturer and subsidiary of
Japan-based Suntory Holdings, agreed
to pay over USD 8 million to settle US
Foreign Corrupt Practices Act charges
relating to improper payments by its
Indian subsidiary.
The Securities and Exchange Commission
found that between 2006 and at least 2012,
Beam “used third-party sales promoters
and distributors to make illicit payments to
government employees.”
According to the SEC, the payments were
designed to “increase sales orders, process
license and label registrations, and facilitate the
distribution of Beam’s distilled spirit products.”

Beam also failed to ensure it had
maintained a sufficient system of internal
accounting controls. The case was settled
through an internal administrative order.

PwC ordered to
pay USD 625.3
million damages
to FDIC
A US federal judge ordered
PricewaterhouseCoopers LLP to
pay USD 625.3 million in damages
to the Federal Deposit Insurance
Corp for failing to uncover a fraud
which led to the failure of Colonial
BancGroup Inc of Alabama in
August 2009.
US District Judge Barbara Rothstein
found that PwC had failed to uncover
a multi-year fraud between Colonial
and Taylor, Bean & Whitaker Mortgage
Corp. (TBW) of Florida, at one time the
country’s 12th largest mortgage lender.

It emerged that a
significant proportion of
Colonial’s loans to TBW
were secured against
assets that did not exist.
The FDIC brought the claim as receiver
for Colonial Bank. The claim covers
PwC’s audits for Colonial from 2003
to 2005 and in 2008. PwC said it
intends to appeal against the ruling.
The case follows an August 2016
private agreement in which PwC
paid a confidential sum to settle a
USD 5.5 billion claim by the trustee
in bankruptcy of TBW, which itself
collapsed in 2009. It emerged that a
significant proportion of Colonial’s
loans to TBW were secured against
assets that did not exist.
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13 members of
PACE expelled
for accepting
gifts and bribes
from Azerbaijan

Former Malaysian PM charged
with four counts of corruption
Former Malaysian Prime Minister Najib
Razak was charged with four counts
of corruption for embezzling public
money from Malaysia’s 1MDB fund. He
was arrested by a special task force at
his home in Kuala Lumpur, weeks after
he was ousted from power due to longstanding corruption allegations in the
May general election.
The Malaysian Anti-Corruption Commission
(MACC) has been investigating billions of
dollars of state funds that went missing
while Najib was in power. In addition to a
general penalty of up to 20 years in prison
and a minimum fine of five times the value
of any bribe, Najib could also face lashes
with a whip. He pleaded not guilty and is
expected to be released on USD 250,000

In addition to a general
penalty of up to 20 years in
prison and a minimum fine
of five times the value of
any bribe, Najib could also
face lashes with a whip.
bail. He has stated that his trial is politically
motivated by the new government. At the end
of May, the Malaysian police seized over 400
handbags and cash amounting to almost
USD 30 million in raids related to the case.
Bank accounts of Najib’s daughter and her
10-month old son were reportedly frozen after
she posted bail for her father.

Thirteen members of the
Parliamentary Assembly of the
Council of Europe (PACE) have been
expelled from the organisation for
accepting gifts and bribes from the
government of Azerbaijan.
The expulsions follow an investigation by
PACE, triggered by allegations of corruption
made by think-tanks, NGOs and others.
Those allegations centred on an alleged
money laundering scheme involving USD
2.9 billion, some of which was used to make
payments to European politicians in return
for petitioning against reports highlighting
human rights concerns over Azerbaijan’s
treatment of political prisoners.
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Former Brazilian billionaire
sentenced to 30 years in
jail for bribery
Eike Batista, the Brazilian former
oil and mining billionaire, has been
sentenced to jail for 30 years after
being found guilty of bribing former
Rio de Janeiro governor Sergio
Cabral.
In 2012, Batista was estimated by Forbes
to have had a personal fortune of USD 35
billion, comprising companies with assets
in infrastructure, oil and mining. However,
Operation Car Wash in 2017 revealed

that Batista had used his connections
with government officials to win public
contracts.
A judge in Brazil sentenced him to jail
for an alleged payment of USD 16.5
million to Cabral. Prior to the Operation
Car Wash revelations, Batista had
been held as a figurehead of Brazilian
capitalism and had been hailed by then
President Dilma Rousseff as a “standard,
a national pride.”

A judge in Brazil
sentenced him to
jail for an alleged
payment of USD
16.5 million to
Cabral.

Photo: EPA

Federal judge dismisses case against two
former Och-Ziff executives
A US federal judge has dismissed a
lawsuit brought by the US Securities
and Exchange Commission (SEC)
against two former executives of
Och-Ziff Capital Management Group
LLC.

not collect the fines, recover profit or obtain
injunctions because it had missed a fiveyear deadline to sue the two defendants,
Michael Cohen (not the same individual as
the former attorney to the US President)
and Vanja Baros.

The executives were accused of
masterminding a scheme to offer tens
of millions of dollars of bribes to African
officials. However, US District Judge
Nicholas Garaufis ruled that the SEC could

The SEC had accused the two individuals
of having arranged bribes to enter natural
resources transactions and secure
investments in Chad, the Democratic
Republic of Congo, Guinea, Libya and Niger.

Photo: Reuters
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World Bank debars two Chinese construction
companies
The World Bank Group has announced
the two-year debarment of Shanghaibased China Nuclear Industry Fifth
Construction Co., Ltd (CNF) and
the four-year debarment of China
Machinery Industry Construction Group,
Inc (China Machinery).
The companies were involved in a project
to improve energy efficiency in selected
enterprises, particularly in the industrial
sector of the Shandong Province, and
increase the use of biomass for power

and heat generation. The World Bank stated
that CNF and its subcontractors, hoping
to receive advance payments, falsified
documents that certified certain aspects
of the project were completed and had met
quality standards.
China Machinery also sought to receive
advance payments by misrepresenting
in falsified documents that work had
been completed. Each case constituted
fraudulent practice under World Bank
guidelines.

China Machinery also
sought to receive
advance payments by
misrepresenting in falsified
documents that work had
been completed.

AFA monitorships of two French companies reportedly underway
AFA, the French anti-corruption agency
(l’Agence française anticorruption)
has reportedly commenced the
monitorship of two companies that
allegedly paid bribes to an employee
of Electricité de France (EDF), a French
public utility company.
Kaefer Wanner (KW) and Set Environment
(Set) were two of four companies
exposed by an EDF whistleblower in
2011. After EDF received the tip-off, it
investigated the matter and reported it to
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French police. Under the Sapin II Law,
the Public Prosecutor may offer legal
entities the opportunity to enter into an
agreement called a Convention judiciaire
d’intérêt public (CJIP), in lieu of court
proceedings in certain circumstances.
Both KW and Set Environment entered
into a CJIP agreement, were fined, and
agreed to enter into monitorships by the
AFA (created in 2017 under Sapin II).
Each company will bear the costs of its
respective monitorship.

Under the Sapin II Law, the
Public Prosecutor may
offer legal entities to enter
into an agreement called
a Convention judiciaire
d’intérêt public (CJIP) in
lieu of court proceedings in
certain circumstances.
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US penalises Nicaragua, Myanmar
and Laos, and lifts ban on China’s ZTE
On 5 July, following three months of escalating violence
across Nicaragua which left over 220 dead, the US Treasury
imposed sanctions against three individuals associated with
the Ortega Government (under the auspices of the Global
Magnitsky Act), freezing their assets and banning American
entities from conducting any transactions with them.
According to the Treasury, Fidel Antonio Moreno Briones, secretary
of the mayor’s office of Managua, was complicit in the beating
of protesters and an attack which killed a family of six. Police
Commissioner Francisco Javier Diaz Madriz was also singled out for
involvement in extrajudicial killings. Senior executive for the Albanisa
and Petronic oil companies, Jose Francisco Lopez Centeno, stands
accused of stealing millions of dollars and abusing his position to
win government contracts for companies owned by his family.
Treasury official Sigal Mandelker commented: “The violence
perpetrated by the government of Nicaraguan President Daniel
Ortega against the Nicaraguan people and the efforts of those
close to the Ortega regime to illicitly enrich themselves is deeply
disturbing and completely unacceptable.” The State Department on
10 July imposed visa restrictions against both Myanmar and Laos
for refusing to accept their nationals who faced deportation from the
US. These measures primarily impact the issuance of US travel visas
for officials from these two countries. However, the Department
of Homeland Security has signalled that these measures could be
expanded if cooperation is still not forthcoming.

Photo: 100% Noticias

Measures against ZTE came in the
context of President Trump’s pledges to
enforce more favourable terms of trade
vis-à-vis Chinese companies. However,
some Republicans have argued for an
even tougher position.

Last year, Eritrea, Guinea, Cambodia and Sierra Leone faced similar
penalties for refusing to comply with US deportation measures,
which have seen dozens of immigrants with criminal records among
those prioritised for repatriation. The Laos government described the
US’s retaliatory measures as “unacceptable and counterproductive.”
Meanwhile, the US Department of Commerce on 13 July lifted a
ban on the sale of goods to ZTE Corp by US companies. ZTE had
been forced to cease operations when the ban was imposed this
April, due to its heavy reliance on American components for its
smartphones and other electronic products. The Department of
Commerce lifted the ban after a settlement was reached through
which ZTE paid a USD 1 billion penalty to the US Treasury, and then
deposited USD 400 million to a US bank escrow account.
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Measures against ZTE came in the context of President Trump’s
pledges to enforce more favourable terms of trade vis-à-vis
Chinese companies. However, some Republicans have argued
for an even tougher position. Senator Marco Rubio stated: “ZTE
should be put out of business. There is no ‘deal’ with a statedirected company that the Chinese government and Communist
Party uses to spy and steal from us where Americans come out
winning.”
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EU’s Iran sanctions policy in
disarray as US deadlines approach
The first of two winding-down periods for
organisations to cease all transactions
involving affected areas will end on 6
August, when wide-ranging sanctions are
expected to come into force.
As this deadline elapses, the US will reimpose sanctions to cover the following
activities:
•

The purchase or acquisition of US dollar
banknotes by the Government of Iran;

•

Sale, supply, or transfer of graphite, and
raw, or semi-finished metals such as
aluminium and steel, coal, and software
for integrating industrial processes;

•

Significant transactions related to the
purchase of sale of the Iranian Riyal, or
the maintenance of significant funds
outside Iran denominated in the Iranian
Riyal;

•

The purchase, subscription to, or
facilitation of the issuance of Iranian
sovereign debt; and

•

Activities related to Iran’s automotive
sector.

Ahead of this looming deadline, on 9 July Iran
launched a request to transfer EUR 300 million
currently being held by the European-Iranian
Trade Bank (EITB) in Germany. The EITB is
registered in Hamburg with the Bundesbank,
the German central bank, but is majority-owned
by Iranian state-owned banks. The deal, if it
were to go ahead, would be one of the largest
cash transfers in German history. The request
highlights Iranian doubts that the EU can
salvage the 2015 nuclear deal.

The US has been intransigent in the face
of EU pleas for sanctions exemptions
for European businesses. In early July, a
State Department spokesperson hinted at
readiness to consider requests for waivers
on a case by case basis. Nevertheless, on 16
July Secretary of State Mike Pompeo rejected
a formal appeal from the foreign and finance
ministers of Germany, France, and Britain to
exempt European companies working in Iran
from the impact of sanctions.
The letter, dated 4 June, singled out
pharmaceuticals, healthcare, energy,
automotive, civil aviation, infrastructure, and
banking as key sectors where ministers
desired exemptions for European firms.
Pompeo replied that America wanted to exert
unprecedented financial pressure on Tehran
following President Trump’s decision to pull
out of the nuclear deal on 8 May.
Several major European companies including
Airbus, Citroen, Maersk, Peugeot, Siemens,
and Total have already signalled their
intention to suspend, wind-down, or cancel
business in Iran ahead of the re-imposition
of US sanctions. These jitters highlighted
doubts about the effectiveness of the EU’s
proposed Blocking Statute for protecting
European businesses operating in Iran,
particularly in the context of warnings by
the president of the European Investment
Bank (EIB) that engaging with Iran could
jeopardise the bank’s international
operations.
The EIB had been put forward as a key pillar
in the EU’s strategy to keep the nuclear deal
alive, with the European Parliament on 4 July
passing a motion to allow the EIB to operate
in Iran. However, the EIB has asserted that

these measures would not compel the EIB
to do business in Iran. Concerned by the
severe threat of being shut out of the dollar
market, the bank’s President Werner Hoyer
said on 18 July that Iran was not a suitable
environment for the EIB to operate in.

The US has been
intransigent in the face
of EU pleas for sanctions
exemptions for European
businesses. In early
July, a State Department
spokesperson hinted at
readiness to consider
requests for waivers on a
case by case basis.
Hoyer’s statement contributed to growing
confusion about EU attempts to salvage
the nuclear deal. It remains unclear how the
June 2018 amendments to the Blocking
Statute could be enforced, and whether this
legislation would do nothing more than force
European businesses operating in both Iran
and the US to choose between sanctions
across the Atlantic and sanctions at home,
as some commentators have suggested.
A second round of US sanctions is
scheduled to come into effect on 4
November following the end of the longer
180-day winding down period. These
sanctions will target the energy sector and
transactions with the Central Bank of Iran.
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US increases rhetoric directed against the Iranian regime
US Secretary of State Mike Pompeo has
delivered a scathing speech against Iran’s
senior religious leaders, accusing them
of fomenting violence across the Middle
East, at the expense of ordinary Iranians.

widespread corruption, claiming that he
maintained a secret hedge fund worth
USD 95 billion that is untaxed and
used as a “slush fund” by the Islamic
Revolutionary Guard Corps (IRGC).

Speaking in California, Pompeo said: “The
ideologues who forcibly came to power in
1979 and remain in power today are driven
by a desire to conform all of Iranian society
to the tenants of the Islamic Revolution.
The regime is also committed to spreading
the Revolution to other countries, by force if
necessary.”

Pompeo alleged that “the level of
corruption and wealth among regime
leaders shows that Iran is run by
something that resembles the mafia
more than a government.” Pompeo
called on other nations to join the
US “pressure campaign” on Iran,
particularly allies in the Middle East and
Europe “who have themselves been
terrorized by violent regime activity for
decades.”

Pompeo alleged that the Supreme Leader,
Ayatollah Khamenei, participated in

Photo: Associated Press

Council of the European Union extends Russia sanctions
On 5 July 2018, the Council of the
European Union agreed to extend
sanctions targeting specific sectors
of the Russian economy by six
months, until 31 January 2019.
The sanctions target Russia’s financial,
energy and defence sectors. The
economic sanctions were first imposed
in July 2014, in response to Russia’s
actions to destabilise Ukraine.
The duration of the sanctions was linked
to the complete implementation of the
Minsk agreements by the European
Council on 19 March 2015. Since these
agreements have not been implemented,
the sanctions remain in place.
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Iran files lawsuit at the International
Court of Justice over US sanctions
On 16 July, Iranian Foreign Minister
Javad Zarif announced that Iran had filed
a complaint at the International Court of
Justice (ICJ) over what it described as
the Trump Administration’s unlawful reimposition of unilateral sanctions.

universal condemnation of President
Trump’s withdrawal from the nuclear deal
on 8 May. The document also laid out the
disastrous impact that sanctions would
have throughout all sectors of the Iranian
economy.

Iran argued that the sanctions constituted
a violation of a Treaty of Amity, Economic
Relations and Consular Rights signed between
Iran and the US in 1955. An official from
the State Department said the application
was baseless and that the US intended to
vigorously confront Iran at the ICJ.

The ICJ is the highest court of the United
Nations. While its decisions are binding,
it has no means of enforcing them, and
major powers like the US have a history
of disregarding ICJ rulings. It is highly
unlikely that a ruling in Iran’s favour
would substantively impact American
sanctions, beyond reemphasising the
international consensus against the Trump
Administration’s position.

The complaint reflects Iran’s continuing
attempts to portray the US as acting
unilaterally, with “brazen disregard” for
international law. In its application for
provisional measures at the ICJ, Iran pointed
to the international community’s near-

The full range of sanctions are scheduled
to take effect after the end of the 180-day
wind-down period on 4 November 2018.

Ahead of this deadline, the Iranian government
has been attempting to secure support from
other nations, with mixed success. President
Rouhani’s European tour to Switzerland
and Austria this month was overshadowed
by allegations of an Iranian diplomat’s
involvement in a bomb plot against an Iranian
opposition group.

New US sanctions for IRGC-linked entities in Malaysia
and Bahrain
The US Treasury Department and
the Department of State separately
designated two entities this month, one
directly and one indirectly linked to the
Islamic Revolutionary Guard Corps (IRGC).
On 9 July 2018, the US Treasury Department
announced that it had sanctioned Malaysiabased general sales agent, Mahan Travel and
Tourism Sdn Bhd, for acting on behalf of Mahan
Air, an Iranian airline designated under the
9/11-era anti-terrorism Executive Order 13224.
The treasury designated Mahan Air in October
2011 for its alleged involvement in transporting
IRGC-Quds Force arms, funds, and personnel to
support the Assad regime in Syria.

The following day, on 10 July 2018, the
US Department of State designated the
Bahrain-based al-Ashtar Brigades (AAB)
as a Foreign Terrorist Organisation. AAB
is a small, Shi’ite militant organisation with
close ties to the IRGC. It was established
in 2013 and has been held responsible for
around 20 attacks in Bahrain. The decision
follows moves this June by Saudi Arabia,
the United Arab Emirates, Egypt, and
Bahrain to add the group to their respective
lists of terrorist organisations.
The designation of these two entities
is a further signal of the Trump
Administration’s determination to act

against what is sees as hostile Iranian
activities across the Middle East region.
In related news, on 2 July, it was reported
that the White House was once again
considering designating the IRGC a
terrorist organisation. Such a designation
would allow the White House to freeze
IRGC assets, impose travel bans and levy
criminal penalties on top of pre-existing
economic sanctions imposed by President
Trump. The designation has been subject
to much debate, and some argue it would
only be a symbolic measure, resulting in a
need for the United States to track another
120,000 ‘terrorists.’
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Latest updates on EU and UN sanctions
against DRC, South Sudan and the Maldives
The UN Security Council (UNSC)
extended on 29 June its sanctions on
the Democratic Republic of the Congo
(DRC) until 1 July 2019. The sanctions
include an arms embargo, asset
freezes and travel bans.
Unanimously adopting resolution 2424
(2018) under Chapter VII of the United
Nations Charter, the Council reaffirmed that
the sanctions would apply to individuals
and entities designated by the Committee
established pursuant to resolution 1533
(2004) that met criteria outlined in previous
resolutions. The Council reiterated the
need for the Government to swiftly and
fully investigate the killing of the two
members of the Group of Experts and the
four Congolese nationals accompanying
them, and to bring those responsible to
justice.
The UNSC also passed on 13 July a new
US-led resolution imposing an arms
embargo on South Sudan. The measure
will remain in effect until 31 May next
year. It aims to stop the flow of arms to
various armed groups that are taking part
in the continuing conflict that erupted five
years ago. Therefore, UN Member States
have been requested to prevent arms and
other related equipment, such as weapons
and ammunition, military vehicles and
equipment, and paramilitary equipment,
from entering South Sudan.
In addition to imposing an immediate
embargo, the resolution also enforces a
travel ban and asset freeze on two former
South Sudanese officials: Malek Reuben
Riak Rengu, former deputy defence chief
for logistics, and Paul Malong Awan,
former chief of the Sudan People’s
Liberation Army. This new resolution
came after the UNSC decided to renew
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last May the South Sudan sanctions regime
until 31 May 2019 as well as the Sanctions
Committee’s Panel of Experts until 1 July
2019.
Meanwhile, the European Foreign Affairs
Council adopted a framework for targeted
sanctions against Maldives government
officials. This decision results from the
deterioration of the political and human
rights situation observed in the archipelago
since February 2018. The political upheaval
erupted after President Abdulla Yameen
imposed a 45-day state of emergency to
annul a Supreme Court ruling cancelling the
convictions of nine opposition leaders.

The UNSC also passed
on 13 July a new US-led
resolution imposing an
arms embargo on South
Sudan. The measure will
remain in effect until 31
May next year.
Since then, Western countries have
expressed concerns regarding the erosion of
human rights and severe repression against
the opposition. In this context, Maldives
government officials who have been
allegedly responsible for undermining the
rule of law, obstructing an inclusive political
situation in the Maldives or violating human
rights could face travel bans and asset
freezes if the situation does not improve.
This decision comes ahead of the
presidential election scheduled for 23
September, which will see incumbent
President Yameen run as a candidate.
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Kenya
Switzerland has publicly committed to returning millions
of US dollars in assets acquired from the proceeds of
corruption and other forms of crime to Kenya as part
of an agreement following talks between Presidents
Alain Berset and Uhuru Kenyatta. The two Presidents
have agreed on a framework for returning the money,
and the first steps to return the assets are reported to
have already been taken. Kenyatta declared that the
agreement with Switzerland also includes equipping
Kenyan investigative bodies with new instruments for
fighting corruption, a priority following high-profile anticorruption demonstrations in Kenya in 2018 and dozens
of significant graft scandals in recent years.

Brazil
Helton Yomura, Brazil’s Labour Minister, was suspended
at the beginning of July amid an investigation into
allegations of fraud against him by the country’s
Supreme Court. Yomura denied any wrongdoing, and
was supported in his denial by Brazil’s incumbent
President, Michel Temer, who himself has faced
allegations of accepting bribes of USD 5 million. Temer
remains in office thanks to a vote by Brazil’s National
Congress to spare him from trial. Yomura’s suspension
is part of a larger operation investigating civil servants
and lawmakers alleged by prosecutors to have
manipulated the registration procedure for unions. Ten
search warrants have been executed and three arrest
warrants issued as part of the investigation.

Tunisia
A new law designed to combat illicit enrichment
was passed by the Tunisian parliament as part of
the country’s effort to strengthen measures against
corruption since its revolution in 2011. The law is
expected to ensure transparency and preserve public
money, and will require the president, ministers, senior
officials in the public sector, independent bodies, banks,
judges, security forces, journalists and unions to declare
their property. The penalties stipulated in the law include
fines and prison sentences of up to five years. The law
follows several other measures undertaken by Tunisia’s
government in recent years to combat graft in the
country. Last year, for instance, the government froze the
bank accounts of 20 well-known businessmen charged
with corruption and confiscated their property.

Pakistan
Ahead of Pakistan’s national general elections, the
country’s Supreme Court announced that Asif Ali
Zardari, Pakistan’s former President and the current

leader of one of the country’s main parties, was a
suspect in a money laundering investigation. The
same investigation led to the arrest of Pakistan Stock
Exchange Chairman Hussain Lawai, a couple of
days prior. The alleged money laundering reportedly
involved billions of rupees in payments to fictitious bank
accounts. Its 13 beneficiaries include Zardari’s sister.
The announcement comes a week after former premier
Nawaz Sharif was handed a 10-year prison sentence by
an anti-corruption court.

India
India’s Central Bureau of Investigation (CBI) charged
former finance minister and senior leader of the
opposition Congress Party Palaniappan Chidambaram
with abuse of power in an alleged multi-billion dollar
corruption scheme orchestrated during his time in office.
He is alleged to have exceeded his authority by approving
a USD 500 million telecommunications deal without
referring the proposal to a cabinet committee. The day
after the charge, a motion of no confidence in Prime
Minister Narendra Modi held in India’s Parliament on the
initiative of the Indian opposition was rejected by a 72%
majority. A number of Indian opposition officials have
been embroiled in corruption scandals since the start of
Modi’s term of office in May 2014.

Malaysia
The newly inaugurated criminal task force responsible
for investigating irregularities at the public strategic
development company 1Malaysia Development Berhad
(1MDB) froze 400 bank accounts holding over USD 250
million in suspect funds. The accounts are linked to 81
individuals and 55 companies who are believed to have
misappropriated and misused 1MDB funds between
March 2011 and September 2015. 1MDB’s founder,
former Prime Minister Najib Razak, is also being
investigated over allegations of fraud and corruption,
as is his political party, the United Malays National
Organisation, to which a number of the frozen accounts
are linked.

Peru
Peruvian Justice Minister Salvador Heresi was
fired by President Martin Vizcarra after a tape of a
phone conversation between him and a judge under
investigation for influence peddling was released earlier
this month. The recording is the latest in wave of media
leaks of several wiretapped phone conversations
between judges and their associates discussing plans
to exchange favours, help convicted criminals and
secure jobs for friends. Vizcarra has since summoned
Congress to an emergency legislative session in order to
oust all members of the National Council of Magistrates.

The head of the Supreme Court and President of the
Judiciary Duberli Rodriguez has also resigned following
the release of incriminating wiretapped conversations.
Four months ago, a corruption scandal led to the
resignation of former President Pedro Kuczynski, who,
along with the other three most recent presidents
of Peru, is currently being investigated for accepting
bribes amounting to USD 29 million from Brazilian
construction company Odebrecht.

Romania
Romanian President Klaus Iohannis sacked Chief
Anti-Corruption Prosecutor Laura Codruta Kovesi
following a ruling of the country’s constitutional
court, which forced him to approve a request for her
dismissal by Romania’s Justice Minister. Kovesi has led
Romania’s anti-corruption agency, the DNA, since 2013
and, under her leadership, conviction rates of senior
politicians and public officials with corruption charges
have risen sharply. Justice Minister Tudorel Toader
called for Kovesi’s dismissal in February, alleging
that she had abused her powers. President Ionannis
had initially rejected the Minister’s request. However,
the constitutional court subsequently ruled that the
President did not have the authority to veto the request.
The former Chief Prosecutor warned that the ruling of
the constitutional court may affect the prosecutors’
independence, leading to their potential subordination
to the Justice Minister.

Saudi Arabia
A Saudi defence ministry official was arrested earlier
this month on charges of receiving a SR 1 million bribe
and abusing his position. The official, who works under
Saudi Arabia’s Crown Prince and Defence Minister
Mohammed bin Salman, admitted to accepting the
bribe. Bin Salman has previously condemned “the
cancer of corruption” that plagues the country and
committed to taking steps to eradicate it. Saudi Arabia
has been making several steps in its efforts to combat
corruption, the most notable having occurred at the
end of 2017, when authorities detained hundreds of
prominent businessmen and members of the royal
family in an ongoing anti-corruption investigation.

Jordan
In early July, new anti-money laundering and countering
financing of terrorism regulations came into effect as
Jordan’s National Anti-Money Laundering and Terrorist
Financing Committee approved the replacement of
measures implemented in 2010. The Central Bank of
Jordan (CBJ) developed the new policy in response
to recommendations made by FATF in 2012. As a
result, licensed banks are now required to develop a
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comprehensive money laundering and terrorism
funding risk evaluation protocol as well as a strategy
to verify potential clients, including the identification
of ultimate beneficial owners and assessing clients’
political exposure.

designated non-financial entities such as pawnbrokers.
The Ministry of Law said it will develop the proposed
new rules in consultation with industry stakeholders
including associations, wholesalers, manufacturers and
retailers. A public consultation will be held in the coming
months.

Malta
In a recently released report, the European Banking
Authority (EBA) has concluded that Malta’s Financial
Intelligence Analysis Unit (FIAU) has breached
requirements of a directive on the prevention of
money laundering and terrorist financing. The
European Union’s banking watchdog started a formal
breach of Union law investigation in relation to the
FIAU after MEPs voiced suspicions that Maltese
authorities were failing to effectively regulate the
operations of Pilatus Bank, which, according to MEP
David Casa, was allowed to operate with “complete
impunity.” The EBA issued eight recommendations
to the FIAU, calling on the institution to enhance
its assessment of money laundering risk and to
implement “robust internal procedures” to conduct
anti-money laundering supervision.

Germany
Germany’s Financial Intelligence Unit is getting new
staff and resources, following criticism for understaffing and poor equipment levels, which resulted
in a significant backlog of cases to be investigated.
The FIU’s staff will treble to 475 from 165. It will also
be given a wider range of powers, including the right
to immediately stop all suspicious transactions. The
FIU was transferred last summer from the Federal
Criminal Police Office to the customs authority. Staff
shortages and lack of adequate IT systems meant
the FIU was unable to process cases on a timely
basis. The issue had, however, become so extreme
that the state criminal authority in Thuringia called the
FIU “a significant danger to domestic security.” The
government has acknowledged difficulties in the early
phase of the FIU and has stated that all of the old
cases have now been processed.

Singapore
The Ministry of Law has proposed new measures
requiring dealers of precious stones and minerals
to put in place measures to reduce risks of money
laundering and terrorist financing. Although dealers
already have to comply with the cash transaction
reporting regime, which mandates customer due
diligence for cash deals of SGD 20,000 or more, the
precious stones and metals dealership industry is not
governed by the same money laundering or terrorist
financing regulations as the financial sector or
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