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Founded in 2014, Aperio Intelligence 
is a specialist, independent corporate 
intelligence firm staffed by individuals who 
collectively have decades of experience in 
undertaking investigations and intelligence 
analysis. Our team has worked in over 150 
countries, on thousands of cases, for a 
wide range of leading global corporations, 
financial institutions and law firms. 

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to take better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.  

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all the major European 
languages, as well as Russian, Arabic, Farsi, Mandarin, Cantonese 
and Japanese.  We have both knowledge of and access to relevant 
public and proprietary data sources, as well as a longstanding network 
of reliable, informed local contacts in the regions where we operate, 
cultivated over decades, who support regularly in undertaking local 
enquiries on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.  We operate a “Client First” policy that ensures strict 
adherence to the core principles of quality control, confidentiality and 
respect for time constraints, and provide cost-effective solutions, which 
allows our clients to obtain the highest quality standard of EDD at one 
of the best cost-to-benefit ratios in the marketplace.  Our independence 
enables us to avoid many of the potential conflicts of interest that may 
affect our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

ABOUT US
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Wolfsberg Group issues country risk assessment FAQs 
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Digest, Aperio Intelligence’s monthly newsletter, an 
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relating to the world of money laundering, fraud and 
terrorist financing, bribery and corruption, and sanctions.
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The Wolfsberg Group, a non-
governmental association of thirteen 
global banks, published a Frequently 
Asked Questions (FAQs) update on 
how to manage country risk in the 
context of financial crime compliance.  

As part of the risk-based approach, financial 
institutions are required to consider not only 
the financial crime risk related to the customer 
and the customer’s source of wealth, but also 
the legal frameworks and effectiveness of 
the countries where the customer is active, 
as well as the political environment and other 
contextual factors of the specific countries.

The Wolfsberg Group has prepared the FAQs 
based on the members’ views on current best 
practices and, in some respects, on how the 
Group believes those practices should develop 
over time. The Wolfsberg Group is currently 
working on the issuance of a guidance for 
financial crime country risk assessments, 
which will be published in 2018.

To view the Wolfsberg Group’s FAQs, please 
click  HERE.
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Understanding country risk at a detailed level takes significant effort, and requires 
specialist skills. 

Aperio clients take advantage of our established methodology and existing detailed 
knowledge of country risk issues to avoid the need to recreate such information in-house. 

To find out more about our approach to assessing country risk in the context of financial crime, 
please click HERE.

https://www.wolfsberg-principles.com/sites/default/files/wb/Wolfsberg FC Country Risk FAQs Mar18.pdf
https://www.aperio-intelligence.com/wp-content/uploads/2017/10/Aperio_coutry_risk_brochure.pdf
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FCA opens consultation on proposed guidance for insider dealing 
and market manipulation
The UK Financial Conduct Authority 
(FCA) launched a consultation on 
27 March 2018, proposing to add a 
chapter on insider dealing and market 
manipulation and make miscellaneous 
changes as a result of recent regulatory 
changes to ensure the guide remains  
up to date.

The consultation provides an opportunity 
for regulated entities to comment on 
compliance requirements of SYSC6.1.1R, 
which require firms to establish and 
maintain effective systems and controls to 
prevent the risk that they might be used to 
further financial crime. 

To view the proposed guidance, as well as 
instructions on how to submit comments to 
the consultation, please click  HERE.

HM Treasury publishes AML/CTF supervision report 

HM Treasury has published its latest 
anti-money laundering and counter-
terrorist financing (AML/CTF) supervision 
report covering 2015 to 2017. The report 
incorporates activity undertaken in 
2015/16 and 2016/17, which supervisors 
provided to support the UK’s submission 
to the Financial Action Task Force (FATF), 
to demonstrate the effectiveness of the 
UK’s supervisory regime.

The 2015 National Risk Assessment of Money 
Laundering and Terrorist Financing identified 
and assessed the money laundering and 
financing of terrorism risks faced by the UK. It 
found that the effectiveness of the supervisory 
regime in the UK was inconsistent and, whilst 
some supervisors were highly effective in some 
areas, there was room for improvement across 
the board in understanding and applying a risk-
based approach to supervision and in providing 
a credible deterrent. It also found that data 
was not yet shared between supervisors freely 
or frequently enough, which exposed some 
supervised sectors to risk where there were 
overlaps in supervision.

To address these issues, it has established 
the Office for Professional Body AML 
Supervision (OPBAS), hosted by the Financial 
Conduct Authority (FCA), which will work 

with professional bodies; AML supervisors 
to help ensure they provide consistently high 
standards of supervision. OPBAS will also liaise 
with statutory supervisors to ensure consistent 
standards across the regime, and with law 
enforcement agencies to facilitate the sharing 
of information. 

Collaboration with law enforcement is 
strengthening, as demonstrated by the 
Accountancy Affinity Group’s work with law 
enforcement to develop a new risk matrix 
which will help facilitate a consistent risk-

The consultation will close on 28 June 2018, 
after which the FCA will publish a guidance 
in autumn 2018 on how to prevent risks of 
insider dealing or market manipulation.

based approach across the accountancy 
sector. However, effective supervision remains 
inconsistent, as highlighted in last month’s 
review of compliance in the Money Service 
Business (MSB). 

The report focuses on the following key areas:

• Supervisors’ understanding of money 
laundering/terrorist financing risk within 
their sector, and how to ensure resources 
are deployed according to risk.

• Engagement with law enforcement 
to share information and facilitate 
investigations.

• The impact of initiatives intended to 
promote awareness on compliance.

• Whether remedial actions, including 
effective, proportionate and dissuasive 
sanctions, are applied to penalise breaches 
and promote compliance.

Going forward, the Treasury will revert to 
publishing this report annually.

To access the full report, please click  HERE.

https://www.fca.org.uk/publication/guidance-consultation/gc18-01.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/685248/PU2146_AML_web.pdf
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FATF issues follow-up reports for Spain and Norway

The Financial Action Task Force 
(FATF) issued follow-ups to the 2014 
mutual evaluation reports of Spain 
and Norway concerning their progress 
in strengthening measures to tackle 
money laundering and terrorist 
financing.    

Spain

Spain’s review analysed the country’s progress 
in addressing the technical compliance 
deficiencies identified in the 2014 mutual 
evaluation report. Spain is currently ranked 
as “Compliant” (C) in 28 recommendations, 
“Largely Compliant” (LC) in 10, and “Partially 
Compliant” (PC) in 2 of the FATF’s 40 
recommendations.  

Spain has made significant progress in 
complying with the offence of terrorist 
financing (C), preventive measures relating to 
wire transfer regulations (C), and extradition 
laws(C), (Recommendations 5, 16, and 39 
respectively).

According to the FATF, Spain has not made 
sufficient progress in the implementation 
of targeted financial sanctions relating to 
terrorism (PC), and terrorist financing and 
proliferation financing (PC) (recommendations 
6 and 7 respectively).  Spain will remain in 
regular follow-up and will continue to report 
back to the FATF. 

Norway

As with Spain, Norway’s review was based 
on the progress made since the last mutual 
evaluation report was issued, in 2014. Norway 
is currently ranked as “Compliant” (C) in 8 
recommendations, “Largely Compliant” (LC) in 
20, and “Partially Compliant” (PC) in 12 of the 
FATF’s 40 recommendations.  

Norway has been re-rated on the following 
recommendations: Assessing risks and 

applying a risk-based approach (LC); 
national cooperation and coordination (LC); 
confiscation and provisional measures 
(C); terrorist financing offence (C); targeted 
financial sanctions related to proliferation (C); 
preventive measures using new technologies 
(LC); regulation and supervision of financial 
institutions (LC); and regulation and 
supervision of designated for non-financial 
businesses and professions (LC).

The FATF welcomes the steps that Norway 
has taken to improve its technical compliance 
with recommendation 33 on publishing 
statistics (PC); however, the progress was 
insufficient to justify a re-rating of this 
recommendation. Other recommendations 
where Norway is rated PC include targeted 
financial sanctions related to terrorism and 

terrorist financing; preventive measures 
related to customer due diligence 
requirements, politically exposed persons, 
correspondent banking, and wire transfers; 
reliance on third parties; and transparency 
and beneficial ownership of legal persons 
and arrangements. Norway will remain in 
enhanced follow-up, and will continue to 
report back to the FATF.

To view Spain’s 1st regular follow-up report, 
please click HERE.

To view Norway’s 3rd enhanced follow-up 
report, please click HERE.

http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/FUR-Spain-March-2018.pdf
http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/FUR-Norway-March-2018.pdf
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UK Bribery Act “failure to prevent” clause tested for the 
first time in courts

The first contested “failure to prevent” 
case, in which a company sought to 
rely on having adequate procedures 
in place, concluded with Skansen 
Interiors, a British refurbishment 
company, being found guilty.

Skansen Interiors Limited, now a dormant 
office interiors contractor, self-reported 
to the UK National Crime Agency that its 
former managing director had paid a bribe 
worth GBP 10,000 to secure a GBP 6 million 
refurbishment contract. As a result, the 
company was prosecuted under the Section 
7 corporate offence under the Bribery Act for 
failing to prevent bribery.

At trial, Skansen established that it had 

Financial Intelligence Units (FIUs) from 155 
countries and jurisdictions, representatives 
of Egmont Group Observers, and 
International Partners attended a meeting 
in Buenos Aires (Argentina) to discuss new 
ways of collaboration within the broader 
anti-money laundering/counter-terrorist 
finance (AML/CTF) system, as well as  
the importance of the autonomy of 
financial intelligence units in the fight 
against corruption. 

The heads of FIUs adopted the following 
initiatives: 

• Develop and share guidance on 
characteristics of an operationally 
autonomous and independent FIU.

Egmont Group of Financial Intelligence Units gather to discuss 
further cooperation agreements

“adequate” anti-bribery procedures in place, 
but the jury found that the company had failed 
to discharge that burden and hence was guilty 
of the offence. 

Despite having policies concerning 
transparency and integrity, as well as financial 
controls requiring multiple approvals for 
transactions, Skansen did not have a policy 
specifically directed to preventing offences 
under the Bribery Act, did not have a dedicated 
compliance officer, and had not trained its 
employees to comply with the provisions 
under the UK Bribery Act. 

The prosecution against Skansen, although 
small in size, serves as an important 
reminder to all companies that self-reporting 

misconduct to the UK authorities does 
not guarantee that a company will not be 
prosecuted for that misconduct. Even if a 
company fully investigates allegations of 
misconduct, self-reports to the authorities, 
and co-operates fully with any ensuing 
investigation, the UK authorities may still 
determine that the company and/or any 
culpable individuals should be prosecuted. 
The case also provides insight into what 
factors may and may not be taken into 
account by a jury when considering 
whether anti-bribery procedures are 
adequate or not.

The Serious Fraud Office’s guidance on self-
reporting can be found  HERE.

• Work with FIUs and other stakeholders 
through the new Egmont Centre of FIUs’ 
Excellence and Leadership (ECOFEL) to 
increase capacity building efforts focused 
on FIU autonomy and independence.

• Improve the practices and tools employed 
by FIUs to determine whether a case 
involves Political Exposed Persons (PEPs) 
and other high-risk categories related to 
corruption.

• Make use of the information exchange 
tools available for its members to better 
facilitate analysis in corruption cases and 
foster the trust between FIUs and other 
domestic and international partners.

• Strengthen FIUs’ capacity to provide 
effective international cooperation in 

detecting, tracing, and identifying the 
laundered proceeds of corruption, for the 
purpose of enabling timely provisional 
measures.

• Issue an updated list of indicators for 
identifying suspicious transactions and 
activities indicative of corruption.

The Egmont Group of Financial Intelligence 
Units is an informal network of 156 FIUs. 
National FIUs collect information on suspicious 
or unusual financial activity from the financial 
industry and other entities or professions 
required to report transactions suspected of 
being used for money laundering or terrorism 
financing. The Egmont Group did not offer any 
details as to whether a guidance will be publicly 
accessible in the near future.

https://www.sfo.gov.uk/publications/guidance-policy-and-protocols/corporate-self-reporting/
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from senior ranking officials to low level 
cadres has resulted in over 1.5 million officials 
being disciplined in the last five years. Xi has 
also introduced an ‘eight-point’ regulation1  

to control the work conduct of officials by 
seeking to curb extravagant behaviour in the 
party such as the hosting of lavish banquets 
and the use of luxury cars.

Some of the most senior members of the 
party, the ‘tigers,’ have been disciplined and 
imprisoned by the CCDI.  These have included: 

Background

At the 13th National People’s Congress (NPC) 
in March 2018, Xi Jinping was re-elected as 
president of the People’s Republic of China.  
An amended constitution abolished term 
limits for the president and newly-elected 
vice president Wang Qishan, former head 
of the Central Commission for Discipline 
Inspection (CCDI), the anti-corruption agency 
for the Communist Party of China (CPC).  This 
brought an end to the two-term, 10-year limit 
that former president and reformer, Deng 
Xiaoping had put into place to prevent a 
repeat of the turbulent period of rule under the 
founder of the party, Mao Zedong.

The constitutional amendment also saw the 
endorsement of a new National Supervisory 
Commission (NSC) as a centralised system 
to tackle corruption by placing CCDI, and 
other local supervisory organs under one 
umbrella reporting to the party body, the NPC.  
New supervision laws also extended the 
NSC’s scope of work from investigating party 
members to include all public officials.

Corruption has long been viewed as a threat 
to party stability and economic growth and 
as a result, anti-corruption campaigns have 
been a cornerstone in Xi’s presidency since he 
came into power in 2012. Named ‘Catching 
tigers and flies’, the crackdown on corruption 

By Yan Li
Associate Director, Aperio Intelligence

The establishment of China’s new anti-corruption 
agency – National Supervisory Commission

SPECIAL FEATURE

1The eight points are: leaders must carry out in-depth 
inspections at the grassroots level; meetings and major 
events should be strictly regulated and efficiency improved; 
the number of official documents should be reduced; 
officials’ visits abroad should be arranged only when 
necessary for foreign affairs; there should be fewer traffic 
controls when leaders travel by car; the media must not 
report on stories about official events unless there is real 
news value and worthless news reports on senior officials´ 
work and activities should depend on work needs, news 
value, and social effects; leaders should not publish 
anything by themselves or issue any congratulatory 
letters unless an arrangement with central leadership has 
been made, and leaders must practice thrift and follow 
regulations on accommodation and cars.



judges to village officials will all be included 
under this sweeping change.  Focus is also 
expected to include those that pay bribes to 
public officials and not just those that receive 
bribes.

The NSC will also oversee and inspect public 
personnel’s performance of duties as well 
as upholding ethics or improper conduct for 
personal gain, indicating that the commission 
will also oversee ideological and political 
discipline.  Zhou Leji stressed in a work 
report at the second plenary session of the 
19th CDDI in February 2018 that the party’s 
political work should be held prior to all other 
tasks and that the CCDI should make all-
round efforts to enforce the party’s discipline. 

In practice, the NSC will have the power to 
question witnesses, interrogate suspects, 
search properties, freeze bank accounts, seize 
and identify suspicious assets.  

The previous controversial system of dual 
detention known as ‘shuanggui’, whereby 
any party member can be detained at a 
designated location at a designated time, 
operated outside of the criminal procedure 
law.  Suspects could be detained from days 
to months, in solitary confinement and with 
no contact with family members or lawyers.   
The new replacement system, ‘liuzhi’ will 
be codified in law with stricter internal 
procedures. Suspects can be detained for 
three months and another three months upon 
approval, and family members notified within 
24 hours of their detention (unless it impedes 
the investigation). 

The anti-corruption campaign so far 

Although the new anti-corruption agency 
came into being this month, reforms have 
been in place since 2016.  The Chinese 
government began reforming the supervisory 
system with pilot programmes in Beijing, 
Shanxi and Zhejiang, which were later 
expanded nationwide in 2017.  The impact of 
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Zhou Yongkang, former secretary of the 
Commission for Political and Legal Affairs of 
the CPC Central Committee, Sun Zhengcai, 
former party secretary of Chongqing and Xu 
Caihou, former Vice Chairman of the Central 
Military Commission [see case study]. 

The creation of the NSC and new supervision 
laws marks a significant, albeit controversial 
step in Xi’s continued path in stamping out 
corruption and curbing excessive behaviour 
within the party and the public sector.  

Scope of the NSC and the supervision law 

Prior to the establishment of the NSC, 
corruption investigations on party members 
were managed by the CCDI, and the judicial 
and state agencies for non-party members.  
This dual system meant that local supervision 
agencies could decide to expel party members, 
if found guilty, after investigation by the CCDI 
or raise cases to the government for criminal 
prosecution or other punishment.  Non-party 
members would be investigated by the police 
and procuratorates and tried under the  
court system.

The ‘catching tigers and flies’ campaign has 
seen very large numbers of party officials 
disciplined but the targets of the campaign 
have lacked an obvious, systematic and 
transparent approach.  Under the CCDI 
system, local party leaders maintained greater 
influence over local anti-corruption agencies 
who provided the funding, nomination and 
promotion of local anti-corruption leadership.  
Local interests could potentially hinder cases 
being raised to other supervisory bodies while 
senior ranking targets have been argued to be 
a result of political motivations by Xi to remove 
his opponents. 

Placing all supervision agencies under the 
NSC effectively institutionalises Xi’s anti-
corruption campaign under the party.  Party 
control, which sits outside of the formal legal 
system, has led to state organs such as the 

procuratorates and the police having powers 
drawn away and thereby forcing changes in 
the constitution to form the NSC.  

Independent of other state agencies and on 
the same administrative level as the Supreme 
Court and the procuratorate, the NSC is 
headed by deputy secretary of the CCDI, 
Yang Xiaodu.  The surprise election of Yang 
to this position will mean that at the CCDI, he 
will continue to report to its head, Zhao Leji.  
Zhao is a member of the elite seven-member 
Politburo Standing Committee, the highest 
leadership of the CPC, and was appointed to 
replace Vice President Wang Qishan at the 
CCDI in November 2017. During Wang’s time 
at the CCDI, Yang was a direct subordinate.  
The election and appointments of the Yang, 
Zhao and Wang, a key ally of President Xi, 
sends a clear message that anti-corruption is 
at the forefront of party interests.

The new supervision law, adopted by China’s 
national legislature on 20 March 2018, 
provides the NSC with broader powers to 
investigate all public officials including 
non-party members. These will include: 
government officials, personnel engaged to 
manage public affairs of state organs or other 
organisations, managers of state-owned 
enterprises, management in public education, 
scientific research, culture, healthcare, sports 
and others that perform public duties.  Public 
sector bodies and public servants from 

The new supervision 
law, adopted by China’s 
national legislature on 
20 March 2018, provides 
the NSC with broader 
powers to investigate all 
public officials including 
non-party members.

THE ESTABLISHMENT OF CHINA’S NEW ANTI-CORRUPTION AGENCY – 
 NATIONAL SUPERVISORY COMMISSIONSPECIAL FEATURE
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CASE STUDY 1: CORRUPTION IN THE PARTY  

Xi Jinping’s sweeping crackdown on graft has not shied away 
from targeting the most senior officials in the Party including 
those in the military.  In the past, these officials were considered 
part of the untouchable elite.  However, in the years following 
the announcement of the campaign which some have argued is 
politically motivated, Xi Jinping has continued to pursue various 
party members, their families and their associates, for corruption and 
bribery.  Some of the most high-profile cases include:

•  Zhou Yongkang was the Secretary of the Central Political and 
Legal Affairs Commission, which oversees all legal enforcement, 
and a former member of the Politburo Standing Committee.  He 
retired in 2012.  Prior to his retirement he was the third most 
powerful politician in China but was placed under investigation 
in 2013.  His trial was held in secret in 2015 and he was jailed for 
life for bribery, abuse of power and intentionally disclosing state 
secrets.  

• Zhou was convicted of accepting bribes. He and his family were 
accused of taking RMB 129 million (USD 21.3 million) in bribes 
and that he had used his position to personally accept money 
and property worth RMB 731,000 (USD 117,000) from five people.  

THE ESTABLISHMENT OF CHINA’S NEW ANTI-CORRUPTION AGENCY – 
 NATIONAL SUPERVISORY COMMISSIONSPECIAL FEATURE

Money and property worth RMB 129 million (GBP 13.4 million) 
were accepted by his wife, Jia Xiaoye and son, Zhou Bin. His 
son was later sentenced in 2016 to 18 years in prison for taking 
bribes and illegal business operations.   He was fined RMB 
350.2 million (USD 53 million).   Zhou Yongkang’s wife was also 
jailed for nine years and fined RMB 1 million (USD 150,000) for 
taking bribes.  Close associates of Zhou Yongkang have also 
been jailed.  These include Zhou Benshun, a former aide of Zhou 
Yongkang, who was convicted in 2015 of taking RMB 40 million 
(USD 5.8 million) bribes directly, or through his family.

•  Sun Zhengcai, former Communist Party Secretary of Chongqing, 
was the youngest member of the Politburo Standing Committee 
since 2012.  He was charged with bribery by the Supreme 
People’s Procuratorate in February 2018.  He has been accused 
of taking advantage of his posts to seek profits for others and 
illegally accepting ‘huge amounts’ of money and property. He is 
reported to have been the only fourth sitting Politburo member to 
ever be expelled from the Party. 

•  Xu Caihou, former Vice Chairman of the Central Military 
Commission, and former member of the Politburo. He was 
amongst the highest-ranking military until he retired in 2013.  Xu 
Caihou was accused of accepting bribes, awarding promotions, 
and sought profits for others in exchanges for bribes. He was 
expelled from the party and prosecuted.  The investigation 
continued despite Xu Caihou being diagnosed with terrminal 
bladder cancer. He died in 2015.

• Guo Boxiong was the former Vice Chairman of the Central 
Military Commission who served alongside Xu and was also a 
former Politburo Standing Committee member.  In July 2016, 
he became the highest-ranking military official prosecuted 
since the end of the revolution in 1949.  He was accused of 
taking advantage of his position to help in the promotion and 
reassignment of others and had accepted huge amounts in 
bribes both personally and in collusion with others.  The case 
was held in a closed trial and no official figure of the bribes were 
given.  Guo Boxiong was sentenced to life imprisonment. 

•  Ling Jihua, former Director of the General Office of the CPC, 
adviser of retired president Hu Jintao was demoted under 
Xi’s presidency.  In a closed trial in 2016, Ling was accused of 
taking more than RMB 77.08 million (USD 11.6 million) in bribes 
personally and through his family.   
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these changes has seen a substantial increase 
in the number of officials under supervision.   
Before the pilot programme began in Beijing, 
the figure was 210,000 but by December 2017, 
this had increased to 997,000, almost 5% of 
the city’s population.   

According to Xinhua, in the last five years, 
over 1.5 million officials have been punished 
for violations and these have included party 
members from all levels. According to Yang 
Xiaodu in October 2017, since 2012, 440 
officials at, or above, provincial corps level 
have been investigated for corruption, of these 
43 were members and alternate members of 
the CPC Central Committee as well as nine 
from its own, CCDI.  

Yang Xiaodu also noted that more than 8,900 
city level officials, over 63,000 county level 
officials and 278,000 party members and 
officials were also punished in the same 
period.   By the end of December 2017, 3,866 
fugitives had been arrested from more than 90 
countries with more than RMB 9.6 billion (USD 
1.48 billion) recovered by the police.  

Despite the actions of the Chinese 
authorities, including action taken against 
GlaxoSmithKline and its executives including 
a British national over bribery allegations 
[see case study], international perception 
shows little notable change. Transparency 
International ranked China 77th out of 180 
(41 points out of 100) in its 2017 Corruption 
Perception Index, with the highest number of 
points being the least corrupt. Compared to 
2012, when Xi first came into power, the score 
was 39 points.

Coupled with added anti-corruption measures, 
Xi has also begun a recent crackdown on 
excessive borrowing and risk by large-scale 
private conglomerates.  The crackdown 
on high debt levels marks the start of 
heightened scrutiny into the private sector 

and indicates that prominent tycoons, even 
in the financial industry, are not immune 
to prosecution.   Rapid growth, aggressive 
overseas acquisitions, opaque ownership 
and shareholding structures of these private 
conglomerates have added media attention 
to how these businesses had managed rapid 
growth under a relatively short period of time.

The latest targets have been Ye Jianming, the 
Chairman and founder of CEFC Group, one of 
China’s largest private oil and gas companies, 
and Wu Xiaohui, Chairman of Anbang 
Insurance Group, one of China’s biggest 
insurance conglomerates.  Ye is currently 
being investigated for economic crimes.  Wu, 
the former husband of the grand-daughter of 
Deng Xiaoping, was detained in June 2017 
and was recently charged with fundraising 
fraud and abuse of position.  

Following the charge in February 2018, the 
Chinese government took the unprecedented 

step of seizing temporary control over the 
group for a year.  

Anbang Insurance Group and CEFC Group 
have both aggressively pursued outbound 
acquisitions. Anbang Insurance Group, with 
RMB 1.97 trillion in assets (USD 310.85 
billion), was reported to have spent USD 30 
billion in two years in an acquisition spree 
including insurers, luxury hotels such as the 
Waldorf Astoria Hotel in New York, and other 
property assets.  Anbang Insurance Group is 
also a stakeholder in some of China’s largest 
banks - China Merchants Bank and China 
Mingsheng Banking Corp Ltd.

Ye is reported to be under investigation for 
suspicion of violation of laws.  His current 
whereabouts are unclear and there have been 
suggestions that he has been detained.  CEFC 
Group was in the process of acquiring a 14% 
stake in Russian oil company Rosneft PJSC 
for USD 9 billion, which was announced in 
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September 2017.  With the investigation into 
Ye, the current status of the deal is unknown.  

How will the NSC affect business? 

The overarching remit of the NSC will continue 
to place emphasis on companies operating 
and doing business in China to be vigilant 
about potential or existing relationships with 
public sector bodies and their personnel.  
The inclusion of the public sector, not just 
public officials, adds further challenges in 
identifying and understanding relationships 
and associations.  

Thorough and detailed due diligence will 
need to be conducted to establish these 
potential risk areas.  For example, supervision 
laws could cover supplier and contractors 
conducting public duties on behalf of the 
public sector.   In the past where a contractor, 
who was not a formal civil servant or party 
member, and was found to have taken 
bribes working on behalf of a local public 
agency, would not have been covered under 
supervision laws, but the recent changes 
make prosecution and punishment possible.  

The new supervision laws do not cover the 
private sector but there is no doubt a close 
relationship exists between the government 
and state-owned enterprises.  Investigations 
into targets of the NSC could potentially touch 
upon private companies and lead to scrutiny 
of their business practices, particularly with 
the new added focus on people offering 
bribes. Companies will need to ensure that 
their internal procedures related to corruption 
and bribery are reviewed to account for the 
recent changes.

Although investigations have mostly been 
focused on Chinese nationals, foreign 
companies will also need to monitor 
developments.  The GSK case has already 
demonstrated that the Chinese authorities 

continues from previous page
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CASE STUDY 2: CORRUPTION AT GLAXOSMITHKLINE 

GlaxoSmithKline (GSK), the British pharmaceutical company listed in London and New 
York, was the largest corruption scandal involving a foreign company since Xi came 
into power.  In 2013, GSK was investigated by the Ministry of Public Security after it 
was accused of an organised corporate programme of bribing doctors to promote GSK 
medical products.  GSK sales executives were alleged to have paid bribes totalling RMB 
3 billion to hospitals, doctors, medical associations and foundations to increase its 
drug sales.  The money had reportedly been channelled through 700 third-party travel 
agencies since 2007.   

The original allegations came from an anonymous whistle-blower but an internal 
investigation found no evidence. It was suspected that the whistle-blower was Vivian Shi, 
former GSK head of government affairs who had been fired by GSK in December 2012 
for falsifying travel expenses.  Secret footage of Mark Reilly, former British head of GSK’s 
China operations, and his mistress, having sex in his Shanghai flat was later sent to over 
10 GSK executives and PwC executives, the company’s auditors. Believing this to be part 
of a smear campaign against him, Mark Reilly, with the authorisation of GSK, engaged 
private investigator, Peter Humphrey of ChinaWhys to investigate who was responsible. 
Peter Humphrey, a British citizen and his Chinese-American wife were later detained in 
2013 for illegally purchasing information about Chinese citizens and were jailed for  
2.5 years.

GSK was found guilty of bribery at a Changsha court and fined a record RMB 3 billion 
(USD 490 million/GBP 297 million) in 2014.  Mark Reilly was given a suspended three-
year sentence and was deported.  Another four executives were given suspended 
sentences of between two and four years.

The bribery scandal led to other criminal investigations into GSK’s businesses overseas 
including the Serious Fraud Office in the UK and Department of Justice (DOJ) in the US 
for possible breaches of the Foreign Corrupt Practices Act.  In 2016, the company paid 
USD 20 million (GBP 15 million) to settle civil charges with the Securities and Exchange 
Commission for bribing foreign officials through disguising bribes as legitimate travel, 
entertainment and marketing expenses. The DOJ closed its probe without any action 
against the company. 

Four years later and GSK is still dogged by the China bribery scandal. The Serious Fraud 
Office, which begun investigations in May 2014, recently requested information from 
GSK about “additional information from the Group regarding third party advisers engaged 
by the company during the China investigations.  The Group has also informed the SEC 
and DOJ of these matters and is responding to their request for additional information”2 .  
There is no indication from GSK about who the third-party advisers are, however the SFO 
is expected to decide this year if it will file criminal charges against GSK for bribery.
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will prosecute and go after foreign companies 
and nationals.  In this case, the Chinese 
investigation has concluded but the 
investigation has moved to other international 
anti-corruption agencies and the Serious 
Fraud Office investigation is still in progress.

The creation of the NSC is expected to 
provide more structure and organisation into 
anti-corruption work however, until the first 
cases related to the new supervision laws are 
investigated and tried, it will not be known how 
the NSC will operate, who it will investigate 
and how it will conduct its enforcements.   

Anti-corruption work continues to be at the 
forefront of Xi’s policy initiatives, and with the 
creation and widening scope of the NSC, the 
numbers investigated do not appear to be 
showing signs of slowing down.
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possibly deliberate disregard” for money-
laundering controls. David Casa, a Maltese 
member of the European Parliament and fierce 
critic of Prime Minister Muscat, claims that 
Pilatus Bank may have been granted a banking 
licence due to favourable political interference 
by the Muscat government. The FIAU reported 
that dubious transfers from Russian nationals 
were paid into a Pilatus Bank account in 
the name of Muscat’s chief of staff, Keith 
Schembri. The recipient, however, denies any 
wrongdoing.

US charges against Sadr have spurred 
Maltese authorities to revisit the controversy 
around Pilatus Bank and a court is currently 
considering criminal charges. Malta’s financial 
supervision authorities as a whole were 
recently reprimanded by the EU Financial 
Intelligence Analysis Unit for incomplete 
implementation of the EU’s Fourth Anti-Money 
Laundering Directive

Iranian money laundering scheme provokes US arrests 
and seizure of a Maltese bank 
Ali Sadr Hashemi Nejad, an Iranian 
national and former chairman of the 
Maltese Pilatus Bank, was arrested and 
charged with six counts of sanctions 
evasion before a Manhattan court. His 
family allegedly controlled an Iranian 
conglomerate called Stratus Group. 

Its purported subsidiary Iranian International 
Housing Corporation allegedly entered into a 
USD 476 million contract with a Venezuelan 
state-owned energy company to build 7,000 
new housing units in the South American 
country. 

The project was based on cooperation 
agreements concluded between Iran and 
Venezuela in 2004 and 2005. Sadr, who sat 
on a committee supervising the project’s 
implementation, allegedly used a network of 
front companies and foreign bank accounts 
in Switzerland and Turkey to conceal the 
transfer of USD 115 million of Iranian monies to 
Venezuela via the US banking system. 

Following Sadr’s arrest in the US, the Malta 
Financial Services Authority seized control of 
Pilatus Bank and all of the assets belonging 
to the bank’s customers. Pilatus Bank lies at 
the heart of an intense scandal in Malta. The 
bank was involved in defamation litigation with 
the Maltese investigative journalists Daphne 
Caruana Galizia, who was murdered in October 
2017. In several articles, she accused the 
bank and Sadr of facilitating corrupt political 
activities and money laundering. Top officials 
in the Maltese government, including the prime 
minister Joseph Muscat, and members of 
Azerbaijan’s ruling family are said to have held 
accounts at Pilatus Bank. 

Already in 2016, Pilatus Bank was investigated 
by Malta’s anti-money laundering agency FIAU, 
which warned that the bank displayed “glaring, 

Photo: netnews.com.mt
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rules on beneficial ownership introduced in 
2017. If prosecuted, the firms would have 
to pay a total of USD 2.2 billion in fines. 
McDonnell further argued in favour of an 
“oligarchy levy”, which should dissuade 
plutocrats from parking their money in the 
UK with new taxes on offshore property 
purchases.

After Salisbury attack: calls for financial crackdown on 
Russian oligarchy in the UK 
In the wake of the Salisbury attack on 
the former Russian spy and his daughter, 
many politicians and commentators 
have urged the UK to adopt legislation 
modelled on the US Magnitsky Act, 
which sanctions individuals suspected of 
human rights violations.

On 29 March the UK parliament launched a 
full-scale inquiry into money laundering with a 
special focus on “dirty money” stored in UK  
real estate. 

UK parliamentary opposition parties have 
proposed more far-reaching measures. The 
Scottish National Party called for increased 
scrutiny of Scottish Limited Partnerships 
(SLPs). This type of legal entity, which 
was first introduced in 1907, has its own 
separate legal personality and allows for 
minimal filing requirements and interaction 
with UK authorities. Reportedly 71% of 
SLPs registered in 2016 were controlled by 
companies registered in tax havens or secrecy 
jurisdictions. As such SLPs are often used as 
vehicles for dubious transactions related to tax 
evasion and money laundering. 

According to a recent analysis by The Herald, 
over 72% of named controllers of SLPs are 
citizens of Soviet Union successor states. For 
example, one Glasgow-based SLP was used 
as a conduit to transfer GBP 160 million out of 
Russia in 2017. In a separate case, a web of 21 
SLPs was used to funnel the proceeds from a 
billion-dollar bank fraud, which was worth more 
than a tenth of Moldova’s GDP.  

The Labour shadow chancellor John 
McDonnell criticised the government for 
failing to enforce disclosure requirements 
on these types of legal entities. Of 
Scotland’s 30,000 SLPs more than half 
have failed to comply with the stricter 
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over 72% of named 
controllers of Scottish 
Limited Partnerships are 
citizens of Soviet Union 
successor states.



Angola’s amnesty laws relating to financial 
wrongdoing or repatriation of overseas funds. 
His passport was reportedly confiscated as 
part of a travel ban, which prohibits him from 
leaving Angola for the duration of  
the investigation. 

Zenu belongs to the once all-powerful dos 
Santos family. He is the son of Eduardo dos 
Santos, who ruled mineral-rich Angola from 
1979 until 2017, when he stepped down due 
to poor health. Zenu’s sister Isabel dos Santos 
is considered the richest woman in Africa with 
an estimated net worth of USD 3.5 billion. 
After Angola’s transition to power under the 
new president Joao Lourenco, the fortunes of 
the dos Santos clan have turned. Zenu was 
removed as CEO of Angola’s USD 5 billion 
sovereign wealth fund in January 2018. 

The Dos Santos legacy crumbles: son and daughter 
charged with fraud 

Angolan authorities charged Jose 
Filomeno dos Santos (Zenu), the son of 
the former long-time president Eduardo 
dos Santos, and Valter Filipe da Silva, a 
former governor of Angola’s central bank, 
with embezzling USD 500 million. His 
sister Isabel currently faces prosecution 
over similar allegations.

In September 2017 Zenu allegedly transferred 
USD 500 million from a Standard Chartered 
account of the Angolan central bank to his 
own corporate account with HSBC in London. 
Forged documents from Credit Suisse were 
reportedly also implicated in the transaction. 
In responses to journalists’ requests, Standard 
Chartered did not explain why the transaction 
did not trigger alerts from its security 
mechanisms. The recipient bank HSBC 
however reportedly filed a Suspicious Activity 
Report to the National Crime Agency (NCA), 
which froze the assets in December 2017 and 
January 2018. The successful detection by 
HSBC is attributed to the recent overhaul of 
the bank’s anti-money laundering compliance 
procedures. The NCA explained that following 
proceedings in a UK court the frozen money 
would be returned to the Angolan authorities.  

Angolan authorities commented that Zenu’s 
case is not eligible for consideration under 
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Isabel lost her post as chair of the state oil 
company Sonangol in November 2017. As of 
early March she also faces a probe by Angolan 
authorities into “irregular financial transfers” 
reported during her tenure at Sonangol. 
Specifically, it is suspected that she may have 
derived illicit benefit from a USD 38 million 
transfer made by Sonangol to a company in 
Dubai. The money was transmitted by Banco 
BIC, where she was a director. 

Also in March, the ex-president himself 
announced his resignation from the party 
leadership of the ruling MPLA. The anti-
corruption drive Lourenco announced at 
the beginning of his presidency in late 2017 
appears to be gathering steam.



The wife of Zimbabwe’s former ruler 
Robert Mugabe faces a probe by 
Zimbabwean authorities over her possible 
involvement in an ivory trade ring.

In December 2017, Zimbabwean authorities 
seized an illegal shipment intended for 
Malaysia of 200 kilograms of ivory, which 
the Australian wildlife photographer Adrian 
Steirn claims are connected to Grace. Steirn 
discovered Grace’s suspected involvement 
during a three-month undercover hunt for 
ivory poachers. The photographer collected 
hours of footage, documents, and witness 
testimonies which appear to show that Grace 
was the chief client of a Zimbabwean poaching 
syndicate. The ivory was either stolen from 
the vault of Zimbabwe’s national park or from 
live elephants killed by poachers. Grace then 

Zimbabwe investigates Grace Mugabe for ivory 
smuggling 

Photo: Toroto Star

Photo: rus.err.ee

aperio-intelligence.comFINANCIAL CRIME DIGEST | MARCH 2018

PRESS AND MEDIA MONEY LAUNDERING | FRAUD | TERRORIST FINANCING

16

since he was forced to retire in a bloodless 
coup in November 2017. 

Upon his forced resignation Mugabe was 
promised a generous retirement package, 
including a state pension-for-life, paid-for 
servants, and vehicles. The probe, however, 
marks a change in tone regarding the new 
government’s treatment of the ex-president and 
his associates. There is speculation the move 
was retribution for a recent interview by the 
increasingly senile Mugabe, where he called 
President Mnangagwa’s assumption of  
power “disgraceful”. 

Press in Zimbabwe and South Africa report 
that Mugabe and his wife even plan to found 
a party to defeat Mnangagwa’s Zanu-PF in the 
upcoming elections in June.

Two banks in Estonia and Latvia were 
recently shut by EU regulators over 
money laundering allegations. The region 
has responded with a concerted effort 
to minimise flows of illicit funds from 
abroad.

The European Central Bank (ECB) revoked the 
licence of the Estonian financial institution 
Versobank, following inspections by the 
Estonian Financial Supervision Authority (FSA) 
from 2015 to 2017, which found “systemic 
and long-lasting” violations of AML and 
terrorist financing laws. Even after the FSA 
investigation, the bank continued its suspect 
dealings. 87% of Versobank’s customers 
were non-residents. Estonian authorities are 
currently also investigating Danske Bank, 

Money laundering clampdown in the Baltics 

exploited her influence and immunity from 
police searches to export the illegal goods out 
of Harare airport undetected. 

The investigation of Grace constitutes the first 
legal action taken against Mugabe’s entourage 

which already faced scrutiny in 2014, after 
UK and Danish media recently alleged that 
its Estonian branch had laundered money on 
behalf of the Russian elite and intelligence 
services. 

Only last month, the third largest bank of 
another country in the region, Latvia’s ABLV 
Bank, was wound up by EU authorities shortly 
after the US Treasury accused the entity 
of having facilitated illicit transactions for 
sanctioned parties in North Korea, Azerbaijan, 
Russia and Ukraine. The scandal led to action 
by Latvia’s western allies including the US 
and the rest of the EU, and prompted Latvia to 
undertake AML reforms, such as announcing 
legislation to ban the estimated 26,000 shell 
companies based in the country. 



Most recently, the firm received widespread 
media attention in February 2018 after 
Panamanian authorities raided Mossack 
Fonseca’s offices, in search of links between 
the firm and Brazilian construction and 
engineering conglomerate Odebrecht.  
Odebrecht, which has been frequently linked 
to the ‘Lava Jato’ corruption and bribery 
probes involving the Brazilian parastatal 
oil company Petrobras, had previously 
admitted bribing officials in Panama 
to obtain contracts in Central America.  
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Panamanian law firm and corporate 
services provider Mossack Fonseca, 
central to the Panama Papers scandal, 
has announced its closure. 

Mossack Fonseca stated that it would close 
its remaining offices by the end of March, 
blaming the reputational and economic 
damage that had been caused by multiple 
allegations that the firm assisted clients 
in evading taxes.  The firm had previously 
sent a statement to clients in November 
2017 announcing that it had to significantly 
reduce its staff due to an ‘adverse business 
environment’.  

Despite at one point being the world’s 
fourth-largest provider of offshore services, 
the firm had maintained a low profile since 
its foundation in the late 1970s.  It made 
headlines in April 2016, however, when 
German newspaper Süddeutsche Zeitung 
announced that it had received 11.5 million 
leaked Mossack Fonseca documents from 
an anonymous source in 2015.  The leaked 
documents contained information on over 
200,000 offshore entities and 12 current 
or former heads of state.  An investigation 
carried out by the International Consortium 
of Investigative Journalists that followed 
revealed how the firm’s clients hid billions in 
offshore jurisdictions.  

The information from the leaked documents 
led to over 150 official investigations and 
inquiries in more than 70 countries across 
the globe and implicated hundreds of 
leading businesspeople, politicians, sports 
personalities and entertainment figures.  One 
of the first high-profile victims of the leaked 
documents was former Icelandic Prime 
Minister Sigmundur Davíð Gunnlaugsson, 
who stepped down after the discovery that 
his family had stakes in offshore investment 
companies led to protests in Iceland.  

Tax scandal damage ends Panama law firm  
Mossack Fonseca 

Mossack Fonseca’s two founding partners, 
Ramón Fonseca and Jürgen Mossack, were 
previously arrested in Panama in February 
2017 on money laundering charges in relation 
to the Lava Jato investigation, remaining in 
custody until April 2017.   

Mossack Fonseca added in a press statement 
that it would maintain a small team for it to 
comply with requests from authorities, in 
addition to private and public groups.



In addition to Global Witness, the Labour MP 
Margaret Hodge also criticised the FCA for 
its relative lack of response. Meanwhile in 
Malaysia, Prime Minster Najjib, who allegedly 
pocketed USD 700 million from 1MBD, has 
deflected all accusations and appears set to 
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The FCA has declined to start its own probe. Instead it 
has chosen to rely on foreign prosecutors because the 
supposed wrongdoing by the two British institutions did 
not involve British assets or clients.

The anti-corruption organisation Global 
Witness published a 26-report criticising 
the UK Financial Conduct Authority for 
its failure to investigate Royal Bank of 
Scotland and Standard Chartered over 
their alleged involvement in the 1MDB 
scandal. 

According to the US Department of Justice, 
which has already seized over USD 1 billion 
in potentially tainted assets, USD 3.5 billion 
were embezzled from Malaysia’s development 
fund. Probes in other jurisdictions are also 
in full swing. The reaction of the FCA, by 
contrast, has been “pitiful”, according to 
Global Witness. 

Two British banks, RBS and Standard 
Chartered, allegedly managed over USD 2 
billion of suspicious funds connected to 
1MBD. The two financial intermediaries have 
already been fined by Swiss and Singaporean 
regulators and are currently under 
investigation in the US. 

A recent enforcement action by the Monetary 
Authority of Singapore (MAS) resulted in the 
Singaporean branch of Standard Chartered 
Bank receiving a USD 4 million for its alleged 
links to 1MDB. MAS discovered 28 breaches 
of its anti-money laundering and terrorism 
financing requirements between 2010 and 
2013 due to significant lapses in the branch’s 
customer due diligence controls. 

The Singaporean authority noted that no 
wilful misconduct had been identified and 
that the bank had already taken measures to 
strengthen anti-money laundering controls.  

The FCA, however, has declined to start its 
own probe. Instead it has chosen to rely on 
foreign prosecutors because the supposed 
wrongdoing by those two British institutions 
did not involve British assets or clients. 

NGO criticises FCA for lack of action over 1MDB 

remain in power for another term. His party 
was criticised this month for gerrymandering 
on a scale that virtually assures him victory  
in the Malaysia’s upcoming election in 
summer 2018.



The UK stockbroker Beaufort Securities, 
which was recently declared insolvent by 
the Financial Conduct Authority, faces 
charges from the US Department of 
Justice and the Securities and Exchange 
Commission over alleged securities fraud 
worth USD 50 million. 

Defendants in the US legal proceedings are 
accused of having attempted to launder part 
of the proceeds of alleged stock manipulation 
activities through the proposed sale of a 1965 
Picasso painting, valued at USD 6.7 million. An 
undercover FBI agent, who posed as a Beaufort 
client, was told that he could buy the artwork 
from the London-based dealer Mayfair Fine 
Art Limited and later sell the painting to “clean 
the money”. Alongside Beaufort, three other 
companies and five individuals stand accused. 

Broker charged with USD 50 million securities fraud  
in US 
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investment because of “money laundering”. 

According to the indictment, Beaufort allegedly 
defrauded its investors between March 2014 
and February 2018 “by manipulating stock 
prices and masking the true ownership of their 
clients’ financial interests” through at least 
ten “pump and dump” schemes. Beaufort 
collapsed after the revelations and is now 
unable to service its debt obligations. Kingston 
Smith, an accounting firm, has been appointed 
to recover money for creditors. Mayfair Fine Art 
Limited, too, went into administration after the 
charges were brought.

In late March 2018, the US’ Financial 
Industry Regulatory Authority (FINRA) 
fined brokerage firm Aegis Capital USD 
550,000 for failing to comply with anti-
money laundering (AML) violations.  The 
firm was also fined by the US Securities 
and Exchange Commission (SEC) USD 
750,000 for failing to comply with similar 
AML requirements.  

FINRA, in a press release, stated that the firm 
lacked adequate AML programs to identify 
suspicious activity in relation to its sale of 
securities in delivery versus payment accounts, 
where customers can buy and sell securities 
that are not held by Aegis Capital, the firm 
carrying out the trade.  

Aegis Capital Corp receives FINRA and SEC fines for AML and 
Supervision Rules violations

In particular, the firm failed to investigate 
trading linked to seven delivery versus 
payment accounts that were discovered 
to have liquidated billions of low-priced 
securities.  Some of the accounts were 
reportedly used by foreign financial 
institutions that carried out transactions on 
behalf their own customers, unbeknownst to 
Aegis Capital.  

Aegis Capital paid the SEC USD 750,000 and 
agreed to retain a compliance expert after 
admitting to failing to file Suspicious Activity 
Reports (SAR) on numerous occasions.  
Brokerage firms are required by the SEC to 
file SARs for transactions that have raised 
‘red flags’ for suspicion of involvement in 
fraudulent activity or market manipulation.

This includes Matthew Green, owner of Mayfair 
Fine Art gallery, and the son of one of the world’s 
most prominent art dealers, Richard Green. The 
indictment states that one of the defendants 
claimed the art business was “the only market 
that is unregulated” and that art was a profitable 



US authorities order ICBC to overhaul AML controls
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The Industrial & Commercial Bank of 
China (ICBC), the world’s biggest lender, 
was ordered by the US’ Federal Reserve 
Bank to enhance its safeguards against 
money laundering. 

The US regulator reportedly discovered 
“significant deficiencies” in anti-money 
laundering safeguards at ICBC’s New York 
branch.  The branch, according to a Cease and 
Desist Order issued by the Federal Reserve, 
failed to report suspicious activity at the bank, 
violating the Bank Secrecy Act which is meant 
to combat money laundering in the US.  

Though no financial penalties have been 
imposed yet, ICBC has been given 60 days 
to submit to the regulator plans to improve 
its compliance programmes, in addition to 
creating a system that effectively assesses 
the risks associated with products and 
customers.  The bank has also been ordered 
to hire an outside firm to conduct a review 
of ICBC’s dollar-clearing activity in the latter 
part of 2016, in order to establish whether 
suspicious activity was indeed flagged.  

Several Chinese banks have recently 
faced regulatory action by US regulators.  
Agricultural Bank of China was fined USD 
215 million in 2016 over allegations that it 
attempted to obscure transactions made 
by Russian, Chinese and Middle Eastern 
clients.  In 2015, both Bank of China and 
China Construction Bank were ordered by the 
Federal Reserve to improve their anti-money 
laundering safeguards.
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Sarkozy under formal investigation for alleged Libyan 
financing 
Former French President Nicolas 
Sarkozy has been placed under official 
investigation by French authorities for 
alleged illegal campaign financing of up 
to EUR 50 million from Libya. The alleged 
payments received by Sarkozy, which 
were not declared, reportedly violated 
French campaign financing rules.  

At the time the legal limit on campaign 
funding was capped at EUR 21 million.  He 
denies all the allegations made against him.  

Sarkozy faced two days of questioning while 
under custody in mid-March 2018 and was 
released on bail.  Sarkozy’s investigation 
forms part of an inquiry into whether 
the Gaddafi regime financed Sarkozy’s 
presidential campaign in 2007, which began 
in 2012 after investigative website Mediapart 
reported in 2012 that Sarkozy’s campaign 
had allegedly overspent.  Sarkozy had 
previously refused to respond to a summons 
in relation to the investigation, dismissing 
the allegations as the claims of a vindictive 
regime angered by France’s role in the end  
of Gaddafi’s rule.  

The allegations regarding the Libyan 
campaign financing first arose in 2011, when 
Gaddafi’s son, Said al-Islam Gaddafi, stated in 
an interview with Euronews that Sarkozy had 
accepted money from Libya to finance his 
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campaign.  Sarkozy blamed this for his 2012 
failure to win re-election.  

Under French law, to be placed under formal 
investigation means that there is serious 
evidence that suggests that the subject 
has been involved in a crime and is a step 
towards a trial.  Sarkozy has publicly stated 
on several occasions that there is no proof of 
illegal campaign financing.  

Wealthy French-Lebanese businessman 
Ziad Takieddine alleged in 2016 that he 
had personally delivered suitcases full of 
money from the former Libyan leader to help 
Sarkozy’s campaign.  Takieddine claims to 
have made three trips between Libya and 
France with up to EUR 2 million in cash each 
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Under French law, to 
be placed under formal 
investigation means that 
there is serious evidence 
that suggests that the 
subject has been involved 
in a crime and is a step 
towards a trial.

time from Gaddafi’s military intelligence 
chief. Sarkozy welcomed Gaddafi on a state 
visit to France soon after being sworn in 
as President, but then in 2011 saw France 
lead Nato-led airstrikes to help rebels topple 
Gaddafi’s regime.  

Sarkozy is also set to face trial over alleged 
fraudulent campaign financing of his 
unsuccessful 2012 re-election bid.  In what 
has been dubbed the Bygmalion Affair, 
Sarkozy’s party at the time, the centre-right 
Union for a Popular Movement, is accused 
of having falsified accounts. Bygmalion, a 
French PR and communication company, 
reportedly helped conceal EUR 18 million of 
overspending in the re-election campaign.

Photo: CNBC.com
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Peru’s president resigns over Odebrecht scandal

Pedro Pablo Kuczynski (“PPK”) 
resigned as president of Peru in 
mid-March, just one day before he 
was due to face a second round of 
impeachment proceedings before the 
Peruvian Congress. In recent months 
PPK, an ex-investment manager and 
World Bank official with a reputation 
for technocracy and propriety, was 
increasingly beleaguered by corruption 
allegations. 

In December 2017, he only narrowly avoided 
the first attempt of impeachment. This time, 
however, his position seemed hopeless 
after the opposition released secret audio-
visual material implying that his ministers 
had attempted to buy votes against PKK’s 
impending removal. 

BRIBERY | CORRUPTION

PPK stands accused of having accepted illicit 
money flows from Odebrecht in the form of 
consulting fees. In 2016, the Latin American 
construction giant, which was central to 
Brazil’s “car wash” scandal, admitted to 
paying nearly USD 800 million in kickbacks 
to politicians in exchange for lucrative public 
works contracts. Already in 2017, PPK came 
under fire after documents revealed that 
Odebrecht made payments to his consulting 
firm more than a decade ago, including at 
the time when PPK served as a minister. He 
claimed he was not aware of the payments 
and that he never favoured any company 
during his tenure. 

Following his resignation, PPK is no longer 
covered by presidential immunity. A Peruvian 
court swiftly imposed a travel ban of 18 
months preventing PPK from leaving the 

22

country while the investigation is ongoing. 
PPK promised full cooperation with the 
probe, but continues to insist that he is 
innocent. 

PPK was replaced by his vice-president 
Martín Vizcarra, who promised to fight 
corruption at “any cost”. His first step 
will be a complete cabinet reshuffle. 
Vizcarra, a business friendly but politically 
inexperienced engineer, plans to stay in 
office until 2021, when the next regular 
elections are scheduled. The outlook, 
however, is bleak. 

When first elected in 2015, PPK was 
heralded as an economic expert who would 
continue Peru’s steady growth course. The 
accusations against him, however, place him 
firmly within the rest of the Peruvian political 
class, which regardless of party affiliation is 
enveloped by the Odebrecht scandal. PKK’s 
predecessors Ollanta Humala, Alan García, 
and Alejandro Toledo as well as the ex-mayor 
of the capital Lima Susana Villarán are all 
currently under investigation for graft by 
the Peruvian authorities. Looking forward, 
PKK’s fall from grace leaves the country with 
perhaps worse alternatives. The leader of 
the opposition, who hounded PPK from the 
start of his presidency, is Keiko Fujimori, the 
daughter of Peru’s former dictator Alberto 
Fujimori. Keiko is herself the subject of an 
ongoing campaign financing investigation 
linked to Odebrecht. Moreover, she is 
widely suspected of acting as a front for 
her father, whom Forbes Magazine lists as 
one of “The World’s All-Time Most Corrupt 
Leaders”. Fujimori, who ruled Peru with an 
iron first from 1990 until 2000, stole USD 600 
million of state funds. He was sentenced 
to a 25-year prison sentence for personally 
embezzling USD 15 million of public monies 
and committing crimes against humanity, 
including the use of death squads.

Photo: icslatam.com 
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SFO set to recover bribe money for the first time 
through civil recovery case
In March 2018, the UK’s Serious Fraud 
Office (SFO) won a lawsuit at the High 
Court in London to recover GBP 4.4 
million from two Chadian diplomats 
who reportedly accepted bribes from a 
Canadian oil company. This is the first 
time that money from overseas has 
been returned through a civil recovery 
case in the UK.

Griffiths Energy (now part of the British-Swiss 
mining and commodities company Glencore) 
reportedly bribed the US and Canada-based 
diplomats with 4 million discounted shares 
and ‘consultancy fees’. The purpose of the 
bribes was to influence the awarding of oil 
development contracts in Chad. 

One of the named diplomats was Ikram 
Saleh, the wife of the former deputy chief 
of the Chadian Embassy to the US. Saleh 
reportedly bought 800,000 shares in Griffiths 
Energy for less than CAD 0.001 each, later 
selling the shares for a significant profit. 

The SFO spent four years trying to recover 
proceeds of the bribes that had entered the 
UK. Griffiths Energy was bought in 2014 by 
Glencore, a company traded on the London 
Stock Exchange, and Saleh’s shares in the 
company were reportedly sold through a UK-
based stock broker. 
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The bribes were first widely reported in the 
press in 2013 after Griffiths Energy pleaded 
guilty and paid CAD 10.35 million to settle 
charges it faced for alleged infringements 
of Canada’s Corruption of Foreign Public 
Officials Act. 

An internal company investigation carried out 
in 2011 identified that payments had been 
made to secure the oil contracts in Chad by 
the company’s previous board of directors. In 
addition to the issuing of 4 million shares, the 
company reportedly paid Nouracham Niam, 
the wife of Mahamoud Adam Bechir, the 
Chadian Ambassador to the US and Canada 
between 2004 and 2012, a USD 2 million 
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bribe that was disguised as consulting fees. 

The US Department of Justice (DOJ) 
announced in October 2015 that it had filed a 
complaint and was seeking the forfeiture of 
USD 34 million from the Chadian diplomats, 
representing the cash value of the shares 
in Griffiths Energy that were issued to the 
diplomats. 

The money, once recovered, will reportedly 
be transferred to the Department for 
International Development, which will then 
invest it in development projects in Chad. 
Saleh reportedly has three weeks to appeal 
the High Court’s ruling.

USD4.4mn
recovered

Photo: theglobeandmail.com



The US Securities and Exchange 
Commission (SEC) announced in 
March 2018 that it had reached 
settlements with two companies in 
relation to violations of the US Foreign 
Corrupt Practices Act (FCPA).  

Canadian mining firm Kinross Gold agreed 
to pay USD 950,000 to settle civil charges 
that it had failed to ensure that payments 
that its subsidiaries were making in Ghana 
and Mauritania were not being used to 
bribe government officials.  

Kinross Gold gained African subsidiaries 
in 2010 after it acquired Canadian mining 
company Red Back Mining, which 
operated mines in Ghana and Mauritania, 
in a deal worth USD 7.2 billion.  The 
deal went through despite Kinross Gold 
knowing that the subsidiaries lacked any 
anti-corruption compliance programmes 
and internal accounting controls.  After 
the acquisition, Kinross Gold began 
implementing control procedures, however, 
multiple internal audits reported that the 
company failed to maintain them.

Kinross Gold allegedly first became aware 
of reported payments being made by the 
company to local government officials in 
August 2013 and commenced an internal 
investigation, informing the SEC, who 
began an investigation the following year.  

In Mauritania, among other incidents 
identified, Kinross Gold is reported to have 
awarded a significant logistics contract 
to a company that was suggested by 
government officials, despite being a more 
expensive provider with fewer technical 
capabilities.  

SEC announces two new FCPA-related settlements 
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In Ghana, Kinross Gold is reported to 
have paid a consultant, who was a former 
government official, USD 1,000 in cash for 
unspecified assistance for every work visa 
that he aided company staff in obtaining 
between 2012 and 2015.  

The second FCPA enforcement relates 
to Israeli holding company Elbit Imaging, 
which has assets in medical imaging and 
commercial real estate and is listed on the 
NASDAQ and Tel Aviv Stock Exchanges. 
The company agreed to pay USD 500,000 
to settle charges for violating FCPA 
provisions on bookkeeping and internal 
accounting.   

Elbit Imaging, through Dutch subsidiary 
Plaza Centers, which it indirectly controls, 
allegedly paid millions of dollars in 
third-party consultancy payments and 
to a sales agent for services relating to 
both a real estate project in Romania 
and the sale of real estate in the US.  The 
payments were discovered by individuals 
within the companies and were reported 
to authorities in both Romania and the 
US, cooperating fully with the SEC’s 
investigation.   

Both companies, according to the 
agency, failed in implementing sufficient 
accounting controls to ensure that money 
did not end up being embezzled or used 
to pay bribes and made these payments 
despite lacking evidence that the services 
they paid for had been provided.  The 
payments made in relation to real estate 
in Romania and the US were not recorded 
in the companies’ accounts in the correct 
manner.



2009 for chairman Lee Kun-hee, who had 
been convicted of tax evasion and had been 
handed a suspended jail sentence.  He was 
also accused of accepting a KRW 2.2 billion 
(approximately USD 2.2 million) bribe from 
Lee Pal-sung for orchestrating the latter’s 
appointment as CEO of South Korean 
financial services group Woori, a state-
financed entity.  Additional bribes are alleged 
to have been received by Myung-bak from 
businesspeople, lawyers and a Buddhist 
monk in return for political favours.  

The former President had previously been 
summoned to court in early March 2018 to 
answer prosecutors’ questions in relation 
to allegations of corruption involving 
his relatives and aides during his term 
as President.  More recent reports have 
mentioned that South Korean prosecutors 
have begun investigating Myung-bak’s 
actions as far back as 1994, when 
prosecutors claim that he embezzled USD 
32 million over 12 years from a car-parts 
company he reportedly owned, using the 
company to establish slush funds and 
evading taxes.  

Prior to entering politics in 1992, Myung-
bak had a 27-year career at South Korean 
conglomerate Hyundai, being named the 
chief executive officer (CEO) of Hyundai 
Construction at the age of 35 and being 
named the subsidiary’s chairman in 1988.  
He served as Mayor of Seoul between 2002 
and 2006, running for President in 2007.

Previously in February 2018, Myung-bank’s 
predecessor, Park Guen-hye, who was 
impeached in 2017 following a corruption 
scandal, heard prosecutors demand a 
30-year prison sentence and a fine of GBP 
78 million for her in relation to allegations 
of bribery and abuse of power.  A verdict is 
expected in April 2018.
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Corruption allegations lead to arrest of former South 
Korean President 

Lee Myung-bak, President of South 
Korea between 2008 and 2012, was 
arrested on allegations of abuse of 
power, bribery, embezzlement, and tax 
evasion. Myung-bak is now the fourth 
South Korean President to have either 
been accused of or faced corruption 
charges.  

He was detained after an arrest warrant was 
approved by the Seoul Central District Court, 
which cited that he might try to destroy 
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evidence.  He denies most of the allegations 
brought against him; prosecutors have up to 
20 days to formally charge him. Should he be 
found guilty of the accusations made against 
him, he could face up to 45 years in prison.  
He remains in custody.  

Prosecutors claim that Myung-bak accepted 
a total of USD 10.2 million in bribes during 
his presidency.  Among the allegations 
are that the Samsung Group bought a 
presidential pardon for USD 5.6 million in 
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Recent reports have mentioned that South Korean 
prosecutors have begun investigating Myung-bak’s 
actions as far back as 1994, when prosecutors claim 
that he embezzled USD 32 million over 12 years from a 
car-parts company he reportedly owned.
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A former Siemens executive pleaded 
guilty in response to US charges that 
he took part in a USD 100 million 
bribery scheme in Argentina to win 
a USD 1 billion contract.  Siemens 
won the contract in 1998.  He had 
previously pleaded not guilty in 
December 2017.  

78-year-old Eberhard Reichert, a German 
national, pleaded guilty in a New York 
Federal Court of conspiring to violate 
provisions of the Foreign Corrupt Practices 
Act (FCPA) and to wire fraud to win a 
contract to produce Argentine national 
identity cards.  Reichert, who began 
working for Siemens in 1964, worked as 
a manager at Siemens’ Business Service 
Subsidiary in Argentina between 1996 
and 2001 and admitted to approving fake 
invoices and contracts to disguise the 
bribes being paid to Argentine officials.  

Those who received bribes included 
members of governing and opposition 
parties, in addition to individuals likely 
to occupy positions of power during 
the lifetime of the project, which was 
suspended in 1999 due to economic 
instability in Argentina.  The bribes 
allegedly continued after the project was 
suspended to prevent the bribery from 
being made public and to try and secure 
future government contracts.

Former Siemens executive changes plea to guilty in 
Argentine bribery scheme
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Reichert was arrested in Croatia in 
September 2017 after US authorities first 
indicted him on corruption charges in 
2011.   He is the second person to plead 
guilty in the US to conspiracy to violate 
FCPA provisions in relation to Siemens’ 
operations in Argentina, with Andres 
Truppel doing so in 2015.  

One of Europe’s most important 
technology companies, Siemens 
was caught up in a bribery scandal 
that reached headlines in 2006 after 
it was discovered that the company 
had been paying bribes around the 
world in order to secure contracts.  
Auditors at a Liechtenstein bank first 
identified suspicious activity in 2003 in 
a bank account controlled by a Siemens 
executive in Greece, which eventually 
led to a raid of Siemens’ head office in 
2006.  American authorities also became 
involved in the investigation of Siemens 
as the company’s shares are traded on the 
New Stock Exchange.  

Paying bribes abroad was not illegal under 
German law until 1999.  In total, between 
2000 and 2006 Siemens is estimated to 
have made USD 1.6 billion of ‘questionable 
payments’.  In 2008, the company agreed 
to pay US and German authorities more 
than USD 1.6 billion to settle numerous 
bribery investigations, including the USD 1 
billion Argentine contract.
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Following the nerve agent attack on 
former spy Sergei Skripal and his 
daughter Yulia, Prime Minister Theresa 
May announced a series of sanctions 
against Russia, including a decision to 
expel 23 Russian diplomats who are 
believed to be undeclared intelligence 
agents. 

As part of the new measures, new 
legislative powers will be developed to 
harden the UK’s defences against all forms 
of hostile state activity, and Russian-state 
assets will be frozen wherever there is 
evidence that they may be used to threaten 
the life or property of UK nationals or 
residents.

Also in March, the US instituted sanctions 
against 19 individuals and five entities 
for Russia’s interference with the 2016 
US elections and their role in conducting 
malicious cyberattacks. The US also 
closed the Russian consulate general in 
Seattle and the US Treasury stated that it 
would impose additional sanctions to “hold 
Russian government officials and oligarchs 
accountable for their destabilizing 
activities by severing their access to the 
US financial system.” US authorities claim 
that Russian government cyber actors 
have been targeting US government 
entities and critical infrastructure since 
March 2016. In addition, the US continues 
to pressure Russia for its efforts to 
destabilise Ukraine, occupy Crimea, as well 

Kremlin‘s meddling in US elections, the Skripal case, 
and Russia’s response to Western sanctions 

as for its endemic corruption and human 
rights abuses. Under the new US sanctions, 
all property and interests belonging to 
the designated persons subject to US 
jurisdiction are blocked, and US persons are 
prohibited from engaging in transactions 
with them.  The list of targeted persons can 
be accessed here.

Meanwhile in Europe, over 20 countries 
decided to expel Russian diplomats in 
support of the UK, following the nerve 
agent attack in early March. Russia denied 
any involvement in the attack after the 
UK government had blamed the Kremlin. 
Russia’s Foreign Minister Lavrov accused 
the UK government of “forcing everyone to 
follow an anti-Russian course”, and called 
the actions against Russian diplomats 
unacceptable. He repeated Russia’s request 
for consular access to Yulia Skripal, whose 
condition is reported to have improved. EU 
foreign ministers are expected to discuss 
the block’s approach to Russia on 16 April. 
The EU’s economic sanctions, which target 
Russia’s energy, defence and financial 
sectors, are in place until the end of July, and 
any an extension requires unanimity of all 28 
EU states.

Russia responded to the UK sanctions by 
expelling 23 UK diplomats from the embassy 
in Moscow, and closing the British Council 
and the UK Consulate General in Saint 
Petersburg. The Kremlin also expelled 60 
US diplomats, and Russia’s Minister Lavrov 

announced that other countries which 
expelled Russian diplomats could expect 
a similar response. 

The UK claims that the chemical used in 
the Salisbury attack was a nerve agent 
named Novichok, developed by the former 
Soviet Union. Samples of the chemical 
collected at Mr Skripal’s home are 
currently being tested by the Organisation 
for the Prohibition of Chemical Weapons 
(OPCW). Russia has reportedly requested 
a meeting with representatives of the 
OPCW, to “establish the truth”. Sergei 
Skripal, a former double-agent, was jailed 
for treason in Russia in 2006, but was 
pardoned in 2010 as part of a spy-swap, 
after which he moved to the UK.

UK’s Prime Minister May is reportedly 
further considering banning the City 
of London from helping Russia to sell 
its sovereign debt. Last month, City 
clearing houses, together with the 
sanctioned VTB Bank controlled by the 
Russian government, helped issue GBP 
2.83 billion of Eurobonds to finance 
Russia’s debt, of which nearly half was 
bought by London-based institutional 
investors. A loophole in EU and UK 
legislation has allowed sanctioned 
Russian banks, primarily VTB bank, 
to act as the main organisers for the 
issuance of Russian debt. Foreign 
investors currently hold more than a 
third of Russian debt.
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Amidst rising sanctions concerns, the US 
energy group ExxonMobil Corporation 
announced that it will be exiting from 
most of its joint ventures with Russia’s 
largest government-owned oil and gas 
company Rosneft. Exxon explicitly linked 
the move to US sanctions on Russia, first 
imposed in 2014 following the Russian 
intervention in Ukraine. 

According to filings submitted to the US 
Securities and Exchange Commission (SEC), 
Exxon expects to withdraw formally by the 
end of this year. The move is expected to cost 
approximately USD 200 million after tax.

Last year, Exxon was fined USD 2 million by 
the US Treasury Office of Foreign Assets 
Control (OFAC) for violating US sections 

ExxonMobil and Eni to halt Russian joint ventures 

and 2014, the two companies set up joint 
ventures to conduct research and exploration, 
including large investments in projects in the 
Russian Arctic, shale oilfields in Siberia and 
deep water in the Black Sea.

In reaction to the announcement, Rosneft 
said that it would continue implementing the 
planned projects, and would welcome Exxon’s 
return in the future. Joint ventures that are 
not subject to sanctions remain intact at this 
moment, including the Sakhalin 1 oil project 
which, apart from Rosneft and Exxon, involves 
Indian and Japanese partners.

It was also reported that Italy’s Eni has frozen 
a joint project with Rosneft. Both companies 
declined to comment.

US President Donald Trump issued a new 
executive order, taking additional steps 
in response to the situation in Venezuela. 
The order prohibits US persons from 
dealing with digital currencies, digital 
coins, or digital tokens issued by, for, or on 
behalf of the Venezuelan government on 
or after 9 January 2018. 

The restrictions include the Central Bank of 
Venezuela, as well as the state-controlled oil 
and gas company Petróleos de Venezuela, 
S.A. (PdVSA). The move came after US 
officials warned that Venezuela’s new petro 
cryptocurrency was a “scam” by President 
Nicolas Maduro’s government to undermine 
democracy and defraud international 
investors. A senior US administration official 
reportedly said that “investing in the ‘petro’ 

US executive order prohibits transactions 
with Venezuelan cryptocurrencies

against Russia, after the company signed legal 
documents with Rosneft’s CEO Igor Sechin, a 
US-designated person, which were related to 
oil and gas projects in Russia. The partnership 
between Exxon and Rosneft was formed after 
the collapse of a similar deal between the 
Russian energy giant and BP. Between 2013 

should be viewed as directly supporting the 
dictatorship and its attempts to undermine 
the democratic order in Venezuela.”

The Venezuelan government rejected 
the sanctions and said that they violated 
international law. President Maduro launched 
the new oil-backed cryptocurrency to 
circumvent the Trump administration’s efforts 
to sanction Venezuela’s oil sector. According 
to President Maduro, Venezuela is also 
preparing a new cryptocurrency called “petro 
gold” that will be backed by precious metals.

The US Treasury Office of Foreign Assets 
Control (OFAC) has published new FAQs 
related to the Executive Order, as well as 
a set of new FAQs on virtual currency. In 
addition, OFAC has designated four current 

or former Venezuelan government officials 
pursuant to Executive Order 13692 (asset 
freezes imposed), for corruption and 
economic mismanagement. These include 
Vice Minister of Internal Commerce, Willian 
Antonio Contreras; Head of the Office of the 
National Treasury, Nelson Reinaldo Lepaje 
Salazar; Alternate Director on the Board of 
Directors of the National Bank of Housing and 
Habitat, Americo Alex Mata Garcia; and former 
president of the board of directors of the 
Venezuelan Institute of Social Security, Carlos 
Alberto Rotondaro Cova. 

A senior administration official reportedly said 
the sanctions against the four officials were 
not directly linked to the cryptocurrencies 
issue.

The OFAC Notice can be accessed HERE,  
and the US Treasury press release, HERE.
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In early March, the Iranian Revolutionary 
Guard Corps (IRGC) Economic Exclusion 
Act was introduced in the US House of 
Representatives. 

The bill amends the Iran Threat Reduction and 
Syria Human Rights Act of 2012, to authorise 
the US president to sanction entities in which 
the IRGC has an ownership interest of less 
than 50% (IRGC was previously sanctioned by 
OFAC in October 2017). In addition, the bill sets 
out the US policy to prevent Iran’s membership 
into the WTO and similar international bodies 
until the secretary of state no longer deems the 
government of Iran to be a supporter for “acts 
of terrorism”.

An earlier set of US sanctions imposed on 
10 citizens and a tech firm called Mabna 

US expanding sanctions on Iran government. Nine of the 10 individuals have 
been indicted separately for related crimes. The 
Institute allegedly carried out attacks on 144 
US universities, and at least 176 universities in 
21 other countries, including the UK, Germany, 
Canada, Israel and Japan. The hackers also 
targeted the US Department of Labour, Federal 
Energy Regulatory Commission and the United 
Nations, it was reported. Meanwhile, the 
European Union is unlikely to impose further 
sanctions on Iran. Several countries reportedly 
rejected measures proposals by the UK, France 
and Germany that were intended to keep US 
President Donald Trump from walking away 
from the nuclear accord. 

The countries that reportedly rejected the EU 
sanctions include Italy, Spain and Austria. 
However, the latter country’s major bank 
Oberbank, which entered Iran’s financial system 
as the first European bank since the 2015 Iran 
nuclear deal, has announced that it has frozen 
business transactions with Tehran because of 
US sanctions.

The Australian Federal Police (AFP) is 
reportedly investigating a Sydney-based 
company, Brigt Australia, and its director, 
Livia Wang, over allegations that they 
have violated UN sanctions against  
North Korea. 

The company allegedly engaged in brokering 
an illicit sale of coal. Independent UN experts 
have also accused the company and Wang 
of falsely stating that a shipment of coal had 
come from Russia when it had originated in 
North Korea. Brigt Australia, currently trading in 
race horses, has no apparent history in trading 
coal. US experts suspect that North Korea is 
using a network of foreign front companies to 
evade international sanctions aimed against 

Australian investigation into alleged UN – DPRK sanctions 
violations

Institute, accused of cyberattacks on at least 
320 universities worldwide, was criticised by 
Iran as a provocative and unjustified “gimmick”. 
The Mabna Institute, established in 2013, is 
accused of stealing 31 terabytes of “valuable 
intellectual property and data” on behalf of Iran’s 

Pyongyang’s nuclear and ballistic missile 
programs. According to documents filed with 
the Australian Securities and Investment 
Commission, Chinese-born Wang, 35, has 
been the director and secretary of Brigt 
Australia since April 2016. 

The import of coal from North Korea has been 
banned by the UN Security Council since 
August 2017.
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New sanctions on North Korea

The US has secured the support of the 
UN Security Council for a new set of 
sanctions targeting smuggling at sea by 
North Korea to obtain oil and sell coal.  

US ambassador to the UN, Nikki Haley, 
reportedly said that the North Korea 
sanctions committee, which comprises all 
members of the UN’s most senior decision-
making body, unanimously approved 
designations of 21 shipping companies, 
one individual and 27 ships. 

She added that this would be the largest 
set of UN designations against North 
Korea ever. The latest restrictions are 
directed not just at North Korea’s shipping 
operations but Chinese companies 

trading with Pyongyang. The list includes 
16 companies based in North Korea, five 
registered in Hong Kong, two on the Chinese 
mainland, two in Taiwan, one in Panama and 
one in Singapore.

The move comes amidst an easing of 
tensions as North Korea has paused tests 
in its nuclear and missile programmes for 
four months and the country’s leader Kim 
Jong Un met with Chinese President Xi 
Jinping in Beijing, making his first foreign 
trip since taking power six years ago. Kim 
Jong Un is also planning to meet with the 
US and South Korean presidents in April. 
The rapprochement appears to have been 
triggered by last month’s Winter Olympics  
in South Korea.



31

COUNTRY UPDATES

aperio-intelligence.comFINANCIAL CRIME DIGEST | MARCH 2018

   Canada 

The Canadian Government has introduced a range 
of legislative amendments to introduce a version 
of a deferred prosecution agreement, named the 
Remediation Agreement Regime.  The move, which 
followed a public consultation process in 2017, aims 
to expand the options of prosecutors when dealing 
with cases of corporate wrongdoing.  The Remediation 
Agreement Regime is yet to be implemented and is still 
subject to Parliamentary approval and Royal Assent.

   Indonesia 

In early March 2018, Indonesian President Joko 
Widodo introduced new rules requiring entities to 
disclose beneficial owners in order to tackle tax 
evasion, money laundering and terrorism financing. 
Companies will have a year to disclose beneficial 
ownership to Indonesian authorities, and must update 
the information at least once a year.  The information 
will reportedly be available to the public upon request 
and will reportedly enable the nation’s tax authorities to 
tackle tax evasion and money laundering.  

   Italy 

As part of a new Italian law, whistle-blowers will have 
their protection strengthened in the public sector, and 
extended in to the private sector. An older law enacted 
in 2012 states that a public employee reporting illegal 
conduct will not be sanctioned through demotion, 
transferral to other offices, or dismissal. Companies 
now have to prove that any of the penalties imposed 
on a whistle-blower are not connected to the act of 
them whistleblowing. Payment of social securities and 
compensation for damage caused must be provided if 
the company is found to be guilty of retaliating against 
a whistle-blower. In addition, the new law requires 
companies to have departments helping whistle-
blowers in the case of retaliation. 

   Israel 

Israel’s Prime Minister Benjamin Netanyahu was 
questioned for the second time over supposed 
suspicious dealings with the country’s largest 
telecommunication company, Israel Radio. This is one 
of the three cases that are likely to affect Netanyahu’s 
political future. The so-called Case 4000 includes 
accusations that Netanyahu has offered Bezeq 
Telecom Israel favours in return for positive news 
coverage. Both Netanyahu and Bezeq have denied any 
wrongdoing. Netanyahu also faces possible bribery 
charges in a separate case (Case 2000), for receiving 
gifts from wealthy businessmen. He could potentially 
stall legal proceedings by calling a snap election. 

   Kazakhstan

The Kazakh Government adopted a draft national 
anti-corruption report that was presented by Sayan 
Akhmetzhanov, deputy chairman of the Agency for 
Civil Service Affairs and Anti-Corruption.  The report 
contains information regarding initiatives already 
under way in the country to battle corruption, an 
analysis of the current state of corruption in the 
country and recommendations on how to improve 
the nation’s anti-corruption policies.  Akhmetzhanov 
made reference to Kazakhstan’s efforts to 
combatting corruption and referenced its position 
on the Corruption Perceptions Index, occupying the 
joint 122nd place in 2017, having previously been 
ranked joint 131st the previous year.  As part of his 
presentation, Akhmetzhanov recommended that 
state bodies adopt anti-corruption measures.  

   Mexico

Mexico is preparing for its presidential and legislative 
elections scheduled for 1 July, with many concerned 
about whether Russia might use hackers to sway 
the vote. Latin America is fast-becoming an area 
of interest for many countries, including Russia, 
China and Japan. The Mexican voters, who are 
predominantly concerned with corruption and 
security issues, are likely to vote in favour of outsiders 
and populists, rather than established political 
candidates.

   New Zealand

In mid-March 2018, the New Zealand Police’s 
Financial Intelligence Unit (FIU) published an updated 
National Risk Assessment (NRA) of the risks of 
money laundering and terrorism financing that the 
nation faces. According to the FIU’s NRA, the groups 
most at risk of being exposed to the operations of 
organised criminals include money remitters, trust 
and company service providers, banks, lawyers and 
accountants.  The major risks that the FIU says that 
New Zealand faces include the development of new 
money laundering methods that exploit vulnerabilities 
that authorities are not yet aware of, criminals using 
proceeds of crime to invest in sectors with low levels 
of AML regulation, such as real estate, and the abuse 
of New Zealand-registered trusts, which do not tax 
overseas settlors and have previously not needed 
to disclose beneficial ownership, which is now 
mandatory.

  

   Nigeria

Transparency International (TI) has recently reported 
that the perception of corruption in Nigeria has 
deteriorated under President Muhammadu Buhari. 
Nigeria ranked 148th out of 180 countries in TI’s 
Corruption Perception Index 2017. Ibrahim Magu, 
the chairman of Nigeria’s Economic and Financial 
Crimes Commission (EFCC) criticised the corruption 
watchdog’s methodology used for assigning scores 
for corruption perception.  He suggested that the TI 
report did not provide the larger picture and failed to 
concentrate on verifiable achievements of the Buhari 
administration.  

   Portugal

Portugal has enacted a new law in an effort 
to manage Ultimate Beneficial Owner (UBO) 
information. Under the new law, inaccurate reporting 
of UBO information will be prosecuted and non-
compliance with the law’s individual specifications 
could result in fines of EUR 1,000 to EUR 50,000. 
However, there are some concerns that the new 
law will allow companies to exploit loopholes, as it 
appears to create a situation in which it is better not 
to declare the identity of the UBO than to disclose a 
false one and be prosecuted.

   Serbia

The Council of Europe’s anti-corruption body, the 
Group of States against Corruption (GRECO), 
published a report stating that Serbia had failed 
to satisfactorily implement anti-corruption 
recommendations.  Particularly concerned with 
corruption among Serbian parliamentarians, 
judges and prosecutors, GRECO wishes to see 
greater transparency in Serbia’s parliamentary 
process.  Among the recommendations were the 
introduction of transparency regulations regarding 
parliamentarians’ contact with lobbyists and 
granting greater independence to the High Judicial 
Council and State Prosecutorial Council.  GRECO’s 
compliance report states that only limited progress 
has been made since recommendations were made 
in 2015.  GRECO has requested that the Head of the 
Serbian delegation to the Council of Europe provide a 
progress report as soon as possible, no later than 31 
October 2018.  
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   Saudi Arabia

The head of a public notary office recently had his 
properties and records seized by the Ministry of 
Justice for committing violations whilst doing his job. 
He, and several other officials, are under investigation 
for allegations of fraud and extortion worth SAR 400 
million (circa GBP 76 million). Authorities discovered 
falsified ownership deals of land costing SAR 400 
million, to which the head of the notary office has 
been directly linked.

 
Singapore

  Singapore

Singapore is charging former CEO of Beyonics 
Electronics, Goh Chan Peng, with corruption. Goh 
allegedly received bribes of USD 200,000 from 
Nedec, a manufacturer of precision components, 
and Kodec, an organisation dealing with electrical 
equipment. These bribes were received in return 
for assisting the two firms in receiving grants from 
Seagate Technology International, a hard disc drives 
manufacturer. Goh allegedly received another USD 
88,000 in bribes between May 2012 and January 
2013 from these two firms. Singapore accuses him 
of a total of nine counts of bribery.

   

   Slovakia

Slovakia’s Prime Minister Robert Fico resigned 
following mass protests triggered by the murder 
of an investigative journalist and his partner. The 
journalist had been working on an investigation into 
potential links between the Fico administration and 
the ‘Ndrangheta, the infamous Italian organised crime 
group. Fico was replaced by Peter Pellegrini from 
the ruling Smer political party, who formed a new 
government. However, the popular protests continue 
as many are concerned that Pellegrini will be heavily 
influenced by Fico, which will hinder the investigation 
of the murders and Fico’s alleged  
mafia links. 

   Ukraine

As part of a programme to give Ukraine more 
liquidity, the European Union will consider giving 
Ukraine EUR 500 million in aid by July. Oleksandr 
Danyliuk, the Ukrainian Finance Minister, says he 
hopes the deal will be secured by June. The deal will 
require the MEPs’ approval, amidst concerns that 
Ukraine is not a reliable partner; delays on a new IT 
system stopped the EU from checking civil servants’ 
asset declarations, leading them to withholding 
the last tranche in 2017. Despite these setbacks, 
progress has been made in improving transparency 
and combatting graft in Ukraine’s fight against 
extensive corruption.
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UK Treasury lifts sanctions on 
Bank Saderat

Lorem ipsum dolor sit amet,

A copy of the UK Treasury notice can be 
found HERE

Ten individuals added to EU sanctions list

Lorem ipsum dolor sit amet, consectetuer 

The European Union Council 
has added 10 individuals to its 
sanctions on Syria in relation to their 
involvement in repression against the 
civilian population and support for the 
Syrian regime. 

The individuals include high-ranking 
military officials and senior figures linked 
to the Syrian regime. The decision brings 
to 217 persons the total number of 
persons targeted by a travel ban and an 
asset freeze for violent repression against 
the civilian population in Syria. 

The designation follows an announcement 
by the EU Council that it would seek 
to impose further sanctions against 
supporters of the Syrian regime.

 

The European Union has de-listed Bank 
Saderat and its UK subsidiary Bank 
Saderat PLC from its sanctions on Iran 
following a decision that the bank’s listing 
should apply only until 22 October 2016.  

Previously under the JCPOA, Bank Saderat 
was not due to be de-listed until transition 
day, which is 20 October 2023.  The UK 
Treasury has published a notice confirming 
these entities have been removed from the 
consolidated list of sanctioned entities and 
are no longer subject to an asset freeze.

The EU Council press release can be 
found HERE

Lorem ipsum dolor sit amet, consectetuer adipiscing elit, sed diam nonummy nibh euismod tincidunt ut laoreet 
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