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Founded in 2014, Aperio Intelligence 
is a specialist, independent corporate 
intelligence firm staffed by individuals who 
collectively have decades of experience in 
undertaking investigations and intelligence 
analysis. Our team has worked in over 150 
countries, on thousands of cases, for a 
wide range of leading global corporations, 
financial institutions and law firms. 

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to take better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process.  

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all the major European 
languages, as well as Russian, Arabic, Farsi, Mandarin, Cantonese 
and Japanese.   We have both knowledge of and access to relevant 
public and proprietary data sources, as well as a longstanding network 
of reliable, informed local contacts in the regions where we operate, 
cultivated over decades, who support regularly in undertaking local 
enquiries on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards.  We operate a “Client First” policy that ensures strict 
adherence to the core principles of quality control, confidentiality and 
respect for time constraints, and provide cost-effective solutions, which 
allows our clients to obtain the highest quality standard of EDD at one 
of the best cost-to-benefit ratios in the marketplace.  Our independence 
enables us to avoid many of the potential conflicts of interest that may 
affect our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

ABOUT US
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Money service business sector highly exposed to 
money laundering, says HMRC report

Welcome to the February edition of the Financial Crime 
Digest, Aperio Intelligence’s monthly newsletter, an 
informative summary of the most recent developments 
relating to the world of money laundering, fraud and 
terrorist financing, bribery and corruption, and sanctions.
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Money services businesses (MSBs) 
are failing to adhere to a broad 
range of regulatory requirements 
and opening themselves to abuse by 
money launderers, according to a new 
report from the UK’s tax authority.

HM Revenue and Custom’s (HMRC’s) 
review seeks to determine the extent to 
which MSBs comply with recent regulatory 
requirements such as the EU’s Fourth Anti-
Money Laundering Directive (4MLD) and the 
accompanying Wire Transfer Regulation.

By the end of August 2017, HMRC noted that 
there were 1,854 MSB principal registrations 
with HMRC. The majority of these were 
currency exchange houses (1,178), followed 
by money transfer services (990) and cheque 
cashers (445). MSB activities were carried on 
at 44,471 premises1, typically though agents.  

The underlying concern highlighted in the 
review revealed that businesses wishing 
to engage in money laundering may find it 
attractive to be taken on as an agent of a well-
known money transmitter or other MSBs 

For further details on the findings of the 
HMRC review, please  HERE.

because of a number of poor practices carried 
out by entities operating in the sector. Not 
only does this give the impression that the 
business has been vetted and approved, but 
also gives access to commercial systems and 
bank accounts. Some of the most significant 
poor anti-money laundering practices within 
the MSB sector were:

• MSBs are not carrying out “know your 
customer” due diligence when on-boarding 
agents, and were not monitoring ownership or 
management changes of on-boarded agents.

• MSBs lack adequate systems or training to 
carry out customer due diligence efficiently.

• MSBs were not adequately monitoring  
the source of funds where appropriate,  
and could not monitor agents’ business 
and trading partners. 

The review also found issues of concern 
relating to agents carrying out activities on 
behalf of MSBs: 

•  Agents have poor record-keeping practices, 
often leading to missing transactions.  

• Agents exhibit poor IT security, often 
sharing similar passwords. 

• Agents exhibit poor understanding of 
suspicious activity reporting.

• Agents fail to adequately monitor 
or address cases where splitting of 
transactions take place.

• Agents tend to operate from residential 
address or premises used for non-
commercial activities. 

The report recommended that both MSBs 
and agents operating on their behalf urgently 
adopt a risk-based approach, understand 
money laundering regulations, and follow 
HMRC guidance.
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1Some businesses carry out multiple activities, hence the 
sector total is less than the total of the subsectors.
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Outcomes of the FATF plenary meeting and updates 
on Iran blacklisting
The Financial Action Task Force (FATF), 
the global standard setting body for 
anti-money laundering and combating 
the financing of terrorism (AML/CFT), 
held its second plenary meeting under 
the Presidency of Santiago Otamendi 
of Argentina in Paris on 21-23 February 
2018. Below are some of the main 
issues of discussion and outcomes of 
the meeting.    

Iran

FATF decided to continue the suspension 
of counter-measures against Iran, thus 
countering calls from the US to have Iran 
re-placed on FATF’s “blacklist” of non-
cooperative jurisdictions, where North Korea 
remains. Iran will remain on the “grey list” of 
high-risk jurisdictions until further AML/CFT 
efforts are taken into account.  

In June 2016 Iran engaged in a political 
commitment to address strategic AML/CFT 
deficiencies, leading to two counter-measures 
being placed against Iran. Since November 
2017, FATF claims that Iran has established 
a cash declaration regime and introduced 
draft amendments to its AML and CFT laws. 
However, a majority of the commitments that 
were agreed remain incomplete. 

These refer to:

• Adequately criminalising terrorist financing, 
including by removing the exemption for 
designated groups “attempting to end 
foreign occupation, colonialism  
and racism”.

• Identifying and freezing terrorist assets 
in line with the relevant United Nations 
Security Council resolutions. 

• Ensuring an adequate and enforceable 
customer due diligence regime. 

•  Ensuring the full independence of the 
Financial Intelligence Unit and requiring 
the submission of STRs for attempted 
transactions. 

• Demonstrating how authorities are 
identifying and sanctioning unlicensed 
money/value transfer service providers. 

• Ratifying and implementing the Palermo 
and TF Conventions and clarifying 
the capability to provide mutual legal 
assistance. 

• Ensuring that financial institutions verify 
that wire transfers contain complete 
originator and beneficiary information. 

• Establishing a broader range of penalties 
for violations of the ML offence.

• Ensuring adequate legislation and 
procedures to provide for confiscation of 
property of corresponding value.

Given that Iran has draft legislation currently 
before Parliament, the FATF decided at its 
meeting  to continue the suspension of 
counter-measures. Depending upon Iran’s 
progress in completing its action plan, the 
FATF will take further steps in June 2018. 

Bosnia and Herzegovina, Libya, and Pakistan

FATF congratulated Bosnia and Herzegovina 
and Libya for their significant progress 
in addressing the strategic AML/CFT 
deficiencies previously identified by the FATF, 
thus removing them from FATF’s list of high-
risk and non-cooperative jurisdictions for the 
purposes of AML/CFT. 
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Pakistan, while not explicitly mentioned 
during the plenary, faced scrutiny from FATF 
for its reported deficiencies in countering 
terrorist financing. The country faces being 
included in FATF’s list of high-risk jurisdictions 
for the purposes of AML/CFT if appropriate 
measures are not taken by June 2018. 
Pakistan was first placed on the list in 2012 
but was removed in 2015, after FATF certified 
that Islamabad had done enough to counter 
terror financing.

Other outcomes of the plenary

•  The meeting focused on devising an 
updated counter-terrorist operational 
plan. Among the issues discussed, FATF 
announced that it will publish an updated 
guidance on the implementation of 
financial provisions of UN Security Council 
Resolutions to counter the proliferation of 
weapons of mass destruction.  

continues from previous page

•  The mutual evaluation report of Iceland 
was discussed, which is expected to 
be published in April 2018. Follow-up 
reports to the mutual evaluations of 
Spain and Norway will be published in the 
forthcoming months. Brazil’s progress in 
addressing the deficiencies identified in  
its mutual evaluation report were  
also discussed. 

• The FATF Plenary heard presentations 
from some of its member countries 
concerning the FinTech and RegTech 
initiatives they were implementing.  
FATF is also working to improve its 
understanding of the misuse and potential 
risks which may be posed by virtual 
currencies, and will publish additional 
reports in relation to these emerging 
financial crime typologies.

New report on illicit 
financial flows in 
West Africa
The African Development Bank and the 
OECD released a joint report on current 
trends of illicit financial flows in West 
Africa entitled “Illicit Financial Flows: The 
Economy of Illicit Trade in West Africa”.

According to new estimates, the West 
African sub-region alone sees USD 50 billion 
disappear every year due to illicit financial 
flows (IFFs) related to criminal activity, tax 
crimes, trade-based money laundering, and 
other financial crimes. 

Although the figures on IFFs are heavily 
disputed, the consensus is that IFFs outstrip 
Official Development Assistance (ODA) and 
dramatically reduce the resources available 
for domestic investment and development. 

There is also credible evidence to suggest 
that IFFs, and the networks, actors and 
incentives that produce them, constrain 
the quality and effectiveness of a country’s 
institutions for economic development, 
security, and the rule of law.

To read the report in full, please click  HERE.

USD 50 billion 
disappear every year due to 

illicit financial flows
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Wolfsberg Group announces publication of the updated 
Correspondent Banking Due Diligence Questionnaire

The Wolfsberg Group, an association of 
thirteen global banks, announced the 
publication of the updated Correspondent 
Banking Due Diligence Questionnaire 
(CBDDQ) and related guidance material 
(Completion Guidance, Frequently Asked 
Questions (FAQs) and Glossary).

In response to both an increase in regulatory 
expectations as well as a call for action 
from the Financial Stability Board, the 
Correspondent Banking Coordination Group, 
the Committee on Payments and Market 
infrastructure, and the Financial Action Task 
Force, the Wolfsberg Group has revised its 

To access the updated questionnaires and 
guidance material, please HERE.

MEPs propose new measures against terrorist 
financing
Members of the European Parliament 
(MEPs) urged the EU Council, the 
European Commission, and the  
European External Action Service to 
cut off the flow of funds to terrorists by 
proactively sharing information between 
Member States.  

Some of the key demands raised by MEPs of 
the Foreign Affairs Committee included: 

• Setting up a European counter-terrorism 
financial intelligence platform, which 
would be run by Europol. The platform 
would include a database of suspicious 
transactions, which could increase 
information exchange and coordination 
among financial institutions, law 
enforcement and intelligence agencies, 
and judicial bodies.

• Drawing up a list of individuals and 
entities operating under opaque regimes 
and with high rates of suspicious 
transactions, and stepping up the 
monitoring of suspicious organisations 
engaged in illicit trade, smuggling, 
counterfeiting and fraudulent practices.

•  Obliging banks to monitor pre-paid debit 
cards, so as to ensure that they can only be 
reloaded via bank transfers and personally 
identifiable accounts.

• Monitoring places of worship and 
education, centres, charities, and cultural 
associations, if there is reasonable 
suspicion of their ties to terrorist groups.

• Improving oversight of traditional ways to 
transfer money (e.g. hawala or Chinese fei 
ch’ien) and making it mandatory to declare 
every significant transaction made.

2014 Correspondent Banking questionnaire 
and issued the Correspondent Banking Due 
Diligence Questionnaire.

• Assessing whether virtual and crypto 
currencies, block chain and FinTech 
technologies help fund terrorism financing 
and should be regulated by EU rules.

The final text of the proposal will be subject to 
a vote at the European Parliament. If approved, 
it will be passed to the European Council, the 
European Commission and the European 
External Action Service with a call for action.
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compelling overseas legal entities to disclose 
their beneficial owners in a register held by UK 
Companies House, the government intends 
to increase transparency over property 
ownership, potentially dissuading those 
intent on using UK real estate to perpetrate 
or conceal economic crime. The government 
has said it will shortly publish its response 
to an earlier call for evidence, in which it 
sought feedback on proposed aspects of 
the new register. In general, those parties 
that submitted responses, and which have 

published their comments, are united in the 
view that the introduction of the register 
is welcome, although there is debate over 
whether the measures proposed are unduly 
cumbersome or whether they will be fully 
effective.

2021 target implementation date  

The government has set a date of 2021 for 
implementation of the new register. This date 
has been suggested as it takes into account 

Introduction of the UK property register

Last month, the UK government announced 
a timetable for the implementation of the 
world’s first register of overseas beneficial 
owners of property. The government 
committed to publish a draft bill this summer 
and introduce it in Parliament by next summer. 
The register is expected to go live by early 
2021, following legislation. 

Despite the UK’s reputation as one of the 
most transparent real estate markets, factors 
such as strong property rights, rule of law, 
and the potential for long-term value growth 
continue to attract substantial illegitimate 
funds alongside legitimate investment. In 
2016, the House of Commons home affairs 
committee reported that at least GBP 100 
billion was being laundered annually through 
the UK. It added that, in relation to the property 
market, just 335 out of 1.2 million property 
transactions were deemed suspicious by law 
enforcement officials, which suggested that 
supervision was “totally inadequate” and that 
poor enforcement “has laid out a welcome 
mat for money launderers”2. The introduction 
of the register of overseas beneficial owners 
of UK property aims to tackle one of the 
most widely-referenced methods of money 
laundering through real estate: the ownership 
of UK property through shell companies 
located in offshore jurisdictions.  By 

BY ADRIAN FORD
CEO, Aperio Intelligence

Register of overseas beneficial owners  
of UK property 

SPECIAL FEATURE



Laundering Regulations 2017/Fourth 
EU Money Laundering Directive and the 
PSC register) potentially allows beneficial 
owners to divide ownership so that it falls 
below 25% in order to legitimately avoid 
reporting the names of beneficial owners. 
The European Commission has already 
recognised risks in setting a threshold 
at 25%6. Some commentators have 
suggested it would be more appropriate to 
move to a 10% ownership threshold. There 
is an existing precedent for this, under the 
US Foreign Accounts Tax Compliance Act 
(FATCA) reporting requirements. 

• There is continuing prima facie evidence 
of the use of nominees in the UK, 
even though the PSC register requires 
disclosure of beneficial owners7. While 
the introduction of a new property register 
raises the bar for transparency, it does 
not by itself resolve the issue that the 
stated beneficial owner is not the true 
beneficiary. Companies House, with its 
limited resources, is not best equipped to 
address this issue. Estate agents (who are 
obliged to undertake know your customer 
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the time required to implement the necessary 
legislation and it recognises the practical 
challenges associated with implementing 
such a register3. The government has 
suggested that the new register will sit 
alongside the existing People with Significant 
Control (PSC) register, held by UK Companies 
House, which was introduced in April 2016. 
Like the PSC register, the new property 
ownership register is intended to provide 
information on beneficial owners above 25%, 
including those who exert significant influence 
or control over a company or legal entity. 

As a further step, the government has 
suggested the new register will be linked to 
the UK Land Registry, and the Land Registry 
will allow transfer of property titles only 
after having received a valid registration 
number from Companies House.  Without 
this registration number, transactions relating 
to the underlying property will effectively be 
blocked, and will remain so until the beneficial 
ownership or control information is updated. 
The UK has around 97,000 properties held by 
overseas legal entities4, and it is likely many 
will not have changed hands for some time5. 

Part of the reason for delaying implementation 
of the new register to 2021 is due to the need 
to communicate the new processes to existing 
property owners. The government has said 
it intends to do this via a publicity campaign: 
however, no such campaign accompanied the 

launch of the PSC register, which may have led 
to some initial confusion around the updated 
disclosure requirements.  

Potential limitations to the new property 
register 

Although the need for a new property register 
is widely acknowledged, and its purpose  
and potential value is generally accepted,  
its efficacy is likely to be impacted by  
several factors:

• Like the PSC register, the new property 
register will rely on self-disclosure. The 
UK does not have, nor has it indicated it 
will implement, a system for validating 
the identification of individuals who 
form companies.  With only six staff 
responsible for the existing PSC register 
and the integrity of Companies House data, 
Companies House relies on a combination 
of a threat of sanctions for misreporting 
of data, as well as investigations by users 
of the data, to ensure data integrity. The 
threat of sanctions themselves may be 
insufficient to deter hardened criminals, 
particularly if they are not UK resident.

• The new property register will need to 
address some of the shortcomings 
associated with the data quality of the 
current PSC register, such as misspellings 
and typographical errors, frequently caused 
by free-form input fields. In addition, 
whether intentionally or not, data available 
from PSC register returns analysed by 
external parties such as Global Witness, 
the NGO, found that 1 in 10 UK companies 
claimed not to have a beneficial owner. 
By 2021 however, and with the benefit 
of experience with the PSC register, it is 
feasible that issues such as these will have 
been minimised and users will be more 
aware of disclosure requirements.

• The imposition of a 25% reporting 
threshold (consistent with the Money 

While the introduction  
of a new property register
raises the bar for 
transparency, it does
not by itself resolve the 
issue that the stated 
beneficial owner is not  
the true beneficiary. 

REGISTER OF OVERSEAS BENEFICIAL OWNERS OF UK PROPERTY SPECIAL FEATURE

1JLL Global Real Estate Transparency Index 2016.

2  House of Commons Select Committee, 15 July 2016.  
End London’s “welcome mat” for money launderers, says 
Committee.

3  As of October 2017, according to Business Insider, 
130,000 companies had failed to comply with their 
disclosure obligations under the PSC rules.

4 BBC analysis, January 2018.

5 According to HM Revenue and Customs data, in 2014 
there were 1,141,540 residential property transactions 
in the UK. Latest available government data (from 2014) 
indicates there were around 28,073,000 dwellings as at 
2014, indicating an average turnover of around once every 
25 years.   

6 Proposals for a Fifth EU Money Laundering Directive (from 
September 2016) included lowering the reporting threshold 
to 10% for “passive non-financial entities” (an entity that 
does not undertake any economic activity of its own and 
serves to distance the beneficial owners from the asset). 
The definition potentially matches with shell companies 
formed to own residential property assets.
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(KYC) checks on both buyers and sellers 
under the revised money laundering 
regulations8) and other gatekeepers such 
as solicitors are expected to play a leading 
role in ensuring the integrity of information 
provided.  

• The introduction of the property register 
does not explicitly deal with situations 
in which property purchases are funded 
through unregulated lending networks9. In 
Vancouver, Canada, investigations have 
revealed a prevalence of China-based 
networks involved in peddling fentanyl 
and other narcotics, the proceeds of which 
have been used to advance unregulated 
loans at extortionate rates of interest 
to property owners of Chinese origin10; 
those owners have often already reached 
financial borrowing limits imposed by 
regulated lenders, or have been involved 
in high-risk  activities such as gambling. 
Since the unregulated lenders do not 
appear as owners on the property register 
they stand to gain either through interest 
payments (in the Vancouver case, 
collected in Chinese banks) or, in the event 
of default, may take control of the property 
through court-sanctioned procedures.

Importance of knowing your customer

The intention of the authors of the new 
property register is to introduce greater 
transparency over the UK property market, 
making it easier for interested parties, including 
foreign governments, to trace and ultimately 
recover stolen assets. However, as is the case 
with the PSC register, the onus remains on 
the user of the data to independently verify 
the information held, given that Companies 
House does not conduct its own ID checks.  In 
addition, while professionals such as estate 
agents and solicitors are already required by 
law to conduct anti-money laundering checks 
on clients and related parties to real estate 

CASE STUDY 1: QENTAS HOLDINGS

Riza Aziz, a Hollywood producer, is the stepson of the Malaysian Prime Minister Najib 
Razak.  Aziz’s company, Red Granite Pictures, Inc., is the owner of the rights to the motion 
picture, “The Wolf of Wall Street”. In July 2016, the US Government initiated civil forfeiture 
proceedings against the motion picture over its alleged involvement in the 1Malaysia 
Development Berhad (1MDB) scandal.   

The case was settled out of court in September 2017 for an undisclosed sum, and 
without admission of liability. One of the associated subject assets listed in the 
July 2016 proceedings was a property in Belgravia, central London, known as the 
Qentas Townhouse, which is owned by British Virgin Islands (BVI)-registered Qentas 
Holdings Limited. The property was reportedly acquired for GBP 23.25 million in 2012. 
Notwithstanding the settlement, questions have persisted over Aziz’z source of wealth 
and source of funds used to finance his Hollywood movie projects. 

Having left the London School of Economics in 2000, he reportedly worked for KPMG 
until 2002, and subsequently for HSBC London from 2005 until 2008. Neither his 
relatively brief “investment banking” career, nor his family background (he is the son of 
a bureaucrat) suggest significant sources of wealth, and yet – in addition to financing 
several high-profile motion pictures - he was apparently able to acquire a 7-bedroom 
property in New York for USD 33.5 million as well as property such as the Qentas 
Townhouse above, mortgage-free. Aziz has presented himself as an “innocent owner” of 
the properties acquired through Red Granite Pictures and has consistently asserted he 
was not implicated in the 1MDB scandal. Ownership of the Quentas Townhouse came to 
light only as a result of the US legal proceedings.

REGISTER OF OVERSEAS BENEFICIAL OWNERS OF UK PROPERTY SPECIAL FEATURE

continues from previous page

Source: Dan Gaba/Wall Street Journal
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transactions, the introduction of the new 
property register will potentially shine a brighter 
light on the activities of their clients.  Public 
scrutiny of property ownership by wealthy 
individuals has been growing, as demonstrated 
by the Henry Jackson Society who conduct 
“Oligarch Tours” and “Kleptocracy Tours” 
of expensive properties in London owned 
by Russian oligarchs. NGOs, transparency 
campaigners and other highly motivated 
activists have already actively targeted 
economic crime in the real estate sector, 
applying increasingly innovative data analytics 
techniques to uncover patterns of unusual 
activity11.  To avoid risks associated with 
reliance on self-reported information, parties 
involved in those transactions should consider:

• Whether the individuals purporting to be 
the beneficial owners are indeed likely to 
be the true beneficiaries. Nominees tend 
not to have a public profile associated 
with a high net worth individual, and this 
should be evident through research of 
their background and profile. Other red 
flags associated with nominees include 
their association with large numbers 
of organisations via directorships or 
shareholdings, association with mass-
registration addresses, or links to 
professional activities typically associated 
with nominee roles.

• Consideration should be given to 
whether the beneficial owner is in some 
way connected to a politically exposed 
person (PEP). There are numerous, well-
documented cases involving PEPs placing 
property in the hands of members of their 
wider families, or other trusted proxies. 

• The source of funds and source of 
wealth of the beneficial owner should be 
understood. The data included on the new 
property register will be a means to an 
end: that is, a way to identify the beneficial 
owner so that further investigations can be 
conducted into their source of funds and 
source of wealth. Many cases of grand 
corruption are linked to the acquisition of 
high-value real estate, and an adequate 
understanding of the provenance and 
evolution of an individual’s wealth (and 
not just the immediate source of funds) 
is necessary to avoid the risk that the 
transaction is associated with the 
proceeds of criminal activity or other 
money laundering activities.  The new 
Unexplained Wealth Orders, which came 
into force at the end of January 2018, 
provide law enforcement authorities 
with new powers to compel individuals 
suspected of serious crime or involvement 
in bribery and corruption, and who hold 
property valued at more than GBP 50,000, 

to explain the source of funds for those 
properties. In February, the National Crime 
Agency secured its first unexplained 
wealth orders, granting it permission to 
investigate two properties totalling  
GBP 22 million that are believed to be 
owned by a PEP.

• Consideration should also be given 
to unusual transactions that may be 
designed to circumvent the controls 
that will be imposed by the new property 
register, such as splitting ownership so 
it falls below the 25% threshold, unusual 
corporate (re-)structuring, or transactions 
between potentially connected parties.

• Finally, if the source of financing is a loan 
that is not a residential or commercial 
mortgage offered by an accredited or 
legitimate lender, further consideration 
should be given to whether the source of 
funds is legitimate. 

REGISTER OF OVERSEAS BENEFICIAL OWNERS OF UK PROPERTY REGISTER OF OVERSEAS BENEFICIAL OWNERS OF UK PROPERTY SPECIAL FEATURE

7 Transparency International, in its November 2017 
publication “Hiding in Plain Sight”, quotes Companies 
House data as at July 2017 showing that there were 
1,980 officers with 50 or more appointments to active 
companies, which it says “is an unusually high number 
of appointments” and may be “a good proxy for nominee 
directorship”.

8 The Money Laundering, Terrorist Financing and Transfer 
of Funds (Information on the Payer) Regulations 2017 
explicitly name estate agents as subject to these 
requirements, in addition to financial institutions, auditors 
and lawyers - http://www.legislation.gov.uk/uksi/2017/692/
pdfs/uksi_20170692_en.pdf  - This legislation replaces 
the 2007 Money Laundering Regulations. The regulations 
state that “an estate agent is to be considered as entering 
into a ‘business relationship’ with a purchaser as well as 
with a seller.” In the past estate agents did not consider 
the purchaser to be a customer, only the seller. See also 
https://www.gov.uk/government/consultations/money-
laundering-regulations-2017/money-laundering-regulations-
2017#estate-agent-businesses  

9 Although reference is made to ensuring that only an 
accredited or legitimate lender is able to repossess and 
dispose of a property which has a restriction against it.

10  B.C. vows crackdown after Globe investigation reveals 
money-laundering scheme.  The Globe and Mail, 16 
February 2018. 

11  For example, NGOs have used UK Department of Energy 
& Climate Change (DECC) data to identify properties in high-
value neighborhoods that appear to be unoccupied for long 
periods of time, based on electricity usage.

Source: Land Registry/Financial Times, 2016

Where offshore companies purchasing UK real estate were incorporated

Jersey and Guernsey  
5,472

British Virgin Islands 

8,373

Netherlands 

760

Isle of Man 

1,635

Panama  

641
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How other countries are tackling money 
laundering in the real estate sector

In the United States, the Treasury 
Department’s Financial Crimes Enforcement 
Network (FinCEN) has taken steps to address 
the loophole where unregulated “all-cash” 
deals – accounting for 22% of overall real 
estate transactions15  - were not subject to 
AML review. Unlike transactions involving 
mortgage loans, in which regulated banks 
and brokers are subject to AML regulation 
under the US Bank Secrecy Act (BSA), deals 
involving cash created a loophole since in 
those circumstances, other professional 
advisers such as real estate agents, 
conveyancing attorneys, title search and 
insurance agents, had no compliance 
obligations under BSA/AML regulations. 
Suspicions arose that real estate agents, 
incentivised by the number of successful 
transactions, were ignoring obvious money 
laundering red flags. As a first step, FinCEN 
introduced geographic targeting orders 
(GTOs), which required title companies in 
Miami-Dade County in Florida, and Manhattan, 
New York, to report all-cash purchases of high-
value real estate properties.  Those regions 
were selected based on the prevalence of 
high-value cash deals, and their attractiveness 
to buyers of luxury property. The GTOs require 
title insurance companies in those geographic 
areas to identify natural persons behind 
shell companies using “all cash” methods of 
purchase (i.e. without a mortgage).  FinCEN 
targeted title insurance companies because 
title insurance is a common feature in the vast 
majority of real estate transactions. 

The requirement was first introduced in 
March 2016, with a limited period until the 
end of August 2016. Since then, FinCEN has 
repeatedly extended the period of use of 
GTOs, as well as geographic areas to include 
also: Los Angeles county; three counties 

continues from previous page
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12 The Times, 14 July 2012. Fixer continues to live life of luxury in St John’s Wood.

CASE STUDY 2: USE OF OFFSHORE FIRMS BY ASSAD’S “FIXER”

In 2016, the Panama Papers revelations showed how a reported fixer for Syrian 
President Bashar Al-Assad, a businessman called Soulieman Marouf with interests in 
the technology sector, owned a number of luxury flats in London worth around GBP 6 
million through BVI companies. In 2012, a leak of private emails from President Assad 
and his wife Asma showed that Marouf had acquired thousands of pounds worth of 
luxury goods from London stores on behalf Asma Al-Assad. He also used offshore 
companies to acquire a portfolio of homes in London, including a GBP 1 million property 
by the Thames in St George Wharf in Vauxhall, a GBP 1.2 million apartment at the Albion 
Riverside building in Battersea, and a GBP 1.3 million home in St John’s Wood. 

In 2012, Marouf’s assets in the EU were frozen; the sanctions notice referred to him as a 
supporter of the Syrian regime and “close to President Assad’s family”.  

His name was however removed from the EU sanctions list in June 2014, with support 
from then-foreign secretary, William Hague. Since then, he has continued to invest in 
other UK properties.  Marouf’s lawyers have claimed full disclosure has been made to 
either the UK Treasury or HM Revenue & Customs. The Times newspaper reported that 
Marouf had transferred large sums of money from Geneva to Europe and the Middle 
East; that his bank accounts in 2011 contained USD 48 million in cash; and that his own 
bank had voiced concerns about possible involvement in money laundering12. In 2012, 
Bashar Al-Assad was reported to have a personal net worth of around GBP 1 billion, and 
the Assad family a net worth of around GBP 5 billion in total.

Source: WIKIPEDIA
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comprising part of the San Francisco area 
(San Francisco, San Mateo, and Santa Clara 
counties); San Diego County; the county that 
includes San Antonio, Texas (Bexar County); 
and the City and County of Honolulu, Hawaii.  
According to an analysis provided by FinCEN 
in February 2017, 30% of the transactions 
covered by GTOs involved a beneficial 
owner or purchaser representative that was 
also the subject of a previous suspicious 
activity report.  FinCEN said that this finding 
confirmed its concerns about the use of shell 
companies to buy luxury real estate in “all-
cash” transactions.

In France, professionals in the real estate 
sector regulated under law № 70-9 of 2 
January 1970 (the “Hoguet Law”) are obliged 
to implement an appropriate system of 
due diligence which allows them to know 
their client, the source and the intended use 
of funds.  A law of 2 July 1998 imposed 
requirements on property agents to report 
suspicious customers, alongside banks 
and notaries, although the law was not 
enforced until 200916 , at which point the real 
estate sector came under the supervision 
of the Directorate General for Competition, 
Consumer Affairs and Fraud Control 
(DGCCRF), which is responsible for national 
sanctions. According to a 2015 report on 
Suspicious Transaction Reports issued by 

According to an analysis 
provided by FinCEN in 
February 2017, 30% of
the real estate transactions 
covered by geographic 
targeting orders involved a
beneficial owner or 
purchaser representative
that was also the subject 
of a previous suspicious 
activity report.

13 Nice Matin, 9 September 2017.
14  Vedemosti, 23 November 2017

CASE STUDY 3: ALEXANDER STUDHALTER AND VILLA HIER

Swiss financier Alexander Studhalter is the nominal owner of Villa Hier, a luxury 12,000 
square metre property in Cap d’Antibes in the south of France that once appeared as 
Michael Caine’s house in the 1998 movie, Dirty Rotten Scoundrels. Studhalter was 
arrested in Nice in January 2018 on tax-related money laundering charges. He is accused 
of having served as a nominee for Russian billionaire Suleiman Kerimov, who was 
himself indicted on money laundering charges in France in November 2017.  

When French police raided Villa Hier, they found a Ferrari Enzo, a Bugatti Veyron and 
a bill for USD 600,000 for a few curtains.  Kerimov appeared in the Panama Papers 
together with Philipp Studhalter, the brother of Alexander Studhalter. Villa Hier was 
purchased for around EUR 35 million, whereas its true value is estimated to be closer 
to EUR 150 million, according to Nice Matin13. As a public official (he is a Senator in the 
upper house of Russia’s parliament), Kerimov is obliged under a 2014 Russian law to list 
all of his property assets (including those overseas) in an official declaration. In spring 
2017 his assistant, Alexey Krasovsky, claimed he had no real estate outside the Russian 
Federation.  

On the other hand, Vedemosti cited a 2012 Forbes report indicating that Kerimov’s 
personal assets were registered via Swiss Swiru Holding, which according to the Panama 
Papers is the parent company of Altitude 41, a now-dissolved Bahamian company of 
which Alexander Studhalter is a director14.

Source: Yohan Coatsaliou/AFP
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Tracfin, the French financial intelligence unit, 
“property professionals have not yet fully 
adopted the reporting structure, even though 
real estate is a key weak point in the French 
system in terms of money laundering, as the 
FATF’s most recent assessment of France 
makes clear”.  

The report described the property sector as 
“an Achilles heel for the French system”. The 
French government has however started 
to take action and in 2017 fined a network 
of luxury real estate agents EUR 200,000, 
representing 73% of its annual net income, 
for insufficient internal procedures to identify 
and report suspicions of money laundering.  
That harsh fine has raised the attention of 
real estate operators in France, despite the 
fact that the real estate agents in question 
were able to successfully appeal the penalty. 
Alongside this, high profile cases, such as that 

involving Suleiman Kerimov (see above), have 
further raised attention to the risks of money 
laundering in the real estate sector.

In Australia, provisions of the Anti-Money 
Laundering and Counter-Terrorism Financing 
Act 2006 are not imposed on real estate 
agents. Neither does the law impose 
obligations on other professionals acting in 
the real estate market, such as lawyers and 
accountants. Equally, there is no obligation to 
provide Suspicious Transaction Reports, or 
to identify PEPs who may be parties to real 
estate transactions.  There are no obligations 
in Australia to identify beneficial owners of 
foreign companies purchasing real estate, 
beyond a check on foreigners wishing to 
purchase residential properties. Australia’s 
financial crimes regulator, AUSTRAC, has 
previously said that laundering of illicit funds 
through real estate was “an established 

15 According to FinCEN.

16 https://www.economie.gouv.fr/files/files/directions_
services/tracfin/pdf/lignes_directrices_dgccrf.pdf
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money laundering method in Australia” 
and estimated that around USD 1 billion in 
suspicious transactions originated from 
Chinese investors into Australian property in 
2015-16.  Other sources of illicit funds it noted 
were from Papua New Guinea and Malaysia. 
Consultations into the extension of money 
laundering laws to professionals involved in 
the real estate sector are ongoing, although 
the Law Council of Australia has opposed 
extension of the laws, and the Real Estate 
Institute of Australia has raised concerns 
around the costs of implementation and the 
training required.



European regulators have repeatedly flagged 
risks related Latvian banks’ heavy exposure 
to non-resident account holders, particularly 
Russian and Ukrainian oligarchs. Indeed, 
the accusations against ABVL were quickly 
followed by the detainment of the central bank 
governor Ilmars Rimsevics on allegations of 
bribery. 

Rimsevics, who is also a member of the ECB’s 
governing council, is accused of having asked 
for a EUR 100,000 bribe by Norvik Bank, a 
Latvian bank whose majority shareholder is 
the Russian businessman Grigory Guselnikov.  
Though his detention closely follows the US 
Treasury’s report on ABLV, Latvian media 
reports state that the two events  
are unrelated.

Latvian ABLV Bank to be wound up over money 
laundering links to North Korea
ABLV Bank, Latvia’s third largest bank, 
will be wound up by the EU authorities 
a little more than a week after it was 
accused by the US Treasury Department 
of facilitating illicit transactions for 
sanctioned entities in North Korea, 
Azerbaijan, Russia and Ukraine. 

A statement released by the US Treasury 
Undersecretary Sigal Mandelker in February 
2018 announced that the Financial Crimes 
Enforcement Network (FinCEN) was issuing 
a Section 311 notice, naming ABLV Bank as 
a foreign bank of primary money laundering 
concern.  It is alleged that the bank had 
obstructed the enforcement of anti-money 
laundering/counter-terrorist financing rules 
(AML/CFT) and orchestrated money  
laundering schemes, which had reportedly 
become a pillar of the bank’s operations. The 
US Treasury invoked the Patriot Act, under 
which it can ban all US financial institutions 
from dealing with the bank, thus putting 
pressure on ABLV’s access to dollar funding. 
ABVL denies all accusations. 

Since the US Treasury’s statement was issued, 
the bank has been forced by the European 
Central Bank (ECB) to seek emergency financial 
support due to a sharp fall in deposits held at 
the institution.  ABVL Bank had assured that 
it could obtain EUR 480 million of emergency 
funding from the Bank of Latvia, but the ECB 
claims that it had only received about EUR 100 
million.  ABLV Bank’s deputy chief executive 
officer publicly admitted that closing the bank 
was a possibility.  

In a public statement, the owners of the bank, 
Ernests Bernis and Olegs Fins, who each 
hold stakes of 43.5%, announced that the 
liquidation of ABVL was the best way to ensure 
the protection of its assets and to carry out 
payments to clients.
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EUR 600 million
in deposits lost within a 

week after the US Treasury 
announcement
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Rabobank had created a “Verified List” of high 
risk customers requiring no investigation so as 
to clear high numbers of alerts with a minimal 
investment in staff. There were fewer than 10 
accounts on the verified activity list in 2009, 
and by 2012 more than 1,000. Furthermore, 
the bank had failed to file Suspicious Activity 
Reports (“SARs”) on continuing suspicious 
activity that had previously been reported.

Rabobank had already been warned about the 
money laundering concerns. In 2006 the US 
Treasury found a serious lack of oversight in 
the bank’s anti-money laundering compliance 
programme, which resulted in both parties 
signing a memorandum of understanding in 
2008 to address the areas of concern. The bank 
hired a consultant to independently investigate 
the anti-money laundering program’s failings. 
When the Treasury asked for the report, the 

Rabobank admits to deliberately ignoring money 
laundering alerts linked to Mexican drug money
A US subsidiary of the Dutch financial 
services company Rabobank agreed 
to pay the US government USD 369 
million after pleading guilty to a charge 
of impairing, impeding and obstructing 
regulators by trying to conceal 
weaknesses in its AML compliance 
programme.

According to the US Department of Justice 
(DoJ), the bank’s practices had allegedly 
resulted in Mexican drug cartels exploiting 
Rabobank’s AML deficiencies by depositing 
“hundreds of millions of dollars” into rural 
bank branches in California, which were then 
transferred via wire transfers, cheques and 
withdrawals. 

Located about two blocks from the US-Mexico 
border, Rabobank’s Calexico branch was 
reportedly the best-performing branch in the 
Imperial Valley region due to the high volumes 
of cash it absorbed, particularly since 2010. 
That year, border branches saw an increase 
of up to 25% in deposits after the Mexican 
government restricted the amount of US dollars 
Mexican banks could accept, in an effort to 
crack down on money laundering. 

The DoJ claimed that by no later than 2010, the 
bank knew that high cash balances were likely 
to be a sign of criminal activity, but failed to 
address the issues while forgoing basic checks 
on the source of the funds.

First, the four-year long investigation revealed 
that Rabobank had failed to identify red flags 
concerning patters of cash withdrawals that 
fell just below a reportable threshold of USD 
10,000, at different times on the same day. 
Secondly, Rabobank conceded that at certain 
times it employed only three employees 
to investigate more than 2,300 alerts each 
month. The Statement of Facts also cited that 
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executives lied about its existence, according 
to the plea agreement.

The bank escaped actual criminal charges, 
and instead entered into a five-year deferred 
prosecution agreement that ended in 
December 2017. Unlike the recent settlement 
involving HSBC for similar links to Mexican 
drug cartels, Rabobank’s plea deal did not 
include violations related to the offence of 
laundering illicit funds.

Rabobank conceded 
that at certain times it 
employed only three staff 
to investigate more than 
2,300 alerts each month. 



alerts would be investigated.  US Bancorp’s 
below-threshold testing regularly found that 
suspicious activity reports should have been 
filed on more than 25%, and as much as 80%, 
of the tested transactions.  Instead of making 

US Bancorp fined USD 613 million for lack of  
money-laundering controls

The Minneapolis-based US Bancorp has 
agreed to pay USD 613 million in fines 
to US authorities to settle two criminal 
charges for failing to safeguard against 
money laundering risks.  

US Bancorp was reportedly fined USD 453 
million by the US Attorney’s Office in the 
Southern District of New York and has entered 
into a two-year deferred prosecution agreement 
with the Attorney’s Office.  The two charges 
will be dropped if the bank complies with the 
terms of its agreement.  Other fines include 
USD 75 million by the Office of the Comptroller 
of the Currency, USD 70 million by the Financial 
Crimes Enforcement Network, and USD 15 
million by the Federal Reserve.  

The company allegedly underfunded and 
understaffed its anti-money laundering 
programme, in addition to capping the number 
of alerts its transaction monitoring systems 
would generate.  As a result, between 2009 
and 2014 the bank missed a large amount of 
suspicious transactions that took place.  

According to the US Department of Justice, the 
bank conducted below-threshold testing, which 
consisted of investigating a limited number of 
transactions that fell outside alert limits to see 
if thresholds should be adjusted so that more 
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US Bancorp’s below-
threshold testing 
regularly found that 
suspicious activity 
reports should have been 
filed on more than 25%, 
and as much as 80%, of 
the tested transactions.

any changes in the size and funding of the 
bank’s anti-money laundering (AML) team, US 
Bancorp ignored transactions that fell below 
the threshold.  

Prosecutors identified that US Bancorp failed to 
identify that Scott Tucker, a former professional 
race car driver, laundered approximately USD 2 
billion through the bank.  The proceeds came 
from a payday lending scam that illegally 
charged as much as 700% interest on short 
term loans.  Tucker was sentenced in January 
2018 to serve approximately 17 years in prison. 

Since 2014, the bank has reportedly taken 
measures to introduce a more frequent and 
transparent escalation process and has 
increased the size of its AML team.



In the UK, public companies are usually 
prohibited from lending money for the 
purchase of their own shares, which is known 
as “unlawful financial assistance”.  Two former 
bank senior executives have had the same 
charges brought against them in relation to  
the loans.  

In June 2017, the SFO brought the same 
charge against Barclays’ holding company, 
Barclays Plc.  The recent charges are more 
significant as the bank’s licenses and 
regulatory approval are held with Barclays Bank 
Plc, the bank’s operating unit.  Should the bank 
be found guilty it could face a withdrawal of its 
banking licences and regulatory penalties.  

Barclays faces other legal issues ahead.  
Barclays Plc and four former top executives of 

SFO charges Barclays for a second time in relation  
to Qatari loans

The UK’s Serious Fraud Office (SFO) has 
charged Barclays Bank Plc for allegedly 
awarding a USD 3 billion loan to a Qatari 
state-owned entity that was used to prop 
up the bank’s shares during the financial 
crisis of 2007-08.  

Barclays has denied that the November 2008 
loan was linked to a Qatari investment made by 
Qatar Holding LLC, a wholly-owned subsidiary 
of the Qatari sovereign wealth fund.  The SFO 
began investigating Barclays’ links to Qatar in 
2012 after it sought emergency funding from 
Qatar Holding.  Barclays received a GBP 12 
billion loan from Qatar Holding in 2008 to avoid 
a government bailout.  The SFO has released 
little information regarding its investigation  
into Barclays.  
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the bank have had separate charges brought 
against them, of conspiracy to commit fraud 
by false representation when they negotiated 
a capital injection for the bank from Qatar.  
The trial is due to start in January 2019.  The 
bank was also subject to an investigation by 
the Financial Conduct Authority (FCA) in 2017 
after Barclay’s chief executive Jes Stanley 
allegedly sought to uncover the identity of a 
whistle-blower within the bank.  The FCA is yet 
to publish its findings.  

The bank has stated that it will contest all the 
charges brought against it.  No court date has 
yet been set for the trial relating to the unlawful 
financial assistance charges, though it is 
expected that the trial will begin in 2019.
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According to Rob Wainwright, the director 
of Europol, around 4% of all criminal 
proceeds in Europe are being funnelled 
through virtual currencies like Bitcoin. 

Europol’s standing estimate for the amount 
of illicit cash circulating in Europe is around 
EUR 100 billion, which equates to about 
GBP 4 billion. Wainwright claimed that it is 
increasingly harder to stop illicit cryptocurrency 
transfers because freezing crypto wallets is 
more difficult than freezing a conventional 
bank account.

Bitcoin appears to be the most frequently 
used currency because of its higher profile. 
In February, a drug dealer trader in Wales was 
sentenced to eight years in prison for running a 
dark web fentanyl store which traded entirely  
in bitcoin.

Cryptocurrency used 
to launder GBP 4 
billion, says Europol

India’s second largest state-run 
bank exposed to USD 1.8 billion 
loan fraud

India’s second-largest state-run bank, 
Punjab National Bank (PNB), announced 
on 16 February that it had been 
defrauded of USD 1.8 billion.

Police have said that two previously 
arrested bank employees colluded with 
billionaire jeweller Nirav Modi (unrelated 
to India’s Prime Minister Narendra Modi) 
and his uncle to issue fraudulent letters of 
guarantee, which the businessmen used 
to raise loans from overseas Indian banks 
over a seven year period. 

The fraud, which occurred in one branch 
of PNB in central Mumbai, apparently 
resulted from a misuse of letters of 
undertaking (LoUs) and the SWIFT 
international messaging system between 
banks, resulting in a subversion of 

checks and balances that are supposed to 
be an inherent aspect of standard banking 
practices. The police also claim that the 
scandal exposes a range of supervisory 
failures by the country’s central bank, and 
possibly a deliberate subversion by public 
authorities. 

Opposition parties have called for the 
resignation of the finance minister and the 
setting up of an independent committee of 
investigators. The scandal has sparked a 
big debate on the working of India’s banking 
sector and its exposure to unpaid loans, also 
referred as bad loans. According to official 
estimates, the total amount of bad loans in 
the country’s 38 listed commercial banks 
exceeded USD 125 billion by the end of June 
2017 - accounting for over a fifth of all loans  
given by banks in India.
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Gambling Commission imposes record fine on  
William Hill

The London-based bookmaker William 
Hill was fined GBP 6.2 million by the UK 
Gambling Commission for breaching 
anti-money laundering and social 
responsibility regulations.

The Commission’s statement claims that 
between 2014 and 2016, ten customers were 
allowed to deposit GBP 3.4 million linked to 
criminal offences, resulting in gains for William 
Hill of around GBP 1.2 million. The bookmaker 
did not adequately seek information about the 
source of the funds or establish whether they 
were problem gamblers.

William Hill has vowed to appoint external 
auditors to review the effectiveness 
and implementation of its anti-money 
laundering and social responsibility policies 
and procedures.

MONEY LAUNDERING | FRAUD | TERRORIST FINANCING
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Swiss financial watchdog FINMA 
announced that it is investigating 
several unnamed Swiss banks over 
whether they followed anti-money 
laundering rules amid a widening USD 1 
billion graft probe involving Venezuela’s 
state oil company.    

A US federal indictment this month accused 
five former Venezuelan officials of soliciting 
bribes to help vendors win favourable 
treatment from Petróleos de Venezuela 
(PDVSA) and depositing the money in banks, 
including in Switzerland.

Swiss banks under investigation for alleged links to Venezuelan 
graft case

According to a US indictment related to the 
PDVSA case, several accounts linked to Credit 
Suisse had been subject to forfeiture. In 
October 2016, the bank sent around USD 51 
million in frozen assets to the United States, 
while an additional USD 67 million remain 
frozen in Switzerland. 

Credit Suisse said it has stringent control 
mechanisms in place to combat financial 
crime and that it is committed to following 
all applicable laws. The bank also said that 
it is requiring that business with Venezuela’s 
government and related agencies undergo a 
reputation risk review.

FINMA has been cracking down on Swiss 
banks’ links to corruption in South America. 
As part of proceedings against more than a 
dozen Swiss banks, private bank PKB was 
recently forced to return USD 1.4 million in  
ill-gotten gains from business linked to 
Brazilian state-owned group Petrobras.



PRESS AND MEDIA

Russian mafia trial underway in Spain 

Spanish prosecutors in Madrid believe 
more than EUR 50 million of Russian 
mafia money was laundered by the 
so-called Tambovskaya-Malyshevskaya 
gang, based in St Petersburg.

Spanish prosecutors have demanded jail 
sentences of five-and-a-half years for most of 
the suspects and fines which could reach up 
to EUR 100 million. 

Among the 18 arrested suspects are Vladislav 
Reznik, a former member of parliament who 
chaired the Russian parliament’s financial 
markets committee. He is a member of 
the United Russia party, loyal to President 
Vladimir Putin. Gennady Petrov and Alexander 
Malyshev, who are reported to be the gang 
bosses, are still at large and believed to be  
in Russia. 

MONEY LAUNDERING | FRAUD | TERRORIST FINANCING
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The South African Reserve Bank 
imposed a USD 6 million fine on China 
Construction Bank (CCB) for weak 
controls of money laundering and 
financing of terrorism.    

CCB was found to have failed to comply with 
laws including reporting requirements for 
cash thresholds and suspicious and unusual 
transactions. The bank, which is China’s 
second largest lender by assets, does not 
appear to have been penalised for facilitating 
money laundering practices. CCB has a high 
exposure in South Africa, with some of its client 
including state-owned international companies 
and more than 20 listed companies.

China Construction Bank fined by South African authorities 

The case dates back to 2008, when Spanish 
police carried out “Operation Troika”, arresting 
20 Russian mafia suspects. Among those 
targeted were Gennady Petrov, who managed 
to flee back to Russia. 

Tambovskaya-Malyshevskaya is accused 
of having committed contract killings and 
smuggled arms and weapons, among 
other crimes. Alexander Litvinenko, who 
was murdered in London with polonium in 
2006, had been helping Spanish officials to 
investigate Russian organised crime. It is 
unclear whether the gang was related in any 
way to his death.

Russian criminal gangs have been operating 
in Spain since the 1990s and are known for 
purchasing luxury real estate and ports in the 
Costa del Sol and the Balearic Islands.
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The fall of Jacob Zuma 
The resignation of South African 
president Jacob Zuma on 14 February 
has led to renewed efforts to tackle 
corruption.

First and foremost, Zuma will now face 
trial on 18 charges of corruption, money 
laundering, and racketeering. For almost 
two decades, the ex-head of state had used 
his political position to evade these long-
standing allegations, which relate to an 
arms deal concluded in the 1990s. With at 
least 218 witnesses, the trial is set to be a 
landmark event in the history of financial 
crime prosecution. 

Like Zuma, his close associates have also 
suffered a steep fall from grace. The new 
president, Cyril Ramaphosa, is set to steer 
an investor-friendly course and has vowed to 
combat corruption. Upon assuming power, 
he promptly removed Zuma allies from 
economically sensitive portfolios such as 
state-owned companies, energy and mining. 

The trio of Gupta brothers, Zuma’s principal 
cronies, seem to have fled to Dubai. The 
eldest, Atul Gupta, is officially considered 
a “fugitive from justice”. As part of a wide-
ranging investigation into the illicit dealings 
between Zuma and the Guptas, police raided 
the brothers’ mansion in Johannesburg. 

BRIBERY | CORRUPTION

Authorities also seized a dairy company, 
which allegedly received USD 17 million 
of government funds intended for a 
development project. 

In the face of post-Zuma political climate 
and potential prosecution, many of the 
Guptas’ corporate interests in South Africa 
have folded. The premises of Sahara 
Computers, the brothers’ IT conglomerate, 
are deserted and advertised for let. A coal 
mine acquired by the family from the Swiss 
commodities trader Glencore in 2016 went 
into administration. Seven other Gupta-linked 
businesses have also filed for bankruptcy 
according to the non-profit Organisation for 
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Zuma will finally face 
trial on 18 charges 
of corruption, money 
laundering, and 
racketeering. With at least 
218 witnesses, the trial is 
set to be a landmark event 
in the history of financial  
crime prosecution.

Undoing Tax Abuse. 

Canada’s export development bank 
successfully sued for the return of the 
Guptas’ private jet, which it had funded. The 
broadcasting contract for ANN7, a TV station 
owned by a Gupta associate, will not be 
renewed. Finally, India’s state-owned bank, 
the only institution willing to provide financial 
services to the Guptas, has announced that 
it will soon terminate operations in South 
Africa. While the collapse of the Gupta 
empire has undeniable symbolic importance, 
experts doubt whether their unduly obtained 
gains can be retrieved.



Members of parliament in Greece 
have voted to investigate accusations 
that ten senior politicians, including 
former Prime Ministers, received 
bribes from Swiss pharmaceutical 
company Novartis to fix the prices of 
its medicines.   

The vote follows a confidential 2,500-page 
report that was delivered to parliament 
on 6 February.  With an initial tip off from 
US authorities and assistance from the 
FBI, Greek prosecutors estimate that 
between 2006 and 2015 as much as EUR 
50 million was paid to the politicians.  
The prosecutors also estimate that since 
2000 illegal practices by pharmaceutical 
companies in Greece has cost the country 
EUR 23 billion, with costs involving 
Novartis over the period amounting to EUR 
3 billion.  

More than 4,500 medical professionals 
in Greece are believed to have accepted 
bribes, in addition to paid holidays 
and home appliances in exchange for 
endorsing Novartis products.  

A cross-party committee is expected to 
be established soon.  Under Greek law, 
parliament must first investigate alleged 
infractions by politicians before they face 
judicial prosecution.  The investigation 
is expected to last one month, although 
it could experience delays given that the 

Greek ministers named in Novartis bribery probe
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statute of limitations may have passed for 
many of the allegations.  

According to Greek media reports, the 
politicians are former Prime Ministers 
Antonis Samaras and Panagiotis 
Pikrammenos, former Health Ministers 
Dimitris Avramopoulos, Andreas Loverdos, 
Andreas Lykourentzos, Marios Salmas 
and Adonis Georgiadis, former Labour 
and Social Welfare Minister Giorgos 
Koutroumanis and former Ministers of 
Finance Evangelos Venizelos and Yannis 
Stournaras.  

The accused have strongly denied any 
wrongdoing, claiming that they have been 
targeted by ruling left-wing Syriza party as 
political enemies.  The conclusions drawn 
by the report have divided Greek legal 
experts and politicians, reportedly due to 
inaccuracies in the testimony of several 
of the 20 protected witnesses and the 
belief that the accusations are politically 
motivated.  On 15 February 2018, former 
Prime Minister Samaras reportedly filed 
a lawsuit against current Prime Minister 
Tsipras as well as the deputy justice 
minister and three prosecutors for false 
accusations.  

In the past three years, Novartis has 
been subject to bribery and corruption 
investigations in China, South Korea, 
Turkey and the US.  
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Transparency International launches 2017 
Corruption Perception Index

The international anti-corruption 
organisation Transparency International 
released its 2017 Corruption Perceptions 
Index (CPI) marking the 25th year 
anniversary since the first data  
was released. 

The index, which ranks 180 countries and 
territories by their perceived levels of public 
sector corruption according to experts and 
businesspeople, uses a scale of 0 to 100, 
where 0 is highly corrupt and 100 is very clean. 

This year, the index found that more than 
two-thirds of countries score below 50, with 
an average score of 43. Since 2012, several 
countries significantly improved their index 
score, including Côte d’Ivoire, Senegal, Czech 
Republic, Greece, and the United Kingdom, 
while several countries declined, including 
Syria, Yemen, Cyprus, Spain, Turkey, and 
Australia.

This years’ results emphasise the correlation 
between press freedom and corruption, stating 
that every week at least one journalist is killed 
in a country that is highly corrupt.
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NOTE:  Left table indicates less corrupt countries; right 
table indicates most corrupt countries

RANK COUNTRY/TERRITORY SCORE
161 Congo 21
161 Democratic Republic of 

Congo
21

161 Tajkistan 21

165 Chad 20

165 Eritrea 20
167 Angola 19
167 Turkmenistan 19

169 Iraq 18
169 Venezuela 18

171 Korea (North) 17

171 Equatorial Guinea 17

171 Guinea Bissau 17

171 Lybia 16

175 Sudan 16

175 Yemen 16

177 Afghanistan 15

178 Syria 14

179 South Sudan 12

180 Somalia 9

RANK COUNTRY/TERRITORY SCORE

1 New Zealand 89

2 Denmark 88

3 Finland 85

3 Norway 85

3 Switzerland 85

6 Singapore 84

6 Sweden 84

8 Canada 82

8 Luxembourg 82

8 Netherlands 82

8 United Kingdom 82

12 Germany 81

13 Australia 77

13 Hong Kong 77

13 Iceland 77

16 Austria 75

16 Belgium 75

16 United States 75

19 Ireland 74

20 Japan 73
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15 individuals, including one of Eni’s 
lawyers and an Italian judge, were 
arrested in early February. Police also 
raided the offices of Eni managers and 
the group’s ex-legal director. 

The arrests and searches occurred because 
the Italian energy giant allegedly tried to 
bribe Italian magistrates with the aim of 
obstructing an ongoing corruption case 
against Eni and its general manager Claude 
Descalzi. 

The case in question will enter the trial stage 
in March 2018. Eni and its competitor Shell 
will face charges of bribery and corruption 
related to the 2011 acquisition of an offshore 
oil block worth USD 1.3 billion in Nigeria. 

The two oil firms had allegedly paid federal 
government officials a “signature bonus” of 
USD 210 million. In addition to this, a large 
share of the purchase price (circa USD 1.3 
billion) is suspected of having been diverted 
by senior civil servants and politicians in 
Nigeria. The country’s former minister of oil, 
Dan Etete, is also a defendant.

15 arrests in Eni 
bribery probe in Italy

Israeli PM Netanyahu potential suspect in 
two corruption cases

The Israeli prime minister and leader 
of the right-wing Likud party, Binyamin 
Netanyahu, may be summoned 
to testify as a witness, or even as 
a suspect, in Case 4000, a major 
corruption investigation, Israeli 
newspapers report. 

In late February, Netanyahu was for the first 
time mentioned by the prosecution in an 
on-the-record court statement as a potential 
beneficiary in the corrupt dealings.  Shaul 
Elovitch, the controlling shareholder of the 
telecommunications conglomerate Bezeq 
reportedly ordered the news site Walla, 
which he owns, to publish positive coverage 
on Netanyahu and his family. In exchange, 
Netanyahu allegedly pushed for regulations 
benefiting Elovitch and his corporate 
interests. 

Netanyahu may also be quizzed about 
his suspected involvement in Case 3000: 

Israeli state officials are accused of having 
accepted bribes from the German shipbuilder 
ThyssenKrupp, which sold four patrol boats 
and three Dolphin class submarines to the 
Israeli government for EUR 2 billion, despite 
resistance to the deal from the Defence 
Ministry. 

Neither the government nor the judiciary 
affirmed reports that Netanyahu will be 
questioned. The leader of the opposition, Avi 
Gabbay, demanded Netanyahu’s resignation in 
case he is summoned to testify as a suspect. 
Israeli media report that Ari Harow, who was 
Netanyahu’s chief of staff from 2014 to 2015, 
will likely give evidence against the prime 
minister. Harow already acted as a witness 
for the prosecution in two other graft cases in 
return for lesser punishment. 

Amid these revelations, crowds have 
gathered in the streets of Tel Aviv to protest 
government involvement in corruption.
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The Office of Financial Sanctions 
Implementation (OFSI) revealed that 
the value of potential breaches of UK 
financial sanctions in 2017 amounted 
to over GBP 1.4 billion, an increase from 
GBP 117 million in 2016. 

OFSI, which is part of the UK Treasury, 
enforces financial sanctions on approximately 
2,000 entities and individuals barred by 
the UK, EU, and UN. In 2017, OFSI received 
133 reports of suspected sanctions 
transgressions. 75% of these alerts came 
in after April, when OFSI received increased 
powers including the imposition of civil fines 
and the referral of cases for prosecution. 
OFSI fines can range up to 50% of the 
breach. The newly extended competencies 
do not only seem to have led to an increase 
in reports, but also indicate that OFSI will be 
an active enforcer of sanctions, modelled 
along the lines of the US Office of Foreign 
Assets Control, which is known for its  
strict approach. 

Value of UK sanctions breaches  
soared in 2017

25

The publication of these statistics 
were accompanied by fresh demands 
for tougher sanctions execution 
by shadow foreign minister Helen 
Goodman from the Labour Party. She 
also called for quarterly reports on 
sanctions breaches. 

Prime Minister Theresa May already 
publicly announced in her speech at 
the Munich Security Conference that 
the UK planned to carry over all EU 
sanctions after Brexit and sought close 
cooperation on the matter. With both 
the government and the opposition 
committed to sanctions enforcement, 
the pressure is on to eliminate the UK’s 
reputation as a hub for illicit money. 
Each year, the government estimates 
that approximately GBP 90 billion 
worth of ill-gotten gains are funnelled 
through the UK’s financial system.

GBP 1.4 billion
an increase from  

GBP 117 million in 2016

133 reports
of suspected sanctions 

transgressions
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Myanmar

The council of EU foreign ministers in late 
February agreed to prepare sanctions against 
individuals belonging to Myanmar’s senior 
military establishment. The proposed action 
includes targeted EU travel bans and asset 
freezes. No names have yet been released, 
but the office of Federica Mogherini, the EU’s 
foreign policy chief, will determine the scope 
of sanctions in the coming weeks. The EU also 
plans to tighten its existing weapons embargo 
on Myanmar, which has been in place since 
the 1990s. EU sanctions are a response to 
the systematic and violent persecution of 
Myanmar’s Muslim Rohingya minority in 
the country’s northern state of Rakhine. The 
widespread massacres, perpetrated both by 
the Burmese military and radicalised Bhuddist 
monks, were described by a high-placed UN 
official as “ethnic cleansing” and have caused 
a refugee crisis in neighbouring Bangladesh. 

Myanmar was ruled as a military dictatorship 
for almost half a century. In 2011, the West 
initially lifted sanctions to encourage the 
prospect of a peaceful democratic transition 
under prime minister Aung San Suu Kyi, the 
formerly imprisoned opposition leader and 
Nobel peace prize laureate. 

The re-imposition of targeted sanctions 
indicates a deterioration in the relationship 
between Myanmar and the West. The US 
and Canada already responded to the crimes 
against Rohingya with similar punitive action. 
In mid-February, Canada froze the assets of 
major general Maung Maung Soe, who is 
accused of complicity in the gross human 
rights violations against the Rohingya. The 
Office of Foreign Assets Control (OFAC) 
already added the officer to the US Magnitsky 
list in mid-December. Any concerted move 
by the UN Security Council against Myanmar 
is currently being prevented by vetoes from 
Russia and China.

New EU sanctions in Southeast Asia 
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New EU sanctions in Southeast Asia (continued)

Cambodia

At its latest meeting in Brussels, the council 
of EU foreign ministers threatened sanctions 
against senior government officials in 
Cambodia. The EU is also reviewing its 
bilateral trade agreement with the Southeast 
Asian country. 

The EU warning comes in the run-up to 
national elections in Cambodia in July 
2018, which the ruling elite is expected to 
manipulate. Hun Sen has ruled Cambodia 
since 1985, making him the longest serving 
prime minister in the world. In preparation 
for the election year, Sen’s government 
has already initiated a crackdown against 
the opposition. During Senate elections 
in late February 2018, the governing party 
supposedly won all seats in the upper house. 
This landslide victory may be explained by the 
prior imprisonment of opposition leader Kem 
Sokha over a treason charge in September 
2017 and the subsequent dissolution of the 
main opposition National Rescue Party in 
November 2017. Over 5,000 of its commune 
councillors and legislators were then stripped 
of their voting rights. 

Cambodia is currently only subject to US visa 
restrictions for senior government officials. 
These were imposed in December 2017 in 
response to the repression described above. 
A draft bill to sanction Cambodian senior 
military, government, and judiciary officials 
was introduced to the US Senate in mid-
February and remains under review. 
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Venezuela’s heavily indebted 
government, which is excluded 
from international debt markets 
through sanctions, launched its own 
cryptocurrency “Petro” in mid-February 
in an attempt to raise foreign capital.    

The US Department of Treasury (DoJ) responded 
by announcing that it considered investing in 
“Petro” an extension of credit to the Venezuelan 
government, which exposes buyers of “Petro” 
to US sanctions risk. The DoJ’s Office of 
Foreign Assets Control (OFAC) provided further 
explanation on debt-related prohibitions in two 
new Venezuela related FAQs. In another attempt 
to avoid sanctions, the Venezuelan national oil 
company replaced its finance executive Simon 
Zerpa Delgado. His listing by OFAC in July 2017 
for “Venezuelan government corruption” had 
reportedly led to the blocking of some oil exports 
to the US. 

Separately, the UK and its overseas territories 
implemented the EU decision from November 
2017 to impose travel bans and asset freezes 
against seven Venezuelan state officials. From 
8 March 2018 the new sanctions will be in force 
in: Anguilla, British Antarctic Territory, British 

The West continues to zero in  
on Venezuela 

Indian Ocean Territory, Cayman Islands, Falkland 
Islands, Montserrat, Pitcairn, Henderson, Ducie 
and Oeno Islands, St Helena, Ascension and 
Tristan da Cunha, South Georgia and the South 
Sandwich Islands, the Sovereign Base Areas 
of Akrotiri and Dhekelia in the Island of Cyprus, 
Turks and Caicos Islands, and the British Virgin 
Islands. 

During the month of February, certain third 
countries also aligned themselves with the 
EU’s existing Venezuela sanctions, namely 
Macedonia, Montenegro, Albania, Bosnia and 
Herzegovina, Iceland, Liechtenstein, Norway, 
Ukraine, Moldova, and Georgia. Moreover, the 
European Parliament passed a resolution 
condemning the expulsion of the Spanish 
ambassador over EU sanctions in late January 
and threatened that it would support further 
diplomatic or economic action. 

Venezuela has been defiant over its increasing 
exposure to international financial sanctions. 
The country’s foreign minister announced 
that the government was planning to work 
with Turkey, Russia and China to find new 
mechanisms to bypass the global financial 
system. 

The US House of Representatives 
unanimously passed the Hamas Human 
Shields Prevention Act. 

The bill foresees the imposition of asset freezes 
and travel restrictions against members 
or partners of Hamas, who are found to be 
responsible for, or otherwise involved in, the use 
of human shields by the US-designated terrorist 
organisation. The US Senate is now due to vote 
on the bill, which will not come into force unless 
approved. 

Separately, two House Republicans introduced 
the Hezbollah Kingpin Designation Act. 
If passed by US President Donald Trump, 
designating Hezbollah as a significant 
narcotics trafficker would allow the US 
Treasury to more aggressively target the 
Lebanese organisation’s finances. 

The sanctions are likely to come to fruition 
within a maximum of 120 days. Attorney-
General Jeff Sessions already announced 
the creation of a team assigned to combat 
Hezbollah’s drug-trafficking operations.

US House bill on 
Hamas sanctions; 
Hezbollah targeted
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   Canada 

The Canadian government is seeking to change the 
anti-corruption legislation in order to allow companies 
to settle accusations of corporate wrongdoing. 
The government’s initiative is to introduce deferred 
prosecution agreements (DPAs) which will enable 
companies to address corruption accusations without 
going to trial. Under a DPA, if the accused corporation 
pleads guilty and cooperates with authorities, criminal 
prosecution will be suspended. In return, the firm will 
be requested to pay a fine and put safeguards in place. 
After a settlement is reached, the charges will officially 
be withdrawn. The introduction of DPAs in the national 
legislation is expected to be completed after the next 
governmental elections in 2020.

   Cuba 

Representatives of Cuba and the United States met 
in Washington DC to discuss collaboration in the 
prevention and the fight against money laundering. 
Both countries agreed to continue holding technical 
meetings on the subject and vowed to further 
coordinate actions to effectively fight against money 
laundering. Cuba and the United States had already 
met in Habana in May 2016, where they initially 
agreed to cooperate and set up bilateral instruments 
for matters concerning cyber-security, terrorism, and 
other types of financial crime. 

   Gibraltar

The Government of Gibraltar and the Gibraltar 
Financial Services Commission announced on 
12 February the proposal for legislation relating to 
tokenized digital assets. The proposed legislation 
will be debated in the Parliament in the second 
quarter of 2018. If adopted, the new laws will regulate 
primary and secondary market activities with tokens, 
especially the distribution and investment operations 
with cryptocurrencies. The proposed legislation will 
set clear standards for disclosure of information 
regarding the transactions of tokens, and is designed 
to combat money laundering and terrorist financing 
through cryptocurrencies. 

   Iran

Iran will withdraw from the 2015 nuclear deal if there 
is no economic benefit and major banks continue to 
shun the Islamic Republic, according to the country’s 
deputy foreign minister. Under the deal with Britain, 
China, France, Germany, Russia and the United 
States, Iran agreed to restrict its nuclear program in 
return for the removal of sanctions that have crippled 
its economy. Despite that, big banks have continued 
to stay away for fear of falling foul of remaining U.S. 

sanctions - something that has hampered Iran’s 
efforts to rebuild foreign trade and lure investment.

  

   Ireland

Media reports suggest that the Irish government 
will not oppose a private bill advanced by the Sinn 
Fein party, which will criminalise bankers’ false or 
misleading information to the Central Bank. The 
amendment stipulates that the possible penalty 
for lying to the Central Bank can rise to five years in 
prison or a financial sanction up to EUR 250,000. 
If adopted, the bill would also empower Ireland’s 
Central Bank to investigate individuals, although the 
institution is exonerated from accusations.  

   Netherlands

The Netherlands has introduced proposals to reform 
tax royalties from 2021 onwards in an effort to reform 
the country’s image as a tax haven. The Netherlands 
is home to about 9,000 “letterbox” companies, 
which have often been criticised as vehicles used 
by multinationals avoid tax. The country is seen 
as one of the EU’s low-tax jurisdictions, along with 
Ireland and Luxembourg. The tax will be levied on 
businesses that pay royalties in another country with 
a lower tax rate or in a jurisdiction that the EU has 
deemed non-co-operative for tax purposes. .

   Malta

The Malta Gaming Authority, the regulator overseeing 
the gambling industry in the country, introduced 
a new anti-money laundering unit as part of the 
transposition of the European Union’s Fourth Anti-
Money Laundering Directive. Malta has been recently 
scrutinised for being a large money laundering hub in 
Europe. The new unit will be in charge of conducting 
on-site and off-site inspections of entities which have 
licenses issued by Malta’s gambling regulator. Some 
of these inspections will be conducted jointly with 
Malta’s Financial Intelligence Unit.

   Nigeria

Timothy Melaye, head of the Nigerian branch of the 
Inter-Governmental Action Group against Money 
Laundering in West Africa (GIABA), announced that 
the agency has established financial intelligence 
units in Nigeria and the Economic Community of 
West African States (ECOWAS). GIABA aims at 
organising training sessions for law enforcement 
agencies and drafting Suspicious Transaction 
Reports and Currency Transaction Reports. 
According to Melaye, GIABA hopes to fight against 
terrorist financing in Nigeria, Mali, Niger, Burkina 

Faso and Cote d’Ivoire through these measures. 
GIABA also expects to raise the political awareness 
in Nigeria and West Africa over the fight against 
corruption, money laundering, and terrorist financing.

   

   Romania

On 22 February, Tudorel Toader, the Romanian 
Minister of Justice, started procedures for dismissing 
Laura Codruta Kovesi, the leading Romanian anti-
corruption prosecutor. She has been accused of 
being too “authoritarian”, breaching the constitution, 
and abusing her powers. The move is expected 
to bring a long-term conflict between the social-
democratic governing coalition, who supports 
Toader’s initiative, and the national-liberal opposition, 
who announced their continued support for Kovesi 
and her anti-corruption measures. According to the 
law, the President of Romania will have the final 
say on Kovesi’s future as head of Romania’s anti-
corruption body. 

   Saudi Arabia

Saudi authorities expect to raise SR 50 billion 
(USD 13.3 billion) for the state’s finances by the 
end of the year as they complete settlements with 
the princes and tycoons rounded up in Riyadh’s 
corruption crackdown. Over time, the government 
will eventually raise more than USD 100 billion as 
all the assets handed over to the authorities are 
liquidated. Riyadh intends to use that money to help 
contain its fiscal deficit, which is forecast to hit USD 
52 billion this year.

   Tunisia

Tunisia has been officially added to the blacklist of 
the European Union (EU) third countries thought to 
be “at high risk” of money laundering and financing 
of terrorism, along with Sri Lanka, and Trinidad 
and Tobago. Tunisia’s blacklisting comes at an 
inopportune time given that the country recently 
announced a USD 1 billion international fundraising 
scheduled for mid-March.

  United States

On 21 February, the US Supreme Court declined 
to broaden whistle-blower protection laws for 
employees who reveal alleged wrongdoing to their 
own employer. The decision maintains the current 
legislation, which offers protection against retaliation 
only for employees reporting misconduct to the 
Securities and Exchange Commission. Media 
reports suggest that this ruling may have negative 
consequences on corporate governance practices 
because it could discourage employees to seek 
resolution of malpractices within their employers. 
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UK Treasury lifts sanctions on 
Bank Saderat

Lorem ipsum dolor sit amet,

A copy of the UK Treasury notice can be 
found HERE

Ten individuals added to EU sanctions list

Lorem ipsum dolor sit amet, consectetuer 

The European Union Council 
has added 10 individuals to its 
sanctions on Syria in relation to their 
involvement in repression against the 
civilian population and support for the 
Syrian regime. 

The individuals include high-ranking 
military officials and senior figures linked 
to the Syrian regime. The decision brings 
to 217 persons the total number of 
persons targeted by a travel ban and an 
asset freeze for violent repression against 
the civilian population in Syria. 

The designation follows an announcement 
by the EU Council that it would seek 
to impose further sanctions against 
supporters of the Syrian regime.

 

The European Union has de-listed Bank 
Saderat and its UK subsidiary Bank 
Saderat PLC from its sanctions on Iran 
following a decision that the bank’s listing 
should apply only until 22 October 2016.  

Previously under the JCPOA, Bank Saderat 
was not due to be de-listed until transition 
day, which is 20 October 2023.  The UK 
Treasury has published a notice confirming 
these entities have been removed from the 
consolidated list of sanctioned entities and 
are no longer subject to an asset freeze.

The EU Council press release can be 
found HERE
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