
FINANCIAL CRIME DIGEST

April 2018



Founded in 2014, Aperio Intelligence 
is a specialist, independent corporate 
intelligence firm staffed by individuals who 
collectively have decades of experience in 
undertaking investigations and intelligence 
analysis. Our team has worked in over 150 
countries, on thousands of cases, for a 
wide range of leading global corporations, 
financial institutions and law firms. 

We provide specialist investigation skills, together with local 
jurisdictional knowledge, to enable you to identify and understand 
financial crime, integrity and reputational risks arising from a lack of 
knowledge of counterparties or local jurisdictions. We empower you 
to take better informed decisions, allowing you to achieve positive 
outcomes and realise the full benefits of your business activities.

Our enhanced due diligence (EDD) services help clients comply with 
anti-bribery and corruption, anti-money laundering and other relevant 
financial crime legislation, such as sanctions compliance, or the 
evaluation of tax evasion risks. For banking and asset management 
clients, our services are designed to support on-boarding new 
customers or third parties, reviewing existing relationships, or as part  
of a remediation process. 

We support clients in assessing complex integrity and political risks 
in opaque and high-risk markets through local insight and contact 
networks. Critical to our intelligence-gathering capabilities are the 
languages we speak in-house, including all the major European 
languages, as well as Russian, Arabic, Farsi, Mandarin, Cantonese 
and Japanese. We have both knowledge of and access to relevant 
public and proprietary data sources, as well as a longstanding network 
of reliable, informed local contacts in the regions where we operate, 
cultivated over decades, who support regularly in undertaking local 
enquiries on a confidential and discreet basis.

As a specialist provider of corporate intelligence, we source our 
intelligence and conduct research to the highest legal and ethical 
standards. We operate a “Client First” policy that ensures strict 
adherence to the core principles of quality control, confidentiality and 
respect for time constraints, and provide cost-effective solutions, which 
allows our clients to obtain the highest quality standard of EDD at one 
of the best cost-to-benefit ratios in the marketplace. Our independence 
enables us to avoid many of the potential conflicts of interest that may 
affect our larger competitors. 

Should you like to know more about our services or discuss how we 
may be able to help you, please do not hesitate to get in touch with our 
London or Paris offices.

ABOUT US
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Aperio Intelligence’s monthly newsletter, an informative 
summary of the most recent developments relating to the 
world of money laundering, fraud and terrorist financing, 
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The US Department of Treasury 
Financial Crimes Enforcement 
Network (FinCEN) has issued its 
second set of FAQs regarding 
beneficial ownership rules, in advance 
of the implementation of the new 
Customer Due Diligence Rule (CDD 
Rule), effective 11 May 2018. 

The FAQs seek to provide clarification 
on a number of issues that have caused 
implementation challenges for financial 
institutions. Going beyond FinCEN’s previous 
published guidance on the CDD Rule, the 
new FAQs aim to provide covered financial 
institutions assistance in understanding the 
scope of their CDD obligations, as well as the 
impact of the CDD Rule on their overall anti-
money laundering (AML) compliance.

FinCEN’s original final rule of May 2016 
requires covered financial institutions to 
identify beneficial ownership information 
on certain legal entity customers down to 
a 25% level, incorporating a “risk-based” 

The new FAQs attempt to address some  
of the outstanding ambiguities. The new 
FAQs on beneficial ownership rules can be 
found  HERE.
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approach whereby verification below this 
level may “reasonably” be required in certain 
cases – such as where the customer is a 
shell company or located in an offshore 
jurisdiction. It also requires covered financial 
institutions to identify a senior person who 
exercises managerial control. Customers are 

generally permitted to self-certify information 
about natural persons who are their 
beneficial owners. 

This “reasonable reply” allowance has been 
criticised by financial crime professionals 
as being flawed, given that a bank will not 
necessarily be aware what an examiner 
considers “reasonable”, or in what cases it 
would be necessary to investigate ownership 
to below 25% (some states require 
identification of ownership down to 10% for 
certain licences). Additionally, banks may not 
know where it may be appropriate to verify 
self-certified information, for example to test 
whether a stated beneficiary is in fact  
simply a nominee.

https://www.fincen.gov/sites/default/files/2018-04/FinCEN_Guidance_CDD_FAQ_FINAL_508_2.pdf
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Fifth Money Laundering Directive adopted by  
EU Parliament 
Members of the European Parliament 
have voted in favour of adopting the 
fifth EU Anti-money laundering Directive 
(5MLD) following an agreement reached 
with the Council in December 2017.  

5MLD represents an extension of the 
measures implemented through the fourth 
Anti-money laundering Directive (4MLD), in 
response to terrorist attacks of 2015 and 2016 
in Paris and Brussels, and the Panama Papers 
leaks.5MLD introduces a number of additional 
measures, including providing public access 
to information on beneficial owners of 
firms; requirements to undertake customer 
verification for virtual currencies; and reduced 
thresholds for prepaid cards.

Under 5MLD reforms, citizens will be allowed 
the right to access information on the real 
owners of firms which operate in the EU, 
which is intended to reduce the use of shell 
companies to launder money, hide wealth 
and avoid paying taxes, a feature which 
gained attention through the Panama Papers 
revelations. 

Data on beneficial owners of trusts and similar 
arrangements will be available to those who 
can demonstrate a “legitimate interest”, which 
would include investigative journalists and  
non-governmental organisations. Under 
national law, member states would retain the 
right to provide wider access to information.

New measures under 5MLD will also impose 
customer verification requirements for 
virtual currencies, virtual currency exchange 
platforms and custodian wallet providers, 
to reduce risks associated with anonymity 
of these mechanisms. These platforms and 
providers will have to be registered, as will 
currency exchanges and cheques cashing 
offices, and trust or company service 
providers.

5MLD lowers the threshold for identifying 
the holders of prepaid cards from EUR 250 
to EUR 150. It also includes a number of 
further measures including: tougher criteria 
for assessing whether non-EU countries 
pose an enhanced risk of money laundering 
and closer scrutiny of transactions involving 
nationals from those countries; protection for 
whistleblowers who report money laundering; 
and an extension of the Directive to cover all 
forms of tax advisory services, letting agents, 
art dealers as well as electronic wallet providers 

and virtual currency exchange service 
providers. 

Member states will have 18 months to 
transpose the new rules into national law 
following the updated directive entering into 
force, which takes place three days after 
its publication in the Official Journal of the 
European Union.

The full text can be accessed HERE.

Under 5MLD reforms, citizens will be allowed the right 
to access information on the real owners of firms which 
operate in the EU, which is intended to reduce the use 
of shell companies to launder money, hide wealth and 
avoid paying taxes, a feature which gained attention 
through the Panama Papers revelations.

http://www.europarl.europa.eu/sides/getDoc.do?type=TA&language=EN&reference=P8-TA-2018-0178
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UK announces crackdown on misuse of limited 
partnerships for money laundering
Prompted by revelation of massive 
money laundering schemes, which 
moved billions of pounds out of Russia, 
the UK Government has announced a 
consultation on the misuse of limited 
partnerships and Scottish limited 
partnerships (SLPs) for  
money laundering.  

Evidence suggests that over 100 SLPs 
were used to move up to USD 80 billion 
out of Russia. They have also been linked 
to international criminal networks in 
Eastern Europe and around the world, and 
have allegedly been used in arms deals. 
Figures published as part of a government 
consultation show that just five frontmen 
were responsible for over half of 6,800 SLPs 
registered between January 2016 and mid-
May 2017; and that by June 2017, 17,000 
SLPs (over half all SLPs) were registered at 
just 10 addresses. 

The government consultation seeks views 
on a number of reforms intended to ensure 
that limited partnerships and SLPs are not 
misused for money laundering purposes. 

the company register if they are dissolved 
or no longer operating.

The proposed reforms will apply to all limited 
partnership in the UK and will also include 
new annual reporting requirements for limited 
partnerships in England and Wales and 
Northern Ireland.

The government consultation can be 
accessed HERE.

Figures published as 
part of a government 
consultation show that 
just five frontmen were 
responsible for over half 
of 6,800 SLPs registered 
between January 2016 
and mid-May 2017; 
and that by June 2017, 
17,000 SLPs (over half 
all SLPs) were registered 
at just 10 addresses.

The proposals would make it clearer who runs 
limited partnerships to reduce their use in 
unlawful activities. These include:

• Requiring a real connection to the UK, 
including ensuring SLPs do business or 
maintain a service address in Scotland.

• Registering new SLPs through a company 
formation agent, meaning frontmen will be 
subject to anti-money laundering checks.

•  Introducing new powers for Companies 
House to remove limited partnerships from 

https://www.gov.uk/government/consultations/limited-partnerships-reform-of-limited-partnership-law
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British Overseas Territories forced to implement public 
registries of beneficial owners by 2020
The House of Commons agreed on 1 
May to pass an amendment to the 
sanctions and anti-money laundering 
bill that will require British Overseas 
Territories to publicly disclose the 
ultimate bene icial owners of all 
registered companies by the end of 
2020. 

The amended bill was passed after a last-
minute compromise proposal was rejected by 
the speaker of the House of Commons which 
sought to prevent the Cayman Islands and 
other overseas territories from forcibly having 
to publish the beneficial owners of 
companies. 

More than 15 Conservative MPs, which 
included the former international 
development secretary Andrew Mitchell, the 
former chancellor Ken Clarke, and the 
chairman of the foreign affairs select 
committee Tom Tugendhat, feared that 
forcing overseas territories to open up would 
strengthen calls to split from the UK.

Overseas territories, on the other hand, had 
resisted public registers to date because their 
economies depend heavily on offshore 
financial services. The British Virgin Islands, 
which accounted for more than half of the 
offshore companies referred to in the Panama 
Papers, said that it was still recovering from 
the effects of Hurricane Irma and could not 
afford to lose the income.

Overseas territories have already introduced 
private central registers of ownership, 
accessible to UK law enforcement and tax 
authorities. However, under the approved 
amendment, UK ministers will have the 
authority to impose public registries through 
orders in council if overseas territories do not 
implement the requirements by December 
2020.  Similarly, the UK will have to provide 
“all reasonable assistance” to help overseas 
territories set up their registers.

The amendment to the sanctions and anti-
money laundering bill had been driven by a 
group of Conservative and Labour members 
of parliament. One of the main backers of the 
proposed amendment, Labour MP Margaret 
Hodge, said: “There is a spectrum of activity 
that starts with tax avoidance and then quickly 
goes on to money laundering and organised 
crime. Britain and its overseas territories 
have become the jurisdiction of choice for 

dirty money because of the secrecy of our 
offshore ownership laws.”  Conservative MPs 
had previously been against the proposed 
amendment, but support grew increasingly 
strong following the nerve agent attacks on 
Sergei and Yulia Skripal in Salisbury.  Andrew 
Mitchell MP, a Conservative supporter of the 
amendment, said: “The argument that the 
registers are available in private to UK authorities 
is insufficient. Public registers allow reporting 
and discussion of these matters by the media 
and civil society, as was demonstrated by debate 
that followed the leak of the Panama Papers.”  

Separately, the updated sanctions and anti-
money laundering bill included an agreement 
that will allow the UK to impose travel bans 
and other sanctions on individuals who 
commit gross human rights violations under 
the so-called “Magnitsky amendment”. The 
amendment was passed without a vote as it 
was backed by both Conservatives  
and Labour.

UK ministers will have 
the authority to impose 
public registries through 
orders in council if 
overseas territories 
do not implement 
the requirements by 
December 2020.
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The headline-grabbing Saudi Arabian 
anti-corruption campaign of November 
2017, part of a broader ‘shake-down’ of 
Saudi society by the powerful Crown 
Prince and heir to the throne, Mohammed 
bin Salman (known colloquially as MbS), 
was characterised from the outset by 
a blanket of secrecy, legal opacity, and 
disinformation. A campaign ostensibly 
designed to rid the Kingdom of its 
legacy of graft and herald a new chapter 
of openness and transparency, has 
succeeded in generating a climate of 
fear among Saudi political and business 
elites, while strengthening the hand of the 
Crown Prince. 

As for MbS’ broader objectives to diversify 
the country away from its dependence 
on oil, through attracting foreign direct 
investment and job creation, there are 
other variables to consider beyond the 
repercussions of the purge. 

In late January 2018, Saudi Arabian 
authorities reported that they had seized over 
USD 100 billion from financial settlements 
with the detained businessmen and royals, a 
figure impossible to verify, and likely inflated, 
particularly with many of the assets being 

By Thomas Ready
Senior Associate, Aperio Intelligence

Saudi Arabia: Will the purge affect foreign 
investment?

SPECIAL FEATURE

continues on next page
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illiquid and located outside the Kingdom. As of 
early April, 56 individuals who failed to reach 
agreements reportedly remained in detention, 
with some heading for trial on terrorism or 
money laundering charges. There have been 
unsubstantiated reports that some detainees 
have been subject to physical abuse. 

The anti-corruption purge, while rightly seen 
as a unique ‘shock and awe’ campaign, is, 
however, reflective of a trend of growing 
centralisation within the state, or ‘statisation’, 
in relation to politics, the economy and 
cultural-religious discourse. Changes are being 
fast-tracked by order from the top. Some of 
this predates MbS’ grip on power. For example, 
in 2010, former King Abdallah issued a royal 
decree to monopolise the issuing of religious 
opinions (fatwas) within the state-sponsored 
Council of Senior Scholars. 

The arrest of prominent scholar Salman Al-
Odeh in September 2017 was indicative of the 
growing intolerance of non-official religious 
promulgations. The decades-old balance of 
power between the Saudi ruling family and 
the Wahhabi religious establishment, and 
indeed within the ruling family itself, is being 
reshaped. 

A supportive White House has strengthened 
the hand of the Crown Prince domestically. 
MbS is buoyed in particular by Trump’s anti-
Iranian sentiment, whilst cultivating a close 
relationship with Jared Kushner. Meanwhile, 
MbS has an ally in the powerful and ambitious 
Crown Prince Mohamed bin Zayed of Abu 
Dhabi. In light of perceived foreign policy 
misjudgements, particularly in Yemen, MbS 
will require the continued support of key 
regional actors. MbS will also need to carefully 
manage recent overtures towards Israel for his 
domestic constituency.  

With regard to the broader economy, MbS is 
redoubling efforts to attract foreign investment 
to invigorate the private sector and diversify 
away from oil – a plan known as Vision 2030. 

This involves the planned IPO and sale of 
5% of Saudi Aramco, and large investments 
in tourism, transportation, and a mega-city 
called NEOM. However, there is considerable 
scepticism in relation to the sale of state 
assets, such as sports clubs and a water 
desalination plant. Ambitious capital raising 
forecasts of USD 200 billion have been scaled 
back, and there are fears over the complexity 
of selling off state institutions whose 
employees are well-remunerated but poorly 
motivated.   

Socio-religious liberalisation can play a role 
in attracting inward investment. But recent 
reforms, such as giving women the right to 
drive, can only go so far in the short-term. A 
revolution in the school curriculum, and the 
energising of the Saudi workforce, will prove 
much more significant longer-term challenges. 
70% of the population of the Kingdom is under 
30, and unemployment has grown to 13%. 
Meanwhile, 45% of private sector jobs are in the 

The purge was ultimately an internal Saudi affair, with 
no direct targeting of international businesses. The 
relative silence of the Saudi business community in 
relation to the arrests, may on one hand reflect a fear of 
speaking out. But on the other hand, there is a collective 
self-interest in not tarnishing the image of Saudi Arabia 
as an attractive destination for FDI.

SAUDI ARABIA: WILL THE PURGE AFFECT FOREIGN INVESTMENT?SPECIAL FEATURE

construction sector, traditionally unattractive 
to Saudi nationals. 

Foreign investors will also naturally be 
concerned about political stability and the 
rule of law. Despite the legal fogginess and 
arbitrariness of the anti-corruption purge, MbS 
will be eager to allay such fears and foster 
a business-friendly climate. And it is worth 
reasserting that the purge was ultimately an 
internal Saudi affair, with no direct targeting of 
international businesses. The relative silence 
of the Saudi business community in relation 
to the arrests, may on one hand reflect a fear 
of speaking out. But on the other hand, there 
is a collective self-interest in not tarnishing 
the image of Saudi Arabia as an attractive 
destination for FDI. Although many of those 
caught up in the corruption campaign will 
have considerably reduced influence in the 
Kingdom, MbS will not wish to alienate the 
entire business community.  

Moreover, limitations on the nature and 
scope of FDI remain, the rules of which 
are governed by the Saudi Arabia General 
Investment Authority (SAGIA). For example, 
the ‘negative list’ prohibits foreign investment 
in three industrial sectors and 12 service 
sectors, while older laws inhibit investment 
in other areas. Moreover, under the Saudi 
nationalisation scheme, known as ‘Nitaqat’, 
foreign companies must abide by quotas for 
the employment of Saudi nationals. Although 
recent changes have eased ownership 
restrictions on foreign firms, challenges 
remain in this area which are likely to impede 
the rate of FDI.

continues from previous page

USD 100bn
reportedly seized 



The Financial Action Task Force (FATF) 
conducted an assessment of Iceland’s 
measures to combat money laundering 
and terrorist financing, which focused 
almost exclusively on complex cases 
surrounding the 2008 banking collapse.

The main risk outlined in the FATF report 
concerns Iceland’s apparent lack of 
understanding of anti-money laundering and 
counter-terrorist financing (AML/CFT) risks. 
According to the report, Iceland should also 
explore the specific risks associated with 
legal persons and improve the availability of 
beneficial ownership information.

Much of the financial sector – except for three 
large banks – and non-financial businesses 

FATF releases evaluation of Iceland
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have a poor understanding of the risk based 
approach and file very few suspicious activity 
reports. These trends are accentuated 
in part because Icelandic authorities are 
not conducting their supervisory powers 
accordingly, the report found.

The FATF hailed Iceland’s efforts in cooperating 
with other countries and prosecuting cases 
of money laundering. Iceland has welcomed 
the specific steps that it needs to take to 
strengthen its AML/CFT regime.

Raiffeisen Bank International, an Austrian 
bank, was fined EUR 2.75 million by 
Austria’s Financial Market Authority 
(FMA) for reported breaches of customer 
due diligence (CDD) requirements 
concerning AML/CFT provisions. 

The FMA said in a statement published 
on its website that it imposed the fine for 
“inadequate checking of the identity of the 
beneficial owner and failure to regularly 
update the necessary documents, data 
and information required to be able 
to understand ownership and control 
structures with regard to high-risk 
customers in specific individual cases.”

Austrian authorities fine Raiffeisen Bank International 
for CDD failures

The fine is the highest ever imposed by the 
FMA, which has the authority to authorise 
penalties of up to 10% of the total annual net 
turnover or up to twice the benefit derived 
from the infringement.

Recently, Hypo Vorarlberg Bank, another 
Austrian bank, was also punished by the FMA 
for a similar lack of CDD requirements. The 
fine of EUR 414,000 imposed on the bank 
corresponded to around 3% of the maximum 
possible penalty for the seriousness of the 
offences. 

Both Austrian banks were mentioned in the 
so-called Panama Papers, a huge data leak 
that showed how offshore corporations were 
used to evade taxes.

To view Iceland’s mutual evaluation report, 
please click HERE.

http://www.fatf-gafi.org/media/fatf/documents/reports/mer4/MER-Iceland.pdf


The probe forms part of a wider 
investigation into ICBC which was 
launched by Spanish authorities in 
September 2017. Between 2011 and 2013, 
the Madrid branch of the Chinese bank 

The Financial Conduct Authority (FCA) 
criticised Handelbanken – a Swedish 
bank praised by investors for its heavily 
decentralised approach and supposedly 
conservative attitude to risk – for lax 
anti-money laundering controls. It is 
the second time in the space of a year 
that the Swedish bank has come under 
scrutiny by the FCA. 

Handelsbanken has been increasing its 
presence in the UK, where it has more than 
200 branches and close to a GBP 20 billion 

UK FCA criticises Handelsbanken 
for “serious weaknesses” in AML
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166 powers to “assess the quality and 
effectiveness of the financial crime 
framework and the proposed remediation 
by the bank to further consolidate it”. 
There were 49 such reports in the year 
to April 2017, of which four were directly 
commissioned by the FCA. 

Most of the FCA’s criticism was directed 
specifically at the bank’s CEO Anders 
Bouvin, who ran the UK operations from 
2010 to 2016. Bouvin stated that while 
he could not comment on the details of 
the FCA’s announcement, the bank had 
experienced some difficulties in keeping 
up with rapidly-changing anti-money 
laundering regulations.

The Spanish High Court has placed 
Caixabank, one of the largest banks in 
Spain, under formal investigation for 
its alleged role in facilitating money 
laundering operations for Chinese 
organised crime groups. 

The allegations refer specifically to 
Caixabank’s correspondent banking 
agreements with China’s Industrial 
and Commercial Bank of China (ICBC). 
Reportedly, employees and directors 
at ten branches of Caixabank helped 
Chinese criminals in Spain transfer almost 
EUR 100 million to China and Hong Kong 
between 2013 and 2015.

Spanish authorities accuse Caixabank of laundering 
Chinese money 

loan book. The FCA said in its letter to 
Handelsbanken that there had been “a lack 
of investment in financial crime resources” 
as a result of “senior management failures to 
implement and maintain an effective financial 
crime framework”. It was also “concerned 
with the lack of oversight and scrutiny over 
transaction monitoring, as there is a risk that 
suspicious activity is not being monitored.” 

The regulator has told Handelsbanken to 
appoint a “skilled person” — such as a law 
firm or accountancy — under its Section 

reportedly transferred about EUR 225 
million to China, most of it for suspected 
criminal networks. These networks also 
sent funds via money transfer firms in 
Spain and by smuggling large amounts of 
cash by road to other European countries 
from where it was transferred to China.

ICBC and its subsidiaries have recently 
come under intense scrutiny. In March 
2018, the US Federal Reserve ordered 
the Chinese bank to overhaul its anti-
money laundering protections after 
finding serious deficiencies in its US 
operations.



offshore companies into a Uruguayan-based 
company. The funds were reportedly used to 
pay for contracts, although investigators have 
revealed that the money was ultimately used to 
buy luxury real estate and expensive art, among 
other things. 

Techint has been subject to intense 
speculation by Italian press regarding its 
suspected links to the Italian mafia and opaque 
shareholding structure. In the past, a Swiss 
private bank reportedly set up and managed 
an opaque exchange system whereby the 
shares of San Faustin were traded during a 
limited amount of time among a select number 
of people, including the Rocca family and 
members of the Sicilian nobility, such as the 
late prince Vanni Calvello of San Vincenzo, who 
was reportedly close to heads of the Sicilian 
Cosa Nostra.

Techint facing multinational money-laundering and 
bribery allegations
Techint, one of the largest steel-making 
conglomerates in Latin America, is 
currently facing a multijurisdictional 
investigation concerning money 
laundering and bribery allegations in 
Brazil, Argentina, Italy, and Switzerland. 

The group and some of its executives are 
reported to have been heavily involved in the 
so-called Operation Carwash, a large-scale 
corruption and money laundering scandal 
involving the Brazilian state-owned oil company 
Petrobras, public officials throughout Latin 
America, and private companies worldwide. 
The Brazilian Federal Court of Accounts (TCU) 
has debarred Techint from participating in 
public contracts in Brazil for the next five years 
and is seeking to recover USD 3.6 billion in 
damages from a number of entities involved 
in cartel practices, which include Techint and 
other Latin American construction giants such 
as the Queiroz Galvao Group, and EVE.

From Brazil, judicial investigations have 
expanded to Argentina, Italy and Switzerland, 
and now directly involve Techint’s parent 
company, San Faustin, controlled by the 
Rocca family, one of the world’s most famous 
business dynasties.

Techint was founded in 1945 by the late Italian 
industrialist Agostino Rocca after he emigrated 
to Argentina in the aftermath of the Second 
World War and the fall of Fascism in Italy. He 
was known to be a business associate of the 
Calabrian-born Francisco Macri, who also left 
Italy for the same reasons. Macri is the father 
of the current President of Argentina Mauricio 
Macri, and both families are reported have held 
close relations since.

According to information revealed in the 
Panama Papers and Paradise Papers, Techint 
associates transferred USD 12 million via four 
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Europol director warns on money laundering success 
rates through the banking system

Rob Wainwright, the outgoing director 
of Europol, believes that Europe’s efforts 
at targeting money laundering through 
the banking sector are insufficient 
because the issue is not being treated as 
a transnational problem. 

According to Wainwright, “professional 
money launderers are running billions 
of illegal drug and other criminal profits 
through the banking system with a 99% 
success rate”. A crucial concern is that 
unlike terrorist financing, money laundering 
continues to be regarded as a country by 
country issue. Referring to a report released 
by Europol in September 2017, Wainwright 

Malta’s deteriorating reputation as a 
European hub for money laundering and 
financial crime continues to grow in the 
aftermath of Daphne Caruana’s death, the 
anti-corruption journalist who was killed by 
a car bomb in October 2017. 

Leaked files from Caruana’s investigative work 
reveals that two leading Maltese politicians 
allegedly paid USD 1.6 million to two offshore 
firms in Dubai to exploit an array of business 
opportunities, including recycling, gaming, 
infrastructure projects, fishing and tourism. 

The allegations refer to the tourism minister, 
Konrad Mizzi, and the prime minister’s chief 
of staff, Keith Schembri. Both politicians are 
reported to be the ultimate beneficial owners 

Malta continues to face scrutiny in the aftermath of 
journalist’s murder 

said that “while structures exist to facilitate 
cross-border cooperation between national 
units, significant barriers in international 
cooperation and information exchange 
remain, revealing the urgent need for 
supranational overview in increasingly 
global markets.”

The report said that communication 
between financial intelligence units across 
the EU had increased since 2014. However, 
only two EU countries, the United Kingdom 
and the Netherlands, received 65% of total 
suspicious transaction reports. Then, 
only 10% were investigated after being 
collected.

of two Panamanian companies which had 
significant business with the Dubai-based 
firms, called 17 Black Limited and Macbridge 
Limited. Neither of the individuals have 
been accused of any wrongdoing, although 
the chair of a European Parliament inquiry 
into the Panama Papers has demanded the 
resignations of Mizzi and Schembri.

The European Union’s justice commissioner 
Vera Jourova will visit Malta in May to look 
at its anti-money laundering implementation 
procedures, which have come under intense 
scrutiny in recent months. Malta, together with 
other EU states, faces a sanction procedure 
for its delay in adopting new EU rules against 
money laundering.

Photo: AP

Photo: Jon Borg, AP
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Vincent Bolloré formally under investigation for 
suspected bribery of foreign officials
French billionaire Vicent Bolloré was 
placed under investigation by French 
authorities for allegations of bribing 
senior foreign officials in Africa in 
2010. He has been placed under formal 
investigation for alleged influence 
peddling and misusing corporate funds. 

Prior to the announcement by French 
officials, Bolloré had been held for 
questioning in police custody in Paris for 
two days. The investigation is focusing on 
alleged links between electoral campaign 
consultancy work carried out by French PR 
group Havas, in which Bolloré group was a 
controlling shareholder at the time. 

Prosecutors in France are investigating 
whether managers at the Bolloré group used 
Havas to win port concession contracts, by 
charging less for the consultancy work that 
led to Presidents Gnassingbé and Condé 
winning presidential elections in Togo and 
Guinea in 2010, respectively. The Bolloré 
group operates container terminals in 15 
West and Central African nations and 25 dry 
ports in the region. 

The investigation reportedly began after 
a complaint was filed against the Bolloré 
group by a former employee. The judges 
investigating Bolloré, Aude Buresi and 
Serge Tournaire, are the same judges who 
are presently investigating former French 
President Nicolas Sarkozy over alleged 
donations by former Libyan dictator 
Muammar Gaddafi for his 2007 presidential 
campaign. Bolloré and Sarkozy are reported 
to be close friends. The Bolloré group’s CEO, 
Gilles Alix, is also reportedly under formal 
investigation for the alleged bribery of foreign 
public officials. 

Bolloré, who inherited his family’s 
transportation and logistics conglomerate, 
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has a net worth estimated to be over GBP 
6 million. Bolloré has publicly defended 
himself, denying any wrongdoing. He blames 
the investigation as being rooted in the 
perception of Africa in France as a “land of 
misrule, even corruption”. 

In France, investigations are carried out 
before a decision is made to either refer the 
case to trial or drop the investigation. The 
announcement that Bolloré is now under 
official investigation means that his legal 
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Prosecutors in France are investigatingwhether  
managers at the Bolloré group used Havas to win 
port concession contracts, by charging less for the 
consultancy work that led to Presidents Gnassingbé and 
Condé winning presidential elections in Togo and Guinea 
in 2010, respectively.

team can have access to the investigation’s 
files and respond to the allegations. 
Judges in France have the power to charge 
individuals or companies when they believe 
there is serious and consistent evidence that 
shows likely involvement in a crime. 

French authorities appear to be stepping 
up efforts of prosecuting international 
corruption cases, with other ongoing 
investigations involving companies Société 
Générale and Airbus.

Photo: FRED TANNEAU / AFP



Commercial data provider Dun & 
Bradstreet (D&B) agreed to pay US 
authorities USD 9 million to settle FCPA 
charges regarding unlawful payments 
made by Chinese subsidiaries. The 
investigation into D&B started in 2012 
after the company self-reported the 
possible offences to the Securities and 
Exchange Commission and the  
US Department of Justice. 

Two of D&B’s Chinese subsidiaries, 
Shanghai Huaxia Dun & Bradstreet Business 
Information Consulting (HDBC) and Shanghai 
Roadway D&B Marketing Services (Roadway), 
allegedly used third parties to obtain 
information through unlawful payments. 
The payments were recorded as legitimate 
business expenses. D&B suspended 

Dun & Bradstreet settles FCPA case with USD 9 million
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Roadway’s operations in 2012 pending the 
results of the investigation. By the end of the 
year, all operations had ceased. Roadway and 
five former employees had previously been 
charged by a Shanghai District Prosecutor with 
illegally obtaining private information. 

The company was fined USD 160,000 and the 
former employees faced prison sentences. The 
subsidiaries reportedly obtained non-public 
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The International Monetary Fund 
(IMF) announced in April 2018 that 
it will review the role of high-income 
countries in facilitating bribery and 
other forms of corruption around 
the world. The countries that have 
volunteered to be reviewed are the 
United Kingdom, the US, Germany, 
Japan, France, Italy, Canada, Austria 
and the Czech Republic. 

The IMF has had procedures in place 
since 1997 to tackle corruption in lower-
income countries, however, according to 
Christine Lagarde, the managing director 
of the IMF, an update of procedures is 
needed to understand the relationship 
between international corruption and 

IMF to launch study into ‘supply side’ of corruption

major financial centres. The nine countries 
will be assessed as part of a new IMF 
blueprint for tackling corruption, the New 
Framework for Enhanced Engagement on 
Governance. The new framework is the 
result of a review of how the IMF has dealt 
with corruption over the previous 20 years 
and will look to pressure countries where it 
lends money to demonstrate improvement in 
anti-corruption policies. If the IMF concludes 
that the economic impact of corruption in 
a country is significant, the IMF will offer 
policy advice, which could extend to financial 
support to introduce more robust governance 
procedures. 

Countries that opt to do so will be assessed 
to see how effective their respective financial, 

financial information on Chinese companies. 
Due diligence carried out by D&B on the two 
subsidiaries reportedly confirmed concerns 
of improper payments being made to 
government officials in exchange for private 
information on companies. Despite concerns 
being confirmed, D&B let the companies 
continue to operate in the same manner for 
at least two years. 

Rather than take the matter to court, US 
authorities resolved the issue through an 
administrative order due to D&B’s self-
reporting and full cooperation during the 
investigation. Following the investigation, 
D&B has since enhanced its compliance 
and internal accounting programs and has 
dismissed 11 individuals involved in the 
misconduct in China.

legal and institutional systems are in 
preventing money laundering, in addition 
to areas such as budget management, 
financial-sector oversight and central 
bank controls. The IMF is also interested 
in examining whether nations criminalise 
and prosecute the payment of bribes 
abroad and whether the necessary rules 
exist to stop money laundering. 

In addition to the study of the nine 
countries and the IMF’s new blueprint, 
the IMF will improve its monitoring for 
corruption in countries where it lends 
money. In Ukraine, for example, the IMF  
has had to withhold issuing loans on 
several occasions due to weak anti-
corruption laws.
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Former Areva mining head charged over corruption 
in Namibia 
The former head of mining at Areva has 
been indicted in a corruption probe by 
French authorities regarding Areva’s 
purchase of a Namibian mine. Sébastien 
de Montessus has been accused of 
bribing a foreign public official,  
believed to be Namibian President  
Hage Geingob. 

French nuclear power company Areva, which 
recently changed its name to Orano, bought 
Trekkopje uranium mine and mineral rights in 
South Africa, Namibia and the Central African 
Republic from Canadian company UraMin 
in 2007 for EUR 1.7 billion. The French 
investigation is looking into payments made 
by Areva in Namibia, in particular to Geingob, 
who at the time was serving as the Minister 
of Trade and Industry. 

Geingob is reported to have received monthly 
payments of USD 10,000 over a 20-month 
period between 2008 and 2009. It was first 
reported in Namibian news sources in 2015 
that Geingob had been paid USD 300,000 
by UraMin to renew the company’s uranium 
license in Namibia. After Trekkopje was 
bought by Areva, Geingob allegedly approved 
a plan to grant the company tax-exemption 
status in Namibia for five years, which had 
not been offered to other uranium mining 
companies active in the country, against the 
wishes of the Ministries of Finance  
and Mines.

Anne Lauvergeon, the former CEO of Areva 
between 2001 and 2011, and two members 
of her management team, have also been 
indicted for allegedly overvaluing the UraMin 
acquisition to hide the fall in value of the 
company’s assets. Lauvergeon’s husband, 
Olivier Fric, has also been indicted for insider 
trading of UraMin shares. French authorities 
are also reportedly investigating the motives 
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for payments made by Areva worth USD 6.9 
million between 2009 and 2010 to United 
Africa Group, a Namibian hospitality and real 
estate group. The payments were reportedly 
made after United Africa Group had bought a 
stake in an Areva desalination plant. 

UraMin bought the Trekkopje mine in 2005 
for USD 4 million. The Areva-UraMin deal has 
reportedly caused Areva significant financial 
troubles. Several years after the deal, Areva 
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Geingob is reported to have received monthly payments 
of USD 10,000 over a 20-month period between 2008 and 
2009. It was first reported in Namibian news sources in 
2015 that Geingob had been paid USD 300,000 by UraMin 
to renew the company’s uranium license in Namibia.

Photo: jeuneafrique.com

admitted that the assets were worth half 
the price they had been bought before. In 
2011, Areva reportedly made a EUR 1.46 
billion write-down of the assets it bought off 
UraMin. 

Geingob claims to have received the money 
for unspecified consultancy work carried out 
before he joined the cabinet.
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The Chinese government plans to 
alter laws to allow courts to deliver 
judgements in corruption cases without 
suspects being present. The move is 
being viewed as a means of putting 
further pressure on graft fugitives who 
are hiding overseas. 

Since President Xi Jinping came to power in 
2013, he has appeared to follow through with 
his pledge to fight corruption at all levels of the 
Communist Party. 

His campaign to prosecute officials in 
China appears to have recently extended to 
corruption suspects who have left the country. 
However, Western governments have been 
increasingly unwilling to return suspects to 
China, where they may not receive a fair trial. 

China proposes law changes for 
cases against absent graft suspects 

the National Supervisory Commission, in 
March 2018, which extended the scope of the 
government’s fight against corruption from 
party officials to all state employees. 

Human rights groups and legal experts 
condemn the new laws as they reportedly 
permit the use of controversial detention and 
questioning techniques, such as preventing 
suspects access to lawyers, in addition to 
abuse and torture.

The UK’s Serious Fraud Office (SFO) has 
announced that it is investigating British 
defence contractor Ultra Electronics 
Holdings Plc for suspected corruption 
in Algeria. The company reported itself 
to the watchdog after routine work 
discovered possible corruption. 

Ultra Electronics’ presence in Algeria appears 
to be minimal, with the only public reference 
being made in the company’s annual report for 
the 2015 financial year, which referred to the 
division receiving its first contract from Algeria. 
The annual report referred to the company’s 
TCS division, which provides, among other 
products and services, radios and devices that 
can engage in signal jamming. 

SFO investigating Ultra Electronics for 
suspected corruption

On 25 April, a proposed criminal law change 
was submitted to the Chinese parliament that 
would strengthen the government’s powers 
to fight graft fugitives by granting judges the 
power to deliver rulings without the presence 
of suspects. The law change would be used 
to allow prosecutors to continue with a case 
if there is ample and clear evidence of a crime 
having been committed by a suspect who does 
not appear in court in person.  

Between the beginning of Xi’s presidency and 
October 2017, nearly 3,500 fugitives had been 
returned from China, in addition to assets worth 
USD 1.5 billion. 

The proposed law changes came after the 
Chinese Government recently passed new 
laws and set up an anti-graft commission, 

Minimal information has been released by 
either Ultra Electronics or the SFO regarding 
the investigation, however, the company has 
admitted that the investigation relates to 
the “conduct of business in Algeria by Ultra, 
its subsidiaries, employees and associated 
persons.” 

The news of the investigation comes after the 
company’s share price dropped nearly 20% in 
March 2018 after Ultra Electronics announced 
that it had abandoned a GBP 170 million deal 
to buy American electromechanical device 
designer and manufacturer Sparton. The deal 
was called off after the US Department of 
Justice raised competition concerns regarding 
the proposed acquisition. 

Photo:  dorsetecho.co.uk
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World Bank debars Africa Railways Logistics for 
corrupt practices

The World Bank has sanctioned three 
African companies after an attempt to 
influence locomotive customs and port 
clearance for projects funded by the 
International Finance Corporation (IFC), 
the private sector branch of the World 
Bank. 

Africa Railways Logistics Limited (ARLL), 
a Mauritius-registered shell company, has 
been prohibited from participating in World 
Bank-funded projects for two years. Two 
other companies, Africa Railways Limited 
(ARL) and Rift Valley Railways Kenya 
Limited (RVRK) have been sanctioned with 
a conditional non-debarment: they can 

The Mexican government has banned all 
federal institutions and state governments 
from conducting business with Odebrecht 
for the next 30 months. The government 
has also fined the company USD 60 
million, over alleged corruption involving 
Odebrecht’s dealings with state-owned oil 
company Pemex. 

The government did not provide specific details 
regarding the alleged corruption, however, 
Odebrecht officials had previously admitted 
to American and Brazilian prosecutors that 
the company had paid over USD 10 million in 
bribes in Mexico. The company has also had 
to pay billions of dollars in settlements with 
authorities in the US, Brazil and Switzerland.
Odebrecht has been a central part of a large 
criminal investigation being carried out by the 

Mexico stops business dealings with Odebrecht for 30 months

continue to participate in World Bank-funded 
projects if they comply with obligations 
stipulated in the settlement agreement 
reached with the World Bank. 

The World Bank reported that an employee 
of RVRK hid his ownership of ARLL, which 
reportedly provided services for the railway 
projects in question under management 
by RVRK. The employee is then reported to 
have tried to influence the customs and port 
clearance procedures for importing trains 
bought for RVRK by the IFC. The two projects, 
31102 and 24766, involve the issuing of loans 
to buy trains and wagons and pay for the 
associated infrastructural costs regarding 

Federal Police of Brazil known as Operation 
Car Wash, which is investigating allegations 
of money laundering, bribery and corruption 
in relation to Brazilian oil parastatal Petrobras’ 
dealings with large contractors. Odebrecht 
has admitted to paying bribes to secure large 
public contracts in more than a dozen Latin 
American countries. 

The Mexican government had previously 
banned Odebrecht in December 2017 from 
bidding for federal contracts for four years 
due to a USD 6.2 million ‘incorrect charge’ to 
Pemex in relation to a contract linked to an oil 
refinery in central Mexico. 

In mid-2017, a Brazilian newspaper alleged 
that Emilio Lozoya, a confidant of Mexican 
President Enrique Peña Nieto and CEO of 

Pemex between 2012 and 2016, received 
bribes from an Odebrecht executive in return 
for an oil refinery contract. The bribes were 
then allegedly diverted to the president’s 2012 
election campaign. Lozoya was called before 
the attorney general’s office after the article 
was published, though no action was taken 
against him. 

Since the announcement by the Mexican 
government, the Mexican branch of Odebrecht 
has published an open letter in Mexican 
newspaper Excelsior, in which it argued that 
the government’s decision was unfair and 
unjustified. The branch stated that it would 
challenge the decision.
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railway concessions in Kenya and Uganda. 

ARL is the controlling shareholder of 
RVRK, the company operating the Kenyan-
Ugandan railway line that was privatised in 
2006 on a 25-year concession agreement 
for the 2,352km of railway between Kenya 
and Uganda. ARL, a subsidiary of Egypt-
based private equity group Qalaa Holdings, 
received a USD 15 million loan from the IFC 
in 2012. The IFC’s investment in the railway 
dates back to 2006 when the agency 
negotiated the concession of the Kenya-
Uganda railway from South African rail 
company Sheltam.



to the company’s activities in the Republic of 
Congo between 2009 and 2014. Eni has been 
active in the Republic of Congo since 1968 
and in 2016 produced on average 98,000 
barrels of oil per day in the country. 

A couple of weeks after the office raid, 
Roberto Casula, a former head of Africa 
operations for Eni and currently chief 
development operations and technology 
officer, is reported to have taken a leave of 
absence from the company. Casula was also 
questioned by Milan prosecutors in relation 
to the corruption investigation. 

Both Casula and Eni have been named as 
defendants in a trial over alleged corruption 
in Nigeria involving the exploration of an 
oil field in 2011 by Eni and Shell. The trial, 
brought by Milan prosecutors and expected 
to begin in May 2018, will seek to determine 
whether bribes were paid by either company 
to secure a USD 1.3 billion license in 2011 to 
explore a Nigerian oil field. 

The companies are alleged to have paid the 
majority of the USD 1.3 billion to the Nigerian 
government through a company linked to 
Nigeria’s former Minister of Oil, Dan Etete. 
Etete was convicted in France in 2007 of 
money laundering.
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Congo corruption probe leads to Eni office raid

The offices of Italian oil and gas 
company Eni were searched by Italian 
tax police in early April as part of an 
investigation into alleged corruption in 
the Republic of Congo. 

The company and five individuals are being 
investigated by prosecutors in Milan for 
alleged corruption in agreements made 
between Eni’s Congolese subsidiary and the 
African nation’s Ministry of Hydrocarbons 
between 2013 and 2015. 
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Eni is suspected of having paid bribes to 
public officials in the Republic of Congo 
to renew oil licenses. Italian media reports 
have stated that Eni included payments to 
Congolese companies suggested by the 
government in contracts worth upwards of 
EUR 350 million. One such company was 
reportedly Africa Oil and Gas Corporation, 
which is run by an oil advisor to President 
Denis Sassou Nguesso. 

According to an Eni spokesperson, the 
prosecutors requested documents relating 
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Eni is suspected of having paid bribes to public officials 
in the Republic of Congo to renew oil licenses. Italian 
media reports have stated that Eni included payments to 
Congolese companies suggested by the government in 
contracts worth upwards of EUR 350 million.

USD 1.3bn
suspected of corruption
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On 6 April, the US Treasury’s Office of 
Foreign Assets Control (OFAC) added 24 
Russian individuals and 14 companies 
to the list of specially designated 
nationals (SDN). The designations 
were made under article 241 of the 
new sanctions legislation known as 
the Countering America’s Adversaries 
Through Sanctions Act (CAATSA). 

The latest set of Russian sanctions are 
largely seen as a response by the Trump 
Administration to earlier criticisms of its 
failure to punish the Russian interference. 
Under current law, US persons, including 
US citizens and permanent residents, US 
corporations, their domestic and foreign 
branches and subsidiaries as well as any 
foreign persons based in the US, are barred 
from all dealings with the SDNs. The latter 
are banned from travelling to the US and 
their US-based property and interests in 
property must be frozen. According to 
OFAC’s 50% rule (as amended in August 
2014), whenever SDNs own - separately or 
collectively - 50% or more in a legal entity 
of any type, such an entity must also be 
blocked by US persons.

Of the 24 individuals sanctioned in April, 
the least impact will be felt by high-ranking 
Russian government officials with little or 
no exposure at all to the US authorities. 
There will be bigger consequences for 
the CEOs of VTB Bank, Gazprom and 
Gazprombank, respectively Andrey Kostin, 
Alexey Miller and Andrey Akimov. For 
instance, no US person is from now on 
allowed, among other things, to attend 
business meetings or sign contracts 
with these senior executives. In 2017, 

 Latest on Russian sanctions 
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earlier contacts of its representatives with 
Rosneft CEO Igor Sechin who was added 
to the SDN list in early 2014. Although 
the prices of VTB Bank, Gazprom and 
Gazprombank shares on the Moscow 

Monday 9 April, neither company has been 
sanctioned this time. They have already 
been under more limited sectoral sanctions 
since 2014 in both the US and the EU, with 
the exception of Gazprom which is only 
sanctioned by the US.

The highest impact will be on Russian 
oligarchs. Still, three of them – the president 
and reported owner of Surgutneftegaz 
(under sectoral sanctions in the US since 
2014) Vladimir Bogdanov, the son of Arkady 
Rotenberg (already sanctioned) called 
Igor and Vladimir Putin’s former son-in-law 
Kirill Shamalov – will be only moderately 
affected. Most of their assets and business 
operations are based in Russia. 

Two other oligarchs, senator Suleiman 
Kerimov and MP Andrey Stock, are in a 
less advantageous position. Kerimov, who 
has been under investigation in France 
for tax evasion since late 2017, controls 
Russia’s largest gold miner Polyus through 
his son Said. Meanwhile, Skoch’s elderly 
father Vladimir controls 30% of USM 
Holdings, whose biggest UBO is oligarch 

stake in Vnukovo Airport in Moscow. While 
neither Polyus nor USM Holdings has 
been sanctioned, CAATSA’s article 228 
bars foreign persons from conducting 

but also with their close relatives.

The latest sanctions have had a dramatic 
effect on the remaining two oligarchs, Oleg 

Deripaska and Viktor Vekselberg, as well 

En+, Rusal, Basel and Renova. Rusal lost 
50% of its value on the Hong Kong Stock 
Exchange, followed by a 20% drop on the 
Moscow Stock Exchange. En+ shares shed 
16% in Moscow; in addition, the London 
Stock Exchange suspended the trading of its 
global depository receipts. 

Rusal had earlier said it could default on 
its dollar-denominated Eurobonds. En+, 
Basel, Rusal and Renova have extensive 
international operations, including in the 
US, and along with lost access to US 
banks, suppliers and customers, will likely 

continues on next page

The latest sanctions have had a dramatic effect on 
Russian oligarchs Oleg Deripaska and Viktor Vekselberg, 

Rusal, Basel and Renova. Rusal lost 50% of its value on 
the Hong Kong Stock Exchange, followed by a 20% drop 
on the Moscow Stock Exchange.

Suleiman Kerimov. Photo: celebfamily.com
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Vladimir Bogdanov, Photo: forbes.com
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The Republican senator Marco Rubio 
expects that under Mike Pompeo, the new 
Secretary of State, the State Department 
will widen a list of sanctioned entities 
controlled by the Grupo de Administración 
Empresarial S.A., a conglomerate owned 
by General Luis Alberto Rodríguez López-
Calleja, son-in-law Cuba’s ex-ruler  
Raúl Castro. 

Rubio, who has advised the Trump 
administration on its Cuba policy, seemed 
unimpressed with Cuba’s recent change in 
leadership. Instead he supported a motion at 
the Eighth Summit of the Americas to “reject 
the Cuban dictatorship”, despite the transition of 
power to new president Miguel Díaz-Canel.

Further US sanctions against Cuba loom

continues from previous page

have to wind down operations in many 
other markets. CAATSA imposes severe 
restrictions on “significant” transactions, 
both financial and non-financial, between 
SDNs and foreign persons, therefore 
considerably extending the scope of US 
extraterritoriality.

Russian counter-sanctions against the 
US and other countries

Soon after the latest set of sanctions 
were imposed against Russia, the leaders 
of all political parties represented in the 
Russian State Duma, Russia’s lower house, 
introduced the draft bill “On measures in 
response to unfriendly actions of the USA 
and/or other foreign states”. If adopted, the 
bill could have a severe impact on a large 
amount of foreign companies in Russia.

The bill would restrict or prohibit the 
import of such products as foods, alcohol 
and tobacco, medicinal products from 

sanctioned countries. Consulting, legal and 
audit services performed in Russia by any 
entity incorporated under the jurisdiction 
of sanctioned countries, or more than 25% 
owned by any such entity would also be 
targeted, as would the pharmaceutical and 
aerospace sector. In addition, a visa ban 
would be implemented against a list of 
persons compiled by Russia’s Ministry of 
Foreign Affairs.

In an interview with Russian business 
publication RBC, Mikhail Shelkov, the 
owner of titanium giant VSMPO-AVISMA, 
commented that the plan for counter-
sanctions was written by lawmakers 
acting as “saboteurs” – either knowingly or 
unknowingly. Kremlin spokesman Dmitry 
Peskov stated that no steps would be taken 
contrary to Russian interests, and that time 
is needed to study the proposed bill.
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US investigates Huawei for breaching Iran sanctions; 
UK and US target ZTE
On 25 April, it was reported that 
prosecutors in New York as well as 
the FBI were investigating the Chinese 
technology company Huawei for possible 
violations of US sanctions against Iran. 
Earlier in the month, both the US and 
the UK brought measures against the 
Chinese telecommunications equipment 
company ZTE.

US ambassador to the UN, Nikki Haley, 
reportedly said that the North Korea 
sanctions committee, which comprises all 
members of the UN’s most senior decision-
making body, unanimously approved 
designations of 21 shipping companies, one 
individual and 27 ships. 

She added that this would be the largest 
set of UN designations against North Korea 
ever. The latest restrictions are directed not 
just at North Korea’s shipping operations but 
Chinese companies trading with Pyongyang. 
The list includes 16 companies based in 
North Korea, five registered in Hong Kong, 
two on the Chinese mainland, two in Taiwan, 
one in Panama and one in Singapore.

The move comes amidst an easing of 
tensions as North Korea has paused tests  
in its nuclear and missile programmes for 
four months and the country’s leader  
Kim Jong Un met with Chinese President  
Xi Jinping in Beijing, making his first foreign 
trip since taking power six years ago. 

Kim Jong Un is also planning to meet with 
the US and South Korean presidents in April. 

The rapprochement appears to have been 
triggered by last month’s Winter Olympics  
in South Korea.
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as a joint venture between Bahrain’s Ahli 
United Bank and two of Iran’s largest lenders, 
Bank Melli and Bank Saderat, Future Bank 
was blacklisted by US and EU officials 
and banned from the SWIFT international 
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According to a Bahraini government audit, 
the now-shut Future Bank, which was 
active on the archipelago, disguised at least 
USD 7 billion of transactions between 2004 
and 2015 for the benefit of sanctioned 
Iranian parties. 

Bahraini investigators detected 4,500 instances 
of wire-stripping at the bank used allegedly to 
hide Iran’s role as a recipient or sender. They 
also identified hundreds of bank accounts 
linked to individuals convicted of money 
laundering or terrorist financing as well as shell 
companies operating on behalf of Iran’s Islamic 
Revolutionary Guard. 

According to the authorities, these 
transgressions occurred at a time when the 
bank was already subject to heightened 
scrutiny. Shortly after its foundation in 2004 

The European Union has extended its 
arms embargo against Myanmar and is 
considering sanctions against individual 
military officers in relation to human 
rights violations in the country. 

According to an announcement made by the 
Council of the European Union, the embargo 
includes arms, equipment that may be 
used for “repression”, military training and 
communications monitoring systems. 

A framework for sanctions has also been 
agreed against six officials of the Myanmar 
Armed forces and border guard police. This 
would involve travel bans and asset freezes 
which would be implemented in the event of 
continued human rights violations.

USD 7 billion of Iran-linked monies circumvented via Bahraini bank 

EU extends Myanmar arms embargo and 
considers fresh sanctions

The EU’s allegations focus on a military 
operation in Northwest Myanmar last year, 
in which 700,000 Rohingya Muslims fled to 
Bangladesh. Two Reuters journalists, who 
were arrested whilst reporting on Myanmar’s 
crackdown on the Rohingya, remain in 
prison in the country. They may face a prison 
sentence of up to 14 years under Myanmar’s 
Official Secrets Act.

electronic payment messaging system. In 
2015, Bahraini regulators finally closed the 
bank for continued suspicions over sanctions 
breaches. The bank’s shareholders objected 
to this forcible shut-down and related 
asset freezes before the Permanent Court 
of Arbitration in The Hague, Netherlands. 
The case remains ongoing and is likely to 
reveal more details on a “vast range of illicit 
conduct”. 

Despite such difficulties in enforcing 
restrictions against Iran, further additions to 
the sanctions regime may be in the offing. In 
mid-May, President Trump will have to decide 
whether or not to recertify the Iran nuclear 
deal. His European allies remain divided over 
the issue. EU plans for further sanctions 
against Iran were recently scuppered by 
opposition from Italy and Austria.
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  Ethiopia 

Ethiopia’s parliament elected a new prime minister, 
Abiy Ahmed, in an attempt to stop the anti-government 
protests. The protests started in 2015 in Oroma region, 
home to Ethiopia’s largest ehtnic group. Abiy began 
his mandate with a declaration in which he apologised 
for the deaths of several protestors and promised to 
reconcile the entire nation. He has also promised to 
provide more space for opposition political parties, to 
fight against corruption, and to focus on strengthening 
the rule of law. 

  Iceland 

The Group of States Against Corruption (GRECO), 
Council of Europe’s anti-corruption monitoring body 
issued in a report which analysed Iceland’s anti-
corruption efforts. The report praised the country’s 
awareness of the importance to strengthen the 
anti-corruption-measures, such as the creation in 2014 
of a governmental anti-corruption steering group. 
However, GRECO issued concerns that the steering 
group has not issued any major strategic actions 
or policies so far. GRECO also recommended the 
creation of a national strategy for developing a credible 
enforcement mechanism for applying anti-corruption 
laws; development of integrity policies regarding senior 
executive functions; and strengthening the system of 
periodic declarations of assets and interests. 

  Iran 

Iran’s central bank banned banks in the country from 
engaging in transactions in crypto-currencies. The 
decision was motivated over concerns that Bitcoin and 
other currencies could be used by criminals for money 
laundering and financing terrorism. The decision came 
as a surprise after Iran’s currency, rial, hit an all-time low 
at the beginning of the month, prompting speculation 
that crypto-currencies would become a solution for 
Iran’s exposure to economic volatility and international 
sanctions.

  Ireland 

The Irish government approved a bill to transpose 
the fourth EU money laundering directive into Irish 
law. The most important aspect is the introduction 
of the obligation for financial institutions to carry 
customer due diligence. The bill expands the 
definition of a “politically exposed person” to include 
both persons holding political or judicial offices in 
Ireland, and abroad. The government also approved 
an amendment to the Criminal Justice Bill 2017, 
which makes the bribing of a foreign public official 
an offence in Ireland, even though the act was not 
considered so in the place it was carried out. 

  Malaysia

Malaysia passed the “Anti-Fake News Act 2018” on 9 
April 2019, shortly before the country’s parliamentary 
elections. The Act was harshly criticised by international 
human rights bodies, as it allows for sentences up to 
10 years in prison for circulating or creating “any news, 
information, data and reports, which is or are wholly or 
partly false.” The act is seen as a mean to intimidate 
journalists and bloggers willing to report about the prime-
minister’s former involvement in a major corruption 
scandal. Najib Razak, Malaysia’s prime minister, was 
accused in 2009 of stealing USD 681 million from the 
country’s sovereign wealth fund. Although he was 
cleared by the country’s anti-corruption body, future 
press reporting on the issue could still negatively affect 
the prime minister’s reputation among Malaysia’s voters. 

  Mexico

Mexico is preparing for its presidential and legislative 
elections scheduled for 1 July, with many concerned 
about whether Russia might use hackers to sway the 
vote. Latin America is fast-becoming an area of interest 
for many countries, including Russia, China and Japan. 
The Mexican voters, who are predominantly concerned 
with corruption and security issues, are likely to vote 
in favour of outsiders and populists, rather than 
established political candidates.

  Montenegro

One of the country’s opposition leaders, Nebojsa 
Medojevic, was tried on 18 April for alleged money-
laundering related to the financing of the Democratic 
Front alliance during the October 2016 elections. In 
addition to Medojevic, 11 other members of the alliance 
were indicted by the Special Prosecution for Organised 
Crime for allegedly evading taxes and engaging in 
money-laundering operations to finance the party’s 
campaign in 2016. Prosecutors also announced 
they had gathered evidence that the Front received 
“substantial funds from Russia” to develop its illegal 
financial activities. 

  Nigeria

Nigeria’s Central Bank issued new legislation which 
introduced tougher sanctions against money laundering 
and financing of terrorism. According to the new 
measures, failure to comply with the requirements will 
be applicable not only to the financial institutions found 
guilty, but also to their directors and board members. 
The fines stipulated by the new legislation range from 
GBP 1,000 to GBP 2,500 for key executives, and from 
GBP 2,000 to GBP 50,000 for the offending financial 
institutions. 

  Pakistan 

Pakistan’s Milli Muslim League (MML) political 
party was placed on the United States’ list of foreign 
terrorist organisations. The US Department of State 
motivated its decision claiming that MML has 
powerful connections to Lashkar-e Taliba, a terrorist 
group responsible for an assault on Mumbai in 2008 
which killed 166 people. Moreover, the US announced 
a USD 10 million reward for information leading to 
the arrest of Hafiz Saeed, the founder of MML. These 
events come after the relations between Islamabad 
and Washington deteriorated amid US allegations that 
Pakistan is harbouring and helping terrorists who are 
launching attacks in Afghanistan. 

  Romania

The Group of States against Corruption (GRECO), the 
anti-corruption body of the Council of Europe (CE), 
warned Romania that the ruling coalition’s planned 
changes to judicial laws and the criminal code would 
go against the Council of Europe’s anti-corruption 
principles. GRECO claimed that the Romanian 
parliament’s initiative to create a special prosecutor 
function to investigate offenses committed by 
magistrates is a disguised attempt of the political 
decision-makers to exert control over the judicial 
power. GRECO also warned about the Romanian 
parliament’s plan to introduce penalties of up to seven 
years in jail for magistrates who abuse judicial powers. 

  Switzerland

Media announced that a record number of reports to 
the Money Laundering Reporting Office Switzerland 
(MROS) were filed in 2017. 4,700 Suspicious Activity 
Reports (SARs) were recorded in 2017, compared 
to 2,909 in 2016. Furthermore, according to MROS, 
the number of SARS has almost doubled in two 
years. In 2017, MROS transmitted 3,653 cases 
to the prosecuting authorities, almost 65% of the 
cases it received. The asset values of the submitted 
SARs reached more than CHF 16 billion. The most 
commonly reported financial crimes in the SARs were 
suspicions of bribery, followed by fraud. 
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UK Treasury lifts sanctions on 
Bank Saderat

Lorem ipsum dolor sit amet,

A copy of the UK Treasury notice can be 
found HERE

Ten individuals added to EU sanctions list

Lorem ipsum dolor sit amet, consectetuer 

The European Union Council 
has added 10 individuals to its 
sanctions on Syria in relation to their 
involvement in repression against the 
civilian population and support for the 
Syrian regime. 

The individuals include high-ranking 
military officials and senior figures linked 
to the Syrian regime. The decision brings 
to 217 persons the total number of 
persons targeted by a travel ban and an 
asset freeze for violent repression against 
the civilian population in Syria. 

The designation follows an announcement 
by the EU Council that it would seek 
to impose further sanctions against 
supporters of the Syrian regime.

 

The European Union has de-listed Bank 
Saderat and its UK subsidiary Bank 
Saderat PLC from its sanctions on Iran 
following a decision that the bank’s listing 
should apply only until 22 October 2016.  

Previously under the JCPOA, Bank Saderat 
was not due to be de-listed until transition 
day, which is 20 October 2023.  The UK 
Treasury has published a notice confirming 
these entities have been removed from the 
consolidated list of sanctioned entities and 
are no longer subject to an asset freeze.

The EU Council press release can be 
found HERE
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